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ABSTRACT

The Special Branch Division 1 is responsible for performing intelligence about the
national’s security. Information is the most important resources for operations. Although using
the Information and Communication Technology (ICT) to enhance operating efficiency, the
security of information systems is vital. Thus security of information systems studying is essential
to determine the appropriate policies, procedures and guidelines. This special study project is
based on ISO/IEC 17799:2000 (Intemational Standard of Information Security Management) for

the analysis and implementation of information éystem’s security plan.
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mwﬁ 2.3 11e1Ad Basic Encryption/Decryption Process
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Plaintext Encryption Ciphertext Decryption

S

2N 2.4 LaAg Symmetric Cryptography

Public Key Private Key

fo00 €°

o

Plaintext Encryption

Plaintext
N 2.5 1A Asymmetric Cryptography
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a < A A 1 1 A [ a J < -
dumesiig vsoldlumarouneszes lna (Remote Access) H1UIATDVIUDUINDTLTIA V5D
4 ' ' ' aa ' I~ (=1
¥ un1s Fouaoser 1952 HI1999ANI NG N ONFNIULIA (Extranet)
b a y
vingluuumsldanulnavesipSec  lasmsdemsnioluluan (Local Area
Network) tigiaz299zitlumsdeesauilnd  uaiensdemseen lidauenaziins 14
° - ¢ ¢ ¢ ¢
IPSec 1a8N13111 IPSec 1 14119215 uNIT1MA03 (Router) ag 1W320aa (Firewall) viSoina
128 (Gateway) voun3oi1e  TavszlimadiswadeyaudFedeeen’ly Wedalaromad
w 4 o > Y a2 a4 A & et 4
20PATHADONUT FINIIMINTUNIHBALIzIRnav U TasNAS0InouRUADS lUTaIU
‘ ¥ N '
Sunsiuas weneimiu IPSec Saawsnldaulunsdindldmsisoudonuy Dial-up 14

a9 A ' b P ] q’:
NAY mmsn“h’f"lumiwaumwmmnmmmuuq Taoass



20

M 2.8 naasgluuums Iauindves PSec
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K3

F78M3S:

OS DB/File Server S2UUIUNAN

2. | OS Application Server 7 LUPNUNAN
3. | OS DB/File Server STUUNUAUUTAYY
4. | OS Application Server TZUVNUTUVAYY
5. | OS Mail Server

6. | OS Remote Access Server

7. | OS Web Server

8. | OS Domain Name Server

9. | OS Print Server

10. { OS Workstation

11. | OS Client

12. | DBMS 2UUMUMAN

13. | Application SEULIIUNAN

14. | DBMS szunuaiyayu

15. | Application sEUBUAUVTYY

16. | Mail Server Application

17. | Remote Access Server Application
18. | Web Server Application

19. | Domain Name Server Application

20. | Print Server Application

21. | Workstation Application

22. | Client Application

23. | Management Tools

24. | Development Tools

25. | Server Utility

26. | Client Utility
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M3

AnUN NBIRITIVTUAVIA 1 (SBI Area)

2. | 2115 NBIdITI9FUALIA 1 (SB1 Buildings)
3. | 91m13 gudneuiuAs (CC Building)

4. | €U ﬁ'ﬂauﬁ'xmﬂ{ (Computer Center)

5. | DB/File Server 55UUIUNAN

6. | Application Server UUNUN an

7. | DB/File Server SUVNMUaHUIYY

8. | Application Server FSULNTUH e Hu

9. | Mail Server

10. | Remote Access Server

11. | Web Server

12. | Domain Name Server

13. | Print Server

14. { Workstation

15. | Client

16. | STUVIUYAN Network Equipment & Cable
17. | szvuaumiveayu Network Equipment & Cable
18. | Backbone Network Equipment & Cable

19. | Client Network Equipment & Cable

20. | Computer Center Media

21. | Users Media "

22. | Computer Center Furniture and Accommodations
23. | Furniture and Accommodations

24. | Computer Center Air Condition

25. | 52UU9IUNAN Power Equipment & Cable

26. | sruunuatuY U Power Equipment & Cable
27. | Client Power Equipment & Cable
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2. | Working Area Electricity Supply

3. | Computer Center Water Supply

4. | Working Area Water Supply
Computer Center Air Condition

6. | Working Area Air Condition

7. | Computer Center Lighting

8. | Working Area Lighting

9. | Lease Line Service

10. | Internet Service
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of Hardware) AMSRINUAANAIAUDIFONALLIS (Miss Process of Software) anuAanaaluns
= 1 4 ] Y Lokl a
Aanodes (Miss Process of Communication) 4y M3 lifinistlesfiumagnissidien ew

- .3 & a s ] o da 1 o .J’
INAYU (Poor Prevention) ‘]Nﬁ'm"liﬂ?Lﬂi’l%ﬂﬂ')'llﬂ]ﬂﬂiﬂﬁ!?Jﬂﬂiﬂﬂﬂullﬁﬁxﬂizm‘ﬂ 'l@’{mu

$ t o Ia
3197 3.5 AnunwIssvemindauysziandeya

Type of Vul. Vulnerabilities *
Human Poor Logical Access Control
Physical -
Hardware, Miss Process
Software Miss Process
Communication | Miss Process
Natural Incident | Poor Prevention
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G

Type of Vul. Vulnerabilities
Human Poor Logical Access Control
Physical -
Hardware -
Software Miss Process
Communication -
Natural Incident | Poor Prevention
T 37 anwunnassveaninddulszianmen
Type of Vul. ~ | A Vulnerabilities
Human Poor Physical Access Control
Physical Disrepair
Hardware Miss Process
Software Miss Process
Communication | -
Natural Incident | Poor Prevention
MM 3.8 AnuunnseeminGaus YIS
Type of Vul. Vaulnerabilities
Human Poor Logical Access Control
Physical -
Hardware -
Software -
Communication | -

Natural Incident

Poor Prevention
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é s
3.3 UAnsvssanmu

[y ia d. U v da 1
mondanninannsiaanmunnssdlussuumsaumavemingduuaazlszian
' kY 3 g ﬂ a R o 3 P a J
anlszinnanuuawseadniu Aezdiumsiinsizitaiugnai (Threat) d19q Aoruiayy
[l b 4 v
91nauunns 09 1a3es 1 1Adedu wieuiaimuauuaniansusmsnnuies Risk
3 { o v & a <
Management) IWBAIUANAANTBUIIMIANUTLININAIANAWNANY FIAWT0AATISH
° v da 9 o dy
Sumnamlszamnswddu laasil
o da s/
3.3.1 ninddusznndeya
a oo P a .3 1 1 =
Ains iz Avgnauiio1ufaiuInAILUNNT ORI HASUUINTKNITUTHS
) 14
anuos Suunsenamlszianvesiogna Al
33.1.1 mIarugumsidifaneaeineaii 11 (Poor Logical Access Control)
3.3.1.1.1 AM5UASINIE (Interruption)
- fyngnidunaudeya (ntruder intrude to Delete) UTHITAY
@oalag minluaumsidIfanisaeinea (Logical Access
Control)
- Aldaudoyalaulaiinnun (User not intent to Delete) U3N13
anudvelay arsdrsesdoya (Backup)
- Aldeauraudeya (User Intent to Delete) UTHI5ANMALI 1AY
astmun agszidion Jeriafy (Policy)
33.1.1.2 M50aART04 (Interception)
- gunsadnduundeyn (ntrader intrude to Copy) LTINS
auFvalag n1snluqunisiidanisasinea (Logical
Access Control)
93 ¥ 9 o a -
- Q‘lm&mmmmwaga (User Intent to Copy) UIHN13ANUITYY
Tao nsfimua ngszifieu detisiy (Policy)
3.3.1.1.3 nsaauls (Modification)
- fuagnidnudlufoundasdeya (otuder  intrude  to
Modify) USvisamdsslas  misaduguaisidifiania
anvnNoa (Logical Access Control)
- AduRlvlfounilosdeyalaglitsaun (User not intent to

Modify)u3vw1sanuifioslny nsdrsesdioyn (Backup)
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- Aludlunldsulasdoyalaoinain (User Intent to Modify)
Vimisamudvala p1sAmua apseidioy fo1iaf (Policy)
33.1.1.4 M3yUaouues (Fabrication)
- fynyniduniiudeyn (ntruder intrude to Insert) UTMIIANN
Foalas msmauguasidiianieasinea (Logical Access
Control)
- Aldiiindoynlaglienun (User not intent to Inserf) U3M13
anudeslag n1sdhssedeyn (Backup)
- Fléiudeyalatinn (User Intent to Insert) U3M13AIMNEDS
Tav nsfmua agszidion de1isfy (Policy)
3.3.1.2 MIMUAANIAYBIBIIALIT (Miss Process of Hardware)
3.3.1.2.1 N159A9N2E (Interruption)
- deyagnau (Be Deleted) W3misarmidvslas msdises
‘l’fﬂgﬁ (Backup)
3.3.1.2.2 Maaans (Modification)
- deyagnuldsuladly (Be Modified) U3msndua Tay
n1sdsesdoya (Backup)
3.3.1.3 ManauAanaInvesendlas (Miss Process of Software)
3.3.1.3.1 0159A%9192 (Interruption)
S *\’J’agagnau (Be Deleted) vSmsanudeslas  msdises
Joya (Backup)
3.3.1.3.2 msaauls (Modification)
- doyagnuldsunawdly (Be Modified) uimsanuiesla
a1sdsesdoya (Backup)
33.14 mwfavaialumsfaaedos (Miss Process of Communication)
3.3.1.4.1 A159A99MIE (Interruption)
- foyagamn Be Losy vinanuidsalas nadhsssdoya

(Backup)
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3.3.1.42 msaaulls (Modification)

- doyaganlfsunlaad ly Be Modified) un1sanuisalay

A1sd1seedoya (Backup)

ret Y o 4 ~ a & .
3.3.1.5 ms1uun1sﬁamumqmsmmm y91NAYU (Poor Prevention)

3.3.1.5.1 7159ATIN2E (Interruption)

o
gnlauAdlorenauasszaeniie Malicious  Software)
ySmisandsslas a3 ldaenauastleeiu (Malicious Scan
Software)

o o 9 - =) a o
gnaniudeya (SniffeuinisanuifiesTasnmsndisiadeya

(Encryption)

33.1.52 MI0ANIDY (Interception)

an lauAdagreWanafsyaend1e Malicious  Software)
wimsaudsalas nmsldaenduailoatiu (Maicious Scan
Software)

gnanfudeya nifferuinaaiudesTasmshaiadeya

(Encryption)

3.3.1.5.3 msaauils (Modification)

4 o o
gnlauddroaedaulsseaendie (Malicious  Software)
a $ s o Y
yimsanudeelas msldareauastleatu (Malicious Scan
Software)
v o Y . a - b @ 9
gaanSudBYa (Sniffer)uTnIsAMAss TasniansHadeya

(Encryption)

3.3.1.5.4 msilaouuns (Fabrication)

= o L4 o
gnTawAdrswenduasdseaende (Malicious  Software)
a o Y S o o ..
usmsanudeslag n1s1gwenauastloaiu (Malicious Scan
Software)
v o 9 . o e 9/ o
gnandudeya (Sniffeusmisanuisslasmsidrsvadoya

(Encryption)
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$ o a i o I
M197 3.9 fegna uaziumamsuSnsaudsvemineduilsznmdeya

Type of Vul. | Vulnerabilities | Type of Threat s Threat Risk Management
Human Poor Logical Interruption Intruder intrude to Delete | Logical Access Control
Access Control User not intent to Delete Backup

User Intent to Delete Policy
Interception Intruder intrude to Copy Logical Access Control
User Intent to Copy Policy
Modification Intruder intrude to Modify | Logical Access Control
User not intent to Modify | Backup
User Intent to Modify Policy
Fabrication Intruder intrude to Insert Logical Access Control
User not intent to Insert Backup
User Intent to Insert Policy
Hardware Miss Process Interruption Be Deleted Backup
Interception a -
Modification Be Modified Backup
Fabrication 3 7
Software Miss Process Interruption Be Deleted Backup
Interception - -
Modification Be Modified Backup
Fabrication > -
Communication Miss Process Interruption Be Lost Encryption
Interception - -
Modification | Be Modified Encryption
Fabrication - -
Natural Incident | Poor Prevention Interruption Malicious Software Malicious Scan Software
Sniffer Encryption
Interception Malicious Software Malicious Scan Software
Sniffer Encryption
Modification Malicious Software Malicious Scan Software
Sniffer Encryption
Fabrication Malicious Software Malicious Scan Software

Sniffer

Encryption
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v Jda 4 o
3.3.2 ninodulszsinnagsrauas

a o 4 a 3 v 1 -
'Jlﬂ5'IS'HﬂUf}ﬂﬂ']nﬁﬂ'lmﬂﬂﬂuTl'lﬂﬂ']'llﬂ.lﬂﬂsaﬂﬁ'l\ﬂ‘] HASHUININITUING

4 o " o 4
ANUITOS il‘muﬂeaﬂmuﬂszmmammﬂmn 18aqii

3321 MInURuMsdntinasineai hif (Poor Logical Access Control)

3.3.2.1.1 MSUAIINIE (Interruption)

4

dynindnauwendua’ (ntruder intrude to Delete or
Uninstall)  U3n15a1@isalas msatugunisdianis
asInea (Logical Access Control)

Al¥auwonduas Taalaieau (User not intent to Delete or

g a - a s do

Uninstall) U3M15a10d09 ey mslisonaudi 1509 (Reserve
Software)

Aldioauauaenduas (User Intent to Delete or Uninstall)

wsmsanuivalay msfmua agszidivy Yoy (Policy)

332.12 n150AA3049 (Interception)

° 7 4 ~
Aunyndndmnaendias (ntrader intrude to Copy) UTN13
anunaselag n13nugunIsd1fanieasinea (Logical
Access Control)

4 S o 4 a
Alfemundmnnaendnds (User Intent to Copy) YIMIIANY

a ° I 9 @ o 4
L’dtl\‘liﬂﬂ NIINMUUA AHITIVYY YBLIAY (Policy)

3.3.2.1.3 msaauls (Modification)

Aynzadunudlunlfounasrendind (ntruder intrude to
Configure) USMITAIMIAB TR msaaugumsididant
a09non (Logical Access Control)
Audlvnldsunlasaondins Taoliloaun (User not intent
to Configure)uimisanumisslas  msilwerduaidises
(Reserve Software)

Alfud v dounlasgediunilasieaun (User Intent to
Configure) uSMsAMMAsalas  msfnua ngszifiou

dorianu (Policy)
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° a o o .
3.3.2.2 mimamwﬂwmmawaﬂmm (Miss Process of Software)
3.3.22.1 M3YAIINIL (Interruption)
s o o o a
- arevlAlringah19Iu (Brmror or Hang) U3MIATMdselag s
P o o o
HreN AT 1599 (Reserve Sofiware)
e o o P a 3 .
3.3.23 M9 ‘1numsﬂmnum¢gmsmmm No1UNAYYU (Poor Prevention)
3.3.2.3.1 M59YATINIZ (Interruption)
- gnlowAdrozerdunfilszasfiie (Malicious  Software)
uSvsmuioslas nsldaerauaitiesfiu (Malicious Scan
Software)
33232 M38aRI04 (Interception)
- gnlouAdreserduaiissaaniie (Malicious  Software)
uSnisandsalas nsldaerdunastlesiu (Malicious Scan
Software)
3.3.2.3.3 msaauls (Modification)
- gnlsuAdrsserduasissaaniie (Malicious  Software)
vSvsanudvalas a5 ldwerdulstlessiu (Malicious Scan
Software)
33234 nsiasuuAs (Fabrication)
- 4 I'd
- gnlenAdaswenaudsilszaensy (Malicious  Software)
USHisanuEeelas nsldaendulstiessiu (Malicious Scan

Software)
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4 o a { o da o o
M9l 3.10 SugnAs uazMRMsVIMIANUEsIVeIMINITUsTIANaBNAINS

Type of Vil | Vilnerabilities | Type 6f Threat Threat Risk Management
Human Poor Logical Interruption Intruder intrude to Delete | Logical Access Control
Access Control or Uninstall
User not intent to Delete Reserve Software
or Uninstall
User Intent to Delete or Policy
Uninstall
Interception Intruder intrude to Copy Logical Access Control
User Intent to Copy Policy
Modification Intruder intrude to Logical Access Control
Configure
User not intent to Reserve Software
Configure
User Intent to Configure Policy
Fabrication A -
Software Miss Process Interruption Error or Hang Reserve Software
Interception 5 -
Maodification - =
Fabrication - -
Natural Incident | Poor Prevention Interruption Malicious Software Malicious Scan Software
Interception Malicious Software Malicious Scan Software
Modification Malicious Software Malicious Scan Software
Fabrication Malicious Software Malicious Scan Software

@ da
3.3.3 ninddulssinnmonn

a o o { a 3 v v -~
’Jlﬂﬂzﬂﬂﬂﬂﬂﬂ'lllﬁﬂ'mlﬂﬂ‘lluil’lﬂﬂ".l'lll‘lJﬂWiENWN"'] HAZUUINWINITUINIG

4 o o o &
amundos Suunsenaunlszianvesionnay 1adail

33.3.1 mMsnugqumsididanenieniwit 1@ (Poor Physical Access Control)

3.3.3.1.1 N159A99192 (Interruption)

- ﬁun;m%ﬁmﬁm’nmﬁumu (Intruder intrude to Destroy)
usnisaudeelag nﬁﬂwsqumsn’hﬁqmamﬂmw

(Physical Access Control)
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- AlhemunGoniglavliteaur (User not intent to Destroy)
winanudselan msiiaoiuiindedwead 159 (Reserve
Site or Hardware) '
- Alfsaunimnudeniy (User Intent to Destroy) UTN13AIN
@doelas masimua ngsziboy derisfy (Policy)
333.1.2 M3UAATD9 (Interception)
- fynnduneTusdawes (ntruder intmde to Steal) UTM13
anuivelae n1saauqunad1danianionin (Physical
Access Control)
- fl%iemun Tudewes (User Intent to Steal) UIMsANUHES
Tav msfmua ngszidisy Ye1isiy (Policy)
3.3.3.1.3 Msaauls (Modification)
- Hungadnudlun/ounacdesiieg (ntrader intrude to
Configure) uSMIsATMES T Msarugumsihdana
10NN (Physical Access Control)
- A13udluwAounlasdadren Taowaun (User  Intent to
Configure)  USM1sAaNGsalas  msdmua ngsudoy
do1iR (Policy)
33.3.2 m3ganga Insuvianisaeunsy (Disrepair)
3.3.32.1 A5UAINIL (Interruption)
- aevfunrdevesdtey idemeiiesnind1zanga Tnsy (Lose)
wimsaamuvsTas fimstgeinun (Maintenance)
3.3.33 miﬁwmﬁﬂwmmmaﬁmm’ (Miss Process of Hardware)
3.3.3.3.1 n159AIM72 (Interruption)
- @r$auaingahian Emor or Hang) uSmsanuideelas ns
firoufindodauned150a (Reserve Site or Hardware)
3334 MITauAanarvesenlns (Miss Process of Software)
3.3.3.4.1 7M39UAIMIT (Interruption)
- gomfiuasdeuoeaise fovie (Be Lose) USnisamies

Tas msiianunnsod9Uoad 1504 (Reserve Site or Hardware)
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(7 o L P a J .
3.3.3.5 ms"luumsﬂmﬂumqmimmaq N919:NAYY (Poor Prevention)

3.3.3.5.1

13392

33353

33354

159A99472 (Interruption)

- galw@dorenduaissaanine (Malicious  Software)
wimsanudveTas nmsidweduritiestiu (Malicious Scan
Software)

. $affy (Fire) U3Msanudselas fiszuutlostu asaedy
uazseIuonANY (Fire Detection, Fire Protection and Fire
Extinction)

- unu@Au lv7 (Barthquake) wmsanudeslas finsnaumy
msUfiRidedame (Disaster Plan)

- gnnAY (Flood) vimsnanndeelae ImsneusunsUfia
(iieifiame (Disaster Plan)

- I$h&u Power Supply Break) u3nisamndoelay Sszuy
dispatazwannszia I (UPS and Generator)

- MAVIOUZAI9Y (Sabotage) uSmsanuEealae Sn1s sy
muliiRifieiiame (Disester Plan)

A58RNSO (Interception)

- gnlau@daorenAurflssaaniie (Malicious  Software)
smisameslas ns19werdinitloatu (Malicious Scan
Software)

nsaails (Modification)

- galwAdlswedduafseaeniie (Malicious  Software)
vinsaiudeslas msldwenduastiestu (Malicious Scan
Software)

N151/aouuAe (Fabrication)

- gnlawAdlsxerduasszaefine (Malicious  Software)
vSwisarmudselas msldrenauaifletu (Malicious Scan

Software)
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3 o a 4 o da
ﬂ]iN‘Ydl 3.11 nufNMY llﬁ%’,tlu’J'Vl'l\1ﬂ1iUiﬂ'l5?1']'111Lﬁﬂﬂﬂﬂﬂﬂiﬂﬂﬁuﬂi&ﬂﬂﬂ'mﬂ'lw

Type of Vul. | Vulnerabilities | Type of Threat Threat i Risk Management
Human Poor Physical Interruption Intruder intrude to Destroy | Physical Access Control
Access Control User not intent to Destroy | Reserve Site or Hardware
User Intent to Destroy Policy
Interception Intruder intrude to Steal Physical Access Control
User Intent to Steal Policy
Modification Intruder intrude to Physical Access Control
Configure
User Intent to Configure Policy
Fabrication - -
Physical Disrepair Interruption Lose Maintenance
Interception - -
Modification . -
Fabrication 1 -
Hardware Miss Process Interruption Error or Hang Reserve Site or Hardware
Interception A r
Modification 2 -
Fabrication - =
Software Miss Process Interruption Be Lost Reserve Site or Hardware
Interception = . A
Modification - ¢
Fabrication - -
Natural Incident | Poor Prevention Interruption Malicious Software Malicious Scan Software
Fire Fire Detection
Fire Protection
Fire Extinction
Earthquake Disaster Plan
Flood Disaster Plan
Power Supply Break UPS and Generator
Sabotage Disaster Plan
Interception Malicious Software Malicious Scan Software
Modification Malicious Software Malicious Scan Software
Fabrication Malicious Software Malicious Scan Software
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v da a
3.3.4 nSnodusstanuins
a ’ o 4 a 13 1 v =
ANTIAAURAAILTIBINAATUIINATINUNWI BIA N LAZUUININITUTIG
] t 4
AMADe Sunesnamnlszianvessvgna 18asH
33.4.1 msnugumsididmisasineah il (Poor Logical Access Control)
334.1.1 MstAnsed (Interception)
s/ 9 o a a A
- Aynyndundnasue Tueldusnis (Larceny) uTMsanudos
Tas msndugumsiindian1vasdnea (Logical Access Control)
11 o o 1 ~ a J .
3342 mi'lunmsﬂmﬂumqmsmmm Y191911A YU (Poor Prevention)
3.3.4.2.1 A15URIINIS (Interruption)
- vSnsvadeanSongalituinis (Down or Denied of Services)

UsMIIRNUEes Tas M3z UUE1589 (Reserve Services)

% Y o { o da o
ﬂ]‘nﬂﬁ 3.12 ays N lmmlu'ﬂnﬁﬂ'ﬁ'ﬂiﬂ]iﬂ?'lillﬁﬂ\iﬂﬂﬁﬂiﬂﬂﬁuﬂizlﬂTl'Uiﬂ'li

Type of Vul. | Vulnerabilities | Type of Threat Threat . | RiskManagement

Human Poor Logical Interruption = -

Access Control Interception Larceny Logical Access Control

Modification - -

Fabrication - -

Natural Incident | Poor Prevention Interruption Down or Denied of Reserve Services

Services

Interception - £

Modification - -

Fabrication - -

3.4 dszdiuananges

v 1 4

mydsziunnufsedanuilasaisssuuamsauIMAYeINBIR1TIvTUALIA 1 U

o L] ~ o @ a Y a a
Wumsiiansias lemafszuumsaumsesszlszauduiognaunne Idiiannudenig
asszuvmsrumalugdunudien u msiate msdame Wasuulasdeya uazas

a ‘a d a do v v .

Urrsmsldusmsvesszuy TaudioTmsizdiimuatiannuunwies (Valnerabilities) 114z
ar 9 g ~Q I's 7Y o v o
AUANAIN (Threat) 147 vimiudsimszmlsadiuransznuneisaennulasaiy (Impact)

a w I o 4 a P . o
uag TemaAasennan1u (Probability) annnasiismua 13 ivedlszifiuanuios (Risk) Suey




40

ildgmstmuannudesmsduatnnlasads uazdmuauuamanasmailesiuszuy
asaumalitinnulasanude 1y
'4 @ o
3.4.1 wadinsdsziivanudos
a o $ ° o o =y
TunsdssdivTinnedniunios suflussdedimsdmuanadlumsdsediv
a o A 9V =S - a & A o ] Y
Snsiziive inswtaamansemgualunisinsied dnnudsedennulasadiy
ssuumsaume fe Temafiszvumsaumaenszlssaunusognaiine Iifiany
a 3 o 2 v
domereszvumsaums lugduuumsioe madlawe manlasuulasdeya uazms
y ¥ v
UiesmslduTamsvesszuy Asiu anudssdeszuumsaums Risk)  Jafann
HanseNUuseanudsmisdsnulasaivueessuy (Impact) v Tenalumsiia

Y P ‘o o = 3 o 4
foAnAY (Probability) Fanevzfmuahunueaimstsdiuamnde i fsil

ALY = Hansenuaenmasany X Temalumsiianuanmy

Risk = Impact X Probability -

o v o '3 a a
Taomnagimsdsaiunanisnuaeanulaeany inaainisdseiuTenanisinag
fogamu uaznaainislszifiuanudes Tdimuadeuaasluasie #1313, 3.14 uaz
3.15 A1UA1AY

-

4 ¢ a 1 Y
ﬂ]i‘Nﬁ 3.13 lﬂm“nfniﬂizlnuﬂaﬂizﬂﬂﬂﬂﬂ'ﬂuﬂﬂﬂﬂﬂﬂ

LA oA
0 itinansenudesanmuasanylag
1 finansenusennuilaeasiudniles ssuumnsaldnuldannlng
2 finansenudenuaeast veduvesssndome hignnseldaulddns
3 finansznudeamulasads szuimuademes hiswnseldnudsnsn
4 finansznudenunlasasie nedanvesszuudone hicnsa e 188nde 1
5 finansznudeaulaoads szuuenuadomeliauseldou18nde 1
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4 J a a o
319A 3.14 naamsiszdiv lemainangnaiu

sEAL AU
1 ez i TomaiAasuias (oot 1 a3a lusen 20))
2 filomaiatiooun (AN 1 adalusow 207)
3 fTemaAatioy Grnn 1 asalusew 510)
4 #lemanatunais nan 1 adaly 17)
5 | Hlemaiiags (1A 1 asalu 1 fow)
6 iTemaAaduiiutse @A 1 adalu 1 5u)

9]11NTI 3.15 mmmmsﬂs"mummmm

ANTOY
e 0
S
G. 1
e |

HaNISNUABANY

[

anuddyddy 1 @uiumsiaiunusesiutazauguesnlndsa)

o o

L anuddaddy 2 @uilunmsiaiuwusesiy)

O] anwdhdgyday 3 (lidesdaiumusess)

3.4.2 szdiuanudes
a o [ 4’ a a Jd
msdsuiuanudssdiunnudasasoil unisdssiuimasiuenainsens

v d
nSNaFuA9 audn Idsmua’ld fail
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d' o :.:' 9 a o (.Y o d'
1319 3.16 Usztiunnfesves ﬂﬂgﬁﬂgﬂﬂﬁ‘lﬂi:ﬂﬂﬂuﬂﬁﬂ (ﬂ‘U‘VIiIﬁ)

Human Poor Logical Interruption | Intruder intrude to Delete 4 6 24 (1)
Access Control User not intent to Delete 4 6 24 (1)
User Intent to Delete 4 6 24(1)
Interception | Intruder intrude to Copy 4 6 24 (1)
User Intent to Copy 4 6 24 (1)
Modification | Intruder intrude to Modify 4 6 24(1)
User not intent to Modify 4 6 24 (1)
User Intent to Modify 4 6 24 (1)
Fabrication | Intruder intrude to Insert 4 6 24 (1)
User not intent to Insert 4 6 24(1)
User Intent to Insert 4 6 24 (1)
Hardware Miss Process Interruption | Be Deleted 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)
Software Miss Process Interruption | Be Deleted 4 4 16 (1)
Modification ; Be Modified 4 4 16 (1)
Communication | Miss Process Interruption | Be Lost 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)
Natural Incident | Poor Prevention Interruption ‘Malicious Software 4 6 24 (1)
Sniffer 4 6 24 (1)
Interception | Malicious Software 4 6 24 Q1)
Sniffer 4 6 |24(1)
Modification | Malicious Software 4 6 24 (D)
Sniffer 4 6 24 (1)
Fabrication | Malicious Software 4 6 24 (1)
4 6

Sniffer
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=i < a 9 a oa
A13190 3.17 Uszdiunnuifisaves eyalfinanus

=

LUUUAAN (QLUN)

" Risk

Human Poor Logical Inte@ption Intruder intrude to Delete 4 6 24 (1)
Access Control User not intent to Delete 4 6 24 (1)

. User Intent to Delete 4 6 24 (1)

"Interception | Intruder intrude to Copy 4 6 24(1)

User Intent to Copy 4 6 24 (1)

Modification | Intruder intrude to Modify 4 6 24 (1)

User not intent to Modify 4 6 24 (1)

User Intent to Modify 4 6 24 (1)

Fabrication | Intruder intrude to Insert 4 6 24 (1)

User not intent to Insert 4 6 24 (1)

User Intent to Insert 4 6 24 (1)

Hardware Miss Process Interruption | Be Deleted 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)

Software Miss Process Interruption | Be Deleted 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)

Communication { Miss Process Interruption | Be Lost 4 4 16 (1)
Modifigation Be Modified 4 4 16 (1)

Natural Incident | Poor Prevention Interruption ‘Malicious Software 4 6 24 (1)
Sniffer 4 6 24 (1)

Interception | Malicious Software 4 6 24 (1)

Sniffer 4 6 24 (1)

Modification | Malicious Software 4 6 24(1)

Sniffer 4 6 | 24D

Fabrication | Malicious Software 4 6 24 (1)

Sniffer 4 6 24 (1)
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d' a P 9/ a wa [y ar
AITNN 3.18 ﬂszmummmuwm uagaﬂgummszummnaﬂ (ay)

Vilnerabilites | Type of Threat | “Theéit: - ¢ |Imphot,| Prob. | Risk
Poor Logical Interruption | Intruder intrude to Delete 4 4 6 24(1)
Access Control _User not intent to Delete 4 6 24 (1)
User Intent to Delete 4 6 24 (1)
Interception | Intruder intrude to Copy 4 6 24(1)
User Intent to Copy 4 6 24 (1)
Modification | Intruder intrude to Modify 4 6 24 (1)
User not intent to Modify 4 6 24 (1)
User Intent to Modify 4 6 24 (1)
Fabrication | Intruder intrude to Insert 4 6 24 (1)
User not intent to Insert 4 6 24 (1)
User Intent to Insert 4 6 24 (1)
Hardware Miss Process Interruption | Be Deleted 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)
Software Miss Process Interruption | Be Deleted 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)
Communication | Miss Process Interruption | Be Lost 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)
Natural Incident | Poor Prevention Interruption Malicious Software 4 6 24 (1)
Sniffer 4 6 24 (1)
Interception | Malicious Software 4 6 24 (1)
Sniffer 4 6 24 (1)
Modification | Malicious Software 4 6 24(1)
Sniffer 4 6 24 (1)
Fabrication | Malicious Software 4 6 24 (1)
4 6

Sniffer

24(1)
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_Vulnerabilities | Type of Threat Threat, Impact | Prob.. -] Risk

Poor Logical Interruption | Intruder intrude to Delete 4 6 24 (1)

Access Control User not intent to Delete 4 6 24 (1)

User Intent to Delete 4 6 24 (1)

Interception | Intruder intrude to Copy 4 6 24 (1)

User Intent to Copy 4 6 24 (1)

Modification | Intruder intrude to Modify 4 6 24 (1)

User not intent to Modify 4 6 24 (1)

User Intent to Modify 4 6 24 (1)

Fabrication | Intruder intrude to Insert 4 6 24 (1)

User not intent to Insert 4 6 24 (1)

User Intent to Insert 4 6 24 (1)

Hardware Miss Process Interruption | Be Deleted 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)

Software Miss Process Interruption | Be Deleted 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)

Communication | Miss Process Interruption | Be Lost 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)

Natural Incident { Poor Prevention Interruption ‘Malicious Software 4 6 24 (1)
Sniffer 4 6 24 (D

Interception | Malicious Software 4 6 24 (1)

Sniffer 4 6 24 (1)

Modification | Malicious Software 4 6 24 (1)

Sniffer 4 6 24 (1)

Fabrication | Malicious Software 4 6 24 (1)

Sniffer 4 6 | 24(1)
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Typeof Vul. | Vulnerabilities { TypgofThreat| ,  Threat . o | Impact |-iProb.| Risk
Human Poor Logical Interruption | Intruder intrude to Delete 4 6 24(1)
Access Control User not intent to Delete 4 6 24 (1)
User Intent to Delete 4 6 24(1)
Interception | Intruder intrude to Copy 4 6 24 (1)
User Intent to Copy 4 6 24(1)
Modification | Intruder intrude to Modify 4 6 24 (1)
User not intent to Modify 4 6 24(1)
User Intent to Modify 4 6 24 (1)
Fabrication z Intruder intrude to Insert 4 6 24 (1)
| | User not intent to Insert 4 6 24 (1)
User Intent to Insert 4 6 24 (1)
Hardware Miss Process lntermptionE Be Deleted 4 4 16 (1)
Modiﬁcationi Be Modified 4 4 16 (1)
Software Miss Process lnterruption: Be Deleted 4 4 16 (1)
Modiﬁcation' Be Modified 4 4 16 (1)
Communication | Miss Process Interruption | Be Lost 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)
Natural Incident { Poor Prevention Interruption ‘Malicious Software 4 6 24 (1)
Sniffer 4 6 24(1)
Interception | Malicious Software 4 6 24(1)
Sniffer 4 6 24 (1)
Modification | Malicious Software 4 6 24 (1)
Sniffer 4 6 [24(1)
Fabrication | Malicious Software 4 6 24 (1)
4 6

Sniffer

24(1)




M9 3.21 dsziiuamudesues Jeyndfiidnussuuammiva

Yu (@uun)

47

. TypeofVul,. | Vulierabilities | Typeof Threat | Thréa Iihpast | Prob. | Risk
Human Poor Logical Interruption | Intruder intrude to Delete 4 6 24 (1)
Access Control User not intent to Delete 4 6 24 (1)
User Intent to Delete 4 6 24 (1)
Interception | Intruder intrude to Copy 4 6 24 (1)
User Intent to Copy 4 6 24 (1)
Modification | Intruder intrude to Modify 4 6 24 (1)
User not intent to Modify 4 6 24 (1)
User Intent to Modify 4 6 24 (1)
Fabrication | Intruder intrude to Insert 4 6 24 (1)
User not intent to Insert 4 6 24 (1)
User Intent to Insert 4 6 24 (1)
Hardware Miss Process Interruption | Be Deleted 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)
Software Miss Process Interruption | Be Deleted 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)
Communication | Miss Process Interruption | Be Lost 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)
Natural Incident | Poor Prevention Interruption Malicious Software 4 6 24 (1)
Sniffer 4 6 24 (1)
Interception | Malicious Software 4 6 24 (1)
Sniffer 4 6 24(1)
Modification | Malicious Software 4 6 24 (1)
Sniffer 4 6 24 (1)
Fabrication | Malicious Software 4 6 24 (i)
Sniffer 4 6 |24(1)
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Vulrierabilit ob.
Human Poor Logical Interruption | Intruder intrude to Delete 4 6
Access Control User not intent to Delete 4 6
User Intent to Delete 4 6
Interception | Intruder intrude to Copy 4 6
User Intent to Copy 4 6
Modification | Intruder intrude to Modify 4 6
User not intent to Modify 4 6
User Intent to Modify 4 6
Fabrication lntrudér intrude to Insert 4 6
User not intent to Insert 4 6
User Intent to Insert 4 6
Hardware Miss Process Interruption | Be Deleted 4 4
Modification | Be Modified 4 4
Software Miss Process Interruption | Be Deleted 4 4
Modification | Be Modified 4 4
Communication | Miss Process Interruption | Be Lost 4 4
Modification | Be Modified 4 4
Natural Incident | Poor Prevention Interruption ‘Malicious Software 4 6
Sniffer 4 6
Interception | Malicious Software 4 6
Sniffer 4 6
Modification | Malicious Software 4 6
Sniffer 4 6
Fabrication | Malicious Software 4 6
4 6

Sniffer
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{ " Vulderabilities

CER

hr Ampadt:|’ Prob: »»‘Rlsk
Human Poor Logical Interruption | Intruder intrude to Delete 4 6 24 (1)
Access Control User not intent to Delete 4 6 24(1)
User Intent to Delete 4 6 24 (1)
Interception | Intruder intrude to Copy 4 6 24 (1)
User Intent to Copy 4 6 24 (1)
Modification | Intruder intrude to Modify 4 6 24(1)
User not intent to Modify 4 6 24(1)
User Intent to Modify 4 6 24 (1)
Fabrication | Intruder intrude to Insert 4 6 24 (1)
User not intent to Insert 4 6 24 (1)
User Intent to Insert 4 6 24 (1)
Hardware Miss Process Interruption | Be Deleted 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)
Software Miss Process Interruption | Be Deleted 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)
Communication |Miss Process Interruption | Be Lost 4 4 16 (1)
Modification | Be Modified 4 4 16 (1)
Natural Incident | Poor Prevention Interruption ‘Malicious Software 4 6 24 (1)
Sniffer 4 6 24 (1)
Interception | Malicious Software 4 6 24 (1)
. Sniffer 4 6 24 (1)
Modification | Malicious Software 4 6 24 (1)
Sniffer 4 6 24 (1)
Fabrication | Malicious Software 4 6 24(1)
4 6

Sniffer

24 (1)
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Poor Logical Interruption | Intruder intrude to Delete 2 6 12(2)

Access Control User not intent to Delete 2 6 12(2)

User Intent to Delete 2 6 12 (2)

Interception | Intruder intrude to Copy 4 6 24 (1)

User Intent to Copy 0 6 0Q3)

Modification | Intruder intrude to Modify 4 6 24 (1)

User not intent to Modify 4 6 24 (1)

User Intent to Modify 4 6 24(1)

Fabrication | Intruder intrude to Insert 4 6 24 (1)

User not intent to Insert 4 6 24 (1)

User Intent to Insert 4 6 24 (1)

" Hardware Miss Process Interruption | Be Deleted 2 4 8(2)
Modification | Be Modified 4 4 16 (1)

Software Miss Process Interruption | Be Deleted 2 4 8(2)
Modification | Be Modified 4 4 16 (1)

Communication | Miss Process . Interruption | Be Lost 0 4 0(3)
Modification | Be Modified 4 4 16 (1)

Natural Incident | Poor Prevention Interruption® "Malicious Software 2 6 12(2)
Sniffer 0 6 03

Interception | Malicious Software 4 6 24 (1)

Sniffer 4 6 24 (1)

Modification | Malicious Software 4 6 24 (1)

Sniffer 4 6 24 (1)

Fabrication | Malicious Software 4 6 24 (1)

Sniffer 4 6 24 (1)
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" Vulnerabilities | Typeof-Thieat || ... Threat, . . |-Impact | Prob: | Risk

Poor Logical Interruption | Intruder intrude to Delete 2 6 12(2)

Access Control User not intent to Delete 2 6 12(2)

User Intent to Delete 2 6 12(2)

Interception | Intruder intrude to Copy 0 6 0(@3)

User Intent to Copy 0 6 0Q3)

Modification | Intruder intrude to Modify 4 6 24 (1)

User not intent to Modify 4 6 24 (1)

User Intent to Modify 4 6 24 (1)

Fabrication | Intruder intrude to Insert 4 6 24 (1)

User not intent to Insert 4 6 24 (1)

User Intent to Insert 4 6 24 (1)

Hardware Miss Process Interruption | Be Deleted 2 4 8(2)
Modification | Be Modified 4 4 16 (1)

Software Miss Process Interruption | Be Deleted 2 4 8(2)
Modification | Be Modified 4 4 16 (1)

Communication | Miss Process Intcrruption, Be Lost 0 4 0(3)
Modification | Be Modified 4 4 16 (1)

Natural Incident | Poor Prevention Interruption “Malicious Software 2 6 12(2)
Sniffer 0 6 01)

Interception | Malicious Software 0 6 0(3)

Sniffer 0 6 0@3)
Modification | Malicious Software 4 6 24 (1)

Sniffer 4 6 |24(1)
Fabrication | Malicious Software 4 6 24 (1)
Sniffer 4 6 24 (1)
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W e

- “TypedVul. | Vulnerabilities| Typ o . Threit . _ Brob. | Risk
Human Poor Logical Interruption Iptruder intrude to Delete,Uninstall 4 6 |24(Q)
Access Control User not intent to Delete,Uninstall 4 6 24 (D)
User Intent to Delete,Uninstall 4 6 24 (1)
Interception | Intruder intrude to Copy 1 6 6(2)
User Intent to Copy 1 6 6(2)
Modification |Intruder intrude to Configure 4 6 |24(1)
User not intent to Configure 4 6 |24(Q1)
User Intent to Configure 4 6 |24(1)
Software Miss Process Interruption | Error or Hang 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 |24(1)
Prevention Interception ‘Malicious Software 4 6 {24(1)
Modification |Malicious Software 4 6 [24(D
Fabrication |{Malicious Software 4 6 |24Q)
GI‘I‘J‘NYI 3.27 ﬂi"lﬁﬂﬂ'ﬂﬂlﬁtj\mﬂi (1] Apphcatlon Server $UVIUNAN
' Type of Vul Vulnerabxhtxes Typero Thr ‘ mp: Pl‘Ob ’Rxsk .
Human Poor Logical Interruption | Intruder intrude to Delete,Uninstall 4 6 |24Q)
Access Control User not intent to Delete,Uninstall 4 6 24 (1)
User Intent to Delete,Uninstall 4 6 24 (1)
Interception | Intruder intrude to Copy 1 6 6(2)
User Intent to Copy 1 6 6(2)
Modification |Intruder intrude to Configure 4 6 24 (1)
User not intent to Configure 4 6 24 (1)
User Intent to Configure 4 6 24 (1)
Software Miss Process Interruption | Error or Hang 4 4 116(1)
Natural Incident | Poor Interruption | Malicious Software 4 6 |24(D
Prevention Interception | Malicious Software 4 6 24 (1)
Modification |Malicious Software 4 6 |24(1)
Fabrication |Malicious Sofiware 4 6 |24(1)
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: Typeof Vul: Z_V,ulnp‘rébi!ities Type of Threat 3 : Prob. |. Risk
Human Poor Logical Interruption | Intruder intrude to Delete,Uninstall 4 6 |24(1)
Access Control User not intent to Delete,Uninstall 4 6 24 (1)
User Intent to Delete,Uninstall 4 6 |24(1)

Interception | Intruder intrude to Copy 1 6 | 6(2)

User Intent to Copy 1 6 6(2)
Modification {Intruder intrude to Configure 4 6 24 (D)
User not intent to Configure 4 6 |24(1)
User Intent to Configure 4 6 24 (1)
Software Miss Process Interruption | Error or Hang 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 24 (1)
Prevention Interception | Malicious Software 4 6 {24(1)
Modification |Malicious Software 4 6 124(1)
Fabrication | Malicious Software 4 6 |24QD)

5197 3.29 Wlsziliunnuifeaves OS Application Server STULUANUTYY
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" TypeoEVul | Vulmerabilitiés| Type of Threat|| m Risk:
Human Poor Logical Interruption | Intruder intrude to Delete,Uninstall 4 6 |24(1)
Access Control User not intent to Delete,Uninstall 4 6 24 (1)

User Intent to Delete,Uninstall 4 6 |24Q1)

Interception | Intruder intrude to Copy 1 6 6(2)

User Intent to Copy 1 6 6(2)

Modification |Intruder intrude to Configure 4 6 | 24(1)

User not intent to Configure 4 6 24 (1)

User Intent to Configure 4 6 24 (1)

Software Miss Process Interruption | Error or Hang 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 [24(1)
Prevention Interception |Malicious Software 4 6 [24Q1)

Modification |Malicious Software 4 6 |24(1)

Fabrication |Malicious Software 4 6 |24(1)
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" Typeofval., | Vilnerabilites| Typeof Threat] & .. . ~Threal » e o
Human Poor Logical Interruption | Intruder intrude to Delete,Uninstall 4

Access Control User not intent to Delete,Uninstall 4 6 24(1)

User Intent to Delete,Uninstall 4 6 | 24(1)

Interception | Intruder intrude to Copy 1 6 6(2)

User Intent to Copy 1 6 6(2)

Modification |Intruder intrude to Configure 4 6 |24(D

User not intent to Configure 4 6 |24(1)

User Intent to Configure 4 6 24 (1)

Software Miss Process Interruption lf,rror or Hang 4 4 16 (1)
Natural Incident | Poor Interruption )Ylalicious Software 4 6 |24(Q1)
Prevention Interception I:'ialicious Software. 4 6 |24Q1)

Modification |Malicious Software 4 6 |24(1)

Fabrication |Malicious Software 4 6 |24Q)

9190 331 1lszifiuaamudesuss OS Remote Access Server

Human Poor Logical Interruption intmder intrude to Delete,Uninstall 4 6 |24(1)
Access Control User not intent to Delete,Uninstall 4 6 | 24(1)

User Intent to Delete,Uninstall 4 6 |24(Q1)

Interception |Intruder intrude to Copy 1 6 6(2)

User Intent to Copy 1 6 6(2)

Modification |Intruder intrude to Configure 4 6 |24(1)

User not intent to Configure 4 6 |24Q1)

User Intent to Configure 4 6 24 (1)

Software Miss Process Interruption | Error or Hang 4 4 16 (1)
Natural Incident | Poor Interruption aMalicious Software 4 6 |24(1)
Prevention Interception |Malicious Software 4 6 124(1)

Modification |Malicious Software 4 6 |24(1)

Fabrication |Malicious Software 4 6 24 (1)
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Human Poor Logical Interruption | Intruder intrude to Delete,Uninstall 4 6 124(1)
Access Control User not intent to Delete,Uninstall 4 6 |24(1)

User Intent to Deletc,Uninstall‘ 4 6 |24(1)

Interception |Intruder intrude to Copy 1 6 6(2)

User Intent to Copy 1 6 6{(2)

Modification |Intruder intrude to Configure 4 6 |24Q1)

User not intent to Configure 4 6 |24(1)

User Intent to Configure 4 6 {24(1)

Software Miss Process [nterruptioﬂ Error or Hang 4 4 |16(1)
Natural Incident | Poor Interruption | Malicious Software 4 6 24 (1)
Prevention Interception | Malicious Software 4 6 |24(1)

Modification |Malicious Software 4 6 [24Q1)

Fabrication |Malicious Software 4 6 |24Q1)

m‘naﬁ 3.33 ﬂizxﬁuﬂmmﬁﬂwm OS Domain Name Server

Human Poor Logical Interruption | Intruder intrude to Delete,Uninstall 4 6 |24(1)
Access Control User not intent to Delete,Uninstall 4 6 {24(Q1)

User Intent to Delete,Uninstall 4 6 |24(1)

Interception |Intruder intrude to Copy 1 6 6(2)

User Intent to Copy 1 6 6(2)

Modification |Intruder intrude to Configure 4 6 24 (1)

User not intent to Configure 4 6 |24()

User Intent to Configure 4 6 |24(1)

Software Miss Process Interruption | Error or Hang 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 24 (1)
Prevention Interception | Malicious Software 4 6 |24(1)

Modification |Malicious Software 4 6 |24()

Fabrication |Malicious Software 4 6 |24Q)
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Interruption | Intruder intrude to Delete,Uninstall 1 6 6(2)
Access Control User not intent to Delete,Uninstall 1 6 6(2)
User Intent to Delete,Uninstall 1 6 6(2)
Interception | Intruder intrude to Copy 1 6 6(2)
User Intent to Copy 1 6 6(2)
Modification |Intruder intrude to Configure 1 6 6(2)
User not intent to Configure 1 6 6(2)
User Intent to Configure 1 6 6(2)
Soﬁwﬁre Miss Process Interruption | Error or Hang 1 4 4(3)
Natural Incident | Poor Interruption ) Malicious Software 1 6 6(2)
Prevention Interception | Malicious Software 1 6 6(2)
Modification |Malicious Software 1 6 6(2)
Fabrication }\Jalicious Software 1 6 6(2)
ﬂ'\i'N'iiI 3.35 ﬂixlﬁuﬂ')'mléﬂﬁ‘llﬂ\i OS Workstation
Typé of Vul. | Volnerabilifies | Typsof Mhreat| .. Threat " | Ipact:{Prob. [iRisk.
Human Poor Logical Interruption Intl:uder intrude to Delete,Uninstall 1 6 6(2)
Access Control User not intent to Delete,Uninstall 1 6 6(2)
User Intent to Delete,Uninstall 1 6 6(2)
Interception |Intruder intrude to Copy 1 6 6(2)
User Intent to Copy 1 6 6(2)
Modification |Intruder intrude to Configure 1 6 6(2)
User not intent to Configure 1 6 6(2)
User Intent to Configure 1 6 6(2)
Software Miss Process Interruption | Error or Hang . 1 4 4(3)
Natural Incident | Poor Interruption | Malicious Software 1 6 | 6Q2
Prevention Interception | Malicious Software 1 6 6(2)
Modification |Malicious Software 1 16 |6@
Fabrication |Malicious Software 1 6 6(2)
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Human Poor Logical Interruption | Intruder intrude to Delete,Uninstall 1 6 6(2)
Access Control User not intent to Delete,Uninstall 1 6 6(2)
User Intent to Delete,Uninstall 1 6 6(2)
Interception |Intruder intrude to Copy 1 6 6(2)
User Intent to Copy 1 6 6(2)
Modification |Intruder intrude to Configure 1 6 6(2)
User not intent to Configure 1 6 6(2)
User Intent to Configure 1 6 6(2)
Software Miss Process Interruption | Error or Hang 1 4 4(3)
Natural Incident | Poor Interruption | Malicious Software 1 6 6(2)
Prevention Interception | Malicious Software 1 6 6(2)
Modification |Malicious Software 1 6 6(2)
Fabrication |Malicious Software 1 6 6(2)
as19h 3.37 seiiunmudosues DBMS szuuaumdn
gl | Vutperabiliics Type of Threaly, © o oilbreat .+ | tmpact | Prob. | Risks
Poor Logical Interruption | Intruder intrude to Delete,Uninstall| 4 6 124(1)
Access Control Usc;r not intent to Delete,Uninstall 4 6 124(1)
User Intent to Delete,Uninstall 4 6 24 (1)
Interception |Intruder intrude to Copy 1 6 6(2)
User Intent to Copy 1 6 6(2)
Modification |Intruder intrude to Configure 4 6 24 (1).
User not intent to Configure 4 6 24 (1)
User Intent to Configure 4 6 24 (1)
Software Miss Process Interruption | Error or Hang 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 24 (1)
Prevention Interception | Malicious Software 4 6 |24Q1)
| Modification |Malicious Software 4 6 24 (1)
Fabrication Malicious Software 4 6 24 (1)
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: il o Thy 2 Threat s act | Prob.r| Risk
Poor Logical Interruption Lntruder intrude to Delete,Uninstall 4 6 |24(1)
Access Control User not intent to Delete,Uninstall 4 6 24 (1)
User Intent to Delete,Uninstall 4 6 24 (1)

Interception |Intruder intrude to Copy 1 6 6(2)

User Intent to Copy 1 6 6(2)
Modification |Intruder intrude to Configure 4 6 24 (1)
User not intent to Configure 4 6 24 (1)
User Intent to Configure 4 6 | 24(Q1)
Software Miss Process Interruption | Error or Hang 4 4 | 16(1)
Natural Incident | Poor Interruption | Malicious Software 4 6 }24(1)
Prevention Interception {Malicious Software 4 6 (24(1)
Modification |Malicious Software 4 6 |24(1)
Fabrication |Malicious Software 4 6 |24(Q1)

319 3.39 Usziiiunanudoewes DBMS szunamaivmyy
131 “% T%o’f'l‘hreat . " : Prob Rlsk

Poor Logical Interruption Int‘ruder intrude to Delete,Uninstall 4 6 |24(1)
Access Control User not intent to Delete,Uninstall 4 6 24 (1)
User Intent to Delete,Uninstall 4 6 24 (1)

Interception |Intruder intrude to Copy 1 6 6(2)

User Intent to Copy 1 6 6(2)
Modification |Intruder intrude to Configure 4 6 [24(Q1)
User not intent to Configure 4 6 |24(1)
User Intent to Configure 4 6 |24(1)
Software Miss Process Interruption | Error or Hang 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 1|24Q1)
Prevention Interception |Malicious Software 4 6 |24(1)
Modification |Malicious Software 4 6 |24(1)
» Fabrication |Malicious Software 4 6 }24(1)
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T ypgofV,ul Vulnerabxhtles Typeof 'Ihreat ! o i “Threat, . ¥ | Impact 4 Pnob ‘ Risk
Human Poor Logical Interruption | Intruder intrude to Delete,Uninstall 4 6 124(1)
Access Control User not intent to Delete,Uninstall 4 6 | 24(1)
User Intent to Delete,Uninstall 4 6 {24Q1)
Interception |Intruder intrude to Copy 1 6 6(2)
User Intent to Copy 1 6 6(2)
Modification |Intruder intrude to Configure 4 6 | 24(1)
User not intent to Configure 4 6 |24(1)
User Intent to Configure 4 6 |[24(1)
Software Miss Process Interruption | Error or Hang 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 24 (1)
Prevention Interception | Malicious Software 4 6 |24(D)
Modification |Malicious Software 4 6 |24(1)
Fabrication | Malicious Software 4 6 |24(Q1)
9197 3.41 UsEidiuaFuaues Mail Server Application
TypSofVal! | Vulnerabiliies [ Type of Threat] ™ .7 Threat, o, , sy Prob.| Risk
Human Poor Logical Interruption | Intruder intrude to Delete,Uninstall 4 6 |24(1)
Access Control User not intent to Delete,Uninstall 4 6 24 (1)
User Intent to Delete,Uninstall 4 6 24 (1)
Interception | Intruder intrude to Copy 1 6 6(2)
User Intent to Copy 1 6 6(2)
Modification |Intruder intrude to Configure 4 6 24 (1)
User not intent to Configure 4 6 |24(1)
User Intent to Configure 4 6 |24(1)
Software Miss Process Interruption | Error or Hang 4 4 | 16(1)
Natural Incident | Poor Interruption | Malicious Software 4 6 | 24(1)
Prevention Interception | Malicious Software 4 6 24 (1)
Modification {Malicious Software 4 6' 24 (1)
Fabrication |Malicious Software 4 6 |24(Q1)
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Type of Val. -| Vilnegabilities | Type of Thrsat)-, 5.3 Threav: o t | Biob, |.:Risk
Human Poor Logical Interruption | Intruder intrude to Delete,Uninstall 4 6 124(1)
Access Control User not intent to Delete,Uninstall 4 6 24 (1)

User Intent to Delete,Uninstall 4 6 |24Q1)

Interception | Intruder intrude to Copy 1 6 6(2)

User Intent to Copy 1 6 6(2)

Modification |Intruder intrude to Configure 4 6 |24(Q1)

User not intent to Configure 4 6 24 (1)

User Intent to Configure 4 6 | 24(D)

Software Miss Process Interruption | Error or Hang 4 4 16 (1)
Natural Incident { Poor Interruption | Malicious Software 4 6 | 24(1)
Prevention Interception - | Malicious Software 4 6 124(1)

Modification |Malicious Software 4 6 |24(1)

Fabrication |Malicious Software 4 6 24 (1)

ﬂ]iNYI 343 1Js~mummmuwm Web Server Appllcatlon

Vulqerabxlmes Type of Threat i fite ) } feat-m ||/ Iy 1mpact Prob. Rxsk

Human Poor Logical Interruption | Intruder intrude to Delete,Uninstall 4 6 24 (1)
Access Control User not intent to Delete,Uninstall 4 6 24(1)

User Intent to Delete,Uninstall 4 6 24 (1)

Interception | Intruder intrude to Copy i 6 6(2)

User Intent to Copy 1 6 6(2)

Modification |Intruder intrude to Configure 4 6 |24(1)

User not intent to Configure 4 "6 24{ (¢))]

User Intent to Configure 4 6 |24(Q1)

Software Miss Process Interruption | Error or Hang 4 4 |16(1)
Natural Incident | Poor Interruption | Malicious Software 4 6 24 (1)
Prevention Interception | Malicious Software 4 6 |24Q1)

Modification |Malicious Sofiware 4 6 24(1)

Fabrication |Malicious Software 4 6 |24(1)
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. Type'ofVul. | Vulnerabilities| Type of R o ¥ i) Impact”| Prob, [ Risk
Human Poor Logical Interruption | Intruder intrude to Delete,Uninstall 4 6 |24(1)
Access Control User not intent to Delete,Uninstall 4 6 24 (1)
User Intent to Delete,Uninstall 4 6 {24(1)
Interception | Intruder intrude to Copy 1 6 6(2)
User Intent to Copy 1 6 6(2)
Modification |Intruder intrude to Configure 4 6 124(Q)
User not intent to Configure 4 6 | 24(1)
User Intent to Configure 4 6 |24(Q1)
Software Miss Process Interruption | Error or Hang 4 4 ]16Q1)
Natural Incident | Poor Interruption | Malicious Software 4 6 |24(1)
Prevention Interception | Malicious Software 4 6 124(1)
Modification |Malicious Software 4 6 | 24(1)
Fabrication |Malicious Software 4 6 {241
397 3.45 Uszifiunuidoeyes Print Server Application
Human Poor Logical Interruption lntryder intrude to Delete,Uninstall 1 6 6(2)
Access Control User not intent to Delete,Uninstall 1 6 6(2)
User Intent to Delete,Uninstall 1 6 6(2)
Interception §Intruder intrude to Copy 1 6 6(2)
User Intent to Copy 1 6 6(2)
Modification |Intruder intrude to Configure 1 6 6(2)
User not intent to Configure 1 6 6(2)
User Intent to Configure 1 6 6(2)
Software Miss Process Interruption | Error or Hang 1 4 4(3)
Natural Incident | Poor Interruption | Malicious Software 1 6 6(2)
Prevention Interception |Malicious Software 1 6 | 6(2)
Modification {Malicious Software 1 6 6(2)
Fabrication {Malicious Software 1 6 6(2)
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a
ofs.

LE = 7]

A15197 3.46 s2EiunMFYIYBI Workstation Application

b Risk

7 Type of V., |- Vulnerabilities) Type of Threat | heeat, 55 xl
Human Poor Logical Interruption |Intruder intr;xde to Delete,Uninstall 6 6(2)
Access Control User not intent to Delete,Uninstall 6 6(2)
User Intent to Delete,Uninstall 6 6(2)
Interception | Intruder intrude to Copy 6 6(2)
User Intent to Copy 6 6(2)
Maodification {Intruder intrude to Configure 6 6(2)
User not intent to Configure 6 6(2)
User Intent to Configure 6 6(2)
Software Miss Process Interruption | Error or Hang 4 4(3)
Natural Incident | Poor Interruption | Malicious Software 6 6(2)
Prevention Interception | Malicious Software 6 6(2)
Modification |Malicious Software 6 6(2)
Fabrication |Malicious Software 6 6(2)

A13191 3.47 Usziliuauiosved Client Application

Human Poor Logical Interruption Intr’uder intrude to Delete,Uninstall 6 6(2)
Access Control User not intent to Delete,Uninstall 6 6(2)

User Intent to Delete,Uninstall 6 6(2)

Interception |Intruder intrude to Copy 6 6(2)

User Intent to Copy 6 6(2)

Modification |Intruder intrude to Configure 6 6(2)

User not intent to Configure 6 6(2)

User Intent to Configure 6 6(2)

Software Miss Process Interruption | Error or Hang 4 4(3)
Natural Incident | Poor Interruption | Malicious Software 6 6(2)
Prevention Interception | Malicious Software 6 | 6(2)

Modification |Malicious Software 6 6(2)

Fabrication |Malicious Software 6 6(2)




63

13197 3.48 Uszdiuanuioaves Management Tools

Type ot vl | Velaibiigel]
Human Poor Logical Interruption { Intruder intrude to Delete,Uninstall 6 6(2)
Access Control User not intent to Delete,Uninstall 6 6(2)

User Intent to Delete,Uninstall 6 6(2)

Interception |Intruder intrude to Copy 6 6(2)

User Intent to Copy 6 6(2)

Modification |Intruder intrude to Configure 6 6(2)

User not intent to Configure 6 6(2)

User Intent to Configure 6 6(2)

Software Miss Process Interruption | Error or Hang 4 4(3)
Natural Incident | Poor Interruption | Malicious Software 6 62
Prevention Interception | Malicious Software 6 6(2)

Modification |Malicious Software 6 6(2)

Fabrication |Malicious Software 6 6(2)

A3 3.49 Usziunndoauss Development Tools

o =

Type of Vul. | Vulnerabilifiés [Typé of Threst | 1 &i
Human Poor Logical Interruption Intr:idcr intrude to Delete,Uninstall 6 6(2)
Access Control User not intent to Delete,Uninstall 6 6(2)
User Intent to Delete, Uninstall 6 6(2)
Interception | Intruder intrude to Copy 6 6(2)
User Intent to Copy 6 6(2)
Modification |Intruder intrude to Configure 6 6(2)
User not intent to Configure 6 6(2)
User Intent to Configure 6 6(2)
Software Miss Process Interruption | Error or Hang 4 4(3)
Natural Incident | Poor Interruption | Malicious. Software 6 6(2)
Prevention Interception | Malicious Software 6 6(2)
Modification |Malicious Software 6 6(2)
Fabrication |Malicious Software 6 6(2)
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A3 3.50 Ysiiuadoavo Server Utility

mr

5.
i)
L d

&

or Kt

Poor Logical

Interruption

Intruder intrude to Delete,Uninstall

N |

1
Access Control User not intent to Delete,Uninstali 1 6
User Intent to Delete,Uninstall 1 6
Interception |Intruder intrude to Copy 1 6
User Intent to Copy 1 6
Modification I{)truder intrude to Configure 1 6
User not intent to Configure 1 6
User Intent to Configure 1 6
Software Miss'Process Interruption | Error or Hang 1 4
Natural Incident | Poor Interruption - | Malicious Software 1 6
Prevention Interception | Malicious Software 1 6
Modification |Malicious Software 1 6
Fabrication {Malicious Software 1 6
M15197 3.51 Usziiunnuioawes Client Utility
. Typeof Vul. | Vlnerabiliies| Type of Threat{; , 1 . ., /Thiat . - . [Tippact | Prob| i
Human Poor Logical Interruption Intruder intrude to Delete,Uninstall 0 6 0@3)
Access Control User not intent to Delete,Uninstalt 0 6 0(3)
User Intent to Delete,Uninstall 0 6 0(3)
Interception | Intruder intrude to Copy 1 6 6(2)
User Intent to Copy 1 6 6(2)
Modification |Intruder intrude to Configure 1 6 6(2)
User not intent to Configure 1 6 6(2)
'User Intent to Configure 1 6 6(2)
Software Miss Process Interruption | Error or Hang 0 4 0(@3)
Natural Incident | Poor Interruption | Malicious Software 0 6 0Q3)
Prevention Interception |Malicious Software 1 6 6(2)
Modification |Malicious Software 1 6 6(2)
Fabrication |Malicious Software 1 6 6(2)
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TR RS

Type ofVul ,‘u erabllmes Typeof Threat o1 re Threat Impact Proig. . Risk
Human Poor Physical | Interruption | Intruder intrude to Dmtroy 5 4 120(1)
Access Control {Jser not intent to Destroy 5 4 12001
- User Intent to Destroy 5 4 20(1)
Physical Disrepair Interruption | Lose 5 4 [20(D)
Natural Incident | Poor Interruption | Fire 5 3 15(2)
Prevention Earthquake 4 1 | 43)
Flood 1 4 | 40)
Power Supply Break 3 4 [12(2)
Sabotage 5 2 11002
ﬂ]‘ﬂ@ﬂ 353 ﬂiwmummmuwm 21137 ﬂﬂﬂﬂ'li']ilﬂu%‘i]'lﬁ 1
zVixlmaraﬁ)llmes Type of Threat .»* hreat ... It:xf;pact "E:rc;b. Rlsk
Human Poor Physical | Interruption 'Intruder intrude to Destroy 4 4 16 (1)
Access Control tjser not intent to Destroy 4 4 | 16(1)
User Intent to Destroy 4 4 16 (1)
Physical Disrepair Interruption | Lose 4 4 116(1)
Natural Incident | Poor Interruption | Fire 4 3 12(2)
Prevention Earthquake 4 1 4(3)
Flood 1 4 | 403)
Power Supply Break 3 4 {12Q2)
Sabotage 4 2 | 8(2)
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3 ol Vulnembxhtlcs ’,[fype Qf ]htpa Threat ) * JImpact, | Prob.| Kisk
Human Poor Physical | Interruption | Intruder intrude to Destroy 5 4 2001
Access Control User not intent to Destroy 5 4 20 (1)
User Intent to Destroy 5 4 {20Q1)
Physical Disrepair Interruption | Lose 5 4 [20(D)
Natural Incident | Poor Interruption | Fire 5 3 15(2)
Prevention Earthquake 4 1 4(3)

Flood 1 4 4(3)
Power Supply Break 3 4 12 (2)
Sabotage 5 2 |10(2)

ﬂ'ﬁ'NYl 3.55sg Llluﬂ'l’llllﬁtl\i‘llﬂﬂ ﬁuﬂﬂﬂll'ﬂ'lmﬂi

Type of Vul, - Vulnerabnlmes T‘ype:o _‘Threag Threat S Impact i Prob. 1 ihsk
Human Poor Physical | Interruption | Intruder intrude to Destroy 5 4 120(1)
Access Control User not intent to Destroy 5 4 120Q1)
User Intent to Destroy 5 4 |20(D)
Physical Disrepair Interruption | Lose 5 4 120D
Natural Incident | Poor Interruption | Fire 5 3 15(2)
Prevention Earthquake 4 1 4(3)

Flood 1 4 | 403)
Power Supply Break 3 4 12 (2)
Sabotage 5 2 | 1002)
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Valnerabilijes| Type of Thiat | Thweat ;- -|mpoct |Prob.| Risk

Poor Physical | Interruption | Intruder intrude to Destroy 4 4 16 (1)

Access Control User not intent to Destroy 4 4 16 (1)

User Intent to Destroy 4 4 16 (1)

Interception | Intruder intrude to Steal 4 4 16 (1)

User Intent to Steal 4 4 16 (1)

Modification | Intruder intrude to Configure 4 4 116(1)

User Intent to Configure 4 4 16 (1)

Physical Disrepair Interruption | Lose 4 4 | 16(1)
Hardware Miss Process Interruption | Error or Hang 4 4 16 (1)
Software Miss Process Interruption | Be lost 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 |24(1)
Prevention Fire 4 3 12(2)

Earthquake 4 1 4(3)

Flood 1 4 | 403

Power Supply Break 4 4 | 16(1)

Sabotage 4 2 | 8(2)

Interception | Malicious Software 4 6 |24(1)

Modification M;Iicious Software 4 6 24 (1)

Fabrication | Malicious Software 4 6 24 (1)
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@15197 3.57 Usziliuanuidoauss Application Server SEULIUNAN

Type of VL., | Vulnerabilities | Type of Threat .. 4t iy, 39| Impact | Biob. | Risk
Human Poor Physical | Interruption | Intruder intrude to Destroy 4 4 |16(1)
Access Control User not intent to Destroy 4 4 16 (1)
User Intent to Destroy 4 4 16 (1)
Interception | Intruder intrude to Steal 4 4 16 (1)
User Intent to Steal 4 4 16 (1)
Modification | Intruder intrude to Configure 4 4 16(1)
‘User Intent to Configure 4 4 16 (1)
Physical Disrepair Interruption | Lose 4 4 116(1)
Hardware Miss Process Interruption | Error or Hang 4 4 |16(1)
Software Miss Process Interruption | Be lost 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 |24Q1)
Prevention Fire 4 3 1122
Earthquake 4 1 | 43)
Flood 1 4 | 403)
Power Supply Break 4 4 16 (1)
Sabotage 4 2 | 82
Interception | Malicious Software 4 6 24 (1)
Modification M;llicious Software 4 6 24 (1)
Fabrication | Malicious Software 4 6 24 (1)
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M5197 3.58 Usziiiun210de9ves DB/File Server ST VALY

Type.of Vul.- | Vilnerabilities [Type of Threat | « - ol Tmpact [Prob. [ Risk
Human Poor Physical | Interruption | Intruder intrude to Destroy 4 4 16 (1)
Access Control User not intent to Destroy 4 4 16 (1)

User Intent to Destroy 4 4 16 (1)

Interception | Intruder intrude to Steal 4 4 16 (1)

User Intent to Steal 4 4 [16(Q1)

Modification | Intruder intrude to Configure 4 4 16(1)

User Intent to Configure 4 4 |16(1)

Physical Disrepair Interruption | Lose 4 4 |16(D)
Hardware Miss Process Interruption | Error or Hang 4 4 16 (1)
Software Miss Process Interruption | Be lost 4 4 16(1)
Natural Incident | Poor Interruption | Malicious Software 4 6 |24(1)
Prevention Fire 4 3 11202

Earthquake 4 1 4(3)

Flood 1 4 | 4Q3)

Power Supply Break 4 4 |16(1)

Sabotage 4 2 8(2)

Interception | Malicious Software 4 6 |24(1)

Modification Mz;licious Software 4 6 |24(1)

Fabrication | Malicious Software 4 6 |24(1)
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13197 3.59 Usziliun2dueuea Application Server sTULUATUAYY

™

Type ofVul 4 fYUInerapitic : s Sro# Prol'; k RISk 5
Human Poor Physical | Interruption intmder intrude to Destroy 4 4 16 (1)
Access Control User not intent to Destroy 4 4 116Q1)

User Intent to Destroy 4 4 16 (1)

Interception | Intruder intrude to Steal 4 4 16 (1)

User Intent to Steal 4 4 16 (1)

Modification | Intruder intrude to Configure 4 4 16 (1)

User Intent to Configure 4 4 16 (1)

Physical Disrepair Interruption | Lose 4 4 16(1)
Hardware Miss Process Interruption | Error or Hang 4 4 [ 16Q1)
Software Miss Process | Interruption | Be lost 4 4 |16(1)
Natural Incident { Poor Interruption | Malicious Software 4 6 | 24(1)
Prevention Fire 4 3 1122

Earthquake 4 1 4(3)

Flood 1 4 1 40Q3)

Power Supply Break 4 4 | 16(1)

Sabotage 4 2 | 8Q2)

Interception | Malicious Software 4 6 |24(Q1)

Modification M;Iicious Software 4 6 |24(D)

Fabrication | Malicious Software 4 6 |24(D
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mipact | Prob. |. Risk *
Human Poor Physical | Interruption | Intruder intrude to Destroy 4 4 116(1)
Access Control User not intent to Destroy 4 4 16 (1)
User Intent to Destroy 4 4 16 (1)
Interception | Intruder intrude to Steal 4 4 116(Q)
User Intent to Steal 4 4 16 (1)
Modification | Intruder intrude to Configure 4 4 16 (1)
User Intent to Configure 4 4 |16(Q1)
Physical Disrepair Interruption | Lose 4 4 | 16(1)
Hardwalle Miss Process Interruption | Error or Hang 4 4 16 (1)
Software Miss Process Interruption | Be lost 4 4 116(1)
Natural Incident { Poor Interruption | Malicious Software 4 6 24 (1)
Prevention Fire 4 3 12(2)
Earthquake 4 1 4(3)
Flood 1 4 | 403)
Power Supply Break 4 4 | 16(1)
Sabotage 4 2 | 8(2)
Interception | Malicious Software 4 6 |24(1)
Modification Mz;licious Software 4 6 |24(1)
Fabrication | Malicious Software 4 6 24 (1)




Access Server
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ﬂ1‘§1\‘i‘ﬁ 3.61 152uAMT 89U Remote

) : 7 o g ) ” . meact Prob Risk

Poor Physical | Interruption | Intruder intrude to Destroy 4 4 16 (1)

Access Control User not intent to Destroy 4 4 L 16(1)

User Intent to Destroy 4 4 16 (1)

Interception | Intruder intrude to Steal 4 4 |l6(1)

User Intent to Steal 4 4 116(1)

Modification | Intruder intrude to Configure 4 4 116(1)

User Intent to Configure 4 4 [16(1)

Physical Disrepair Interruption | Lose 4 4 |16()
Hardware Miss Process Interruption | Error or Hang 4 4 16 (1)
Software Miss Process | Interruption | ‘Be lost 4 4 |16(D)
Natural Incident | Poor Interruption | Malicious Software 4 6 {24(1)
Prevention Fire 4 3 112Q2)

Earthquake 4 1 4(3)

Flood 1 4 4(3)
Power Supply Break 4 4 |16(1)

Sabotage 4 2 | 82

Interception | Malicious Software 4 6 |24(1)

Modification M;licious Software 4 6 |24(Q1)

Fabrication | Malicious Software 4 6 |24(1)
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Vulnerabllmes Type of'l‘hreat Ihrea}' & - Impact Prob. | Risk

Human Poor Physical | Interruption | Intruder intrude to Destroy 4 4 [16(1)
Access Control User not intent to Destroy 4 4 16 (1)

User Intent to Destroy 4 4 16 (1)

Interception | Intruder intrude to Steal 4 4 16 (1)

User Intent to Steal 4 4 16 (1)

Modification | Intruder intrude to Configure 4 4 16 (1)

User Intent to Configure 4 4 16 (1)

Physical Disrepair Interruption | Lose 4 4 | 16(1)
Hardware Miss Process Interruption | Error or Hang 4 4 | 16(1)
Software Miss Process Interruption | Be lost 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 |24(1)
Prevention Fire 4 3 12(2)

Earthquake 4 1 4(3)

Flood 1 4 4(3)

Power Supply Break 4 4 116(1)

Sabotage 4 2 8(2)

Interception | Malicious Software 4 6 |24(1)

Modification M;licious Software 4 6 |24(1)

Fabrication | Malicious Software 4 6 |24(Q)
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Type of Vul

Vulnerabilities| Type of Threat |+~ Threa - wpact’ | Prob.] Risk:
Human Poor Physical | Interruption | Intruder intrude to Destroy 4 4 16 (1)
Access Control User not intent to Destroy 4 4 16(1)
User Intent to Destroy 4 4 16 (1)
Interception | Intruder intrude to Steal 4 4 16 (1)
User Intent to Steal 4 4 16 (1)
Modification | Intruder intrude to Configure 4 4 |16(1)
User Intent to Configure 4 4 16 (1)
Physical Disrepair Interruption | Lose 4 4 116(1)
Hardware Miss Process Interruption | Error or Hang 4 4 16 (1)
Software Miss Process Interruption | Be lost 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 |24(1)
Prevention Fire 4 3 12(2)
Earthquake 4 1 |40)
Flood 1 4 | 403)
Power Supply Break 4 4 [16(1)
Sabotage 4 2 | 8(2
Interception | Malicious Software 4 6 |24(1)
Modification Mz;licious Software 4 6 |24(1)
Fabrication | Malicious Software 4 6 |24(1)
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- TypeofVil: | Vulnerabilities| Type of Threat | ! - | Prob. | Risk
Human Poor Physical | Interruption I‘ntruder intrude to Destroy 4 4(3)
Access Control User not intent to Destroy 4 4(3)

9ser Intent to Destroy 4 4(3)

Interception | Intruder intrude to Steal 4 4(3)

User Intent to Steal 4 4(3)

Modification | Intruder-intrude to Configure 4 4(3)

User Intent to Configure 4 4(3)

Physical Disrepair Interruption | Lose 4 1403
Hardware Miss Process Interruption | Error or Hang 4 4(3)
Software Miss Process Interruption | Be lost 4 4 (3)
Natural Incident | Poor Interruption | Malicious Software 6 6 (2)
Prevention Fire 3 3(3)

Earthquake 1 1(3)

Flood 4 | 40G)

Power Supply Break 4 | 4Q)

§abotage 2 23

Interception | Malicious Software 6 6(2)

Modification M;licious Software 6 6(2)

Fabrication | Malicious Software 6 6(2)
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Human Poor Physical | Interruption | Intruder intrude to Destroy 4 4(3)
Access Control User not intent to Destroy 4 4(3)

User Intent to Destroy 4 4 (3)

Interception | Intruder intrude to Steal 4 4(3)

User Intent to Steal 4 4(3)

Modification | Intruder intrude to Configure 4 | 403)

User Intent to Configure 4 4(3)

Physical Disrepair Interruption | Lose 4 | 403)
Hardware Miss Process Interruption | Error or Hang 4 4(3)
Software Miss Process Interruption | Be lost 4 4(3)
Natural Incident | Poor Interruption | Malicious Software 6 6(2)
Prevention Fire 3 3(3)

Earthquake 1 1(3)

Flood 4 | 43)

Power Supply Break 4 | 403)

Sabotage 2 2Q3)

Interception | Malicious Software 6 6(2)

Modification Mz;licious Software 6 6(2)

Fabrication | Malicious Software 6 6(2)




A15199 3.66 Usziiun1MnFeavoq Client
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ulnerabilices| Type of Threat | a
Poor Physical | Interruption | Intruder intrude to Destroy 4 403)
Access Control User not intent to Destroy 4 403)
User Intent to Destroy 4 4(3)
Interception | Intruder intrude to Steal 4 | 403)
User Intent to Steal 4 4(3)
Modification | Intruder intrude to Configure 4 4(3)
User Intent to Configure 4 4(3)
Physical Disrepair Interruption | Lose 4 |40)
Hardware Miss Process Interruption | Error or Hang 4 4(3)
Software Miss Process | Interruption | Be lost 4 4(3)
Natural Incident | Poor. Interruption | Malicious Software 6 6(2)
Prevention Fire 3 13Q)
Earthquake 1 1(3)
Flood 4 | 403)
Power Supply Break 4 | 43)
Sabotage 2 2(3)
Interception | Malicious Software 6 6(2)
Modification ’M;licious Software 6 6(2)
Fabrication | Malicious Software 6 6(2)
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13137 3.67 Yssliuanudeaves sTUVIMUNGN Network Equipment & Cable

Human Poor Physical | Interruption | Intruder intrude to Destroy 4 4 |16(1)
Access Control User not intent to Destroy 4 4 16 (1)

User Intent to Destroy 4 4 16 (1)

Interception | Intruder intrude to Steal 4 4 16 (1)

User Intent to Steal 4 4 16 (1)

Modification | Intruder intrude to Configure 4 4 16 (1)

User Intent to Configure 4 4 116(1)

Physical Disrepair Interruption | Lose 4 4 116Q1)
Hardware Miss Process Interruption | Error or Hang 4 4 116(1)
Software Miss Process Interruption § Be lost 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 |24(Q1)
Prevention Fire 4 3 1120

Earthquake 4 1 | 403)

Flood 1 4 4(3)

Power Supply Break 4 4 1} 16(1)

Sabotage 4 2 | 8(2

Interception | Malicious Software 4 6 | 24(1)

Modification M;licious Software 4 6 {24Q)

Fabrication | Malicious Software 4 6 24 (1)
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@13197 3.68 Ysziiuanuilsuse szUUUATUAYY Network Equip

it

Human Poor Physical | Interruption | Intruder intrude to Destroy 4 4 [16(1)
Access Control User not intent to Destroy 4 4 16 (1)

User Intent to Destroy 4 4 116(Q1)

Interception | Intruder intrude to Steal 4 4 16 (1)

User Intent to Steal 4 4 16(1)

Modification | Intruder intrude to Configure 4 4 | 16(1)

User Intent to Configure 4 4 16 (1)

Physical Disrepair Interruption | Lose 4 4 | 16(1)
Hardware Miss Process Interruption | Error or Hang 4 4 16 (1)
Software Miss Process Interruption | Be lost 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 24 (1)
Prevention Fire 4 3 12(2)

Earthquake 4 1 | 4@3)

i’lood 1 4 4(3)

Power Supply Break 4 4 |16(1)

Sabotage 4 2 82

Interception | Malicious Software 4 6 | 24Q1)

Modification M;licious Software 4 6 24 (1)

Fabrication | Malicious Software 4 6 24 (1)
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A19197 3.69 U52iuALIRIY Backbone Network Equipment & Cable

Human Poor Physical | Interruption | Intruder intrude to Destroy 4 4 |16(1)
Access Control User not intent to Destroy 4 4 16 (1)

User Intent to Destroy 4 4 |16(1)

Interception | Intruder intrude to Steal 4 4 16 (1)

User Intent to Steal 4 4 116(1)

Modification | Intruder intrude to Configure 4 4 16 (1)

User Intent to Configure 4 4 16 (1)

Physical Disrepair Interruption | Lose 4 4 |16Q1)
Hardware Miss Process Interruption !}Srror or Hang 4 4 16 (1)
Software Miss Process Interruption | Be lost 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 |24Q1)
Prevention Fire 4 3 12 (2)

Earthquake 4 1 4(3)

Flood 1 4 | 4@3)

Power Supply Break 4 4 |16(1)

Sabotage 4 2 | 82

Interception | Malicious Software 4 6 | 24(1)

Modification | ‘Malicious Software 4 | 6 |24

Fabrication | Malicious Software 4 6 |24(1)

N
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) Type of Vul “ bulnerabxhtles Type of Threat ’
Human Poor Physical | Interruption | Intruder intrude to Destroy
Access Control User not intent to Destroy 4 4(3)
User Intent to Destroy 4 4(3)
Interception | Intruder intrude to Steal 4 4(3)
User Intent to Steal 4 4Q3)
Modification | Intruder intrude to Configure 4 4(3)
User Intent to Configure 4 4(3)
Physical Disrepair Interruption | Lose 4 | 403)
Hardware Miss Process Interruption | Error or Hang 4 4(3)
Software Miss Process Interruption | Be lost 4 4(3)
Natural Incident | Poor Interruption | Malicious Software 6 6(2)
Prevention Fire 31303
Earthquake 1|10
Flood 4 | 4Q3)
Power Supply Break 4 4(3)
Sabotage 2 |1 20)
Interception | Malicious Software 6 6(2)
Modification Ma‘licious Software 6 6(2)
Fabrication | Malicious Software 6 6(2)
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13199 3.71 Ysziiuanuiiosves Computer Center Media

~Type of Vul. | Vulnerabilifes | Type oF Threat |5 Impact | Prob, |, Risk ..
Human Poor Physical | Interruption 4 4 16 (1)
Access Control User not intent to Destroy 4 4 116(1)
User Intent to Destroy 4 4 16 (1)
Interception | Intruder intrude to Steal 4 4 16 (1)
User Intent to Steal 4 4 16 (1)
Modification | Intruder intrude to Configure 4 4 116(1)
User Intent to Configure 4 4 |16(1)
Physical Disrepair Interruption | Lose 4 4 | 16(1)
Hardware Miss Process Interruption | Error or Hang 4 4 116(1)
Software Miss Process Interruption | Be lost 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 24 (1)
Prevention Fire 4 3 12(2)
Earthquake 4 1 4(3)
Flood 1 4 | 40)
Power Supply Break 4 4 16 (1)
Sabotage 4 2 8(2)
Interception | Malicious Software 4 6 |24Q1)
Modification | Malicious Software 4 16 |2a1)
Fabrication | Malicious Software 4 6 (24(1)
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M3197 3.72 s iunIUA 89U Users Media

| TYpeof Vil...] Vulnerablhtles Type of Threat s e fThreﬁt . - | Prob:, ﬁRlsk
Human Poor Physical | Interruption | Intruder intrude to Destroy 4 4Q3)
Access Control User not intent to Destroy 4 403)
User Intent to Destroy 4 4(3)
Interception | Intruder intrude to Steal 4 4(3)
User Intent to Steal 4 | 4Q3)
Modification | Intruder intrude to Configure 4 4(3)
User Intent to Configure 4 4(3)
Physical Disrepair Interruption | Lose 4 140
Hardware Miss Process Interruption | Error or Hang 4 4(3)
Software Miss Process Interruption | Be lost 4 4(3)
Natural Incident | Poor Interruption | Malicious Software 6 6(2)
Prevention Fire 3 303)
Earthquake 1 1(3)
Flood 4 | 4@3)
Power Supply Break 4 4(3)
Sabotage 2 2(3)
Interception | Malicious Software 6 6(2)
Modification M;Iicious Software 6 6(2)
Fabrication | Malicious Software 6 6(2)
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i | Vulnerabllmes Typeof Threat |  of ] ] ;P”'ri'ob‘ 4> Risk
Human Poor Physical | Interruption | Intruder intrude to Destroy 4 4(3)
Access Control User not intent to Destroy 4 |40
User Intent to Destroy 4 4(3)
Interception | Intruder intrude to Steal 4 4(3)
User Intent to Steal 4 | 40)
Modification | Intruder intrude to Configure 4 4(3)
User Intent to Configure 4 4(3)
Physical Disrepair Interruption | Lose 4 140)
Natural Incident | Poor Interruption | Fire 6 6(2)
Prevention ‘Eanhquake 1 1(3)
Flood 4 4(3)
‘Power Supply Break 4 4(3)
Sabotage 2 123

GI]‘S‘Nﬁ 3.74 152 mummmuwm Furniture and Accommodations

;I‘ype ofVul Vulnerabxhtles Typ._,n "Ih'reat: i i Threat ' Pgbb . Rxsk i
Human Poor Physical | Interruption Int;'uder intrude to Destroy 4 4(3)
Access Control User not intent to Destroy 4 4(3)
User Intent to Destroy 4 4(3)
Interception | Intruder intrude to Steal 4 4(3)
User Intent to Steal 4 4(3)
Modification [ Intruder intrude to Configure 4 4(3)
User Intent to Configure 4 4(3)
Physical Disrepair Interruption | Lose 4 | 413
Natural Incident | Poor Interruption | Fire 6 6(2)
Prevention Earthquake 1 1(3)
Flood 4 | 4Q3)
Power Supply Break 4 4(3)
Sabotage 2 203




M3 3.75 Usziinnanundusuna Computer Center Air Condition

85

< Type.of Vu, | Vilnerabilities| Type of Threat npact |Prob; | Risk
Human Poor Physical | Interruption | Intruder intrude to Destroy 4 4 |16Q1)
Access Control User not intent to Destroy 4 4 16 (1)

User Intent to Destroy 4 4 16 (1)

Interception | Intruder intrude to Steal 4 4 16 (1)

User Intent to Steal 4 4 |16(1)

Modification ‘Intruder intrude to Configure 4 4 16 (1)

User Intent to Configure 4 4 116Q1)

Physical | Disrepair | Interruption | Lose 4 4 | 16()
Hardware | Miss Process Interruption | *Error or Hang 4 4 |16(1)
Software Miss Process Interruption | Be lost 4 4 16 (1)
Natural Incident | Poor . Interruption | Malicious Software 4 6 |24(1)
Prevention Fire 4 3 12(2)

Earthquake 4 1 4(3)

Flood 1 4 | 403)

Power Supply Break 4 4 16 (1)

Sabotage 4 2 | 82

Interception | Malicious Software 4 6 |24(1)

Modification M;licious Software 4 6 24 (1)

Fabrication { Malicious Software 4 6 |24(1)
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A13197 3.76 Yseaiua i eaves sTUVUNAN Power Equipment & Cable

Vulnetabilities | Type 0 Threat ey - Brob, | Risk

Poor Physical | Interruption | Intruder intrude to Destroy 4 4 |16(1)

Access Control User not intent to Destroy 4 4 16 (1)

User Intent to Destroy 4 4 |16(1)

Interception | Intruder intrude to Steal 4 4 16 (1)

User Intent to Steal 4 4 16 (1)

Modification | Intruder intrude to Configure 4 4 16(1)

User Intent to Configure 4 4 |16 ¢))

Physical Disrepair Interruption | Lose 4 4 [16(D)
Hardware Miss Process Interruption Error or Hang 4 4 16 (1)
Software Miss Process Interruption | Be lost 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 |24(Q1)
Prevention Fire 4 3 12(2)

Earthquake 4 1 4(3)

Flood 1 4 | 40)

Power Supply Break 4 4 116(1)

Sabotage 4 2 | 8(2)

Interception | Malicious Software 4 6 24 (1)

Modification Ma'.licious Software 4 6 |24(Q1)

Fabrication | Malicious Software 4 6 |24(D)
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a3 3.77 Uszidiunmudveves szunauasiuayy Power Equipment & Cable
- “Type of V. .| Vilnerabilitiéé | Type of Threat| 1, . oreat, e, - -«| dnipact |Brob. | Risk
Human Poor Physical | Interruption | Intruder intrude to Destroy 4 4 116Q1)
Access Control User not intent to Destroy 4 4 | 16(1)
User Intent to Destroy 4 4 |16(1)
Interception | Intruder intrude to Steal 4 4 16 (1)
User Intent to Steal 4 4 16 (1)
Modification | Intruder intrude to Configure 4 4 16 (1)
User Intent to Configure 4 4 16 (1)
Physical Disrepair Interruption | Lose 4 4 116(1)
Hardware  |Miss Process Interruption | Error or Hang 4 4 |16(1)
Software Miss Process Interruption | Be lost 4 4 16 (1)
Natural Incident | Poor Interruption | Malicious Software 4 6 |24(D)
Prevention Fire 4 3 12(2)
Earthquake 4 1 4(3)
Flood 1 4 | 4@)
Power Supply Break 4 4 |16(1)
Sabotage 4 2 | 8(2)
Interception | Malicious Software 4 6 |24(1)
Modification ’Mz;licious Software 4 6 |24(1)
Fabrication | Malicious Software 4 6 |24(1)




A13137 3.78 Usziliun i Client Power Equipment & Cable
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- Typeof Vul, | Vulnerabilities| Typeof Threaf Tt < | Impact |Brob.{ Risk
Human Poor Physical | Interruption | Intruder intrude to Destroy 1 4 4(3)
Access Control User not intent to Destroy 1 4 4(3)
User Intent'to Destroy 1 4 4(3)
Interception I‘ntruder intrude to Steal 1 4 4(3)
User Intent to Steal 1 4 4(3)
Modification | Intruder intrude to Configure 1 4 4(3)
User Intent to Configure 1 4 4(3)
Physical Disrepair Interruption | Lose 1 4 | 403
Hardware | Miss Process Interruption | Error or Hang 1 4 | 4Q3)
Software Miss Process Interruption Be lost 1 4 4(3)
Natural Incident | Poor Interruption | Malicious Software 1 6 6(2)
Prevention Fire 1 3 1303
Earthquake 1 1 1(3)
Flood 1 4 | 403)
Power Supply Break 1 4 4(3)
Sabotage 1 2 2(3)
Interception | Malicious Software 1 6 6(2)
Modification 'Mz;licious Software 1 6 6(2)
Fabrication | Malicious Software 1 6 6(2)
m‘mv“; 3.79 ﬂié’jxﬁuﬂ'nmﬁ 83999 Computer Center Electricity Supply
Type of Vul. Vulncrng'il{tie; Type of Threat L Threat " Impact | Prob. | Risk
Human Poor Logical Interception | Larceny 1 4 4Q3)
Access Control
Natural Incident | Poor Interruption | Down or Denied of Services 3 4 12(2)
Prevention




A15137 3.80 Ussiliund9v09 Working Area Electricity Supply

89

“Type of Vul. |"Vulnerabilities| Typeof Threat | ; = st Prob: | Risk
Human Poor Logical Interception | Larceny 1 4 4(3)
Access Control
Natural Incident | Poor Interruption | Down or Denied of Services 2 4 8(2)
Prevention
ﬂ]ﬂ»ﬁ; 3.8115¢ mummm Y3v09 Computer Center Water Supply
Type of Vul. Vulnerébxlxtxec iType of Threat | % hreat? ‘
Human Poor Logical Interception | Larceny
Access Control
Natural Incident | Poor Interruption | Down or Denied of Services 2 4 8(2)
Prevention

mswn 3.82 ﬂsvmummmuwm Workmg Area Water Supply

T yﬁeiog\ful. Vulnerabllmes Type of Threat * B
Human Poor Logical Interception | Larceny 1 4 4(3)
Access Control
Natural Incident | Poor Interruption | Down or Denied of Services 1 4 | 43)
Prevention
mswn 3.83 1l vmummm 839949 Computer Center Air Condmon
Type of Vul. Vulnerabllmes “Type of Threat ; ’Thregg WL dmpact Pﬂrob".é - Risk
Human Poor Logical Interception | Larceny 1 4 4(3)
Access Control
Natural Incident | Poor Interruption | Down or Denied of Services 3 4 12 (2)
Prevention




mﬂm 3.84 ﬂi"mummm YU Workmg Area Air Condition
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.}Iulnerabllmes Typeof Threat R
Human Poor Logical Interception | Larceny 1 4 4(3)
Access Control
Natural Incident | Poor Interruption | Down or Denied of Services 1 4 4(3)
Prevention

a1 3.85 szifiuanndsaves Computer Center nghtmg

R

| Typeof vul.” Vulnerabxlmes Type qf Threaf ¥ 5T Threat o
Human Poor Logical Interception | Larceny
Access Control
Natural Incident | Poor Interruption - | Down or Denied of Services 1 4 4(3)
Prevention
ﬂ‘li‘h‘m 3.86 ﬂiamummmuwm Workmg Area nghtmg
Human Poor Logical Interception | Larceny 1 4 4(3)
Access Control
Natural Incident | Poor Interruption | Down or Denied of Services 1 4 4(3)
Prevention
ﬂ'li]»i‘ﬂ 3.87 ﬂivmummmﬂwm Lease Line Service
Typeof Vul. | Vulnerabllmes “Type qf Threat : n Threat : Impact Prob. ) i{isk
Hurqm Poor Logical Interception | Larceny 1 4 4(3)
Access Control
Natural Incident | Poor Interruption | Down or Denied of Services 3 4 12(2)

Prevention
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M15197 3.88 15 z1iuAMTEIU04 Internet Service

Human Interception | Larceny 1
Access Control
Natural Incident | Poor Interruption | Down or Denied of Services 3 4 12(i)
Prevention

3.5 anudsansauanuilasans
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1adail
v  da
3.5.1 ninddur)szandeyn

A1319% 3.89 anudssmsaduasadsues deymlfiRauszuunundn (@uiige)

CELbT anudesmsnulaoais ’ anudiAg
1. | Logical Access Control ‘ 1 ‘
2. | Policy 1

Backup 1
4. | Encryption on Communications 1
5. | Malicious Scan Software 1
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@15191 3.90 Andeamisarulasadisves deymlfiiacussuuundn (@uun)

fA1AY AadesmsnInnlaeadiy ANutAYy
1. | Logical Access Control 1
2. | Policy ' 1
3. | Backup 1
4. | Encryption on Communications 1
5. | Malicious Scan Software 1
aaaii 391 anudesmsaulaoaioves deynlfiRnuszuunundn @)
Ay .«mmé"mnmmuﬂaaﬂﬁﬂ,, AmdIfgy
1. | Logical Access Control 1
2. | Policy 1
3. | Backup 1
4. | Encryption on Communications 1
5. | Malicious Scan Software 1
ﬂ'l‘i'NTl 3.92 ﬂ'J'IUﬁﬂQﬂ'liﬂ'J'ﬂJ‘lJﬁﬂﬂﬂU‘llﬂ\i ﬂﬂﬂﬂﬂf‘]ﬂﬁ\i'lu5o1j‘l]~‘l'lu}1ﬂﬂ
Ay anudesmsauilasadt 1 anudiigy
1. | Logical Access Control 1
2. | Policy 1
3. | Backup 1
4. | Encryption on Communications 1
5. | Malicious Scan Software 1
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M3 3.93 Anvdeansanuilosaduves deyadfianussuaumivayu @uiga)

‘a ALl |, . x . R m}uﬁmm'sgamﬂaaﬁﬁ'fj ‘ ANNTIAY
1. | Logical Access Control 1
2. | Policy 1
3. | Backup 1
4, | Encryption on Communications 1
5. | Malicious Scan Software 1

ara1ai 3.94 mmﬂmmsmwﬂaaﬂﬂwm mauaﬂgummignmmaunﬁuu (@VuN)

't)'lﬂ‘l] ﬂ'll'luﬂﬂﬂﬂ'l'iﬂ'l'mﬂﬁﬂﬂﬂﬂ ﬂ’)”lll’ﬂ"lﬂiy
1. | Logical Access Control 1
2. | Policy 1
3. | Backup 1
4. | Encryption on Communications 1
5. | Malicious Scan Software 1

mswn 3.95 ﬂ’)’limf)dﬂ'ﬁﬂ’]’lllﬂaﬂﬂﬂﬂ‘lmﬂ mauaﬂgumms"ummﬁuum;u (ﬂ’U)

ﬁ'\ﬁ‘U " ﬂQTNﬂﬂQﬂ15?11ﬁﬂﬁﬂﬂﬂU { . ﬂ’)'mﬁ’lﬂfg
1. | Logical Access Control 1
2. | Policy 1
3. | Backup 1
4. | Encryption on Communications 1
5. | Malicious Scan Software 1
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a1919fl 3.96 Anudnamsanuilasasivves deyalflinnuszuvanumivmyu

LT -ﬂgjm’i'pamsﬁnuﬂaaﬂﬁ'ﬂ ANty
1. | Logical Access Control 1
2. | Policy 1
3. | Backup 1
4. | Encryption on Communications 1
5. | Malicious Scan Software 1

1319 3.97 amudeamsnnufasafoves feymlszmndmiuimelumissnu

i audesnsnamnlaeast ﬂ'nnﬁﬁnj
1. | Logical Access Control 1
2. | Policy 1
3. | Backup 1
4. | Encryption on Communications 1
5. | Malicious Scan Software -1
aef 3.98 Aadssntanannlaeaduves i’fagaﬂszﬁné‘r’uﬁuﬁﬁﬂﬂ
a1y mmﬁqqmsmmﬂaaﬂﬁu ANudIAYy
1. | Logical Access Control 1
2. | Policy 1
3. | Backup 1
4. | Encryption on Communications 1
5. | Malicious Scan Software 1
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3.5.2 nswoauilssnanaenais
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M 3.99 ﬂ??ﬂﬁﬂ\]ﬂ'ﬁﬂ’ﬂﬂﬂﬁﬂﬂﬁ’ﬂ‘vﬂﬂ OS DB/File Server 33U 1UNAN

Lty anuAsImsnlasais ANuTAY
1. | Logical Access Control 1
2. | Policy 1
3. | Reserve Software 1
4. | Malicious Scan Software 1
M9 3.100 ANABIMsAwlaBARtYes OS Application Server S¥ULHIUNAN

GRS AABINMIANINaBAsY ANty
1. | Logical Access Control 1
2. | Policy 1
3. | Reserve Software 1
4. | Malicious Scan Software 1

a131971 3.101 ANWABINIAWaBAREYBY OS DB/File Server sTULRM LYY

Lala] anudssnisanuilasasie ANUTIAY
1. | Logical Access Control 1
2. | Policy 1
3. | Reserve Software 1
4, 1

Malicious Scan Software

M15197 3.102 ANNABINIIAIINIABASTUYBI OS Application Server STUBUMTUY

a1y ff’)]i;!?l’BQﬂ'i;Sﬂ31fJﬂﬁﬂﬂﬁ'ﬂx anudiny
1. | Logical Access Control 1
2. | Policy- 1
3. | Reserve Software 1
4. 1

Malicious Scan Software




m'mn 3.103 ﬂ’l'l)Jﬂﬂ\iﬂ'liﬂ’J'lllﬂ'ﬁﬂﬂﬂUﬂJﬂﬂ OS Mail Server
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MAY ﬂ'nuﬁmmsmmﬂaaanu N ; maﬁthésg
1. | Logical Access Control 1
2. | Policy B 1
3. | Reserve Software 1
'4. Malicious Scan Software 1
ﬂ'l‘ﬂQTl 3.104 ﬂ’J’]llﬂE)\iﬂ'l‘iﬂ']’llllJﬁﬂﬂﬂﬂ‘llﬂ\‘l OS Remote Access Server
%gl"l ALl ﬂ'J'lllﬂﬂQﬂ'lii?’ni!llﬂﬂﬂﬂU »ﬂ’)’luﬁ'lﬂm
1. | Logical Access Control 1
2. | Policy 1
3. | Reserve Software 1
4. | Malicious Scan Software 1
ﬂ'lﬁ'N‘n 3.105 ﬂ')'lllﬂﬂ\iﬂ'liﬂ'ﬂllﬂﬁﬂﬁﬂﬂ‘llﬂ\i OS Web Server
Ay mmmmmsmmﬂaaﬂﬂu fAnudngy
1. | Logical Access Control 1
2. | Policy { 1
3. | Reserve Software 1
4. | Malicious Scan Software 1
GI'ISN‘?; 3.106 ﬂ']'_lllﬁf)\‘lﬂ'liﬂ'ﬂﬁﬂﬁﬂﬂﬁ'ﬂﬂlﬂﬂ OS Domain Name Server
a1 mmﬁ’mms\%nmﬂamﬁd ‘anuhng
1. | Logical Access Control 1
2. | Policy 1
3. | Reserve Software 1
4. | Malicious Scan Software 1




A13197 3.107 ANUABINTANULaBANYYBL OS Print Server
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Shau auAsINIssulasany ] AT ALY
1. | Logical Access Control 2
2. | Policy 2
3. | Reserve Software 2
4. | Malicious Scan Software 2
ﬂ'ISTQ‘?; 3.108 m‘mﬁ’mnﬁﬂ'nnﬂaaﬂﬁwm OS Workstation
ey anudsImsauilaoaniy : | s A%y
1. | Logical Access Control \ 2
2. | Policy 2
3. | Reserve Software 2
4. | Malicious Scan Software 2
ﬂ'li'N?; 3.109 ﬂ'J'Illg\’BQﬂ'liﬂTm'ﬂﬂE)ﬂﬁU‘\Jﬂﬂ OS Client
Lt anudssmsnaulasadt 8 anwdingy
1. | Logical Access Control 2
2. | Policy 2
3. | Reserve Software 2
4. | Malicious Scan Software 2
ﬂ'lﬁ'N‘?; 3.110 ﬂ'J'méI'fNﬂ'ﬁﬂTmﬂaﬂ.ﬂﬁ’U‘Uﬂﬂ DBMS 52UU9IUNAR
MAY AanudnInIsalanasiy ) ANUTIALY
1. | Logical Access Control 1
2. | Policy 1
3. | Reserve Software 1
4. | Malicious Scan Software 1
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13197 3.111 ANNdBINsANUasanuuss Application 3UVIIUNAN

Ay anudsansanlapany - ANUTIAY
1. | Logical Access Control 1
2. | Policy 1
3. | Reserve Software 1
4. Malicious Scan Software 1
M3 3.112 nnudesnmsanuilasafuss DBMS ssunnuaiuayy
ddy anudvsnsnIlaoady = R .~ | iy
1. | Logical Access Control 1
2. | Policy 1
3. Reserve Software 1
4. | Malicious Scan Software 1
3197 3113 anudesmsanuilasadtues Application sEuLIIMMTIAYY
a1 m’mﬁaqmsﬂﬁmﬂaaﬂﬁu ‘ B P
1. | Logical Access Control 1
2. | Policy 1
3. | Reserve Software 1
4. | Malicious Scan Software 1
M3197 3.114 Audeentsa/aoaiouss Mail Server Application
Ay anuAsINIsANaeanY’ ANUTNY
1. | Logical Access Control 1
2. | Policy 1
3. | Reserve Software 1
4, Malicious Scan Software 1
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A4 3.115 aMdsamIanulasnftusd Remote Access Server Application

LT anuasmsanuilasany ANNEIAY
1. | Logical Access Control 1
2. | Policy 1
3. | Reserve Software 1
4. | Malicious Scan Software 1
mﬂq?'] 3.116 ANUABIMIANNIADANBYBY Web Server Application
1Ry " ﬂgiué’aaﬁwsf}?1u4aeﬂﬁu . | aonidiy
1. | Logical Access Control 1
2. | Policy 1
3. | Reserve Software 1
4. | Malicious Scan Software 1
m9197 3.117 Annideamanasafoves Domain Name Server Application
GRLbT ij_l')’l;llﬁﬂqmjﬂﬂllﬂﬁﬂqﬂﬁ‘& ANUAALY
1. | Logical Access Control 1
2. | Policy 1
3. | Reserve Software 1
4. | Malicious Scan Software 1
m‘sw?i 3.118 ANUABIN5AITNUABANYYDY Print Server Application
1Ry h anuAsIMsaNlaeaiy ANUTALY
1. | Logical Access Control 2
2. | Policy 2
3. | Reserve Software 2
4. | Malicieus Scan Software 2
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15130 3.119 anudsanisanulasafivuss Workstation Application

fAy ﬂ'n::lé'a;nﬁﬂ"nmlaaﬁﬁ'u - e | Anudhngy
1. | Logical Access Control 2
2. | Policy 2
3. | Reserve Software 2
4. | Malicious Scan Software 2
A1919% 3.120 AMudoImsailasasuues Client Application
&du anuAsInIaInlasadit: C ﬂ,afmﬁﬁtg
1. | Logical Access Control x 2
2. | Policy 2
3. | Reserve Software 2
4. | Malicious Scan Software 2
ﬂ]‘ﬂ&ﬁ 3121 anvdsanisanulasanoyes Management Tools
Ll anuRoInIsANasany . mﬁéhﬁ'm
1. | Logical Access Control 2
2. | Policy 2
3. | Reserve Software 2
4. | Malicious Scan Software 2
3wt 3122 anudeamsauilasaiivues Development Tools
M anudesmsanuilasasiy ANUTIALY
1. | Logical Access Control 2
2. | Policy 2
3. | Reserve Software 2
4. | Malicious Scan Software 2
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A9191 3.123 Andeamsanuasanvued Server Utility

Ay ATIRBIMIANIIRBARY ANuTAgY
1. | Logical Access Control 2
2 Policy 2
3. | Reserve Software 2
4 Malicious Scan Software 2
M3 3.124 Anudeamsnunlasasuves Client Utility
R m1n¢’1’mn1sm;uﬂaaaﬁ'a ’ N ANUTIALY
1. | Logical Access Control ‘ 2
2. | Policy 2
" 3. | Reserve Software 2
4. | Malicious Scan Software 2
3.5.3 ninddudsaanaienm
M3t 3.125 andesnsaannlaoafuues meui nesdiseduALa 1
ARy ariudesnisnnuilaoany / ANUTIAY
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Fire Detection, Fire Protection and Fire Extinction 2
6. | UPS and Generator 2
7. | Disaster Plan 2
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M54 3.126 AR BINTA N AR Y BIANT NBIRITIVTUALIA 1

Ead Ed

G anudssnsanilaoany ¢ ANudfy
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Fire Detection, Fire Protection and Fire Extinction 2
6. | UPS and Generator 2
7. | Disaster Plan 2

a3 3.027 Andesmsamudasasoves e guineufiuned

GRST mmw’fmﬂ1sxf)'nuﬂaaﬁﬁv | ANUTINGY
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
Fire Detection, Fire Protection and Fire Extinction 2
6. | UPS and Generator 2
7. | Disaster Plan 2

aedi 3.128 Anudsmsanulasaives guineufiames

fau anudenisanuloensiy ANUTIAY
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. Fire Detection, Fire Protection and Fire Extinction 2
6. | UPS and Generator 3 2
7. i Disaster Plan | 2
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M990 3.129 ANUABINIIANUIaBANEYD DB/File Server 3XUVUNAN

feu adesmsautasasie . Con | AnuEIRgy
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Malicious Scan Software 1
6. | Fire Detection, Fire Protection and Fire Extinction 2
7. | UPS and Generator 1
8. | Disaster Plan 2
13197 3.130 AwABImsaMI/aeafuves Application Server STUVNUNAN
A . ﬂ'zwﬁqqmséamﬂaaﬂﬁm X | N P
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Malicious Scan Software 1
6. | Fire Detection, Fire Protection and Fire Extinction 2
7. | UPS and Generator 1
8. | Disaster Plan 2
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15197 3.131 ANNABINIANABANYYRY DB/File Server SEUUMUMIVAYYU

fAu anudsensanulasady | anuiiAy
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Malicious Scan Software 1
6. | Fire Detection, Fire Protection and Fire Extinction 2
7. | UPS and Generator 1
8. | Disaster Plan 2

A13197 3.132 anudnininawilasanuuee Application Server FEUVNUTTUAYU

MRy ﬂ'x{u}a’mn{sémuﬂaaﬂﬁ;&l AW [§ o | ey
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Malicious Scan Software 1
6. Fire Detection, Fire Protection and Fire Extinction 2
7. | UPS and Generator 1
8. | Disaster Plan 2




A13197 3.133 ﬂ']'ll!ﬁﬂﬁﬂ'liﬂ')'\ilﬂﬁﬂﬁﬁ’mlﬂﬁ Mail Server
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Al mmé’mmjmmﬂéaﬁﬁ'u s ¢ | AvthAgy
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Malicious Scan Software 1
6. Fire Detection, Fire Protection and Fire Extinction 2
7. | UPS and Generator 1
8. | Disaster Plan 2
mﬂﬁ% 3.134 A7UABINIIANIABANBYD Remote Access Server
My anudesmsainlpeadd N | ey
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4, | Maintenances 1
5. | Malicious Scan Software 1
6. Fire Detection, Fire Protection and Fire Extinction 2
7. | UPS and Generator 1
8. | Disaster Plan 2
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A15197 3.135 ANUEDINITANUIaDANBUBI Web Server

Ry ﬂ’J’Im’l:ENﬂ‘liﬂ'Jmﬂaﬂﬂfﬁi h ANUTIALY
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Malicious Scan Software 1
6. | Fire Detection, Fire Protection and Fire Extinction 2
UPS and Generator 1
8. | Disaster Plan 2

ﬂ‘li‘léﬁ'l 3.136 mmw’fmms ﬂ’)]uﬂﬁﬂﬂﬁﬂﬂlm Domain Name Server

Ay ‘_ mm’ﬁ:’q;:msmmﬂaaﬂ% ANudAg
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Malicious Scan Software 1
6. | Fire Detection, Fire Protection and Fire Extinction 2
7. | UPS and Generator 1
8. | Disaster Plan 2




5N 3.137 anudemsnauilasanoyes Print Server
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Ay 1ﬂ11né'ﬁ~1qﬁﬂ:'z1uﬂaaﬂﬁus w3 ANuHAY
1. | Physical Access Control 3
2. | Policy 3
3. | Reserve Site or Hardware 3
4. | Maintenances 3
5. | Malicious Scan Software 2
6. Fire Detection, Fire Protection and Fire Extinction 3
7. | UPS and Generator 3
8. | Disaster Plan 3
ﬂlﬁ'l\?‘?; 3.138 ﬂ’)'lilgl’ﬂﬁﬂ'liﬂ‘)'mﬂﬁﬂﬂﬁﬂ‘llﬂq Workstation
§1dy anudeimsaminiasady ! iy
1. | Physical Access Control 3
2. | Policy 3
3. | Reserve Site or Hardware 3
4. | Maintenances 3
5. | Malicious Scan Software 2
6. | Fire Detection, Fire Protection and Fire Extinction 3
7. | UPS and Generator 3
8. | Disaster Plan 3




A15197 3.139 ﬂ’!‘lllﬁﬂ\‘lh‘liﬂ’)'milﬂﬂﬂﬁﬂ‘lmﬂ Client

108

Mau. ﬂhuﬁmﬂi\sm}fnﬂﬂaanﬁ’u . Anudifgy
1. | Physical Access Control 3
2. | Policy 3
3. | Reserve Site or Hardware 3
4. | Maintenances 3
5. | Malicious Scan Software 2
6. | Fire Detection, Fire Protection and Fire Extinction 3
7. | UPS and Generator 3
8. | Disaster Plan 3

13197 3.140 ANUABINIANULABANBYDI 33UVIUNAN Network Equipment & Cable

My AlRsnsnNlaeaiy - ‘AnuiIng
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware -1
4. | Maintenances 1
5. | Malicious Scan Software 1
6. Fire Detection, Fire Protection and Fire Extinction 2
7. | UPS and Generator 1
8. | Disaster Plan 2
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51N 3.141 anudesmsanuilasansyes szunUmiuTYyU Network Equipment & Cable

a1 : awdesmsamulasadis ’ -m%n€hﬁmy
1. | Physical Access Control 1
. 2. | Backup or Reserve 1
3. Mainpenances 1
4. | Scan Malicious Software 1
5. | Fire Protection 2
6. | UPS and Generator 1
7. | Disaster Plan 2

13137 3.142 ANUABINsAN aBAABYDY Backbone Network Equipment & Cable

Lty anudpimsalaoade : ansdAgy
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Malicious Scan Software 1
6. | Fire Detection, Fire Protection and Fire'Extinction ' 2
7. | UPS and Generator 1
8. | Disaster Plan _ 2




@159 3.143 ANVABINIAMNIADRAUYDY Client Network Equipment & Cable
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&1Ru amuResmanduniaoade AUty
1. | Physical Access Control 3
2. | Policy 3
3. | Reserve Site or Hardware 3
4. | Maintenances 3
5. | Malicious Scan Software 2
6. Fire Detection, Fire Protection and Fire Extinction 3
7. | UPS and Generator 3
8. | Disaster Plan 3
mﬂm 3.144 ANUABIMIANNUaBAN VDS Computer Center Medxa
ddy ' Amideimsarivdaonai anudfey
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Malicious Scan Software 1
6. Fire Detection, Fire Protection and Fire Extinction 2
7. | UPS and Generator 1 1
8. | Disaster Plan 2
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ﬂ'lf’N‘?I 3.145 ﬂ’J'liJél’E]\iﬂ']ﬁﬂ’J'lllﬂaﬂﬂﬁ’Uﬂﬂ\l Users Media

Ay < aawdsansaaulasady Ay
1 Physical Access Control 3
2. | Policy 3
3 Reserve Site or Hardware 3
4 Maintenances . 3
5 Malicious Scan Software 2
6 Fire Detection, Fire Protection and Fire Extinction 3
7 UPS and Generator 3
8 Disaster Plan 3

MM 3.146 ANudvamsanulooatouss Computer Center Furniture and Accommodations

&y " awdesmisanulasai | anudhsey
1. | Physical Access Control 3
2 Policy 3
3. | Reserve Site or Hardware 3
4 Maintenances 3
S. Fire Detection, Fire Protection and Fire lExtinction ' 2
6. | UPS and Generator 3
7. | Disaster Plan / 3
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mi‘lﬂﬁ 3.147 mmﬁ'mmiﬂ'nuﬂaaﬁﬁwm Furniture and Accommodations

f1A1 anudBImMIAlnoadiy ading
1. | Physical Access Control 3
2. | Policy 3
3. | Reserve Site or Hardware 3
4. | Maintenances 3
5. Fire Detection, Fire Protection and Fire Extinction 2
6. | UPS and Generator 3
7. | Disaster Plan 3
19197 3.148 AdBen1saNualapasuYs Computer Center Air Condition
May andssmanuasediy ANUAIALY
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Malicious Scan Software 1
6. | Fire Detection, Fire Protection and Fire 'Extinction 2
7. | UPS and Generator 1
8. | Disaster Plan 2
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15197 3.149 ANABIN13AINABANBYBY STVUAUNGR Power Equipment & Cable

Ay mﬂ}iau?\'t)'gnﬁﬂ:gwﬂiﬁaﬂﬁu‘ ‘ - anudiiy
1. | Physicai Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Malicious Scan Software 1
6. Fire Detection, Fire Protection and Fire Extinction 2
7. | UPS and Generator 1
8. | Disaster Plan 2

A1319M 3.150 ANudeanIaNNlasadtyss sTUVUATLIAIU Power Equipment & Cable

AL ﬁaﬁﬁ%amséﬂ}ﬂﬁaﬁ'ﬁ'ﬂ PN | sirmdtifyy
1. | Physical Access Control 1
2. | Policy 1
3. | Reserve Site or Hardware 1
4. | Maintenances 1
5. | Malicious Scan Software 1
6. | Fire Detection, Fire Protection and Fire Extinction 2
7. | UPS and Generator 1
8. | Disaster Plan 2
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13197 3.151 ANUABINTISANNLABARYYBY Client Power Equipment & Cable

f1du -h?mﬁ'ﬂgnimmuﬂnaﬂﬁu o Ry
1. | Physical Access Control 3
2. | Policy 3
3. | Reserve Site or Hardware 3
4. | Maintenances 3.
5. | Malicious Scan Software 2
6. | Fire Detection, Fire Protection and Fire Extinction 3
7. | UPS and Generator 3
8. | Disaster Plan 3

3.5.4 nindFutlszianusos

miNﬂ 3.152 anudesnisanutlasanvuns Computer Center Electncny Supply

Ay mmﬁ'mmsmmﬂaaﬂnu - mmmﬂiy
1. | Logical Access Control 3
2. Reserve Services 2

A13197 3.153 aAnvdeamsanulasasisues Working Area Electricity Supply

My AnNApIMIsAIilnoasy ANty
1. | Logical Access Control 3
2. | Reserve Services 2

ﬁ‘lﬂ\m 3.154 anuAsImsnulasaivues Computer Center Water Supply

A ﬂ’ﬂﬂﬂﬂ{lﬂ'ﬁﬂ?’mﬂﬁﬂﬂﬂﬂ

ar

ﬂ'J'lllﬁ'lﬂiU

1. | Logical Access Control

3

2. Reserve Services

2
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A1951a0 3.155 ANUABIMIANUaeauues Working Area Water Supply

§1du <+ ademsanulaeady anud ey
1. | Logical Access Control 3
2. | Reserve Services 3

ﬂ"’lﬂﬁi 3.156 ANNABINIANULaBAN Y Computer Center Air Condition

iy anudesntsnamnlasadit » ANudIngY
1. | Logical Access Control 3
2. | Reserve Services 2

mswﬁ 3.157 Anuasamsanuasanoves Working Area Air Condition

MY ‘ v_ mmé’aamimmﬂaaﬁﬁ'& ANuTINY
1. | Logical Access Control 3
2. | Reserve Services 3

3197 3158 Awdvensamlaeafou Computer Center Lighting

&y : ~ ﬂﬂ‘uﬁmnﬁ%nﬂﬂaéﬂ‘ﬁu anudingy
1. | Logical Access Control ' 3
2. | Reserve Services 3

A9 3.159 Anudeenisnaulaoasuues Working Area Lighting

My anudvInsnIilaoany ANUTINY
1. | Logical Access Control 3
2. | Reserve Services 3

ﬂ]iNﬁ 3.160 ANUABINMIANUUBANUUBY Lease Line Service '

f1Au . mme’x’mms@dwﬂaaﬂﬁ% anudIny
1. | Logical Access Contrg} 3
2. | Reserve Services % 2
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anuReInsaglnendit,

o

ANUEINLY

Logical Access Control

3

Reserve Services

2
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4.1 amuloeanaenns

4.1.1 Tnseadefnsmunnutasaiussuuas aums
Tumstnuinandasasoszunaisaumemiu $1ifusrdesiinisfimua
unumnihianuivaseuvesdiifisadeclunioyinadasadiy  ansa
AmuaunuegnihinanuRaseu 4w
4.1.1.1 miwaumisdiuAaseudmnrutlasasussuvmsaumet
41111 smenssumsmalylabamsmumauaznsdoms
agznssumsma Tulagmsaumaiazasdedls (CT
Committee)  Tuiififinsadesluduaudasassszuy
asaqumane iuddmuaulouis uagaiuquaisyguaid
uldanulouteduninlasasefifvua augnssunisa
sznoudludING1e9 anolil
- Wm0 (Superintendent) 910 H1gS1u3wM3, gruif
UiAMIv 1, guingrenan uaz aesitiums 1-5
AUSATIUNT
- Wanthihoma Tuladmsaumeauasnsdeats  (CT
Manager) HUAMLATTUAT
- FuEawdmaluladasaumanaznisdeals (CT

Advisor) tilu nSau iR S arduanutasadsaien
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(ICT Committee)
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M3

[ |
WU MUY Wavurhoma Tu Tabansenumsa
(Superintendents) (ICT Manager)

(ITC Advisor)

M 4.1 uaaada Iassadenaznssumsma luladmsaumauasmsdoas

4.1.1.1.2

thoma luladansaumetazmsfoans

thoma TuTadas auimeuasmsaoa1s ICT  Side) 013

Ufiiansaneg ninoadestussyudisaumenazns s 191

o £ g 9 o
anudasany  wisunsdszauauauavlasansssuy

' (] 4 i a A
A5 AUINATEHITINUILIIU HazBIANIA1eg NiNeIdes Tag

] 9 A . A 9 o n?
mmsmmmm‘nﬂﬂumnmau'lnmu

i 1a wva a L4 4
- il giiamaneufiames (ICT Operation Staffs) i

Tunisdniiumsaluguasdfianisaisg 1didanay

Yavany

- R AINAnisTUY (ICT  Development  Staffs) livivinnlu

= a d o Yt @
NITANH 'Jlﬂi13““%!“1531]1]1“11?\'31“1]518?\5\8

- i fimiuayu (CT - Support - Staffs) finthiflums

' A Y a v v 9q Y Y a
Fagmaonazliuinisaieg Audlynuszuulvinannu

Yaoany

vnvirhemalulaimsaumaaznsdems
(ICT Manager)

[

Wl jiansaeunuaes
(ICT Operation Staffs)

|

v Y .
IMRATEINTY
(ICT Development Staffs)

v v
wmumiTuazyINs
(ICT Support Staffs)

A=; s £ J ~ 4
N 4.2 uaaede laseadrshoma Tu Tadesaumeaasmsoans




119

NN 4.3 uaaamsia lassadwesnnsauanulasany

4.1.2 MsDINYARANITUEA
msinmanulasassninmsihiennyananiuen Yuazdesiinmsdmua
maraa s iiTulumsidids (Reasons for Access) UuuITN13IEA (Type of
Access) fnUARAIRARABLSZAILUYDIHIIWITY (On-site Contractor) 3N
dodmuaniiudesnislunisdadetssainaiuvesyananiousn (Security
requirement in third party) Jasmsfnuaiiudesmua deanas niedaan
4.1.3 M3
1un133713(Outsourcing) ;ﬁaﬁ{tﬁumss‘f’;mﬁuswumiaummfmzﬁ'aqﬁms
fvuannudesmsluduanutasasoussn1sdns uazszAnsdinissamdeanas

wSodanae lumsduiiunsvesyananmeueninsuianduiumaedieg

4.2 Wemeanuilasasy
wlneanudasassdmivdlumiesiielumsusmsianmsaiugumsduiums
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4212 thinulonedidszgunagnssumsma luTadmsaumeaaznisdems

ienasauazlsemald

YVor A s oA
HiuRayeu mslfiin BnE3
ICT Manager :{ T19ulouty } uIUﬂ’lU(ﬂﬁUi"li)J
ICT Committee :L( S DR PLTY ]
Usemely : ulouw J

SNYAD )

¥y
4.2.2 Tussumsiiuillyauloneanlasany

[] t 4
AN 4.4 Yuseunisadnuloinsanulasany

4521 dieiamivhuna Tuladmsaumeazasfeas Mudualsiiesliulye

wloune Ihinseudnlseguanznssumamalu ladmsaumanazns

foos weninsanTdnnudurenlumsiSudiaulome

4222 dieflszyuiurenlumsdsulgauTomnouds Wamirvhema Tulad

Mseumaazmsfemsantiumssiau lomeatiulivlge

4223 hihaloneatudinlgudidssguauzassumamalulagmsaums
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ICT Manager RRTLIEN ] anmilym

Y
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ICT Committee > Uy
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A
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ICT Manager :lh suulowns uTumu(m‘]’m'NLl
A
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ICT Committee ,t T OREL TR
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{ szineld ulog

4 ¥
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A1519N 4.1 519013 mwuauﬂszmmega (Information Assets)
e TN RTINSl a7
10y $10M13 AguioTuiiayoy FoUNA
1. i’fﬂgﬁﬂaﬁaﬂui LYVNUVAN (ﬁu‘ﬁqﬂ) ICT Operation Staffs | Computer Center
2. | doymlfidnuszunaundn @uann) ICT Operation Staffs |Computer Center
3. | doynilfidauszuunuvan (@u) ICT Operation Staffs | Computer Center
4. | doynufiAnuszuBNUNGn ICT Operation Staffs { Computer Center
5. | deyadgiAnuszunaumivayu (§uiiqe) | ICT Operation Staffs | Computer Center
6. | doynilfiRanussuuaiaivmyu (@unn) | ICT Operation Staffs | Computer Center
7. | deymifiRnuszuunumivayu @) ICT Operation Staffs | Computer Center
doyallfiiAanussuuaumiveyu ICT Operation Staffs | Computer Center
9. | doymisznduiusnolumitsa ICT Operation Staffs |Computer Center
10. 'ﬁ’ﬂgﬁﬂi vanduiuinalu ICT Operation Staffs | Computer Center




123

a o da s o
MINN 4.2 smmsmweﬂuﬂszm‘nmaﬂmm (Software Assets)

fey WM AauaiuHayel aauFiR

1. | OS DB/File Server i::‘U'lN‘luHa'ﬂ ICT Operation Staffs | Computer Center
2. | OS Application Server 7 LULUNAN ICT Operation Staffs |Computer Center
3. | OS DB/File Server szuuUMIUA "y ICT Operation Staffs | Computer Center
4. | OS Application Server 33 VUTUY Hud Hu ICT Operation Staffs |Computer Center
5. | OS Mail Server ICT Operation Staffs |Computer Center
6. | OS Remote Access Server ICT Operation Staffs |Computer Center
7. | OS Web Server ICT Operation Staffs |Computer Center
8. | OS Domain Name Server ICT Operation Staffs | Computer Center
9. | OS Print Server Power Users Working Area

10. | OS Workstation ICT Operation Staffs | Computer Center
11. | OS Client Users Working Area

12. | DBMS sguuaIuvan ICT Operation Staffs |Computer Center
13. | Application STULNUNGN ICT Operation Staffs |Computer Center
14. | DBMS ssuuuaiuayy ICT Operation Staffs [Computer Center
15. | Application SEULNIU STk HU ICT Operation Staffs | Computer Center
16. | Mail Server Application ICT Operation Staffs | Computer Center
17. | Remote Access Server Application ICT Operation Staffs | Computer Center
18. | Web Server Application ICT Operation Staffs | Computer Center
19. | Domain Name Server Application ICT Operation Staffs |Computer Center
20. | Print Server Application Power Users Working Area

21. | Workstation Application ICT Operation Staffs |Computer Center
22. | Client Application Users Working Area

23. | Management Tools ICT Operation Staffs |Computer Center
24. | Development Tools Development Staffs | Computer Center
25. | Server Utility ICT Operation Staffs | Computer Center
26. | Client Utility Users Working Area
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$ o da
MM 4.3 SUMINTNITUUITLANNIAIN (Physical Assets)

&wu| ‘ 10073 M dauaTuRiayeu aomiRe
1. | @oud nesd1s19duRing 1 (SB1 Area) Guardedness SB1 Area
2. | 8115 NBIAITI9FUALA 1 (SB1 Buildings) Guardedness SB1 Building
3. | 0113 quineuiaunes (CC Building) Guardedness CC Building
4. g{ut‘fﬂﬂuﬁama{ (Computer Center) Guardedness Computer Center
5. | DB/File Server S2ULHIUNAN ICT Operation Staffs | Computer Center
6. | Application Server ¥ LUVITUNAN ICT Operation Staffs | Computer Center
7. | DB/File Server SEUVMUAT U Hu ICT Operation Staffs | Computer Center
8. | Application Server 3ULNUT nud Hu ICT Operation Staffs | Computer Center
9. | Mail Server ICT Operation Staffs |Computer Center
10. | Remote Access Server ICT Operation Staffs | Computer Center
11. | Web Server ICT Operation Staffs |Computer Center
12. { Domain Name Server ICT Operation Staffs |Computer Center
13. | Print Server ICT Users Working Area
14. | Workstation ICT Operation Staffs |Computer Center
15. | Client Users Working Area
16. | s2UV9IUNAN Network Equipment & Cable ICT Operation Staffs | Computer Center
17. | ssyvsvaiud YU Network Equipment&Cable | ICT Operation Staffs |Computer Center
18. { Backbone Network Equipment & Cable ICT Operation Staffs |Computer Center
19. | Client Network Equipment & Cable Users Working Area
20. | Computer Center Media ICT Operation Staffs | Computer Center
21. | Users Media Users Working Area
22. | Computer Center Furniture and Accommodations| ICT Operation Staffs |Computer Center
23. | Furniture and Accommodations Users Working Area
24. | Computer Center Air Condition ICT Operation Staffs | Computer Center
25. | 52UUSIUNAN Power Equipment & Cable ICT Operation Staffs |Computer Center
26. | sTuvUmiu YU Power Equipment & Cable |ICT Operation Staffs | Computer Center
27. | Client Power Equipment & Cable Users Working Area
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ey 510013 AaunsuRazey iR
1. | Computer Center Electricity Supply ICT Operation Staffs | Computer Center
2. | Working Area Electricity Supply Users Working Area
3. | Computer Center Water Supply ICT Operation Staffs | Computer Center
4. | Working Area Water Supply Users Working Area
5. | Computer Center Air Condition ICT Operation Staffs | Computer Center
6. | Working Area Air Condition Users Working Area
7. | Computer Center Lighting ICT Operation Staffs | Computer Center
Working Area Lighting Users Working Area
9. | Lease Line Service ICT Operation Staffs | Service Provider
10. | Internet Service ICT Operation Staffs | Service Provider
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