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ABSTRACT

The objective of project are to analyze the characteristics of TCP (Transmission Control
Protocol) and to study the operation of the TCP/IP (Transmission Control Protocol / Internet
Protocol). This project is emphasize on format for sending of packet how are utilization, involve
occur overhead from communication also consideration in windows size use, compare on percent
of error rate and any value of volumes based on MTU (Maximum Transfer Unit).

The result from study shows that the utilization of TCP will be improve if they
communicate in data size nearly 65,535 byte and consideration the error value, that when transfer
more data the error will be found then the utilization decrease. So the default windows size value

should more than one packet along to Microsoft’s recommend.
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Application Layer

Consists of application programs that use the network

Presentation Layer

Stadardizes data presentation to the applications

Session Layer

Manages sessions between applications

Transport Layer

Provides end-to-end error detection and correction

Network Layer

Manages connections across the network for the upper layers

Data Link Layer

Provides reliable data delivery across the physical link

Physical Layer

Defines the physical characteristics of the network media
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Application Layer

Consists of application and processes that use the network

Transport Layer

Provides end-to-end data delivery services

Internet Layer

Defines the datagram and handles the routing of data

Network Access Layer

Consists of routines for accessing physical networks
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Decimal Keyword UNIX Keyword Description
0 Reverved
7 ECHO Echo Echo
9 DISCARD Discard Discard
11 USERS Svstat Active Users
13 DAYTIME Daytime Daytime
15 - Netstat Who is up or NETSTAT
17 QUOTE Qotd Quote of the Day
19 CHARGEN Chargen Character Generator
37 TIME Time Time
42 NAMESERV Name Host Name Server
43 NICKNAME Whois Who is
33 DOMAIN Nameserver Domain Name Server
67 BOOTPS Bootps Bootstrap Protocol Server
68 BOOTPC Bootpc Bootstrap Protocol Client
69 TFTP Tftp Trivial File Transfer
1 SUNRPC Sunrpc SUN Remote Procedure Call
123 NTP Ntp Network Time Protocol
161 - Snmp SNMP Net Monitor
162 - Snmp-trap SNMP Traps
512 3 Biff UNIX Comsat
513 > Who Unix Rwho Daemon
514 - Svslog System Log
525 - Timed Time Daemon
ﬂ]iNﬁ 4 uamﬁammﬂmmm UDP WE)%FIG]'N 9
- Length
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2.2.3.2 Transmission Control Protocol (TCP)
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1 Source Port

Destination Port

Sequence Number

4 Offset Reserved

Acknowledgment Number

Flags

Windows

5 Checksum

Urgent Pointer

Option

Padding

data begins here

51/#1 9 wamaguvuues TCP Datagram
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- Destination Port

=3 a o - 4’ o a 1
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= ar 4 g ay ' o
LENHART U TFIN TAENHINBIAYNDIANSR 15U Telnet WosanINgY 23, File
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- Sequence Number
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- Acknowledgement Number
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- HLEN (Header Length)

- - d 4
flyuin 32 Oa Taedsznavdie Interger N321ANNYIIVDY Segment Header FaozIeU

1 ' -~ & o oa o & Jd R =) ' [}
eglugtvimes 32 n Fuudinawdudumazluilad option sslinnwenalin

. f 4 o 4
LBY FIUUIAUDI TCP Header Teiauddouuasidmuvuinveson Option

- Reserved
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- Code Bits
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Decimal Keyword UNIX Keyword Description
0 Reserved
| TCPMUX - TCP Multiplexor
5 RJE - Remote Job Entry
7 ECHO echo Echo
9 DISCARD discard Discard
I USERS svstat Active User
13 DAYTIME daytime Daytime
15 - netstat Network Status Program
17 QUOTE qotd Quote of the Day
19 CHARGEN chargen Character Generator
20 FTP-DATA ftp-data File Transfer Protocol (data)
21 FTP ftp File Transfer Protocol
23 TELNET telent Terminal Connection
25 SMTP smtp Simple Mail Transter
37 TIME time Time
42 NAMESERVER name Host Name-Server
43 NICNAME whois Who Is
53 DOMAIN pameserver Domain Name Server
77 - rie Any Private RJE Service
79 FINGER finger Finger
93 DCP 7 Device Control Protocol
95 SUPDUP supdup SUPDUP Protocol
101 HOSTNAME lhiostmanes NIC Host Name Server
102 ISO-TSAP iso-tsap ISO-TSAP
103 X400 x400 X.400 Mail Service
104 X400-SND x400-snd X.400 Mail Sending
111 SUNRPC sunrpc SUN Remote Procedure Call
113 AUTH auth Authentication Server
117 UUCP-PATH uucp-path UUCEP Path Service
119 NNTP nntp USENET News Transfer
129 PWDGEN - Protocol
139 NETBIOS-SSN - Password Generator Protocol
160~223 | RESERVEED NETBIOS Session Service

A151971 6 HAAIBIAUNNIBVBY TCP WOSAA1 9
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- Checksum

aa a et at @ & o
UUUIA 16 UA Gl"%"Jﬁﬂ'ﬁlﬂU'Jﬂuﬂ‘U IP UWNING

- Windows

a a [ Y Jd Jdt 3
YU 32 UA ﬂfmJumﬂmmiﬂwawmm’awmmamummimzs

o v =& o Qs g o s‘:?
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- Urgent Pointer

a =t o 1 3 1

S 16 O wioiaiouiiiua Offset 199 Sequence Number Tagazuondsduimus
s y J QY v v %
voeluagaenwlu Tcp wamdidudeyasan @eyanmolu TCP A
& tat [ n’/l an v Ay 9y a v a @ o~
U 9 ﬂ1ﬂi]gllﬂilﬂ'ﬂuﬁﬂﬂ'luﬂﬂﬁuﬂﬂklﬂ) ﬂﬂ@ﬂﬂ'ﬁi'ﬂ UDNWALATUNDITUINUN

& o o dy a o 4 ' ° o 4
oflsfigrussyluwaiissiinnuninundeiiowados Urgent andmuasuiuniig

- Option

b4 4
d2uvp3 Option He199zinT e il nFelivuamlauegiustiaved TCP Segment

- Padding

=1 [4 o ' o o < o 1 a
fvue 0 ~ 3 Tue Iduaruniinvuiaues Option WU WIUMIUBS 32 U

e

Bit (Left to Right) Meaning if bit set to 1
URG Urgent pointer field is valid
ACK Acknowledgement field is valid
PSH This segment requests a push
RST Reset the connection
SYN Synchronize sequences number
FIN Sender has reached end of it byte stream

A19197 7 BAA9891InUBY Code Field 11 TCP Header
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2.2.4 Application Layer

Fu Layer vuga Felsznovlidronats s Tanea (3eernszifoninlusunsuann
n31) 1aun

- Network Terminal Protocol (Telnet)

- File Transfer Protocol (FTP)

- Simple Mail Transfer Protocol (SMTP)

%43 Ts Tanearieuasld TCP 14 Transport Layer 21 15 Tnnea 119 UDP
1Aun

- Domain Name Service (DNS)

- Routing Information Protocol (RIP)

- Network File System (NFS)
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SMTP Fip TELNET DNS TFTP BOOTP Layer 5
TCP UDP Layer 4
IP Layer 3
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