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Numerical Code Facility

10 security/authorization messages (note 1)
11 FTP daemon

12 NTP subsystem

13 log audit (note 1)

14 log alert (note 1)

15 clock daemon (note 2)
16 local use 0 (local0)
17 local use 1 (locall)
18 local use 2 (local2)
19 local use 3 (local3)
20 local use 4 (local4)
21 local use 5 (local5)
22 local use 6 (local6)
23 local use 7 (local7)

t 4
= [ . 4 [ 3
woNINE W priority HUeNHa Severity AdalinmmuedanisAua

A13197 2.2 syslog Message Severities

Numerical Code Severity

0 Emergency: system is unusable

1 Alert: action must be taken immediately
2 Critical: critical conditions

3 Error: error conditions

4 Warning: warning conditions

5 Notice: normal but significant condition
6 Informational: informational messages
7 Debug: debug-level messages
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*Mar 6 22:48:34.452 UTC: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Loopback0, changed state to up
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2005-04-16 21:50:56 Local7.Notice  192.168.0.10  9072: Apr 16 20:50:58.388

PST: %LINK-5-CHANGED: Interface Loopback0, changed state to administratively down
2005-04-16 21:50:58 Local7.Notice  192.168.0.10  9073: Apr 16 20:50:59.380
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Step Command Purpose

1  |Router# configure terminal Enters global configuration mode.

Router(config)# service timestamps
Instructs the system to timestamp syslog messages;

2 |type datetime [msec] [localtime])
the options for the type keyword are debug and log.

[show-timezone]

Specifies the syslog server by IP address or host
3 |Router(config)#logging host
name; you can specify multiple servers.

Specifies the kind of messages, by severity level, to
be sent to the syslog server. The default is
informational and lower. The possible values for

4 |Router(config)# logging trap level level are as follows:

Emergency: 0

Alert: 1

Critical: 2




MINN 2.3 (AD)

14

Step Command

Purpose

Error: 3
‘Warning: 4
[Notice: 5
Informational: 6

Debug: 7

Use the debug level with caution, because it can
generate a large amount of syslog traffic in a busy

network.

Router(config)# logging facility
facility-type

Specifies the facility level used by the syslog
messages; the default is local7. Possible values are
local0, locall, local2, local3, locald, localS, local6,

and local7.

6 |Router(config)# End

Returns to privileged EXEC mode.

7  |Router# show logging

Displays logging configuration.

o

o (] n,: ] 1 o ad o) y
freghamsdennsuaedidduvaeas lUfuginines loRuoaase 192.168.0.30 (Huasil

Router-Dallas#

Router-Dallas#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-Dallas(config)#logging 192.168.0.30

Router-Dallas(config)#service timestamps debug datetime localtime show-timezone

msec

Router-Dallas(config)#service timestamps log datetime localtime show-timezone msec

Router-Dallas(config)#logging facility local3

Router-Dallas(config)#logging trap warning

Router-Dallas(config)#end
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Router-Dallas#show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 79 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: disabled
Trap logging: level warnings, 80 message lines logged

Logging to 192.168.0.30, 57 message lines logged

[y T 1 a (YA (Y] d a {
2.4.2 maSuunsmneuingstudmivginsalaing

[ Y

) [ ¢ a ddo a wva o S =) @ y
dmiuglasalaindivauuuszuul§ians CATOS wusslimsasmnoudingisdudadl

= [y 1 @ o [ ¢ a
m319 2.4 msdSuussmneudnQusdudmivgunsalaing

Step Command Purpose

Switch>(enable) set logging
1 Configures the system to timestamp messages.
timestamp {enable | disable}

Switch>(enable) set logging Specifies the IP address of the syslog server; a maximum
2

server ip-address of three servers can be specified.

Switch>(enable) set logging
‘ Limits messages that are logged to the syslog servers by
3 |server severity

severity level.
server_severity_level

Specifies the facility level that would be used in the
message. The default is local7. Apart from the standard

facility names listed in Table 4-1, Cisco Catalyst switches
Switch>(enable) set logging
use facility names that are specific to the switch. The
4 |server facility
following facility levels generate syslog messages with
server_facility_parameter
fixed severity levels:

5: System, Dynamic-Trunking-Protocol, Port-

Aggregation-Protocol, Management, Multilayer
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Step Command Purpose

Switching
4: CDP, UDLD

2: Other facilities

server enable servers.

Switch>(enable) set logging Enables the switch to send syslog messages to the syslog

6 Switch>(enable) Show logging  [Displays the logging configuration.

[ Y

fotumsdemainsiidanman lUgudines lofinennsa 192.168.030 T
Console> (enable) set logging timestamp enable

System logging messages timestamp will be enabled.

Console> (enable) set logging server 192,168.0.30

192.168.0.30 added to System logging server table.

Console> (enable) set logging server facility local4

System iogging server facility set to <local4>

Console> (enable) set logging server severity 4

System logging server severity set to <4>

Console> (enable) set logging server enable

System logging messages will be sent to the configured syslog servers.
Console> (enable) show logging

Logging buffered size: 500

timestamp option: enabled

Logging history size: 1

Logging console: enabled

Logging server: enabled

{192.168.0.30}

server facility: LOCALA4

server severity: warnings(4)
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2.4.3 mafuunsmaeuilngsfudmiugdnsellisaen
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Step

Command

Purpose

Pixfirewall# config terminal

Enters global configuration mode.

Pixfirewall(config)#logging

timestamp

Specifies that each syslog message should have a

timestamp value.

Pixfirewall(config)#logging host
[interface connected to syslog

server] ip_address [protocol | port]

Specifies a syslog server that is to receive the messages
sent from the Cisco PIX Firewall. You can use multiple
logging host commands to specify additional servers
that would all receive the syslog messages. The
iprotocol is UDP or TCP. However, a server can only be
specified to receive either UDP or TCP, not both. A
Cisco PIX Firewall only sends TCP syslog messages to

the Cisco PIX Firewall syslog server.

Pixfirewall(config)#logging facility
facility

Specifies the syslog facility number. Instead of
specifying the name, The default is 20. the PIX uses a

2-digit number, as follows:
local0 - 16
locall - 17
local2 - 18
local3 - 19
local4 - 20
local5 - 21
local6 - 22

local7 - 23
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Step Command

Purpose

pixfirewall(config)#logging

trap level

Specifies the syslog message level as a number or string. The
level that you specify means that you want that level and those
values less than that level. For example, if level is 3, syslog
displays 0, 1, 2, and 3 messages. Possible number and string

level values are as follows:

0: Emergency; System-unusable messages
1: Alert; Take immediate action

2: Critical; critical condition

3: Error; error message

4: Warning; warning message

5: Notice; normal but significant condition
6: Informational: information message

7: Debug; debug messages and log FTP commands and WWW
URLs

pixfirewall(config)#logging

on

Starts sending syslog messages to all output locations.

pixfirewall(config)#no
7  |logging message <message

id>

Specifies a message to be suppressed.

8 [|pixfirewall(config)#exit

Exits global configuration mode.

3 v
Srasrmsaen foalddanaas lUdudiwnes lofeanse 192.168.0.30 Fudail

Firewall-Dallas#

Firewall-Dallas# config terminal

Firewall-Dallas(config)# loggin time
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Firewall-Dallas(config)# logging host 192.168.0.30
Firewall-Dallas(config)# logging facility 21
Firewall-Dallas(config)# logging trap 7
Firewall-Dallas(config)# logging on
Firewall-Dallas(config)# no logging message 111005
rewall-Dallas(config)# exit
Firewall-Dallas# show logging
Syslog logging: enabled

Facility: 21

Timestamp logging: enabled

Standby logging: disabled

Console logging: disabled

Monitor logging: disabled

Buffer logging: disabled

Trap logging: level debugging, 6 messages logged

Logging to inside 192.168.0.30
History logging: disabled

Device ID: disabled

2.5 Regular expression
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