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ABSTRACT

Routers provide services that are essential to the correct, secure operation of the networks.
Compromise on a router can lead to various security problems on the network served by that
router. In general, well-configured routers can greatly improve the overall security posture of a
network. Security policy enforced at a router is difficult for negligent or malicious end-users to
circumvent, thus avoiding a very serious potential source of security problems. So we must have
tools for checking configuration on router before install on production system. This tool can
reduce problem from hacker, virus etc. This project implements tool for checking configuration

on router.
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Console Line - linecon0
exec-timeout 5 0
login
transport input telnet

Auxiliary Line - lineaux 0
no exec
exec-timeout 0 10
transport input telnet

VTY lines - linevty 04
exec-timeout 5 0
login

transport input telnet

N1SABUNQIFUINYINY Privilege

U4 I3 1 s @
1uq1jﬂiﬂ11511ﬁ85119\1 Cisco ﬂzﬁﬂ'ﬁuﬂ\ﬁgﬂﬁ‘uﬂﬂ Privilege ﬂﬂﬂlﬂu 16 539\'”&']0

v
o L4

Y Tﬂﬂﬁllﬁiﬂziz Uuuﬁ3ﬁﬂ311’ﬁ1ﬂ15ﬂ11‘lﬂ15ﬁ1\ﬂuﬁLmﬂf‘h\iﬁu "‘?Qli']ﬁ'lu'liﬂﬁ'lﬂl‘m
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ITAVVDI Privilege ﬁﬁx‘i‘fr

Central(config)# privilege exec level 15 connect

Central(config)# privilege exec level 15 telnet

Central(config)# privilege exec level 15 rlogin

Central(config)# privilege exec level 15 show ip access-lists

Central(config)# privilege exec level 15 show access-lists

Central(config)# privilege exec level 15 show logging

Central(config)# ! if SSH is supported..

Central(config)# privilege exec level 15 ssh

Central(config)# privilege exec level 1 show ip
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3. Asneuflg Rty Password
§i Password 8¢ 2 UszinniignilesiuTaswensiuasues Cisco (10S) fio
1. Type7: Cisco l@Uszmai3ifie1dlumsidhswady Password wuuil
2. Type5: M¥msidhsauuy MDs FafinmuuSasannniuuy Type 7
Faiidretrsmsneuiinisdu aait
South# config t
Enter configuration commands, one per line. End with CNTL/Z.
South(config)# enable secret 2-mAny-rOUtEs
South(config)# no enable password

South(config)# end

South#

4. nsneuflnduinivaiy Account
231101511 U Username 7114 Login 18 fufquaszuy Feidr081an1s
ABuTQITY dail
Central# config t
Enter configuration commands, one per line. End with CNTL/Z.
Central(config)# service password-encryption
Central(config)# username rsmith password 3d-zircOnia
Central(config)# username rsmith privilege 1
Central(config)# username bjones password 2B-or-3B
Central(config)# username bjones privilege 1
Central(config)# no username brian
Central(config)# end

Central#
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FTVUMINTIDAOU Router Service Security
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M13197 3.1 Service ina3gnilalui I 14

Feature Description Default Recommendation
Cisco Discovery | Proprietary layer 2 Protocol Enabled CDP is almost never
protocol (CDP) | between Cisco devices. needed, disable it.

TCP small Standard TCP network 11.3: disabled | This is a legacy feature,
Servers services: echo, chargen, etc. 11.2: enabled | disable it explicitly.
UDP small Standard UDP network 11.3: disabled | This is a legacy feature,
Servers services: echo, chargen, etc. 11.2: enabled | disable it explicitly.
Finger Unix user lookup service, Enabled Unauthorized persons
allows remote listing of logged don’t need to know this,
in users. disable it.
HTTP server Some Cisco IOS devices offer Varies by If not in use, explicitly
web-based configuration. device disable, otherwise
restrict access.
Configuration Router will attempt to load its disabled This is rarely used,
auto-loading configuration via TFTP. disable it if it is not in
use.
Bootp server Service to allow other routers Enabled This is rarely needed and
to boot from this one. may open a security
hole, disabled it.
NTP service Router can act as a time server Enabled If not in use, explicitly
for other devices and hosts. GfNTPis | disable, otherwise
Configured) restrict access.
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Feature Description Default Recommendation

IP source routing | Feature that allows a packet to Enabled Can be helpful in attacks,
specify its own route. disable it.

Proxy ARP Router will act as a proxy for Enabled Disable this service unless
layer 2 address resolution the router is serving as a

LAN bridge.

IP unreachable Router will explicitly notify Enabled Can aid network mapping,

notifications senders of incorrect IP disable on interfaces to
Addresses untrusted network

IP mask reply Router will send an interface’s Disabled Can aid IP address
IP address mask in response to mapping; explicitly
an ICMP mask request. disable on interfaces to

untrusted networks.

IP redirects Router will send an ICMP Enabled Can aid network mapping,
redirect message in response to disable on interfaces to
certain routed IP packets. untrusted networks.

Maintenance Legacy management protocol, Enabled Disable if not explicitly

Operations part of the DECNet protocol (on Ethernet | needed.

Protocol (MOP) | suite. interfaces)

Domain Name Routers can perform DNS Enabled Set the DNS server

Service name resolution. (broadcast) | addresses explicitly, or

disable DNS lookup.

Simple Network | Routers can support SNMP Enabled If not in use, remove

Management remote query and default community strings

Protocol configuration. and explicitly disable,

otherwise restrict access.
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13199 3.1 Service Nn23gnTlalildlFe (de)

Feature Description Default Recommendation
PAD service Router will support X.25 Enabled Disable if not explicitly
packet assembler service. Need.
IP directed Packets can identify a target Enabled (11.3 | Directed broadcast can be
broadcast LAN for broadcasts. & earlier) used for attacks, disable it.

IZUUNINTIVAOY Router Access List

v v ]
ludaufiszuvesiimsasasasunisaeuil Qs ¥uinediu Router Access List Y84
¢ 1A o A A ' P
gunsalisuaed Niimsaeuilpsduimunzaunie iy Tasszuviimsasivaeumsneuilgs
s o d
FU AU
-3 v ¥ &’ A £ o o 1

1. ﬂ’liﬂ’%"\»! Access-List 'uui*nmmazmemmmmuﬁ'wmm no access-list nnn NDUITUD

A o v 1 a P ~ . P 9/
tamsanuanlas fe1eiins 19911 access-list 7t nnn Tinua

East (config) # no access-list 51
East (config) # access-list 51 permit host 14.2.9.6

East (config) # access-list 51 deny any log

2. fmuamnunnesaiidesmsaiugudmiuuAag Access List FavgduitulszAntam
mstheves 108 Il nilugesnstvdeuisained (header) Hanuaveaufiaia Taoly
uilu uazitelfnilondeyants 1 amiiftueylu Log idoyamnuasnesniigndes
Tomsfmuannomanedalusieiidesnsiluersiaumudnilaves Access List fiadne
u Faied

no access-list 106

access-list 106 deny udp any range 1 65535 any range 1 65535 log

access-list 106 deny tcp any range 1 65535 any range 1 65535 log

access-list 106 deny ip any any log
mdalupsaiagateldielfinileheunsalisunessed fusuiimiadildem

A g
Tus Tnnoadu uenmilesin TCP uaz UDP sauviafiumasluden (Log)
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3. oy ldinwzueansaveunietienoluddeyadigpunssiisunesinmiduned
ey Tasnsiafufl Access List sauiamisilalilfueamsait higndeseonain
indovieiume flafidounesuiniotiumeven teflesfudynin lildldanselin
modidhunieiiolums Taudfiou Simstiones annsei iU 1o 18 funfot
ffarududou

East (config) # no access-list 101

East (config) # access-list 101 permit ip 10.1.1.0 0.0.0.255 any
East (config) # access-list 101 deny udp any range 1 65535 any log
East (config) # access-list 101 deny tcp any range 1 65535 any log
East (config) # access-list 101 deny ip any any log

East (config) # interface eth 1

East (config-if) # ip access-group 101 in

East (config-if) # exit

East (config) # interface eth 0

East (config-if) # ip access-group 101 out

' ¥y & a8 A A 1 An v A a A 4 & da
4. qﬂﬂ151”11Wﬂ1ﬂﬂﬂﬂ1%1ﬂﬂ1ﬂuﬂﬂ (mnmsamuw”lumwana) mmmmﬂmmﬂmﬂmu
. ¥
msﬂatmuﬂaw‘%‘ammnﬁahuﬁm?ﬂmu mmsnﬁf’lé"ﬁmmmmmu*uaqm?amum

3 - 4 s 4 1 & Vet LR 9/
mjﬂmmmaxaumﬂstﬂmmqﬂnsmmmﬂi smzeammu'mzman‘lnumsﬂammauﬂa

= - 1 A ] A [0} A = A 3
‘nmmmﬂiamumuuammzmsamuw'1nu11ﬂmnamnw°lﬂ"lﬁ'uw

-1 3 = 1 a 9 A @ & ]
5. uimifandwininaieuen lastineamsadumamilounfuteamsaveuniotiunyluy
] { A @ d o 1 h a
Taq (93 oteniredse) Sanduniaiaiduduuie Toudszuu Tae3n1s TCP sequence
. A aad o A o Q. 9 ¥ ¥ A v o
number guessing 13035 0uq Tuihusadvadu 3alinas g lumieds foedu
. .A’ i a 4 4 a 1w i Y 1 v
1aTaun15a319 Access List Yun11Fnuiiunazdumesiaidesfndetuiniodron lin
A A :
oo
o q’/’ =1 d =Y 1 g 1 e ]
6. afafuLRARAYiIa loopback 11910A38Y1Y 127.0.0.0) tileannuiadamarii lifinig
= é’ - e’: 3 L1 d A { o 4
et 1939 uonnimin IWifuuiaAafinen IP address igndisos 13 (1dud 10.0.0.0,

172.16.0.0 - 172.31.0.0 ttag 192.168.0.0) [ RFC 1918]

v 1o . d 3 d d a .
7. ﬂ'lﬂlﬂ?ﬂ‘ll'lﬂllﬂﬂ'llﬂuél’ﬂ\‘l‘l‘lsi’ IP multicast NAITILAULWAINATUA multicast él")ﬂ
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v & 4 4 a 5 o A 4 & 4 d a
8. ANANUUNAINAYUA broadcast (ﬂlﬂﬂ'ﬁﬂ'ﬂl\iﬂ\'lﬂf] ﬂ'ﬁﬂﬂuﬂﬂiﬂﬂ‘ﬂuﬂ broadcast 8199211

¥ 1
1¥u3n15 DHCP uae BOOTP lamisaldau1dde agrelsia uSnisvisaeesuil 1

o ald'aa o Al @ At 1
mmmﬂwaumaswlﬁmanmﬂsamumuuaneguﬁ'a)

)
9. mslawAmSevrsnnmeusninaunn1FIFn1sae ICMP redirect 39n23510au3MsH 33
A 0 A 1A v 2 & Yy & d a id'oﬂd
msAanMtlualinnugannuiniufemseygyn 1iunamnayida ICMP ASuiuiieans

wilad1ud190n)
L2 1] H (-7 1 y Y é 1 Q [-3 Q oy
Fethefinansasns 1l Wudtnisuideiezsitodwuziihdiuuu i duese

North (config) # no access-list 107

North (config) # ! block internal addresses

North (config) # access-list 107 deny ip 14.2.0.0 0.0.255.255 any log
North (config) # access-list 107 deny ip 14.1.0.0 0.0.255.255 any log
North (config) # ! block loopback/reserved addresses

North (config) # access-list 107 deny ip 127.0.0.0 0.255.255.255 any log
North (config) # access-list 107 deny ip 10.0.0.0 0.255.255.255 any log
North (config) # access-list 107 deny ip 172.16.0.0 0.15.255.255 any log
North (config) # access-list 107 deny ip 192.168.0.0 0.0.255.255 any log
North (config) # ! block multicast (if not used)

North (config) # access-list 107 deny ip 224.0.0.0 0.0.255.255 any
North (config) # ! block broadcast

North (config) # access-list 107 deny ip host 0.0.0.0 any log

North (config) # ! block ICMP redirects

North (config) # access-list 107 deny icmp any any redirect log

North (config) # interface eth 0/0

North (config-if) # ip access-group 107 in

@ 3 3 o A~ o A @ 19 Y 9 A
10. ﬁﬂﬂnuuwmﬂﬂ'nmmﬂmsﬁﬂuﬂNuazﬂawvmmuaunu"luimmm“lumimnu W51z
aa o a ' Y o o d o ¥
mwztﬂumsun;nhummsmwn'ﬂ “Land” i@ afigilnssiisuned) i laTasns
@ 9

4 o 4 { a I8 a o o
@319 Access List duan 19drdadoyaisziduniiudazdumesia Taedsmsasniuansly

A108190 1A



37

no access-list 102
access-list 102 deny ip host 10.2.6.250 host 10.2.6.250 log

access-list 102 permit ip any any

interface Eth 0/0
ip address 10.2.6.250 255.255.255.0
ip access-group 102 in
11. AmMuaR Access List §1113 19990 Virtual Terminal Line titonauqumisidhdsgingel

d Y ]
I UABTHIUNTINTT telnet ANUAIDYY

South (config) # line vty 0 4

South (config-line) # access-class 92 in

South (config-line) # exit

South (config) # no access-list 92

South (config) # access-list 92 permit 10.1.1.1
South (config) # access-list 92 permit 10.1.1.2

FLUBNTITAITIVABY Audit Management
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A32900UNIABUTQUTHU FaTl

04 P S @ A2 o ¥ A4 qud
1. hanuawisavesginsalisunes lumsinuiiunaaimsiinuuisou e ldny
@ £ = o A :g ' g d o A AQ Y o P}
fufinannuAanamwiifadutas daminng lUsunsesi 19 Tumsiny syslog neluinse
1 @osdhunedwiiinsiveie) Tavezdoaniletauduneiidedoya lirm nfety
l=' [} 4& A saq (Y a”
# ldindrede T35 msdenelilil
Central (config) # logging on
Central (config) # logging 10.1.1.200
Central (config) # logging buffered
Central (config) # logging console critical

Central (config) # logging trap debugging

Central (config) # logging facility locall
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A,

1 17Fmsdedangnad e

service timestamps log datetime localtime show-timezone
clock timezone EST -5

clock summer-time EDT recurring

ntp source Ethernet 0/1

ntp server 192.5.41.40

ntp server 192.5.41.41

3. wniims1dau sNmp 1418en1d SNMP community string fignndsaisiar sidai ldueas

Yo o U ¥ ' 3y 42 aa ' 3 3 o o (4
vl']ﬂ\iﬂ')ﬂﬂ'Nﬂ'mﬁ'Nuﬁﬂ\ﬂﬁmuﬂ\'l’Jﬁﬂ'\iiuﬂ'ﬁﬂﬂﬂ'} community string ﬂQﬂﬂimli1lﬂﬂi

smua BvazGudu uazarssmual community string s i@,

East (config) # no snmp community public
East (config) # no snmp community private

East (config) # snmp community BTR-18+never
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FTUUNMIANTIVABY Scan Routing
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1. Router Neighbor Authentication
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2. OSPF Authentication
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1. UUY Plain Text
2. 11Ul MDS5 (Message Digest)
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Tulsunsas Sniffer Smssuniiadanninssn'ld gy 513914 Mps Wunselunis
Whsvadeya

g2 MD 5 Husanedituiilflumsidhsiadeoyn Tasnsuldoudennuiidy
Plain Text T udonnui e wisos 183 onsduiiumanendiamans Taolid
m319a8 fafu M Hash vesdonilan sehisnnsandounsumndiudeninuiv
14 (one-way property) M3t415¥ At finlszTomfite 198uduynna (Authentication) &
I31dielosdudeyaning linisdmdnasusmsznitemsds edrugunisii Digital

[ e 14
signature N 190uduYyAna T E-commerce Ifidedaiiudani

OSPF Version | OSPF pkt type } OSPF Version | OSPF pkt type
OSPF length : OSPF length
|
—— Source OSPF Router ID — | — Source OSPF Router ID ———
|
]
|
— QSPF Area ID — 1 — OSPF Area ID —
I
0 (no checksum) : 0 (e checksum)
2 (cryptographic auth type) : 2 (cryptographic auth type}
0 : 0
1 (Key ID) I 16 (MD5 len) : 1 (Key ID) 16 (MD5 len)
Cryptographic sequence number I\ Cryptographic sequence number
!
OSPF packet body : OSPF packet body
I
]
b —— l . — —
]
] — l rm— D
|
— — — —
MD3
£ |
| 16-byte secret — | cryptographic ]
| hash
— — —— —
— ' e —
[ I
— — : — —
7

311 3.1 Anvazues OSPF HillmsAuIndu MDS Authentication
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Fedowmzmneulgduginsciisuaesiiter ospF MDs fad
North# config t
Enter configuration commands, one per line. End with CNTL/Z.
North(config)# router ospf 1
North(config-router)# network 14.1.0.0 0.0.255.255 area 0
North(config-router)# area 0 authentication message-digest
North(config-router)# exit
North(config)# int eth0/1
North(config-if)# ip ospf message-digest-key 1 mdS rOutes-4-all
North(config-if)# end

North#

East# config t

Enter configuration commands, one per line. End with CNTL/Z.
East(config)# router ospf 1

East(config-router)# area 0 authentication message-digest
East(config-router)# network 14.1.0.0 0.0.255.255 area 0
East(config-router)# network 14.2.6.0 0.0.0.255 area 0
East(config-router)# exit

East(config)# int eth0

East(config-if)# ip ospf message-digest-key 1 mdS rQutes-4-all
East(config-if)# end

East#

3. RIP Authentication

Routing Information Protocol ¥ 3@ RIP HuldsTansaidendunislszian

. 4 L9 ] [~
Distance Vector figneenuuinldldfumisdivunnadnlsudavuanai WuTls
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o

dy o d - . iy v
Tnneadendunianasg i lidusgiudnansisla Tasll RIP Version 1 1 1d5ua1as

§7U REC 1058

RIP MD5
, , 4
TilsTanea RIP figtluuumsasieaeudaauvesdidaued 2 luuy Funilou

LY OSPF ﬁ\ﬂfu L“ﬁﬂﬂ’)'m'ljﬁﬂﬂﬁlﬂﬁluﬂ'ﬁﬁi?ﬂﬁﬂﬂﬁﬁﬂus‘lﬂQii‘l’f,lﬂull‘ljﬂ RIP MD5
é«ﬁnumzmiﬂauﬁqnﬁuqﬂnsaﬁs‘umﬂﬁam RIP MDs fiffafi
Central# config t
Enter configuration commands, one per line. End with CNTL/Z.
Central(config)# router rip
Central(config-router)# version 2
Central(config-router)# network 14.0.0.0
Central(config-router)# end

Central#

South# config t

Enter configuration commands, one per line. End with CNTL/Z.
South(config)# router rip

South(config-router)# version 2

South(config-router)# network 14.0.0.0

South(config-router)# end

South#

55msneuflgissuiioatums Authentication Ao

Central# config t

Enter configuration commands, one per line. End with CNTL/Z.
Central(config)# int ethernet0/1

Central(config-if)# ip rip authentication key-chain CENTRAL-KC

Central(config-if)# ip rip authentication mode md5
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Central(config-if)# end

Central#

South# config t
Enter configuration commands, one per line. End with CNTL/Z.
South(config)# int ethernet0/0
South(config-if)# ip rip authentication key-chain SOUTH-KC
South(config-if)# ip rip authentication mode md5
South(config-if)# end
South#

4. EIGRP Authentication

i a 4 o a o s @ '
l‘ﬂ‘u Routing Protocol ¥UAN U Waru1laouTEN Cisco fl?]ﬂlﬁﬂﬂﬂl%ﬂﬂlﬁ%'ﬂ'ﬂ\i

Tl Taneawiia Distance Vector A1 Link State Taviordofiunaia 2 tuumnsani

A15%1 EIGRP Authentication Su&nn151 Kafl

1. m3denInuaresmsii Authentication {uuuy MD5

2. M5 Enable M5 Authentication 411351 EIGRP Message

3. 321 Key Chain, Key Number I{6i& Key String ﬁﬁ‘i‘ffﬂu

4. W1 Configure key management (Optional)
FEmsnouilnisduifioafums EIGRP Authentication fie

North# config t

Enter configuration commands, one per line.End with CNTL/Z.

North(config)# router eigrp 100

North(config-router)# network 14.1.0.0 255.255.0.0

North(config-router)# exit

North(config)# interface eth 0/1

North(config-if)# ip authentication mode eigrp 100 md5

North(config-if)# ip authentication key-chain eigrp 100 NORTH-KC
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North(config-if)# exit

North(config)# key chain NORTH-KC

North(config-keychain)# key 1

North(config-keychain-key)# key-string my-secret-key

North(config-keychain-key)# send-lifetime 00:00:00 Oct 1 2003 00:00:00 Jan 1 2004
North(config-keychain-key)# accept-lifetime 00:00:00 Oct 1 200300:00:00 Jan 7 2000
North(config-keychain-key)# end

North#

Easti# config t

Enter configuration commands, one per line. End with CNTL/Z.

East(config)# router eigrp 100

East(config-router)# network 14.1.0.0 255.255.0.0

East(config-router)# network 14.2.6.0 255.255.255.0

East(config-router)# passive-interface eth1

East(config-router)# exit

East(config)# interface eth 0

East(config-if)# ip authentication mode eigrp 100 md5

East(config-if)# ip authentication key-chain eigrp 100 EAST-KC

East(config-if)# exit

East(config)# key chain EAST-KC

East(config-keychain)# key 1

East(config-keychain-key)# key-string my-secret-key

East(config-keychain-key)# send-lifetime 00:00:00 Oct 1 2003 00:00:00 Jan 1 2004
East(config-keychain-key)# accept-lifetime 00:00:00 Oct 1 200300:00:00 Jan 7 2004
East(config-keychain-key)# end

Easti#
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5. IS-IS Authentication
IS-IS Authentication 135mssamseg 3 uuuiiefleafuainToufns Routing fie
1. Plain Text (or clear text)
2. Enhanced Clear Text
3. Hashed Message Authentication Code Message Digest 5 (HMAC-MD5)
&4 Plain Text 9291n13A52900uA9A1v094 19911 Tae 14 shared secret key figl
ﬂmftsmas’nnﬁﬂum‘%’a1huw¢’1'mi’ﬁ'm’|y'wuﬂ $933il0z hisermnamiaeasuilesnn
ftazgndsluegluguiilaifinisdhsa dau Enhanced Clear Text authentication 9tmilou

o @ e 1 A v AdA 9 =} 9 @ ¥ A ]
AUNITATIVABUAIAULLLUY Plain Text LARINN ﬁ?ﬂﬂﬂ1‘1’ﬂ$ﬂﬂ15l‘lﬂiﬂﬁﬂﬂuﬂﬂzﬁ\‘lﬂﬂﬂ

11 davnvugaihssziimstinulasld EMAC-MDS dhunsudae
115 Authentication 1@ 814 Hashed Message Authentication Code Message Digest 5
(HMAC-MD5) szdiosrmsnouflgisdu 3 dau daufu fie
1. A key chain
2. IS-IS routing protocol

3. HMAC-MDS5 authentication

~ o % ] 9

4 o @ o .
manymwaamsﬂﬂuﬁthu VWCHANHUSAIATIDYNNATURIY HIANHUSUYBINT

nauH Qs FuIIimIneugs vuagl

- NET = 49.0001.0000.0000.0003.00
Facility
IS-IS Network
Area 49.0001™\14.1.0.0/16 14.2.6.250/24

1426024

317 3.2 A29619904 Routing Architecture



North# config t

Enter configuration commands, one per line. End with CNTL/Z.

North(config)# router isis secure-network
North(config-router)# net 49.0001.0000.0000.0001.00
North(config-router)# is-type level-1

North(config-router)# authentication mode mdS level-1
North(config-router)# authentication key-chain ISIS-KC level-1
North(config-router)# exit

North(config)# interface ethernet 0/1

North(config-if)# ip address 14.1.1.250 255.255.0.0
North(config-if)# ip router isis secure-network
North(config-if)# isis authentication mode md5 level-1
North(config-if)# isis authentication key-chain ISIS-KC level-1
North(config-if)# end

North#

Easti# config t

Enter configuration commands, one per line. End with CNTL/Z.

East(config)# router isis secure-network

East(config-router)# net 49.0001.0000.0000.0003.00
East(config-router)# is-type level-1

East(config-router)# authentication mode md5 level-1
East(config-router)# authentication key-chain ISIS-KC level-1
East(config-router)# exit

East(config)# interface ethernet 0

East(config-if)# ip address 14.1.1.20 255.255.0.0

East(config-if)}# ip router isis secure-network

46
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East(config-if)# isis authentication mode md$ level-1
East(config-if)# isis authentication key-chain ISIS-KC level-1
East(config-if)# end
East#

6. Static Routes
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] ] 4
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/ Load Config file /

Q

| Query Command |

Q

| Read Line Conflg |

O

I Query Description I

I
/ Print Description /

No Match

(3)
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Eol Yes
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1. Router Access Security
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r i. k = 0, Result ="”, count. countIn = 0
1

| count = Count RAccess Title Record DB

Match

Ouery Data from RAccess Main I

Q

I Read Line Confia |

l

Result = “Good Confiq”

Print Result

/

Scan appro Match

| Querv Data From RAccess Sub I

Match @ No Match

r Ouerv Data RAccess Desc |
|

Result = Recommend |

I Result= “Suaaestlon'J

()

o

/

PrintResult

)

gﬂ'ﬁ 3.4 N3TUIUMITNIIUU952UU luaIUYBe Router Access Security
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2. Router Service Security
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/ Load Co,nfig file /

| i = 0, Resuit ="~ |

l

I count = Count Title DB J

End | Query Data Good_Cmd ]

@

| Read Line Config ]

No Match
Scan Good Cmd

[ Query Data Bad_Cmd |

No Match

| Query Description from DB |

Match

Match

r Result = Good Config

| Resuit = Recommend ]

]

" printResult

31 3.5 nszuaumsievesssuuudg e Router Service Security
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3. Router Access List

L.

A ° ' 1 saY [y o o LA
Weszuuiimssua Indidesnsasrsaouuda szuvseiimsadedauls i lish
" @ o 5 § o [ o o @ w o
WA 0 tazdaus count Tunuisiimsdataziiudminvesidondnveasids

uazmdanmngauieg ¥ lumsasisaeusingudoya
R 9 ' =] A o w ¥ 9/ A o [
81 count = i ndwaasi hiinmIesrdedree aglugrudeya nie insasiuin
NUALAT ITUVIZIVATHINIUTUT 1A count HA1IAND1 0 52UVILHINT query
' & A '
A191nAad ACL_Command ¥11191§1ud0yaIN0A9R1 Appropriate Command 138
o & & o & 4 o )
mdsimansanlumsasuigisduunuionnisns9m1 Appropriate Command 1u
UARZUISNA
] o ] d ¥ 1
81'3im1 Appropriate Command 3211921015 query A191ANAA ACL_Desc (i1
AL & 0 P $ ) 4
Description YUNUNBUAAIAUUSHUNYINUANTT ﬂﬂuﬂgﬁ ¥U Appropriate Command
Mz A
v 1 4
uﬁﬁ'mu Appropriate Command FTUVILINITUTAINAIT miﬂeuﬂgnsi‘{uﬁummz
AuANd?
o ] g v o ) ] 9/
szuvvzihmsaseaeusuil llsuneznua ddseugissu vazauninsnuade

yalugwmdoyannda n3e count = i
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Load Confia ﬁle/

| i =0, Result ="", count =0 J
I

I count = Count Data From ACL Title |

R

r Query Data From ACL Command

?

[ Read Line Confiq4|

End

Match NO Match
Scan ACL_Cmd

I Query Data ACL Desc |

Result = “Good Config”

l Result = Description I

(o)

/ Pri.nt Result /

717 3.6 nszUIUMIMINUVEITTULTUA UYL Router Access List
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4. Audit Management

L.

A ° v ' It 9 ¥ o Y o . .
Weszuuiimssua Iafidesnmsastvaeuuda szuvssihimsadedauls i uag j
v [ Y o &’ 4 o [ @ o o
fiAUn1AY 0 uazAuls count AT countSub AuNUNBRINITFALAZITISMIUYDIAN
damungaw uagmddosfimuzaniios 14 lumsasisaeuaingmdeyo
&1 count = i 1A% countSub = j udmaasi hifidmTemideden eglugudeya nie
MMsasudanuands ssuuezaumIiiauiui
] U v o ' 4 . . 4
AT count HAWINAIT 0 STUVILHINS query Anaa Audit_MainCommand o
o <2 1 . A o o A é‘ 9 A o 1
Y11N137 91 Appropriate Command N39MTINIMUITHUTUNINNFIUTDYA 1TDUINT
. e ° ° d @ 4 @
Appropriate Command HuninisasssmdluIdaneuilpssulundazussia
[} 1 b d
Tu 137319 1Appropriate Command A1 linuA1ve9 Appropriate Command Tuldld
ﬂ'J o o \J 4 4
asuR QU lunnussia 520192111015 query A191AHAA Audit SubCommand W

° ' . o & 1 { 2 o
Mmsaea Appropriate Subcommand nIsmaosiimans audun mngmﬂ’fay,a M

] v
o o I =y

d' o t b4 o A o ~
nuatioiam lduiimsuaas iedlunisuuzitdidedieg faunlsiinig
naudlgIdu

1 4
11415752941 Appropriate Command 1% U198 Appropriate Command 11 Wl §
o 3 a ° v L4 [ ‘3
asudQissuluudazusIia 5TUUILIINT query A19INWAA Audit_SubCommand YU
U o A!'l Q i J o
UATUAU N1 1N13ATIIN Appropriate Subcommand TutiRazUTTA
' . o 1 o . J
81 laiwy Appropriate Subcommand §ZUUIENINIT query mndaa Audit Desc YU
vngudeya enaasdwuzduieanunisneud sy Appropriate Command #1
v } 4
mngay Smuszuussiimsuaawa mnsuilgssuiumunsaududs
o 1 dy 4 4 ) 1 9
szunvziimsasseasuruil llsundteznua lwdasuilgissu uazsunieznuade

yalugudoyannda n3e count=i



/ Load Config file

[ i=0,]j=0, Result =", count = 0, countSub = 0 I

I

I count = Count Audit_MainCommand |

Yes w No

End [ Query Data From Audit_MainCommand |

O

| Read Line Config l

@

No Match
Scan App Cmd Datch

Yes

, No
| countSub = Count Audit_SubCommand

Q

| f=i+1 I

| Query All Audit_Subcmd |

| Result = All Audit_SubCmd ]

No ves

| Query Data Audit_subcmd |

Scan subapp Match No Match

| Query Data Audit_Desc I
Result = Good Config | |

[ Result = Recommend I
—n I

" printResult

3U1 3.7 nszuaumaiianuvesszsuy ludauves Audit Management
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5. Scan Routing

1.

A o 3 v Iy ¥ ° b g . R
disszuuimsetua Ilandesmsasavaeuudl ssuvimsainduls ivag j
1 v o J § o 2] ¥ o o
fAMi 0 uazAaus count A countSub YunuWBIINISIFALATHUTIMIUYEIN
FandnvesmdaasimdumnzaniiszlFlunsasisaeusingrudeya
&1 count = i 11aZ countSub = j udmaasi lifidmTeArdad 19 oglugudeya nie
9 d ° Y ' ' '
Mmsasudanuauda seuusgesumshauiudl udd count AT 0 szUUE
° 1 J . . sg A o 1 . dy
N1N13T query A191nWaA Routing_Title wmmngmﬂ’fay,a W9U1A1 Title Command Y
o ° < o 1 as
uiimsasemiiuasreuitguesulundazusia
1 ' g o
Tun139 32911 Title Command 81111983 Title Command 1w TWlaneuigseuly
NNUTIA sTULsTsuM e iiissnndimsaeuiiguduiimnzaueguis
3 v d o
uAd1 113752991 Title Command §1MUA1Y84 Title Command TulWdneui iy
1 s ° J 4 2 g ° J
TuudAazusI7ia 53UVILIANT query A191ATAA Routing Command 011015741
- ol AL 4 i .
Appropriate Command Y1 59 A 16 9Mmu1zau un 1N 811015733911 Appropriate
Command Tuui#azs3%A
v ° v I'4 3 .&'
a1 lainy Appropriate Command 3$UUISNINIT query a1nfas Routing Desc ¥UHUN
¥ o é‘ 4 -d o 4 o Q'l
11911A17UEA9 Recommend YU R sUAAIR WU UALITUNMITAB U QITHU
Appropriate Command ML UANMWUTZLUITINSUTAIHAT NIAOUTIQITTY
o oy
IS STETTE
° P ¢ s s o ' Y
suvaziimaasnasusuil hlsundznua lianeudgutu uazeunneznuade

yalugmdeyannda n3e count = i



/ Load Colnﬁg file /
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| i =0,j=0, Result =", count = 0, countSub = 0 |

I

I

count = Count Rounting_Title

End

No

I Query Data Form Routing_Title I

é

| Read Line Config I

No Match Match
Scan Title Cmd

countSub = Count Routing Command

®

I j=i+1 I

No Yes

| Query Data Routing_Command I

r Result = "Good Config”

o Match

| Query Data Routing_Desc I

| Result = Recommend I
) |

e

PrintResult "

317 3.8 nszuaumsihauvesszunlud1uve Scan Routing
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34 msaenxmuszuugm%’aga

msesmuuugdeyn Wuduneuusnvesmsarauenndindu Famsesnuuugm
ﬁay‘aﬁﬁﬂzﬁflﬁ’aﬂmw'gvﬁ'awm%'aga sazannsoneuaussremsiidideyaldazan
wazsaad Sndudaszsznindoyauazuonndindy Tasmsesnuuugiudoyaves
szuuf swnuhmsaudazaselugndeyasz iidarmduiuiu Sramsodnyasves

o o o o
gm‘ffaqa ‘UENSS‘UUﬂ’liﬂi’Jil'c"l’f)i]ﬂ’liﬂﬂuﬂf)li%uﬁlﬂﬂqﬂﬂimlﬂmﬂi vlﬁﬂﬂz‘l]

RouterAccess

RAccess_ID (PK)

RAccess_Title RouterService
RAccess MainCommand Command_ID (PK)
RAccess_SubCommand Title

RAccess Desc Good_Command

Bad Command

AccessList Bad Desc
ACL_ID (PK)
ACL Title
ACL_Comming AuditScan
ACL_Desc

Audit_ID (PK)

Audit _Subject

Routing Audit_Title

Routing_ID (PK) Audit MainCommand

Audit_SubCommand

Routing_Title

Audit_Desc

Routing Command

Routing Desc

t 4
ad t
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@ o {
MaKUNMuaaInuduiusvesdoyaninervesluszuunisasisdeunis

3 ¢ ¢ @ 4 v o A ad
ﬂﬂuﬁqswummqﬂﬂsmmmm uuﬁmm1'5mmuwmmﬁuwuﬁvlﬁﬁ'aumﬂq HIUNINUR 5

t 4
a3 Tavszuaamndoudumsitmeunynsudoya ez lddamsese luil

M15197 3.1 1AAIAI519 RouterService

Table : RouterService (1319518M3Md4% 19114n15@57900U Router Service Security)

Attribute Data Type | Key Description Yefmua
Command_ID char(7) PK | siiaddaildlumsasaeaey Not Null
Title char(50) F214oM157329801 Router Service Not Null
Good_Command char(50) ﬁ"l’c%ﬁﬂ')iﬁmi ﬂﬂuﬂf‘]ﬁ‘l?u
Bad_Command char(50) f‘iﬁ'@ﬁ"lﬂmsﬁﬂ1sﬂauﬁgm‘}"u
Bad_Desc Memo f‘iwﬁmummmmﬁﬁqﬁ"lu'msﬁ
A13147 3.2 UAAIMI AuditScan
Table : AuditScan (115199 wmsﬁﬁ%ﬁ“lﬁumim 089U Audit Scan)

Attribute Data Type Key Description Yommua
Audit_ID char(7) PK | sfadsildlumsasivaen Not Null
Audit _Subject char(50) Pifseindei 19 lunsaseaey Not Null
Audit_Title char(50) fadomsnsaverou Audit
Audit_ char(50) mdandniinasimsnoufigedu
MainCommand RAvatuiadenildlumsasreae
Audit_ char(50) frdadeuiinsimsneufigedu
SubCommand ferfuiden1Flunmsasaaen
Audit Desc Memo mesiueradensns ey Audit
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15197 3.3 HAAIA519 RouterAccess

Table : RouterAccess (A1319310M 31739 1411159527980 Router Access Security)

Attribute Data Type | Key Description domnua
RAccess_ID char(7) PK | sriadmideiildlumsasivaey Not Null
RAccess_Title char(50) F14991157599901 Router Access Not Null
RAccess_ char(50) srdandninsiimeneuflguduiis
MainCommand fntadenldlumsasisaoy
RAccess_ char(50) Midsdesiinasiimanouilgadu
SubCommand Aorfuiadeiildlumsasavaey
RAccess_Desc Memo MBBUIYNIINTIIABY Router Access

miNﬁ 3.4 AR N AccessList

Table : AccessList (A1314516M15A 179N 14 11UA157599e01 Access Control List)

Attribute Data Type Key Description Jamnua
ACL ID char(7) PK | sWasidafiFlunisasieae Not Null
ACL Title char(50) #198M159329891 Access Control Not Null
ACL_Command |  char(50) mdaimnealumsneulpadu
ACL Desc Memo fretnovesfdaning il ACL

A13199 3.5 UTAAIATITN Routing

Table : Routing (M319510mM3fdaf 14lunmsas19eou Ro<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>