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Snort Configuration Management System via Web Browser
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ABSTRACT

An intrusion detection system is an important factor to keep security for organization's
network. The products about a verify intrusion detection system are hardware and software but
hardware are expensive. That make medium size and small organization cannot effort and choose
software in order to detect intrusion. The popular software that use in widespread is Snort because
it is reveal source code. It is freeware and use less resource to work but Snort still has
disadvantage. It must work through command line and file configuration is text files that cause
difficult to use and inconvenient for management. So this project development create tool for
manipulating with file configuration, rules of Snort Sensors with Graphic User Interface (GUI)

pass by web browser.
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[ = { o a g a J

2.5.2 false negative 11UANUAANDIANOUATIWIWTIZIMIYNFAUAAVUUTEUUADNR UADT

uAsTLUATI9TUNISYNINATIe litee
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11sun51 Snort

[ [y o @ o
Snort (HuszuuATTUMIYNINUILIAN Signature-Based NIDS  1ddrydnueid

o = A 9 o o [y o v -~ . o’: =)
JawouParmihdmiuasndunisyngn Wanidwn1® Tay Martin Roesch AueLn. .

= o A a a ' @ d 2 [Y dy
1998 LmzumiwmunwummmﬂuwﬂuﬂqumﬂuTatwumeiﬁmmnmuu

3.1 a1 39119114984 Snort

= [ Y

E 4
AIRIIHYRA Snort 9z TagAaiiu 3 Tnuadall

@ 9 o

o a ' a o Y
3.1.1 Sniffer Mode Li‘lummﬂ11u*uaga'nNuuLﬂ%‘mwﬂaummamﬁ’auamNa‘umauau-
4
W93
| o £ Y o o 9 Aa A [] o
3.1.2 Packet Logger Mode L‘]J‘Llﬂ’lﬂJuVlﬂ‘U'é)y‘f‘lTl'lﬂﬂ'liﬂﬂ%ﬂ‘llﬂgﬂﬂ']ﬂuulﬂi'B‘lﬂUﬂﬂiJ‘W’J-
4 1A W i
wefasgdetiuindeyannion1d
g a ¢ ) a o &
3.1.3 Network Intrusion System Mode nJumi:1mﬁwm’fay,auuz,ﬂ?wwﬂaummasnﬁ'a

asranrifimaynganiold Tasvzordung lumsdaduleifeyalafumsTond

3.2 amilnens3ve9 Snort

Snort Sensor

I Output Plug-in I

I Detection Engine h'—’l Detection Plug-iﬂ
v

S

ReadiApplies - S e “Refezences

| Preprocessor J h ‘D -

Rules file

l Packet Capture Module I
r Y

Packens

l Network I

3N 3.1 amilasnssuvelusunsy Snort

@ 4 4 o
aonilaonssuvesTusuns Snort suiiludsgilfl 3.1 Fszneudavesnlszneundn

4 guduiufe



3.2.1 Packet Capture Module YmihilumsdnsudeyavunsodnlaBlulaseadn

Joyafilusunsy  snort 1y nnfuimmsaanuidudeyasiialalufumdde
mﬁﬂsznauﬁﬁﬁm‘ludmﬁlﬁﬂ 8113 libcap uay Hefu ProcessPacket() TaelawTs libeap
sen/Aon TnuansThannues Network interface card (NIC) Whiu Promiscuous e uiiinifia
‘v";"wuﬂﬁ"lﬁaagiuum?mhu mm‘fuﬁﬁumi’f@gaﬁ”lﬂaegjuum?miwmnu Network device
driver dm3uilafFu ProcessPacket( ) %xﬁmﬁuun%gaﬁ1mtﬁma~ﬁ’faga1ui’?umﬁ'1ﬁqﬁ
(asﬁmlaqi’fagaﬁmmmswﬂ"lﬁwﬁ Ethernet Wi-fi Token-ring 1JU&H) mm‘fuwﬁq%ga
ma'nfu 1414 Preprocessor

3.2.2 Preprocessor vmihiiasdoyaliedlugiuuil Dectection engine €hls  asnei
3.1 92UaAN Preprocessor ﬁwummmiunw snort

M99 3.1 Preprocessor vy Tasunsa Snort

Type of Preprocessor

Preprocessor Name | Reassembling | Decoding and Normalizing NonRule/Anomaly

Detection

frag2 /

stream4

stream4_reassemble /

http_decode /

rpc_decode

telnet_decode /

bo

portscan

portscan_ignorhosts

arpspoof

arpspoof_detect_host

conversation

~i~|~l~|~|~|~

portscan2
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H ]
o & A

3.2.3 Detection Engine i{lududdayfigaves[1/sunsy snort 1¥asraeuidoyaiidunly

v Y

o ¥ -

Al =] A ' o . . A Yo
Lﬂiﬂ%TUlﬂuﬂ15uﬂ§ﬂH581N ATTNNNIUYBY  Detection Engine ﬂ'ﬂuﬂlﬂum’l"lﬂiﬂiﬂﬂ

U
] y
o

P ar 9/ a -1 o . Ay 3 9K
Preprocessor MUUSoufivuiung A1msedungnziiaIuan Rule action N11dae131u Rule
] [] Y -1 Y
header Lt doya linseiung Nezasivasudeyada’lyl
. o Y A ady d v
3.2.4 Output Plug-in yhmihiuaasnavesnisasisaeumsyninlunsdindeyaidinass

s ¥
fung s 131y Detection engine 1RQuaszuNS IV

3.3 M3a319ngH1135un5399UNI51Yngn (Snort Rules)
ngdmSuns98unIsynintsznoudy 2 daufis Rule Header 110z Rule Body

3.3.1 Rule Header vzifiudoyaifioatufionssudi snort dosnszrin wiedesmuaiildlums

Jugngfuusinda Faazsznevludeiadmendall

3.3.1.1 Rule Action iiufsiilduond1 snort fosthedalsduuiinia finsstudeoulveng

i1 Teimssesnszi 3 s sUuvufe

1 1 < =3 L) =1 o { 1
- Pass Yooy Tuaulaudinda Igfuuinfanuinnmsediviiene 1a

< g

9 A At A a A 9 9 ﬂll‘ s o o o I3
- Alert ﬁi'Nﬂ'liLl%ﬂmﬂuﬂ'm'lﬁﬂ']im'ﬂuﬂlﬂﬂﬂvl') WIDUVNUUNNUDUADINNMTANVUUNNING

Y

asluwSu (Location) NH1FNdmuall

o &2 9 o o g o a = o 9q Y o 9
- Log fufindeyavinmsaniunininaasluusinm (Location) NflnAmua'l3
. ° Y A o q 9 a da g o
- Activate msudapou uazdeld aguunlauniinfiboadesiiau
- Dynamic ‘hivheslsoundiezgonseduonnguuy activate  Tagdiovauudiesinms
o 4 o a . P A o
Tuiin unninaluvSing (Location) NR1FNRmMua 13
{ P o o
3.3.1.2 Protocol fio Ins InneandssnsInngasieeou Felulisunsy Snort 1935 2.0 92
avfuauIns lansa [P ICMP TCP uag UDP
3.3.1.3 Source Information AoNYILAY laRLARIANTONUIBAUATEUIY (IP/Network
L4
Address) HaznuY@UNDTH (Port Number) YOIRUN
3.3.1.4 Destination Information ALY loRLIBAIATANS OMUBIAVIASDYY (IP/Network
I'd
Address) 4R UNDIA (Port Number) ¥831/a18m19
. . A a A A 3 d a1 oa
3.3.1.5 Direction Operation fonemislumsindouniuesunnNaNIZASINTDY DY 2 NANN
9 v o ;
ArufuAal -> 1Az <>
> MNIINTUURGINAN AR

1
<> HUNYDINITUINITBINANI
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3.3.2 Rule Body ifiudonuiiousonn Rule Header voangTaveszeglurady Rule Body
vhuRaInnTIit Rule Option aquszasuiuTaoez Idnseanue « ; » duduaon
Rule Option tt}s0enidi 6 ndudaufudanelui

3.3.2.1 Meta-data Rule Option

- Msg 1¥dmiudmuadennuiidesmsfiv 13l log niedennudmivudaion

Ui msg:é< Fonnuiidoans >»;

1 d
- sID l¥dmiusmuanuoayIiiungues snort 1 SID Ao lidnduuaziianaue

¥
Ao

it 1y §uesnunonungfissd
<100 a9 BlFlusmen
100 — 1,000,000 1 ungiterraTay Snort.org
> 1,000,000 ‘l%’ﬁungﬁé’“l‘ff’a%'mfum (Local Rules)
TULUY sid:< mingaung >;
- Rev l¥dmSusmuaninsauns Ui ungues Snort
FUUDY rev:< munuraunes fuvesng >;

o

- Priority 1¥dmSufmuannudinglddung

3uuY priority:< mnuvdwuanudife >;
14
- Classtype l¥dmsusanguldtung Taoudaznguivszutlasldlszinnueims loud

JULVY classtype:< Fovlszinnvoents Toud >;

E

- Reference 19 muaunashiunvesng lunsdinng i Idnnnszuudu

;ﬂuuu ref:<id system >, < id >;

¥ ¥
3.3.2.2 Payload Rule Option 19 muaiiiomindeans1s Snort as9aou

- Content uduidweyvealusunsy Snort $ae1g1dnuastsaeudeyamolu Payload

= 3

g o £ g A 9 c’/’ 4 slo’: o o
‘U'ENHWﬂlﬂﬂ'lﬂ IﬂUﬂ]ﬂy‘aﬂ5@‘1]ﬂﬂ':nllﬂﬂfoniﬁ5Qﬂﬁﬂuuulﬂu,’lﬂﬂQﬁfJﬂﬂ'ﬂs'ﬁ553Jﬂ1 oz

y_ g Y y A ¥ Y
puv'luw’ Sdearndunuuluuseedeslfinfonine « | » aseudonnuld Asdaedis

o a o y
foansasivasudendiu 5C 00 N1HHRNKAST content: “|SC 00];
311U content: [1] “< Honidfidesns Iiasansy >
3 ] ]
winsmg fanind lles 1915z Toadh jlunufignsmua (The specified pattern) umudeanu

9 Y o
#0115 11in3293 U0 Content
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. v ¥ oy Y
- Content list 1¥n529a0Ud9ANUAADINT v oAU
gﬂuuu content-list: < uﬁu'ﬁ'au“a >3
d ) :; o A' A:I

- offset HudmNoygalididauamsasmuagasudulumsdumsluuuingn
° d d d o oy 3 2 @ '
fvuameluuiinge Tagezuenitusuiu lunidesemstiy degiiuen lunusn
JUUDY offset:< §muauluifidw >;

4 o ' { ° d d d& o ' '
- Depth 1o muainzlddumstuuuiigndimua  molusinfadlusouminlng
GRRG))
JUUVY depth:< $1uanlusin A >;

. Yo o ol y o\ /4 A 4 o v &
- Distance ¥ muadmanluvindesnsdwnouiszsudumgduuuiigndimua nsiuriu
A ar ¥ :lsl ~ o o 1 kY .
SITUUD o ﬁ}ﬂfmmtmﬂuwugﬂunwgﬂmﬂuﬂmnauﬁm (Previous pattern match)
g‘lJL!.‘U‘U distance:< $1uulus >;
. 3o ° ' d d Ay 9 ~ °

- within  I¥tmuadmauluinmelumnfandssmsaumzduuungnimun  eenuuuwn
1ﬁi%ﬂ:ﬁﬂ Distance
JUHVY within:< §uanlusi >;
- No case 1o muald Snort Aunidearuludiuves Content Tasludesaulemn
o @ q’: @ W Py ¢ o A 1
fadnuaiune Wuddnysiuidaniolng)
gﬂwuu nocase;

- Regex Wudamiiannsamiuanubangulunsdimuadeniuludiuees content Tnodld
a [’ & LYY ° ] 18y ¥ = I'4 A o o
soRun * eunuddnyslaa i ininla wazfiun 2 iNeunuddnuslag

91U 1 AIONYS
gﬂtmu regex;
4 o 4 d a &

- Rawbyte 1#ifofmuald snort astvasuuiinfinnindeyady (Raw packet data) Fuilu
9) o my Qs
Joyandelildmumsoonsie
3 iy rawbyte;
- URI content 1‘1’:’m'3w1ﬁegaiudauﬁnﬂu URI
511101 uricontent:[!] < doyaludauves URI fidesns >;

- 9 ~ W 1 :io
- Byte test 19magaudoyauuy luund fuaindimua
pl uuy byte_test:< bytes to convert >, [!]< operator >, < value >, < offset > [,relative]

[,<endian>] [,<number type>, string];
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. 4 ' & o 4 Hq 4
- Byte jump 191#e 19 Snort Sdoyauediudasetuteulviildasy
3 11U byte_jump: < bytes_to_convert >, < offset > [,relative] [,multiplier < multiplier value

>] [,big] [,little][,string][,hex] [,dec] [,oct] [,align] [,from_beginning];

3.3.2.3 IP Option wen1# Snort 31w NAeinsasavaeudeyaniolu IP Header A2w

- TTL 19579901 Time To Live Aigaun luuiiniia

/01 tH1: < $79U Time To Live fidon1sasavaoy >;

- TOS ¥ns2vaeuad Type Of Service (TOS) 11 IP Header Wa# TOS A umsuaasd
Zoswomsauiumsuvufiny  msadiunsuonhideamizinar  wiemsauiiunisf

o 9 T

o 4 L -1 a H @
ABIMIANTIANTIGY wazdu uaediglsnauilsgiudeyaludlaaiiluldsuanuaulesn
LA
RRCLHIGE
gﬂlL‘U‘U tos: < MuUaY Type Of Service >3
9 L4
- ID 1¥nsnasuilad fragment ID 1% IP Header
3ULuY id: <minviay fragment >;
2 vt L4 o g = 1Y)
- Fragbits 19n329@01 fragment bit F1egNNaa flag ¥oe IP Header Wasiilvuia 3 Tadufiu
¢
fail
= -
® R (Reserved Bit) UAnuilu 0 taue
1 3 d d a” ' Ay v
® D (Don't Fragment) MiiAuthu 1 usasiwsinifail bigmisouansudiu’la
v od d e 2, a1 d A g 2

® M (More Fragment) taasiunnmnaiilinmsuansudiu selisguilu o edlusudiudes

Sugaiy
31UV fragbits: < f1weq fragment bit >;

s Y d d § U I as 4 a
- Fragment offset 1¥dmiuasanduunnfailinilufan Fragment Offset asenuioulyf
[ A 4 Q’I’ 1 4 1
fmuaasly FeSeuluivannsoldiniomine « < » u3o « > » MuAwA1 fragment offset
n5o9z1duAn1 fragment offset il0t10RYIN 14
:J"‘LILI.‘U‘U fragoffset:[< | >] < A1 fragment offset >;
g q’: s 4 d & VA I4 @ 1 o
- IP protocol 1t l¥inguasIsduuininadlisfiogluiaa Protocol  assfiumnimua
Vo ] & A { -3 1 v

13 TaainldBeziiugelus laneansomnomuitldunulyslaneanld (huannsegh
nineavlaunulys Tansass 15 107 /ete/protocols)

Uty ip_proto:[t <>] < FoTils Tanea nienuumii1fny >;
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- TPoption uduiiniAneIngiwldg1daursaszy IP Option fideansasa9suld Tay

a g 4 d ' U . P . 4
Unduduiniase lifidoyaludiuues 1P option M1519% 3.2 Ueraes115UBS IP Option #

Snort lasansoy 1y

A15197 3.2 IP Option U T151ATY Snort

4
IP Option | AOFUIWDYNTU
1Y
eol End of list 1%‘116’%‘1’3‘11{]1‘!Qﬂ’?fﬂf{ﬂiuiwmiﬂﬂﬂ Option
. ° A ¥ oy 9 o &R

Istr Loose source routing fnuamsidentduninlauniaazmstunn

Fumauuvunaznadnlaslfanunsy

a 4 <
nop No option 1H1@uRadaNnelus w09 Option AN
I Record route Itiufinidunisfiidion udazidunsfousaasaneglusesin
{o [~ -4 4 as s’Ad" @ 4
Manson1 ezduiunlumsiSulymesmesizlldusunes
] ] [ o &2 o . . ! 2

satid Stream identifier gﬂﬂmumumh’f'ﬂmﬂ%mu Atlantic Satellite Network %4

PogiudnmsldauTaluds

F, | -~ ~ Yo o 4']
sec IP security option 39N3 Innuudo IPSec
: z ° A [y Aoy § v &2 Y

sSIT Strict source routing MMuAMIHaNIdUNITNHIAUN Az MITUNNEUNI

t 4
l‘ﬂulmﬂlﬂi\iﬂgﬂ ﬂ’)'llllmﬂﬂ'N‘Uﬂﬁﬂ'lilﬁi)ﬂlmu‘flﬁUllU‘lJﬁﬂ$ﬂﬁ'JlJﬁﬂ 131-

4 v ] A [} & kY gy o d vy 9y '
{21331 5314')‘]\1“/1’1\1“?1’313&1@14qucluﬂ‘li!’dﬂﬂlﬁu“n'l\ﬂ‘ﬂLL‘WﬂLﬂﬁ"lﬂuOUﬂ’J'l

ts

Time Stamp fmualdtiusinnaiiaaunsugnilszulana

31UV ipopts: < option >;

' £4
doirfavesdruiiuAniinoss1d ipoption TAIfiea 1 adredeng 1 o

o [y d 1 a a [
- Dsize 1¥dmSunaTouvuIaves Payload luumininahilvieiaudanlinndndnield

JUUUY dsize: [< >] < vu1RYes Payload > [< ¥u1AYDS Payload > J;

v A 9 u’: @ 4 o oo Ay -] a
- Same IP 1‘5LWﬂﬁlﬁﬂ§]uuﬂ5'}ﬂWlJllWﬂlﬂﬂ‘YlU 141]'IUla‘llvlﬂWﬁuﬂT@llﬁZﬂa’lﬂﬂ’l\uﬁUﬂuﬂu

El]mJ‘lJ sameip;
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3.3.2.4 TCP Option Uon1¥ Snort ns1uN1Avamsasisaeudeyanislu TCP Header A24

= TR A a dq9 ' 4 d
- Seq udruiuAuN 19n529e0UA1 TCP Sequence number TuuwniAn
JUUUY seq: < MuU1AY Sequence >;

d o {0 1
- Ackl¥nsnasuuNNIAANAIUATEUINMS 3 way handshaking &9 (ACK Flag = 1) uail
A 1 1 4 £

Acknowledgment number ({u 0 FadwIngezdhudindafifaain Talsunsy NMAP
7UUUY ack: < nu10IaYVO Acknowledgment >;
- Window 1993790 UU11AU89 window W51z 1U51A5Y back door UWANEHIMUAYUIA

. Yo 1
499 window ¥R INaINING
7UuuY window: < 1110489 window >;

Yo a v PR Yat 1] [ "

- Flags WdmSuasa9eou TCP Flags Tau flag 11 115un5% snort asvaeu 1dliod 9 A1As
A15199 3.3

@151391 3.3 TCP Flag 1 11/51103% Snort aunsansndould

TCP Flags fas1botady

A (ACK) A529aR LD ACK Flag Hnuiiu 1

F (FIN) AT29AOULD FIN Flag finuiu 1

P (PSH) n3299auiile PSH Flag SAuiu 1

R (RST) as29aauile RST Flag Sanfu 1

S (SYN) A32980LLID SYN Flag Hauilu 1

U (URG) A529e01I0 URG Flag HAnuiiv 1

0 as2veoud TCP Flag lilimaiwaa (dlu 0 nuaynd)

1 asanmeuidiodnfl 1 luilad Reserved 99 TCP Header N1
dha1

2 ﬂi?%ﬁﬂvlﬁﬂﬁﬁﬁ 2 ‘luﬁaﬁ Reserved Y04 TCP Header e
W1

gﬂsmu flags: < TCP Flag >;
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3.3.2.5 ICMP Option 180 19 Snort N5 1U1ABINIsATIvAOUTEYAN101U ICMP Header A0

- TItype 1¥m3rncrounWad 1CMP Typeﬁ1ﬂ§uﬁ1ﬁmuﬁaﬁmuﬂ"lé’ﬁfu@"lé’fﬁ decode.h (1WA
Bafiiie ICMP Type AAnA119n$491911910015 TouALDY Denial of service (DOS)

35UV itype: < Muuiavves ICMP Type >;

- Teode 19 muamlad ICMP Code fiazastnarouTassmilizifuidostuives Icmp Type
gﬂlm‘u icode: [<|>] < uutavv¥ed ICMP Code > [< > < Manyiavyes ICMP Code >J;

- 1cMP id 198 muaflad ICMP ID fivzasaedou

FUMUY femp_id: < manuiayves ICMP ID >;

- ICMP seq 14 munsflad ICMP Sequence fivzAs19a01

31U iemp_seq: < M0 v¥83 ICMP Sequence >;

3.3.2.6 Miscellaneous ({1 Rule Option A laias ﬂﬁ'ﬂti’l"lﬂijuﬁlﬂ"lﬁ’
YA o 9 g o & 3 d 2 o I o
- Logto 14iiedmuali 1tsunsy Snort ifuiuiinuRnifadenssdung adlulvandivua
v ¥
(Output log file) YearssedefodaufimAni Tigwisaldam1dd snort odlulnuams
YINNULUY Binary logging
1lunD logto: < ¥e'lWdidesmsifunadng >;

[}

- Session MdmsvAadoyanwlunermanduild TCP Session o Arvtiavesdeya

[
o )

manh1dun Fo swaruvesdld dudu

gﬂmm session: [printable | all];

- rReC Mg mTuasramims 14uIasiuy RPC vuns oty

;ﬂmm rpe:< MINUIAvLONNAIATU >, < [ < MINBLavIDs VU > | *¥]> << oy Insdeed > | *]
>3

1 LY 4 1A
oy TudanvominsavnesFunasmnumy Insdnesaunsoldaieaing * 18 Tavil

Vo & o a o v ¥ a o d
ﬂ'ﬂiJﬁll'lU'J'll'lJHl?ﬂi‘ﬁﬂllﬁ%IWi‘lﬂmﬂiiﬂﬂ‘lﬂ ﬂuﬁl%mW']gﬂSJ'IUI'S’I‘IJLlElWWﬁLﬂ‘IfUﬂWﬂ
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1 { g ) ) J
- Resp Wuduvzwenentlamsdoudediimsudufionfiaiy

m319n 3.4 na'lnlunsaeuauey

nalnlunsaovauss fenuetaduy

rst_snd daustnifia TCP-RST Aumadoniftaiiimhiidedoyn
rst_rcv dauitnifia TCP-RST fiumedonifiafivinihiisudeya
rst_all daufinifia TCP-RST s 2 fima

icmp_net 9 ICMP Net Unreach 11/ é'?f wAnHn

icmp_host 9 ICMP Host Unreach 11/ffa é’ﬂ' WA

icmp_port @4 ICMP Port Unreach "lﬂﬁ'qé'dmﬁmﬁﬂ

icmp_all 4 1CMP Andudheduianua T Adaufinifia

winoume: §ldeansofivuana lnlumsaeuaueselduinndi 1
JUUVY resp:< na'lnlumsnsuaues > [< nalnlumsaevauss > [<nalnluntsnevmues >]];
- React  ududdmuaiezliies lsndainnnalamsaevaussinliudy 19
¥ g 1 4 4o ' o
aovauestivzlFanldnaediolinis 14 resp Ariidlu 'l 1dues react 3 2 frflo block il wam
v t 4
gazdUNRNDN 2 A1AD msg MU proxy TwnziBuARd a1l
° Y 1 [} i 1Y) a
block 9z¥msUamsiFoude uazdedonnuddlddunamuld
[ { [ o
warn datonnuAoundlddunamula
msg 927 dennulud i@y msg lfudoanuiitineinms block
2 1y g 9o g s
proxy : < MIUIRUNBIAYDY proxy > srdsdennuiigldFunamiuld lineminumuwesa
o
fifrua
gﬂtm‘u react: < block | warn [, msg | proxy: < mnuawnein >];
° YA o 2 d d A da 4 ¥ o d 4 4 Y q o i
- Tag wnldotufiauinneduglinnuneidesduuininaiinssquldngi (g
a d o & A a8 o o d g 4 Y q9 o
pruuinnannanssudniuiuunnannszquldnginaw
gﬂu‘uu tag: < type >, < count >, < metric >, [direction];
a1 yy A . A
type 1114 2 961970 session N30 host
M o ~ g 9 ] e’: Vet .
count ABSIUMNADINT tag 13 (11218084 count WUITBYN metric)

. A ' o &y aq ¥ A A o
metric AP UIYVDIVIUIUNADING tag #1190 2 981970 second AV packet



3.4 Uszianvenglulilsunsy Snort
b 4 ]
agnanualuTilsunsy Snort tiseenidlu 48 W uay 2,030 Fyanadnisied 3.5

4 4 4 4 @
a15197 3.5 ¥ Idweangildlumsasiedumsyngn

Rule Files Name Number of Signature
attack-responses.rules 16
backdoor.rules 58
bad-traffic.rules 14
chat.rules 18
ddos.rules 33
deleted.rules 217
dns.rules 19
dos.rules 18
experimental.rules 0
exploit.rules 37
finger.rules 13
ftp.rules 50
icmp-info.rules 22
icmp.rules 93
imap.rules 16
info.rules 7
local.rules 0
misc.rules 45
multimedia.rules 6
mysql.rules 2
netbios.rules 26
nntp.rules 2
oracle.rules 25
other-ids.rules 3




4 ¥ 4 4 Y ]
m3130 3.5 o' IWavesng il lunmsasedumsynyn (o)

Rule Files Name Number of Signature
p2p.rules 16
policy.rules ' 22
pop2.rules 4
pop3.rules 18
porn.rules 27
rpe.rules 125
rservices.rules 13
scan.rules 25
shellcode.rules 19
smtp.rules 25
snmp.rules 17
sql.rules 43
telnet.rules 14
tftp.rules 9
virus.rules 19
web-attacks.rules 47
web-cgi.rules 314
web-client.rules 6
web-coldfusion.rules 35
web-frontpage.rules 34
web-iis.rules 127
web-misc.rules 279
web-php.rules 59
X11l.rules 2
Total of rule files 2,039

19
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I ar o
TWainedestunsiisuvesTasunsy Snort TuTnua NIDS
P v W U4 1Y { v
- Rule files (*.rules) Ao IafussydadnusinSodygrafivseninisyngn
A /e & ' - g 1
- snort.conf Ain lWaiAumIWITITmesAUU Tilsunsa Snort
Ia [V 1 4 1 a (Y
- reference.config fin IWAN1¥VugsznIne Foundedredelsinguung (mda Rule Option
o A s ]
“reference”) il URL ¥oaunasiueng UseTomiveslWd reference.config flosaulins
famsfuunasdredmTounasiuvengit lade sdugunsdiimandou/as URL veq
" A o & q’;’ 1 4
unasfisnveang  Amoadh lludlylundiminiy Tidecluamudlalulndngyng Trda
4
Ao

ar d A o )
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manaaIneui 1 MsUTuuaInIdsnToU1e (Network Variables)
b4
MInAneiazinsud luA1ves HOME NET 9niaufe any liidlu 192.168.1.0/24
= ° 1o A ad o 4
1/asuaoiuzes SMTP_SERVER ninhanudiulivan (eunseaminegninsniendenn)

waziiudulsnsov1enae TRUST NET 19111 Tass1wes TRUST NET fi0 10.0.9.0/24

var HOME_NET any Before "

# Set up the external network addresses as well,
# A good start may be "any"

var EXTERNAL_NET any

# Configure your server lists. This allows snort to only look for attacks

# to systems that have a service up. Why look for HTTP attacks if you are

# notrunning a web server? This allows quick filtering based on IP addresses
# These configurations MUST follow the same configuration scheme as defined
# above for $HOME_NET,

# List of DNS servers on your netwark
var DNS_SERVERS $HOME_NET

# List of SMTP servers on your network
var SMTP_SERVERS $HOME_NET

var HOME_NET 192.168.1.0/24 After

# Setup the external network addresses as well,
# A good start may be "any"

var EXTERNAL_NET any

# Configure your server lists. This allows snort to only look for attacks

# to systems that have a service up. Why look for HTTP attacks if you are

# not running a web server? This allows quick filtering based on IP addresses
# These configurations MUST follow the same configuration scheme as defined
# above for $HOME_NET.

# List of DNS servers on your network
var DNS_SERVERS $HOME_NET

# List of SMTP servers on your network
#var SMTP_SERVERS $HOME_NET

{d 9 o o
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Start Sensor | Snart Config | User Account| Lag | Logaut Before

[_Activate Config || _Rolloack |

B8 TSRS - . . & b7 '.‘;d
Agcress ] htpiff192.166.1.101main_framaset, ohp

Stert Sensor | Snort Config | LserAccount | Log | Lagoit After

71 5.3 Wvuisundheeuaasdeyavesdusinievieneunazndimsliunldous
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MInaasIneui 2 N15U5VLALAT Preprocessor
LA, . A4 ' . oAl g
NNINAADIUILINUAT Option VDI Preprocessor N¥DI frag2 Taom Option NIWULN

"l‘].lﬁﬂ timeout 90

Before
# Frag2 uses Generator ID 113 and uses the following SIDS ~
# for that GID: il
# SID  Event description
# ______________________ e
# 1 Oversized fragment (reassembled frag > 64k bytes)
# 2 Teardrop-type attack
preprocessor frag2

# streamd4: stateful inspection/stream reassembly for Snort
#
# Use in concert with the -z [alllest] command line switch to defeat
# stick/snot against TCP rules. Also performs full TCP stream

# reassembly, stateful inspection of TCP streams, etc. Can statefully
# detect various portscan types, fingerprinting, ECN, etc.

# stateful inspection directive

# no arguments loads the defaults (timeout 30, memcap 8388508)

# options (options are comma delimited):

# detect_scans - stream4 will detect stealth portscans and generate alerts 3

# Frag2 uses Generator ID 113 and uses the following SIDS 118
# for that GID: After

# SID  Eventdescription

# SmadB e ———

# 1 Oversized fragment (reassembled frag > 64k bytes)
* 2 Teardrop-type attack

preprocessor frag2: timeout 90

# streamd: stateful inspection/stream reassembly for Snart
#
# Use in concert with the =z [all|est] command line switch to defeat
# stick/snot against TCP rules. Also performs full TCP stream

# reassembly, stateful inspection of TCP streams, etc. Can statefully
# detect various portscan types, fingerprinting, ECN, etc.

# stateful inspection directive

# no arguments loads the defaults (timeout 30, memcap 8388608)

# options (options are comma delimited):

# detect_scans - streamd4 will detect stealth portscans and generate alerts b

Y [

511 5.4 nf5ouioudeyaduiine1dosiuPreprocessor

14 snort.conf AoULAEHAINIUT U Ao
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2 Snort Configuration Management System - Microsoft Internet Explorer

File Edit View Favorites Tools Help

O - © (K[ @ G P Yorowns @rea @ 2- 35 & - JE

Address | @] http:/{192.168.1.101jmain_frameset.php v Bee ks ?
SNORT Start Sensor | Snart Config | User Account| Log | Logout

[ Activate Config ][ Rollback |

Preprocessor

--m_
[} fragz

[ streamd s
WM

ﬁﬁ’

0 unicode iis_alt_|

Hhae s \\ \ i.fﬁ\bﬁhsbrfull_whﬂesp :

<4 Snort Configuration Management System - Microsoft Internet Explorer,

Hle Edt Vew Favortes Jook Hep g L
Ok« & DEE RIS Swd\ﬁ‘ﬂ“ﬁ@“‘*’@@%l ¥ |
Adress | ) hapi//192.166.1. 101 main framesotpm ' _1_.01 tgke ® i

SNOR"‘ Start Sensor | Snort Config | User Account | Log | Logout After

L Activate Config _Jr Rollback ]

Preprocessor

Option

ol AR

i

A

71l 5.5 nfSoufivuniheeuansdoyaves Preprocessor AouLAENAINMIUTUNAOUAM
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MInAaeIneUN 3 M3USVUAINYIAZNINVDING (Signature and Rule set)
dy q Y 0 AA 2 A ad d L4
msnaaesiioz lildnunguueingn¥ed experimental (19UATBININVYNTITATIONY
v () 4
pon) wazdhlliunglunguag local ngiiudh lifudadl alert top SEXTERNAL NET

$HTTP_PORTS -> SHOME_NET any (msg"Free Serial.com”; nocase; sid: 1000010; rev:1;)

~
include $RULE_PATH/nntp.rules
include $RULE_PATH/other-ids.rules Before
# include $RULE_PATH/web-attacks.rules
# include $RULE_PATH/backdoor.rules
# include $RULE_PATH/shellcode.rules
# include $RULE_PATH/policy.rules
# include $RULE_PATH/porn.rules
# include $RULE_PATH/info.rules
# include $RULE_PATH/icmp-info.rules
# include $RULE_PATHAvirus.rules
# include $RULE_PATH/chat.rules
# include $RULE_PATH/multimedia.rules
# include $RULE_PATH/p2p.rules
include $RULE_PATH/experimental.rules
include $RULE_PATH/local rules

| i

include $RULE_PATH/nntp.rules
include $RULE_PATH/other-ids.rules After
# include $RULE_PATH/web-attacks.rules

# include $RULE_PATH/backdoor.rules

# include $RULE_PATH/shellcode.rules

# include $RULE_PATH/policy.rules

# include $RULE_PATH/porn.rules

# include $RULE_PATH/info.rules

# include $RULE_PATH/icmp-info.rules

# include $RULE_PATH/virus.rules

# include $RULE_PATH/chat.rules

# include $RULE_PATH/multimedia.rules

# include $RULE_PATH/p2p.rules

# include $RULE_PATH/experimental.rules

include $RULE_PATH/local.rules

A

Ui 5.6 Wvuifendoyadiuineidesiunquussnglu

1 e o é
snort.conf nauuazﬂmmiﬂimﬂavu’dmuz

View signature Before i

view signature

view signature

view signature

i a,"?“f‘;u‘; i

view signature

£] Done.

§ F R

view signature
view signature

| view signature I

view signature |
I view signature

e il et

g1 5.7 S suiisumihneuannguuesngildau deusasndsmsliunlaon
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# $Id: local.rules,v 1.5 2001/12/19 18:40:05 cazz Ex
e P Before

# This file intentionally does not come with signatures. Put your local
# additions here.
# test comment

[rootBsensor newvaluel#t cat local.rules.new
$1d: local.rules,v 1.5 2881/12/19 18:48:85 cazz Exp $ After

This file intentionally does not come with signatures. Put your local
additions here.
test comment
lert tcp SEXTERNAL_NET SHTTP_PORTS -> $SHOME_NET any (msg:“Free Serial.com": con
ent:"free serial”: nocase: sid:18868818; rev:1:)
[root@sensor newvalueldt _

! J 1 o A
51/ 5.8 1S ouieudeyaluna local.rules AuULAZ A UNNG

23 Add Signature - Microsoft internet Explorer

Add Signature

|

LY '$HOME_NET 3 2 any |
Rule O M’s‘%{ {msgz"Free Serial.com"; content'free serial"; nocase; sid:1000010; rev:1. |
Rule Options. | Rule Options Format =---===-----==----- e
Format : ack: <number>; b

X]

Microsoft Internet Explorer

Win Signature 1§audanuda !l |

317 5.9 wihsedmSumungidh 1 lungung local (local rules)



42

2 Snort Confipuration Management System - Microsoft Internet Explorer =] BefOre

Fie Edt View Favorites Tools Help
Q- © X @& Lo frrons @ @ (355 W JH
Address | ] https/[192.169.1.101fmain_frameset.php pi ' agfco tinks ™ @

SNORT Start Sensor | Snart Config | User Account| Lag | Logout
[ Activate Config ][ Rollback |

ignature > local.rules

|
:“;;I

l q

[ [Signature|Action[Protocol|Src. IPiSre. PortDirectionDest. IP|Dest. PortjOption| ||
Add Signature

2 Snort Configuration Management System - Microsoft Internet Explorer

Be EQ Vew Favorkes ook Hep % ~ AN ; "

Qui- Q[ @@ P Yoo @ @ 3-S5 WE \

fcress | €] htp:192.168.1,101 man_frameset php ; y 4, N\ ﬂaﬂ@ tiks > [COPN]
SNORT Stert Sensor | Snor Conig | User Account  Log| Logout After

[ Activete Conig_ ][ Rollback |

'

Add Signature

T TSSO o Pt W e i &
£loore e IATIRSI W eIV W G A AR R

51/ 5.10 Wssudivunihvendaang ungu local AouuaznaIMIiung

MInAaeIneun 4 M315VuA52ANY03ng (Rule Classification)
4, A ) ay o d & A
minaassneuilziimamuilssinnvesngd 1 Taviideyadsd ¥o1szinne

internal-attack A105110A0 Attack from internal organize szﬁummﬁﬁmwhﬁu 1 v09910

k4
ldihmsud ludesueduszauanuddanily Attack from internal organization Hag 2

MNAINY
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cted,2
onf iy
rname
onfig
Fonfig
config
config
ual port,2

was detected,2

.2

1 or event,2
config
config
le web
config
config
conf ig
config
config
config
config
ame and password,2

application,2

classification:

classification:
classification:
classification:
classification:

config classification:
config classification:

conf ig classification:

classification:
classification:

classification:
classification:
classification:
classification:
classification:
classification:
classification:

[root@sensor rootlf _

suspicious-login,An attempted login using a suspicious us

system-call-detect,A system call was detected,2
tcp-connection,A TCP conmection was detected.4 Before
trojan-activity,A Network Trojan was detected, 1
unusual-client-port-commection,A client was using an unus

network-scan,Detection of a Network Scan,3
denial-of -service,Detection of a Denial of Service fAttack

non-standard-protocol,Detection of a non-standard protoco

protocol-command-decode,Generic Protocol Command Decode,3
web-application-activity,access to a potentially vulnerab

web-application-attack,Web Application Attack,1
misc-activity,Misc activity,3

misc-attack,Misc Attack,Z

icmp-event,Generic ICMP event,3

kickass-porn,SCORE! Get the lotiom?,1
policy-violation,Potential Corporate Privacy Violation,1
default-login-attempt,Attempt to login by a default usern

config
ername
config
config
config
config
ual port,2

was detected,2

config classification:
config classification:

2

1 or event,2
config
config
le web
config
config
config
conf ig
config
config
config
ame and password,Z

application,2

config classification:
[root@sensor rootl# _

classification:

classification:
classification:
classification:
classification:

s
config classification:

classification:
classification:

classification:
classification:
classification:
classification:
classification:
classification:
classification:

suspicious-login,An attempted login using a suspicious us
system-call-detect,A system call was detected.Z A&ftel'
tcp-connection,A TCP connection was detected,4
trojan-activity,A Network Trojan was detected, 1
unusual-client-port-conmection,A client was using an unus

network-scan,Detection of a Network Scan,3
denial-of -service,Detection of a Denial of Service Attack

non-standard-protocol,Detection of a non-standard protoco

protocol-command-decode,Generic Protocol Command Decode, 3
web-application-activity,access to a potentially vulnerab

web-application-attack,Web Application Attack,1
misc-activity,Misc activity,3

misc-attack,Misc Attack,2

icmp-event,Generic ICMP event,3

kickass-porn,SCORE! Get the lotion!,1
policy-violation,Potential Corporate Privacy Violation,1
default-login-attempt,Attempt to login by a default usern

internal-attack,Attack from internal organization,2

U0 5.11 nSvnifondeyalulie classification.config AouuaznaFunasulszianvenyg



2 Snort Configuration Management System - Microsoft Internet Explorer

Ele Edt View Favorites Tools Help

3
Qe - © @IGPM%WQM®®§I [3. |
Adress | ] bitp:]/192.168.1.101 fmin_frameset. php » Qﬂ“ fiisd ’ m
Stet Sensor | Snor Confi | User Account Log | Logout Before
[__Activate Config | Rollback |
“I edit || delete ||§(|

BN
e D v

Address a mp msz 1661, mxwm php

SNORT

Start Sensar | Snort Config | User Account| Log | Logout

31N 5.12 nfSeuifisuniheeuaassvazidualszinnuoing

nounaznaamslivn/asuilszinnveang
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PMINAALINBUN 5 NM5UTULAWNAINNIVDING (Rule Reference)
o ﬁ' J = A 4 1
simsuurasddeweng  Fli¥eszuun FSIRT  wag  URL A9
; . _ A4 2y Yy _q.90 vy
http://www.frsirt.com/english/advisories/2005/3080  iowud luuda1diimsudloal  URL

Y http://www.frsirt.com/english/advisories/2005/3086 udaimsdadumedie URL Ina

[root@sensor rootl#t cat setc/snort/newvalues/reference.config.new Before
# $1d: reference.config,v 1.3 2882,88,28 14:19:15 chrisgreen Exp §

# The following defines URLs for the references found in the rules

#

# config reference: system URL

config reference: bugtraq http://www.securityfocus.com/bid/
config reference: cve http:szcve . mitre.org/cgi-binscvename.cgi?name=
config reference: arachNIDS http://www.whitehats.com/info-IDS

# Note, this one needs a suffix as well.... lets add that in a bit.
config reference: McAfee http:z/vil.nai.comsvil/content/v_

conf ig reference: nessus http:r//cygi.nessus.org/plugins/dump.php3d?id=
config reference: url http:iz#z

[root@sensor root Mt cat setc/snorts/newvalue/reference.config.new After
# $Id: reference.config,v 1.3 2882/88,28 14:19:15 chrisgreen Exp $

# The following defines URLs for the references found in the rules

#

# config reference: system URL

config reference: FrSIRT

config reference: bugtrag  http://wwu.securityfocus.comsbid/

config reference: cve http://cve.mitre.org/cgi-bin/cvename.cgi?name=
config reference: arachNIDS http://www.whitehats.comsinfosIDS

# Note, this one needs a suffix as well.... lets add that in a bit.
config reference: McAfee httpissvil.nai.com/vilscantent/vu_

conf ig reference: nessus http:s/cgi.nessus.org/plugins/dump.php37id=
config reference: url http://

y J 1 @ [ { VoA
317 5.13 nfSouifvndeyaluIng reference.config nEuUNAEM A1 FUNAoULMAIRNIVBINg

File Edit View Favorites Tools Help J
Qe - (%] B € Psench Fiprovorkss @rede £ 13- 15
Address ﬁﬁrttp:ﬁwww.frm.com'jefﬁwM' 0'!95[2(55]3!5& e LSRR

French Security Incident Response Team

Pour 3 380 €HT [ESiE
seulement ‘

Advisory 1D : FrSIRT/ADV-2005-3086

CVE ID : CVE-2005-4560

OVAL ID ! OVAL1433 - OVAL1431 - OVAL1460 - OVAL1492 - OVAL1564 - OVAL1612
Rated as : Critical

Remotely Exploitable : Yes

Locally Exploitable : Yes

Release Date : 2005-12-28

4 4, Microsoft Windows WMF Handling Remote Code Execution Yulnerability
Fr&IRT Advisories

LINUK Advisories

Malware Advisories

Cyber Threat Level

Search by vendor

g7 5.14 Bvlwdundefinvesng g Tl Tuszuy
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24 Snort Configuration Management System - Microsoft Internet Explorer x
File Edit View Favorites Tools Help m

Qo - ) [x] B & POsewr Prravortes @rede @ 3 'D.

vvvvvv GO Llﬂk‘-‘ » 1.

Stert Sensor | Snort Config | User Account | Log | Logaut Before

[ Activate Config || Rollback |

Add Refence

] delete |

24 Snort Configuration Management System - Microsoft Internet Explorer

Fle Edit View Favorites Jools —Help

O | O (88 1 2k e Mire &

Address @&5:11192.168.1.101fmain_rumset.php

StartSensor | Snort Config | User Account | Lag | Logout

[__Actvate Config _ J[_Rollback |

!

Cedit |

edit || delete |
edit || delete |
edit delete
edit || delete

51l 5.15 W vuiisuniheeuanssvaziduaunasiinuesny neutazrasmslivnlasu
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msnaaesneuil 6 Mssuudsmneudgsduiliifannudanaiaden1siiauves Snort
dy Qs 1 1 d' 9 o A' a A [ J Y £ d’
mIneassnauivzefemag s IdmsiuauniodSuuas PBaounthil  Tey
[ Vv '
mwzdausin3evis SMTP SERVERS st ldtamsldanlihiv Sududionms Activate
Configuration tNerhad 1dud luer 13 luseud 1 84 5 TlFnuese udrlimsdaldau
=] 4 A ' Y < Y a9 Y A Yy a '
wuwes wanoee lawnsadalfauduwes1d tavezlivennuuduiouderanaini

' = o A9 o ya & o
nglungung exploit M3 19dunlsinson 1 14de13%snfe SMTP_SERVERS 1104

2 Configuration Error - Microsoft. Internet Explorer

ERROR: Undefined yariable name:

(fetcisnortfexploit rules:20): SMTP_SERVERS

71l 5.16 wyhveududoudonaudanaraninns lildaudausiniesw SMTP_SERVERS

msnaaesneud 7 msudueuveatumesromsyniniinssiungildam
mamanpsnoufvoiung i 1&gl lundung local (anoadalumeuil 3) lu
msmagey  udulfidenlFanudunlsinievie. SMTP SERVERS iitose 18idaldau
Sumed1d marzlimsnanoweudi 6 AadoRawmanndIud  nifsngg Activate
Configuration oA vl e idrdadaldmusumes Woduwesianuuds 1
Aadufiwesunsonitine fudl URL &afl hitps/iresserialscom  tiiodiumanlsing
Gundeundaindu lldad s me fAdassvumsUsusuasng . asavaeumsnds

iwoudiy ACID Avg ldwansudufoudsgilii 5.17 - 5.18



3 Analysis Console for Intrusion Databases (ACID) - Microsoft Internet Explorer

Analysis Console for Intrusion Databases

Added 0 alert{s) tu the Alent cache

Queried on : Tue May 09, 2006 12:38:05
Database: snot@localhost  (schema version: 106)
Time window: [2006-05-09 11:40:38] - [2006-05-09 11:49:57]

Sensors: 1 Traffic Profile by Protocol

[Unique Alerts: 1 (1 categories ) TCP (100%)

O Wbl ot Al 52 e e e I
UDP {0%)

e Source IP addresses: 2 ST |
o Dest. IP addresses: 1 ’ |

« Unique IP links 2 ICMP 0%)
S
e Source Ports: 1
o TCP (1) UDP (0) I Portscan Traffic {0%)
e Dest. Ports: § - R T
o TCP (5) UDP (0)
e Search
o Graph Alert data
e Snapshot
o Most recent Alerts: any protocal, TCP, o Most frequent 5 Alerts
UDP, ICMP
o Today's: alerts unique, listing; IP sic/ « Most Freguent Source Ports: any , TCP , UDP
dst » Most Frequent Destination Ports: any , TCP, UDP
o Last 24 Hours: alerts unique, listing; |P
sic/ dst =
fr : { tinat
8 Last 2Hours yeris pinimattainylIe o Most frequent 15 addresses: souice, destination
sic/ dst

e Most tecent 15 Unigue Alerts

£

i
I
i
\

A
@

a 9 @ o (Y o A o o v
31]7] 517 ﬂu‘mﬂ'ﬂaﬂﬁ1ﬂ5nuﬂﬂﬂﬂ‘ﬁﬂi')%%Uﬂﬂiﬂﬂﬂﬂa'ﬂﬁql’la

[ Back ]
Added 0 alent(s] to the Alert cache

Queried DB on : Tue May 09, 2006 12:41:27
Signature “[snort] Free Serial.com” ...clear...

e Sensors

e Unique Alerts ( classifications )
any e Unique addresses: source | destination
o o Unique IP links

e Source Port: TCP | UDP
any o Destination Port: TCP | UDP

.

Time profile of alerts

Displaying alerts 1-43 of 43 total

Source Dest.
Address Address
[0 #0-(2-6474)  [snort] Free Serial.com  2006-0509 11:40:38  147.4535.153:80  192.168.1.100:1111

Signature Timestamp

[0 #1-26475) [snort] Free Serial.com  2006-05-09 11:40:39  147.45.35.153:80  192.168.1.100:1111

O #2.(26476)  [snort] Free Serial.com 2006-05-09 11:40:40  147.45.35.153:80  192.168.1.100:1111

v
[

4 ° o & o =
g1 5.18 wihveuaassumsudufouisnuadnseiungias 1y
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UNN 6

agUwamseenuuuaz WM TZUY

6.1 agdwalasamsiannszuy
~ =] 1 @ R )
nnminaaeuszvuluuni 5 uaasldimiudszuuaunsadiuusemneugadu
A 9 a ~ < Y 1 9
HAZNQUWIATOY Snort Sensor 14931 lasmsnaaesaalh 1 99 5 swuaaliiiunszuumn
1 s A ' 1 3 o ' ° ' ° X
Tud lualu Inanineadoas Indmaniuds hignimnldausnddldezsims - Activate
Configuration ({TUNOU NAIINTIINT Activate Configuration Q’“l%'ﬁéx’mtﬂﬂﬂﬁﬁmumm Snort
2 > Sy v A e Y, A v o Yy ¥ a
Sensor @4 ludumeuiidinfdsunas liaoandowniognaes  szuunziRIveHaANMAIAY
A-wﬂslsl ) ¢1 = -yvln:s%la 1 o ak Tt
awngMiezilulinsiw dwalumsnaassnoui 6  uao luliveranaia lenavunses
< o [ ~ :l‘ @ { ) o
Snort SensorfinziNIzATITUMTYNINAIWNGN 18]S Aswamisnaaesaeui 7 dmdy
Aada a ) DN A v ~ il 0% ol Y o
nsdinfanuRanmalumsdiundedmiong fl¥awisaisenaumndumn lddemsii

Rollback

6.2 yrmazdedinavesszuy
@ ' =4 1 :l‘ 4 [ e €]
- 118 uszuuaS ovsninainmniuiiesnndfundesaznguy Snort Sensor 14
I d‘ =) N Q’l‘
ioaunIouALAN Y
= 9 = Q ] 1 d'al 9 ) 1 A
- faudeiipduusuazdiediavess ndldmusanienasluszuylig uamsilanse

g o @ 4
Aumnda liazaimin @l¥deudoumainiie)

o]

Yy by [ Aél 9 1 A 9 1 o 1 o B
- mafdoyaildluszduidiosdu  nanfeszd lAmmzAumMaIganouIINT  Activate

¥ U

' q’/’ 4 o ) ' @ 4 a
Config iy uazilesnnldlidlumsdsedoyaishilinalnlumstamsdiona

Haymnnunasse IihmSeasauas

A @ ~ @ wa 96 9 Y o ¥
- szuv lifimsFuilganghesn Taw snort.org Luvdn Tudd Flrnuasinszinioauies
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MANUIN N,

msaafaszuulfiams

o) :J s W
1. M3AAN95z DU HUAMS Linux Redhat 9.0
a Q’I‘ a wva g a g < P o 1 u’/’ d‘ £ A'
°lums¢mmasxnmJgnmfniumswzmmmwmmmnwmxflummumeimﬂsm
Snort Sensor ﬁﬂdmﬁmazﬁmmﬂaaﬂﬁu‘lumiﬁmumﬂi'fu TasisuusnilSuuasninouin
4 a L4 9 T o AA 3 1 T a 3 A 9
Tu'lusealdinsosneuiames amnsafannuiudd siminlduruaadeasludfson ninee

v '
dmfumsaedsszuvlfianisesuansaagii 1

vRed Hat Linux 9

=8 i

- To install or upgrade o« »' Linux in graphical node,
press the <ENTER> key.

- To install or upgrade '« | Linux in text mode, type:
linux text <ENTER>.

- Use the function keys listed below for more information,

IT48

boot: _

a 9 1 9 A 8. W) 3
31]7] 1 HHUBUAAINAIVNINTYAN TDININURUAAAN

Tvhmsnaiu Enter iodadelu Tnuans il
N111990 Welcome 1ﬁlﬂ§ﬂ next

wihvedmSuiden Language 1¥idoniilu English
wihvedmsuiAen Keyboard 1¥iaeniilu U.S. English

v o w A Y A a = v
YTHIDA I TULADN Mouse ‘lmaeﬂmwumm mouse ‘Vlﬂilﬂ‘li

9

v
a

v
nrheedmiudonwiinueIn13Anaaa (Install Type) IAANN custom

D.
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° o 1]

I :;a
M0 M T ULLINISAYY (Disk Partitioning)
-Ifiden Automatically partition the hard drive
- {@en Remove all partitions from this hard drive (eguuauuAgUAiuaTesnoNRIADT
13'1#a9411 Dual boot)
Y o oA .
- ADIUIATBINNUYNATY checkbox U943 review button
- fmuald SWAP Suwailu 2 mveantaeaus (RAM)
- fmualed oot Huurauily 100 MB
A A4 a2
- AunfmAevianuaiiuues /
1199/ 1M UA Boot Loader 19ia0na1 default
niwedmTuimuamnuIfumIedy
- nA1jy Edit
P ¥ . £y A
- 7N checkbox Y111 Configure with DHCP1#iioun5 NHUWYNDON
o r Y o 4
- fmuanuiemy lodl wag Fuiauin
. |
- MNUAYBIATDY
- fmuavueay lofivoe DNS tag Gateway
ﬁ‘l’l"l%a’c"ﬁﬂ FUNHUA Firewall 11/’{156?'1 no firewall
whesedmsuidenn i uRY (Additional Language) 1¥150n US English
9/ ° [ 3 9 A - 1
wiwedmivawnar Midenawilszmeananuey
9 Y @ o a oo J ° P g/
woved MU MuaIarY (Root Password) artruamuleyeuudnniiumifimemn’la
gnuazinnue ludIna 8 Aa0nys
¥ ¥
N0 8 MU IMUA Authentication WU 1HIADNMY MD5 i1ag Shadow Password
£ o s P= |
TUIIDN M T UL DA Packages
Desktop:
A 9 Qy ~ R A 'y v o Y o d"
X Window System 1nan# details LAZIDUNTOINUILYNBBATINTUN VDAY
- xisdnload
Gnome Desktop Environment hen (default)
KDE Desktop Environment Tyidon (default)
Application:
Editors vlﬁlﬁﬂﬂ

Engineering and Scientific Taiidien (default)
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Graphical Internet 117151000 WaenAnT details iiloidonAasammn Tsunsuse Ui
- evolution 1Un5HINABINTEI e-mail A20T1)51NTH Outlook
- Mozilla
- Mozilla-psm
Text based intemet ¥M31A00 LAZAANT details Wodenaaduning lsunsuse i
- Lynx S Tdsunsuduusnimes
- Pine (§114 e-mail client
Office/Productivity 11iianueA xpdf iy
Sound and Video Tduiludeddan
Authoring and Publishing laifdon
Graphics donmmiz Tsunsude i
- Gimp
- Gimp data extras
- Gimp print plugin
Games and Entertainment lsitden
Server Section: 191 fip server
Development:
Development tools 111134000 (azAANT details LAIASIABN Expect fUJ Gee-objc
[fiu91nA1 default
Kernel development im3taonias 19aua1 default
System:
Administration 131580
System Tools donmwe Tolsunsuso i
- Ethereal
- Ethereal gnome
- Nmap
- Nmap frontend
Printing support 1siden

9
Miscellaneous: liidonaz lsmuluideil



54

@ Py u’: od ~ 9 o @ o =) d 9 [Y] A:‘
Had91nAAMNY Package lﬁii]llﬁ?‘ﬂ%“ﬂu'ﬁl'ﬂﬂ"miﬂﬂ'muﬂﬂ"lﬂﬂmﬂuﬂﬂﬂﬂu
niived mua19 Boot Disk 11tA0n no
° o o ' o g o ] o =
wisodmufmuamliiy X Window Aldhmsdenjuvesmisiauaama  wilaves
a o a 3 st Y A A P
VADUNANDT ANUALIBYALASUUIAVDITIUIID ﬂ'lllq‘llﬂiﬂlﬂu ‘V]'IU'Qﬂﬂﬂmﬂﬂ‘lfuﬂ‘Uﬂ\iﬂ'ﬁ
Login (Login Type) (1l Text

& o T ~ 9 y o A =) b4 vy 9 .
MY UAMNINNYTYUTDYUAITZUUITNING Reboot 19751 reboot liU‘UiﬂUlm'ﬂﬂ login

1 4
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14 & o &
820 Root 11321379 user N¥031 package YU IRWMITIAIN

[root@sensor root]# useradd package
[root@sensor root]# passwd package
@ d' 9
IUANABDINIG

A w v Ay
YUYUITUANADINTT

[ [ v E 4
fieannTusunsuduqfisuilusenishafa Snort Semsor owldun Zlib Libpcap MySQL
Apache PHP Snort JPGraph ADODB (02 ACID 9z8yauazin3eei189dosld fip client dean

[ 1 4 1 ] 4
T2 MunSaq Snort Sensor §AVMIASEY Snort 39dpavhimsdauins fip Aaefdede 11

[root@sensor root]# services vsftpd start

o S \ do ) o A & " .
ndennurnmsaeTdsunsufsusluianuaundanses Snort Sensor @4 lilsunsumanive:

y « ¥ } 4 b 4
g 139 mome/package W lUd lasnnesuudvhnisAade T supsuianuade T

a_ o 4 4 o . d [
2. msAanalilsunsuduqieiilvinTeenediane ST 1MNI0ATIVILMIYNTD

a 3 ., Aad s dy
NINANY Zlib WITNITAIU

[root@sensor packagel# tar —xvfz zlib-1.1.4.tar.gz
[root@sensor packagel# cd zlib-1.1.4
[root@sensor zlib-1.1.4]# ./configure; make test

[root@sensor zlib-1.1.4]# make install

[root@sensor zlib-1.1.4]# cd ..
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= o’;‘ . aAadq o dy
N1IAAAI LibPcap WIHENT1IAIU

[root@sensor package]# tar —xvzf libpcap-0.7.2.tar.gz
[root@sensor package]# cd libpcap-0.7.2
[root@sensor libpcap-0.7.2]# ./configure
[root@sensor libpcap-0.7.2]# make

[root@sensor libpcap-0.7.2]# make install

[root@sensor libpcap-0.7.2]# cd /root

o

} 4 Vv
INTuiiMsa§1a User 1ag Group 111 mysql fiail

[root@sensor root]# groupadd mysql

[root@sensor root]# useradd —g mysqgl mysql

[root@sensor root]# vi .bash profile

]
[ o

¥am sty Path 1/ MySQL Tauiudonann vustlocal/mysqlbin Aoioussvianiideniy

v [ 1
47l PATH=$PATH:$HOME/bin T1'lWa#%031 bash_profile 1829311101540 MySQL

[root@sensor root]# cd /home/package

[root@sensor package]# tar —xvzf mysql-4.0.16.tar.gz
[root@sensor package]# cd mysql-4.0.16

[root@sensor mysqi-4.0.16]# ./configure --prefix=/usr/local/mysql
[root@sensor mysql-4.0.16]# make

[root@sensor mysql-4.0.16]# make install

[root@sensor mysql-4.0.16]# scripts/mysql_install_db
[root@sensor mysql-4.0.16]# chown —R root /ust/local/mysql
[root@sensor mysql-4.0.16]# chown —R mysql /usr/local/mysql/var
[root@sensor mysql-4.0.16]# chgrp —R mysql /usr/local/mysql

[root@sensor mysql-4.0.16}# cp support-files/my-medium.cnf /etc/my.cnf

v T 1 4 +
FIMSLISHA user = mysql a9l Jete/my.cnf asedufidlu [mysqld] 9niin

155Y1A /usr/local/mysql/lib/mysql 448 /usr/local/lib aelu'1Wd /ete/1d.so.conf
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[root@sensor mysql-4.0.16)# vi /etc/my.cnf
[root@sensor mysql-4.0.16]# vi /etc/ld.so.conf

[root@sensor mysql-4.0.16]# ldconfig -v

v E 4
samszslunisnageumsiiaueess MySQL Aaumidane 11l

[root@sensor mysql-4.0.16]# /usr/local/mysql/bin/mysqld_safe --user=mysql &
L4
--- N@ Enter 1 A59 -

[root@sensor mysql-4.0.16]# ps —f | grep mysql

EhiideRanmane Idnadnindefudennuaeluil

root 2099 2053 0 12:00 ttyl 00:00:00:00 /bin/sh /usr/local/mysql/bin/mysqld_safe
~-user=mysql

mysql 2121 2099 0 12:00 ttyl 00:00:00:00 fust/local/mysql/libexec/mysqld --
basedir=/ust/local/mysql --datadir=/usr/local/mysql/var = --user=mysql  --pid-file= lusr/local
/mysql/var/IDS.pid --skip-locking

L

Y] [] o’:‘ 1 9 A o o wa do’l’ ¢=y
Mﬁ\‘i‘il‘lﬂ‘/lﬂﬂﬂ‘lm‘mllé”lil:’;@‘Nﬂﬂ‘H MySQL LﬁJ‘VlN']uTﬂUGﬁTuNﬁIﬂUN’UuﬂO‘M N

[root@sensor mysql-4.0.16]# cd support-files

[root@sensor support-files]# cp mysql.server /etc/init.d/mysql
[root@sensor support-files}# cd /etc/rc3.d

[root@sensor rc3.d]# In —s ../init.d/mysql S85mysql
[root@sensor rc3.d}# In —s ../init.d/mysql K85mysql
[root@sensor rc3.d]# cd /etc/rc5.d

[root@sensor rc5.d]# In —s ../init.d/mysql S85mysql
[root@sensor rc5.dJ# In —s ../init.d/mysql K85mysql
[root@sensor re5.d]# cd ../init.d

[root@sensor init.d]# chmod 755 mysql

1 4 v [
Sdudelionsase Tsunsudu@ineifinidedn  Apache  USMsveuly
ad 4 a oa 4 :,’ 1 A o
FilneiuussuulfiAmsdyndiiuezisunit hitpd $96031910/191 HTTP Daemon 1uns

Re

a o b A

At nsAnnenail
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[root@sensor package]# tar -xvfz apache_1.3.33.tar.gz

[root@sensor package]# cd apache_1.3.33

[root@sensor apache_1.3.33)# env CFLAGS="-DBIG_SECURITY_HOLE” ./configure --
prefix=/www --enable-module=so (M5 compile UAE config 5 user root l'lfg)

[root@sensor apache_1.3.33]# make

[root@sensor apache_1.3.33]# make install

Yy ° a q’: o { 4 a 3 d a
TuTnsamsiisiinisande Apache 131ulasnnes mvww isdaduadaFoudosudaliudly
] [ Y A { Y 1 4 ad
Anoudnly /www/conf/httpd.conf SafitNefiog1 Apache 1T root ld¥einTouUTIHINRT

o A i A o g H d |
Fudomnseaingls uaz frvua Path AfuwnasNzuaAIUID 13N fip user folder

User root

Group root

ServerName sensor

DocumentRoot “/home/package”

A a o o a Y q Yo o da 4 ad de2 o vls/
mammm‘smsw%’atjum 1ﬁﬂ1ﬂ1551‘llcﬁﬂi']ﬁﬂﬂul?ﬂlcﬁiwnﬂiﬂ\‘mz'ﬂ%ﬂu f

[root@router root]# /www/bin/apachectl start

Starting Apache: [OK]

a &' 9 o 3 a wa a o n’: ~ 1 ad o
msezdass PHP I diuuussunlfianmsfyndaadeuimanudinnes

1 =2 ° a c’:‘ Y P a u’: q’: o o
ADUAIDEHNITOMNITAAAY  PHP ﬂ\‘ivll]vlﬂ %QﬂTiﬂﬂﬂ\‘luufﬂU'ﬁﬂﬂ'l’)l‘liﬂﬁﬂ"lﬂﬁ‘ﬂ'lﬂ

Py g o é a e’l’ ° ¥ @ y
Sumeiinld Feewsonadslaslddidadail

[root@sensor packagel# tar -xvfz php-4.3.4.tar.gz

[root@sensor packagel# cd php-4.3.4/

[root@sensor php-4.3.4]# ./configure --prefix=/www/php --with-apxs=/www/bin/apxs --with-
config-file-path=/www/php --enable-sockets --with-mysql=/usr/local/mysql -with-zlib-
dir=/usr/local --with-gd

[root@sensor php-4.3.4]# make

[root@sensor php-4.3.4]# make install
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[root@sensor php-4.3.4]# cp php.ini-dist /www/php/php.ini

£ A o a q’;’ o a 1 J ]
FulleimsanduaivezdoauiuniluWa hipd.conf A28 (8414 /wwwicont)

#LoadModule foo_module libexec/mod_foo.so

LoadModule php4_module libexec/libphp4.so

#AddType allows you to tweak mime.types without actually editing it, or §
# make certain files to be certain types.

AddType application/x-tar .tgz

AddType image/x-icon .ico

AddType application/x-httpd-php .php

#DirectoryIndex: Name of the file or files to use as a pre-written HTML
#directory index, Separate multiple entries with spaces.
<IfModule mod_dir.c

DirectoryIndex index.php index.html index.html.var

E 4
o

3 n,: \ 9 a o LY wa S o dy
iniudiaa1¥ Apache iSuihau laoda Iudd lasliduaoudsil

[root@sensor php-4.3.4]# cd /www/bin
[root@sensor bin}# cp apachect] /etc/init.d/httpd
[root@sensor bin]# cd /etc/rc3.d

[root@sensor rc3.d]# In —s ../init.d/httpd S85httpd
[root@sensor rc3.d]# In —s ../init.d/httpd K85httpd
[root@sensor rc3.d]# cd /etc/rc5.d

[root@sensor rc5.d]# In —s ../init.d/httpd S85httpd
[root@sensor rc5.d]# In —s ../init.d/httpd K85httpd

A o a o d a Y o Y 0 - ¢
devmsaasaasudoudosudicnsonsanaeumsiemld  lTasimssania

o o d i ° < o
Apache Bnnsy wdnivdumeidoudoniwr pEP 1 ld1ilulaSaneT mome/package

¥
nimivasniimstonnnun ey
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[root@sensor rc5.d]# /etc/rc3.d/S85httpd restart

o 3 ° 9 o -::l
A15AAAI Snort Y1 ARl

[root@sensor rc5.d}# cd /home/package
[root@sensor packagel# groupadd snort
[root@sensor package]# useradd —g snort snort
[root@sensor package]# mkdir /etc/snort
[root@sensor package]# mkdir /var/log/snort
[root@sensor package]# tar —xvzf snort-2.0.4.tar.gz
[root@sensor package]# cd snort-2.0.4
[root@sensor snort-2.0.4]# ./configure --with-mysql=/usr/local/mysql
[root@sensor snort-2.0.4]# make

[root@sensor snort-2.0.4]# make install
[root@sensor snort-2.0.4]# cd rules

[root@sensor rules]# cp * /etc/snort

[root@sensor rules]#cd ../etc

[root@sensor etc]# cp snort.conf /etc/snort

[root@sensor etc}# cp *.config /etc/snort

} 4 v 1
ndaoniulid1Uud Y snort.conf fieglu /etc/snort  Hiussiia var HOME NET Wld
v 4 ] [
MinounsovofiAade snort fiussia var RULE_PATH T ldiilu fetc/snort uazfiussiia
output database: e log, mysql, user=snort password=3 WaNfAeenis  dbname=snort

host=localhost

1 4
var HOME_NET ﬁUTfJLﬁ‘illﬂ?ﬂ‘inﬂﬂJﬂ\‘lﬂ\iﬂﬂi

var RULE PATH /etc/snort

output database: log, mysql, user=snort password=itsnort dbname=snort host=localhost
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[root@sensor etc]# cd ..
[root@sensor snort-2.0.4}# cp contrib/S99snort /etc/init.d/snort
[root@sensor snort-2.0.4]# cd /etc/init.d

[root@sensor init.d]# chmod 755 snort

o n’/’ L4 4 Y dcg
a1t sl Wg Jete/init d/snort  Taonlaounssianvududis CONFIG uag

E 4
SNORT _GID @il

CONFIG=/etc/snort/snort.conf

SNORT_GID=snort

A o < £y <& 9 o o kY o o
luaﬂ1lﬂ5mla'ﬂﬁ’mzﬁ’]“'ﬁﬂﬁ\iiﬂ Snort Vn\r]ucluiﬁllﬂﬁsqﬂﬂﬂﬂ'liuﬂiﬂ (IDS) AWM

Jetc/init.d/snort start 139919 Snort Htgﬂﬁ'\ﬂ‘lﬂﬁ?tlﬁ‘lﬁ 4 /etc/init.d/snort stop}

Susemeziumsadiagudoyalu MysSQL

[root@sensor root]# /usr/local/mysql/bin/mysql
mysql > SET PASSWORD FOR root@localhost=PASSWORD(‘itroot’);

mysql > create database snort;
mysql > grant INSERT, SELECT on root.* to snort@localhost;
mysql > SET PASSWORD FOR snort@localhost=PASSWORD(‘itsnort’);

mysql > grant CREATE, INSERT, SELECT, DELETE, UPDATE on snort.* to
snort@localhost;

mysql > grant CREATE, INSERT, SELECT, DELETE, UPDATE on snort.* to snort

mysql > exit

[root@sensor root}# cd /home/package/snort-2.0.4

[root@sensor snort-2.0.4]# /usr/local/mysql/bin/mysql —u root —p < ./contrib./create_mysql
snort

[root@sensor snort-2.0.4]# cd contrib

[root@sensor contrib]# zcat snortdb-extra.gz | /ust/local/mysql/bin/mysql ~p snort
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[root@sensor contrib]# /usr/local/mysql/bin/mysql —p
mysql > SHOW DATABASES;

mysql > use snort

mysql > SHOW TABLES;

mysql > exit

[root@sensor contrib]# cd /home/package

4
MN5AARAS JPGraph

[root@sensor package]# tar —xvzf jpgraph-1.13.tar.gz
[root@sensor package]# cd jpgraph-1.13
[root@sensor jpgraph-1.13]# rm —-f README
[root@sensor jpgraph-1.13]# rm —rf QPL.txt

[root@sensor jpgraph-1.13}# cd ..

¥
#1N15AARs ADODB itag ACID

[root@sensor package]# tar —xvzf adodb401.tgz

[root@sensor packagel# tar —xvzf acid-0.9.6b23.tar.gz

Y
. LY 1 A 1
ndantiudh lud luenluWed acid confphp oyl /home/package/acid

¥
ud lufidati

Y3590

=h.

Be

B3

$DBIib_path = “/home/package/adodb”;

$DBtype = “mysql”;

$alert_dbname = “snort”;
$alert_host = “localhost”;
$alert_port = “";

$alert_user = “snort”;

$alert_password = “itsnort”;
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$archive_dbname = “snort”;
$archive_host = “localhost”;

$archive_port =

$archive_user = “snort”;

$archive password = “itsnort™;
3

$ChartLib_path = “/home/package/jpgraph-1.13/scr”;

$chart_file format = “png”;

o 4 ad ¢ i g ¢ a
qatolinageumamhauvesdudiunes uaz Acp Teodhlfiduusiuyes Aiud

° -] ad 4
http://your_sensor ip address/acid/acid main.php f1msinuvesduFivnes uaz ACID
gnADIvzIAAINaAIzIN 2

3 Arvmlysis“ C’oﬁmle for l[ltljuﬁil)l'; ﬂnldhdses (MID) Mn:rosoft Ifl.ie.[:nefr E.: I_:]L_PXl
Elo Edk  View Favorites Tools Help

@Back % @ B @ @ pSearch i%?Favorltes @Medla @1
activess [ htp /192,160,110t jacdjacd_manpto |9y . G ks B[ &g'

G SN W i

»

Analysis Console for Intrusion
Databases

The underlying database snort@localhost appears to be incomplete/invalid.

The database vergion is valid;-but the ACID DB structure (table: acid_ag) is not
present. Use the Setup page to configure and optimize the DB.

&) oore

i 1@ mnternet’
L L1 i@ ntemet

. o i O
=

51/f1 2 wihesdmSuadie ACID DB

1¥8onit Setup page uBNATY Create ACID AG Mls1ngeglugili 3 ez lAnadniagala 4



2 ACID: DB Setﬁp = Microspft .Int.ernel.Expln.rer
File [Edt View Favortes Jools Help
.

Q- OB B G Pt frroons @ron @

Address | ) http:/7192.168.1.101 acidjacd_db_setup.php B B ks P

=3

ALD DB Setup gﬁ::th | AL Maintenance

| Back )

ACID tables  Adds tables to extend the Snort DB to [ Create ACID AG ] P
support the ACID functionality 1

Search {Optional) Adds indexes to the Snot DB to  DONE
Indexes optimize the speed of the-quefies

[Loaded in 1 seconds]

Ffe Edt View ?gvorltes Jools Help Lt
@E_eck - @ i E] @ @ ’@Search %favortts @Meda @} >
:;gdress I@_ http:/{192.168:1,101acldfacid_db_setup.php e '>Go “Links »}@

) Home
ACIL D B Setu p Search | AG Maintenance él
[ Back ]
\ i
Successfully created ‘acid_ag' 1
R Successfully created ‘acid_ag_alert’ =
Successfully created 'acid_ip_cache'
Successfully craated ‘acid_event’
?
ACID tables  Adds tables to extend the Snort DB to support the ACID  DONE :
functionality ‘
Search (Optional) Adds indexes to the Snort DB to optimize the ~ DONE !
Indexes speed of the queries

1
!
The underlying Alert DB is configured for usage with ACID.
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71/ 4 niveudamavean1sai1e ACID DB
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G- © B 6 Pis Frrois @ B

[ adiress @http:f}lgz.léB.l.lOl!addlacid_main.php ' Eé;go ks > |
Analysis Console for Intrusion 1‘
Databases |

Added O alert(s) tarthe Alert cache
Queried on: Tue April 25, 2006 02:29:54 |

Database: snott@localhost  {scheima verslon: 106)
Time window: nq alerts detected

Tsensors: 0 ;Tmfﬁc Profile by Protocol
Unique Alerts: 0 ( 0/ TCP (0%)
categories )

Total Number of i B
Alorts:0 | UDP (0%)

“i

e Source IP ICMP (0%)
addresses: 0 R
e Dest. IP

addressas: 0 Portscan Traffic (0%)
s Unique'lP links 0 i ; g

» Source Ports: 0 f / bl
Done , , i [ Interet

.

51 5 wihesudasHansns9vLlay ACID
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