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ABSTRACT

In the present, because of the IPFW uses command line to manage the rules of firewall. It
was complicated and more difficult for the user to apply and change the process. This reason was
considered to develop this project. So the purposes of the project were to study to develop
IPFIREWALL web-based user interfacing of FreeBSD and to learn the using of IPFW technology
as a result of PHP programming was used to create a web-based user interfacing. The project
chooses Apache as web server and uses MySQL as the database management system. The system
analysis design model of IP firewall user interface program was analyzed by OMG-Unified
Modeling Language (UML). The model separate to three views, the Conceptual Models was
explained by the use case model for the system process. The sequence diagrams explain
behavioral process models. The class diagrams explain th structure models. By this analysis, the
system requirement has to support increasing and decreasing rules, the backup rules and rollback
rules with keeping the log of firewall to show on web.

This study was follow in the requirement of boundary project. The program was designed
to help and reduce the mistake point from the input error data by selecting the data more than
input the data. The user can detect the log that use in this by web. The summary of the project, the
program can use rules to open and close the other packets that were connected network with the

permission and use the rules to control the process of IP Firewall.
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1 munen Indiontaudiumema lnadmsunsewuinna

options IPFIREWALL_VERBOSE
) A LX) y I 1
Aaldannsody log veaRadiariu syslogd(®) ¥ad11f option Huddrezszyild

i log 131 filter rules ﬁ'ﬂz”lﬁﬂ’“lll’limﬁlllog‘lﬁ'

options IPFIREWALL_VERBOSE_LIMIT = 10
o @& o d o ] ) 1 c’t’ 9 & a
$1as MU log vasuNARA U syslogd(8) ABLARTATIYEINISIIN Feorvtzfiad
e < { { tyg v '
3219 option H1uMsAY log Negluaarnzifins Tawdud LidesnsidanislFanludmves

DoS attack via syslog flooding 1

] 3
ooy

A Y 4 o \ A A - ¥ o A o
dlomsidrosnusinfia (chain entry) Dedalin1sszy 13 log 991113 tum off tivedl
3 [
seh I ansonduunidau faiunzdeaiing reset nsiiuTaonis 19ds ipfw(g)
# ipfw zero 4500

wanemg 4500 ummsidroenidesnislu log e i

options IPFIREWALL_DEFAULT_TO_ACCEPT
- ' 4 A o A a4 a
fumsnasumngiugiunn “deny” Wy “allow” fiondndosTomaiieziiams
o 4 a TN ° i 7
Sondaeuiiofinisyn(boot) inemadiy IPFIREWALL ua hifimsimuangniedoulyls
4
79049
14 v
Jaduna 1eisunouniiifiues FreeBSD 8199sdaneiinis1df1ds IPFIREWALL_ACCT
3 ¥ ] ]
ualuredFuileqiiu Ardeil 18idn14udauns1e firewall code 9% Automatic Nogifinludu

v . < a_ o & Ay
AU AVUA accounting N"lﬁ'umaﬂmmu

242 msafungdmininiaead
¥ 4 4 { o 1 { [y
ifiosninIWsreadiimhiindnlunsnses (fiter) Yoyammizduitldfuoygn
AN a a v s o= 4 dg o 2
wimfu fafumsi@ounguie rule dmiuieaddudiuesfidrdgedints msadungues

] ¥ v
Mfreadnaanarnszyi i IMs10ad lasmunanaz1¥auns) veanawldawnsasae

A9

[y A 9/ b a4 a 1 v 1 4 d
HoarumTednuliseatuninamagayngan’e Tawd 1dedruniveu uddeududqualriead

& v A ¢ ¢ Y v ¢
wdsuiuleduniesnseadinuiniulasassluszauToadeguds (bost based security)
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' 4 é’ LY 4 4 1 1 : 4 d

mzdadi ngiiadiiussannsedlesiumiesdugnoluniovislduddunseswsaead

] ] gcd oo 14 ] ] o’: Aa Y

e liaansanudemsyngalandugaisuasiehisimdeulinir msdanginanaialiug

pdnla

o o 4 ¥ o o A do w4 N p ¢
AuuniudesdudmiumosinmihiidluIiiead

e 1la TCP/UDP service 7131819 u 1w bootps, finger gaila service toufitaanToma

TumsTov@vesdynsn uazduflumsaamsidam cPU uazmizsarmdivesssuy

ndy

1]
Ao

o lunsaifiduiiudesdlausnmsumnsediniread szdosdrtansddel idon'ld
mwwé’@uaizuuwhﬁy'u

o lauSmsilisuiiudug vwasesniead Wi 0159 remote configuration

e oni@n interface 71 1/ 181 lunS o IS 8adm3e router)

e lunsdinldnsanadiieadude router sxdestloafunsidais port i1 un1s
ALY (%Y console port

e uAlusin default password TaeTiiinameniegie 8 Fasnusuaz lifludfieglu
Anshundsawiidesidududsdany uasifunsmteiasousirusuogiau
M08 UUUGEANINAY 19U, /<> " [1 N[~ @#8 % A& * () _+-=
Fudu mazaas¥swariiiuanmetuluidazingos v‘%’af‘{milﬂ?{uuiﬁﬁMunnq 90

-

I

ninmslunisadungdmilviend
Y o o 4 ¥ p . ] ' id
nanmslumsadiungdmsulvireadfinde nawde (Simplicity) Fennuaelunil

i ' v aal ' ' .
mnedamsairngidug swde 1dleaw seadfia lindsiinguinnd 30 ng msizdh

7 dy 9 a a Y o Y a o ¢§l ]
nnhiilseidifaanuduauldie uazernzi ifannufanainiu 1 Tasisuenan
o 2y a 1 Ao q¥ A o 3 a
fifafidedaluduiivhfinsesihnudosnsdndae

J d. ' o o d
msadrunguedinsreadis Idhdumsinlosdunudasads vesessnsin
3 [ 1 4
HatulFanlunumaiia Taolfinfeadidunieslolfifanamuiidesnts wenviniidadl
[} 4 ' a 4 g o
ngueduideldd Jauassuumsiudr I lunguesldseadivu msflesiu ip spoofing,

m3fleertuns Touuuy land attack (Hudu

°o_ d d
duveangueslvisead
S o w I o o 1A o o o 1 to
m3BGuadvuvesngiiinud iy msiz Isaead Tasdimingiu

HULSIRY (Sequence) AiB ATIVABU packet AU AgANAIAUVDIN AT TS
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fuuzihlumsnsdwuvesngde Tneagidungita ) PBdwd wazldi ngh

finnummzmizean By ieflosdulild packet match fu ngfidiu ngiialufeusn

Fretragu Whih ngivimihi block Tefineamsa’ly 13 uuiieldinleda 61l packet 1l

i & L ' A o 1 o 4
lefiuennsansesnfiszy 13 packet WHIZQN drop M4 lUABUNEANITUE (match) Aungdu

1350383 TCP/IP

Aaua’lvlsreadamsadmua default policy 14 2 guuuvfle

o default ACCEPT : fqua IW$a0adezdosadrengivedmuadnesdauinis(service)

waz Teaalathe TasuimsuazTeanouq Ahigndmua’ld szldududlaliving

14

d g 4 o 1 a
o default DROP : fgualWsr0adszdosade ngtedimuadiinzilauiniiservice)

waz Teadlaths TasuSmsuas Teadouq iligndmua’l? seiiaudiullaluls

WU

3 (3 ° a 4
e lsfan lidztnuauTomesudulugiunyla dquaszou IMseadingg

] 1 4
N31U TCP/IP service Adlugasoud1en lussuy Al

v [l 3 [l v
AT 2.2 L9 TCP/UDP service Nastianun lWsead laslildldisnnmeluuns

MuUBNASEYY
Port(s) (Transport) Server Port(s) (Transport) Server
1 (TCP & UDP) tcpmux 1981 (TCP) Shockrave
7 (TCP & UDP) echo 1999 (TCP) BackDoor
9 (TCP & UDP) discard 2001 (TCP) Trojan Cow
11 (TCP & UDP) systat 2023 (TCP) Ripper
13 (TCP & UDP) daytime 2049 (TCP & UDP) nfs
15 (TCP & UDP) netstat 2115 (TCP) Bugs
17 (TCP & UDP) qotd 2140 (TCP) Deep Throat
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T ’ y y ] 1
@157 2.2 LAY TCP/UDP service finastaniufi Isa0ad Taelildldiannnieluias

r- | v 4
NMUUDNINTOVY (AD)

Port(s) (Transport) Server Port(s) (Transport) Server
19 (TCP & UDP) chargen 2222 (TCP) Subseven21
37 (TCP & UDP) time 2301 (TCP & UDP) compaqdiag
43 (TCP & UDP) whois 2565 (TCP) Striker
67 (TCP & UDP) bootps 2583 (TCP) WinCrash
68 (TCP & UDP) bootpc 2701 (TCP & UDP) sms-rcinfo
69 (UDP) tftp 2702 (TCP & UDP) sms-remctrl
93 (TCP) supdup 2703 (TCP & UDP) sms-chat
111 (TCP & UDP) sunrpc 2704 (TCP & UDP) sms-xfer
135 (TCP & UDP) loc-srv 2801 (TCP) Phineas P.
137 (TCP & UDP) netbios-ns 4045 (TCPS lockd
winvnc web
138 (TCP & UDP) netbios-dgm 5800 - 5899 (TCP)
server
139 (TCP & UDP) netbios-ssn 5900 - 5999 (TCP) winvne
X11 Window
177 (TCP & UDP) xdmcp 6000 - 6063 (TCP)
System
445 (TCP & UDP) microsoft-ds 6665 - 6669 (TCP) irc
512 (TCP) rexec 6711 -6712 (TCP) Subseven
513 (TCP) rlogin 6776 (TCP) Subseven
513 (UDP) who 7000 (TCP) Subseven21
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[ [ ¥ ] v
M998 2.2 LaAe TCP/UDP service Ainastianui lnslead Taelildldannneluuas

-} L 1
NMUUBNIATDVIY (MD)

Port(s) (Transport) Server Port(s) (Transport) Server
rsh, rcp, rdist,
514 (TCP) 12345 - 12346 (TCP) NetBus
rdump, rrestore
515 (TCP) lpr 16660 (TCP) Stacheldraht
517 (UCP) talk 27444 (UCP) Trinoo
518 (UCP) ntalk 27666 (TCP) Trinoo
540 (TCP) uucp 31335 (UCP) Trinoo
1024 (TCP) NetSpy 31337 -31338 (TCP & UDP) | Back Orifice
32700 - 32900 (TCP &
1045 (TCP) Rasmin RPC services
UDP)
1090 (TCP) Xtreme 32720 (TCP) Trinity V3
1170 (TCP) Psyber S.S 39168 (TCP) Trinity V3
1234 (TCP) Ultors Trojan 65000 (TCP) Stacheldraht
1243 (TCP) Backdoor-G
1245 (TCP) VooDoo Doll
Back Orifice
1349 (UCP)
DLL
1492 (TCP) FTP99CMP
1600 (TCP) Shivka-Burka

1761 - 1764 (TCP &
UDP)

sms-helpdesk

1807 (TCP)

SpySender
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M13197 2.3 L@A9 TCP/UDP service Ainstadu luldidhwinnmeouen

Port(s) (Transport) Server
79 (TCP) finger
161 (TCP & UDP) snmp

162 (TCP & UDP) snmp trap
514 (UDP) syslog
550 (TCP & UDP) new who

M1319% 2.4 14A9 ICMP message finnsoyanalisenlusinniovionieluld

Message Type
Number Name
4 source quench
8 echo request (ping)
12 parameter problem

@13197 2.5 117779 ICMP message MR250yaalfdundunsodwnolu’ld

Message Type
Number Name
0 echo reply
3 destination unreachable
4 source quench
11 time exceeded
12 parameter problem
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191971 2.6 (1A TCP/UDP service fionidlaliuimslu Mz Qumalfidlddamme

. o Y a a ] o’;’
service NAINIIAUTNITITUNINY)

Port(s) (Transport) Server Port(s) (Transport) Server

20 (TCP) fipdata 179 (TCP) bep

21 (TCP) ftp 389 (TCP & UDP) ldap

22 (TCP) ssh 443 (TCP) ssl

23 (TCP) telnet 1080 (TCP) socks

25 (TCP) smtp 3128 (TCP) squid

53 (TCP & UDP) domain 8000 (TCP) http (alternate)
80 (TCP) hilp 8080 (TCP) http-alt

110 (TCP) pop3 8888 (TCP) http (alternate)
119 (TCP) nntp

123 (TCP) atp

143 (TCP) imap

o o 4 ° [ v d d
AU HIOUY ﬁ"lﬂiﬂﬂ'ﬁﬁﬁ]ﬂﬂﬂﬂla\ftﬂi')aaa

Y o ° a 1 2 . y L4
o masfimstufindeynasdendmiungi 14 block msidrtls Gedeyaiioziiiulse Tumi

Tumsasavaeumsynin s1wazduavusdonznylu Logging and Debugging

«  fostumstasulefi (1P spoof) drnsudoyavudunnndumesiia Tastleady
1319 packet fAlofigese ik unduntodwmely
o 127.0.0.0-127.255.255.255 : local host address
o 10.0.0.0 - 10.255.255.255 : reserved address
o 172.16.0.0 - 172.31.255.255 : reserved address
o 192.168.0.0 - 192.168.255.255 : reserved address
o 224.0.0.0 - 239.255.255.255 : multicast address
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o Hostumiocnireadornms TouRuuy Land attack Fan15 Tonduuuiios 1933 d4
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4 P a . . 2 [
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o i 4 ¢ ¢ 2 ) o
o floafumsTaufiuuy SYN flood MnFee’inia100d Fefyngnozde SYN packet §112
[ A ° ya LY . . [ 1 d ° v
nnndunsestlatonie i 1¥19e9n1550 connection 1w service Aanaraiia vir 1w

ansaldusmsuniniesduq 18

o 19504 W BadunznTeeduq nslunSedionis Idsudeeaiunin ICMP message 119
=) [} L3 a’ A 1 Y o
#iin 15y J9UMITU ICMP Echo request densadauiioswsmdoyadmiy
¥ ]
m3TauAnTede 11 n3on13de ICMP Echo request packet N1 11a] (Ping flood)
2 =) ' é < dy . a s o
gadoduilugiuuuniislunisToud ueneindl redirect packet NAINININAWUBNG

) X 4 70k X Ak
a w1501 a8u routing table 1 host 148nd28 Fuduisoandunsivedngs

b 4 1 4 L4 []
dmudeyavioamiu nasoyanalidoya IcMp Asde luliiminiufiannsaeenly/1d
o Echo request
o Parameter Problem

o Source Quench

ihm"m’fagmjwffnfu AsoYIA IMdeya ICMP e liviiufiannsadhnnetyld
o Echo Reply
o Destination Unreachable
o Source Quench
o Time Exceeded 1‘1’;!1"&;61111 @491 TTL

o Parameter Problem

e Hostuinieadunzinsodug molundev10910 traceroute INSTZ traceroute (H4
Tsunsuiitaelrimsdelofiueansaves router Aisudwe packet luitae hop
wnsziedalaonniigesnts TnuldqaiauiiAyes IP Time To Live (TTL) lums
¥ia1u TagshuagAmuasn TTL counter v 1 router 7 packet s llfudonds

[ L4
ICMP message NGUNWAYD FIMFUMAN tracert 11 Windows 1iu 9214 ping (ICMP
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v k1
Echo) lﬂuﬁ'ﬁﬁ 3 packet EJE)ﬂvl‘lJ vz traceroute 11 Unix 1y ilzcl‘]sf’ UDP datagram
' } 4
FHlufrdedoyanenlyl datagram Hgndseenluriuezgndslyds port 33434 Tavh
4 ' dy a é’ A Vo a o [ 9
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a fyninAdasa1935oulunms trace ifunduniovionelu iy msld
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e
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MNTl SNMP server Mnauaguunies 1W5ead szdvesinanisldauldldinme

e

] e,/, Yo £ 9 o o [y 3 a N = o
AUATSVUNIUY llﬂ31141Ju71ﬂ"1183;|'aﬁ'ﬂﬂﬁ'lﬁi'ﬂﬂ\iﬂ‘liﬂﬂﬂﬂ (connection) naiuse

1o a
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msmuﬂuﬂy’aaamlamﬂsm"lvlnaaaLflmsmmufluemm Tﬂﬂmwwﬁl‘l«lﬂimﬂlﬂiﬂﬂ

Tau Compromise 11ud2 sefiondundngrufinaasItiiudagdununis Toud'ld fidwuzii
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TIMIUNMTUUNNVDYDADNANU

' d 4 9 & o 4 s ¢
Tdsdoyaneniifinnmudnny 118 console ypanioelnsaead

"9 -3 o A o o y Ad d 2 A& dy Yo
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Whsetunsenda wazlilddalduSasdulaonidu syslog
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aanaunseells1eaduazinTedus lunsevs I ldnaiassdunmua Taols
NTP (network time protocol) iWo3Ud3a1981910 clock server RYaU
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ﬂmnumﬂwmmu log flooding %Q%%ﬂﬂ‘ﬂﬂﬁﬂﬂﬁﬂlfﬂﬂE)UNS’M!J'J
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2.4.3 MImvuan1 IPFW

v
o 1

° Y o 1 wa £ o
msfinuadves IPFW sziruguenid iptw(8) Falaseadrevesiidegyeen
o 9 o y 9 v A
Fudeunaziwuniszianld 4 Usziandleiufe
ope . DN S do ¥ o 4 d o o Y
1. addition/deletion Miftoadrengivimihiimsunuimauinnanszeeusuuas livex
o =] t
Sunazdeoniils
. e ) a Ay o 4 d 4o
2. listing 1iftensdsdeuswazduavesngiadaassmruveianamiv
3. flushing 19fieiendayasiwaziBuamsidienn eenanszuy

. v A P o c’: o a A o' 12 o’:
4. clearing 1¥ienueazdsamaivimuauazndy lUsunagudlmisnass

2.43.1 piwusmdaves IPFW

sluuufideves IPFW fio

ipfw [-N] command [index] action [log] protocol addresses [options]
Sefinmumunousazdaudail

Tudiuved flag

-N w1019 1901 address 1ag service name 14 output

v 4
Tud1uves command vl Fdusdadus wu

Add  nuede mainngiifeafufirewalliiag accounting 147111 1u List*

Delete 111004 MIaunghuaiufirewall uae accounting 89NN 1M list*
do 1 ¥ ° 1} [ 1
*neiFuAsunthiozuennseUsEn e firewall 1AL accounting entry 0BNANU UA
¢ o o 3 o X kY 1Y ¥
mwu“luﬂ%quuuwmﬂm accounting @570 firewall entry 117

index 1dfoszyfnniialu chain entry

Y

[] b 4
Tudauved action sz 1dmdenail
. g o [l =) =S
reject Hums drop HWALNG (LA ICMP host 1190 port unreachable packet f14 source
Y o =1 a o o A 9 A ' .
allow  oygalduRanalnAi1 MdaNnIndiRsusU pass, permit UaY accept
& 4 o A ) o v o
deny (Hunsdal¥ drop uiaifin 1599910 source 11 ICMP Message Tifinausaeu @i
< T ] d o a s::‘ =] . .
m"lumﬂwmmwmﬂmuﬂumm destination )

v o d o o g o
count 1§13 update Marfusuuuiada ud a5 allow/deny uiafald

w04 protocol auNTasEilU
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all  eldfuuiiadafidlu 1P ynvila
iemp  (oldfuuRnnaiitiu icMp
4 o d d d
tep  heldfuunmAaiidiv Tcp
4 aye
#

udp teldfuunafianidiu ubpp

¥
Tudauves address 15zl
from address/mask [port] to address/mask [port] [via interface]

" e 4 o &
HUULH A Iﬂﬂﬁ'lll'liﬂizlglﬁﬂﬂ port 3IUNU protocols “Nﬁu'l]ﬁl{u port 13 UDP Uy TCP
N135%1) address/mask ’c‘T‘liJ’liilizljlﬂu
address
r- 1

Hio

address/mask-bits

address:mask-pattern
U 192.216.222.1/24

.Y

n1iisqma§port fi92 block izumi{
port [,port [,port [...]1]

Waziies2y single port 138 list ¥94 port
port-port

. 1 4
Tuduve3 option seiimdeliiden ladeiife

o o < -1 ]
frag seyhmideladuinia luiidly fragment 1SN0 datagram
. o o v ¥ 4 o v Y Y
in swihdidsduinnaegldunisuud

]
ar

o o g d [
out wihmds lddwininaegludunanesn
o o & . L& 2 .
ipoptions spec 9EN1AW 461 IP header i} comma 110 list Y89 option mzuiu spec 44 IP option
Pavive uu"lﬁ'ufi ssrr (strict source route), Istr (loose source route), rr (record packet
route), 1% ts (time stamp) &1 hifid a4 option asaszydiu 1 w14
. o o w 4 d v . da 4 t A ]
established i]gﬂ'lﬂ'lfm5111Wﬂ£ﬂﬁlﬂﬂﬁ')ﬂ”9\i TCP Connection NIAAYY 1FU u‘lumu‘um RST
139 ACK bit set
o o @ Y A s d o { a o . °
setup i]S‘/l'lﬂ'lfT\iﬁlﬁﬂllllWﬂlﬂﬂﬁLﬂﬂ%'\ﬂﬂ'ﬁWU'lU'm‘ﬂ'] TCP Connection ( AMUUA

SYN bit (1% ACK bit 1R 1MUA)
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¢ 9
o/

tepflags flags 9$V1A1da1i1® TCP header i comma UYNTIWNITUDA flags AIOH1NVDY flags N
120

avfuayufe fin, syn, rst, psh, ack, 4oy urg dmunsdiii ilim luduyes flag

y < v
Tszy 1 Yuau

2.4.3.2 MIUTAITNI1IVDING (Listing the IPFW Rules)

sliuuvesidadio

ipfw [-a] [-c] [-d] [-e] [-t] [-N] [-S] list

aafien flags Aannsolddsed

-a {4& M Fua AR 1vB9 accounting counters yuzifde listing

< Listrules Wugaiuudinsesu,

-d 1A dynamic rules ‘?‘iuﬂnmn static rules.

-e {Wuns1¥s21) expired dynamic rules f?m%'unsﬁﬁﬁmiszq flag 1y -d

-t UerAIIAIGAMOAIMTUUARE chain entry. &4 fist 49917077 AT AU input syntax
#1900 ipfw(8) .

-N 191491 addresses 11ag service names ﬁﬁﬂﬂuﬂ

s wansmnimunvenansng dflag Tiildszy ngilildes lieglu st

2433 mgaimdlumsvidyeves IPFW (Flushing the IPFW Rules)
sluuvesiidsio
ipfw flush
fdeifoz 19 unsvaes firewall chain anuanssniiu ludvesfidiuem default policy
YDUABILA (index 65535) AaNAITsETATTIafe A1 default deny policy Sand0gaUNTINLTMS

{RUAT firewall chain L‘l’l'1"lﬂ1ui Uy

2.4.3.4 M3AVAINIIHY IPFW Packet (IPFW Packet Counters)
sUunumdanls fie
ipfw zero [index]
-: g A 14 ] ' W ] °
packet counters 3zgnauiaianuadie hifin1sszyn1 index uad 1AFuMsszyfitindex 927

] bd
MIAVMNIENA MM index HiU
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2.4.4 fee1a3smMIlT UM
Vo o . 2 Aq ¢
ms gfdalunis Deny %)} packets 910 evil.crackers.org €4 port 714 telnet ¥4 host
nice.people.org:

# ipfw add deny tcp from evil.crackers.org to nice.people .org 23

faetnetantezitiums denies uaz logs )] traffic Y83 TCP A9 crackers.org network (a
class C) 019 1n509
nice.people.org (¥)N°] port).

# ipfw add deny log tcp from evil.crackers.org/24 to nice .people.org

&1lidoan15 19 1nsda X sessions A9 tiarsanmeiu

v ]
Qo

(subnet of a class C) Mdsndudulumsldfe

# ipfw add deny tep from any to my.org/28 6000 setup

waldluns 9 accounting records:
# ipfw -a list

y ¥y
n3olugiidadun

#ipfw-al
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3.1 HUVU IR UFIUIAAVDITZUY (Conceptual Models)
msannziszuumIfimuanguesiniiead Ins1eH lave fiy OMG-Unified

2 o a a ' @ ¢
Modeling Language (UML) maﬁsmumm)mmuu1ﬂmlmszummmam'ﬂu 3 Yuuoy ﬂﬂﬁ

v
3.1.1 Use Case Model 1ﬁuﬂ1sa§u1uizummﬁwuﬂ

{_ Create User Profile
Create System configuration
_{_ Login Firewall

p-

’
- o

%
s
/
g
s

A Create New Rule ).
Edit Existing Rules )~ \\\
\\‘\\ \\\

Delete Rules ) )
\ ‘\“\\ \;”"\-_, »» %, P
~~(_ Activate all Rules < N
\\\\\\ |
N\E i v Momtor status RU'es ER— i EE——— -
N\ N Set Factory default ) 4
N\ Reboot System )~
\\ i

(' Backup Rules

-
s
4
ety
<)

-

/ I

Administrator \\ ;\Q\ .
\ X
\\\ \\\\
R N \,
\ %

\\\
A

\\

\ ¥

IP Firewall

N\

’
s

9
N
N N\
N
\ O\ \ N\
NN\ \
LN\
O\
\ X
N\
N\
N
N

\

\,

Load Rules -

\
Client PC

(' Restore Rules Script file on

v v
51 3.1 4AAY Use Case Diagram szvumsandang left 1W§read



USE CASE DESCRIPTION

Use Case: Create System Configuration

Brief Description: v2iumsimuamimsldnuvesszuy Tasezsinisiiufindr Hostame,
Domain, DNS Servers

Actor: Administrator

Precondition: 321V I4TNMIAMLAS Login Taold default login voeszundsansnms 1y
Admin

Basic Flows:

1. Administrator (38 Web page ‘ﬁlmﬁﬂﬁ M5 ﬂem’fmga Hostname, Domain, DNS Servers
2. Person inmistiufindoyadigszuy

Alternative Flow: -

Postcondition: -

Use Case: Create User Profile

. ) o = a A4 o yqw
Brief Description: 9291585719 Username 1iag Password 5’mmswaxmuﬂmmnmﬁm
Actor: Administrator

1 o ) Q(
Precondition: §199119d0011n13 Login ihgssuunaz 185udnsmsldenuiiv Admin
Basic Flows:
. . o ‘g & o y v a8 d' o
1. Administrator {390 Web page YUINONINTTATNUDYD 510aIDYAINYINY Username LAY
4 a
Password voa vz lidnsidn sz

b4 1

2. Person Himsiuiindoyadigszuy

Alternative Flow: -

Postcondition: -

Use Case: Login Firewall

Brief Description: 92%11137579881 Username iz Password Tiilagluszuumniela
Actor: Administrator

Precondition: §l¥nuszdecl&Tumuitndeldifudidnuszuuuas 185uantmsldifiu
Admin

Basic Flows:

30



1. Administrator (300 Web page Suftorhins Login oif119amszuy
2. Yimstlou Usemname uag Password vosfazidrldszuu

3. szuuhmIATINdeUANgNABIvBIdeya

4. foyagndenimsdldaudiudequesssuy’ld

Alternative Flow:

31

° 1 b ° g a .3 a 1
3a. izu‘u‘n‘mmns:1%ﬁanuz’hmn"luwu'uaga%zmmmﬂﬂwammNﬂwa1ﬂwuaxnam%'1q

4
M3 Login 1139nn354

Postcondition: -

Use Case: Create New Rule
N . e ° g ] o ° '3 4
Brief Description: 9viin1sadungang vz ldlumsiavesiwsiead
Actor: Administrator
1 g = A(
Precondition: {1¥9119zdBa M3 Login ¥hgszuumaz 185udnsmsidaudiu Admin
Basic Flows:
N A 4 A s ¢ io
1. Administrator (36 Web page Yuioriimsadiangvesiniaead Ineflondeyaiisuily
Y IP Source, Port Source, IP Destination, Port Destination, Protocol, Direction, Interface
2. arndsungiziinmsinyhgndessamdnmsadiang
3. Tmaunguaziiuiinngimindngssuy
4. sTUULWANITANNG
Alternative Flow:
4 o ¥y ¥ ) a 2 10 o &
2a. mangivmsaialigndes szuussuaasdenuianwaiaduuas luimsiuinna
Postcondition:
A o Y v 2 & . o < a o
1. agiiimsadeszgminiin 3 lussuumiesents Activate maviinuvseziiamsim

aungh ldeds i

Use Case: Edit Existing Rules

Brief Description: wﬁ1ﬂ1mf’1"l.un;]¢i1m°?;"l¢’{ﬁmiﬁ%'w"l%'ﬁqﬁﬁ%’n"lmiuazﬁﬁagjtﬁn
Actor: Administrator

Precondition: fl319zA8a1i1n13 Login Whgszuunag185uantmsldanuiiu Admin

Basic Flows:
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&4, ¥
1. Administrator (36 Web page diioriimsSongngianuadignasis
A P o [
enngneziimslivilge
o as Jd 4
mmsifudgauazudlung 1Wsqead
asaeungivhnsud luigndesmumdnmsaieng

wimstiuiinagi lasumsud ludigszu

o w oA WP

szuuudananstiufinng i 1dsumsud lolni
Alternative Flow:
A o Y ' Y [y a 2 1o o &R
4a. ﬁ'lﬂﬂ{]ﬂﬂ'lﬂ'liﬁi'lﬂvlug‘ﬂﬁﬂﬂ szu'uwu'c'rm‘uaﬂ'JmNﬂwmﬂwuaz"lu'nmﬁuuwnwa
Postcondition:

1. agiviimsudezgaiudin 13 luszuumssents Activate msshautauezifamsieu

Use Case: Delete Rules

[ ¥ v
Brief Description: 91i1m3aungana il lainmsadninsiadwiniuaznfieg @y
Actor: Administrator

1 -~ Q’

Precondition: §1#19zde9i1n15 Login idrgszvuuas 1asudnins ldemidiu Admin
Basic Flows:
) ~ d A4, ~ 3 ~ ¥
1. Administrator i30n Web page YuiovimsiSengngrianuangnadi
2. enngiiszinisay
3. asrvdeungheziimsaniannsoimsayla
4. hmsaunguaztiuiinwamsaudigszuy
5. szuuudawansay
Alternative Flow:
& o 5 & & vy ¥

3a. minagiimsauitlungiuguvesszuude iamwisgnau1d ssuvezuaasdony

14

Aawaraduuaz livhmsiufinwamsay

Postcondition:

1. ngivimsavszgaiuiin B luszuuiesens Activate msyhauleszfianisiiam

Use Case: Activate all Rules
o g ° 4
Brief Description: 1ziilansanvesszuniMiiead iumungh lagaadiamieudly
1 4
13

Actor: Administrator
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Precondition: #199M8zA8911N3 Login iddszunnag 145uanims 1fanufiu Admin
Basic Flows:

1. Administrator (380 Web page SuRommsdlamsldan W50ad(Activate)

2. szuuudawanmsidanmsl¥auszuynsaoad

Alternative Flow: -

Postcondition:

1. niennldtimsiden Activate iiollanisvauszuuaeiinmsads script rules tazadi

gy - 9/ a sg
gudeyangignldnueievu

Use Case: Monitor status Rules

Brief Description: ilz‘v‘i1ms{%'tm@,msﬁwmmmngw%’aunmdwqwﬁngﬁuﬁmu Tagazuand
§120 packets 1$1-80N TIASIFUNG LAZATNITA reset ANTITIUIUpacket Wanuaitrmud
2BAAINNG 138 reset MNTULTINIUpacket IANEAHUNNG

Actor: Administrator

Precondition: A19n1azABiNT Login ihgszuuung 185uAnims Famudiu Admin
Basic Flows:

1. Administrator (30 Web page i‘funﬁaﬁmﬁﬁun@,msﬁwmmmﬂgﬁwuﬂ

Alternative Flow:

la. @750 reset A1N131UT 1M IUpacket ﬁywuﬂﬁvhun’fwaﬂmuﬂg

1b. @IN15D reset ANITHUIIUIUpacket IAWIZAYUINAY

Postcondition: -

Use Case: Set Factory default

b 4 1
Brief Description: 1zvi1msaudeyaiamuauasndugaisuduvesssuuiiesemsimuasn

QU
Suduvesszunini
Actor: Administrator
T o - Q“
Precondition: {19usedeaing Login thgszuunaz1diudninisldanuilu Admin
Basic Flows:
« . < ‘3 A o A °

1. Administrator 1589 Web page YUINDNINITLIOADNNT W lulnua set Factory default

2. sTulantetusunsdeonldau
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3. szum‘hmﬁaummiﬁnmﬂgwnﬂuaznﬁ'm;r:finé‘uﬁ'ummszuu

Alternative Flow: -

Postcondition:

1. szuneznduindm default Suduvesszuu Taodeyaiiingldsumssmuanm 1ezgmin

s
A1TAUATDBNTINITZVUIINUA

Use Case: Reboot System

. . ae ° o [4
Brief Description: 9¥11017 reboot Ws70ad
Actor: Administrator

H L " Ql
Precondition: §191uazdeiims Login i$heszuuas18udnimsidauiiu Admin
Basic Flows:
. . <1 &I A o A °

2 Administrator (360 Web page Yuifioyiimstaona1sialuTnua Reboot System
3 szuunaamihedudumsifenldau
4 32UUNINT Reboot System

Alternative Flow: -

Postcondition: -

Use Case: Backup Rules
o ¢ 7 e
Brief Description: 3¥111115 Backup nmaa"lﬂﬂaaammmaannwf]u text
Actor: Administrator
1 g L) A‘
Precondition: f1911uaedeems Login hgszuunaz185uinimsidamuilu Admin
Basic Flows:
. . ) 3 A o A °

1. Administrator (360 Web page 4utipRinsiionn1sniauluTnua Backup Rules

1 M o (
2. denlasomeineziiufinnanms backup T4

8/ A o A g

3. sTuunaatstudumsienldau
4. szuvimstiuiindeyansivd
Alternative Flow:

[] o £ 9 3/ a Ag
4a. mﬂsz‘uu"lummmuu'ﬂmmg;aaa"lﬁ'ﬂzuaﬂwammwﬂwmmlu

Postcondition: -

Use Case: Load Rules
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° I'4 o { o
Brief Description: 92311115 Load IWdngueaTnsasad lasfipuuuaniitimuall
Actor: Administrator
L] .Y =Y Q“
Precondition: f1%1uaedea1Ms Login hgszuuuaz1dudninmsldanuilu Admin
Basic Flows:
. . < J A o A o
1. Administrator 38 Web page Jueinsienn s luInua Load Rules
1 1 ° (
2. Aenlalsanesnezyiins load 14a
° o o 9 9 & ' - v &2 o o
3. 52U load Mdlaetiufinaegudeyandewisamngfmetiuin3neundins
9
load N9YIUA
4. FTUULAAINANITIIIY
Alternative Flow:
(] 1 9/ - J
4a. minszuy hiaunsatuiindeynasldezuaasdennuiianaiaiu
Postcondition:
H ° ] o ' o 4 2
1. nyf1AnIns Load Jupnvzds liansaienidmuiingszy Basszdessenisdlams

I 5ead(Activate) Aoungasnanssyansoldld

Use Case: Restore Rules
. 1V - S o | A g oA A d
Brief Description: wiilunisfsdeyangnimasganiimsmauneunoziimandounlas
9! [ Ag o P | =)
un"luﬂamunmwmmnaumu

Actor: Administrator

A’

Precondition: #1113 A9%Ms Login hgszuunaz1dfufinnisldaudiu Admin
Basic Flows:
. . =) J A o A °
1. Administrator (38N Web page Jueimanenn1viauluTnua Restore Rules
2. tubumamsidonldaniluIvua Restore Rules
° g o @ 11 y { o

3. szupiimsiidamngnsidaundu ludmhdeuniieslimsn/doundawdlundy

J o L)

Yuuhaumileuay

Alternative Flow:

[]
) =

1 1 4 L g o
3a. winszu Wiamsefwwadeyadeumihiieslimsnldou/awd lundudmien1d
a 2
ruvzuaaIfonIAANIAYY
Postcondition:

1. ngildsumaseanduinldaussdlungiimeiinisFaunudy



[Check Existing Admin data proﬁla

|
[not found Admin data profile]

Create New Admin Data
[found Admin data profile]

Check Record Data

[complete data]

®

[not comp

——9(Conﬁnn Admin proﬁle)

ete data]

gﬂﬁ 3.2 @AY Activity Diagram 494 Create user profile
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Ghoose Create SysCon '

—anut System config data)

| Save input data l

@nﬁrm SysCon data complete]

g‘ljﬁ 3.3 1e1AY Activity Diagram Y94 Create System Configuration

fcancel]

37



[change Username]

38

[change Password)]

. \_-
Key in Username
"

(Show "Don't has Username‘) ( Key In Password '

[match]

[cancel] (Goto another System)

Ghow “Password Not CorrectQ

[not match]

[not found username]
\——Gheck Username & Password

[cancel]

@<

319 3.4 uaAs Activity Diagram 499 Login Firewall



(Choose Create New Rula

[Select Dynamic and Static Rule)

[cancel]

w/
anut Dynamic Data) anut Static DateD

Check rule syntax \

20

(Add rule to Database

v [Error :Show message errof]

Conﬁrrn create rule oompleﬂ

Create Script file

&/

.

gﬂﬁ 3.5 uaay Activity Diagram U84 Create New Rule

39



{cancel]

l Select Rule to edit

Y

————anut Rule No. for search)

Select Rule

2

Change Rule Detail

o) Y

(Create Script ﬁleD Gpdate rule to Database)
V [Error :Show message error]

CConﬁrm edit rule complete)

j

le syntax

{

@

3'1]’?! 3.6 LA Activity Diagram 984 Edit Existing Rule

40
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Select Rule to edit

rlnput Rule No. for searoh)

N

Confirm for delete

[Y :Delete this rule]

[cancel]
' Delete Rule

[N :cancel]

[Conﬁrm delete rule complete)

[Error :Show message error]

@<

UM 3.7 uaAs Activity Diagram Y84 Delete Rule
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Input rules to orule table
with Index modutation

l Write to script file on firewall

@ewta all rules for active on ﬁrewalD——

Gonﬂrm activated rule complete)

[Error :Show message error]

NS

gﬂﬁ 3.8 LAY Activity Diagram U84 Activate all Rules

Select choice Status Log
Or active status

Active statu Log status

lnput status log to system) C“P“‘ active rules status

to system

\/

[Error :Show message error]

§‘L|ﬁ 3.9 LLAAY Activity Diagram 483 Monitor Status Rules
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Select Factory Default

Syscon allasname, user_profi And Input 2 base rules

—

Boot System to new confi gurallon)

Delete All from orule nrule j Cﬂelste all rule on firewall scdpt
lle

@

31]‘71 3.10 uarA3 Activity Diagram U904 Set factory default

(Select Path and file scﬁpt)

1 Insert rule detail to nrule table Create rule script file to fi rewall)

\/

|
[Error:Show message
Ghow Load rule oomple@ load rule not complete]

.

317 3.11 ueA Activity Diagram 484 Load rules
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l Select Backup '

(Create rule script file on web l

Show rule script file

319 3.12 uaA9 Activity Diagram 484 Backup rules

(Select Restore rules)

Delete all rules from nrule table
and Insert new rules from orule table | | Create rule script file to firewall
With last index modification.

|
[Error:Show message
Show New rule complete to restore | restore rule not complete]
And wait for activate

gﬂﬁ 3.13 A9 Activity Diagram U84 Restore rules



3.1.2 Structural Models
y ¥ [

4 .
Humsuealaseadredoyavesszuy §aluiiiild Class Diagram iWouanq

a c’: '3 '
Tnssadrdoyavesszuunisdndeng 1Wsaead

List
1.1
System Configuration
+Hostname
Administrator -IP Address
+Domain
1.n oG 1.1 1.1 +DNS Servers
—*+sendiogin +addSysCon
+rece|veAu'then() +editS¥sCon(())
+checkLogin() define +deleteSysCon()
+sendData() +addAlias() 11
+deleteAlias()
1.1 +sendConf()
Status Rules
= 1..1 1.1
.- AWA,_» 1.1
identify ¥ +Show status()
User <] +Reset counter()
IP Firewall Interface| +ReceiveLog()
P +1d +resetStatus()
g +Name 1.n 1.1 - 1.4
g +Description . Wt +activate()
_useharia +sendScript()
-password 1.1 +sendLog()
+addUser() If:gslc;:(’f 0
+editUser() +resetlLog()
+deleteUser() P 2
.n' .
§ Send script | 4 4
1
© 1..n
(7}
Rules
+Rule No
+IP Source
— +Port Source
1.n 18 +IP Destinatior_l
Script file on Client PC +Port Destination
— +Protocol
1.1 +Interface
+sendSfile() _— +addRule()
+receiveSfile() Load 1.n [+editRule()
+deleteRule()
+loadRule()
+backupRule()
+checkRule()
+searchRule()

4 a o ¢ ¢
31/ 3.14 uAAY Class Diagram s3UUMsARAINg lofi 1Wi30ad
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CRC CARD (Class-Responsibility-Collaboration Card)

Class Name: Administrator
Description: Efl%'sxw

o el a_ vq 3 w 1 s < ¥
Responsibilities: 'ﬂﬂl‘l‘b'ﬂﬂal‘lf URTTHUTHNIU Llﬁziﬂﬂ'liﬂi’]ilﬁﬂﬁ’dﬂﬁﬂ'lihf\i’m
Collaborators: User Profile
Attributes: UserName, Password

Operations: sendUserpass(), receiveAuthen(),checkLogin()

Class Name: User

Description: i’fagaé”h’fszun

Responsibilities: (Us¥a id no, ¥ uazvuaztﬁuaé"h’fi'mqu username 1% password
Collaborators: Administrator, IP Firewall

Attributes: Id, Name, Description, username, password

Operations: addUser(), editUser(), deleteUser()

Class Name: Client PC Y

Description: m?mﬁ‘lﬂj’ﬁums G script rule file
Responsibilities: iyl script rule uazaa g
Collaborators: IP Firewall

Attributes: -

Operations: sendSfile(), receiveSfile()

Class Name: Rules

o '4
Description: ¥8yang lofi 1W510ad

¥
LY

e eveie d ¢ dela
Responsibilities: mung"lﬂsaaaamﬂm
Collaborators: IP Firewall
Attributes: ruleNo, ipSource, portSource, ipDestination, portDestination, protocol, interface

Operations: addRule(), editRule(), deleteRule(), checkRule(), loadRule(), backupRule()
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Class Name: IP Firewall Interface

Description: "laﬁ"lﬂs”maf‘f ,

Responsibilities: (Ja-Tansiheamveangareg lu'iseaduasada-1Hu script rule file 1y
Fagnideyanguaziniesnneudsaniedaium Log A

Collaborators: Rule, Client PC

Attributes: -

Operations: activate(), sendScript(), saveLog(), reboot()

Class Name: System Configuration (SysCon)

Description: 1uf1doyav8ITzIY

Responsibilities: Lﬁ‘]Ji 10a218UAYDY host name, Domain, DNS Server, Time zone, NTP Server
Collaborators: IP Firewall

Attributes: host name, Domain, DNS Server, Time zone, NTP Server

Operations: addSysCon(), editSysCon(), sendSysCon()

Class Name: Status Rules

Description: uﬁmwamsﬁmwmﬂgmm
Responsibilities: HTAINANITHIINUYBINGANY
Collaborators: IP Firewall

Attributes: -

Operations: receiveLog(), showStatus(), resetCounter()
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3.1.3 Behavioral Models

Wumsuesnszurumsvesssuunsena lnvesszuy Tnsuesludnuasngnssy
) o 1 4 a A ) A a
Y935z uUNTEUUR e85 Faluffil4 Sequence Diagram iWoaTuwna lnvssszuuly

ANYUZNOANTIUUDITLUY

Administrator

sendLogin(Username,Password)

ok = checkLogin(Usemame,Password)
]

_[no match] Send Error Log In [match] Log In Success

-
[]
[}
[}
[}
]
[}
i
|
[}
|
|
|
[}
I
[}
]
[}
[}
1
[}
1
[}

L
]
[}
[}
]
]
[}
i
1
1

gﬂ‘?l 3.15 11orAd Sequence Diagram U494 Login Firewall Use case
11071091 3.15 ezidlumsuaaafian1siaves Login Firewall Use case lautile
AlFauszuudhunihmslFauTasmsileudeyaludiuves usemame 1ag password Tuga
Tudiuved user Heziimsasidadeyanazdmindeyagndesfezeyaalifidau

] 3 3 | o ° a 1
annsaldauszuyludiumeg 1Audd ligndesnszimsudsdonnuranainiu
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Administrator

sendLogin(Usemame,Password)

. -
[No Fnatch]_ Send Error Log In

~
N

}-----4

" Je~m—-A

ok= checkLogin(Usemame,password)

~| [match] send request add syscon

ok = addSysCon)

sendSysCon(hostname,|PAddress,Subnet Mask,Domain, DNS1,DNS2)

mmmmme e

retumn message ok()

i

—mme : N
1
)
i
1
i

_———eawd
e

3ﬂﬁ 3.16 uaad Sequence Diagram U84 Create System configuration Use case

1710 3.16 szuaaInsiaIuludIuues Create System configuration Use case 1auluns

o o 1 4 o g 1 )
waneszdeaiimsiloudoyaliudauves usemame uag password iWeIINMIATINTAABUI]
a Sy A VY aa Sy S o a 9 ' .
AnslFauszuuniehi Srlidni1Fnussuunezimsiudeyaluaiuye hostame, ip

address, subnet mask, domain, dnsl, dns2 Lﬂw’ﬁl

:Rules P Firewall Interface

Administrator

send data(R_no,lpSource.lpDest.ponSource,podD?st,protoeoI.lnleﬁace)
N

[]
1
1)
'
|
|
|
]
1
checkRule(R_no

2 i
[not OK]send error can not add .
Sao ipSource,ipDest,portSource,portDest,protocol,Interface)

fok] addRule(}

sendScript()

S
—-nen]

31]‘71 3.17 uaad Sequence Diagram Y94 Create New Rule Use case
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13U 3.17 szuanameiiauludIuues Create New Rule Use case Taondanindldldvia

msgensuihgszuuSoudesudinsimafiunguesivsoad lavfleudeyaludiuves ip

source ,ip destination, port source, port destination, protocol, interface <1041 Whdssuusazssuy

wihnsanudadeyafidudungszuuigedeme hivesudswamsadungunidiudle

E

Administrator

sendData(nule no)

v

Jermm e

ok = searchRule()

[found] send message found rule

sendData(detail rule)

T o
[not O;(] send error rule editing [P OKgFeheckRLEG
£y > {ok] editRuleQ)
sendScript()

L
[}
§
1

L
{
1
1
1
]
i

gﬂﬁ 3.18 ue¥a9 Sequence Diagram 484 Edit Existing Rules Use case

4 ° v 4 1 J
gl 3.18 uaasmsinuludanvesmsud lungii 1finsad e 1Aud Tnedldesdaves
i ° o ' 1 d 13
veengiivzvimsud luuazszuvezsiinsaseasudifinield dmudesdinsudlyiae
o a A ] § 71
Aimstleudoyarumieudlvdoyanimimhdudgszuuiensudnniugndeuas

LUVILUIINONTATIVADU
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Administrator

! |
i
= il
sendData(rule no) —l
[not ‘fa.lnd] send error not found t'h S rul
\\\\\ ok = searchRule()

~ao
~

[found] send message found rule

send message delete

$[not delete] send error
S~ deleteRule()

T2\ sendScript()

{delete OK] send message sucess to delete

B SA

i
)
1

31]‘71 3.19 UHARY Sequence Diagram Y94 Delete Rules Use case

g 3.19 urasmsiam ludinvesmsaungilainsadn3uda laod 1 davesves
a ° ° 1 a A ] o 9 o blﬁ 3
agiesihmsauuazszuusyiimsasisaeudiiniell dmunezldinsaung1d eimiu

izunwu%'q NANITNINY

4P Firewall interface

Administrator

I,__..___

sendData(activate firewall)

>

Tno( OK] send error messag;
\\\\\\\\ > activate(rulescript)

[ok] send message activate success

L.
1
1
t
1
1
1

gﬂﬁ 3.20 LLe¥AN Sequence Diagram Y84 Activate All Rules Use case
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¢=l ° v . é ﬂ 1 4' 9
91314 3.20 uarmenm s ludIuves Activate All Rules Use case Gaitfuduiiog14lums
o { ° 1 3 4 ° (] L4
smualdngi ldtimsada BBudniheu Taedldesdangianuad ldhmsadn1idhg s

'3 ° ° 4 S w °
2908uaz¥1MT active MIanves feadfungdinshinugndesssuuszudwants

N9

P Firew: e Statu es
Administrator H . i
: !
! 1
A e
send request
= sendlLog() ~
= ~Inot OK] send error message
~~~~~ 0 > [ok]Show status()
send display status monitor
mmmm - [ affedl, W FH ".¥ ]
~Show reset counter packet — — — — — — e ————— — Fr—————————

send request reset

> Reset counter()

sendLog()

v

[not OK] send error message

é. ______________ e mgatm — D Y ]
> [okjShow status()

i
i
[}
[}
¢

gﬂ‘ﬁ 3.21 11eYP9 Sequence Diagram Y89 Monitor Status Rules Use case

131l 3.21 waean1sie ludIuves Monitor Status Rules Use case Taoff149z1i1ns
o s & 8 o 2 o % o o ¢
request log 910 IS vadnimiussuufezsimsdedenIrduastinmsuaaskavesdenTnad
adao 7o o ' a - ad - 3
psdintiden IWaswawnnszuuannsahmsaummafuuazsnihimanualnidnais

4
w%’auﬁmﬁmmamusmiﬁnm



P Fir | Interface :SysCon iRules :Status Rules
Administrator 1 T I I
H a H |
send request factory default ! !
yes = resetLog()
send reset{ok]
& --~-gnd tequest factory default
' yes = deleteSysCon()
send delete SysCon [ok] |i
e - ————— 4
send request factory default
[P yes = deleteRule()
send delete all Rules [ok
PA— & ] . __._sendrequestiaciory default ______ S
L send reset status [ok] L
é_ __________________________ e L OUMAM N e LB b Feanlie I

el o

53

yes = resetStatus()

g‘l]ﬁ 3.22 119AN Sequence Diagram Y89 Set Factory Default Use case

1317 3.22 uaaen1vie ludauved Set Factory Default Use case 10 1998111015 request

o u’: ° ¢ 1y o’:
mimmumnsz‘uumnuuiz‘uuazmﬂmﬂﬁusmmwmsznuaaﬂW%'aumu%'eﬁmuzms

11914

gﬂﬁ 3.23 11AA9 Sequence Diagram Y94 Reboot System Use case

Administrator

send request reboot

5

display message reboot now

> [ok] reboot()
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1307 3.23 uaman131i19u udauve4 Reboot System Use case Tnuf 1992111013 request

° n’: ° a 1w o A o
ﬂ']i‘flN'lu%'lﬂiZ‘U’Ui)'lﬂuuizllil51371'Iﬂ’liﬂﬂﬂf)ﬂ‘i]qﬂi?ﬂﬁﬁlﬁﬂ‘l’nﬂﬁ reboot 32U

1P Firewall Interface ‘
Seript fife on Rules
Cllent PC ! T
: I ]
|send request backup rules m
:‘\ T - [ok] send script()
1 el b
| send eor backup [not ok]
| S~
: 10\\ > backupRule()
| sendbackup [ok] " T~o_
P PR 255
: receiveSfile(script text)

L
1
I
]
}
§

|
|
31]'ﬁ 3.24 (12/A9 Sequence Diagram U84 Backup Rules Use case

13U 3.24 uaramsire luduves Backup Rules Use case Tagf 199891013 request n3
o 0’: ° J a § o o’:
maunnszuunniuszuuszhnsadi ldassiifodrsesdoyangienuanazudawans

d1soedoya

User ;Rules
Script file on
Client PC ! !
! request load script !
send [ok] receive text script
sendSfile()
T B ~ I L

-~

1

1

1

1

I

I

[ - I

| ~[not ok] send error

| | I\\ > LoadRule()
I ~~

I

I -~
I

I

I

I

!

I

I

L
i
i
|

gﬂﬁ 3.25 ua A3 Sequence Diagram 993 Load Rules Use case
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9Ing17 3.25 uaman1si1uludauves Load Rules Use case T1auf 1492111013 request A1

a d o’a’ o a d 4 . 1
load 31 IWdemiuszuueeiing load an3ilIHdnnweses client if1gszuunazudonams

19U

;IP Firewall Interface Rules

[)
|
|
m
request restore old rules

. sendscript()

~[not ok] send error

R > LoadRule(old rule)

[ok] display old rules "~ _
e. _________ *._ _____________ N

M

: :

gﬂ‘ﬁ 3.26 LAY Sequence Diagram U89 Restore Rules Use case

91n317 3.26 uarasmsian Tud1ves Restore Rules Use case 1nuf 1992111015 request n13
o o L g o J Q’:
IUTINTZVY LAZITUUILING load npIngdayangAuiiorhduanldauniouna

udamansnia



3.2 Tnssadugudeya
& ° Jd I 4 9 ' vy v A
ifieaninluszuumssmuang ISreadiimanudeyaey 2 jluuualeiude
<
1 msnulugdgudeya

2 nsfudeyalugl IMdaeuitnwnse dansy

hostname

ip :

mask

dns1 alj‘ W t
dns2 f < %; P"/

opt_spec

_ipopt_spec
establish establish
setup Prof :w'-‘v"o = setup
tcp Proto_nm tep
tcp_flag Proto_desc tep_flag
n_tcp_flag S— n_tep_flag
icmp !cmp ty
keeg-gtgtee keep_state
limitt limitt
limit_amt limit_amt
limit_cond limit_cond
desc_rule g:sc:;;ule
daction on

- index_mod

31"7! 3.27 ua@f4 Entity/Relationship Diagram (E/R Diagram)
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¢ o o 3
mseenuuugudeyalduaainiuduiusuenisenieg 131u E/R Diagram

;4 Y
Azl 3.21 Fadsznoudiun1siedneg Asil

3.2.1.1 M99 user_profile

4 ¢
A15197 3.1 UTAINAAVYDIAI5 N user_profile

Fedeya Sewadeya viiadeya | Meuna

udifld ID Char(3) swaaviiglFaussuy

$odld Name Char(60) Foflan

Fwazua Desc Char(80) s1waziduavefidau

foondu Username Char(20) FofilFlumsdonduidhg
STV

s Password Char(10) sdarudigmsldnussuy

3.2.1.2 A19N syscon

5197 3.2 aAsTaduBIn1519 syscon

gedeya Ferwadoya yiiadeya | Mesue

éfﬂﬂ’d @ Hostname Char(20) é";aiaﬁ &

mlead lofiuoaasa Ip Char(15) f11 Host IP Address

fi1 Subnet Mask Mask Char(15) i1 Subnet Mask

oo Domain Char(60) Folamu

A1 DNSiF3Wnes1 | DNSI Char(15) Audsrlinesiliusns DNs1

A DNSIFiWNeT 2 | DNs2 Char(1s) | Audswnefiliusas DNs2
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3.2.1.3 11919 nrule

4 ¢
ﬂ'lﬂ\'l‘ﬁ 33 HaAINanvUIN1514 nrule

& v ) v a v o _a
¥odoya Ferundioya yiiadoya | MieBuny
@Yiing R_no Char(5) sHeaaving
o d a
siinvoeng 1Wi0ad | R_type Char(10) siinveangszyilu static
A )

' 199 dynamic

fdasau Action Char(15) fdanldhausuiuida

NENFY allow, deny 1HuAY

fmualing T Disable Char(1) smualingdidmua 'l

e aunsoinaud laolides
AUNYBININIWNTNG

TsTanoa Protocol Char(4) uaasanTas Tansafiozsins
A529001

A1 IP AUNI9 ipSource Char(40) UAAAT IP Address AUNI

A1 1P Yarena ipDest Char(40) uanan IP Address Ua1om1g

Amesaduna portSource Char(120) | tgtAgAImesadun1a

Amesatalna portDest Char(120) uarasmweiatatona

701UY U84 Source S_status Char(1) HAAAIADIUL not YBY
Source

ADIUL VO3 D _status Char(1) HARIATETDIUE not YD

Destination Destination

fdalog Log Char(1) werAAINSIAL Log

AN Direction Char(3) AT AN YRR AL AT

msasavaeuiiauiiy in, out

Suine e Interface Char(4) fdune e
11 Fragment Frag Char(1) mgmm'iﬁ’ ngﬁ'uﬁ"lﬁ’i’h packet
13119 Fragment usnueq
diagram
.. . . £ o WYY
f11 ipoption Ipoption Char(1) autym‘lwﬂmuq"lﬂm IP

header AF4AVA ipoption spec
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4 4 3
ﬂ'l?'lw‘l‘ﬁ 3.3 UaAIHaAvIM19 1 nrule (n9)

Fodeya Fewadeya viadeya | Mefuw

f1 ipopt_spec Ipopt_spec Char(16) 1 ipopt_spec 1% ssrr, Ist, 1,
ts

A01UL ipopt_spec N_ipopt_spec Char(1) a1z asaveeuniu

4 .
Roulvves tpopt_spec

A1 establish Establish Char(1) oynling Sug 1481 packet
1 é < 1
dudrunilsveansaade

14UV established TCP

11 setup Setup Char(1) aqnm“lﬁ’ng 1§ TCP packet
11l SYN bit 1 18] ACK bit

A1 topflags Tep Char(1) aygalingdug 1881 TCP

header A5V flag

fi1 flag Tep_flag Char(23) i1 flag Y04 tpflags 1%U fin,

syn, rst, psh, ack Ila% urg

AU tep_flag N_tcp_flag Char(1) fgoruzms hinsavaouai

Roulvues top flag

f11 Icmptypes Icmp Char(1) 11 Icmptypes

fi1 Iemp_type Icmp_type Char(38) fi1 type 194 Icmptypes

fi1Keep_state Keep_state Char(1) fi1Keep_state

f11 Limit Limit1 Char(1) 11 Limit

f11 Limit_amt Limit_amt Char(2) 11 Limit amount

f1 Limit_cond Limit_cond Char(1) aidou'luves Limit

frefueifieadiung | Desc_rule Char(80) uarnsfeSeRatungi
Smuat

agoulumuaction | Daction Char(40) uaasAuIou lumyaction
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3.2.1.4 119N orule

A19197 3.4 uﬁmﬂaﬁummsn orule

4 v 4 Y a v o a
¥edoya Yervndeya viiateya | Mefna
ung R_no Char(5) sWeainunng
yilavoang 1W510ad | R _type Char(10) silaveangszydly static
A .
139 dynamic
fidasw Action Char(15) fden ldihnusududida

NANFY allow, deny Hudu

fmualdng la Disable Char(1) fmualingiismuali

M ansoinuldTaslides
auUNYEBNIINTIWANIAY

TisTanen Protocol Char(4) uaasi T1s Taneafiozdhinis
A529e0U

A1 IP AUNW ipSource Char(40) ueasA IP Address AUNIS

A1 1P Uaen ipDest Char(40) uaaen IP Address 1a1en19

Anesadums portSource Char(120) | werssmasadums

Amesadatene portDest Char(120) | uarassmeiatalonie

07U YD Source | S_status Char(1) UEAAIMANTUE not VDY
Source

A0TUL V03 D._status Char(1) (HEAIAITATHE not VDY

Destination Destination

fdilog Log Char(1) weAIMMSAY Log

e Direction Char(3) LRIV LA AT

nsasavaoutiauily in, out

U Sia Interface Char(4) fhﬁuma{ M_ o

f1 Fragment Frag Char(1) ayanalingSug 1481 packet
Tils Fragment LTAUDY
diagram

711 ipoption Ipoption Char(1) oygnaldngdug 14d1 e

header ATINUAT ipoption spec
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o g v
15199 3.4 LAAINAAVDIAIN orule (90)

Fodeya Fewadeya viadeya | Miekue

f11 ipopt_spec Ipopt_spec Char(16) 11 ipopt_spec 194 ssi, lstr, 1,
ts

40U ipopt_spec N_ipopt_spec Char(1) A 1HEMs ATIvaeUAY

4 .
9ou'lyuns ipopt spec

fllestablish Establish Char(1) ayaalingdug 1881 packet
] é = 1
dludaunilavesmsaade

1Y established TCP

fn setup Setup Char(1) auﬂ,;m“lﬁﬂgﬁuﬂ TCP packet

13 SYN bit 1 13/3 ACK bit

A1 tepflags Tep Char(1) aygnalvingiug 14d1 TCP
header AF4AUM flag
i1 flag Tcp_flag Char(23) fi1 flag V01 tepflags 19U fin,

syn, rst, psh, ack 1O urg

A0S tep_flag N_tcp_flag Char(1) AU Ms Wingavaoun1N

A
Rou'lvuea tep_flag

f11 Icmptypes Icmp Char(1) f1 Icmptypes

fi1 Iemp_type Icmp_type Char(38) f1 type YB3 Icmptypes

fi1 Keep_state Keep_state Char(1) fi1Keep_state

f1 Limit Limit1 Char(1) f11 Limit

fi1 Limit_amt Limit_amt Char(2) 1 Limit amount

1 Limit_cond Limit_cond Char(1) aifou'lvues Limit

frefuwifieatiung | Dese_rule Char(80) uﬁmﬁm%’mmﬁmﬁungﬁ
f'imuﬂifu

Adouluavaction | Daction Char(40) uaassudou luavaction

f11 Index modification Index_mod Char(2) f11 index modification




3.2.1.5 M3 port

4 ¢
A5 3.5 LTAIRAAUBIATTN port
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& v 4 y a v oA
¥ovoya ¥eivnvUsya yHaveya A18511Y
a o Y I’s
TUANDIA Port_no Char(5) INANBIA
Yonein Keyword Char(20) Yonoin
Protocol Protocol Char(11) alisTanea
frefurunein Port_desc Char(120) firefuonein
3.2.1.6 A19) aliasname
M13197 3.6 LAAINAAYDIAI aliasname
A v 4 y a v o _a
¥eoveya ¥elunvsya yHAveYa fA1vsue
) .
Foisun IP_range Alias nm Char(20) ¥oisun IP_range
fi1IP_range IP_range Char(40) f1IP_range
f195U16 IP_range Descl Char(80) #1851 IP_range
3.2.1.7 13N protocol
P ¢
M3199 3.7 UAAIHNaAYDIA15 1 protocol
a4 v 4 y a v o, a
¥eveyn YolunvUeya sHavsya A18511Y
v 15 Tanoa Proto_no Integer(3) v s Tnnoa
svialdslanoa Proto_code Char(11) sialdslnnoa
; 3
¥olUslanen Proto_nm Char(11) ¥olisTnnoa
swazduaTUslansa | Proto_desc Char(80) swazdvallsTanoa
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3.2.1.8 @313 CIDR 1¥177inA1 Class Inter Domain Routing

A15197 3.8 LAAIRAAYD9A13 19 CIDR

Fodoya Forwadeya viiadeya | MeSuw

s CIDR CIDR_Prefix Char(3) 3¥ o CIDR

f1 Mask Mask Char(15) 11 Subnet Mask

f1 Total IP’s Total IP Interger F$1UMU IP Address HaMuR

f1 Usable IP’s Usable_IP Interger 181191 TP Address fimnsa
114

f11 Number Of Class NOC Interger A191UUYOA Class

fnqudeya gp Char(1) fngquieya




322  msesnuuvinssadidlnidnsuilnnie lvdansy

64

3191 3.9 yaasiasves Iaseade Idaeuilnnse INdansy (ipfw.rules)

Fodoya Ferndeya yiadeya | Meduwe

mdadiung 1§ Add Char(3) srdaiillumsiiiung g

7008 1908 “add”

uding R_no Char(5) sWanaviing

frdasau Action Char(15) fdsildvinausufudd
NANU allow, deny dludu

fdaLlog Log Char(3) uarAIf MY Log

T1lsInnea Protocol Char(11) uaaei s Taneafiozsins
A539001

ADIULT YD Source S_status Char(3) HAAINIADIUE not YD
Source

f1 IP AUNY ipSource Char(40) AR IP Address AUN1

Amesaduna portSource Char(120) U INesAduNI

aD1UL VDY D_status Char(3) UAANAIAA UL not VDY

Destination Destination

A1 1P Yaremis ipDest Char(40) (ueagn IP Address Yaong

Amesatatonia portDest Char(120) uerasmnesataene

NANIY Direction Char(3) (ernsenieveauiafiafivh
n15as9eouTA LY in, out

dumesia Interface Char(4) At

11 Fragment Frag Char(4) Ell{iymiﬁ'ﬂ;] 5‘1]?;!:"[5’51 packet
1314 Fragment usnues
diagram

f11 ipoption Ipoption Char(8) aygnalingdug 1dd 1P
header AS3AVAM ipoption spec

f11 ipopt_spec Ipopt_spec Char(16) i1 ipopt_spec (U ssrr, IstT, 1T,

ts
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MR 3.9 uaasitasves Tnssad1e Mdneuilnnie Idan3y (ipfw.rules) (Ae)

Fedoyn Forndeya ¥iiadeya | Mot

H01UZ ipopt_spec N_ipopt_spec Char(1) fanIueMs hinsvaoua
fa‘au"lwm ipopt_spec

#1 establish Establish Char(11) ‘e'J'LQiIg‘Iﬁiﬁﬂ;]%‘Uﬂﬂﬁg 1 packet
fudrunilswesnisiane
1411 established TCP

fi1 setup Setup Char(5) oyaaling g TCP packet
11 SYN bit ua laifl ACK bit

A1 topflags Tep Char(8) aygnalvngdug 1461 TP
header A53AUM flag

11 flag Tep_flag Char(23) f11 flag Y94 tepflags 1% fin,
syn, rst, psh, ack LIQ% urg

fAnIUE tep_flag N_tcp_flag Char(1) fgaiuzms lasTveounIN
idoulvued wep_flag

fi1 Icmptypes Iemp Char(9) f1 Icmptypes

f11 Icmp_type Icmp_type Char(38) f11 type ¥84 Icmptypes

fi1 Keep_state Keep_state Char(10) f1 Keep_state

11 Limit Limit] Char(5) f11 Limit

f1 Limit_amt Limit_amt Char(2) f11 Limit amount

fi1 Limit_cond DPimitcond Chax(1) fudou'lvues Limit

ateulunaction | Daction Char(40) uarnenlon lvawaction
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5197 3.10 uaasianves lnssadn Iidreuiinnie Indansy (rule_backup.txt)

Fedeya Feradeya yiiadeya | Mefuw

mmﬁng R_no Char(5) sﬁmmlﬁﬂg

yiinveang Irsiead | R type Char(10) siinveang sz static
%50 dynamic

fdasan Action Char(15) fadan s wsumds
NENIFY allow, deny 1Hufn

fvualing T Disable Char(1) gamualingfidimuala

M amnsoiauldlaslides
AUNHOBNIINTILNING

s Tanoa Protocol Char(4) uaass s aneafinzyians
ATI900Y

A1 IP AUNIY ipSource Char(40) UarRIn IP Address AUNIS

A1 1P Yarens ipDest Char(40) ieR9A1 IP Address Ya1on

ANBI AU portSource Char(120) uarasmmesaduna

fmesataronia portDest Char(120) | trarmeswesatatems

#DI1UE YD Source S_status Char(1) UAASAINAIUS not YD
Source

AL VD9 D status Char(1) HAAAIEDIUL not YD

Destination Destination

fdalog Log Char(1) UerAAINISIAL Log

N Direction Char(3) aAefiemIve LR ARARin
Msnsr9aeuilAuily in, out

dumesiva Interface Char(4) fdume s

f1 Fragment Frag Char(1) auq;m‘lﬁ’ﬂgﬁ'uﬁ"lﬁ't’lﬁ packet
12119 Fragment usnuoq
diagram

711 ipoption Ipoption Char(1) aygnalingdug 1461 1P

header ASAAVA1 ipoption spec
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M13197 3.10 waasiadves Inssadi Iidneulnnie Indansy (rule_backup.txt) ()

Fodeya Fewadeya yiadeya | Mesue

f ipopt_spec Ipopt_spec Char(16) 1 ipopt_spec (%Y sstT, Istr, 1,
ts

ADIUE ipopt_spec N_ipopt_spec Char(1) feIuLMs hinseaaunIy
{deou'luve ipopt_spec

f11 establish Establish Char(1) 81{€g‘|¢l1ﬁﬂ§ﬁﬂﬂﬂ¢’fﬁ‘l packet
fudunilsvesnisinde
1111 established TCP

A1 setup Setup Char(1) oyen 103 Yug TCP packet
#i1l SYN bit e 1ai5 ACK bit

11 tepflags Tcp Char(1) aqtym‘lﬁ'ng%uq’"lﬁﬁﬁ TCP
header @530 flag

11 flag Tcp_flag Char(23) fi1 flag Y04 tepflags (FU fin,
syn, rst, psh, ack Q¥ urg

fAOIUL top_flag N_tep_flag Char(1) AT uEmMs Winsvaouniu
dou'luven tep, flag

fi1 Icmptypes Icmp Char(1) fn Icmptypes

fi1 Icmp_type Icmp_type Char(38) f1 type Y99 Icmptypes

fi1 Keep_state Keep_state Char(1) fi1Keep_state

fi1 Limit Limit] Char(1) f11 Limit

f11 Limit_amt Limit_amt Char(2) 1 Limit amount

f11 Limit_cond Limit_cond Char(1) fidouluves Limit

fefuuifeatung | Dese_rule Char(80) udasieuneifeatungi
fmuady

adoulunaction | Daction Char(40) uaasAuou luamaction

neme rule_backup.txt nolunideyaudazaszAudoyadie “s#” uazsudeyausazng

At “$8” AMTUAI0619904 rule_backup.txt § 141N MARMIN 9
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mavasnldsunsumssmuanguedliiiead

TumswannTsunsuszuumsdmuangueslniaead 18iinsdmuaunums

v
WaIu1 Agil

4.1 msnuwulfiiaam

4
a waa Jdo 1 °_ o
ladenldsyuualfidmsuazaeduasasde i (@usoemswazideadiay

4 a & v o
dunoulumsanaauazunasnuives Isunsu "lﬁ'mnmﬂwmn )

1.

szunl§URn191aenly FreeBSD 5.4
a oA a Ja [ n (] ] 5 Pl
dhuszvupd§iiamaunugiadn laTuanuiisuediunsnaty uaz lidewudy
y ]
A 19910 Tasszuval §fiiAns FreeBSD udluszuualfiiamsfitinamlasasugandt
S2UUYINFUY Open Source 129 11
d
vanduaflWsieaaidenly IPFW

I o o awa {
Hurerduas M readiannsariinususzud§iianis FreeBSD Tauii

]
1 o

IPFW szi1nuedlu ineduavesssuul fifims Selidruiidadedugldauuy
command line Tavfl§amszdeshmsiunoaungdensidid
Buiddinesfisesfumaianves PHP 1oy MySQL iflenls Apache 2o 981 2.0.53

Apache WugeniITd s IHUIMs S ET W05 (HTTP/Web Server) MU
nalisTanoa HTTP Tnodluyeniasuuy Open Source anansatinnldan1dTanls
fialdee
ForIin 1y [@enl¥ PHP 183vu 5

PHP Extension 111 scripting language ﬁﬁwms’ aufiu HTML Taoaanse
@ouumsadhla I HTML Tao PHP 1514 Open Source fianunsaldldfunaten
seuvlfiiaas lidweidu windows, Unix, Linux uazdeannsasessunmsaadedy
gudoyaldnauyiia
yeyidiniszuugudoya @enl¥ MySQL et 4

MysQL dlu Tusunsugmdeyadionldiueiuumsnats uasiilse@ngam

annsarinnldmaunu IlsunsugudeyaiifismiholuGandsdld
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Y
42 manuwulassaievesszuy
{ ° s o o Y
Taseadravesszuuiisniner Isreadunldam ldtinsesnuuy 13 2 dnvue fie
Y " a o ¢ ¢ I Ao ! iy (¢ P
o gluuuii 1 ashinsdadaluiieaduuniesiivimihiiilu Gateway TaoiTWi0adil
° Y a @ d' o 9 A A ' 9 9 a 4
wimhidudumuiiezideyannmeueniiniesgnuiedesmanllasn s
o o § { ] J (] ]
Joadazimfinges packet vzruidhoon uazgi packet lar 1dnse li'ld
wanslugzildi 4.1) sztuldiuniesgnireszeen luiidumesiialdvzdoain

v
ponlune WS readmniy

FIREWALL

3 4.1 uarmaTassadamsidon Insread ludnuaizi 1

Y o a Su (¢ ¢ 4 a ¢ a H
o jluuwi 2 wihmsaadeiWiaeadumniesnenfiuneinliuins idesmsaiu
@ Y ' { a 3 a [l o ¢ &
Yaeasugs TasinTeagnirviiszidfiauimsiug wisunlduinsiuiniiead &
3 Jd ° § { [l 1 [
3510089zt mi7ingea packet Nazrmidioen uazgirezeyanald packet lar

IdnTe 118 (aaslugilii 4.2)
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FIREWALL

q1fii 42 uaaslassadrensldauIsaeadludnpaigh 2

43 m3Budumsl¥oulidread IPFW
fovftizisu I numenaind PFW sedeaihmsamsidou PFW dsogluinesiua
voeszulfiAn3 FreeBSD Aou Taonilunenilnvosnesuuaues FreeBSD Undezifiuegi
uils /usr/sre/sys/i386/conf/GENERIC 3 huntluiivzifumAnoasve R 11AYDS FreeBSD
aalan3014910 FreeBSD lutnednuae @y msvi1lWs20ad (Fire Wall) Mm@
wadndinuTils Tareaotp) niomnudiaGadioamans umdu(nat) Wudy
msnon nanesuuadaInidestdesinmsudniluuily /ust/sce/sys/i386/conf
/GENERIC ua:sﬁmﬂumiﬂmﬁummﬁﬂwmﬂ%'masv‘hmsﬁﬁmuﬁuf:"l”;:’htl“l%'ﬁﬁqf:
L foot Him3ad1alasANe3 4o kemels Aaufda
#mkdir /root/kernels
2 famsfaaonuila ust/sre/sys/i386/conf/GENERIC 11137 laisAne3 /root/kemels
& 001191 MYKERNAL d2uf1da
#cp /usr/src/sys/i386/conf/ GENERIC /root/kernelsyMYKERNEL
3. adraufluAanlasANes /ust/sre/sys/i386/cont/ 193177 /root/kernels/MYKERNEL
Arofd
#cd /usr/src/sys/i386/conf
#In -s /root/kernels/ MYKERNEL

& 4 . i
a9 0. varzfiansoeziinisud luudly rootkernels/ MYKERNEL 10111015



) J 9 [ 9 ay y
aouilnuazlsulunesuualisessuiumsldauawiidesnsd

Vv
4 msaoudinnesvaluuiuneuiinveunesiuadiveeduse lad

a - 1 d 4 A a Y 3 4
M1319N 4.1 u'dmﬂam'nmu‘ummmaﬂmm‘1u"lvlamasmamnuanu"l‘vhmaa
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fiaen ANUTIY
options IPFIREWALL Wal¥lims 19au IPFW
options IPFIREWALL_FORWARD 1152008 madeAo packet
. Jyad o 4 4
options IPFIREWALL_VERBOSE TWifudenveslWsroaaas syslog

options IPFIREWALL_VERBOSE_LIMIT=100 fnuasiauvesdeniinziiimsdedon s

syslog YB3V

options IPFIREWALL DEFAULT TO_ACCEPT | 14lun3dieams deny IRW12 packets, ports 110

o v
protocols Nfnua 13

Options IPDIVERT ¥ unsdidesmsifinsesimnduNAT

5. psnon nABSILAYEY FreeBSD aunsanow 1w Saundanolalil
o YR IiAN03 Austisre/sys/i3s6/cont fiou Tasldmida
#cd /usr/src/sys/i386/conf
o GunTisunsy config tierhmsnoudinnesiua
#/usr/sbin/config MYKERNEL
® n’h"lﬂ'v”i"lﬂ"le’\'w NS /usr/sre/sys/compile/MYKERNEL
#cd ../../compile/ MYKERNEL
e aou'lwaesiua
# make depend
# make
a_ & ¢
® GAAAUADIIUA
# make install

9
6. ﬁmﬁuf’f"l*\mﬁu Jetc/re.conf A9

firewall enable="YES" # Set to YES to enable firewall functionality

firewall script="/etc/rc.firewall" # Which script to run to set up the firewall

firewall type="OPEN" # Firewall type (see /etc/rc.firewall)

firewall quiet="NO" # Set to YES to suppress rule display
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firewall logging="NO" # Sef to YES to enable events logging
firewall flags="" # Flags passed to ipfw when type is a file

td v v

a @ a o o y 4 J J
7. Augaduasumsasdaliiimsyanseuieldaulviead iPFw

o P o d Yy dy ° A A qu o o

HIBIHE naanniinen lwaesiuaiwdindesihimsyanseaie lFnuneiiuaiisney

v & n’: a a o ° ] 9 9
Inlny Feurenssorafannuianarannmsaey lwaesmai v liawisaldauszoy1é
é ° & o VA @
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00100 4174 551308 allow ip from any to any via lo0

00200 0 0 deny ip from any to 127.0.0.0/8

00300 0 0 deny ip from 127.0.0.0/8 to any
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65000 160037 70649800 allow ip from any to any

65535 0 0 deny ip from any to any
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00100
00200
00300
00400
00500
65000
65535

allow ip from any to any via lo0

deny ip from any to 127.0.0.0/8

deny ip from 127.0.0.0/8 to any

allow ip from 192.168.0.0/24 to 192.168.0.0/24
allow tcp from any to any via tun0

allow ip from any to any

deny ip from any to any
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A System Logs - Microsoft Internet Explorer

Fle Edit View Favorites Tools Help : ’ ”
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)

C
C:\Documents and Settings\tunyaluck>ping 192.168.28.3 -t

Pinging 192.168.28.3 with 32 bhytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
from 192.168
from 192.168.2
from 192.168.2¢
from 192.168.%
from 192.168.2 y -
from 192.168.20. 1 time<{ims
from 192.168.20. ytes= time=1ms TT
from 192.168.20.3: 32 time{ims
from 192.168.208.3: 2 S time<im
Reply from 192.168.208.3: bhytes= time<ims ]

Ping statistics for 192.168.20.3:

Packets: Sent = 16, Received = 18, Lost = 6 (37% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = 1ms,. Average = Bms
Control-C
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A1513uaa3M CIDR: - Class Inter Domain Routing

CIDR _ Number of Class C
Subnet Mask Total_IP's Usable_IP's

Prefix3 networks
255.255.255.255 132 1 1 1/256th
255.255.255.254 131 2 0 1/128th
255.255.255.262 /30 4 2 1/64th
255.265.255.248 129 8 6 1/32nd
255.255.255.240 128 16 14 1/16th
255.255.255.224 127 32 30 1/8th
255.255.2565.192 /26 64 62 1/4th
255.255.255.128 125 128 126 1 half
255.255.255.0 124 256 254 1
255.255.254.0 123 512 510 2
255.255.252.0 122 1024 1022 4
255.255.248.0 121 2048 2046 8
255.255.240.0 120 4096 4094 16
255.256.224.0 19 8192 8190 32
255.255.192.0 118 16,384 16,382 64
255.255.128.0 17 32,768 32,766 128
255.255.0.0 /16 65,536 65,534 256
255.254.0.0 15 131,072 131,070 512
255.252.0.0 14 262,144 262,142 1024
255.248.0.0 13 524,288 524,286 2048
255.240.0.0 n2 1,048,576 1,048,574 4096
255.224.0.0 /11 2,097,152 2,097,150 8192
255.192.0.0 /10 4,194,304 4,194,302 16,384
255.128.0.0 9 8,388,608 8,388,606 32,768
255.0.0.0 /8 16,777,216 16,777,214 65,536
254.0.0.0 n 33,554,432 33,554,430 131,072
252.0.0.0 6 67,108,864 67,108,862 262,144
248.0.0.0 15 134,217,728 134,217,726 1,048,576
240.0.0.0 14 268,435,456 268,435,454 2,097,152
224.0.0.0 13 536,870,912 536,870,910 4,194,304
192.0.0.0 2 1,073,741,824 | 1,073,741,822 8,388,608
128.0.0.0 " 2,147,483,648 | 2,147,483,646 16,777,216
0.0.0.0 10 4,294,967,296 | 4,294,967,294 33,554,432
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user

+ User_id
- Name

- Surname
- E _mail

- Phone

+ Get_name()

+ Get_surname()
+ Get_email()

+ Get_phone()
+ Set_name()

+ Set_surname()
+ Set_email()

+ Set_phone()

+ New_user()

311 1 uaasna1adiege 1



gl 1 aunseadiemsivesnaia ldasil

£ 4
v A

Create Table User

( User_id Interger(4) Not Null,
Name Varchar(50) Not Null,
Surname Varchar(50) Not Null,
E_mail Varchar(50) Not Null,
Phone Varchar(20),

Primary Key User_id

)
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Null n50'lai
Address_item Address_book
Add_id *| Adb_id
Adb_id User_id
Name Display_status
Surname Get_item()
Email Search_item()
Get_name()
Set_name()
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Create Table Adress_item

(Adb_id
Add_id
Name
Surname

Email

Int(4) Not Null,
Int(4) Not Null,
Varchar(50) Not Null,
Varchar(50) Not Null,
Varchar(50) Not Null,

Primary Key Add_id,

Foreign Key
)

Adb_id References Address_book(Adb_id)
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11031 3 @ wrsoad1emIsie Man 4o Woman nduiusiusdl

Create Table Man

( Manld Char(10)

Womanld Char(10),

Primary Key Manld,

Not null,

Foreign Key Woman_Id References Woman(Woman_Id))

Create Table Woman

( Womanld Char(10)

Primary Key Womanld)

Not null
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Officer 1.1 I.1 [ Manager

manage
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91031 4 @W150a519A1519 Manager 10 Office NAUNUTAUATH

Create Table Manager
( ManGid Char(10) Not null,
Officeld Char(10) Not null

Primary Key ManGid
Foreign Key  Officeld References Office(Officeld))

Create Table Office
( Officeld Char(10) Not null
Primary Key Officeld)
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Teacher 1.1 0.* Student
Teach
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91031l 5 @150e31901519 Teacher 1A Student 1AAI]

Create Table Student
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( Stdid Char(10) Not null,
Tchld Char(10) Not null
Primary Key StdId
Foreign Key  Tchld References Teacher(Tchld))

Create Table Teacher
( Tchid Char(10) Not null
Primary Key Tchld)
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91031 6 AW150a51971519 Student AT Subject 18
Create Table Student
( Stdid Char(10) Not null,
Primary Key StdId)

Create Table Subject
( Subld Char(10) Not null,
Primary Key StdId)
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Create Table Std_Sub
( Stdld Char(10),
Subld Char(10),
Primary Key (StdId, Subld),
Foreign Key  Stdld References Student

Foreign Key  Subld References Subject)
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employee
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engineer
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Create Table employee

( Empld Char(10) Not null,
Name Char(30) Not null,
Surname Char(30) Not null,

Primary Key Manld)
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Create Table engineer

( Engld Char(10) Not null,
Memld Char(10) Not null,
Empld Char(10) Not null,
Engtype Char(10) Not null,

Foreign Key Empld References employee(Empld))
Primary Key (Engld,Memld))

4 o v d4a & o 4 .
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Create Table employee

( Empld Char(10) Not null,
Altld Char(10) Not null,
Name Char(30) Not null,
Surname Char(30) Not null,
Primary Key Manld)

Create Table Sub_employee

( Subld
Engld
Altld
Foreign Key
Foreign Key
Primary Key

Char(10) Not null,
Char(10) Not null,
Char(10) Null,

Engld References engineer(Engld))
Altld References employee(Altld))
Subld)

Create Table engineer

( Engld
Empld
Engtype
Foreign Key
Primary Key

Char(10) Not null,
Char(10) Not null,
Char(10) Not null,

Empld References employee(Empld))
Engld)
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1. 1WYMHMUAAIYBITLUY (System Configuration)
2. wymsiiu¥ed1§uszuy (User Profile)

mym3afranguealnsiead (Rule Editing)
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4. wymstmualingnanuaiiay (Rule Processing)
5. WYUAAINITHINIUYBNG (System Monitor)

6. WYMTINAY (System Admin)

MINNUANIVOIIZU (System Configuration)

94

Taseunsomruanvesszuy 1deny Sysiem Configuration Iavau1sadonn1s

v
T 1daail

° ' 4“ v A J ~
O General Setup iiupsimuamiuginvesszuu 1dun solead lofiveamsauas

Subnet Mask %0 Iaiai 1az4e DNS 155lne3 Azl

2 General Setup - Microsoft Internet Explorer

File Edt Vlew Favortes Tools  Help

= O 2 @,,Oslm

System Configuration
T User Profile
*  Rule Editing

" Rule Processing

System monitor

System Admin

LOG Outd

[r’man.com

DNS Servers (1) 202442033 J

DNS Servers (2) [202.44.203.2 |

-~ R

31]11 2 LAAINTI190 General Setup



95

O Setup Aliases IP 9ziilumssvuafovesnguues IP Address oz 1dngitinis

R G KPS

72 Set Aliases IP Address - Microsoft Internet Explorer .
File Edt View Favorites Tools Help .

Ou - © @A G Owa s @ 2L ELUHE

50 Qua.l  ¥MBe @n ks ®

Adkdress [ http://192.168.20.3/oh_odd
msa | *ﬂ‘s.'d\wd: L7 #romFl | g v @ v 48spaces - | (BmymsN siinews | Al @ -
. Bj‘fms«mmwm —] bt

System Configuration

User Profile

" Rule Editing
Rule Processing
System maonitor
System Admin

ip1 j
The alias name may only consist of the characters az, AZ and 09,

~ [192168:203 [124[255.2565.255.0] w0 | J

. H'i Fm IPPW2 < Use ip address/marken and choose another IP in the last field. Choose *." to separate IP but no
Emnb 1.2.34/24 and r‘h:mc the last is 128,355 83 will match the lollowing IP addiesses: 12.3.128,1.2.235 1o
1235512388

LOG OUT

L 1209030 M N gl " gt | L Q@ Iekormet 2 D]

A Aliases IP Address - Microsoft Internet Explorer
Fle Edt View Favortes Took Hep [ 3

Qus - © W@ P drronn B35 @.«-uﬁ-‘

Address @ hitp://192.168.20. 3/das php

* System Configuration
T User Profile
T Rule Editing
T Rule Processing
T System monitor
D Delete Al
System Admin
LOG OUT GG S IEH T Lt Ana L)
O i 192.168.20.3 /24
182.168.20.2 /25

EI Delete All g

@

LR ‘ I | @ memet .i

51U 4 uaanTvesoFonguuea IP Address N9z 1dngiinisasiadeoy
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O Port List 22 uswaziduaveanaianiag niimsldauldnelussuudescun1ating
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2 Port List - Microsoft Internet Explorer 0
Fle Edt View Favorkes Tooks mb [

Qu- © M @G Pswn drromn @ 3- &ID&I

Addmss[:_mumxsoznafpauuwmx @.c« | s.-:h B gﬁo @n ;unks"
msn¥ V] sewchweb - £ 7 HromFl - | g v B - eisomes - RMyMN ews A @ -
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+  System Configuration

¥ User Profile

¥ Rule Editing

-WHVBBHEHZZE.EIR

¥ Rule Processing [ Delete Al :
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System Admin a" g
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7 Protocol List - Microsoft Internet Explorer
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ule Processing
T System monitor
T Systemn Admin
LOG OUT

IP encapsulated in IP (officially IP")
STl . $T2 datagram mode (RFC 1819)
TCP 4 transmission control protocol

& STy CBT, Tony Ballardie
EGP exterior gateway protocol
IGP e any private interior gateway (Cisco: for IGRP)
BBN-ACCMON BBN RCC Monkoring
SUNVPAYL LT Network Voice Protocal i

PARC universal packet pvowed
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ad vy
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1. 1@eniytes Add User uazihmstloudoyade i

® oglde1u (Name)
= =) v 9 9 . .
® iwasmumnummﬂmm (Descrlptlon)
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o onlalumsdendudnglusunsy (Username)

D.

o svanldlumsdendudnglusunsy (Password)
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T Rule Ed

T Rule

[savE] [ cance

510 7 uaaanhemsmugedldan

System Configuration
User Profile

Add User

Rule Editing

Rule Processing
System monitor

System Admin

LOG OUT

H v
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msaanguedlniiead (Rule Editing)
annsoadaldeinuy Rule Editing Taon1elumy Rule Editing amnsationnis
° v [ o d’
Mol 3 dnuae Aeil
; 2 .
1. Create New Rule iiluniyiildlumisadrangvuinivai
4 iy 9o 3 { o
2. Edit Existing Rules ilumyildlumsBSonng i Idinisadre auuuierh
Msud

3. Delete Rules tHuaiynldlumsaungn idhmsadrell

1Y Create New Rule
as v
Bm3lFau
A o 9 o A = ° %’ 1 ﬂ a
1. 1ADAWY Create New Rule 1intiuszuvey Idhimsidenngfazihmsadisindlusiia
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System Configuration

User Profile

Rule Editing ‘.\s;’
Create New Rules SGOGWIMEYM
Edit Existing Rules ® Static Rule
Delete Rules O Dynamic Rule

Rule Processing

t  System monitor ooyoumtﬁqm'q{i.]'!!nf :
t Gystem Admin "5“ O Yes
LOG OUT : ® No

[ NEXT>> ] [ CANCEL |
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h. Unreach Code ilzlﬂuﬂﬁ‘ﬁﬂ packet ﬁmﬁnnguazamda ICMP
unreachable #36 Code 10 code f1uA1910 0 B 255 nionilalumm
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= Disabled ilumssmualingii Idvinsadelisnulaglidesanesnin
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= Protocol Wifusveslils Tansafivgiinisasiedey

" Source IP 1AA4AT IP Address AUNIY

" Source Port {HAAIAINEIARUN

®  Destination IP 4@@dA1 IP Address 1la1em19

" Destination Port ttaAsAINDIALAIBNS

Vv
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- FERRE TR
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e
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2 Rufe Option - Microsoft Internet Explorer
Fle Edt View Favortes Tools Help

Q- © 8 @ @) Loowo rrom= @3- 5 W C.Jﬁg

Addess | hep:f/192.168.20.1/RuleOpt.php

7] inbound [] outbound
[®_ | spocity the intomet interface

[ Allow fragmented packets

Marches f the packet 12 not the st nagment of the datsran

[7] Selected IPOPTION

Spec:  [7] Mot : for the absence of a particular option
[ strict source route [ record packet route
] loose source route [ timestamp
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£] Done " o T B Yo L
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® Direction LAAINANIIVDY packet N1 'ﬁ 1msm’mﬂauumsﬂu I=in, O =out
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" Tcpflags oya I 1¥ngIug 1881 TCP header n33fuA1 flag 19U fin, syn, rst,
psh, ack 118 urg 1Wudu

®  Icmptypes aqfuum"lﬁ’ng%u@:ﬁ'u ICMP packet éﬂﬁf’h icmp type Gl’m‘ﬁi:‘lj

" Keep-state [uAniamy Tﬂui‘fuag'ﬁumsmnﬁaummgﬂﬁ'm Tay firewall
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3. MINABY Yes HAaNszUUaUAianuands szuuszudawamsauasaseuion

q,: A o ° o A o . o {
wanameg ngrianuaiimsauginugndesauyseliile 145uns Activate mavhauiud

Fouioouda (1¥gluade Rule Processing)

M3MnualingNInuATIIY (Rule Processing)
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q’: A9 Yo 9 A A o o 9 9/ L4
ngrianuan Idimsafrmdeud lunierinmsay szamsarhnuldgndeaysal
0 ' v v

doleldsums Activate M3n1ailunGousooudaunniy TaslunisActivate MsH1UTY
asavznszin ldndeusuiiRemdenni idinmsadangni wieudlungdu nie 14i
msaungiaielieonlyuda1d
ad 9
M3y

1 1A 9AIUY Rule Processiong > Activate All Rules

2 i o .
2 iznm:uﬁﬂwﬂnams Activate All Rules ‘uu‘lﬁ'mu OK (WON1NT Activate Rules

3 Rule Processing: Activate All Rules - Microsoft Internet [xplowr

HaEmmemToukmb“r

0= © BE G Hue #r*m-'@ﬁ e

m@mwmsznsemalmmwo » S= O - ¥ :
— - " Y ”1

t System Configuration
¥ user Profile

T Rule Editing

T Rule Processing

" System monito

" System Admin

This option will activated all rules to active on IP firewall If you chooss this option.

Click this option

LOG OuT

B S g T e d
[ v

51l 12 naman 199015 Activate NYNINNA



2 Rule Processing: Activate All Rules - Microsoft Internet Explorer =
Fle Edt View Favortes Tooks Help | .

Address[:;'ﬁvllxwlsemalddxtwmw : j& WM E::::,;,.__.]G’ @“ W -
msi¥ [ 9| sewchweb - # 7 FromFl - iw v @ - $hspaces lm”""”" o | N1 O -

)

. .+ ﬁmnmmm

+ Gystem Configuration
Y user Profile

' Rule E

T Rule ¥

t System n nitor FMDM i 2 1 L
+ system Admin mmao-hunnlszw&mmsunn

SUCCESS
LOG OUT

add 200 allow log tcp from 192.168.20.3/24 1024.21.23.25 to any
SUCCESS

add 300 allow log icmp from any to 192.168.20.3/24
SUCCESS

Completed to choose factory default

31]71 13 uﬁmﬁuwangn'lmﬂ Activate uﬁ"mwuﬂ

MsuaaIMImaNuvengnas el inanua (System Monitor)
ﬂ éi sli o ' Jvl Y o y & T 1
Wuwyih ldlumsuaasaauemahinuveingang it lavimsainiulaouiins
° =)
waeenilu 2.y e
1. 1y System Logs
2. WY System Status
ad y
35013 19911
1. Lﬁﬂﬂmk{ System Monitor > System Status or System Logs

£ o
2 7$U‘Uﬂ%llﬂﬂﬂﬂﬁ'\ﬂﬂ‘“ﬂ\ﬁ%ﬂﬂ‘uu ﬂ\izﬂ
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7 System Logs - Microsoft Internet Explorer
File Edit View Favorites Took Hah

System Configuration
User Profile
Rule Editing

Rule Processing ,gsmbgm
Feb 5 13:00:00 mnn to size>
Feb 5 13:01:48 thian /kernet iptw: 65001 Accept UDP 192.168.20.1:138 192.168.20.255:138 in via Inc0

System monitor

Systam Leas Feb 5 13:01:51 thian /kemnet ipfw: 85001 Accept UDP 192.168.20.1:137 182.168,20.255:137 in via IncO
System Status Feb 513:02:04 thian last message repeated 32 times
Sviteni Admin Feb 513:02:55 thian /kemet iptw: 65001 Accept UDP 192.168.20.1:138 192.168.20.255:138 in via IncO
Feb 5 13:02:57 thian /kermet ipiw: 65001 Accept UDP 182.168.20.1:137 192.168.20.255:137 in via IncO
LOG OUT Feb 5 13:02:57 rhian last message repeated 2 times
y : Feb 5 13:04:43 thian /kernet ipfw: 65001 Accept TCP 127.0.0.1:871 127.0.0.1:111 out via lo0
Feb 5 13:04:49 thian /kemet ipfw: 85001 Accept TCP 127.0.0.1:871 127.0.0.1:111 in via lo0
Feb 5 13:04:49 rhian /kemet ipfw: 65001 Accept TCP 127.0.0.1:111 127.0.0.1:871 out via lo0
Feb 5 13:04:43 thian /kemet: iplw: 65001 Accept TCP 127.0.0.1:111 127.0.0.1:871 in via Io0
Feb 5 13:06:02 _ thian /kemet ipfw: 65001 Accept TCP 127,0.0.1:768 127.0.0.1:111 out via lo0
Feb 5 13.06:02 thian /kemet ipfw: 65001 Accept TCP 127.0.0.1:768 127.0.0.1:111 in via lo0
Feb 5 13:06:02 " thian /kemet ipfw: 65001 Accept TCP 127,0.0.1:111 127.0.0.1:768 out via lo0
Feb 5 13:06:02 thian /kemet ipfw: 65001 Accept TCP 127.0.0.1:111127.0.0.1:768 i &
& 1 Aan -l....A- b imbin PEAOY A e TN AT AN .

% ‘\\x:n“"i

2 System Logs - Microsoft Internet Explorer
File Edit View Favorites Tods Hab

Qo - O A& 3} 0o Yroonm em

Address http: HIQZ 168.20. Itstatus php ‘A@

System Configuration . 3 T N RN R T i = oyt P Bl - N = Biad
User Profile e

Rule Editing S

Rule Processing SystemStatus || L w;zzz v LT T X TR

System monitor 00010 ) 18472 6938611 boamﬂhtmmwtow

A ; 00100 7852 4208933 alowphommw s

¥ELET LD S 00400 - 0 0 allow ip from any to any via edd frag

System Status 65535 158 " 11400 i;. M¢M“Q¢w -

System Admin

LOG OUT

Taauazn R T

51/ 15 @ Imi199n1391197U Y04 System Status

U
oW

ATINIAY (System Admin)

N M
@ A

Fudrdai1Flumsihnususzun Tsunsumsdmuang Tasiismsaueenilu
511y Ao
1. 1Y Factory default
Bmsldau
1. lﬁﬂﬂmg System Admin > Factory default
2. STUVILUAAINTING Factory default Suazam9esi Factory default 3e'li &1

doamslinen Yes 1111 nou No
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2. WY Reboot system
a vy
EMslFau
1. @ ?NINY System Admin > Reboot system
3 1 o [
2. STULILHAANTII90 Reboot system YHLALA1I192¥1 Reboot system 138 laj 1
foamsiinou Yes 11 1¥aou No
3. 11y Backup configuration
acd Y
013 199U
1. W oY System Admin > Backup configuration
B J a 1 .
2. JTUVUAAINTIND Backup configuration Y4 ﬂamlu “Backup configuration”
$2UUILNNS backup file 14149 /tmp/backup_rule.txt
LY (-] A o '
3. wanvindenmSsudaliney OK MeyiAs Backup file liag CANCEL 1y
foeMs
4. 1Y Load configuration
as 8/
a5 1gau
1. tﬁaﬂmy, System Admin > Load configuration
). J G’Il ] o .
2. szumzuﬂmﬁﬁ‘me Load configuration Y4 21UUABA1RIMT Load script
{ i A a a
config file 9107 lasAnes lauaz Iddeos 15 Taosiinves Indezdoudiuyiia
textfile WWANA (*.txt)

3. wannndenaauda1ney OK teviinis Load file taz CANCEL &1'lidesns
vanemg Tldn 1dims Tnanede liaunso 5o deundies 1d5ums Activate s
MauGoueoudn
5. 14y Restore configuration
ac 9
FEmsldau

1. Lt‘%‘t)ﬂum'i System Admin > Restore configuration

3 J o
2. STUVILUAAINTIIE Restore configuration YULALDIUIIELNT Restore configuration

n30'l1 d1d0ansiiaey Yes §1111dnou No

1
=

¥3181YIR) M3 Restore configuration U5 Rollback ng#i 1dTin1s1demegedaluneumim

4 : o 4 o’
wihmsudly Sundhaeuunuagn1ldsumsudly
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é'l”JBEl'N‘Mﬁ rule_backup.txt

Falszneudaunguiia STATIC 2 ﬂgﬁ'«f‘:

100 allow log ip from 192.168.20.2/25 to any in

200 allow log tcp from 192.168.20.3/24 to any 1024,21,23,25

100&#static&#allow &H#O&H#ip&#192.168.20.2/25 & #any &H&H & H#O &#O8H# 1 EHI &HEHOEHO&H&
HOKHOKHOKHOEHEHOEHOEHEHOEHOEHEH EHEHTS
200&#static&#allow&#0&#tcp&#192.168.20.3/24&#any&#1024,21,23 25 &# EHO&HO&H 1 &t &
#HEHOKHOEH EHOKHOKHOEHOEH EHOKHOKH &HOEHO&HEH EH&HES
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15 BAY COMPUTING CO., LTD.

2003 — 2005

2002 — 2003

1999 — 2002

1996 — 1999

1996 — 1996

1994 — 1996

Presale Network Engineer and Marketing

IT DISTRIBUTION CO., LTD.

Presale Network Engineer and Marketing

P.T. INFO TECHNOLOGY CO., LTD.

EDI System Engineer

NYK TRANSPORT SERVICE (THAILAND)CO., LTD.
System Engineer

CDG GROUP (SOFTWARE CITY CO.,LTD.)
Programmer

SOON HUA SENG GROUP.

Analytical Marketing

MARKET FEEDBACK CO., LTD.





