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Abstract

One important thing that all users have to concem when using the Wireless LAN is
security. Many weak points have been found such as self identification in system accessing
process and communication channel encoding. This project aims to design and develop the
program in order to enhance the security of the access system which cooperates with 802.11b
standard’s Wireless LAN. The designed program is working as a gateway staying between
wireless LAN and wired LAN. It protects the system from unauthorized wireless LAN usage by
asking for registration before accessing the system. Then the system will create a firewall script
by using IP from user and user rights information , which has begn assigned by
administrator. After firewall script completely created system will execute this script to allow IP
from authorized user access system. After that, the program will give the result of identification
regarding to system authorization. Moreover, this program has also been developed in term of
user management, system accessing control and resource authorization to each user. As a result

of system testing, it can infer that the program is practical and could extend the security tolerably.
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%sammﬁ"uvﬁu Complier , Text editor , DHCP Server (dhcpd), iptables, 1451054 Sendmail
Auduudez lidonuininyes Web Server UagdIUU0Y Database INT1LI51ADINTTIINS
Andunuiteliszuyseeiumathanes PHP JHTTPS tag MySQL inziloRadaate
Sovdesudninmsdiuudsmsthanes Tsunsudeso i
o Tusunsu iptables Tnoldfida iptables —version titeg i iptable qﬂﬁﬂgamﬁ'aw?a”lﬁ
aniwimsiufeaanUdimionBifenmsneuiinngideuideslda
Sae'lald
#!/bin/sh
echo "1" > /proc/sys/net/ipv4/ip_forward
iptables="/sbir/iptables"
$iptables -P FORWARD DROP

$iptables -P INPUT DROP

ﬁﬂé‘;’agmﬂayn MySQL
1. Download lusunsu MySQL-3.23.55-1.i386.rpm , MySQL-client-3.23.55-1.i1386.rpm
11a MySQL-devel-3.23.55-1.i386.rpm
2. famsandeTaoldmds dade i
# rpm —ivh MySQL-~3.23.55-1.i386.rpm
# rpm —ivh MySQL-client-3.23.55-1.i1386.rpm
# rpm —ivh MySQL-devel-3.23.55-1.i386.rpm

v
(3 o

3. WinmsasiedeuniiTuseves MysQL Sueglasldfmd

#ps—e

4 4 2
Fawan landsezt Iusisamartisuey
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Safe_mysqld
Mysqld
Mysqld
Mysqld

4. Ynmssu sq ansuanmon PiierhmsadeandruauesssunTasldmds

v
a W

AAnd

1.

4 a
# mysql -uroot —p(rootpassword) < (¥® TWaans Ifﬁ{.sql)

Apache uiddesiNeseesfumsnanuves PHP HTTPS Uas Mysql

anfTnaatazvene s Tnoldid dene Ui
# tar xvfz apache 1.3.33.tar.gz

# tar xvfz mod_ssl-2.8.22-1.3.33.tar.gz

# tar xv{z openssl-0.9.7e.tar.gz

# tar xvfz php-4.3.10.tar.gz

aoulwd openssl

# cd openssl-*

# /config

# make

=M o o

famsadransididiolumsandalnoaeidieiu 2 ansidaed
Apache_install

cd mod_ssl-2.8.22-1.3.33

Jconfigure --with-apache=../apache 1.3.33 --with-ssl=../openssl-0.9.7e

--prefix=/www --activate-module=src/modules/php4/libphp4.a

76

--enable-module=rewrite --enable-module=setenvif --enable-module=mime
--enable-module=mime_magic --enable-module=dir --enable-module=auth
--enable-module=access --enable-module=alias --enable-module=userdir
--enable-module=vhost alias --enable-module=env --enable-module=log_referer
--enable-module=log_config --enable-module=log_agent --enable-

module=headers

PHP_install
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cd php-4.3.10
Jconfigure —with-mysql --with-apache=/ust/local/src/webserver/apache_1.3.33
--with-openssl-dir=/ust/local/src/webserver/openssl-0.9.7¢ --enable-trans-sid
nnthrhmsaBoueanitiiteaes Wai i amnsovmadndfad14 Taunns
# chmod 700 Apache_install
# chmod 700 PHP _install
3. MmsSuaasUd Apache install uag PHP install iWovhmsnenIng Apache i1ag
PHP A 1Na AL
4. Yhmshads PHP azdanon Wdnoufinves prP 3 lufiqmunzay
# cd php*
# make
# make install
# cp php.ini-dist /usr/local/lib/php.ini
5. uflvlWdneudln mstlocal/lib/php.ini el PHP 19Hedsumsdadnd18Taomsld
WINVEIRIHS sendmail
[mail function]
Sendmail path = /usr/sbin/sendmail
6. naaeumsani PHP Tauldida
#php ~v
PHP 4.3.4 (cli) (built: Feb 8 2004 15:47:14)
Copyright (c) 1997-2003 The PHP Group
Zend Engine v1.3.0, Copyright (¢) 1998-2003 Zend Technologies
7. nou'lwd Aeduaziliuusds Apache
# ./Apache_install
# cd apache_1.3.33
# make
# make certificate TY PE=custom
# make install

Mmsud lumneufnvesWa hitpd.conf
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<IfModule mod_dir.c>
DirectoryIndex index.php index.html index.htm default.php default.html
</IfModule>
waziumde WilAheWd
AddType application/x-httpd-php .php .php3
AddType application/x-httpd-php-source .phps

aminivesie
# apachectl startssl
adranfuaume laeld pPHP ansuduasnamou s
Info.php
<?php
phpinfo();
>

naaeum s lasmsaniiudums https:/localhost/info.php
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MNANUHIN Y

swazpualwaneudlnluszuy

D.

o

W4 initialtwrules sy lWdsmuamsmhanvedlifeadileiuiny
ipuegluws /wwwihtdocs/wsg/ fswnziBendsd
/sbin/iptables -F
/sbin/iptables -P FORWARD DROP
/sbin/iptables -A FORWARD -m state --state ESTABLISH,RELATED -j ACCEPT

vlﬂﬁﬂmﬁlﬂ re.local
o el a iy P
INUBYVNNIT Jetc/ UTWALIBYARNIU
touch /var/lock/subsys/local
/www/bin/apachectl startss]
Jetc/init.d/12tpd start

/www/htdocs/wsg/initialfwrules

Yidnoudln httpd.conf
uegluwis /www/cont/ fivnzBonfidiud sl
<VirtualHost _default_:443>
DocumentRoot "/www/htdocs"
ServerName rh901
ServerAdmin root@rh901
ErrorLog /www/logs/etror_log
TransferLog /www/logs/access_log
SSLEngine on
SSLCipherSuite
ALL:!ADH:!EXPORT56:RC4+RSA:+HIGH: +MEDIUM:+LOW:+SSLv2:+EXP:+eNU
LL

SSLCertificateFile /'www/conf/ssl.crt/server.crt



SSLCertificateKeyFile /www/conf/ssl.key/server.key
<Files ~ "\.(cgi[shtml|phtm]|php3?)$">
SSLOptions +StdEnvVars
</Files>
<Directory "/www/cgi-bin">
SSLOptions +StdEnvVars
</Directory>
SetEnvIf User-Agent ".*MSIE.*" \
nokeepalive ssl-unclean-shutdown \
downgrade-1.0 force-response-1.0

CustomLog /www/logs/ssl_request log \

"%t %h %{SSL_PROTOCOL}x %{SSL_CIPHER}x \"%r\" %b"

</VirtualHost>

\lvlﬁ'ﬂa‘lﬁlﬂ sudoers

o ] a a " A 9/ o s:y
ueglunis fete Hsoaz@uaimud Tudad

root ALL=(ALL) ALL

nobody ALL=(root) NOPASSWD: /sbin/iptables
nobody ALL=(root) NOPASSWD: /usr/sbin/sendmail
nobody ALL=(root) NOPASSWD: /bin/chmod
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