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Abstract

At present usage on wireless network has increasingly. So security system is important
because hacker can find many way to sniff packets that transfer on wireless network and may
bring its use to malicious. So Secure Authentication System have developed for solve a security
problem on wireless network. In addition to solving this project can to check usage data and also
calculate it to cost.

For development project will use two open source program. The First one is the
NoCatAuth program which is the authentication system. And the second one is OpenVPN which
is a VPN system for create tunnel for security of data transmission between client and server after
authentication is passed. Other development are system for user, control & management system
for administrator that manage user information and usage data. The usage data that is calculated
to cost for each user in byte-ba'sed format.

This project work on apache web server and develop by PHP, Perl and shell script
language. MySQL is database system and Radius uses FreeRadius for authentication and

accounting system.
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DEVICE=¢eth0
BOOTPROTO=static
BROADCAST=192.168.1.255
IPADDR=192.168.1.1
NETMASK=255.255.255.0

DEVICE=ethl
BOOTPROTO=static
BROADCAST=161.246.38.255
IPADDR=161.246.38.210
NETMASK=255.255.255.0

NETWORK=192.168.1.0 NETWORK=161.246.38.0

ONBOOT=yes ONBOOT=yes

4.2.1 m3fmua DHCP TihuinIeagne
o FEY A [] LY e P d' (] o ¥
Wumssmua 1P Address funsosgniwdaludd TasinTosgnaiseziinmsies
~ a 3 ] 3 o 4 T
¥891n DHCP Server 191315 lumsdsaniuvilaonsadrena setc/dhepd.conf (618
asog 14 luninnuan)
t 4 v ]
naanINiu Funsheauves DHCP dromds

#/etc/rc.d/init.d/dhcp start

]
o/

1 v ° s a =y ee ° A 3
as1vaeum 1y DHCP a1 Taedn Tudd lnoundde setup udr1unToananonin

o 4 o o ]
dhepd 1182511113 Reboot (A3 BIRBURUABT I113]

4.2.2 YunuM3Aasa NoCatAuth
Tunsadeverduaitanualiid i 131unos stlocalisre umsanga
oMLIT NoCatAuth Tuumiideantsadrensitguimasiwuazinand eglunouiiamefintes
@fudaidunoumsanddail
foufiszfiada NoCatAuth A2592 A 09N AARS Net-Netmask-1.9004
#tar xzvf Net-Netmask-1.9004.tar.gz
#cd Net-Netmask-1.9004
#perl MakeFile.pl
#make
#make install
o g A a o
NaI9NUUSUIINTAAAT NoCatAuth

# tar xfvz NoCatAuth-0.82.tar.gz



# cd NoCatAuth-0.82

# make PREFIX=/usr/local/nocat/gw gateway

# make PREFIX=/usr/local/nocat authserv

# make PREFIX=/usr/local/nocat pgpkey

# cp /usr/local/nocat/trustedkeys.gpg /usr/local/nocat/pgp
# cp /usr/local/nocat/trustedkeys.gpg /usr/local/nocat/gateway/pgp
# chown —R apache:apache /usr/local/nocat/pgp

# chown —R apache:apache /usr/local/nocat/pgp/*

# chown —R apache:apache /usr/local/nocat/gw/pgp

# chown —R apache:apache /usr/local/nocat/gw/pgp/*
ASIVAOUNTIIIINYES NoCatAuth 19 dadad]

# cd /usr/local/nocat

# vi nocat.conf

# bin/gateway

[2004-01-12 17:35:13] Resetting firewall.

[2004-01-12 17:35:13] Detected InternalDevice 'eth(’
[2004-01-12 17:35:13] Detected ExternalDevice 'ethl'

[2004-01-12 17:35:13] Detected LocalNetwork '192.168.1.0/255.255.255.0'

[2004-01-12 17:35:15] Binding listener socket to 0.0.0.0

51

14 y
asaendn TuliRdlerasidlassuud §iiRn1s@ynd NoCatAuth vzvha luwdeusuasuim

nsalaseuy

#cp /usr/local/src/ NoCatAuth-0.82/etc/nocat.rc /etc/rc.d/init.d/nocat

# vi /etc/rc.d/nocat

9
wmsud lv IWddail NC=/usr/local/nocat gateway s iuiin

# In -s /etc/rc.d/init.d/nocat.rc /etc/rc.d/re3.d/S99nocat
158 14 Mode Graph

# In -s /etc/rc.d/init.d/nocat.rc /etc/rc.d/rc5.d/S99nocat
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14
dude lims Llf’ﬂ"llulﬂﬁ fust/local/nocat/nocat.conf Lag /usr/local/nocat/gw/nocat.conf Tay

=3 [ sld' = sld'
FUATIDUAVDIATINN 9 ﬁ1u1iﬂﬂ‘1ﬂﬂﬂ1ﬂﬂu’3ﬂ iwazmvﬂmmmg\"lﬂwmﬂwuaﬂ

4.2.3 Yuneumsiadagiudeya MySQL
Tasmsdaugudeyansuu MySQL Aauf1de # mysql nocat < /ete/nocat.schema 114

R imsuan IWddunii NoCatAuth-0.82

4.2.4 TUNDUNMIANAI Freeradius

a n’: . A A A 3 1 - do A
M3AnAe 1UsUATY Freeradius mamz‘l%'“lummmumiwawsznanw LRI

y »
v oW

wandfuszuugIudoya Tneduneunisaadedaail
#tar -xzvf freeradius.tar.gz
#cd freeradius
#./configure
#make
#make install
mmfl"’u Iinsud VMﬁ{ﬁ'\iﬁy/usr/local/etc/raddb/clients.conf ,
/usr/local/etc/raddb/realms, /usr/local/etc/raddb/sql.conf LI01E /ust/local/etc/raddb/radiusd.conf
(avaziuacnsag 18finanuan)
wdevmiuldimsneufinl suns Freeradius Tddoyasnszungudoyaves
Tosunsuy MysQL
#mysql
mysql>CREATE DATABASE radius;

#mysql -uroot radius < /root/freeradius/src/modules/rlm_sql/drivers/rlm_sql_mysql/db_mysql.sql

4.2.5 YUABUMSANAA iptables

1
LY

L 4
W Linux RedHat 9 Wudl Iptables 111187 19d1dans29aou # iptables -L
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Chain INPUT (policy ACCEPT)
target prot opt source destination
Chain FORWARD (policy ACCEPT)
target prot opt source destination
Chain OUTPUT (policy ACCEPT)

target prot opt source destination

9y ]
Taw'laidoas1muanil echo "1"> fproc/sys/net/ipvd/ip_forward 11/ NoCatAuth 131U

2NN 1YIUA Firewall rule A% echo "1"> /proc/sys/net/ipv4/ip_forward 1¥on Tuld

4 o n’: -] o . v o oo
dioldaaduasaoudonda n13nsa9eoU # iptables -L v¢ Taadail

[root@authen root}# iptables -L
Chain INPUT (policy ACCEPT)

target prot opt source

Chain FORWARD (policy ACCEPT)
target prot opt source

NoCat all -- anywhere

Chain OUTPUT (policy ACCEPT)

target prot opt source

Chain NoCat (1 references)
target prot opt source
NoCat _Ports  all -- anywhere

NoCat_Inbound all -- anywhere

ACCEPT all -- 192.168.0.0/24
ACCEPT all -- 192.168.0.0/24
ACCEPT all -- 192.168.0.0/24
ACCEPT tcp -- 192.168.0.0/24
ACCEPT tcp -- 192.168.0.1

destination

destination

anywhere

destination

destination

anywhere

anywhere

anywhere MARK match 0x1

anywhere MARK match 0x2

anywhere MARK match 0x3
192.168.0.1 tcp dpt:http
192.168.0.0/24 tcp spt:http
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ACCEPT tcp - 192.168.0.0/24 192.168.0.1 tcp dpt:https
ACCEPT tcp -- 192.168.0.1 192.168.0.0/24 tep spt:https
ACCEPT all -- platinum.it.kmitl.ac.th 192.168.0.0/24

ACCEPT tcp -- 192.168.0.0/24  platinum.it.kmitl.ac.thtcp dpt:domain
ACCEPT udp -- 192.168.0.0/24  platinum.it.kmitl.ac.thudp dpt:domain
DROP tcp --1192.168.0.1 anywhere tep dpt:5280

DROP all -- anywhere anywhere

Chain NoCat_Inbound (1 references)
target  prot opt source destination

Chain NoCat_Ports (1 references)

target prot opt source destination
DROP tcp -- anywhere anywhere tep dpt:smtp MARK match 0x3
DROP udp -- anywhere anywhere udp dpt:smtp MARK match 0x3

4.2.6 TUADUMIAAANI Apache iy mod_ssl

o 3 Hq 9 a s _d g & A o Y
apache ‘Yl'mu'l‘YlGlﬂ‘lJiﬂ'lil'J‘lJL"‘lfﬂil'Jﬂi U mod_ssl WwnSosloinuinnulasany

! J o 4 R o Y [y = [} =)
5311'J'Nl‘Ui'IL‘If’E)iﬂ‘ULﬂ?ﬂQLLlHJ'IUL'JU Vl'lﬂ'lil,‘lsl"liﬂﬁiﬂ'ﬂ'lﬂ'J'l?JﬂﬁﬂﬂﬂU 128 UA ’d'J‘HEl‘H 'ﬂl,!ﬂ‘l?

- o 1 o d o
RedHat 9 1udl Apache NV mod_ssl ﬂgll’g’J Thmsdla s fetc/httpd/conf/httpd.conf 11117

' ] 1 4 ]

IANAIIT Include /ust/local/nocathttpd.conf HAMAITTUAN Restart httpd InaiiRe 1 szuy

M19IUA WA # Jete/re.d/init.d/httpd restart

4.2.7 YUNDUMIANGAI Open VPN
o @ a o A 4 4 -3 a o
dmiumsanas lusunsy OpenVPN Weflozad19szuy VPN YU Tagmisfndsssuy
1 o | [} P ° [Y 4 [ 1 { o [y 4 ]
VPN vzuviaiiu 2 doufle daudilddmivniounit uazdilddmsumTosgniionse
4wy & a $aud
A3 1% TnedunounsAnaaliaal
#tar -xzvf openvpn-2.0_betal0.tar.gz
#cd openvpn-2.0_betalO
#./configure

#make
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#make install
w&smniuldinsudlolng jusrisharesssopensslent TnosioaziBuaaunsog 147
marn uazdureunsAndareld
#mkdir /etc/ssl
#mkdir /etc/ssl/private
#mkdir /etc/ssl/newcerts
#mkdir /etc/ssl/certs
#cd /etc/ssl
#touch index.txt
#echo "01" > serial
#openssl req -nodes -new -x509 -keyout ./private/my-ca.key -out my-ca.crt -days 3650
#openssl req -nodes -new -keyout server.key -out server.csr
#openssl ca -out server.crt -in server.csr
#cp /etc/ssl/server.key /etc/ssl/private
#cp /etc/ssl/my-ca.key /etc/ssl/private
#cp /etc/ssl/server.crt /etc/ssl/certs
#openssl req -nodes -new -keyout client.key -out client.csr
#openssl ca -out client.crt -in client.csr

#openssl dhparam -out dh1024.pem 1024
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- il lumswannszuuld php 4.2.2-17
- il lumswanszuuld Per 5.8.0-88
- el lunswaniszuuld Shell Scripts
- adnuaueeszuy 19 MySQL 3.23.54a
- In3BaMs $ANI T UL THABYAULY GUI PhpMyAdmin-2.5.7-pl
- Editor Coding Program 14 Edits Plus 2.1¢

o
- Tdsunsuus1awes 14 Internet Explorer 6.0

) d d o [V
5.2 miaanrerdnstmiudamsszyuMA VYUY GUI PhpMyAdmin
y

Y 1 4
M IAARI phpMyadmin-2.5.7-pl AWTUABUAI]

=0

o o ¢ oa
'VI'If‘I'Iiﬂ'I’JNIﬂﬁﬂ‘]SBﬂ'YIH’J'iV]
#tar -xzvf phpMyAdmin-2.5.7-pl.tar.gz
#mv phpMyAdmin-2.5.7-pl phpMyAdmin

#cp phpMyAdmin /var/www/html

> » » »

] 1 4
alaouuasmnouilnlulng phpMyAdmin fafl

O S$cfgPmaAbsoluteUri="http://192.168.1.1/phpMyadmin/

O S$cfg['Servers'][$i]['auth_type'] = 'http";
O S$cfg['Servers'][$il['user'] = '<fTMUA UserName JuN151413 SUU>";
O $cfgl'Servers'][$il[')password']  ='<ATMUA Password Tunsdng LU
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AA1a q ve9 114 /ete/dhepd.conf

# /etc/dhcpd.conf
class "openvpn" {
match if substring (hardware, 1, 2) = 00:FF;
}
authoritative;
subnet 192.168.1.0 netmask 255.255.255.0 {
always-broadcast on;
max-lease-time 3600;
default-lease-time 1800,

option subnet-mask 255.255.255.0;

pool {
deny members of "openvpn";
range 192.168.1.100 192.168.1.200;

option routers 192.168.1.1;




A J oy =
s 9 vedlWdneuiln NoCat /usr/local/nocat/gw/nocat.conf Ingazidun
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#H#HH# gateway.conf -- NoCatAuth Gateway Configuration.

Verbosity
GatewayName
GatewayMode
GatewayLog
LoginTimeout
HomePage
DocumentRoot
SplashForm
StatusForm
TrustedGroups
AuthServiceAddr
AuthServiceURL
LogoutURL
ExternalDevice
InternalDevice
LocalNetwork
DNSAddr
RouteOnly
ExcludePorts
IdleTimeout
ResetCmd
PermitCmd
DenyCmd
StatsCmd

GatewayPort

AccountingMethod

10

Secure AG

Passive
lust/local/nocat/gateway/nocat.log
10800

http://192.168.1.1/ '
/ust/local/nocat/gw/htdocs
splash.html

status.html

Any

192.168.1.1

https://$ AuthServiceAddr/cgi-bin/login
https://$ AuthService Addr/logout.html
ethl

tap+

192.168.2.0/24

161.246.38.21

1

25

100

initialize.fw

access.fw permit SMAC $IP $Class
access.fw deny SMAC $IP $Class
stats.fw SMAC $IP
5280

RADIUS

AccountingUpdatelnterval 30

RADIUS_Host

192.168.1.1
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RADIUS_Secret
RADIUS_Timeout

radius_test

5

T ¢ a a
AN 9 vadlWdneuiln NoCat /usr/local/nocat/nocat.conf Ineazideun

#u# authserv.conf -- NoCatAuth Authentication Service Configuration.

Verbosity
HomePage
DocumentRoot
DataSource
RADIUS_Secret
RADIUS_Host
RADIUS_TimeOut
LocalGateway
LocalNetwork
RedirectTime
UserTable
UserIDField
UserPasswdField
UserAuthField
UserStampField
GroupTable
GroupIDField
GroupAdminField
MinPasswdLength
LocalGateway
LoginForm
LoginOKForm
FatalForm
ExpiredForm

RenewForm

10
http://192.168.1.1/

/usr/local/nocat’/htdocs

RADIUS
radius_test
192.168.1.1
5
192.168.1.1
192.168.2.0/24
5
member
login
pass
status
created
network
network
admin
6
192.168.1.1
login.html
login_ok.html
fatal.html
expired.html

renew.html
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PassiveRenewForm
RegisterForm
RegisterOKForm
RegisterFields
UpdateForm
UpdateFields
LoginGreeting
LoginMissing
LoginBadUser
LoginBadPass
LoginBadStatus
RegisterGreeting
RegisterMissing

RegisterUserExists

RegisterBadUser

RegisterInvalidPass
RegisterPassNoMatch
RegisterSuccess
UpdateGreeting
UpdateBadUser
UpdateBadPass
UpdatelnvalidPass
UpdatePassNoMatch

UpdateSuccess

renew_pasv.html

register.html

register_ok.html

name url description

update.html

url description

Buﬁﬁ'au%nu’n’wzj Secure AG

nyaniloudoyaliasy !

sriag197a. ngantloudeyalvai,

sitariu ligdea. njantloudeyalna.

Sorry, you are not a registered co-op member.

Welcome! Please enter the following information to register.
Name, E-mail, and password fields must be filled in.

Sorry, that e-mail address is already taken. Are you already
registered?

The e-mail address provided appears to be invalid. Did you spell it
correctly?

All passwords must be at least six characters long.

The passwords you provided do not match. Please try again.
Congratulations, you have successfully registered.

Enter your E-mail and password to update your info.

That e-mail address is unknown. Please try again.

That e-mail and password do not match. Please try again.
New passwords must be at least six characters long.

The new passwords you provided do not match. Please try again.

Congratulations, you have successfully updated your account.




A9 9 vaslvlaneudn NoCat /usr/local/nocat/httpd.conf

- —

ScriptAlias /cgi-bin/ /ust/local/nocat/cgi-bin/
<Directory /ust/local/nocat/cgi-bin>
SetEnv PERL5LIB /usr/local/nocat/lib
SetEnv NOCAT /usr/local/nocat/nocat.conf
</Directory>
SetEnvIf User-Agent ".*MSIE.*" \
nokeepalive ssl-unclean-shutdown \

downgrade-1.0 force-response-1.0

A9 9 vadlvaneuiln Apache /ete/httpd/conf/httpd.conf

Include /usr/local/nocat/httpd.conf

AR q vodlWaneuTln Apache /etc/httpd/conf.d/ssl.conf

<VirtualHost _default_:443>
DocumentRoot /usr/local/nocat/htdocs
ServerName 192168.1.1:443
SSLCertificateFile /etc/httpd/conf/ssl.crt/server.crt
SSLCertificateKeyFile /etc/httpd/conf/ssl.key/server.key
SetEnvIf User-Agent ".*MSIE.*" \

nokeepalive ssl-unclean-shutdown \

downgrade-1.0 force-response-1.0
CustomLog logs/ss]_request_log \

"%t %h %{SSL_PROTOCOL}x %{SSL_CIPHER }x \"%r\" %b"

</VirtualHost>
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client 192.168.1.1 {
secret radius_test

shortname SecureAG

ﬂ'WI'N 9 ‘Ili)xﬂﬂﬁlﬂi)iﬁqﬂ Freeradius /usr/local/etc/raddb/realms

DEFAULT LOCAL

A1 9 voalvldnouiln Freeradius /usr/local/etc/raddb/sql.conf

server = "localhost"

login = "root"

#password

sql_user_name = "%{Stripped-User-Name:-% {User-Name:-DEFAULT} }"

#sql_user_name = "%{User-Name}"

ﬂ'"m'N 9 ‘um"lvlﬁﬂau?ln Freeradius /usr/local/etc/raddb/radiusd.conf

authorize {
preprocess
chap
mschap
#counter
# attr_filter
#eap
suffix
sql
#files

#etc_smbpasswd
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authenticate {

}

preacct {

}

accounting {

authtype PAP {
pap

}

authtype CHAP {
chap

}

authtype MS-CHAP {
mschap

}

#pam

#unix

#authtype LDAP {

# ldap
#}
preprocess
suffix

#files

acct_unique
detail
#counter
unix

sql

radutmp

#sradutmp
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session {
radutmp
}
Mg 9 vadlndneuiln OpenVPN /usr/share/ssl/openssl.cnf
dir = Jetc/ss] # Where everything is kept
certs = §dir/certs # Where the issued certs are kept
crl dir = S$dir/erl # Where the issued crl are kept
database = $dir/index.txt # database index file.
new_certs_dir = $dir/newcerts # default place for new certs.

certificate = $dir/my-ca.crt # The CA certificate

serial

crl

= $dir/serial # The current serial number

= $dir/crl.pem # The current CRL

private_key = $dir/private/my-ca.key # The private key

RANDFILE = $dir/private/.rand # private random number file

Tusunsuansua OpenVPN create-vpn-link.sh

#1/bin/sh

device=ethQ

local_ip=192.168.1.1

netmask=255.255.255.0

prefix_ip=192.168.2.

first_tap_id=0

first_tap_ip=10

last_tap_ip=19

first_vpn_ip=100

first_port=15000
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tap_ip=$first_tap_ip
vpn_ip=$first_vpn_ip
port=$first_port

tap_id=$first_tap_id

while [ $tap_ip -le $last_tap _ip ]; do
output_prefix=vpn-link-port-$port

cat > $output_prefix.conf <<EOF

local $local_ip
dev tap
proto tcp-server
port $port

ifconfig $prefix_ip$tap_ip $netmask

route $prefix_ip$vpn_ip 255.255.255.255 $prefix_ip$tap_ip°

tls-server
dh /etc/ssl/dh1024.pem

ca /etc/ssl/my-ca.crt

cert /etc/ssl/certs/server.crt
key /etc/ssl/private/server.key

verb 3

mode server
ifconfig-pool $prefix_ip$vpn_ip $prefix_ip$vpn_ip
ping 15

ping-restart 45

push "ping 15"

push "ping-restart 45"




84

#comp-lzo

EOF

tap_id="expr $tap_id+ 1
tap_ip="expr $tap_ip+ 1
vpn_ip="expr $vpn_ip+ I’
port="expr $port + 1

done

Tusupsuansud OpenVPN vpn-client.sh

#1/bin/sh

number_vpn=10
vpn_link=1
port=15000

ip_vpn_serv=10

while [ $vpn_link -le $number_vpn ] ; do

output_prefix=vpn-client-port-$port

# Create Temp Directory
mkdir /$output_prefix

# Copy CA and Client Key to each directory
cp /var/www/html/download/my-ca.crt /$output_prefix
cp /var/www/html/download/client.crt /$Soutput_prefix

cp /var/www/html/download/client.key /$output_prefix

cat > /$output_prefix/Soutput_prefix.ovpn <<EOF
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remote 192.168.1.1
dev tap
proto tcp-client

port $port

tls-client
ca my-ca.crt
cert client.crt

key client.key

pull
#comp-lzo

verb 3

route-gateway 192.168.2.8ip_vpn_serv
#redirect-gateway

route 0.0.0.0 0.0.0.0
EOF

# Zip file

tar -czf /usr/local/nocat/htdocs/vpn/download/$output_prefix.tar.gz /Soutput_prefix

# Remove Temporary Directory

rm -rf /$output_prefix

port="expr $port + 1
vpn_link="expr $vpn_link + 1

ip_vpn_serv="expr $ip_vpn serv+ 1
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Tﬂiuﬂiuﬁﬂ%ﬂﬁ' OpenVPN run-vpn.sh

#1/bin/sh

killall openvpn

number_ vpn=10
vpn_link=1
port=15000

while [ $vpn_link -le $number_vpn ] ; do
#run openvpn

/ust/local/sbin/openvpn --config /etc/openvpn/vpn-link-port-$port.conf &

port="expr $port + 1’
vpn_link="expr $vpn_link + 1’

done

msuflvilgm Perl 1duaasniuineg
msud luilam Perl uansn1zn Ine'laisn Tusid W lUudf use/lib/perls/s.8.0/CGLpm

Mmsudity $self->charset('tis-620');

msudluiisndin g initiatize.fw

1. daufi 1

net_novpn="192.168.1.0/24"
2. daudi 2

for iface in $InternalDevice; do

if [ "$ AuthServiceAddr" -o "$AllowedWebHosts" ]; then

for host in $ AuthServiceAddr $AllowedWebHosts; do
for port in 80 443; do



$nat  -s $net_novpn -d $host -p tcp --dport $port -j MASQUERADE
$redirect -s $net_novpn -d $host -p tcp --dport $port -j RETURN
$fwd -s $net_novpn -d $host -p tcp --dport $port -j ACCEPT
$fwd -d $net_novpn -s $host -p tcp --sport $port -j ACCEPT
done
done
fi
if [ "$DNSAddr" ]; then
for dns in $DNSAddr; do
$fwd -d $net_novpn -s $dns -j ACCEPT
for prot in tcp udp; do
$fwd -s $net_novpn -d $dns -p $prot --dport 53 -j ACCEPT
$nat -p $prot -s $net_novpn -d $dns --dport 53 - MASQUERADE
done
done
fi

done

3. duh 3

iptables -t nat -A NoCat_Capture -s $net_novpn -p tcp --dport 80 -j REDIRECT --to-

iptables -t nat -A NoCat_Capture -s $net_novpn -p tcp --dport 443 -j REDIRECT --to-

maud lumiinmpeuinngIstuvessz vy

1. 9314 link file

#In -s /etc /usr/local/nocat/htdocs/web_admin/dir_dns

#In -s /etc/sysconfig/network-scripts /ust/local/nocat/htdocs/web_admin/dir_ip

o 4 a o '4
2. imslasudnsnshdelng

#chown apache:apache /usr/local/nocat/htdocs/web_admin
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#chown apache:apache /usr/local/nocat/htdocs/web_admin/

#chown apache:root /usr/local/nocat/htdocs/web_admin/dir_dns

#chown apache:root /usr/local/nocat/htdocs/web_admin/dir_dns/

#chown apache:root /usr/local/nocat/htdocs/web_admin/dir_dns/named.conf
#chown apache:root /usr/local/nocat/htdocs/web_admin/dir_ip

#chown apache:root /usr/local/nocat/htdocs/web_admin/dir_ip/

#chown apache:root /usr/local/nocat/htdocs/web_admin/dir_ip/ifcfg-ethO

3. wduns 1o Idnoudn
#chmod 600 /etc/sudoers
#vi /etc/sudoers
apache ALL=(root) NOPASSWD: /sbin/service named restart ,/sbin/service
network restart , /usr/bin/killall gateway, /usr/local/nocat/gw/bin/gateway
#chmod 440 /etc/sudoers
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