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Title

Student
Advisor

Level of Study
Major

Academic Year

Recentry ,Security policy has important to operation of organizations and company. Thus
risk analysis and evaluation are essential to all organizations. It used to identify vulnerabilities
and develop security strategy to mitigate them. But process in risk analysis is complex and use a
longtime because it need information from many people and communication between analyst
team. Today ,Most risk analysis depend on analyst team and lack of analysis tool. Thus ,the
development of risk analysis system for help to improve speed and facility should be done. This
project , The Development of Information Security Risk Analysis System, use CobiT approach to

design and implement. Principle of work is analyze asset, threat and impact in organization.

The Development of Information Security Risk Analysis System
Mr. Kochapong Petcharaj

Asst.Prof.Dr. Chotipat Pornavalai

Master of Science in Information Technology

Information Science

2004

Abstract

Including analyze about risk control that have been implement.
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Phase 1:
Organizational View

Catalog of
practices Process 1:

Identify Senior Management
Knowledge

Senior manalement view

Catalog of
practices Process 2:
Identify Operational Area

Management Knowledge

Operational area management view

Catalog of
practices Process 3:
Identify Staff Knowledge
Staff view
Generic
threat
profile Process 4:

Create Threat Profile
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Phase 2:
Technological View

Process 5:

Identify Key Components

Key components

Catalog of
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Evaluate Selected

Components

Current technology
vulnerabilities

a & ~ ! y &
gﬂ‘ﬂ 2.5 YUADUN 2 izuﬂﬂ@@uﬂlﬂQTﬂSQﬁiTQWﬂjTu



4‘ \ l:' [
NITUIUMTINS : ‘iﬁ‘lﬁfﬁuﬂﬁxﬂﬂﬂﬂﬂl 2!}
sld' a 9 dydl =3 v a 4 @ = d"{! 9
@‘wmm‘uaﬂuﬂsz‘uaumsuﬂaﬂuummiwmmzwummmﬂuiaﬂmsﬁumﬂw 19

A A

A 9 d ~ ' Y j’ A o
@on'ld gaszaefveanszuIUMIN 5 AO endulsznouvedIATaaTIaNUgIUINDTIN

'
[

nagouvgaunnsede 1 lunszuiumsi 6

D.

9 w

i o v da @ P o’: a
aszuaumsh s Wumsimsnddundfyuaziognami ldunnduaeui 1
fvsanludanvesmsiihideyarnietis Nasaumeanieuimsaunsagadifiein
A J Y & ' @ Y &K 1 A A v b4
ndetivnansdng dedels dalnsssevessgnamvesmsidifisiaiovenaiie il
= @ y_ &2 A v A
AsTUIUMST 4 aunsauaaseuwaveIfoganiuvesmsidifiaiuaioteld GUi 5)
v
Y v w ' ' @ 1
U sanaaInN N LT szndeIasssveadugnaiuuaz aaulsgnouves

9y [
Tassardhaiugiuladegn 2.6

LY

Asset Access Actor Motive
Accidental
'V A Yo el
Inside
Deliberate
Critical | Network
assel | jeeass
Accidental
Key components
(Devices that are part
of or related to the Qutside
syslem of interest)

s] ﬁj}ﬁ Deliberate
.
Technology

vulnerabilities

4 v o d ' 1 @ ' ¥
i 2.6 amudnutserieInsesvessognauazdudsznouves Inseaiieiug

a a 1 a A
n3zUIUMIN 6 : m3tsziivaiulszneungniaen
o o 1 y & A o A

Tunszuaumin 6 Wumathdmlszneuvedlnsaaineiugiunmiumsna@eniaz

finsananaszuumsh s udawhimanaseunmyaunnseslaslumsnageugaunnses
' ! y A A A0 v 2 o

voaszuulundazadiulsznovern ldinieslionaaouNAIINUAINANNIIZANTINY
v a 4 ﬂ 9 A A A aa Ay v dy Y
indinnziediudifeniniosfionazitnsmaney wafi ldninmanaseuiiiosdunaaslu

A
M1319N 2.1



“ Ay ¥ 4 9
M919N 2.1 Nﬁ’flvlﬂ%'lﬂﬂ'lﬂ’lﬂﬁﬂﬂmﬂﬂﬂu

Component IP Address Tool(s) Vulnerability
OfficePCs | -------- Vulnerabilitys-R-Found v 6.73 3 med 20 low
-------- Vulnerabilitys-R-Found v 6.73 3 med 20 low
-------- Vulnerabilitys-R-Found v 6.73 3 med 20 low
Firewall | -------- Improve-UR-network v 4.8 1 med 5 low
PIDs server | ------~-- Improve-UR-network v 4.8 3 high 21 med 43
low
ECDsserver | =------~ Improve-UR-network v 4.3 9 med 15 low
Router | =---=--- Improve-UR-network v 4.8 3 low
-------- Improve-UR-network v 4.8 3 low
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Vulnerability Security Level Definition

High-severity vulnerability Must be fixed immediately

(within the next 24 hours)

Medium-severity vulnerability Must be fixed soon {1 month)

Low-severity vulnerability May be fixe later

) 4 (Y d { (Y] LY
2.2.3 wﬂeuﬁ 3: wwmnnqnmmzuwunmﬁmnummﬂaeﬂmj

H ! o a p o A
Junoun 3Lfluﬂ1umuqﬂﬁ'1wmuu’mﬂ OCTAVE mtﬂumimﬂ’fﬂgaﬂmumi

a 's a 0’!’ { [ g P [ 4
Sinseuazlseduluduneui 1 fuduseuii 2 unldlumsiannnagniuaz ey

v ¥ ] [
Buasunrudasasy Tasludunoud 3 Usznevlidas 2 nszuiums fie nszuaunisn 7

o a a d { ~ o o o 2 ' o
mimmummmswwmmtﬁm HAZNTLUIUMIN 8 Wﬂlu'lﬂﬁq‘l’lﬁﬂ'liﬁ@ﬂﬂu “B\?Llﬂﬂﬂﬂﬂlﬂu

2 nszuauMssen lAuAnszuIuATN 8A HAATZUIUMSH 8B



11

1 3 ~ o a a 'd . o
muusﬂiuﬂmmuw 3 ﬁ’f) msmmumsamiwwmwm?{m IﬂUVHﬂﬁizuNﬁﬂSZW’U

@ ia v da Ao w a { 3 3
yoafuRNAMNNAININITUNTINY udradranasgiulunsdszidiuanudsaium iy

o

a @ Aa v da a4 a -3
%\‘11’1'Iﬂ’]ﬁ‘l]3$L3Juf'~lﬁﬂi%‘VﬁJ"UﬁNﬂUﬂﬂﬂWﬂJV\Mﬁ@ﬂiWﬂﬁu‘ﬂmﬂ%u Iﬂtlcl%wﬁﬂﬁz‘ﬂ‘ﬂlmzﬂ’ﬂll

A A a .3 @ 1Y a 1 @ A o o a
audoiinatunndoganuiiuiedelumsisziiv daunds fo Wwaansanmslsziuin

Yy o

¢ & N/ 4 @ d'
ﬁ%’mmuﬂaqmmi‘ﬂmﬂuuazuwumiaﬂﬂ'nm?{m YUADUN 3 uammgﬂ‘n 2.7

Phase 3:
Risk Analysis

Process 7:
Conduct Risk Analysis

Risks to critical assels | Risk measures
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Value Frequency of Occurrence

High > 12 times per year

Medium 1 time every year — 11 times per year
Low < | time every year
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Asset Access Actor Motive Outcome Impact Prob
Disclosure Medium High
Accidental | Modification High-Medium High
Loss, destruction High High
Interruption High Low
Inside
Disclosure Medium Medium
Deliberate | Modification High-Medium Low
Loss, deslruction High Low
Network Interruption High Low
PIDS
access
APEpRUre T~ ~_ _\\.....-c...
Accldantal: Modification
et e e B LR EE L LT L
1  Loss, destruction . _______
i
i l
Outside * yInterruption_ ...
Disclosure Medium Low

Deliberate | Modification High-Medium Low

Loss, destruction High Low

Interruption High Medium
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g‘ﬂﬁ 3.17 Sequence Diagram : Analyze Impact
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