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ABSTRACT

Intrusion detection system is a strategic to help and protect criminals and intruders from
both internal and external organization. In many years ago companies tried to develop intrusion
detection’s software but it s> rather expensive. So, open source community develop intrusion
detection’s software that price is cheapness and require a little hardware therefore it so much
popular. However nowadays intruder always try to attack with modern style. So, Intrusion
detection system always must be update. Snort is popular open source intrusion detection system
that heart of Snort intrusion detect system is Snort rules. However Snort generates more fault
alarms because it has many rules therefore it is important to develop optimizing Snort rules for
each organization that has different Information Systems, thus the optimize action of Snort rules
can increase the detection rate, decrease the number of fault alarms, use lower memory and CPU.
Nowadays Snort rules and configuration files are text files. So, creation and updating them are
inconvenience. This system development project create Snort management tool for manage Snort

rules and configuration files with Graphic User Interface (GUI).
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IGRP, GRE, OSPF, RIP, IPX (iludu
32.1.3 IP addresses e Netmasks tiudoya IP address i1¥fiung Tasf131 any nunedia 1p
address 19‘]

- ¥ de ¥4 a
3.2.1.4 Port Number 9g52ydanangauidunianlddoms lasamnsassyuuninizeimio
FUBINLAYNETAlE 1$U 111 §IM35Y portmapper, 23 MY telnet, 80 T35 http 1111
A uazmindeamsszynnwesan 1% wildeard unu
log udp any any -> 192.168.1.0/24 1:1024 log udp

9/ o ] o Y L] 1 < 1 Q,Il
({eyawmanwesalan uaweiadmenndessgluyrmuneay 1 99 1024 mniv)
log tcp any any -> 192.168.1.0/24 :6000

4 a Y P Y T ~ | Y
(Log TCP traffic 91003 laq e lUdaneianloonimSomintu 6000)
3.2.1.5 Direction Operation AindIUNUBNAANNYBINSARADABAS AU
<R a Sy = a Y A =) 14 ] v =)
> HdaR MTU RN A7 RednoveunToanuions Aunis daursynfe daieni

b4
< HUIBHINIITUINIADFANS

fg .4 4
322 Rule options Usznoudlodennuideunasdoyaiiluduniiaves packet 1o

] 3 o) a wva A " A oA ﬂ o a
asasuhagiuldlinmslfianiely Fdedudalevenalonsasiedumsyngnves
Snort )N Rule options auunv1nflayld ; (semicolon) 1Az Rule option keyword §niLen

a P o 1 [
NNTTNDIDUAY : (colon) A20619989 Keyword 15U
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msg NuRYoANUUdaRoU

logto Fuin packet ‘lﬂﬁ'ﬂﬂﬁ’ﬁiz‘]ﬂ%

ttl ASIVHAOUA time-to-live VD4 packet

seq naceuian TCP sequence number Tays 31451
ack nageuilad TCP acknowledgement Tags 3‘1,!?’;1
tos NAABUNAA TOS Y94 packet

id A52900UA1 1uNaA fragment ID Y84 IP header
ip_proto M9 IP Tns Innoa

o o é J Q' Q' o @
priority L‘lﬂ.‘]uﬂ'lillﬂﬂ53?!'1]?\'3111ﬁ'lﬂfg"UENﬂ;]“]ﬁﬂ'lﬂﬂﬁﬂﬂﬂﬂﬁ'lﬂiylﬂﬂ

¥ ] o i T é U
- content (HiumsAumludiuves packet payload Miideyansatuiszy el Feludwm

content string @XN30IEYAINEI text 521U binary 18 Tavariily binary ssTariatiodn

d'l 9 nﬂ' T @ - Y ] 3y dy T
INSOINUIY 7 Llﬁzi‘]ﬂﬂ‘ii’)\iﬂn’lﬂ “1” sgnay 4~ ‘HiJ’IUﬂQﬂ’IiﬂHH']TI‘hJH‘UBﬂ')'IIJ‘Lll‘uﬁ”J‘N

payload latuaadfa9819A931i9 3.1

alert tcp any any -> 192.168.1.0/24 143 (content:"|90C8 COFF FFFF|/bin/\

sh";msg:"IMAP buffer overflow!";)

31/ 3.1 #0619984 Snort Rule 714 content

' & o_a
content-list 1{unsfuvludau packet payload Taol¥doyalulwddeussymnldlums

fun

= @ - 9 ' =
reference 813019 IDS Mousndauaaluaisena. Tasansadn e wseazidsaveny

3190 3.1 M391984 IDS Meueniiaiuayy

System URL Prefix
McAfee http://vil.nai.com/vil/dispVirus.asp?virus_k=
Bugtraq http://www.securityfocus.com/bid/

CVE http://cve.mitre.org/cgi-bin/cvename.cgi 7name=
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alert tcp any any > 192.168.1.0/24 111 (content:"|00 01 86 aS|"; \

msg:"mountd access";)

717 3.2 A2190719901 Snort Rule

ngUii 3.2 dennudeudsradueziiu Rule header uazdoniuluraduszifonia
rule options Tmﬁﬁmjﬁamﬂ?ammagﬂﬁ (colons) 1ud2UUBY rule options es option
keywords 1At rule options Tis1uiludvsiiogluudazngfld uadriinezdiudlss Tonmilunms
331 packets tiosaus2w, ududeuniehidesoule yodalszneviivzaduiiungdeadiy
Buiel¥ngfldsumsios

14 rule Mil39) Y94 Snort el action 1Widen 3 wiiafe log, alert, pass fuaeniily
log Yoyaszgniivasion’Ind @1 luseyiiuien sfu'l3R varlog/snort) tazdudenidiu
alert 10291971111 daemon mode i’fﬂgmfuq 920 alert AINNNTONN alert A mua’ly 9
FIUMA syslog U Taotn@Auga vzgnifu 137 Avarlogisnorvalert uagnsdigaimedudeniiy
pass ‘fu packet ﬁu%zgﬂﬂﬁﬂuﬁﬂﬂ

Snort imsudafiowidonsenunsyngn Iﬂummmﬁmuﬂ‘iu'lv\lﬁmmﬂ;]ﬁ'm‘f
- Alert_syslog szunduiion i syslog vosszuudsamnnsaldTusunsy logeheck g
92l email Ifauaszuuld
- Alert_full 11UT1002BYAYBIAIUNIUBY packet Faviun

o ~a o Qs o & d 1
- Alert_fast mmwazmtjﬂi’fﬂﬂ’nmmzmmi‘uuﬁfﬂu 1 UFINA 498133021 Alert_full

]
=}

1 4 T é A o

- Alert_smb szuudadoanuAsu s WinPopUp fiuTns Innea SMB alumieii 145
¥ 4
9% popup YOANVAIUL
L a A r 3 l:' s
- Alert_unixsock seuvdadonnuAoulUds unix socket Fernsosulusunsuduiseiy
[ E A

E)gﬁ socket T dudi
- Log_tepdump s£1fi1niudin packet vun3oviolugiuunves wpdump

o ol A d' o’ L]
- Database wnIauiin log Mldagmdeya sQL Tadegudoyanaiuayuldun MysQL,
PostgreSQL, Oracle 11a% unixODBC-compliant database

- SNMP Trap seuussaadoninufoulifs Network Management Station (NMS)
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- XML 1% XML plug-in (P log 11&21}1104 SNML (Simple Network Markup Language kL)
& M L e 4

Snort Markup Language) #1aunsadesioa liliagudeyanie snort aou'la

- Unified gnoonuuy1diinnud winiigalumsiiudin log vea snort Tastiuiin13 2 Trlade

W4 Alert uaz Ind Log (Roesch and Green. 2002)

Sensor: Coco23 | 1P:127.2.44.2 | Mask: 255.255.255.0 | GW: 127.2.44.1

Network Placement: Internet / Pre-Firewall / (External) | Source Address Category: External Internet Address
Destination Address Category: Proxy ( 10.77.3.4)

Relationship to other sensors: Momo44 — To find the real destination address correlate events with Momo44 sensor.
Contact:

Comments

Any 10.77.3.4 “FTP
Any & ] 10.77.0.0/16 HTTP

. Contact

| Jimmy John (444)-555-1

10.77.3.4 1

311 3.3 pasUAUIAYDI Sensor UAAZIAUATOVY

ci Jd
15197 3.2 WaAA 195909 Sensor

Foilaa Aredine
Sensor ‘T;B‘l!m Sensor
IP IP address 484 Sensor
Mask Subnet mask U89 Sensor
GW Default Gateway Y94 Sensor
Network Placement Internet / Pre-Firewall / (1N8UD1N) , Internet / Post-Firewall / (mtﬂu)

Extranet / Post-Firewall / (mulu)

Source Address External Internet Address, Internal Address, Extranet Address, Proxy, Firewall

Destination Address External Internet Address, Internal Address, Extranet Address, Proxy, Firewall

Relationship to other UerAIAMUFURUTIZ1 319 Sensors 14U Sensor ADULAZHA proxy fiimsuds
sensors 1ABUYBY IDS M proxy HINABININT IV IP address ¥0IAUN1 Suiudos

1414 Sensor floU proxy

Comments MBTLIBNIAL, A1BTUIENAY
Contact Joyaynnaiinase
Allowed Protocol Tws Inneaneyaa Ifdwrm1d

Public Servers n5 e fann e 1
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Sensor udagyaiineuniedwaunsondautuenas18aegUii 3.3 Fwaeede
AsiauTiAYes Sensor TnoymilszasdvouonmsgaeuniAves Sensor titeldidhladedeyadi
Inarufuasedumiedl Sensor 1984 c'fiqmu1sn1%’%’1'agamfi11":ﬁﬂuaﬂ false positives,
U50A3 Sensors 1103ATIVTUNGANTIUVDY packet AAMINA (Scott. 2003) M31T 3.2 LA

{ v v d 1 T
sluvunldedaumsnarsvesiladaieg luusaz Sensor

3.3 taynvesszuuns19dumsyngnee Snort
o o p
Py 1ve352U1A5293UNMsYNINATY Snort Jynusnfiongnisas199uvee Snort &9
ihantalandnvesszuuasaedumsynindis Snort #emad Snort tingiuimauun Snort
Q2 a o~ Aa 9 1 s s 3 9V ] 9 14
Tufamsaseduiidanan launsuaeiy - vensaguiede 1R lFaumse hiims 14
o ¢ dw s & . o i
Nuszyumsaumniy 5y osnsh Litims 1¥aureddiunag once Alitinnuiuiiunides
1] v e b 4 v
wideyandesnsaseiuuSoudfsuiungifeiny Orcle duludshifinnuduiuiios
AoeInaang Ny Oracle 14 Snort MsadszUVATINVUAISYNFA TABIY Snort Rule 19
o ] 4 a ° P [ s
mzduszuumsaumaluudazesdns SufludssuiuFudazensosiszuumsaume
- " e : @ 4.3 o ¢
fuanareiulyl Snilgwinwudeilegiiungues Snort uazaeuiln Idiuthufivanad INg
wldmsiiuuazud lungasna1ai1d hiazaon
ar 4 e’: 9 o 2 @ o
il 1veesTULATIITUMSYNINAIY Snort Tiaaes AWenfeldsaiInsems
WAU52ULATIVTUNITYATNAIY Snort Rules Nnanz ey tve W szuuasiedunisyngninu
v =4 P = 3 v 4'4 1 o 1]
TRenafitlsz@ntamnniiu Frwaantsududounianatn Idmissanuiaaasuazmioe
o 43‘ o o g
dszaawahenldinain  Tasaelsunsusanmsiunguasaeuiinlwaves Snort 14

2
#2AINVUAWY Graphic User Interface (GUT)
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4.1 dreeaneuiln1ng snort.conf

# Snort Rule Management Snort RuleSet
# Faculty Information Technology KMITL

# SId: snort.conf, 02/09/2004 00:32:57 cazz Exp $
2 XL RIS E SRS EERL I SIS LL LRI IS E LTI IELEE LT
# This file contains a sample snort configuration.
# You can take the following steps to create your

# 1) Set the network variables for your network
# 2) Configure preprocessors

# 3) Configure output plugins

# 4) Customize your rule set

FEFFFHHAF R R B H SR AR SRR A E AR AR BT ERAESH4
# Step #1: Set the network variables:

# Specify lists of IP addresses for HOME NET.
var HOME NET 172.30.68.0/24

# Set up the external network addresses as well.
var EXTERNAL NET any

# List of DNS servers on your network.
var DNS SERVERS SHOME NET

# List of SMTP servers on your network.
var SMTP_SERVERS $HOME NET

# List of web servers on your network.
var HTTP_SERVERS $HOME NET

# List of sql servers on your network.
var SQL_SERVERS $HOME NET

# List of telnet servers on your network.
var TELNET SERVERS $HOME_NET

# Ports you run web servers on.
var HTTP_PORTS 80

1 @ v [
31 4.1 dredr9neunnING snort.conf
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# Ports you want to look for SHELLCODE on.
var SHELLCODE PORTS !80

# Ports you do oracle attacks on.
var ORACLE PORTS 1521

# AIM servers.
var AIM_SERVERS

[64.12.24.0/24,64.12.25.0/24,64.12.26.14/24,64.12.28.0/24,64.12.29

.0/24,64.12.161.0/24,64.12.163.0/24,205.188.5.0/24,205.188.9.0/24]

# Path to your rules files.
var RULE_PATH c:\snort\rules

X s LRSS RIS TIIITIIITTSISITLLLELET LS

# Step #2: Configure preprocessors

# General configuration for preprocessors is of the form

# preprocessor <name of processor>: <configuration options>
preprocessor frag2

# streamd4: stateful inspection/stream reassembly for Snort
preprocessor streamd4: detect scans, disable evasion_alerts
preprocessor stream4 reassemble: both

# http decode: normalize HTTP requests
preprocessor http decode: 80 8877 unicode iis_alt unicode
double encode iis flip slash full whitespace

# rpc_decode: normalize RPC traffic
preprocessor rpc decode: 111 32771

# bo: Back Orifice detector
preprocessor bo

# telnet_decode: Telnet negotiation string normalizer
preprocessor telnet decode

# Portscan: detect a variety of portscans
#preprocessor portscan: $HOME NET 4 3 portscan.log
#preprocessor portscan-ignorehosts: 0.0.0.0

# Conversation

preprocessor conversation: allowed ip protocols all, timeout 60,

max_conversations 65535, alert_odd protocols

FREHFHHEEHRER AR E R R AR R R R R R R R 4

# Step #3: Configure output plugins and Classification & Reference

output database: alert, mysql, dbname=snort host=localhost
port=7788 user=root password=snortids detail=full

# Include classification & priority settings
include c:\snort\etc\classification.config

31l 4.2 FredrenouilaInd snort.conf (dB)
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# Include reference systems
include c:\snort\etc\reference.config

FHEHAH S FH AR R AR R R R R R R R R R R R

# Step #4: Customize your rule set
include SRULE_PATH/attack-responses.rules
include S$RULE_PATH/backdoor.rules
include SRULE_PATH/bad-traffic.rules
include $RULE_PATH/chat.rules
include $RULE_PATH/ddos.rules
include $SRULE_PATH/deleted.rules
include $RULE_PATH/dns.rules

include SRULE_PATH/dos.rules

include SRULE_PATH/experimental.rules
include $SRULE_PATH/exploit.rules
include SRULE_PATH/finger.rules
include SRULE_PATH/ftp.rules

include S$RULE_PATH/icmp.rules
include $RULE_PATH/icmp-info.rules
include $RULE PATH/imap.rules
include S$RULE PATH/info.rules
include SRULE_PATH/local.rules
include $RULE PATH/misc.rules
include S$RULE_PATH/multimedia.rules
include SRULE_PATH/mysql.rules
include $RULE PATH/netbios.rules
include SRULE_PATH/nntp.rules
include $RULE_PATH/oracle.rules
include SRULE_PATH/other-ids.rules
include S$RULE PATH/p2p.rules

include SRULE PATH/policy.rules
include $RULE_PATH/pop2.rules
include S$RULE_PATH/pop3.rules
include SRULE PATH/porn.rules
include $RULE_ PATH/rpc.rules

include S$RULE PATH/rservices.rules
include S$RULE PATH/scan.rules
include SRULE_PATH/shellcode.rules
include $RULE_PATH/smtp.rules
include $RULE_PATH/snmp.rules
include S$RULE_ PATH/sql.rules

include SRULE_PATH/telnet.rules
include $RULE PATH/tftp.rules
include $RULE_PATH/virus.rules
include SRULE_PATH/web-attacks.rules
include $RULE_PATH/web-cgi.rules
include SRULE_PATH/web-client.rules
include S$RULE_PATH/web-coldfusion.rules
include S$RULE PATH/web-frontpage.rules
include SRULE PATH/web-iis.rules
include SRULE_PATH/web-misc.rules
include S$RULE_PATH/web-php.rules
include $RULE PATH/x1l.rules

§1/ 4.3 dedrenouRnIng snort.conf (AB)
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{ o ¥ é o H g
g0 4.1, 4.2 ung 4.3 Wud19813984 snort.conf Fudunevuila lWandnii ldifudy

L 4 v
15a199) 1ae snort.conf Y5enoudae 4 Yunsuneil

o ! Qs A 1] a: 'y)
1. fmuamiulshuaievianidesmsasiodunsynsn

1 4 v
Hudupsumsimuamifiunisteidosmsasiesumsyngn Tasdaulsaeg

HAAIAIAIIT NN 4.1

d' 'Y A 1 a 9 [
A1 19N 4.1 ﬂ’)llﬂiiutﬂiﬂ‘ll'w'ﬂﬂﬂ\iﬂ'ﬁﬂi?%%'l]ﬂ'li‘l!ﬂqﬂ

aunls AesLe A1 1ls (default value)
HOME_NET Network address 71811
EXTERNAL_NET Network address A18UDN any
DNS_SERVERS IP Address 493 DNS server $HOME_NET
SMTP_SERVERS IP Address Y849 SMTP server $HOME NET
HTTP_SERVERS IP Address 489 HTTP server $HOME NET
SQL_SERVERS IP Address 493 SQL server $HOME NET
TELNET SERVERS IP Address U094 Telnet server $HOME _NET
HTTP PORTS MUY INDS AYBY HTTP 80
SHELLCODE_PORTS | MitiaynWesavues Shell code | 180
ORACLE_PORTS NUBIAYNDTAVDS Oracle 1521

[64.12.24.0/24,64.12.25.0/24,6
4.12.26.14/24,64.12.28.0/24,64

AIM_SERVERS IP Address List 409 AIM server | .12.29.0/24,64.12.161.0/24,64.
12.163.0/24,205.188.5.0/24,20
5.188.9.0/24]

RULE_PATH Sumiaiiduga g ci\snortrules

2. fmuamaunlslumsmlaanumnavesnszuadsya

o’;’ o 9 9 - . -~ [ d'
L‘i‘luwﬂaumsasﬂw Snort mJammﬂmtmmﬂizumauqa‘n"lnamu‘uumm‘uw‘n

o o R 4 : 2 2
#9am3n3193u Tag Insenswanssuuauil Wilimsasuulasalag lusuaeuts
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o 1 o -3 Yy A 3/
3. dmuamiaunlslumafunisudufienves Snort asgiuteya
z ° ' 9/ d4 9 Y A ¥ s
fudureusmuaili sort Hudeyansudafeuassudeya Tnslnsemsiau
dd v 3 4 Y g v 4 o
szuunuilinudoyaasgudoya MysQL, ¥egwdeya snort, Nudoyanunsesdies
d A 4 3 4 4 { - a y
(localhost), wosanlfiveudeldwosaninumy 7788, FefleniFaendudrldgudoyaiife
a ¥ { ] a 4 . o v
root, sWarunlFaendwd ldgudoyaiifio snortids waznudeyanisudufeunnedie
Lo o Y a a g @ o o w ] %a
uennniidilimsdredeiedoyanmsimlszianueng szduanuddgueing iWeadeneu
d = v v 4 d
An'Wa classification.config Hazfinsdredefaunasiivvesnguanzde weadranouinlna

reference.config ﬁ’ﬂg 1% 4.4

output database: alert, mysql, dbname=snort host=localhost
port=7788 user=root password=snortids detail=full

# Include classification & priority settings
include c:\snort\etc\classification.config

# Include reference systems
include c:\snort\etc\reference.config

] @ g
31 4.4 s lumsinunsududouves Snort asgudeya

4. fmuavezalvianlilumsasredumayngn
3 y o o Jd 1 y o 1ed o ]
Fumsutifumssimuald snort 195 IMd1athe 3o IMdmariiduegidumisla fe
[ 4
dluialsveslassmsRannszunay  Tasgmdeyaveslassmaiannszuuauiingung

} 4 } 4 [
(Rule Group) M11uA 48 NQUNY 10ZINY (Signature) NINUA 2,060 NAINITING 4.2 - 4.4

M 1 1 ( M o
5190 4.2 Fo3a Ian1Flumsasndunmsyngn

éaga‘lﬂﬁ (Rule Group) $117UnN3) (Signatures)
attack-responses.rules 16
backdoor.rules 58
bad-traffic.rules 10
chat.rules 18
ddos.rules 33
deleted.rules 169




4 4 7 o 1
M1319% 4.3 Foza Ilan1dlumsasadumsynyn (o)

éaga"lﬂé (Rule Group) $1UUN4 (Signatures)

dns.rules 19
dos.rules 18
experimental.rules 0

exploit.rules 36
finger.rules 13
fip.rules 50
icmp.rules 22
icmp-info.rules 93
imap.rules 16
info.rules 7

local.rules 0

misc.rules 44
multimedia.rules 6

mysql.rules 2

netbios.rules 33
nntp.rules 2

oracle.rules 25
other-ids.rules 3

p2p.rules 16
policy.rules 22
pop2.rules 4

pop3.rules 19
porn.rules 27
rpc.rules 128
rservices.rules 13
scan.rules 25
shellcode.rules 22
smtp.rules 27
snmp.rules 17
sql.rules 43




4 4 oa [ ¥
15197 4.4 Foga o ldlumsastedumisynyn (@)

#agtﬂﬂﬁ' (Rule Group) ﬁimmﬂq (Signatures)
telnet.rules 14
tftp.rules 9
virus.rules 19
web-attacks.rules 47
web-cgi.rules 344
web-client.rules 6
web-coldfusion.rules 35
web-frontpage.rules 34
web-iis.rules 111
web-misc.rules 294
web-php.rules 89
x1Ll.rules 2
ﬁﬁﬂﬂﬂ%ﬁﬂuﬂ 2,060

4.2 39NUUUITUVNU

4 e o=l Y

e ladnmndegaTiauazaeuin anlFluszuuasaeiumsynindas Snort ud%a
v o A4 g9d o o ]
adrudiunewding laszunsy Mieldunmsumazveumamsmhauvesszuudeglii 4.5

o [} A a @ L] 4
nngUneumng laezunsy iduiferdestussuueieg 3 ssfisenoufio Administrator
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b

& ) ]
User 10& Analysis Console for Intrusion Database (ACID) Feannsastuwesniiudiuay

nén'ld 2 dauded
1. dahudnszuy 1dun
® 319 Snort IDS Sensor
® adunquAgUAzAN1IATITL
o adzalWduazaouiia’lng
o afndeyanmsingndy
o aidoyanisnsiesy

o ahedoyadldanuszuy
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2. dauihesnanszuy Taun
® S IPNUNANIIATINIY

o Jq 9

® SwnuUMIMOUYeld

o salWdauazaeudinla

‘;nyn Snort IDS Sensor ;oqnnqun:néung

>

o M mazngainn v Tlanaznouilnla
Adbtirtetrator 13T uaziiy m voyagalvlanaznouil 'l\-lil> User

NALUNYN 1A 1Y Y0YA log
4@ log

4

Thoanguaznnamg £ ™) Az ngamam
— >

AYDVDYa AUMY AL log AVOQUaNANUAZAINI)
L B

Avogalrlanazaonitnhia M Optimizing awegzalianazneuilnlvla

: Snort Rules in A ) v
voya log Intrusion Detection | Aveguayataznum log
System

voyagallanaznouinta

v

. v
HONTSIDAROUNITYNTD MUDYOYaADIAUNITYNIN

Analysis Console for
Intrusion Database
(ACID)

3 ]
gﬂﬁ 4.5 mm”muawauwmmﬂjmiznnﬁ'wﬂaumncf"lﬂazuﬂsu

A < 9 =¥ a’/’ a wva a 4
NI TUINNTINIINUBDITTUULAD fmaqﬁn‘yflwuuﬂaumsﬂgmmmmz'sms1:11
Y ' Aas o 3 ) s d' é
ANUADINITUDITEUUVIIUANTAUINANNNG IﬂUiJ')ﬁﬂﬁ‘i’lumuﬂ'lﬂﬂﬁzklﬁ‘llﬂlilﬁia‘;ﬂ'l]ﬂ 1 939
[ ' v a 3 ~ & ]
Pawlianszdszun laouiaiiuszuudesldazaindauuanlugilil 4.6 Faaunsoutisam
J a v o Jdo a o’:
poniilu 6 nszuaums Tuusazameziinnuduiusiunaziimsaadondlfuazgdoya

N
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s ( 1 -
voyagly p1 | User Name
damsvonanly i M guoyayly
B s o
aTIAOUANTHlY L
- ulagunlasarm
Enable 122 Disable )
Enable 1122 Disable nqv‘lm‘ohméunn
| - LA
30 v Snort IDS Sensor(” 2 >
TR D2 | Snort IDS Sensor
Piundasyveya Snort < .
Administrator f'ilf;'u?.)lunznqaﬁnmL Snort < QYOYR “nort IS Semmar:
gndung Roback) | IDS Sensor bt s i
" TERE TN > MdaTmazngamam
( 3 \/ Quoyanquaznging
iunnnqun:m‘;xm:_] e i
h Rule Group 118z
= { >
Voyanguasngmny Signature D3 | Rule and Signature
SOTETR. RS, 4
: . Y i i
Jamsgatiouaznoudnlrla | 4 )
oY Snort.config ‘ voyazallanaznouinhia
jlone:  fe—T0 User
v ’ v . ‘
voyaneuln Classification 107 Reference|  aavilnTila weyajahionazaeuilnlda
N s
A A
( 5 )~ q;mgn i log
AV 0 VWA log 3 haa e
;m'm log | . =
Log D4 Log
el
ATIVTOUHAMIATIDTUMIYNTN
voyaHan A3 ITIRTSYNI ¥
[ 6 y AINAOUHANIATITUNIYNTN
pon® - voyaHan AN YN
Analysis Console for | "TVevoyanvsinanon ¥
Intrusion Database ‘;vuwnnmw'w"eu MINIINBY _
v} MIYNIn "|os | SnortpB
e

3N 4.6 twunmnszuadoyaszaun 1
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4.3 gruveyadmivlasamsnannszuuany

Snort SnortRule . RuleDetail % = Classification Usemame
1 Twoang ™ i wozidma 1 ils 1
PK_|snortname PK | snortname PK |sigiD 1 |PK |classificationin | | PK |logoniD
PK |siglD
home_net ™M rulelD classification password
external_net status M sigName description permission
dns_server znovay sigRev priority name
smip_server action Y
http_server Rule protocol M NN
sql_server - classificationID —
telnet_server fivvoyang | PK | rulelD 1 sourcelP . . Reference log
snmp_server sPort k)
http_ports (',‘:::";’:‘e direction 1 PK | referencelD ™ PK |logid
shellcode_ports beseD destinationiP roference et logoniD
oracle_ports dPort
. value dateTask
aim_saerver ruleOption timeTask
rule_path RollBackSig ruleinfo M task
db_host M referencelD |
dbPort PK | snortname refValue
username PK |sid
password

31 4.7 pwdeyadmsulassmsnaussunam

11961 T snort.conf tnnadugmdeya fagilii 47 gnudeyadmiulasens
WAILN5Z1UATITUMIYNINAIY Snort Rule MIVINEAN HAZAIIAN 4.5-4.13 WIUIYATY
feyauanssdaziBunvesdazmg Taolinanun 9 A 151984

1. Snort MumaraiiuewnlsiamuameinnashsneuinIng snor.cont

2. SnortRule 1fumsALTo1AYS Snort IDS Sensor iAaziaNFess 1s fin1sldng
W30 Signature latha ilerinnasiagalndves Snort IDS Sensor uazs

3. Rule flums et ungung (Rule Group) 189 Snort Wanua

4. RuleDetail HluaswiifiuswaziBunvoany (Signature) udasde

5. Classification Lflun1sNﬁsf‘\mJszmmmzszﬂ"ummﬁﬁnﬂmﬂg Wevnadieney
Wn'lnld classification.config

6. Reference iilums1aiifiu URL iNod1ada 11l website vosgadrangluusazde e
iwnadeneuinlWd reference.config

7. RollBackSig a5 1aiifiy Signature fioyanaldlduioonanmsls iemsdneu

Aomnavan 14 ny

¥ V¥

¥

{ o a

8. Username ilumsniiudoyadldzuuunzanigld
4 g

9. Log fumsiifudoy
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Attribute Name Description Type Key Reference Table
snortname ‘T;EJ Snort Text (50) PK
home_net Network address 1114 Text (50)
external_net Network address NUDN Text (50)
dns_server IP Address Y89 DNS servers Text (50)
smtp_server IP Address Y83 SMTP server Text (50)
http_server IP Address 489 HTTP server Text (50)
sql_server IP Address 489 SQL server Text (50)
telnet_server IP Address U84 Telnet server Text (50)
snmp_server IP Address Y93 SNMP server Text (50)
http_ports NINBLAYNOI AYBI HTTP Text (50)
shellcode_ports NAUIAYNBI YOS Shell code Text (50)
oracle_ports NINURYNDTAVD S Oracle Text (50)
aim_server IP Address Y83 AIM server Text (50)
rule_path Fumisiifugaind Text (50)
db_host RedfImesTinuRenas MySQL Text (50)
username %Elt;ﬁﬁ’fﬂﬂ'ﬁﬂgﬂ MySQL Text (50)
password SHAKN U 111‘6’934?! MySQL Text (50)
dbPort wosademsgudoya MysQL Text (50)

A31a 4.6 NIUYNINYBYAAIT1S Rule
Attribute Name Description Type Key Reference Table
rulelD NNBAYNGUNY AutoNumber | PK
ruleName %ﬂﬂtjuﬂ;] Text (100)
descript fMeTUINgUNg Memo
baseDir laisanesiifungung Text (100)
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Attribute Name Description Type Key Reference Table
snortname #® Snort IDS Sensor Text (50) PK, FK Snort
SID HUWAVNHUATADIUSYDING Text (50) PK
! ¥

ﬂ]i]@ﬁ 4.8 WIUTYNINVBYAATI N SnortRule
Attribute Name Description Type Key Reference Table
snortname ® Snort Text (50) PK, FK Snort
siglD HUGaINg Number PK, FK RuleDetail
status aDIULnNg Yes/No

A15197 4.9 WIUTYN5UYDLYAAIT 1 RuleDetail
Attribute Name Description Type Key Reference Table
sigIlD HueauYng Number PK
rulelD nINUAYNGUNY Number FK Rule
sigName %Elﬂg] Text (255)
sigRev o5 ﬁummﬂg Number
action LBAYU Text (50)
protocol Tns Innea Text (50)
classification]D UL Y classification Number FK Classification
sourcelP IP Address AUN Text (50)
sPort wmmmmaf'm’fumq Text (50)
direction NeM1INg Text (50)
destinationIP IP Address 1/a1em1s Text (50)
dPort ﬂu1ugaﬂwa§ﬂﬂa1uw1a Text (50)
ruleOption 38 option Memo
ruleinfo 'ﬁ'ﬂqaga Memo
referencel D HU8LaY reference Number FK Reference
refValue i1 reference Text (255)
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Attribute Name Description Type Key Reference Table
classificationID NUWIaY classification AutoNumber PK
classification ¥ classification Memo
description 19TV classification Memo
priority ﬁﬁzﬁummﬁﬁiy classification Number
: 3

ﬂ]‘ﬂ@ﬁ 4.11 WIUTYNTUVBUAATT N Reference
Attribute Name Description Type Key Reference Table
referencelD LAY reference AutoNumber PK
reference ¥9 reference Text (255)
value ANUTUAM reference Memo

AN 4.12 WU YNIUG8Y0A1519 Username
Attribute Name Description Type Key Reference Table
logonID %é’nﬁ'ﬂ%’swu Text (50) PK
name %o :1%’5 AN Text (50)
password THaNIU Text (50)
permission aﬂgé’ﬁ’l’ﬂ%ﬁzﬂv Text (50)

M13197 4.13 WaLYNUYOYAA1T I Log
Attribute Name Description Type Key | Reference Table
logID ¥® Snort IDS Sensor AutoNumber PK
logonID %aé'ﬁ’fﬂ%’swu Text (50) FK Username
dateTask Funiiau Date/Time
timeTask AN Date/Time
task UNM Memo
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¢ daa y o
4.4 verlamsnneveslulassmsnannszuuanu
@ 9 P =1 9 o Ju’: [ ‘=y
FTUVATIVFUNITYNINAIY Snort Rule Ninanzanlims 1gvanaudsianua 9 Uszinnaail
s o o ' 2
441  Snort Software 1HumoNALITIZUUATINIUMIYATNATEUIY (NIDS) H99zA0Y
4 1] v
whedeyauunieds TavhmssudeyananuaneguudinuveunievoNSula¥el sensor
=1 {1 [ ] { n’;’ a ' 1 4
LUDUNURNIY packet NHUAIUVBUATOVION sensor 1UAADY packet 19 vzifudiauly
g1 A Y . A o o a Y a o
YB3 sensor NABIID packet UMAINY signature Nimualugalva Taslimsdredenuneuiln
-4 o
4 3 Tldne snort.conf, classification.config, reference.config
442  Analysis Console for Intrusion Database (ACID) 111 PHP-based analysis engine
) o o ) u d o A
dmSuduruaznszuaumsmauvesgudeyadmsumgmsaiaunnuilasaseignaiie
o ' s ¢ A A 4 ad
MNTZTUVATINIUMSYNIALLBAIY, TSI00a tazinsesliomsthquiaisn Taolnsems
Y dy 9 o o gy A 2 vy Y
Aauszuuauilld ACID dwmsugmsudufeuues Snort FIR1FawNs0AUNT TP Address
a o
AuMa, 1P Address Yanomy, sian1sudufou, NAIMIUTUADY, NUNBIAINDIA LATHID
Tws Inaoa
b
443  Apache 11U Web Server #1151 ACID Taglasamawannssuuamii ldvanoas
(4
HTTP Wo3a 8877 @1315014104 web page 18420 URL: http:/localhost:8877/acid
4 ¥ 3 a a a
444  MysQL ilugnideyanuuilaheenmnuiieanysiasa iilszdniom uaz
b4 a dyo 9 o v y A v
anugnded Taglassmananszuunuinhunlanudeyansuduiouves Snort uazldau
590U ACID
a o .
4.4.5 PHP (PHP:Hypertext Processor) Wunnansidszuuidauuy server-side 191u
a o o LY
msaselawndadume Twnssives PHP adwiume C, JAVA uag Perl laglnseanis
9 s
Wanszuuanu i 1dsmiu ACID tauaaaiums
b4 v
446 ADODB ilunguamadugedmsy PHP lumsi¥euregudoya 15y MySQL
~ & o ™
447 WinPCAP (Ju'laus13 (library) #4114 Taenia 1 lunssan network sniffer uaz
network analyzer
. yd 9 o @ @ ' 9
448 Microsoft Access 19NudayadmsyIassmsnaszuuau Tasnaauudaly
Faioh 4.3

449 Microsoft Visual Basic 6 191901 T1)sunsudmsu Iasamsnannszuuay
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4.5 MIVBALVUKINDBN FINNUYBIIATINITNANTZVVNY

451 M3aLNdUMIINIFNUIZU

Aq‘gl

9 < a 9 = A Y a Y A @ T
wihsedenduidlunihveusniilsingiedldanusuldssuy eszydauiiansidh

IFaunse

* Login - Snort Rule Management @

User Name: Iadmin

Password: ]m

oK Cancel |

1 d p. *
Ui 4.8 wiheemsaenduivednldnuszuy

vingalii 4.8 ifumdhensniid19lousod1d (uscmame) uazswar i (password) it
warnsAndnts e Tavssunamialsenndnigldomeenii 2 Usannie

1. @n3 User munsngarsanlsaneg WRlaehimwnsonfaoumloudlvilag 14
wenuniideansodaliazunns 198 unsyningan Snort Buinuniengama 14

2. &n3 Admin WuAniimilonii@ng User Tnsaunsasan Idyniledsuly

w Y A‘
FTVVATIVIVNITYNTANIY Snort Rule NS AU

452 HINVBHANVRAIATIMINAUITZUVNY
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NRININHIUTUABUMTABNOUGEUS BHAT AT I90NANYDITZULATINTUMS

\J e 4 é '
yn3n e 11)ezi5onT5uns1 Snort Rule Management #9311 4.9 anvhvesenuuu’ll 4 dau
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1. Toolbar Wunauiiiifunzdudeniildlumseentida Tnofinanun 8 ﬂuﬁ'ﬂﬁ’
1.1 Snort IDS 19§ 5ua314 Snort IDS Sensor 1nsiluszuy
1.2 Rule Group I¥dmsuiuuozudlvgalnd
1.3 Classification 19 m%“mﬁuuazuﬁ"lwauﬁﬂ"lﬂﬁ' Classification.config
1.4 Reference 1%'ﬁmé"mﬁmmzuf’1"hmauﬂn'Mﬁ Reference.config

1.5 User Name 19dmsuiny avnazud lugldauszuy
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o Jd ' o
1.6 Logging 1¥dmiuueiimesglyanuniimshaes lsthaluszuy
1.7 Help l¥dmsvvennusiomao

1.8 Exit [¥dmsueenanszuuns9sumsynyn

b4
v

' <
Navigation Menu uiseeniiu 2 wiuda
=] A [ = 9 ] 9 1
2.1 WU Snort IDS Mo UNUMIGon1FIUKIN Toolbar IAEAIUAINISHAAS
& y &
579A3 Snort IDS Sensor HILAAIITIVYOUDY Snort IDS Sensor NaHuAlU
° . 4 <
gwdeya Taniuausdayauyy Tree View n181a%0 Snort IDS Sensor NIZUAAY
ok Pm = 9 9
Rule Group NHMANUNS 19911A20

E
2.2 Uil Rule (1AA3 Rule Group Nanualugudeya

dou Aa [ d: @ y
Snort Panel uaasianyuniiluszuuasnsumsyngn Jaoiivianue 8 unvasil
3.1 UMY Snort tEAIBINMSNATJY Snort IDS W3 BIUY Snort IDS
< : A :
3.2 UNY Rule Group uﬁmﬂgmnuﬂmg‘lu Rule Group HU¢)
a - {
3.3 UM Signature HAAII1BAZIBEANINAVBINGAGNLDDON
3 P | o Y a o
3.4 1111 Snort DB LAY Web page H¥a¥03 1691169 www.snort.org Taud1993111 SID
YoInguAnzde
3 4 A [ . v a o
3.5 UMY Reference AR Web page Fuvonloalifa website A9 Taodredenu
ReferencelD ¥04NYIATLAD
< 4 s
3.6 N Classification & Reference Ll.’dﬂﬁ’l'ﬂl‘gﬁ Classification 1182 Reference 1
gudoya
o x A v I D)
3.7 unU User Name & Logging uamﬂtmag’ﬂmazaaﬂﬂwnﬂiugmmay,a

3.8 LNV ACID LEAS Web page Y89 ACID 1o 159 1uaa1d Snort i

Status Bar LAAIADIULY0I5TULATINIUMIYN3N Tnowiseaniilu 4 dau
4.1 uaAIIIUIU Snort Sensor, Rule Group 14 Signature ‘ﬁﬂﬂuﬂ

42 1199 Snort IDS Sensor fithas1Fuog

43 wamadauzmshauvesideigndesduiamio i

4.4 uaasiuuazailegiiv
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ooy &0 1
B snot 105 | 5 Rules e

Snort Setting Snost IDS = - e
Snort IDS
Rule and Signature 3 Snort IDS Name: [ 17771/
Classification
Relesence Total Active Signatwes : 1631
User Name Snost Variables
HOME_NET 172.30.68.0/24 HTTP_SERVER  [$HOME_NET HTTP_PORTS 80
EXTERNAL NET [oy SOLSERVER  [sHOMENET  SHELLCODEPORTS fgg

DNS_SERVER  [¢HOME_NET  TELNET_SERVER [gHOME NET  ORACLEPORTS  [i5z1
SMTP_SERVER  [$HOME_NET SNMP_SERVER  [gHOME_NET RULE_PATH c\snot\nles

AM_SERVER |IBA.12.28.0/24 64 12.25.0/24 54.12.26. 14724 54.12.28.0/24 54.12.23.0/24 54.12.161.0/24 54 12.163.0/24.206. 188.5.0/

24,205.188.9.0/24)
deleted Snort Logging

:: DB NAME [snot ___ DBHOST flocahost DB USERNAME ot
cupesimental DB TYPE [ DBPORT [7788  DBPASSWORD fonoties |
exploit LOGRULE TYPE [0

fimger Defaul vakie
ftip = o G . L A S R 4 e, A
icmp |

icmp-info |

. View Snort config file Modify Rules & Canfiguration files Delete Snoit IDS

s o T N -~
# Snort Rule Management  Snort Ruleset ]

wnap

info

local

misc

wulimedia i Facutynomabon Technobgy KMITL
- | 8¢ srxcon. 01/08/2004 2325 coExp §
nntp

oracle [ uﬂnﬁm.g.mmm g g

other-ids ﬂYwmmhmmmMm :
p2p 4 -
H o ——— N o _\ R ¥ Bg Tan € Beopeed 3 %

Total Snort Sensors: 1 Total Rule Groups: 48 Total Signatures: 2060 | Aciive SnortIDS - JDTHA 4 | Generate new Snart IDS Sensor, Srot e, conliguration fles successiuly | 01/09/2004 23:34:20

31N 4.9 niheendnvesszuuasWIVMIYNTN

4.6 Wanvumamhauveslasamsnasnszuuay

Hendumsianluszuuaswiumiynindie Snort Rule ﬁmmzﬁnﬁ‘ﬁuﬂmmn
aeudn Ind 3 Tvdae snort.conf, classification.config, reference.config uazgﬂzmug a'lwdves
Snort TA3IMINANNIZVUASINIUMIYNIARIY Snort Rule Rmanzauuasilaidumsia
oomiilu 7 Hadsudail
4.6.1 W% Snort IDS Sensor

Sl sfFuiREITY Snort IDS Sensor Aa1lsznoudaoilsisudondsil

® m3a319 Snort IDS Sensor

51374 Snort IDS Sensor Amnsaih 18 Taumsflovudeyaianualuuiiy Snort dag)
fi 4.10 iipannAeUANING snort.conf Aenismuesdatls (Variables) 191 HOME, NET,
EXTERNAL_NET, HTTP_SERVER (81i), HTTP PORTS (f1i)), SMTP SERVER (811,
DNS_SERVER (#1%), SQL_SERVER (81%), RULE_PATH, DB NAME, DB HOST, DB PORT,

& o "
DB USERNAME, DB PASSWORD (ffudu #aih T 14 luszuuasndumsyngn Tlsunsads
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s @ 3 P v v 9 v 4 1w 1 1 n::y °

fiduvesdulsang  nnedesldgldoutloudeya  Femdunlsaeqmariiszgmimn
4 3 [ 4

afraduneuilnuazgalid uenviniilusunsueziidniues Snort Rule Wizard N¥wad

aoufin duazgaidnnszsuuasaumailio  TavszuuannsaadrineudlnInduasga

o o ' s . ~ a a3
WS Imanefuesnns 15y $199An50 Mail Server N1IHUSAIS SMTP, IMAP uaz POP3 fi

AWITNAONVINITUDY Mail Server 1iE9 SMTP, IMAP tag POP3 winfu SaTdsunsuites
afunouilnIWdfidraidazalid SMTP, IMAP uaz POP3 5'suﬁqga'lﬂﬁv€ugmﬁ'uq Hsuihy
Tuszuuld vsedesnnsladl Web Server (IIS e Apache), Database Server (MS SQL, Oracle
139 MySQL) taz1¥usms Ins Innea Fip, Telnet, DNS, NetBIOS, SNMP, ICMP (iludu fi
aunsadenmmzuinsifiey udaszuufeadnouiinInduozgaIWdiinedes edld
floudoyaiSoudoouda unzwdoufivzad1y Snort IDS Sensor WnATJY Generate Rules &

. . ' a < o a
Configuration Files n1n lifidoAanaianazuaninseuIdnounisa319 Snort IDS Sensor d159

Aeg1ln 4.11

¥ Snort Rule Management

Bo3euy &

Bsnontios | ThRues |'[ EdSoon |
Snort Sefting | snews. - - £ 3 £
Snort IDS '
Rule and Signature Snort IDS Name:
el 2 7 [JDTHA
Reference 1
User Name |- Snott Variables Ll { Qe Aled e & F
Logging
! HOME_NET [172.3068.0/24 HTTP_SERVER  [$HOME_NET HTTP_PORTS C
Snort IDS Sensor (|| | EXTERNALNET [gn, ™ T SOLSEAVER  [§HOMENET SHELLCODELPORTS g
| DNSSERVER ' [§HOME_NET TELNET_SERVER [$HOME_NET ORACLE_PORTS 1521
|| SMTP_SERVER ' [$HOME_NET SNMP_SERVER  [$HOME_NET RULE_PATH c\snortuuies
| | AMLSERVER |I64.12.24 0724 6412 25.0/2454.12.25. 14724 54.12.28.0/24 54.12.23.0724 54 12.161.0/24 64 12.163 0724, 206,188 5.0/
{18y 24,205.188.9.0/24)
| | Snort Logging
DB NAME foity o1 17 ) dBRosT llocahost DB USERNAME ot~ [
DB TYPE fmpsd  DBPORT 7788  DBPASSWORD fraide. |
LOGRULE TYPE [Giow
= Default value
Generate Snart Fules & Configuration files (
Snort Rule Wizard
Mail Server ‘Web Server Database Server Protecols and Services
¥ SMIP w IS ¥ MssaL v FIP ~ DNS ¥ CHAT
[~ POF2 [~ Apache [~ Oracle I~ TFIP M NetBIOS ¥ RPC
v POP3 ~ MysaL M Tehet M IcMP ~ RServices
V¥ IMAP W SNMP I~ NNTP - xn
Total Snort Sensors: 0 Total Rule Groups: 48 Tolal Signatures: 2060 No Active Snort IDS Please add Snot IDS 01/09/2004 233127

31]‘?! 4.10 Mg %’N Snort IDS Sensor
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] Snort Rule Management - |5 K

Bonexv &
Bt 0s | Gries | [ Esmon |

St Sons Snost IDS £ = B e e S S e
Snort IDS
Rule and Signatwe Snort IDS Name: [ JDTHA
Choccicas J
Reference
User Name Snost Variables
Logging |
HOME_NET hn_;nsg(yz' HTTP_SERVER $HOME_NET HTTP_PORTS 80 ‘
Snort IDS Sensor EXTERNAL NET [o  SOLSERVER  [sHOMENET  SHELLCODEPORTS fgg | |
= id JDTHA 4l DNS_SERVER  [§HOME_NET  TELNET_SERVER [§HOME_NET ORACLE PORTS [z

SMTP_SERVER [$HOME_NET SNMP_SERVER  [$HOME NET RULE_PATH [c\snot\les
¥ Snort Rule Management 030 54.12.161.0/24 64.12.163.0/24,206.188.5.0/

[ | Generate Snort Rules & Configuration files
. Snort Rule Wizard -~ — - —————— - = ——
Mail Server Web Server Database Serves Protocols and Services
WV _SMTP VoS ~ MssaL v FIP ¥ DNS W CHAT
. i~ POP2 i~ Apache [~ Dracle I~_TFTP V¥ NeBIOS ~ RPC
= ™ POP3 ~_MysaL ¥ Tenet ~ IovP ™ RServices
™ IMAP V SNMP i~ NNTP - xn
other-ids |
o2p VL g PERIELE "RV 2o WA .. B W dl V4 * Wl iv0id | i L8
" & Proel F RS W A 'S FE) Y Peerd B8 G |8
r = W AT e P — { —SeeT R sz i
Total Snort Sensors: 1 Total Aule Groups: 48 Total Signatures: 2060 No Active Snort IDS | Generate new Snort 1DS Sensor, Snort rule, configuration files successiuly | 01/09/2004 23:33:09

31 4.11 n3ou 1dAOUNI3 314 Snort IDS Sensor F139

® Mstaen Snort IDS Sensor

o931 Snort DS nd W IFaunseafusuasud lumaieg 18Taomsidon'lali
#ov09 Snort IDS fiRBINTS Tasunsuvzalsnguity Snort UU Snort Panel Fauansswazidun
Wavunvesiaunls Snort IDS Sensor 1 HOME _NET, EXTERNAL NET, SMTP_SERVER,
HTTP SERVER, SQL SERVER ijudu é“h’y'muﬁn@,'lﬂ"'jwmzifﬁmuwm Snort a4
Maunsonganiauy, fﬁm'auﬂg‘ﬁ Snort IDS Sensor Madi§wauhls wenvNTidIE
vosTtsunsugldannsadlagaouiinndvs 3 TWdfiszuunsaiumayngndredada 1dus
snort.conf, classification.config 1ta reference.config v"i“ld’s“luszunm’m%’nmiun;ﬂﬁqgﬂﬁ 4.12
91031} Snort IDS Sensor ¥ JIDTHA Hims TnaangMsAsTUMIYNIANMYA 1,631 AN

v
NINUA 2,060 NY
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:lﬂ Snort Rule Management

B9 9env &
ﬁs—:m [ 5 Rues ([ Bsnon |

Snort Setting -~ Snost IDS = = = — e
Snort IDS F
th.lds:m Snort IDS Name: |77/ d
Total Active Signatwes : 1631
Snost Variables
HOME_NET W HTTP_SERVER  [gHOME_NET  HTTP_PORTS oot = < o7
EXTERNAL NET [o,  SOL_SERVER [$HOME_NET ~ SHELLCODE_PORTS I

DNS_SERVER  [$HOME_NET TELNET_SERVER [$HOME_NET ORACLE_PORTS 1521
SMTP_SERVER  [$HOME_NET SNMP_SERVER  [$HOME_NET RULE_PATH c\snort\ules

AM_SERVER [64.12.24.0/24,64.12.25.0/24,64.12.26.14/24 54.12.28.0/24 54.12.29.0/24 54.12.161.0/24 54.12.163.0/24,205.188.5.0/

24.205.188.9.0/24)
Snort Logging
DB NAME [ . DBHOST localhost DB USERNAME fot
DB TYPE Trysql———  mesDE0RT [788 DBPASSWORD [snoids
LOGRULETYPE [0 Default vake
|
View Snort config file Modily Rules & Configuration files Delete Snort IDS
snort.conf -
T —— -~
# Snort Rule Management  Snort Ruleset =
# Facuy Information Technology KMITL
{ TATNEAT W

# $id: snort.conf, 01/09/2004 23:32.35 cazz Exp §
L3

{ :chm!dmhfﬂnigdmmuu&m
L -
Total Srort Sensars: 1 Total R Groups: 48 TotalSignatures: 2060 Acive SnotIDS - JDTHA | Generale new SrnortIDS Sensor, Srortnde, configuration fles successhuly | 01/09/2004 233420

gﬂﬁ 4.12 ﬂ1ilﬁﬂﬂ Snort IDS Sensor

Aldannsaganusves Signature udnzdo’lddn Signature Yolafifimis1Fanuions
A3 3uMsYyn3n 1aomsndndi Rule Group nul#e Snort IDS Sensor z15IngUA Rule
Group c'éﬁauﬁmnmfmuﬂﬁag:nwiéf Rule Group ﬁsﬁanw%’anﬁmauﬂg tazmaulsves
Snort 1% Signature Name, Action, Protocol, Source IP Address, Source Port, Direction,
Destination IP Address, Destination Port, Rule Option

A1dau309 1891 Signature 1aiims 14911 (enable) 1WFa1nA1N column usnezUaR
Foydnual Y uay Foydnuel N uanei Signature 1 lifins 19 (disable) Tuszuuasaody

. »

MIYnNAeZIN 4.13 uennniimndlddesmsgsvaziduavesnguanzdoniold Rule Group

ndendIdgldduiiandnngideans
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Rule Name: [attack-responses
T e I Enabe o Signatures
Base Directory: [_ULE PATH/ T D
mnmwmm its usually because a
S5 mad'nhu compromised. These should not false that often Add Rule Group
Description: and almost always mean a compromise.
Add Signature
All Signatures
| Sig Actig otocol| _Source IP rce ection
» |Y ATTACK-RESPONSES mndwlddsd | alest tcp umP SERVERS smw mms [ »
| 'Y |ATTACK-RESPONSES command eror ) | det | tp | SHTTP senvfﬁs""ﬁfb PORTS | > |
|| Y /ATTACK-RESPONSES fie copied ok | det | tp | SHTTP s:nvsns anP PORTS | > |
Y /ATTACK-RESPONSES id check retumed root alert P >
[ | Y /ATTACK-RESPONSES Invabd URL | alet | wcp | SHTTP ssnvsns QHTTP PORTS | >
|| Y ATTACK-RESPONSES 403 Forbidden [“det | tp | $HTTP.SERVERS | HTTP.PORTS | > |
|| ¥ ATTACK-RESPONSES drectory fisting | det tcp $HOME_NET | any [
Y |ATTACK-RESPONSES oracke one hour install alest tcp $HOME_NET 8002 >
|| Y |ATTACK-RESPONSES index of /ogibin/tesponse | alet | top | $HTTP_SERVERS | $HTTPPORTS | 5>
[ |Y ATTACK-RESPONSES successful gobbles ssh explok (G0, alet | top $HOME_NET 2 >
(| Y /ATTACK-RESPONSES succssshul gobbles ssh explok une _ alet | tcp | SHOME NET | 2 AN
Y ATTACK-RESPONSES id check retumed userid | alert () _SHOME_NET | ay B
[ | Y |ATTACKAESPONSES successful kadmind buffer ovediow et | tcp | SHOME_NET | 749 >
|| Y /ATTACKRESPONSES successful kedmind buffer overfon, alert | tcp | SHOME_NET | 751 2 |
1Y ATTACK-RESPONSES wmmwml_ det | tep WMLNET | 512 >
| |'Y |ATTACK-AESPONSES Microsoft cmdexebannes | alet | tep SHOME_NET | 12123 N
|l | »

TotalSrott Sensors: 1 Total ke Groups: 48 Total Signalutes: 2060 | Active SnotIDS : JDTHA | Load Rule Group - atackresponses

| 02/09/2004 00.06:47

31 4.13 @00 Signature HAAZYOYDY Snort IDS Sensor

®  M3ITUUATHEAIIIHYB Snort IDS Sensor

STUUATINIVMIYNFAAIW Snort Rule Minwzan szisuhauiied1¥nan gl

] i o { o < {
Server #39201/a01131/910 stop server (111 start server a3t 4.14 uazngahanufazalaougl

90 start server 1] stop server #3311 4.15 Taufidamsdenuiansdanisisi 4.14

M319N 4.14 MAINTEUUALNYARIMYDY Snort

MINIHUBY Snort

Mmadluszuy

U

aydnyal

Snort ISURIIU

net start snort

Snort gAY

net stop snort
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Snort Setting

Snort IDS

Rule and Signature

Classification

Reference

User Name Snost Variables

Logging
HOME_NET 172.30.68.0/24 HTTP_SERVER SHOME_NET
EXTERNAL NET [4n,  SQOL_SERVER $HOME_NET

& DNS_SERVER  [$HOME_NET TELNET_SERVER [$HOME_NET

SNMP_SERVER

SMTP_SERVER  [$HOME_NET SHOME_NET

HTTP_PORTS
SHELLCODE_PORTS
ORACLE_PORTS
RULE_PATH

e
@
I
[c\snotndes

AIM_SERVER r.m 188.9.0/24)

Snort Logging

DB NAME [sno _ DBHOST
DB TYPE CTTTTE— T
LOGRULETYPE [C.

ocahost
frree

| View Snort config file Modify Rules & Configuration files

snort. conf v]

12.24.0/24 64.12.25.0/24 64.12.26.14/24 64.12.28.0/24 54.12.23.0/24,64.12.161.0/24,64.12.163.0/24,205.188.5.0/

DB USERNAME
DB PASSWORD

root
[snods

Default value

Delete Snost IDS

- P— . W

# Snort Rule Management  Snort Ruleset
# Faculty Information Technology KMITL
b (i, o v @

:ﬁd snort.conf, 01/09/2004 2332:35 cazz Exp $

1 This file contains a sample snort configuration.
:Ywml&nhfdwigmhamw‘

v — g

o

¢ - | e ) LA, R P Ry
Total Snort Sensors: 1 Total Rule Groups: 48 Total Signatures; 2060 | Active Snort IDS : JOTHA | Start Snort IDS successhuly

31 4.14 M35UH1UYOA Snort IDS Sensor

02/09/2004 00:17:17

Snort IDS Name: |-

Reference |
User Name ! - Snort Variables - - = - 2
Logging i
| | HOME_NET 17230680724 HTTP_SERVER $HOME_NET HTTP_PORTS 80
| EXTERNAL_NET [5ny SQL_SERVER $HOME_NET SHELLCODE_PORTS [igg
& DNS_SERVER ‘mgus_nn TELNET_SERVER [gﬂm_ng ORACLE_PORTS 1521
SMTP_SERVER ' $SHOME_NET SNMP_SERVER $HOME_NET RULE_PATH c-\snot\nes

AM_SERVER l’u 1224 /24 A T2 25,0724 541226 124 54.12.280/24 5412290724 54121610724 54 12 163.0724 205 18850/

Snort Logging
DB NAME 1 DB HOST localhost DB USERNAME 1oot
DB TYPE | DB PORT 7788 DB PASSWORD snortids
LOG RULE TYPE [_‘— Defaul vake
View Snort config file Modify Rules & Configuration files Delete Snort IDS
snort.conf -
o]
# Snort Rule Management  Snort Ruleset =
Information Technology KMITL
:ﬂzt snort.conf, 01/09/2004 23:32:35 cazz Exp $
~
Total Snort Sensors: 1 Total Aule Groups: 48 Total Signatures: 2060 Active Snort IDS : JDTHA Stop Snort IDS successfully | 02/08/2004 00:20:48

31N 4.15 M3ngah1a1uv04 Snort IDS Sensor
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® Enable #ta Disable 9N Signatures 1unq'unq (Rule Group)

Tusunsuenansadmuans1gean (enable) n3eli1991u (disable) Signature 1ilunga
ng 18 Tavhidewifiazngin i laiidonar #9118820m3 checkbox # Enable all Signatures
dm5ums 1719911 (enable) #30 Disable all Signatures dM35un3 il 14911 (disable) Vo4
ngnm’v’anw‘lﬁ'mjungtfuq Tums enable waz disable YN Signatures lungungeziinioy
Tanoutsingite 1WE 198 hdesmsimdniug niol Fagii 4.16 oz 4.18

nng1lfi 4.17 edldBuiusida enable N0 signatures Tungung BACKDOOR 5211
92711715 enable 9N Signatures T1nGuAY BACKDOOR Tasdainaain column usnuaadeu

v W td v @ 4 4 ' . 3 4 o
1n deydnwel N iy deydowel Y iweueni Signature tiundonlFanluszuuiensiedy

M31YnNIN

¥ Snort Rule Ménagém‘zlt 4

o Beny o

Bsnoni0s | GyRues |/ [ Esoon |Gy RueGrouw|
Snort Setting
i Rule Name: ’Sn kdno
Snort IDS
Rule and Signature [ Rolfides .. [6) [¥ Enable all Signetures
Classification Base Divecton:  [$RULE_PATH/ -
= l [~ Disable al Signatures
User Name
- ; Desciiptiort Add Rule Group
Add Signature
B NN ) i A s LA | Pl Fi
altack-responses I |
2L
a >
! >
1 : | 2
)
W |4 12 >
Al any >
{ Pl Y w s
| | _kp f ]
[N IW@@TW Y - >
N Bmooomdmtss-nrg;ign ~ 148 >
= ] tcp 1000:1300 >
= | tp | 378 L3
L | tp | SEXTERNAL NET | 10 kd
L | _tep | SHOMENET | 30100 >
=] | wp | SHOMENET | 6369 >
- o | SHOMENET | 54015402 | >
]! _tp | SHOMENET | 2476 | 5
| Ctep | SHOMENET | 3010030102 | >
p | SEXTERNALNET | &y | > v
L e » ‘
~ 1 5 7
Total Snort Sensors: 1 Total e Groups: 48 Total Signatures: 2060 | Active Snot DS - JDTHA | Load Fule Group - backdoor = T | o2/ss2004 00104

g‘llﬁ 4.16 Enable 9N Signatures 1uﬂij11ﬂ§]
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B snont 105 | D) Rules & snont Tﬁm-e-p ‘
9 Rule Name: [backdoor
Snort IDS
Rule and Signature “"‘f" o8 -
i Base Divecton: _[$RULE_PATH/ [ Disable al Signatures
pa Add Rule Group
Add Signature
| tcp
: top >
RN | ot | tp >
[ | Y BACKDOOR ACKemdC tojan scan ot | tp >
[ | ¥ |BACKDOOR subseven DEFCONB 2.1 access [t | wep >
= ||V |BACKDOOR GAZ Worm Clent Login acoess | alert icp E
|| ¥ |BACKDOOR netbusactive | aet p | SHOME_NET | >
|| Y |BACKDOOR netbus getinfo st | tp | SEXTERNAL_NET | any >
|| ¥ |BACKDOOR netbus active Calet | top SHOME_NET | 20034 sk
|| 'Y | BACKDOOR Infector.1.x | ot | “tep $HOME_NET | 146 >
|| ¥'/BACKDOOR SatonsBackdoot20Beta alett tp | SHOME_NET | 666 >
! || ¥ |BACKDOOR Dok 20 acoess VAV tep SHOME_NET | 6789 el
['1 1 [_] Y |BACKDOOR Infector 1.6 Server to Clent [“alet | wp | SHOMENET | 146 >
¥ |BACKDODR Infector 1.6 Clisk fo Server Connection Flequs  alert tp | SEXTEANAL NET |  1000:1300 >
! | okt 31765 > e
'__aha . tep 180 >
1) Waet | [\kp 0100 3
_alet | top. 6369 2
1 ] ot | lep L A
oy [ alert ep__ 23476 )
i ¥ 'BACKDOOR NetSphere 1.31.337 access . T ep 30100:30102 >
v mnu?nsﬁﬁmmummum‘ﬁ'w " wp any =
4 »
o ! el SSLNE LS A N e SN W L9 £ B
S ——— - - ‘_ i ———— PN e L - PRSIV S M———— - - —
Total Snort Sensors: 1 Total Rule Groups: 48 Total Signatures: 2060 | Acive Snort DS :JDTHA | Enable all Signatures in Rlule: backdoor successiully 02/09/2004 00:22:53

ﬁwuos TV 'E_&m-_

UM 4.17 HadwS4ean3 Enable ) Signatures Tungunsg

SeSeney f|  RueNeme
Snort IDS {
Rule and Signature # of Rules: ]i [ Enable all Signatures
Classification Base Directory: gﬁug_g_pm'm [ Disable ol Signatures
Reference
| m-mmmhmbmma
Desciigh maefmhat compromised. These should not false that often Add Rule Group
escriptiont and almost always mean a compromise.
Add Signature
= = All Signatures = 011 OF g
I i ion |Protocol| _Source IP__| Source Port Du-au
(¥ [V ATTACK-RESPONSES command completed tcp | SHTTP_SERVERS | SHTTP_PORTS \
| _|'Y ATTACK-RESPONSES command efor SHTTP ERVERS | $HT PORTS S ~=}
Y
[ ]Ya
— Y e -
= Y Al >
A= o
| L {Y >
i |y A TP_POR >
| 4 e | %
| [ | Y ATTA 2 .
| = &y ] B
| 1Y 749 >
o] ¥ ATT ™ 2
Y 512 ES
Y |ATTACK-RESPONSES Microsoft cmd. exe banner 121:23 S
L] | »
~
Total Snort Sensors: 1 Total Fule Groups: 48 Total Signatures: 2060 | Active SnotIDS : JDTHA | Load Rule Group - attack-responses | 02/09/2004 00:10:05

31/ 4.18 Disable )0 Signatures Tungung



43

® Enable #ta2 Disable Signature uﬂ'azfl'a‘lumjunq (Rule Group)
o y =) v y . .
UBANINTZUVANITOMHUANT 1N 19970 (enable)n3 0 1311119911 (disable) Signature
Wunquag 18 szvudeseeduIidldmmualiflFau (enable) 3o lail#a1u (disable) Signature
@ a a { <3 .
Wuvneng 18 Tasmsduidiananiden Signature fidoams Avzlsnguity Signature 1HA1H
v
AAN checkbox 1Aufiin1g checkbox (W) ngiiunvz enable uAt 11ilims checkbox (K1) ng

o o

HUN9e disable A1/ 4.19

:"] Snort Rule Management

B9 newv &

B srot 105 | G Rules Cﬂs’m Y5 Fute Group | 5 Sgratures | @ Snort 06 | @ \
Snort Setti _ Relaence
ng | Signature Name: [ATTACK-RESPONSES Invaid URL ey
Snort IDS
Rule and Signature f SignetrelD: [T i R — . 55 "“*‘WE
Classification ignature Revision:
. ignafion D Is— . — L, I\ L\
User Name
Logging | e Al 78 i :
[t = &7 " T2 Ay 5 ra""“""‘ \ ‘F;u-i
o Source IP Source Port Directio P en
| W) iy AP I W | g B e
Rule Options
; [, i T
1.4
1 Rule Information
e
| Reterence URL
\' | ‘ul :I r-«- soft. bulletin/ms00-063.35p
| ooy oo |
{
|
|
Total Snort Sensors: 1 Total Rule Groups: 48 Total Signatures: 2060 | Active Snart DS JDTHA | Load Signaturs successfully 02/09/2004 00:08:51

31 4.19 Enable 1z Disable Signature uanzdolungung
o  m3Sunasuninigg lu Snort IDS Sensor
naa01nng14in15ud lua1@uels@199 Enable %30 Disable Signature 1132521928
M Yo [ = @ A [ = 1 ﬂ’l’ 9/ o
Tildsumsdsunlaouluiuii WesnnmsilSunldoundazasdesnganisinuuesszuy
@ 4 U v é ° Y o’/‘ =1 ]
asIumsynyn  minulasumlanmiwdadesmgamsiauvesszuuasiedunnasen b
[ 4 < U . . v w
miwnzay 119195 un/asusuass udanailu Modify Rules & Configuration files (f98n¥3

v
oA @ v A < [y @ @
uijuiianpazamul) NenTuRed sTUUNIEHYANISASIUMSYNTN uA25umMsUTy



: "o o ¢ 9 & o { 3 y
wlasumaniv - smiudadsgalWduazaouinWalmi  dedsunlfvwadvseuioouda
szvvezilingnseuTdaeuieudsIidldns s 420 szuuasaedumsyngnes hisy

o " @ 4 o { J < a y o o
maugeiuiidiolsun/asunuads lddeenanizy server iodaldszuuianu

3 Snort Rule Management

B99ev &
Tmm] TP Rules B snot |

Snort Setting Snot IDS
Snort IDS
Rule and Signature Snort IDS Name: |/
Refesence Total Active Signatures : 1689
User Name Snost Variables —
Logging
HOME_NET 172.30.68.0/24 HTTP_SERVER  [$HOME_NET HTTP_PORTS 80
Snort IDS Sensor || EXTERNALNET [y — = | | SQOLSERVER  [sHOMENET ~ SHELLCODE PORTS fgg
"M 4 | DNs_SERVER SHOME_NET TELNET_SERVER [$HOME_NET ORACLE_PORTS 1521
| SMTP_SERVER - [gHOME_NET RULE_PATH c-\snort\nes
AIM_SERVER o]
Snort Logging
DB NAME [rnort | DB USERNAME ot
| pBTYRE r—‘l‘ DB PASSWORD [noids
LOG RULE TYPE —
P ! HNENEERNNEND  Ocoutvake
I ' View Snort conlig file [ Modify Rules & Configuration files l Rollback Rule I anSnutll)Sl
| [=Seect== >
|
=
|
|
Wi
{ z & &
Total Snort Sensors: 1 Total Rule Groups: 48  Total Siy 2060 | Aclive SnotIDS : JDTHA | Modify Snort rule, configuration fles successfully 02/03/2004 00:24:57

31N 4.20 m51)5uasunIa1e Tu Snort IDS Sensor

® 1158V Snort IDS Sensor
@ § o o
TZUVATIVTUMIYNINAIY Snort Rule Mvanzay  IHIAFUAITAY Snort IDS Sensor
T4 1Fmuieaudeya Snort IDS Sensor ponvINgUdoya TasldlHidenliiide Snort
v
o U < o
IDS Sensor MNUAALY Delete Snort IDS szuUNUTINgNIOU AR IRE1FTUTUMIAY
[ = s < a A o A o
Asgiln 4.21 mndlddudunmisay szuvfvzaudeyaifuadosiude Snort IDS Sensor 1HIIN
¥ s 4 9 4 y A4 g y 4
gwdeyanisvua Tasavlunnmsnineides Weszuvaudeyainoidemuauds szuuf

hgniiven1sars Snort IDS Sensor waidagilii 4.22
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e
~Snot IDS — — —
Snort IDS Name: |77/ d ‘
Total Active Signatures : 1631 |
Snort Vasiables
HOME_NET 172.30.68.0/24 HTTP_SERVER $SHOME_NET HTTP_PORTS 80
EXTERNALNET [an,  SOLSERVER  [gHOMENET  SHELLCODEPORTS f[gg
DNS_SERVER  [§HOME_NET TELNET_SERVER [$HOME_NET ORACLE_PORTS 1521
SMTP_SERVER  [$HOME_NET SNMP_SERVER  [$HOME_NET RULE_PATH c:\snot\nules
[64.12.24.0/24 B4 8 B4 12.29 (1/24,64.12.161.0/24 64.12.163.0/24,205.188.5.0/
AIM_SERVER 24,205.18 ; A oy ~
Snort Rule Management |
Snort Logging
.
DB NAME FE—— ‘v Do you want to delete Snort IDS Name: JDTHA? | DB USERNAME fot
DB TYPE —— DB PASSWORD [notds |
Cancel
LOBRULETYPE [ | I = e
|
WL g O St X5 2 A O I A A A R g =
1.4
i View Snost config file Modify Rules & Configuration files 1 Delete Snot IDS
1 reference. config -
! |# $id: reference. config. 02/09/2004 00:27:21 chrisgreen Exp $ -~
1 The following defines URLs for the references found in the rules i
#
o=t :wﬁnrdum system URL g{
i | |conig reference: bugiraq hip: /www secuifocus com/bi |
config reference: cve htp://cve | b . COF’
{config reference: arachNIDS hitp://www. whitehats.com/info/IDS
[ 1 | config reference: MoAfes hitp:/A nai . 9
—— Y e onvas, e 2 et .\ v e
Total Snort Sensors: 1 Total Rule Groups: 48 Total Signatures: 2060 | Active Snot IDS :JDTHA | Load Rule Group : attackesponses 02/03/2004 00:30:33

3 Snort Rule Man

BoDenv o«

Bsmotos | Grues | [ ESom |
Snort Setting Stk iS T G { T o e & o res
Snort IDS P4
Rule and Signature o + Snort IDS Name: |
Classification |
Reference {
User Name f Snort Variables — e - —
Logging Y l
| | HOME_NET [ HTIP.SERVER  [sHOMENET _ HTTP_PORTS O
Snort IDS Sensor | EXTERNALNET [oy ™~ 7  SQUSERVER  [sioMENET SHELLCODEPORTS fg
DNS_SERVER  |$HOME_NET TELNET_SERVER |$HOME_NET ORACLE_PORTS 1521
SMTP_SERVER [m_ug SNMP_SERVER  [$HOME_NET RULE_PATH [c-\snort\ndes
AIM_SERVER  |[64.12.24.0/24 64.12.25.0/24 54.12.26.14/24 54.12.28.0/24,64.12.29.0/24 64.12.161.0/24 64.12.163.0/24,205.188.5.0/
= 24,205.188.9.0/24)
Snort Logging
DB NAME nort DB HOST locathost DB USERNAME root
DB TYPE mysql DB PORT 7788 DB PASSWORD snortids
LOGRULETYPE [ Default value
Genesate Snort Rules & Configuration files |
Snort Rule Wizard - —
Mail Server Web Server Database Server Protocols and Services
[~ SMIP rous [~ MSSaL r FfP [~ DNS [~ CHAT
I~ POP2 [~ Apache [~ Oracle I~ TFIP [~ NeBIOS I~ RPC
I” PoP3 I~ MySaL [~ Teket I IcMP [~ RServices
[~ IMAP [~ SNMP [~ NNTP [
Total Snort Sensors: 0 Total Rule Groups: 48 Total Signatures: 2060 NoActive Snort IDS | Delete SnortIDS Name: JDTHA successhaly | 02/09/2004 00:31:18

31 4.22 naf199n150379 Snort IDS Sensor 1vaitiioaY Snort IDS Sensor F159
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® msﬁ' Signature nay (Rollback Signature)

iedl4imsnlAsuinlasaaug Signature 1At Enable %30 Disable )0 Signatures 1u
AQUNY (Rule Group) H30IMWIZ11S Signature Tunqung szuvezifudeyaaniuy Signature
iAunsgudoyalumsn RollbackSig TAifue Snort IDS Sensor 1A Signature ID AN
alanunlas wieunasingilu Rolback Rule w11 Famnsodaouzidues Signature
ndufun’ld iiled1#osmsdaouziduvos Signature Wnatly Rollback Rule szuufies
UsingnsouTdnouielg198uiumsg Signature ndu Kagilit 4.23 windldeuiunsdndy
TUURIETHYANISATINIUNSYNIN uANhdeyannme  Rolibacksig 1 1dlumsd
Signature ndy MMiusziuRaeneuRinduazgaialmi udrszuhnsaudeyaly
A1319 RollbackSig Vavuaiial) idien138 Signature ndudiSvzlsingnsen Idnouiends
Wdldman daglit 424 winszuviideyaluaste Rolbacksig - uad19 lideansmsd

Signature Ny ualmsalaounasaeug  Signature B0 - szuvIzaudeya@n UM

v 3 v
RollbackSig M1aM1a ABUNSZUUILWNYOYAMST) Signature N1 112/3@1514 RollbackSig

e
¥ Snort Rule Management

BB e/uv &

—

B st 105 | 5 Aues B snon |
Snort Setting L ) s g0 G 1017 1 T 0 4 - e— - — = - —
Snost IDS { (G
Rule and Signature Snort IDS Name: | 1 %
Classification ! 31 »
Reference Total Active Signatwres - 1689
User Name | | | Snort Variables — - e— —— -
ool !
| HOME_NET 172.30.68.0/24 HTTP_SERVER  [$HOME_NET HTTP_PORTS 80
Snort IDS Sensor || || EXTERNALNET [~ T~ SQLSERVER - [snOMENET  SHELLCODEPORTS fgg
= A L 1% DNS_SERVER  [gHOME_NET TELNET_SERVER [$HOME_NET ORACLE_PORTS 1521
| | SMTP_SERVER _[sHOME_NET SNMP_SERVER - [$HOME_NET RULE_PATH P
[
AIM_SERVER
Snort Logging \\i" Do you want to rolback rule for Snort IDS Name: JDTHA?
DB NAME £ oot
DB TYPE i Cancel R0 [womds
LOG RULE TYPE
Defaul value
View Snort config file Modify Rules & Configuration fles l [ Folback e ]|  Delete Snott IDS
== Select == -
V_:
Total Snart Sensors: 1 Total Fule Groups: 48 Total Signatures: 2060 | Active SnotIDS : JDTHA : | 02/09/2004 00.26:25

31 4.23 nsou TAneuNeduTUNSY Signature IMATLAY
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Bswonins | Frdes | [ Esmon |
Snort Setting ~ Snort IDS = s St e — 1
Snort IDS -
Rule and Signature SnlnlDSl-:[n,w;:;A -
Relesence Total Active Signatwres : 1689
User Name Snort Variables 2
Logging
HOME_NET 172.30.68.0/24 HTTP_SERVER $HOME_NET HTTP_PORTS 80 ‘
Snort IDS Sensor EXTERNAL NET [any  SQLSERVER  [gyOMENET  SHELLCODE PORTS [gg |
= g JDTHA 4 DNS_SERVER  [gHOME_NET  TELNET_SERVER [gHOME_NET  ORACLE_PORTS s
Sadhinr 1 SMTP_SERVER [§HOME_NET _ SNMP_SERVER [ RULE_PATH [cunotwies |
- | VR CRENCY, Soort Rule Hanagement L3 0724 64.12.161.0/24 54.12.163.0/24 206,188 5.0/
ddos S
deloted Snort Logging 1) Rolback Snort rule flles successfully
: DB NAME P — DB USERNAME ot
el DB TYPE o — [ ] DBPASSWORD fois | |
exploit LOGRULETYPE [ - .
finger | ‘ ANNENENNENEREREE]  Ocaurvae
fip o - . =S |
: |
cmp J
icmp-info |
imap View Snort config file Modity Rules & Configuration fles ] Rolback Rule Delete Snort IDS |
info f = Selactee <
local |
misc
multimedia
mysql
netbios
nntp ’
oracle
other-ids |
Ch p2p !
= @ > ¥ S Wi Ar N Sy FEY B =k G2 §
= o A W S i e U o e
Total Snort Sensors: 1 Total Aule Groups: 48 Total Signatures: 2060 | Active Snot IDS ; JOTHA 'RMWN-AMMJDVHA 02/09/2004 00:27-44

31 424 nseuTdneunaninise Signature IMNAVAUTUS Y

4.6.2 Wan¥u Rule a2 Signature

@ v (4 ; 4 a g £
nnAet1noudn 1Wa snort.conf luduneuil 4 fimsdudstega Indae Fenmoly

i Mdiseneudae Signature TAog1untves Snort Signature itrARez I 4.25

Action | Protocol Source Source Direction Destination Destination
Address Port Address Port
Signature Rule Option & Reference Class Type Signature Revision
Name Rule Information D

31N 4.25 31)un1904 Snort Signature

113109 4.25 JuVVYY Snort Signature uAazdoaINIawen1A 13 Wad

a ' '3 v a
51Uﬁ¥lﬂﬂﬂﬂﬂﬂllﬂﬁ&’ﬂﬁﬂllﬁﬂﬂﬂﬂﬂ'ﬁ1\17\ 4.15




A1319M 4.15 31UUUYDA Snort Signature

48

Haa Mesue suiludesdidoya
. P .! A'
Action MM AMNAYULBATIINUNITYNIN &
Protocol s Innoanasivsy &
Source Address IP Address G’l'uma W
¢ v
Source Port NOIAAUNN A
Direction AN 1
Destination Address IP Address Ua1ema W
Destination Port nwesatlarema o
Signature Name ¥o Signature W
Rule Option & JuuuMIATwIUNMIYNIN A
Rule Information (Detection Patterns)
Reference 5103»111](70 Website é’ﬁ%’nng -
Class Type 1szpnuog Signature A
Signature ID NUWQY Signature N
- d A' @ Aﬁ'
Revision nosyunsuldou &

v
~

1NN 4.26 UAALAIDEI Snort Rule anmsorimwaawaty Tisunsu lddsgii

24 Voo '
4.27 FaflFnueansaud luaidaulsae veang 14

alert tcp $EXTERNAL_NET any -> $HOME_NET 21 (msg:"FTP iss scan";
flow:to_server,established; content:"pass -iss@iss";
reference:arachNIDS,331; classtype:suspicious-login; sid:354;
rev:4;)

31N 4.26 @19619 Snort Rule

o [ v J
TusunsueenuuuinIvigldiaunungung (Rule Group) lAazadnuniu lae
v
annsad 1y ud lunguaazdelu Rule Group 18 aunsouaassnungianuaniesly Rule

Group ;ﬁ‘li’fmmsmﬁn Rule Group blﬂyiﬂtlﬂﬂﬂll Add Rule Group ﬂzﬂimgwﬁwin Rule Group



49

' { i
asgi 4.28 Tsunsudinnuennselunisasieaon1din Rule Group Muu Insiriugiy
HAa 1 a v : < J '

Rule Group Nilegiaun3e lu minlimsdineziinseu ldaeulsingiuuudalidldnsn ua

[ : 1 A q 1 <3
win'lidn Tasunsufazaniiiang Rule Group udunude Rule Group 1vailuuiiy Rules 17

Tasoa Tuiia

]
¥ Snort Rule Management

B snot | T Rule Group |
Rule Name: [at
attack-responses
becke # of Rules: [16 -
bad-traffic Base Directonr  [SRULE_PATH/ r
chat
shlos madn m%mh I&elhuluhu
P not Add Rule Group
:"‘" Descriptior: and aimost aiways mean a compromise.
| e
dos "i | Add Signature
Sipenaesl ! Al Signatures -~ e - -
finger ’ M [ Action [Protocol| Snmﬁ | Source Pont [ Direction| D
fip ) |ATTACKRESPONSES command od | aet | ll:p SHTTP_SERVERS | SHTTP_PORTS > K
icmp i [ |ATTACKRESPONSES commandemror | alet lep  [$HTTP_SERVERS [SHTTP.PORTS | 5> | '§
icmp-info ATTACKRESPONSES flocopiedok | alet f tp | SHTTP_SERVERS ump PORTS | > | §
imap | |_|ATTACKRESPONSES idcheck retumedioot ~ | det | | a EEE N
info ot ATTACKRESPONSES Invald URL | et | top | SHTTP_SERVERS anP_PDms EENE
local |__|ATTACK-RESPONSES 403 Forbidden | _det | p | SHTTP_SERVERS | $HTTP_PORTS B
misc 4 ATTACK-AESPONSES drectom lsting det | 1 SHOME_NET T e > |
multimedia L :Arrmassmmzs«nhnmm | det | lep | $HOME_NET 8002 > |8
mysal | |ATTACK-HESPONSES index of /ogibin/ response et tcp | $HTTP_SERVERS | $HTTP_PORTS B
nattios i | | [JATTACKAESPONSES succoss oobbles ssh i 60 dlot | e | SHOMENET | 2 > Y
nntp 1] |ATTACK-RESPONSES s 'w.ahsdui(u-s _det | wp $HOME_NET 2 E $
oracle ‘ | | _|ATTACKRESPONSES id check ietumed userid | “det [ ip | SHOMENET ~ | ay > $
other-ids "| | [JATTACK-RESPONSES successiul kadmind buffer overfiow  alert tcp SHOME_NET |~ 749 ENE
p2p ;: | |__|ATTACK-RESPONSES successiul kedmnd bufer et '_hq;_ I TSHOMENET | 751 > | 8
policy J ! _ATTAD(—RE@DNSESHwhuMW M__[ top $HOME_NET | 512 o ’_t
pop2 I 1 [ _IATTACK-RESPONSES Microsoft cmd exs banner det | lop | $HOMENET | 1213 > | §
vosd ! S ¥ V.. . P L 19
pom |
me L
services |
scan
shelicode |
smip |e! | »
snmp | M IPSIL & C =y BITLT % ig F & 2
sql v B
Total Snort Sensors: 1 Total Aule Groups 48 Tolel Signalures: 2060 | AciveSnot DS JDTHA | Load RuleGioup: altackresponses. 01/09/2004 23:35:54

31/ 4.27 11199 Rule Group

@ Rule Group - Snort Rule Management

-RuoGrowp —«
RuleName: |

Base Directory:  [$RULE_PATH/

0K I
Descripton: | Ced |

31N 4.28 M31W Rule Group
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Tsunsusessulidldaunsamy Signature 1milu Rule Group 189 ldTasnatly
Add Signature 921/5nguily Signature #9317 4.29 Mg 14 Hloudoya Signature niiudnaly
Add Signature ¥ lifidoranainezising Signature Tmiluurudoya (Data grid) meld

S ' a a & g 939 ¥ 2 ¥ a
Rule Group W usminiidedanmianaiunsziinseu Idaoulsnguialiilimswdedona

v
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wanay § 19tloudoya’linsy, Signature ID F1iiu Hudu

—
¥ snort Rule Management

B9 98y &

B snont 05 | G Rues B snot |G Rue Growp | &S 8]
Snort Rule Group si Neme: | T —
attack-responses -~
backdoor SignatwelD: [ | Signature Revision: K Signature Stahur: O
bad-traffic |
e 71 Signation Detals oM LLLL 2 - -
deleted % g Action Protocol Classiicati Priorty
- IR = = R == cil
experimental | SoucelP Source Port Disection Destination [P Destination Port
exploit '] [=Selct== 2 A j==Select = v| |==Select == |
ftp Rule Options
icmp - |
s 419
info i1 I
local |
misc Reference URL
multimedia | f ol |
’] l =
netbias | S B A Y alaein o LW S BLA Ll Ll R g 2
nntp a’ |
oracle h Add Signature
other-ids ’ gy
p2p
policy L
pop2
pop3
pom
m o
services
scan |
shelicode
smitp |
snmp n
sal D ‘

Total Snort Sensors: 1 Total Aule Groups: 48 Tolal Signatures: 2060 | Active Snort DS -JDTHA | Load Signalure successiuly 02/03/2004 00:06:23

31 4.29 n 15wy Signature

AlFausaquazudlvswaziBeaunsiladves Signature usnzdo 18 ming1lii 4.30
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w4 Signature 1§ uiTiandn Signature i Tilsunswezilsnguily Signature ifum“lﬁ'é"lﬁm
HEAIIUAZIDUAYDY Signature fruazw%anﬁﬂziﬁé’ia’f’sﬂﬁuuuﬂmﬁ1'lﬁ' Fagulit 431 ledld
uA'lus10az80Av04 Signature 3o 1¥natlu Apply Change setuiinmsnlasuilasag
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Rule Name: [rtp
# of Rules: 50 r &
Base Directo:  [$RULE_PATH/ r
These signatures are based on various ftp exploits and unpassword
S |protected accounts.
D pr Add Rule Group
Add Signature
All Signatures
Signature [ Action -
FTP ADMwOm fip login attempt B | aet | top ~ay E
FTP forward | aet | top | SEXTERNALNET | any :
FTP thosts | det | tp | $EXTEANAL_NET | ay N
FTP CWD “root attempt | aet | tp | SEXTERNAL NET | ay >
FTP CEL overflow attempt det | tcp | $EXTERNAL NET | any >
FTP adm scan st | tcp | $EXTERNAL NET ary >
»
FTP pass whoOt alert ' tep 1$EXTERNAL_N€T any S
|| FTP passwd relrieval attempt alert tcp | $EXTERNAL_NET any >
| |FTP pies soan N det | lop | SEXTERNALNET any b
| [ClFtPsamscan " et | tp | SEXTERNALNET | any > ]
| [ |FTPsatanscan —~ ~ ~ " "7 77 7 1" et | top | $EXTERNAL_NET any >
| __FTPmu_&my!mvg{d”m ¢ | det | tp $EXTERNAL_NET any > |
[ |FTPskeexec e ) tcp | $EXTERNAL NET any >
| |FTP tar parameters S | det | tcp | SEXTERNALNET any e |
|- [_|FTP writp bad file completion attempt [ | et | lcp | SEXTERNAL NET | any >
|__|FTP wuto bad fle completion attempt { | det | p | SEXTERNALNET | any >
| |__|FTPSTAT overfiow aitempt | det | top | SEXTERNALNET |  ay >
! |_JFTPCwp.— | aet | tcp | SEXTERNAL NET | any >
[FTPSITE ovelowattempl ~~~~  det | tep | SEXTERNALNET | Ly B k]
| [__|FTP fomat string attempt 7 Yt [ det | wp | | SEXTERNAL NET _ay >
| nPsnememm et lp | $EXTERNAL_NET any > M
| | M »
r— A W o, L P S Y T orsy ol
Total Snort Sensors: 1 Total Aule Groups: 48 Total Signatues: 2060 | Active SnortIDS : JDTHA | Load Signature successfuly 02/09/2004 00:01:24
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HI‘?IB!.IN! | @2l

s | Drdes | [ Esnon |G Rue Group | S Signatwresi| § Snot 08 | @ Reference |
Snort Rule Group | si Name: [FiPies oo Ruie Group: [Rn——
attack-responses ~
backdoor % | Signature ID: r_—’— Signature Revision: f4_—-_ Signature Status: O
bad-traffic
- NI [ Stombtion Dates ot s —
deleted W Action Protocol Ci i Priority
- e = ] = ;....,.m,. 5B
experimental Souce IP Source Port Destination IP Destination Port
exploit SEXTERNAL NET  v| | | |$HOME_NET s |
fip Rule Options
P
imap Rule Information
info I
local
muimodia | [arachNIDS x| [tp:/ 7w whitehats. com/info/IDS 331
"'I'.l | ¥ =
—— i
o 1 Apply Change
other-ids |
p2p
policy
pop2
pop3
pom
mwe
services
scan
shelicode
smip
snmp
sal v
Total Snort Sensors: 1 Total Rule Groups: 48 Total Signatures: 2060 Active Snort IDS : JDTHA Load Signature successfully | 02/09/2004 00:02:37

31N 4.31 msquazudlus1vaziduaves Signature
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uanmnﬁiﬂmﬂsuﬂﬂﬂg]uﬁu Signature UA2GLDN 2 uﬁvﬁﬂnngi‘fumw%’auﬁu
& ufe uity Snort DB #ulla Web page el EaziBuANaMLAYDS Signature 1AE81984
laléia Website 409 Snort Aagilii 432 uaAMIIIe Snort DB @4 Signature uAazdorziinn
Signature ID %30 SID TaelusunsuerdramsiouToslilds Snort Website §28 URL:
hitp://www.snort.org/snort-db/2sid= L&A WAI0M SID VB4 Signature usnzdo NG 4.32

¥ »
Signature : FTP iis scan 31 SID (i 354 daiuTsunsudsadranisisonTloslalis Website

#26 URL : http://www.snort.org/snort-db/?sid=354

)
¥ snort Rule Management

B9 9env o

|
B snot DS | T Rules [ B snont IgmaﬂawT .smnns[.n-_u]
Snort Setting
S iy Snort ™ GorScece] O e o Soe L] |
. : | l.fﬂ I iby
Reference Tle Open Source \etwork Intrusion Detection Svstem Sowrcaies |
User Name urcefire |
Logging ! )
| % AU AN, NN
- I fu&m\ By SID search {g
1| masters, Sourcefie? ‘ By Message _search |
mumfw
[  training classes for Snort
i 'users, a two day class on | r Fverp. B Ni3ss
Building and Operatng A o —— — - -
L ISnort and a two day class | |FTP iss scan |
on SnortRyles. e " alert tcp SEXTERNAL_NET any > SHOME_NET 21 (msg"FTP 1
‘ UL (liss scan’; flow-to_server,established; content"pass -iss@iss” =
BV P ('Y 4] e:arachmds, 331 classtyp s-Jogin; sid:354; rev:s;)
‘Rmue- ! ewmunum:ndwhenmmptnmdemlogm
»News :,' anonymously
| Get the latest news 4 mmﬁpmmgamsplumpusword(lss@xss)
about our favorite pig | Q Possible unauthorized access. I
| » Documentation ! fion /1SS Scanner is a security scanner which checks for common
| | 1ok or I howin-J " vmmimsq?puﬁp,mw it tries to log in
| . =5 i i
| setup the pig Machines running anonymous fip servers
| »Dowuloads Anmckeucmamgeofl?susmgthelSSScmn checking
|| ]| Getthepig, and all
addons that make the \hwvmwmeﬂh‘hm If the scanner encounters a fip server, it tries
Ppig easier to use tologin. e
Discussiciial } MAMMNWMWpﬁwmdfmakmm ]
Total Snort Sensors: 1 Total Fule Groups: 48 Tolal Signatures: 2060 | Active SnortIDS - JDTHA | Load Signature successiully 02/09/2004 000333

gﬂﬁ 4.32 Snort Database Web Site (http://www.snort.org/snort-db/?sid=354)
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3, ' " @ @ o’: 2 9y
uaz Signature 15IA1 Reference Value Tugrudoyamidy 331 asiuTisunsudsadrams

1o To9'116s URL : http://www.whitehats.com/info/IDS331

BOWORY oc e
(Esnoni0s | Grues | [ EIsoon |5 Ao Group [ S Sonatures | @ Snort 08 | @ Feference | w

e I WHITEHATS

Snort IDS

Home | Security Forums | Free Tools | arachNIDS

What's New arachNIDS - The Intrusion Event Database
About Whitehats browse by grouping, classification, target affected

Infosec Library
Contact Us

Contact s €vent | Protocol |(Research)(Signatures)
Privacy Policy

IDS331 "SCANNER-ISS-FTPCHECK"

_ ary | Platform(s): unix windows
| This event indicates that a Category: scan
remote user has run the Classification: Information Gathering Attempt

freeware ISS security scanner
against the FTP server.

CVE nomatch
Bugtraq nomatch
advICE nomatch

This event is specific to a
particular exploit and is detected
based on a particular string of characters found in the packet payload. Signatures for
this event are very specific.

[Trusting The Source IP Address]

The packet that caused this event is normally a part of an established TCP session,
indicating that the source IP address has not been spoofed. If you are using a
firewall that supports stateful inspection, and are not vulnerable to sequence number
prediction attacks, then you can be fairly certain that the source IP address of the
event is accurate. It has been noted that the intruder is likely to expect or desire a
mspc’en:e to their packets, so it may be likely that the source IP address is not
spoofed.

Protocol details... (2 "eader tep/ue
Research details.., packel Cant7es

10S Signatures.,. hem senerate. '*am,.':r: & com
|
= Capyight © 2001 Whitehats, 1At, A S e erver J
{ |
Total Snort Sensors: 1 TotalAuke Groups: 48 Totel Signatures: 2060 | Acive SnotIDS :JDTHA | Load Signature successiuly e 7 | 02/09/2004 00:0419

g‘lﬁl 4.33 Snort URL Reference Y94 Signature (http://www.whitehats.com/info/IDS331)

das
4.6.3 Wan¥u Classification
~ o I
Snort Hineuin Inadn 2 IWanTimsen14ly snort.conf Aie classification.config a1

reference.config

config classification: not-suspicious,Not Suspicious Traffic, 3
config classification: unknown,Unknown Traffic,3

config classification: bad-unknown,Potentially Bad Traffic,2
config classification: successful-recon-limited, Information Leak, 2
config classification: attempted-dos,Attempted Denial of Service,?2
config classification: successful-dos,Denial of Service,?2

gﬂﬁ 4.34 et Inla classification.config
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911n31N 4.34 @10819909 104 classification.config 71 Snort 1HiNedANIIsZIANYDA

nguanzdoeglullszinnla uazngliszaunnuddgila dedrausu

config classification: attempted-dos,Attempted Denial of Service,2
ﬂmtjﬁaﬂszmmmngﬁ% attempted-dos Tﬂuﬁﬁm%’mwmﬂgﬂszmwfrﬁﬂ Attempted Denial
of Service FaflszauanudiAaueInguiiy 2
Tal5un3 Snort Rule Management Sidaumsiiunazudly Classification Tugudeya
Taoidon Ty Classification 9213 1nguity Classification fag1ii 4.35 ning1¥deensiity
w3oud lufinatly Add u3e Update mud iy @eg1li 4.36 uaz 437 Tavlumsiunioudlusn
s llsunsueenuuanliiaammunsalumsasnaoude Classification i1§1ﬁuﬁagmﬁu

Ed ¥ ]
Tugndeyanieli  mindanezdsngnseuTdneuiendslidldms . uéd 1vdldfloude

Classification 1113

e
¥ Snort Rule Management

goveny o

Bsnons | Trdes || Edsnon |[ICassification]
Snort Setting [~ Classification —— « e IV s o 5 =
Snort IDS 1 B S| ion cription Priori &
Rule and Signature -y
|unknown Unknown Tralfic 3
Reference [ [baduknown =  Potentially Bad Traffic LA ¥ i 2
User Name | |sttemptedrecon | | Attempted Information Leak 2
Logging | 1, []seoossubecondmted Infomaton Leak . y 2
[ |scossshirecongescals  |Lavge Scale Indomation Lesk 2
Snort IDS Sensor ! | |attempteddos - . |Attempted Denial of Service VY 2 ]
| [jmeossshidon ~— — T ‘Denisl o Service R
| __M ./ |Attempted User Priviege Gain 1 |
| | |unsuccesstul-user Unsuccessful User Priviege Gain 1 )
1 [ mecnsstubuner SuccesshLser Priviege Gan 1
| _Mﬁﬁ_ . - rﬁE’hﬂMﬂnﬁwP’yGM 1
|__|suwcessfbadmn = |Successful Administiator Privilege Gain 1 |
| Jwopotmapdecods Decods gfan HEG Quey 2 |
|__|shellcode-detect |Executable code was detected 1 >
Add Update
Type | Base URL
13 hitp: //www. securityfocus. com/bid/ -
B hitp://cve. mitre.cig/cgibin/cvename. cgi?name= Add
[JoechNDS  Wp/iwwwhishesconriofDs
[ [MoAes /v com/oicontertv_ A Update
| |nessus hitp://cginessus. org/plugins/dump. php37id= o ———l
™ hitp:// ) 77*
Total Snort Sensors: 1 Total Rule Groups: 48 Total Signatures: 2060 Active Snort IDS : JDTHA | 01/09/2004 23:41.05

g‘ll‘ﬁ 4.35 ‘H‘l’h%ﬂ Classification
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™ Classification - Snort Rule Management

r Classification o o |
| Classification | |
r 0K
Description I ;
; Cancel
|
I
|

gﬂﬁ 4.36 N5 %IN Classification

@ Classification - Snort Rule Management

~Classification ——————— —— — - - — —o— —

Classification I not.suspbious

Description ~ {Not Suspicious Traffic

Priority |3 '

3N 4.37 msud 1y Classification

daos

4.6.4 Wan¥u Reference
o s [ : £ o i

AouNn I8N 1N Snort.conf 8197970 reference.config Ae31/# 4.38 Fuilufeea

¢ = o v ¥ A o Y A o o '
403 W4 reference.config N521VATITUMITYNTNAIY Snort 1diesIMsSadadmungua

Ao oA £ ' Ao a o P

azdenlimsdedumasiinveny snguaazdeniimsdredidaniuseiinN¥od reference

Usngedlung dredrusu
reference:cve,can-2002-1235

v ' 1
PRI ngi’:’aﬂé’nﬁqﬁ’u reference ¥® cve NUA1 reference sﬂu can-2002-1235 1A
4 v
ﬂQﬁQﬂﬁTJﬁﬁ‘lNﬁﬂllﬁﬂQHﬁ'l Web page i URL W http://cve.mitre.org/cgi-bin/

& o 3
cvename.cgi?name=can-2002-1235 3§ 15eransadh ligswazidvanvuavesng doii 14
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TaJ5unsy Snort Rule Management NAidIuMstRNLAZUA U Reference Tugiudioya
; “ < v 1 4

Taoidon1Umy Reference N9z15INQUNY Reference A3l 4.39 mindlddesmsinunie

v ' k4
ufluAnatly Add 30 Update mud1au asgii 4.40 wag 4.41 TaolumsiaumSoud luaniu

Yt A ' : @ 9 a

TsunsueenuuumnIniinnuannsalunsnsivdeude  Reference  NeNUTRYAANIY
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gwdoyansoll  windinezisingnseuTdneumondeliglins  udaldd1dtleude

Reference 1M1

config reference: bugtraq http://www.securityfocus.com/bid/

config reference: cve http://cve.mitre.org/cgi-bin/cvename.cgi?name=
config reference: arachNIDS http://www.whitehats.com/info/IDS

config reference: McAfee http://vil.nai.com/vil/content/v_

config reference: nessus http://cgi.nessus.org/plugins/dump.php3?id=
config reference: url http://

31]‘7! 4.38 019 1Nd reference.config

] Snort Rule Management
B9 2e%v &

Bl Snot 105 | G Rules

Snort Setting | -
Snort IDS Description |__Priori |~
Rule and Signeture Not Suspicous Tialhe 1=
Classification |Unknown Traffic e 7 i 3
Potentially Bad Traffic B i 2
User Name t " Attempted Information Leak y 7 2
Loggmng ‘ ot Losk 4 o
[Large Scale Information Leak y 21
Attempted Denial of Service y & 2= 1]
| 'Denial of Service ~ 2 il
B A Attempted User Priviege Gain 1
! Unsuccesshi Usex Piiviege Gain 1
Successful User Priviege Gain 1
Altempted Administiator Priviege Gain 1 B
| Successful Administrator Privilege Gain 1
[Decode of an RPC Query 2
|Executable code was detected 1 |#
Add Update

e hip//ovemieog/ogbncvensme ciname= | . I
arachNIDS | itp:/7wwwew. whitehats. com/info/IDS - |
McAlee itp://vil.nai com/vi content/v_
nessus | http://cgines jins/dump. php37id= o Mo
w LT o -

|

Total Snort Sensors: 1 Total Rule Groups: 48 Tolal Signatres: 2080 | Aclive SnotIDS - JDTHA. | 01/08/2004 23.48:00

g‘ljﬁ 4.39 ‘Hﬁ‘ﬁ]ﬂ Reference
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¥ Reference - Snort Rule Management @
-Reference =
Reference | oK
1 Vale | Cancel
i e e it S R

 Reference - e ey P R
Reference  |hygtraq OK
Value {http: / 7w, securityfocus. com/bid/ i Earcal

310 4.41 msud 1y Reference
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Aeunlansd g Tsunsunieli Taons1idldaendu dsdoyndedld s uas
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ansvesd1d gninveglugindoyaluais Usemame 1150510 Snort Rule Management 343

wity Usename THAud14 18149101 Rogalii 4.42 died19onduidnnuasiansyszinn Admin
Tﬂsunsuwuamsw%ﬁi%’amﬁwnﬂ“lugmi’fay,a welglFamnsaiin ufly  wazay
Joyad1#18 windumsandldTilsunsuezlsngnsen 1dneuie IRA1Feuiuhdesmsay
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Logging

Log between and View all log
P | Task [
admin 28/08/2004 181003 | LogoniD : admn logn I
[ [admin 28/08/2004 181008 |Enable al Signatures in Rule Group : chat on JDTHA
[ |admin 28/08/2004 1810:22 | Modiy Snort IDS Name : JOTHA
[ |admin 28/08/2004 | 1810:31  |Disable all Signatures in Rule Group : chat on JDTHA
| |admin 28/08/2004 | 181216 Modify Snort IDS Name : JDTHA
[ |admin | 28/08/2004 181220 |JDTHA- Rolback Rule - SID 1463, 1463, 1631, 1632, 1633, 1639, 1640, 1729, 1789, 7|
[—_Jadmin 28/08/2004 | 182550  |LogoniD : admin logn [
|| admin 28/08/2004 18:2554  Enable o Signatures in Rule Group : chat on JDTHA
' [Jadmin " 28/08/2004 | 182611 Modiy Snort IDS Name : JDTHA. |
[ Jadmn 280872004 | 182617 Disable al Signaiures in Aule Group: chat on JOTHA |
[ Jedmn | 28/0872004 | 182623 |LogoniD: admn logout - ]
|_]admin _28/08/2004 |~ 183001 LogoniD - adminlogin i}
| [admn T 2070872 183024 |Dissbleal Signalures i Rl Group : &dos on JDTHA ~
[ Jdmin ) ]anEz ]
| |admn
T Jadmin
[ |admn
admin
admin R
admin Y |
' [ admin — 19

TddSmﬂSwm1 Toliﬂ\hﬁmuxlﬁ Total Signatures: 2060 F AdveSmnDS JDTHA

\

BYDesv o

Wmmﬁm

Snort Setting

31/ 4.42 9198 User Name

Snort IDS

Rule and Signatwe
Classification
Reference

User Name
Logging

Snort IDS Sensor

ﬁ;

FiiiHi””!““i“p&

u JD'I'IIA -~

“

HHHHHEHE

HEEEEES

|
|

| Modify Snort IDS Name
|JDTHA - HM Hlb SID 1463, 1463, 1631, 1632, 'm 1838 15‘0 ), 172

Mudy Snu IDS Name : JDTHA

in Rule Group : chat on JDTHA

[

[TTTTTI

[FEEREEERRETEE

in Rule Group : ddos onJDTHA

|Enable o Signatures in Rule Group : ddos on JOTHA

MJSMnRWGm auhlmJDTHA

Mod; Snot IDS Name : JDTHA

.EMJWMR*GW chat on JDTHA
|Enable all Signatures in Rule Group : exploit on JDTHA
Modify Snort IDS Name : JDTHA

Total Snort Sensors: 1 Total Rule Groups: 48 Total Signatures: 2060

Active Snort IDS - JDTHA

31N 4.43 nseuTAmoumetudumsaudly
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4.6.6 Wan¥u Logging

v U
=

=] < 9 o 3 @ =R
TaJ5un5% Snort Rule Management JaunsiND log MR IFFanunvualasiuinas

9

gudoyalumsne Logging Tsunsuiafiuiiy Logging 1WA IR0y faqilft 4.44 414
aunsodum log Tasszaiiugaeuiidesms 18 TaetlouseTuiindesmsfunudanaily
ok Tilsunsuftazuaasransfum log ammaeuiiidlddou dagii 4.45 Huntsfum log
lugae¥udt 25082547 Sefuil 28/08/2547 uanmnfﬁﬂﬁuﬂsuaﬂnunnuﬂﬁﬁ‘h’fﬁﬁﬁwf

szian Admin @115000 log 18 Tavaunsnay log seydurrsiunndesmsan Tavims

D.

Y

P ' =8 ' Y =2 U 9 z £ J g
ﬂu‘nw*snu*nmmmsnauummﬂﬂﬂu Delete 11ADIN1TAY log ﬂﬂﬂuﬂiﬂﬂﬁﬂu View all

Y <X

k4 ¥
log NOULAITINATIY Delete TUMTAY log 1iu T1lsunsuegtsingnson Tdnouine 19 19t udu

NAesmsa log w3l Kagii 4.46

=
¥ Snort Rule Management

Bosenw ee o Y W</ 00
ris.mosT D rdes | [ BISwon | (B Logong |

Snort Setting ' foglame’ - T oML e Sas 8 Eo a5 55
Snort IDS | 5 ml-unn I Mm‘ L LogonlD: [
g ; At
o & e Bl 86 2 NS T AN SESSSe N o M o |
foTomst " 1 ““f User GusstUser =~ | b Permission: -
pisam Admin |Pisam Sirbandit J
& e - B —
\ AddUser | UpdateUssr | Delete User |
. 4 Logging = ey NSRS (PR S 16 7 & =
Log between | and | oK ] View all log
@
| __m |
{'{__|admin -
| _Jadmn | 28/08/2004 6 \ login & 474 &
| admin { 26/08/2004 | 16ATV7 j’u,;;.mm " admin login 4 |
| [Jadmn  28/08/2004 164738 Modiy Sno IDS Name : JDTHA
I | [jadmn 28/08/2004 | 164815 |LogoniD : admin login 7 4
. 28/08/2004 | 164325 Modiy Snort IDS Name : JDTHA _
admin 28/08/2004 164955  Disable all S inRule Group : attack onJDTHA
I Jadmin | 28/08/2004 | 1650:3F | Modiy Snort IDS Name : JOTHA 3
[ |admn 28/08/2004 | 165453 | Rolback Rule - SID 1200, 1200, 1201, 1292, 1464, 1666, 1610, 1811, 1682, 1900, 1901, 21
[ fedmn | 2870872004 | 165512 Modiy SnotIDS Name: JDTHA ]
[ |admn 28/08/2004 16:56:20  LogoniD  admin logout B
admin 1 28/08/2004 170615 LogoniD : admin login |
| |admin | 268/0872004 | 170631 Modiy Snot IDS Name : JDTHA ) —
[ [admin | 28/08/2004 | 17.0645  Enable all Signatures in Rule Group : chatonJDTHA ”"
[~ | admin 28/08/2004 | 170710 Modify Snort IDS Name : JOTHA )
[ [admin Z6/08/2004 | 17.07:34  Rolback Rule : SID 1463, 1463, 1631, 1632, 1633, 1639, 1640, 1729, 1789, 1790, 1832, 1
| | admin | 28/08/2004 | 17.07:46  Modiy Snot IDS Name : JDTHA
[ | admin 28/08/2004 | 17.0800 | LogoniD : admin logout o — ==
admin | 28/08/2004 171058 |LogoniD : admin login B |
Total Snort Sensors: 1 Total Rule Groups: 48 Total Signatuses: 2060 Active Snort IDS : JDTHA | 01/03/2004 2354:44

31N 4.44 1190 Logging
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B9 3env v
Esnot s | D Rues Bsnot | (2 Logging |
Snort Setting User Name = =
Snort IDS _logonlD Pegmussion [___ FustNome ond LostName | LogoniD:
Rule and Signature b |admn | mn | Admnististor -~ | el
Classification | |demol | User |demol _ .
Reference guest | Usar fGuestUs Pemission: =
User Name psam | Admin (PrsamSibandt Neaar [——
Logging
AddUser | UpdoteUser | Deleto User |
- !_( L il = e - s i sl e i,
1 dd/mm/yyey
| Log between ,m and [27)08/2004 Ii OK i Delete log I View all log
LogonlD [ DateTask [ Time Task | Task 3
| b [guest | 25/08/2004 | 14:45:27 Add Snort : sam with enable rule : smip, pop3, pop2, imap, web-iis, web-fontpage, web-pH
| |guest 25/08/2004 14:55:50 Add Snort : 11 with enable ne - mm&mmmdMMH_
3 [ |guest 25/08/2004 | 145828 | Delete Snort IDS Name: 0
[ |ouest | 25/08/2004 | 1801:18  Delete Snott IDS Name : JOTHA
| |ouest | 25/08/2004 | 150233 Delete Snost IDS Name : Test - ”?
| fouest | 25/08/2004 | 152640  AddlodonD: 1
|quest 25/08/2004 | 152854  UpdatelogonD: 11 -
guest Delete LogoniD : 11
| Quest s -_— .
(1 A Jovest 8/2 153046 EndhdSWmnﬂlb e : attack-tesponses on JDTHA =
| | |ouest | 25082004 | 153100 Disable all Signatures in Rule : altack-esponses on JDTHA - )
|__{admin- | 270872004 | 167504 |LogoniD admnkogn - sab ]
admn ZTA/2008 - | 161515 _.A_‘”_"&@"Wi’ - R %5
T Jadmn 2770872004 161543 {_ new signature - SID=55555ule Group: 1 —a
admin 161559 mnmem 2
£ [ admin _
admin -
I = — et
o - ~
| [ednn ———
v, | i B W B o -
| v — L . et veee A U S e ST Y N
Total Snort Sensors: 1 Total Aule Groups: 48 Total Signatwes: 2060 Active SnotIDS:JDTHA | Load log between 25/08/2004 - 27/08/2004 successfuly 01/09/2004 2357:12

31 4.45 maAun log Tasseapilusasiuindesns

] Snort Rule Man 1ge

erfame ——— = e —— —_——— s - - A7 — —
¢l | ChE

Snort IDS LogoniD [ Pemmission [ FustName and LastName | LogoniD:

Rule and Signature O 4 [0 fadmn o) \LDA] Adwn __[Adwinstshy /o5, ) K Nl it

Classification P Isyomol L e TORL O A 4 !

Reference | |guest | User ~ GuestUser PaN’ W4 Pemission: ~]

Usee Nome ' [ |psan Admin ~|Pisam Sibandkt 8 7 2

Logging WY e

|
Snort IDS Sensor padugm, |, Vpdun Ung | Difte o |
ﬂamm ~ Lonsing g ing,. o
Cp attack-responses dd/mm/yyyy
Sackiaar Log between [25/08/2006  and [27/08/2004 0k | [ Deetekog | View al log
bad-traffic
chat
ddos yort Rule Managemer P : smip, pop3, pop2. imap, web-is, web-fontpage, wd»d[
deleted smip, pop3, imap, web-is. web-fontpage, sal, mysd, tp, t€
dns 4 - - e
dos | — . _ .
experimental S
b a |
s il - —
o inde / — Erablo o Sigoizes i ik on JDTHA ‘
imap _ Disable all Signatures in Rule : attack-responses on JDTHA B B
info | LoganiD : admin login — - 7 ==
local _|Add Rule Group : 1 . i
misc Add new signature : SID=55555Rule Group : 1
multimedia Add Rule Growp : 2 ) ==
mysql Add new signature : SID=6666Rule Group : 2 o
othios LogoniD : admin logout 777
netp LogoniD : adminlogn 1
oracle LogoniD : admin login _ S
other-ids __|LogoniD : adminlogn __ — =
o2p |LogoniD : admin logout -
policy - = -
Total Snort Sensors: 1 Total Fule Groups: 48 Total Signatures: 2060 | Active SnortIDS - JDTHA | Load log between 25/08/2004 - 27/08/2004 successfuly | 01/09/2004 2358:01

31 4.46 nsevTAneuiNedudunisaudoya log
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4.6.7 fhﬁ%’u Analysis Console for Intrusion Database (ACID)

T1/sunsu Snort Rule Management 185 nuansoves Analysis Console for
Intrusion Database (ACID) 110351 0.9.6b23 uniiuileddunilswesszuunsaniumsyngn
& Snort Rule fimugay ACID gnau1Tas Roman Danyliw Fufludrumiteveslnsems
AirCERT

Analysis Console for Intrusion Database (ACID) i PHP-based analysis engine 14
dmivdunuaznszuumshauvesgnudeyadmiumgmasidwanuaeasiignadis
MINSEUUATNIUMIYRFILUDAIES), ISI8nd wazinsesiiomsithauiaisa flegiu AcD
fianumunsaadumsaetamiuazdum, uassdeya (Measadeya), samsmsudufion
wazdminada nngalii 247 uiiu ACTD Web s ng g mdledldi3u sz unas iy
M3YyINAIY Snort Rule Mimnzauihan Taodldamnsagnisududienves snort anse
AUN IP Address AU, IP Address Yaom, stiansududon, nansudadou, nunesay
wosn, IwsInaoa, msudufeunuysznnyos Signature ﬁa;ﬂﬁ 4.48, Signature NIMIUS

Wouriouiiga 5 Suaunsn Ae31i 4.49 1Wudu

CEELLEE

D™ '_HSMT—K"I 73'1 LTI S\l ~ J
Snort Setting

Snort IDS Analysis Console for Intrusion Databases I
Rule and Signature |

Classification
Ref | Added 0 alert(s) fo the Alarf cache
uI—u '] Queried on  tion September 06, 2004 1525:54
@ ; version: 108)

7788
|| Time window: [2004-08-17 12:13:42] - [2004-08-30 12:02:08]

= ] [sensors:1 Traffic Profile by Protocol 15
[Unique Alerts: 116 ( 14 categories ) | Tcp (53%) ;
Total Humber of Alerts: 764 o |
[P t12%) :
* Source IP addresses: 63 1=
o Dest P sddresses: 106 . - |
® Unigue PP links 161 ICMP (21%) i
o Source Ports: 441 B e I .‘ |
© TCP(413) UDP (30) Portscan Traffic (0%) 5
® Dest Ports: 38
1 © TCP(32) UDP(6) 13
| i
| [
8 ® Search ||
® Graph Alert data |
£
* Snapshot o |
© ldost recent Alerts: any protocol, TCP, UDP, ICMP ® Most frequent 5 Alerts -
o Today's: alerts unique, listing; P src / dst
o Last 24 Hours: alerts unique, listing; IP src/ dst o Most Frequent Source Ports: any , TCP , UDP
® Last 72 Hours: alerts unique, listing; IP src / dst o Most Frequent Destination Ports: .{ny, TCP . UDP
.

Most recent 15 Unique Alerts
® liost frequent 15 addresses: source, destination

Last Source Ports: any , TCP , UDP
o Last Destination Ports: any , TCP , UDP

v ¥

Total Snort Sensars: 1 Total Rule Groups: 48 Tolal Signatures: 2060 | Active SnotIDS:JDTHA | Stat Snot DS successfuly AR | 060972004 152810

31N 4.47 ACID Web page
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User Name Added 0 alert(s) to the Alert cache
Lok |
Queried D8 on : lion
Meta Criteria
IP Criteria
.9.; BB Layer 4 Criteria
| Payload Criteria 4
| e Displaying alerts 1-14 of 14 total J
o
i
- unclessified 90 (12%) 1 65  2004-08-17 121426  2004-08-17 17:3423 | |
r network-scan 55 (7%) 2 . 12 2 2004-0817142020  2004-08-23 19:14:16
n attempted-recon 76 (10%) ? 10 17 17 2004-08-17 121448  2004-08-30 11:58:44
O misc-activiy 152 (20%) 2 2 12 16 2004-08-1717:53:28  2004-08-30 11:41:04
- bad-unknown 142%) 1 2 5 3 2004-08-18152142  2004-08-30 11:40:14
il r deniakof-service 200%) 3 1 1 1. 2004-08-30 120205  2004-08-30 12:02:06 | |
[~ suspicious-fiename-detect " 2 (0%) . 1 E 4 .2004-082318:56:17  2004-08-2319:0211 | |
f [~ - web-appication-activly 346 (45%) 2 4 ) 9 2004-08-17121342  2004-08-2317:50:07 | ||
I attempted-admn 2 (0%) 1 1 2 2 2004-08-17 162524  2004-08-17 17:20:58
r web-application-attack 101%) 2 3 5 5 2004-08-171215:07  2004-08-2317:8545 | |
‘ I kickass-porn 4(1%) . 2 2 2. 200408-17131651  2004-08-17 140825 | ||
r atiempted-user 1(0%) 1 1 9 1 2004-081713:53:3%  2004-08-17 13:5339 | 0
r poficy-violation 3(1%) 2 1 3 7. 20040817 175217  2004-08-18 17:6222
! r unknovin 1(0%) 1 1 1 1 2004-08-2315:00:44  2004-08-23 19:00:44
1 ( R B [ AA‘RD:{’ ' LR
vi [ ]I(Adbn) B Selected ALL on Screen I &
Total Snort Sensors: 1 Total Rule Groups: 48 Total Signatures: 2060 " Active Snot IDS - JDTHA | Start Snort IDS successfuly 06/09/2004 15:27.01

UM 4.48 ACID Auntszianves Signature Tugudoyn

vl ol |
rﬁs-nos | 5 rues Eson | @IACDWe|

Snort Setting

Snort IDS f 5 Home
Rule and Signatwe | Search ~ AG Mainte!

[ Back]

08, 2004 15:32:15

] ] IP Criteria

Layer 4 Criteria

Payload Criteria

Displaying 5 Most Frequent Alerts

3 r [snort] WEB-MISC ?open access ‘web-application- 322 2004-08-18

| activity (42%) 11:03:36 17:50:07
| O [snort] ICKP Destination Unreachable misc-activity 15 1 2 6 2004-08-18 2004-08-30

| (C i Prt ) (15%) 17:51:48 11:41:04
} [~ [snort] SCAN UPnP service discover attempt network-scan 5(7%) 2 12 2 2004-08-17 2004-08-23

4 14:20:29 19:14:16
. I [snort) CHAT MSN message misc-activity 37(5%) 2 10 1" 2004-08-17 2004-08-18

17:53:26 17:54:31
r urf{snort] WEB-MISC Lotus EditDoc attempt attempted-recon 24(3%) 1 2 2 2004-08-18 2004-08-18

11:04:41 11:18:03

Action

o) =[ _soncd |_ it |

[Loaded in 1 seconds]

Roman Danyliw AIrCERT

| o8/ma/2004 15:32:59

Total Snort Sensors: 1 Total Aude Groups: 48 Total Signatures: 2060 | Acive SnotIDS - JDTHA | Stert Snort IDS successully

311 4.49 ACID Aummsududeuriosiiga 5 Suduuan
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mimmnimamiﬁmmsznmm

51 mmemmumsmaeuinNmiﬁ'mms:mmm

MINATBUILUVATINTUNSYNINAIY Snort Rules Nvwnzay lanaaouszyyly

anuAdeuNins 19 sauma SQL Server, Web Server 1182 Mail Server 1agiinsa31

Snort IDS Sensor $1471 2 1A394 1AIA35AY Snort IDS Sensor 1 131 185U 51Sunlasy

Snort Rule (Original Snort Rule) 3ﬂm?mﬁ‘lu Snort IDS Sensor ﬁiﬁ%ﬂﬂﬁﬂ%ﬁlﬂaﬂu Snort

9
. . . ) = & [ 4
Rule (Optimizing Snort Rule) mﬂiﬂsamswmmiznmmu YA VAT TUMANNAT O

v v v ¥
MINATOVUNTTOTIANAWAITUN 1 AU 2547 — 6 HUWY 2547 TABlINISIToNABSZ LY

' [ ~ a ° Y 1 4 o {
w3vaeasgUi 5.1 ImsdmuamidasinienelnIvg snort.conf Kagiii 5.2 uaz 1930 IWd

AN 5.1 uaz 5.2 udnfSounieunan1sasI9IuMsYNINAI0 Snort Rule #1314

U5unasuny Snort Rule NiSuilasulimansnuars aumsliesnns

Web Server 172.30.68.2

—

)
i

SQL Server 172.30.68.3

) 172.30.68.4
Mail Server

"T

Client Computers  172.30.68.31-
172.30.68.254

5"

Snort IDS Sensor Snort IDS Sensor
with Original Rules  with Optimize Rules

S0: 203.146.200.6
255.255.255.252

F0:172.30.68.1
255 255.255.0

Head Office

F0: 172.30.69.1
255.255.256.192

Warehouse Site

31 5.1 mayeudenIovwdmiumnadey TnssmswannszuLOY



var HOME NET 172.30.68.0/24
var EXTERNAL NET any
var DNS_SERVERS S$HOME NET

var SMTP SERVERS 172.30.68.4/32
var HTTP_SERVERS 172.30.68.2/32
var SQL SERVERS 172.30.68.3/32

var TELNET SERVERS $HOME NET
var HTTP_PORTS 80

var SHELLCODE_PORTS !80

var ORACLE PORTS 1521

var AIM SERVERS

[64.12.54.0/24,64.12.25.0/24,64.12.26.14/24,64.12.28.0/24,64.12.29
.0/24,64.12.161.0/24,64.12.163.0/24,205.188.5.0/24,205.188.9.0/24]

var RULE_PATH c:\snort\rules

1 5.2 dwalsinsedneinldnadenluWa snort.conf

v v [ v
M3 5.1 Fogalwanldnagenlumsasiesumsyngn ngaIWdimua 48 3a'lwed)

#Bgﬁ‘lﬂé (Rule Group)

NivSunlaey Rule

U5unlaey Rule

attack-responses.rules

backdoor.rules

bad-traffic.rules

chat.rules

- RR R

ddos.rules

deleted.rules

dns.rules

dos.rules

experimental.rules

exploit.rules

finger.rules

ftp.rules

icmp.rules

R R R R QR

icmp-info.rules

R R R R AR

imap.rules

info.rules

local.rules

misc.rules

multimedia.rules

I LU LU Y

N LU LU LU




4 y o @ 1
M1 5.2 Fogalanldnaasulunmsasaniumsyngn (de)

65

ﬁ'aga'lvla" (Rule Group)

111'1]%"11!1]5'8!1! Rule

Y5unlaeu Rule

mysql.rules

netbios.rules

nntp.rules

oracle.rules

other-ids.rules

LU U U LU LY

p2p.rules

policy.rules

pop2.rules

pop3.rules

porn.rules

R

rpe.rules

rservices.rules

R

scan.rules

shellcode.rules

I g L

-

smtp.rules

snmp.rules

R

sql.rules

telnet.rules

tftp.rules

U

virus.rules

CUBCUC U LU LG

web-attacks.rules

- &

web-cgi.rules

web-client.rules

web-coldfusion.rules

web-frontpage.rules

web-iis.rules

web-misc.rules

web-php.rules

U LU U U U Y

x11.rules

smgalianlinamun

CRR R R R Q& &
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5.2.1 Wave3 Snort Rule N11A5un515unlaey (Original Snort Rule)

HOMINATOUUAAIAIA1T19N 5.3 uaz3ili 5.3,5.4, 5.5 uaz 5.6

M3190 5.3 #AN1INATDY Snort Rule 7 11 185U sdSulaeu

FMUMIUTAABUNINUA 196,099 AT

15219Nv04 Signature

(Goanninnliiies)

5 UAVNINNIMS

A a
udaheIINNign

n aa o
Signature NUMIUIUADY

@Seaamnnliuvies)

1. attempted-recon

2. misc-activity

3. bad-unknown

4. network-scan

5. denial-of-service

6. suspicious-filename-
detect

7. protocol-command-
decode

8. successful-admin

1. SNMP request udp

2. ICMP Destination
Unreachable

3. SNMP public access
udp

4. ICMP L3retriever Ping

5. NETBIOS SMB IPC$

share access (unicode)

1. SNMP request udp

2. ICMP Destination Unreachable

3. SNMP public access udp

4. 1CMP L3retriever Ping

5. NETBIOS SMB IPC$ share access (unicode)

6. ICMP PING NMAP

7. ICMP Large ICMP Packet

8. SCAN UPnP service discover attempt

9. NETBIOS SMB SMB\ COM\ TRANSACTION
Max Parameter and Max Count of 0 DOS Attempt

10. VIRUS OUTBOUND .doc file attachment

11. NETBIOS SMB winreg access (unicode)

12. NETBIOS SMB IPCS$ share access

13. Virus - Possible MyRomeo Worm

14. MISC MS Terminal server request

15. ATTACK-RESPONSES id check returned root

16. SNMP Broadcast request

17. ATTACK-RESPONSES directory listing

18. ATTACK-RESPONSES Microsoft cmd.exe

banner

19. INFO Outbound GNUTella client request
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(@ s | WIACD W)

Added 0 alert(s) to the Alert cache

Queried on : lon September 08, 2004 18:28:40
@ 7788 version: 106)
Time window: [2004-08-01 15:05:48] - [2004-09-06 18:24:26]

Sensors: 1 Traffic Profile by Protocol
|Unique Alerts: 19 ( 8 categories ) TCP (1%)
Total Number of Alerts: 196099
UDP (80%)

o Source P addresses: 95

® Dest P addresses: 77

* Unique P links 222 ICMP (19%)

® Source Ports: 1125 ! = ———

o TCP (908).UDP( 229) Portscan Traffic (0%)

¢ Dest Ports: 45
© TCP(13) UDP(2)

o Search
© Graph Alert dats

* Snapshot
o Most recent Alerts: any proiocol, TCP, UDP, ICMP .
o Today's: alerts unique, listing; P src / dst
© . Last 24 Hours: alerts unique, fisting; IP src/ dst
©_Last 72 Hours: alerts umique, listing; P src /dst i
® Most recent 15 Unique Alerts

Last Source Ports: any , TCP, UDP
Last Destination Ports: any . TCP UDP

Analysis Console for Intrusion Databases g

Most frequent 5 Alerts

«._liost Frequent Source Ports: any,, TCP , UDP
Most Frequent Destination Ports: any . TCP , UDP

=

o lost frequent 15 addresses: source, destination

i i e i

£3

Total Snort Sensors: 1 Total Rule Groups: 48 Total Signatwes: 2060 | Active SnortIDS : JDTHA

Home

Search

AG Maj

06, 2004 18:32:38

IP Criteria

Layer 4 Criteria

Payload Criteria

Displaying alerts 1-8 of 8 total

- 30275 (15%) 1 3 2004-08-01 15:05:48
= attempted-recon 164304 (84%) 1 8 47 19 2004-08-0115:05:57  2004-09-06 18:24:20
w network-scan 347 (0%) 1 1 27 1 2004-09-01 15:08:05  2004-08-06 14:12:21
I bad-unknown 973 (0%) 1 3 10 3 2004-08-01 15:16:34  2004-05-06 18:21:08
[~  suspicious-filename-detect 56 (0%) 1 1 23 1 2004-09-01 16:13:47  2004-09-06 18:10:41
denial-of-service 136 (0%) 1 1 5 2 2004-08-01 17:31:13  2004-09-06 17:34:53
[~  protocokcommand-decode 6 (0%) 1 1 2 1 2004-09-02 10:44:12  2004-09-03 16:18:41
r successful-admin 2(0%) 1 1 1 1 2004-09-03 17:58:55  2004-09-03 18:00:49
—— — — —_— mr—————
£=3 = _Seected | _ AL onScremn_|
[Loaded in 5 seconds]

Roman Danyliw AIrCERT

| Start Snort IDS successfully

| o6/08/2004 183247

31 5.4 ACID Auminu)szinnues Signature #1151 Snort Rule #1131 Id5umsilSunlaou



68

User Name Added 0 alert(s) to the Alert cache

e

Meta Criteria

IP Criteria

Layer 4 Criteria

Payload Criteria

br 08, 2004 18:38°48

Total Snort Sensors: 1 Total Aule Groups: 48 Total Signatires: 2060 Aclive SnortIDS : JDTHA

‘Stant Snot IDS Mﬁ

ok uimic Displaying S Most Frequent Alerts
ddos |
deleted |
dne F - [evellicatisnort] SNMP request udp attempted-recon 137481 2004-09-01
dos @0%) 15:06:00 18:23:22
experimental

= r [snort] ICMP Destination Unreachable misc-activity 30266 1 3 61 2004-09-01 2004-09-06
owpleh (15%) 15:05:48 18:24:26
w' r [evellicatllsnort] SNMP public access udp  attempted-recon 19002 1 32 1" 2004.09-01 2004-09-06
P (10%) 15:05:57 18:24:20
icmp-info r ¢ D S}isnort] ICHP L Ping 4059 (2%) 1 9 4 2004-09-01 2004-09-06
g 15:10:42 18:23:23
info iy JarachmiD S)snort] NETBIOS SMB PCS share attempted-recon 2470 (1%) 1 12 6 2004-09-01 2004-09-06
local access tunicede) 15:90:43 18:24:11
misc A B URRE 77 7 = - O

Rimods f Action
n [t action >1f Selected ALL on Screen
bi | - —— — —

ntp oaded in 9 seconds}
oracle I
other-ids
vz | e I - T et NIl T Hl——m NN
policy *

06/08/2004 18:39.06

31 5.5 ACID msudufieuiiosnga 5 SuRUNINF MY Snort Rule 11 1145 UM 1T unAoy

Alert Listing

Queried DB on : Mon September 08, 2004 18:35:07

Dispiaying alerts 1-19 of 19 total

AG Maint

[Back]

o [snort] IC Destination Unreachable 30266 4-09-01 2004-09-06
(C i i v ey > (15%) 15:05:48 18:24:26

— [evellicatjsnort] SNMP public access udp attempted-recon 19002 1 32 11 2004-09-01  2004-09-06
(10%) 15:05:57 18:24:20

= I snort) SNMP reg udp attempted-recon 137481 1 2 3 2004-09-01 2004-09-06
(70%) 15:06:00 18:23:22

— [snort] SCAN UPnP service 347 (0%) 1 27 1 2004-09-01  2004-09-06
15:08:05 14:12:21

= [arachNIDS)[snort) ICMP L3retriever Ping attempted-recon 4059 a - a 2004-09-01  2004-09-06
2%) 15:10:42 18:23:23

= [arachNIDS]){snort] NETBIOS SMB IPCS share attempted-recon 2470 1 12 6 2004-09-01 2004-09-06
access (unicode) “1%) 15:10:43 18:24:11

— [arachMID S)[snort] ICMP PING NMAP. attempted-recon 1226 1 -] 1 2004-09-01  2004-09-06
1%) 15:16:33 18:21:06

- [arachNID S)[snort] ICMP Large ICMP Packet bad-unknown 965 (0%) 1 9 2 2004-09-01  2004-09-06
15:16:34 18:21:06

= [snort] VIRUS OUTBOUND .doc file 56 (0%) 1 23 1 2004-09-01 2004-09-06
detect 16:13:47 18:10:41

= [cvellicat){snort] NETBIOS SMB denial-of-service 136 (0%) 1 5 2 2004-09-01 2004-09-06
SMB\_COM\_TRANSACTION Max Parameter and Max 17:31:13 17:34:53

Count of 0 DOS Attempt

- [snort] NETBIOS SMB IPCS share 20 (0%) 1 2 2 2004-09-01  2004-09-06
18:59:10 12:69:05

= [snort] NETBIOS SMB winreg « ) econ 43 (0%) 1 7 2 2004-09-01 2004-09-06
19:17:27 17:53:43

- [evellicatl[snort] MISC MS Terminal server request protocol-command- 6 (0%) 1 2 1 20040902 20040903
decode 10:44:12 16:18:41

= e nort] SNMP Br request attempted-recon 3 (0%) 1 1 1 2004-09-02 2004-09-06
11:02:07 08:23:30

' [snort] Virus - Possible MyRomeo Worm misc-activity 8 (0%) 1 1 7 2004-09-02 2004-09-06
11:45:55 11:10:54

[~ [snort] ATTACK-RESPONSES id check returned root bad-unknown 5 (0%) 1 2 1 2004-09-03 2004-09-03
17:68:14 18:02:57

— rt] ATTACK admin 2 (0%) 1 1 1 2004-09-03 2004-09-03
©md.exe banner 17:58:55 18:00:49

r [snort] ATTACK-RESPONSES directory listing bad-unknown 3 (0%) 1 2 1 2004-09-03 2004-09-03
17:58:55 18:02:31

r [snort] INFO Outbound GNUTella client req mis y 1 (0%) 1 1 1 2004-09-03 2004-09-03
18:02:31 18:02:31

[Loaded in 10 d:

311 5.6 ACID uaaIn1suSuADY Signature NNUNIATIVIUFIMSTY Original Snort Rule



5.2.2 Wa¥e4 Snort Rule N 103UM3U5unasu (Optimizing Snort Rule)

HAMINATOUIAAIAINIT19N 5.4 a3l 5.7, 5.8, 5.9 uag 5.10

13199 5.4 HANINATBY Snort Rule N 1@5uMsUSulasu

69

UM IUTUABUNINUA 1,659 AS

15z1ANv04 Signature 5 QUALNINNNNT Signature AliMsUdAROY
(3samnnnliliios) uduRoranniign 3annnnliies)
1. misc-activity . CHAT MSN message 1. CHAT MSN message

2. network-scan

3. policy-violation

4. suspicious-filename-
detect

5. bad-unknown

6. protocol-command-
decode

7. successful-admin

. SCAN UPnP service

discover attempt

. CHAT MSN login

attempt

. CHAT MSN user

search

. VIRUS OUTBOUND

.doc file attachment

2. SCAN UPnP service discover attempt

3. CHAT MSN login attempt

4.CHAT MSN user search

5. VIRUS OUTBOUND .doc file attachment

6. Virus - Possible MyRomeo Worm

7. ATTACK-RESPONSES id check returned root

8. CHAT AIM login

9. MISC MS Terminal server request

10. ATTACK-RESPONSES directory listing

11. ATTACK-RESPONSES Microsoft cmd.exe
banner

12. INFO Outbound GNUTella client request

13. CHAT AIM receive message
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Snort Setting @
Snort IDS ‘ Analysis Console for Intrusion Databases il
Rule and Signature .
nu-ﬁu’ Added 0 aleri(s) to the Alert cache E
U--Ia Queried on : Mon September 08, 2004 18:41:22 !
Logging 7788 version: 108) e

Time window: [2004-09-01 15:07:58] - [2004-09-06 18:21:24] )

Sensors: 1 Traffic Profile by Protocol
1 Unique Alerts: 13 ( 7 categories ) | TCP(79%)
1l | Total Number of Alerts: 1659 I
{ ]
Al UDP (21%)

® Source IP addresses: 90 3

o Dest P addresses: 133

® Unigue P links 251 ICMP (0%)

* Source Ports: 316 | e 1
© TCP(214) UDP(103) Portscan Traffic (0%) | M

o Dest Poris: 62 f ol
© TCP(61) UDP(1)

a1 Y _’4

|| & Search
® Graph Alert data

* Snapshot
o lost recent Alerts: any protocol, FCP, UDP, ICMP o Most frequent 5 Alerts gt
o Today's: alerts unique, listing: P src/ dst
4 : Last 24 Hours: alerts unique_ listing; P src /dst o lost Frequent Source Ports: any , TCP , UDP
.

Last 72 Hours: aleris unique, fisting: P src / dst o MostFrequent Destination Ports: any , TCP , UDP
Mest recent 15 Unigue Alerts

o Most frequent 15 addresses: source, destination

Last Source Ports: any . TCP., UDP
Last Destination Ports: any , TCP, UDP

|
Total Snort Sensors: 1 Total Aule Groups: 48 Total Signatures: 2060 ;_ Active Snort IDS : JDTHA | Stast Snort IDS successhully

31 5.7 ACID @5 Snort Rule 1 185 UM3 1T uA8M

o
¥ Snort Rule Man

By env &v 4
Eswi0s | Frues | [ Esen | WlACOWSS)
Snort Setting

Snort IDS | & * Home
o ! Classification

Search  AG Main -
Classification [Back]
Reference I
U"'."-' Addéd'0 aléri(s) to the Alert cache

Logging |

Queried DB on : Mon Sapiember 08, 2004 18:42:38
Meta Criteria
= ~ IP Criteria

Layer 4 Criteria

Payload Criteria

Displaying aierts 1-7 of 7 total

3 w 214 (13%) 1 4 2004-09-01 15:07:56  2004-09-06 17:23:33
§ @) network-scan 349 1%) i) 1 7 1 2004-09-01 15:08:05  2004-09-06 14:13:57
z r suspicious-fiiename-detect 56 (3%) 1 1 2 1 2004-09-01 16:13:49  2004-08-06 18:12:20
! r misc-activity 1017 (81%) 1 3 47 51 2004-09-02 09:50:29  2004-05-06 18:21:24
‘ o protocol-command-decode 6 (0%) 1 1 2 1 2004-09-02 10:44:29  2004-09-03 16:19:21
= I bad-unknown 13(1%) 1 | 2 1 2004-08-03 17:58:55  2004-09-03 18:03:39
g successful-admin 4(0%) 1 1 1 1 2004-09-03 17:56:37 2004-08-03 18:01:30

[ S B — Adion |

C— sonons |_ it nsoeen |

[Loaded in 1 seconds]
Roman Danyliw AIrCERT
v
Total Snort Sensors: 1 Total Fule Groups: 48 Total Signatures: 2060 | Active SnotIDS : JDTHA | Start Snort DS successiuly | oe/mar004 184243

31N 5.8 ACID Aurnu1sznnvea Signature A3 Snort Rule 1 145 umsSunlaou
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[ Eson | GIACD WeB)
. . Home
Alert LIStIng Search AG Maintenance
Queried DB on : Mon September 06, 2004 18:44:23 1oeck)
Displaying alerts 1-13 of 13 total

r [snort] CHAT MSN login attempt policy-violation 1318%) 1 14 45 2004-09-01 2004-09-06
15:07:56 13:54:56

| [snort] SCAN UPnP service discover network-scan 349 1 27 1 2004-09-01 2004-09-06
attempt 21%) 15:08:05 14:13:57

L [snort] VIRUS OUTBOUND .doc file suspicious-filename- 56 (3%) 1 23 1 2004-09-01 2004-09-06
attachment detect 16:13:49 18:12:20

[snort] CHAT MSN user search policy-violation 75 (5%) 1 6 55 2004-09-01 2004-09-06
17:16:24 17:23:33

) [snort] CHAT MSN message misc-activity 1008 1 45 44 2004-09-02 2004-09-06
£1%) 09:50:29 18:21:24

' [cvellicat)[snort] MISC MS Terminal protocol-command- 6 (0%) 1 2 1 2004-09-02 2004-095-03
server request decode 10:44:29 16:19:21

[~ [snort] Virus - Possible MyRomeo Worm misc-activity 8 (0%) 1 1 7 2004-09-02 2004-09-06
11:46:12 11:12:27

| [snort] CHAT AM login policy-violation 7.(0%) 1 3 6 2004-09-03 2004-09-06
16:02:45 12:46:53

- [snort] CHAT Al receive message policy-violation 1(0%) 1 1 1 2004-09-03 2004-09-03
16:03:37 16:03:37

| [snort] ATTACK-RESPONSES id check bad-unknown 8 (0%) 1 2 1 2004-09-03 2004-09-03
returned root 17:58:55 18:03:39

§ nessus{snort] ATTACK-RESPONSES successful-admin 4 (0%) 1 1 1 2004-09-03 2004-09-03
Microsoft cmd.exe banner 17:59:37 18:01:30

| [snort] ATTACK-RESPONSES directory bad-unknown 5(0%) 1 2 1 2004-09-03 2004-09-03
listing 17:59:37 18:03:12

- [snort] INFO Outbound GNUTella client misc-activity 1 (0%) 1 1 1 20040903 2004-09-03
request 18:03:42 18:03:12

[Loaded in 1 seconds]
Roman Danyiiw

31N 5.9 ACID M3sufaRDUAIY Signature AWDNI5ATIINVFINTL Optimizing Snort Rule

CEELCTRER

B st s | O Rules
Snort Setting |
SERL S S Home
gz':"ssm ! Alert Listing: 5 Most Frequent Alerts R A e ooance
e [Back]
Reference
User Name Added 0 sleri(s) 1o'the Alert cache

Queried DB on : Mon Sepiember 08, 2004 18:43:32
Snort IDS Sensor Meta Criteria

= -JDIHA ~ 1P Criteria

Ly attack-responses Layer 4 Criter

backdoor Payload Criteriz

{
]

Displaying S Most Frequent Alerts

|
s [snort] CHAT MSN message 1008 1 2004-09-02 2004-09-06
©1%) 09:50:29 18:21:24
| [snort] SCAN UPnP service 349 21%) 1 2004-09-01 2004-09-06
| discover attempt 15:08:05 14:13:57
[snort] CHAT MSN login attempt . BIE%) 1 2004-09-01 2004.09-06
1 15:07:56 13:54:56
y [snort] CHAT MSN user search 75 (5%) 1 2004-09-01 2004-09-06
17:16:24 17:23:33
[snort] VIRUS doc fie 56 (3%) 1 2004-09-01 2004-09-06
attachment 16:13:49 18:12:20
Action [
[¢action ) > Selected ALL on Screen ||

[Loaded in 0 seconds]
Roman Danyliw AIrCERT

Total Snort Sensors: 1 T Groups: 48  Total Si 2060 Active Snort IDS : JDTHA | Start Snort IDS successfully Ewnsmna:s

310 5.10 ACID msududeuiesiiqa 5 SuAUUINEMSY Snort Rule N1 18515151 A0u
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deeaga rlanasasuilnvldves Snort

deehagalidueangung (Rule Group) N13A5295UUIM3 FTP (ftp.rules)

# SId: ftp.rules, 05/09/2004 02:01:15 cazz Exp $

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msqg:"FTP ADMwOrm ftp
login attempt”; flow:to_ server,established; content:"USER
wOrm|ODOA|"; reference:arachNIDS,1; classtype:suspicious-login;
sid:144; rev:6;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP .forward";
content: ".forward”; flow:to server, established;
reference:arachNIDS,319; classtype:suspicious-filename-detect;
sid:334; rev:4d;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP .rhosts";
flow:to_server, established; content:™ .rhosts™;

reference: arachNIDS, 328; classtype:suspicious-filename-detect;
sid:335; rev:4;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP CWD ~root
attempt”; content:"CWD "; content:" ~root"; nocase;
flow:to_server, established; reference:cve,cve-1999-0082;
classtype:bad-unknown; sid:336; rev:5;)

alert tcp SEXTERNAL NET any => $HOME NET 21 (msg:"FTP CEL overflow

attempt"”; flow:to server, established; content:"CEL "; nocase;
content:!"[0a|"; within:100; reference:bugtraq, 679;
classtype:attempted-admin; sid:337; rev:5;)

alert tcp SEXTERNAL NET any —> $HOME NET 21 (msg:"FTP adm scan";
flow:to server,established; content:"PASS ddd@|0al";

reference:arachNIDS, 332; classtype:suspicious-login; sid:353; rev:4;

alert tcp SEXTERNAL_NET any -> $HOME NET 21 (msg:"FTP iss scan";
flow:to_server,established; content:"pass -iss@iss";

)

reference:arachNIDS, 331; classtype:suspicious-login; sid:354; rev:4;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP pass whOOt";

flow:to_server,established; content:"pass wh00t"; nocase;

reference:arachNIDS, 324; classtype:suspicious-login; sid:355; rev:4;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP passwd
retrieval attempt"; flow:to_server,established; content:"RETR";
nocase; content:"passwd"; reference:arachNIDS,213;
classtype:suspicious-filename-detect; sid:356; rev:5;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP piss scan";
flow:to_server,established; content:"pass —cklaus";
classtype:suspicious-login; sid:357; rev:4;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP saint scan";

flow:to_server,estaglished; content:"pass -saint";

reference:arachNIDS,330; classtype:suspicious-login; sid:358; rev:4;)
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alert tcp SEXTERNAL NET any -> $SHOME NET 21 (msg:"FTP satan scan";
flow:to_server,established; content:"pass -satan";
reference:arachNIDS, 329; classtype:suspicious-login; sid:359; rev:4;)
alert tcp $EXTERNAL NET any -> $HOME NET 21 (msg:"FTP serv-u
directory transversal”; flow:to server,established; content: ".%20.";
nocase; reference:bugtraq,2052; classtype:bad-unknown; sid:360;
rev:5;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP site exec";
flow:to_server,established; content:"SITE "; nocase; content:"EXEC ";
distance:0; nocase; reference:bugtraq,2241; classtype:bad-unknown;
sid:361; rev:7;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP tar
parameters”; flow:to server,established; content:" --use-compress-
program"; nocase; reference:arachNIDS,134; classtype:bad-unknown;
sid:362; rev:7;)

alert tcp SEXTERNAL NET any —> $HOME NET 21 (msg:"FTP USER overflow
attempt”; flow:to_server,established,no stream; content:"USER ";
nocase; content:!"|0a|"; within:100; reference:cve,can-2000-0479;
classtype:attempted-admin; sid:1734; rev:7;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP CWD ..";
flow:to_server,established; content:"CWD"; nocase; content:"...";
classtype:bad-unknown; sid:1229; rewv:5;)

alert tcp $EXTERNAL NET any ~> $HOME NET 21 (msg:"FTP wu-ftp bad file
completion attempt ["; flow:to_ server,established; content:"~";
content:”["; distance:1; reference:cve,cve-2001-0550; classtype:misc~
attack; sid:1377; rev:10;)

alert tcp $EXTERNAL NET any -> SHOME NET 21 (msg:"FTP wu-ftp bad file
completion attempt {"; flow:to server,established; content:"~";
content:"{"; distance:1; reference:cve,cve-2001-0550; classtype:misc-
attack; sid:1378; rev:10;)

alert tcp $EXTERNAL NET any -> $HOME NET 21 (msg:"FTP STAT overflow
attempt”; flow:to_server,established; content:"STAT "; nocase;
content:!"[|0a("; within:100;

reference:url, labs.defcom.com/adv/2001/def-2001-31.txt;
classtype:attempted~admin; sid:1379; rev:5;)

alert tcp $EXTERNAL NET any -> SHOME NET 21 (msg:"FTP SITE overflow
attempt"; flow:to server,established; content:"SITE "; nocase;
content:!"[0al|"; within:100; reference:cve,can-2001-0770;
classtype:attempted-admin; sid:1529; rev:7;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP format string
attempt”; flow:to server,established; content:"%p"; nocase;
classtype:attempted-admin; sid:1530; rev:4;)

alert tcp $EXTERNAL_NET any -> SHOME NET 21 (msg:"FTP SITE CHOWN
overflow attempt"”; flow:to server,established; content:"SITE ";
nocase; content:" CHOWN "; nocase; content:!"|0al|"; within:100;
reference:cve,can-2001-0065; classtype:attempted-admin; sid:1562;
rev:6;)

alert tcp $EXTERNAL NET any -> SHOME_NET 21 (msg:"FTP CMD overflow
attempt"; flow:to_server,established; content:"CMD "; nocase;
content:!"{0al"; within:100; classtype:attempted-admin; sid:1621;
rev:8;)

alert tcp $EXTERNAL _NET any -> $HOME NET 21 (msg:"FTP RNFR ././
attempt"; flow:to_server,established; content:"RNFR "; nocase;
content:" ././"; nocase; classtype:misc-attack; sid:1622; rev:5;)
alert tcp $SEXTERNAL NET any ~-> $HOME NET 21 (msg:"FTP invalid MODE";
flow:to_server,established; content:"MODE "; nocase; content:!" B";
nocase; content:!" A"; nocase; content:!" S"; nocase; content:!" C";
nocase; classtype:protocol-command-decode; sid:1623; rev:4;)
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alert tcp $SEXTERNAL NET any -> SHOME NET 21 (msg:"FTP large PWD
command”; flow:to server,established; content:"PWD"; nocase;
dsize:10; classtype:protocol-command-decode; sid:1624; rev:3;)

alert tcp $EXTERNAL NET any -> $HOME _NET 21 (msg:"FTP large SYST
command”; flow:to server,established; content:"SYST"; nocase;
dsize:10; classtype:protocol-command-decode; sid:1625; rev:3;)

alert tcp $EXTERNAL NET any -> SHOME NET 21 (msg:"FTP CWD ~<NEWLINE>
attempt"; content:"CWD "; content:" ~|O0A|";
flow:to_server,established; reference:cve,can-2001-0421;
classtype:denial-of-service; sid:1672; rev:2;)

alert tcp S$EXTERNAL NET any -> $HOME NET 21 (msg:"FTP command
overflow attempt"; flow:to_server,established,no_stream; dsize:>100;
reference:bugtraq, 4638; classtype:protocol-command-decode; sid:1748;
rev:4;)

alert tcp $EXTERNAL_NET any -> SHOME NET 21 (msg:"FTP EXPLOIT STAT *
dos attempt"; flow:to server,established; content:"STAT"; nocase;
content:"*"; distance:1; reference:bugtraq,4482; classtype:attempted-
dos; sid:1777; rev:2;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP EXPLOIT STAT ?
dos attempt"”; flow:to server,established; content:"STAT"; nocase;
content:"?"; distance:1l; reference:bugtraq,4482; classtype:attempted-
dos; sid:1778; rev:2;)

alert tcp $EXTERNAL NET any -> SHOME NET 21 (msg:"FTP SITE NEWER
attempt”; flow:to server,established; content:"SITE "; nocase;
content:" NEWER "; nocase; reference:cve,cve-1999-0880;
classtype:attempted-dos; sid:1864; rev:2;)

alert tcp SEXTERNAL NET any -> SHOME NET 21 (msg:"ETP SITE CPWD
overflow attempt”; flow:established,to server; content:"SITE ";
nocase; content:" CPWD "; nocase; content:!"|0a|"; within:100;
reference:bugtraq, 5427; classtype:misc—-attack; sid:1888; rev:3;)
alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP CWD overflow
attempt”; flow:to server,established; content:"CWD "; nocase;
content:!"|0a|"; within:100; reference:cve,can-2000-1035;
classtype:attempted-admin; sid:1919; rev:3;)

alert tcp $EXTERNAL_NET any —-> S$HOME NET 21 (msg:"FTP SITE NEWER
overflow attempt"; flow:to server,established; content:"SITE ";
nocase; content:" NEWER "; nocase; content:!"|0al"; within:100;
reference:cve,cve~1999-0800; classtype:attempted-admin; sid:1920;
rev:1l;)

alert tcp $SEXTERNAL NET any -> SHOME NET 21 (msg:"FTP SITE ZIPCHK
attempt”; flow:to_server,established; content:"SITE "; nocase;
content:" ZIPCHK "; nocase; content:!"|0a|"; within:100;
reference:cve,cve-2000-0040; classtype:attempted-admin; sid:1921;
rev:1;)

alert tcp $EXTERNAL NET any -> $HOME NET 21 (msg:"FTP
authorized_keys"; flow:to_server,established;

content: "authorized keys"; classtype:suspicious-filename-detect;
sid:1927; rev:2;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP shadow
retrieval attempt"; flow:to server,established; content:"RETR";
nocase; content:"shadow”; classtype:suspicious-filename-detect;
5id:1928; rev:3;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP RMDIR overflow
attempt”; flow:to server,established; content:"RMDIR "; nocase;
content:!"|0al"; within:100; classtype:attempted-admin; sid:1942;
rev:1;)

alert tcp $EXTERNAL_NET any -> $HOME_NET 21 (msg:"FTP SITE EXEC
format string attempt"; flow:to server,established; content:"SITE";
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nocase; content:"EXEC"; nocase; distance:0; content:"%"; distance:1;
content:"%"; distance:1; classtype:bad-unknown; sid:1971; rev:2;)
alert tcp S$EXTERNAL NET any -> SHOME NET 21 (msg:"FTP PASS overflow
attempt”; flow:to_server,established,no_stream; content:"PASS ";
nocase; content:!"|0al|"; within:100; reference:cve,can-2000-1035;
classtype:attempted-admin; sid:1972; rev:1;)

alert tcp $EXTERNAL NET any -> $HOME NET 21 (msg:"FTP MKD overflow
attempt”; flow:to_server,established; content:"MKD "; nocase;
content:!"|0al"; within:100; reference:cve,can-1999-0911;
classtype:attempted—-admin; sid:1973; rev:1;)

alert tcp SEXTERNAL NET any —-> SHOME NET 21 (msg:"FTP REST overflow
attempt”; flow:to server,established; content:"REST "; nocase;
content:!"|{0a|"; within:100; reference:cve,can-2001-0826;
classtype:attempted-admin; sid:1974; rev:1;)

alert tcp SEXTERNAL NET any -> $SHOME NET 21 (msg:"FTP DELE overflow
attempt"”; flow:to server,established; content:"DELE "; nocase;
content:!"|0a|"; within:100; reference:cve,can-2001-0826;
classtype:attempted-admin; sid:1975; rev:1l;)

alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"FTP RMD overflow
attempt"; flow:to server,established; content:"RMD "; nocase;
content:!"|0al"; within:100; reference:cve,can-2001-0826;
classtype:attempted-admin; sid:1976; rev:1;)

alert tcp SEXTERNAL NET any —-> $HOME NET 21 (msg:"FTP LIST directory
traversal attempt"”; flow:to server, established; content:"LIST";
content:".."; distance:1l; content:".."; distance:1l;

reference:cve, cve-2001-0680; classtype:protocol-command-decode;
s1d:1992; rev:2;)

alert tcp $EXTERNAL NET any —-> $HOME NET 21 (msg:"FTP CWD Root
directory transversal attempt”; flow:to server,established;
content:"CWD"; nocase; content:"C\:\\"; distance:1;
reference:nessus,11677; classtype:protocol-command-decode; sid:2125;
rev:4;)

alert tcp $EXTERNAL NET any -> $HOME NET 21 (msg:"FTP USER format
string attempt"”; flow:to_server,established; content:"USER"; nocase;
content:"%"; distance:1l; content:"%"; distance:1l; within:10;
reference:bugtraq, 7474; classtype:misc-attack; sid:2178; rev:1;)
alert tcp SEXTERNAL NET any -> $HOME NET 21 (msg:"ETP PASS format
string attempt”; flow:to_ server,established; content:"PASS"; nocase;
content:"%"; distance:1; content:"%$"; distance:1; within:10;
reference:bugtraq, 7474; classtype:misc-attack; sid:2179; rev:1;)



83

30814 Snort Configuration files

® snort.conf

g e
# Snort Rule Management Snort RuleSet

# Faculty Information Technology KMITL

o

# SId: snort.conf, 05/09/2004 02:01:13 cazz Exp $
FHEFRHHHHEHAFFEFHH S S EH RS E R R R R AR H S S E SRR RS
# This file contains a sample snort configuration.
# You can take the following steps to create your

1) Set the network variables for your network
2) Configure preprocessors

3) Configure output plugins

4) Customize your rule set

$= Sk e 3 3=

FHEFHHAFFE RS R R R R R R AR R R A R R R R R R
# Step #1: Set the network variables:

# Specify lists of IP addresses for HOME NET.
var HOME NET 172.30.68.0/24

# Set up the external network addresses as well.
var EXTERNAL_NET any

# List of DNS servers on your network.
var DNS_SERVERS $SHOME NET

# List of SMTP servers on your network.
var SMTP_SERVERS $HOME NET

# List of web servers on your network.
var HTTP_SERVERS SHOME NET

# List of sgl servers on your network.
var SQL_SERVERS $HOME NET

# List of telnet servers on your network.
var TELNET SERVERS $HOME_NET

# Ports you run web servers on.
var HTTP_PORTS 80

# Ports you want to look for SHELLCODE on.
var SHELLCODE PORTS !80

# Ports you do oracle attacks on.
var ORACLE PORTS 1521

# AIM servers.

var AIM SERVERS
(64.12.24.0/24,64.12.25.0/24,64.12.26.14/24,64.12.28.0/24,64.12.29.0/
24,64.12.161.0/24,64.12.163.0/24,205.188.5.0/24,205.188.9.0/24]

# Path to your rules files.
var RULE_PATH c:\snort\rules
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$HAFHHAHHE A H A AR FF R R BEFH ARSI E S BHEEE RS B B 18
# Step #2: Configure preprocessors

# General configuration for preprocessors is of the form
# preprocessor <name_of processor>: <configuration options>
preprocessor frag2

# stream4: stateful inspection/stream reassembly for Snort
preprocessor streamd: detect_scans, disable evasion alerts
preprocessor stream4 reassemble: both

# http decode: normalize HTTP requests
preprocessor http_ decode: 80 8877 unicode iis_alt unicode
double encode iis_flip slash full whitespace

# rpc_decode: normalize RPC traffic
preprocessor rpc_decode: 111 32771

# bo: Back Orifice detector
preprocessor bo

# telnet decode: Telnet negotiation string normalizer
preprocessor telnet decode

# Portscan: detect a variety of portscans
#preprocessor portscan: $HOME NET 4 3 portscan.log
#preprocessor portscan-ignorehosts: 0.0.0.0

# Conversation
preprocessor conversation: allowed ip protocols all, timeout 60,
max_conversations 65535, alert odd protocols

FHEH ARG EE AR E A AR R R R R R R R G RS H R R R R H R S H B 44
# Step #3: Configure output plugins

# General configuration for output plugins is of the form:
output database: alert, mysql, dbname=snort host=localhost port=7788
user=root password=snortids detail=full

# Include classification & priority settings
include c:\snort\etc\classification.config

# Include reference systems
include c:\snort\etc\reference.config

AR EE S E IR B RS IEE LI R T R I IR E TSI ISR LL:
# Step #4: Customize your rule set

include $RULE_PATH/attack-responses.rules
include $RULE_PATH/backdoor.rules

include $RULE_PATH/bad-traffic.rules
include $RULE_PATH/chat.rules

include $RULE_PATH/ddos.rules

include $RULE PATH/deleted.rules

include $RULE_PATH/dns.rules

include SRULE_PATH/dos.rules

include $RULE_PATH/experimental.rules
include $RULE PATH/exploit.rules



include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include

$RULE_PATH/finger.rules
SRULE_PATH/ftp.rules
SRULE_PATH/icmp.rules
SRULE_PATH/icmp-info.rules
SRULE_PATH/imap.rules
SRULE_PATH/info.rules
SRULE_PATH/local.rules
SRULE_PATH/misc.rules
SRULE_PATH/multimedia.rules
SRULE PATH/mysqgl.rules
SRULE_PATH/netbios.rules
SRULE_PATH/nntp.rules
SRULE_PATH/oracle.rules
$RULE_PATH/other-ids.rules
SRULE_PATH/p2p.rules
SRULE_PATH/policy.rules
SRULE_PATH/popZ2.rules
SRULE_PATH/pop3.rules
SRULE_PATH/porn.rules
$RULE_PATH/rpc.rules

SRULE PATH/rservices.rules
SRULE_PATH/scan.rules
SRULE_PATH/shellcode.rules
$RULE_PATH/smtp.rules
$RULE_PATH/snmp.rules
$RULE_PATH/sqgl.rules
$RULE_PATH/telnet.rules
SRULE PATH/tftp.rules
SRULE_PATH/virus.rules
SRULE_PATH/web-attacks.rules
SRULE_PATH/web-cgi.rules
SRULE_PATH/web-client.rules
SRULE_PATH/web-coldfusion.rules
SRULE_PATH/web-frontpage.rules
$SRULE PATH/web-iis.rules
SRULE_PATH/web-misc.rules
$RULE_PATH/web-php.rules
SRULE_PATH/x11.rules
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® classification.config

# $Id: classification.config, 05/09/2004 02:01:13 cazz Exp $

# The following includes information for prioritizing rules

# config classification:shortname,short description,priority
config classification: not-suspicious,Not Suspicious Traffic,3
config classification: unknown,Unknown Traffic,3

config classification: bad-unknown,Potentially Bad Traffic,2
config classification: attempted-recon,Attempted Information Leak,2
config classification: successful-recon-limited,Information Leak, 2
config classification: successful-recon-largescale,large Scale
Information Leak,2

config classification: attempted-dos,Attempted Denial of Service,2
config classification: successful-dos,Denial of Service,2

config classification: attempted-user,Attempted User Privilege Gain,l
config classification: unsuccessful-user,Unsuccessful User Privilege
Gain, 1

config classification: successful-user,Successful User Privilege
Gain, 1

config classification: attempted-admin,Attempted Administrator
Privilege Gain,l

config classification: successful-admin, Successful Administrator
Privilege Gain,1

config classification: rpc-portmap-decode,Decode of an RPC Query, 2
config classification: shellcode-detect,Executable code was
detected, 1

config classification: string-detect,A suspicious string was
detected, 3

config classification: suspicious-filename-detect,A suspicious
filename was detected, 2

config classification: suspicious-login,An attempted login using a
suspicious username was detected, 2

config classification: system-call-detect,A system call was
detected, 2

config classification: tcp-connection,A TCP connection was detected, 4
config classification: trojan-activity,A Network Trojan was
detected, 1

config classification: unusual-client-port-connection,A client was
using an unusual port,2

config classification: network-scan,Detection of a Network Scan, 3
config classification: denial-of-service,Detection of a Denial of
Service Attack,2

config classification: non-standard-protocol,Detection of a non-
standard protocol or event,2

config classification: protocol-command-decode,Generic Protocol
Command Decode, 3

config classification: web-application-activity,access to a
potentially vulnerable web application,?2

config classification: web-application-attack,Web Application
Attack, 1

config classification: misc-activity,Misc activity,3

config classification: misc-attack,Misc Attack,?2

config classification: icmp-event,Generic ICMP event, 3

config classification: kickass-porn,SCORE! Get the lotion!,1
config classification: policy-violation,Potential Corporate Privacy
Violation,1

config classification: default-login-attempt,Attempt to login by a
default username and password, 2
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® reference.config

# $Id: reference.config, 05/09/2004 02:01:13 chrisgreen Exp $

# The following defines URLs for the references found in the rules

#

# config reference: system URL

#

config reference: bugtrag http://www.securityfocus.com/bid/

config reference: cve http://cve.mitre.org/cgi-bin/cvename.cgi?name=
config reference: arachNIDS http://www.whitehats.com/info/IDS

config reference: McAfee http://vil.nai.com/vil/content/v_

config reference: nessus http://cgi.nessus.org/plugins/dump.php3?id=
config reference: url http://
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