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ABTRACT

This project is focused on developing Directory Service for Internet Chat by using Lightweight
Directory Access Protocol (LDAP). The databases of users are kept in LDAP Server so that
system administrators are able to manage the system such as editing, deleting, adding or searching
user information easily and efficiently. The system also includes the authentication process to
verify the user resulting in a high security to both users and applications in the system. The
Internet Chat is developed to be cross-platform since it is designed to be a web-based application.

Therefore, the user can use the chat and other applications through his/her web browser.
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cn: | Barbara Jensen

Babs Jensen

sn: | Jensen

telephonenumber: | +1 408 555 1212

mail: | babs@airius.com

A15190 2.1 1AAIDIANY UL VDI Entry



¥
Taudauunuda 151inezidonudaen Directory entries Manualteglugiluuuves
I~! aa 9 o 1 1 o ¥ . []
LDIF Text Format isiziiiuinasgunionldnald swaemstiudh (import) uaz deeon

(export) 4932910 Directory Server tifosindoynoglugiluyuves ACSI Code fadrodn |
dn: uid=bjensen, dc=airius, dc=com |
objectClass: top
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sn: Jensen
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telephoneNumber: +1 408 555 1212 1
description: A big sailing fan.
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dc=airius, dc=com
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® The LDAP functional model
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23 gilmm Directory Schema
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® slapd.conf

® ASN.1

® [DAPv3

Tnu9nEd1284 Directory Schema  #13¥UY Intemet Chat 1814 1umsWannfle Directory
Schema WY slapd.conf Fa3ulinslFarundausniy Directory - 91numdsdigunuldlu
wouias U-M LDAP 33 tazaeunuSinuaminovesdu 18%iniswani Directory Server|
nagld Directory Schema Tu Netscape Directory Server 3.x l18% 4..x j,‘lJu'lJ‘IJ"Mf{ slapd.conf ﬁ
141w Directory swwisznoudaoiu 2 TWade slapd.at.conf slapd.oc.conf

® slapd.at.conf (Attribute Type Definition) 1
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{u'lne Directory Schema fil¥fhmunaiBuafiy Atribute Ttiuvvesvadsil

Attributetype OID NAME [ALIASES] SYNTAXID [OPTION]

4 < o :
NAME POUDI Attribute Vlﬁlﬂdﬂ’l‘iﬂ’muﬂﬁﬂl cn

ALIASES Fofufluoeusuliisraunsofmuadu 14 (1 commonName

0]1)) Object Identify Definition YD1 Attribute

SYNTAXIDSnwsgefifmuasiaves Attribute !
OPTION ¥ muasionisvesnoysu S0/ 2 uunfe Operation  uas Singlq:

Operation Option Fdmsy Directory Service 19 Attribute Tunsdifiey
® slapd.oc.conf (Object Class Type Definitions)

] ] 9
14 IWd Directory Schema il munifieady Objectclass Tgduuuveoe Tvdwail




13

objectclass [oid OID] NAME [superior SUP] [requires REQATTRS]

[allowsALLOWATTRS]

NAME F¥oUna Objectclass '
oD Object Identify Definition ¥9AM (991%U) j
SUP Superior class %30 parent class (991 %u)

REQATTRS A Attribute AABIMMUATD 1Y Objectclass (90141) ,

ALLOWATTRS  @wpq Attribute #19¢ 11 Objectclass (9014
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Attribute ‘cn’ 11y Attribute NS uiudoaiiiions 19 objectclass Aufivonuuy

attributetype ( 2.5.4.3 NAME ( 'cn' 'commonName' ) ‘
DESC 'RFC2256: common name(s) for which the entity is known by'

SUP name )

Attribute ‘s’ 15 lumsihumuanavesd 19

attributetype ( 2.5.4.4 NAME ('sn' 'surname’ )
DESC 'RFC2256: last (family) name(s) for which the entity is known by' |
SUP name ) |

d 4
Attribute ‘en’ 19 lunsifuvaFeuazuinanavesd 1
g a0y

attributetype ( 2.5.4.42 NAME ( 'givenName' 'gn')
DESC 'RFC2256: first name(s) for which the entity is known by'

SUP name )

& [~ o {
Attribute “uid’ 141143171 username Vo 19Fwziluduauiiszu Generate W

attributetype ( 0.9.2342.19200300.100.1.1 NAME ( 'uid' 'userid' )
DESC 'RFC1274: user identifier'
EQUALITY caselgnoreMatch
SUBSTR caselgnoreSubstringsMatch
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SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{256} )

Attribute ‘userPassword’ Hlumsiy password ﬂl’f)x‘léal‘lsf

attributetype ( 2.5.4.35 NAME ‘'userPassword'
DESC 'RFC2256/2307: password of user'
EQUALITY octetStringMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.40{128} )

—
Attribute ‘description’ 1¥lumsifuswnsForiouvo 1y

attributetype ( 2.5.4.13 NAME 'description’
DESC 'RFC2256: descriptive information'
EQUALITY caselgnoreMatch
SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{1024} )

Attribute “title’ 191umsiAude display UUTUY chat ¥o 19

attributetype ( 2.5.4.12 NAME 'title'
DESC 'RFC2256: title associated with the entity'
SUP name )

Attribute ‘destinationIndicator’ l‘l’f’nﬁﬂﬁ’izumf‘mﬁmuz online / offline ‘UfNéml‘l’f

attributetype ( 2.5.4.27 NAME 'destinationIndicator’
DESC 'RFC2256: destination indicator'
EQUALITY caselgnoreMatch
SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.44{128} )
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23

attributetype ( 0.9.2342.19200300.100.1.3 NAME ('mail' 'rfc822Mailbox' )
DESC 'RFC1274: RFC822 Mailbox'
EQUALITY caselgnorelASMatch
SUBSTR caselgnorel A5SubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 {256} )

Attribute “initials” (oA U012 11UNS notify User 31gn add Tay User AUDY

attributetype ( 2.5.4.43 NAME ‘initjals’
DESC 'RFC2256: initials of some or all of names, but not the surname(s)."

SUP name )

Attribute ‘ipHostNumber’ T lummnfiu ip address ‘Umvfh’fl

attributetype ( 1.3.6.1.1.1.1.19 NAME 'ipHostNumber’'
DESC 'IP address'
EQUALITY caselgnorelASMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26{128} )

] t4
Tavhuaaz Attribute 9zgafmua 131 objectclass Al

objectclass ( 1.3.6.1.1.1.2.6 NAME 'ipHost' SUP top AUXILIARY
DESC 'Abstraction of a host, an IP device'
MUST ( cn $ ipHostNumber )
MAY (18§ description $ manager ) )

objectclass ( 2.5.6.6 NAME ‘person’
DESC 'RFC2256: a person'
SUP top STRUCTURAL
MUST (sn$cn)
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MAY (userPassword $ telephoneNumber $ seeAlso $ description ) )
Objectclass ( 2.16.840.1.113730.3.2.2 NAME 'inetOrgPerson'

DESC 'RFC2798: Internet Organizational Person'

SUP organizationalPerson STRUCTURAL

MAY (
audio $ businessCategory $ carLicense $ departmentNumber $
displayName $ employeeNumber § employeeType § givenName $ i
homePhone $ homePostalAddress $ initials $ jpegPhoto $ |
JabeledURI $ mail $ manager $ mobile § o $ pager $
photo $ roomNumber $ secretary $ uid § userCertificate $ ,
x500uniqueldentifier $ preferredLanguage $
userSMIMECertificate $ userPKCS12))

objectclass ( 2.5.6.7 NAME 'organizationalPerson' ,

DESC 'RFC2256: an organizational person' :

SUP person STRUCTURAL §

MAY ( title $ x121Address $ registeredAddress $ destinationIndicator $ '

preferredDeliveryMethod $ telexNumber § teletexTerminalldentifier $ .
telephoneNumber $ internationaliSDNNumber $

facsimileTelephoneNumber § street § postOfficeBox $ postalCode $

postalAddress $ physicalDeliveryOfficeName $ou $st$1))

1

Tun1599UUL Schema X103 1@ 2 35A8 329117158513 Objectelass  Tavada

Attribute (933071M318897A Default Schema T9zAANIABUAMMIAARITZVY Directory
Juszuvilee1¥msidon Atiribute 910 Schema #138UY Directory 1 IWiileag nunifive
wonozldnunazquauiadifussunld fianzdiilede Amibute fivzansolfify
Yoyan1a 9 Tuszuneundemiu szdeainisg Attribute Aidenieglu Objectelass 1

T Schema ¥4 Directory L1AZUAnE Objectclass NADALU sup U9 Objectelass latia
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3.6.1

3.6.2

3.6.3

3.64

3.6.5

3.7

fust/local/apache 1§ Directory 19 1umsifuTsunsu Apache Favhmihiidiu web
Server Tauszuuwau1Taold Apache 1.3.27

fust/local/BerkleyDB 1§14 Directory #1145ty Tusunsy Berkley DB daimiiii
Fugnidoyaitléifudoyavesdi¥niluszuuiimun Tavszuuiaunlaoldined
1 4.1.25

/ust/local/Openldap (4 Directory MFunsiduTysunsy Opentdap ey
LDAP Server #u1fl11 Directory Server u3nsting@d 4 amianun

just/localiphp 111 Directory M1FumsiiuIsunsy pHP Favimeiiiilu API @ou
MIAAADIZNI1 Web Server i1 LDAP Server 52 1uR®u1 Iaol14 php 4.3.2
Just/local/web 1§14 Directory 719 ums1Auntt 190 Web Page fivzdamisuanasnalié

g

d)uﬁﬂdaé‘lffam (User Interface)

v
Tudhumsaademudldaniu wilweldgneenuuuliisaemsldau uazldm

) 1 § 1o \ A e o o
mssoumsnanaun iiuiudedldmunedoatunimduaulums ldanuuazdimunsa

aanuAanaaluns 4 lddae

First Name :*

Last Name :*

Email Address :*
Password :*
Confirm Password:*

Register |

51 3.7 uapawheemsaiasidn ldauluszuy
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[Please Select
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i Mozilla

"Add vour friend
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U1 3.10 uaAanti199 Add Contact
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File Edit Options Buffe

f you want to create a file, visit that file with C-x C-f,
hen enter the text in that file's own buffer,

e ove Ne
N e e
o ——f

U 4.1 uaasninovealysiunsy Emacs

4.3 nageumslyamllsunsn
52U Intemet Chat ANz annsalFouldvdouiludnameidiousonoy 1o 10

. o o & ' @ o g 9
3¢V Directory ‘Vlmﬁ%ﬂmmmgmﬁunauﬂmmﬂuum%zmmm‘lﬂmus:nu"lﬁ

Password :*
Confirm Pass

51 4.2 uamstonnuidowiiodldnsendoyalinsy
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UM 4.3 uaasdonnuideuilod1dnsendoya E-mail Angiluuy

Y “

First Name :*
Last Name :*
Email Address :*
Password :*
Confirm Passwo

First N < [j.‘wa.u:m Application
rst Name : 2 : ‘ »
Last Name :* r A’e Complete Register and your uid 15113
Email Address:* |

Password :* |

Confirm Password,
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MANUIN 1.

MIAARY Program fnealdluszuy

TunoUMS Compile tazMsAnAIILSIATY Berkley DB

export CC=gcc

cd /usr/local/db-4.1.25/build_unix
../dist/configure --prefix=/ust/local/BerkleyDB
make

make install

TunoUMS Compile tazAAnlU5UNTH Openldap

export CC=gcc

export CPPFLAGS="-I/usr/local/BerkleyDB/include”
export LDFLAGS="-L/ust/local/BerkleyDB/lib”

cd /usr/local/openldap-2.1.17

Jeonfigure --prefix=/ust/local/openldap

make depend

make

make install

JuneumsAanallsunsy APACHE

/usr/local/apache 1.3.27
Jconfigure —prefix=/ust/local/apache —enable-module=so
make

make install
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Funeumsfndalusunsu PHP

1. ./configure —prefix=/usr/local/php_4.3.2 —with-apxs=/usr/local/apache/bin/apxs —with-
Idap=/usr/local/openldap

2. make

3. make install

msudlun1veq Apache Fiu Web Server
RIS hetpd.conf Tmsudludadt
1. DocumentRoot “/ust/local/web”
2. <Directory “/ust/local/web”>
Option Indexes FollowSymLinks Multiviews
AllowOverride None
Order allow,deny
Allow from all
</Directory>
3. <IfModule mod_dir.c>
DirectoryIndex index.html nJ?iuuﬁJu DirectoryIndex index.php index.html
</IfModule>
4. AddType application/x-httpd-php .php

15U 1uA 104 Software Openldap ‘#«ﬂﬂ Directory Server
MMt ImuamaN K Tulvld /usr/local/openldap/etc/openldap/slapd.conf Tausiims
dusmaridnly
1. Y11M19 include schema ﬁmtﬁu Objectclass 41z Attribute
include /usr/local/openldap/etc/openldap/schema/core.schema
include /usr/local/openldap/etc/openldap/schema/inetorgperson.schema

include /ust/local/openldap/etc/openldap/schema/nis.schema

2. pidfile iufivendumisvesIng pid

pidfile /usr/local/openldap/var/slapd.pid
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argfile fifiUoI5AUNULOA slapd

argsfile /usr/local/openldap/var/slapd.args

database mﬁﬂmmgmi’fﬂga"lminm‘éﬁuflugm%’egmm www.sleepycat.com fee
il bdb Suflugudeyasin www.gnu.com vziflu gdbm

database bdb

suffix BaseDN 84 lat5nno3

suffix "dc=mydomain,dc=com"

rootdn DN n3edevesdidnslumsuims lasaneiqaga

rootdn "cn=Manager,dc=mydomain,dc=com"

rootpw password U84 rootdn ﬁ“l%’“lumsu?mi'lmsnwa? ﬂ'liﬁ’:\i password IF1H1UT0
ﬁi)ﬂﬁl Aumsidhsalals ldappassword 'ﬁ'og:“lu path /usr/local/openldap/bin

rootpw secret 3
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NMNANUIN V.

Configuration vaslnld slapd.conf

[ ¥
N3I9IANMINITAART Software Openldap-2.1.17 Sovuiouudl 15192A04
AMUARITNAUAIL 9 YDA Directory Server TWaTUAUAUSUAUAS 9 9z0gn101d path

/usr/local/openldap/etc/openldap dfsresimsudlvde Wd slapd.conf

# $OpenLDAP: pkg/ldap/servers/slapd/slapd.conf,v 1.23.2.7 2003/03/24 03:54:12 kurt Exp $
#
# See slapd.conf(5) for details on configuration options.

# This file should NOT be world readable.

#

include /usr/local/openldap/etc/openldap/schema/core.schema
include /usr/local/openldap/etc/openldap/schema/inetorgperson.schema
include /ust/local/openldap/etc/openldap/schema/nis.schema

# Define global ACLs to disable default read access.
# Do not enable referrals until AFTER you have a working directory
# service AND an understanding of referrals.
#referral ldap://root.openldap.org

pidfile /usr/local/openldap/var/slapd.pid
argsfile /usr/local/openldap/var/slapd.args

# Load dynamic backend modules:

# modulepath  /usr/local/openidap/libexec/openldap
# moduleload back_bdb.la

# moduleload back_ldap.la

# moduleload back_ldbm.la

# moduleload back _passwd.la

# moduleload back shell.la

# Sample security restrictions
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# Disallow clear text exchange of passwords

# disallow bind_simple_unprotected

#

# Require integrity protection (prevent hijacking)

# Require 112-bit (3DES or better) encryption for updates
# Require 63-bit encryption for simple bind

# security ssf=1 update_ssf=112 simple_bind=64

# Sample access control policy:
# Root DSE: allow anyone to read it

# Subschema (sub)entry DSE: allow anyone to read it
# Other DSEs:

# Allow self write access

# Allow authenticated users read access

# Allow anonymous users to authenticate

# Directives needed to implement policy:

# access to dn.base="" by * read

# access to dn.base="cn=Subschema" by * read

# access to *

# by self write

# by users read

# by anonymous auth
#

# if no access controls are present, the default policy is:
# Allow read by all

# rootdn can always write!
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HHHHH R R AR R
# 1dbm database definitions

e e g s e e g

database bdb
suffix "de=mydomain,dc=com"
rootdn "cn=Manager,dc=mydomain,dc=com"

# Cleartext passwords, especially for the rootdn, should

# be avoid. See slappasswd(8) and slapd.conf(5) for details.

# Use of strong authentication encouraged.

rootpw secret

# The database directory MUST exist prior to running slapd AND
# should only be accessible by the slapd and slap tools.

# Mode 700 recommended.

directory /usr/local/openldap/var/openldap-data

# Indices to maintain

xinde objectClass €q




MANUIN A.

Source ¥oalisunsunldlums Start/Stop Openldap

LD _LIBRARY_ PATH=/usr/local/BerkelayDB/lib

export LD LIBRARY PATH

case "$1" in

'start’)

'stop")

*)

e€sac

exit0

echo "Starting Ldap services: " &
/usr/local/openldap/libexec/slapd
sleep 1s

cat /usr/local/openldap/var/slapd.pid

2

echo "Stop Ldap service: " &
sleep 1s

kill -INT ‘cat /ust/local/openldap/var/slapd.pid’

2

echo "Usage:$0 { start|stop }"

exit 1
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MANUIN .

CRLIN Configuration File voalusunsu Apache

ServerType standalone

ServerRoot "/ust/local/apache"

PidFile /usr/local/apache/logs/httpd.pid
ScoreBoardFile /ust/local/apache/logs/httpd.scoreboard
Timeout 300

KeepAlive On

MaxKeepAliveRequests 100

KeepAliveTimeout 15

MinSpareServers 5

MaxSpareServers 10

StartServers 5

MaxClients 150

MaxRequestsPerChild 0

LoadModule php4 module libexec/libphp4.so
Port 80

User nobody

Group nobody

ServerAdmin root@localhost.localdomain
ServerName localhost

DocumentRoot "/ust/local/web"

<Directory "/usr/local/web">
Options FollowSymLinks
AllowOverride None

</Directory>

<Directory "/ust/local/web">

Options Indexes FollowSymLinks MultiViews
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AllowOverride None
Order allow,deny
Allow from all

</Directory>

<IfModule mod_userdir.c>
UserDir public_html
</IfModule>
<IfModule mod_dir.c>
DirectoryIndex index.php index.html
</IfModule>

AddType application/x-tar .tgz
AddType image/x-icon .ico
AddType application/x-httpd-php .php .php3 .php4 .html
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MANUIN V.

720819 Tree luszuUIN0g010 LDAP Browser

- B
[ dc=mydomain, dc=com datribute  [value
© = uid=100 '::ipHostNumber 127.0.0.1 |
© [ uid=101 “|givenName pongsatorn
5 B g; sn rucksatip L
T O uid=102 “fuserpassword BINARY (4b) |
E uid=104 “mail torn2522@hotmail.com
© [ uid=105 \ ohjectClass top i
& uid=106 \ objectClass person
© [Juid=107 »2\ objectClass organizationalPerson
& uid=109 ‘55 objectClass inetOrgPerson T
& [ uid=110 A|objectClass ipHost 2
o "y /’l uid 102 %
Buid=111 Adestinationindicator 0 :
fen 102 §
#ldescription 101
¢|description 104 |
106 4
107 o
aah WO By 3 W ) ) L&
T L s 970 VN o S | S

31]‘?] -1 LIARNY 1) LDAP Browser



MANHIN N,

#208h41¥ld LDIF fi Export 910 LDAP

dn: dc=mydomain,dc=com
dc: mydomain
objectClass: top

objectClass: domain

dn: vid=102, dc=mydomain,dc=com
ipHostNumber: 127.0.0.1
givenName: pongsatorn

sn: rucksatip

userPassword:: dG9ybg==

mail: torn2522@hotmail.com
objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson
objectClass: ipHost

uid: 102

destinationIndicator: 0

cn: 102

description: 101

description: 104

description: 107
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