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Abstract

Firewall is one of tools for network security, however it has to be adjusted to suit with
system requirement. Since the firewall adjustment has to be proceeded properly by expert people,
there have been developing a new automatic system for it. This new system will be able to adjust
the firewall automatically to work conveniently and easily with the network system. And then,
there will be a study of effectiveness of firewall rule adjustment from this developed system. The
result of the new system will be expected to be a rule adjustment system, which users can work
on the network conveniently. And also, the new system still has to provide security to the network

system effectively.
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68 (TCP & UDP) bootpe 2701 (TCP & UDP) sms-rcinfo
69 (UDP) tftp 2702 (TCP & UDP) sms-remctrl
93 (TCP) supdup 2703 (TCP & UDP) sms-chat
111 (TCP & UDP) sunrpc 2704 (TCP & UDP) sms-xfer
135 (TCP & UDP) loc-srv 2801 (TCP) Phineas P.
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1 [} 9 v 1 4
A9597 2.1 1aausns TCP/UDP finnstanuilvsead Taglulnldnnnnielu

- [] 3
HazMoUsNIAIOVIY (M10)

Port(s) (Transport) Server Port(s) (Transport) Server
137 (TCP & UDP) netbios-ns 4045 (TCP) lockd
138 (TCP & UDP) netbios-dgm 5800 - 5899 (TCP) winvnc web server
139 (TCP & UDP) netbios-ssn 5900 - 5999 (TCP) winvnc
X11 Window
177 (TCP & UDP) xdmcp 6000 - 6063 (TCP)
System
445 (TCP & UDP) microsoft-ds 6665 - 6669 (TCP) irc
512 (TCP) rexec 6711 - 6712 (TCP) Subseven
513 (TCP) rlogin 6776 (TCP) Subseven
513 (UDP) who 7000 (TCP) Subseven21
rsh, rcp, rdist, rdump,
514 (TCP) 12345 - 12346 (TCP) NetBus
rrestore
515 (TCP) Ipr 16660 (TCP) Stacheldraht
517 (UCP) talk 27444 (UCP) Trinoo
518 (UCP) ntalk 27666 (TCP) Trinoo
540 (TCP) uucp 31335 (UCP) Trinoo
31337-31338 (TCP &
1024 (TCP) NetSpy Back Orifice
UDP)
32700 - 32900 (TCP &
1045 (TCP) Rasmin RPC services
UDP)
1090 (TCP) Xtreme 32720 (TCP) Trinity V3
1170 (TCP) Psyber S.S 39168 (TCP) Trinity V3
1234 (TCP) Ultors Trojan 65000 (TCP) Stacheldraht
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H v y ] 4
MI1A 2.1 u@AwSns TCP/UDP finstlanunlnsaead Tagluldldnsennielu

A ) ]
HazmMeueninsov1e (19)

Port(s) (Transport) Server Port(s) (Transport) Server
1243 (TCP) Backdoor-G
1245 (TCP) VooDoo Doll
1349 (UCP) Back Orifice DLL
1492 (TCP) FTP9SCMP
1600 (TCP) Shivka-Burka

1761 - 1764 (TCP &
UDP)

sms-helpdesk

1807 (TCP)

SpySender

[} 1 i 4
AN 2.2 1LaAUSN13 TCP/UDP Ninastanuy lilvidunsnnisuen

Port(s) (Transport) Server
79 (TCP) finger
161 (TCP & UDP) snmp
162 (TCP & UDP) snmp trap
514 (UDP) syslog
550 (TCP & UDP) new who
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A15197 2.3 UEFAILTN1S TCP/UDP Nowazdalvusnislu pMz Tasdammizusmsinldesa

Port(s) (Transport) Server

20 (TCP) ftpdata
21 (TCP) fip

22 (TCP) ssh

23 (TCP) telnet
25 (TCP) smtp

Port(s) (Transport) Server

53 (TCP & UDP) domain

80 (TCP) http
110 (TCP) pop3
119 (TCP) nntp
123 (TCP) ntp
143 (TCP) imap
179 (TCP) bep

389 (TCP & UDP) |ldap

443 (TCP) ssl
1080 (TCP) socks
3128 (TCP) squid
http
8000 (TCP)
(alternate)
8080 (TCP) http-alt
http
8888 (TCP)

(alternate)




m319fi 2.4 uansdenaiy ICMP Harsoyanaliesnluonniedioniolu’ld

Message Type
Number Name
4 source quench
8 echo request (ping)
12 parameter problem

m91ah 2.5 uansdendny ICMP iaseygialfidundunsedionelula

Message Type
Number Name
0 echo reply
3 destination unreachable
4 source quench
11 time exceeded
12 parameter problem

fauuziioug dmsunsadrnguesiviiead
o aninsthiindeyansdondmiungiild fossu nsifriededeyationiiu
UszTomilumsasinaeunisyngn
o Hostumistaeulod (1P spoof) dwmsudeyavudmnendumesiia Tastleadu
1319 packet A lofigine I unduntoronelu

® 127.0.0.0—127.255.255.255 : local host address

® 10.0.0.0 - 10.255.255.255 : reserved address
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® 172.16.0.0-172.16.255.255 : reserved address
® 192.168.0.0 — 192.168.255.255 : reserved address
® 224.0.0.0-239.255.255.255 : multicast address

o {loafunsoqnaoade1nn1s TonAuuy land attack Fans Tondnniiee 19334
packet 11l lofiuemnsadunnsafudiu lefusamsaatona sauvas1 Wosa
Fumanaznesamomaiiassfu Faneldifants Teufuuy Denial of Service 18
Fatloam181ne block Tail¥deyavudhiiil lofiuoamsadunassiusulof
uoamsrveunsstwneludunlussuy

o aafunsTanduuy Syn flood itnedInsread Fadyngnezds SYN packet
Sumandunsestatonie vl#Aaveen135y connection TuuTmsfanan
Gy s ldusnsudinestuq 18

o ninelifvaduazintosdug melunievionasidsulestusindenanu icmp
vnewfiniu foefun1s s ICMP Echo request aamnsadauitesausiudoya
dmiuns TauAde 11l n3en3e ICMP Bcho request packet fifa191nn 1010063
annsonlasu routing table lunFosnouiianes138nae Fuiludeaiisunsie
p81903

dmiudoynvieentiuniseygalideyn cMp e liinfuiiaunsosen'ly

1q

® [Echo request

® Parameter Problem

@ Source Quench
dmivdeyavudniu arseyannlidoya 1cmp sae T imniufamnsadune
14

® Echo Reply

® Destination Unreachable

® Source Quench

® Time Exceeded

® Parameter Problem
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1 52UV UAN1S FreeBSD http://www.freebsd.com
2 Secure Shell Server SSH http://www.openssh.com
3 MySQL Server http://'www.mysql.com
4 Perl http://www.perl.org

5 PHP Extension http://www.php.net

6 OpenSSL http://www.openssl.org
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