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Abstract

Web proxy / cache program help us to reduce transmission congestion and reduce respond of
object requesting .But the problem of web proxy / cache programs may be occur if there are some
client in the network that infected worm. The infection cause system log file become full and make
the programs terminated. This project is implementation of a intrusion detection program for web
cache have been develop by using intrusion detection principle to check and test log file of web proxy
/ cache program. The program will gather URL, IP, and Method of request that store in log file then
considerate them with format that determined in pattern file. If request information match with format
in pattern file, it can refer that attacking can be occur. Then this request will become a number and
time monitored request. If number of request more than the number that determined in pattern file and
time equal to determined format this program will send commands to firewall for deny the request.
And if the program can’t detect any attacking from the monitoring, it will send commands to firewall
for cache requesting deny for make that client working normally. Intrusion detection program for web
cache developed on FreeBSD and use C language for implementation. The program can detect
attacking and send request denying command to firewall then discard the when the attacking
disappear. This detection program can be implement to detect internal attacking by using together

with firewall and squid.
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new access.log record

Polling Rule ID
Poll data
Config Pattem file ‘
User Intrusion Detection result of blocking Firewall
for Web cache
T Alarm Block/Unblock data T

1 o ) o 3
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Rule or Pattern record

Attacked_period

>J Pattern file

Rule or Pattern record

Alarm
User [« .
New suspicious Record or
; 4 adding counter
v id of Detected record
., | new access.log record grorking Detect record | working Detect ¢————————
Squid Detect
Block record Working Release
ID for Deleted
W Polling . y
Firewall c 3
ounter 2 , Attected record .
Y » Working detect Check WD
record >
Release g
result of unblock

L

tt
) pattern record P:a:tt:er:n: fle

Unblock record

Attacked or time out record - __ Deleted wd data
» | History file €

2 3.4 uaasiams navesdeyavesszuumsandums Taualuszdun o



new access.log record
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Get
L
new record

Squid

Time,!|P,URL,method

pattern record
Patternfile ————

P_ID,Time,IP,URL,method

record working Detect
< \Working Detect

A A

Match
Working Detect
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adding counter

Time,counter

W_ID (for delete)

1.4
Check Attack Rule block 7 7 U ke wan
\J J
f Result of blocking
History - record detected record detected

orking Release

(from working Detect) " |

M 3.5 uerasiams Inadeyavesszuuasiedums Tawudlussdui 1 aszuIumsii 1
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21
Releate_Period -

> Check time <Ts,tart,WR.counter, Working Release

Pattern file
WR_ID,WR.counter
22
Attack_Num
- ICheck counter|
History file (for dejete)

WR_ID WR ID

RecordWR_ID Polldata  counter 23

for bt ¥ 23 )

24 Update

Unblock WR_ID W_R

Rel Firewall
block

N
¥ Result

WR_|D (for delete)

Mn 3.6 uaasiems navesdoyavesszuuasiodums Teudluseduh 1 nssuiumsn 2

Attack_Period

Tstart, WD.counter, WD_ID .

Check time Pattern file
(of W_D)
Working Detect WD_ID,WD.counter

History file

3.2

WD_ID(for delete) :
Update Entry Record WD_ID (for add) T

)

/A 3.7 uaasdans Inavesdeyavesszuuasieiums laud luszAui 1 nszuaumsh 3
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3.4 msmauvsaldsunsy
- o ) 3 a t o 1
2 3.8 Wupmnisiieunanuaves Jdsunsuidsyauanuswnuser e lusunsy
. . as A o o d Ay v n’:
Squid uaz TUsunsu IP Firewall ldlsunsuasaedumslenfdmivduunanldeeniuuumniu
dsenoulldeTusunsudsawdiuie dausnilunsithasiesuns Taud (Detect) druiidos

o 1
AomInsrvaeunisUanuion(Release) HazdIUgARIEADN1IAITIVAOY time out YD Working

y
@ & 1

d' 9 o A Y A U
Detect(WD) wenniifaidruiddadnduniledeIiddoya 4 TWd1Aun Pattern file (Iunin

ﬂzi%ﬁmﬁﬂyﬁl‘ﬂuP), Working_Detected(Glumwwi%ﬁmﬁ'ﬂyﬂﬁﬂum), Working_Released (1‘11

o

o o [ o o a A 1

Y o I~/ 1
mwaz1¥dydnuaiiiluwr) uay History file(Junmaslddgydnuaiilug uozdiuddgdndiu
P [] 4 a [ 4 o Py o J
nilsaodruvesldsunsunmeonendslFlunsaadodu lWireadluTsunsuh ldvauduse
Sonldldsunsuniouen 3 Tusunsu'ldun Attack Action(AA), Release Poll(RP) 112 Release
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Action(RA) @99znandeswazidoans 1y

daufiudiexyn

Squid WD
P 1 Check WD

»i L
‘ A } DETECT & R (Time out)

H . RELEASE

A 4

z
[lemeli4

A

NN 3.8 Llﬁﬂ\‘1ﬂ'lWi’JiJﬂﬁ‘ﬁ'N'm"U'E)\‘liﬂiuﬂill

3.4.1 phwudeyaililumamauvedlilsunsy

v a ] o o =] 9 o sa
ﬂmmi):ﬂ'cmmswazmvﬂmswNmmmiﬂmﬂsu%zﬂanmgﬂuumay‘am 4 l‘l“ﬂﬂ‘lﬂ
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. <~ -=§ os d'
1) Pattern File Ng‘]JLL‘U'U‘]NLLﬁﬂQﬂQﬂ'lWYI 3.9

P_ID |P address/mask URL Method Attack_Num Attack_Period

Attack_Action Release_Poll Release_ Num | Release_Period | Release_Action

NN 3.9 a3 1iUUves Patter file

[ o -d é
1w Pattern file szidlu WddmivIddlFusmuagduvums Teu@damunsoassy Idaw

s a

I} gt 3 Y o 1 o o
aeduiaglianua 11 aedud lasuaaznedudazinnunuioudasluasted 3.1
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§ ' v d
M3199 3.1 uaasnnununguazilsznndeyaluudozneduiives Pattem file

yonodul | Uszandoya ANUNUY
v 4
nnsavdsureanstmuagzduuy Tausududunrineny
P ID unsigned int
1 duduly
MUY IP address WAE subnet mask UDQ Client NADINTS
IP address/ - oo w2
char 32 A50EOUNTS lauA Taoszydiugiuuudadaetiane 113
Mask
161.246.49.147/255.255.255.192
URL — fidlugdunvvesns lawffidesnsasiedey 1w
URL char 255 : v 1 - . o
http://Mmww.worm.com/default.ida? § zu"lﬂ'lmﬂu 255 IDNYT
55msdosveoouldng Wu GET, POST, HEAD, PUT,
Method char 10 Y
DELETE, TRACE, OPTIONS, CONNECT iffuéu
v I )
fmuasaumsiesvessudnandia e ldnsvaouns |
Attack_Num unsigned int

1 o Q’l‘ =1 o
Tonadnuoduswunsvesnsiosvessudng

o 1 A a =1 ] S a P
SvuaEIIa N oATINAD LN 1auR laslinyuduiuin

Attack Period | double
Avua path wazde IdnlFimuamidandesnisiinszi
Attack_Action | char 50 » JATAROM | -
Wolims TouAiNatuIY /usrlocal/IdsWC/block 11)1AY
fnua path  wazdelidnldimuasideidesmsidduive
Release_Poll char 50 faesmsapuINSIuIUTLNST TouAy /ust/local/IdsWC/poll

Hudu

Release Num

unsigned int

o Y 3 o ~ o ¥ A
n1mumssawaaam%ﬂﬂmm'awuﬂwsma'hrzwa

as29apUMsHYA lauA
. < [} ~Aq 9 P
Release_Period | double dugrenmnldasrnasumanga laud
o 4 o o o ° 4
fmua path uazde IWdilfiudinglsmualdnszduiledes
Release_Action | char 50

onidnUiersans TouRisu /st/local ldsWClrelease (Hudu
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2) Working Detected 3UHUULTAIAINING 3.10

WD_ID | IP address | URL | Method | T_start | Count | P_ID

7NN 3.10 uel ANg Huvuves Working Detected 1161 Working Released

s 4 g y

g 4 = 0 y o
' Wddeyanldhinuludiuvesnisasindums Tond Fuivdeyanisfeave
o ¢ a '

d - 9 [ 4 1 o LY
ﬂi’)ﬁmﬂﬂﬂni@ﬂ'lﬂgﬂiﬂﬂﬁﬂ‘izﬂﬂllﬂ'm 7 ADRUY IﬂUTNlmﬁ3?16?3Nu%%nﬂ')’]ﬂﬁﬂTUllﬁﬂﬂNﬂu

AIA1519N 3.2

4 1 o o
3199 3.2 uaasnunoiazlssnndeyalundos neduivesWorking Detected

A o o ¥
¥onOauY ﬂizm‘ﬂ‘llﬂll“ﬁ AIMNNUTY

g o W v R g/ g S ] 3

NUAIAUNTITUUNANITIVIVDDDULINANATITWUIUUI
WD _ID unsigned int A

fUgUuULYeA pattern file

d 1 Y g dd yye

NUA1 IP address ‘Uﬂﬂﬂ']ii‘i)\ﬂli)?)ﬂ‘lﬂﬂﬂﬂ‘]ﬁ“lﬂilm'l‘l’l'lﬂ
IP address char 16

access.log

d 1 g o4 @

YA URL ‘ll'ﬂ\iﬂ'lﬁ%?)»i’llf)f)ﬂﬂl%ﬂﬂ“]ﬁ"l?sl’i‘ijil'l‘il'lﬂ
URL char 256

access.log

g 1 ¥ g ¢ yyo

NUAT method UDI ﬂ’liiﬂﬂﬂ@ﬂﬂﬂt%ﬂﬂ“ﬁﬁ‘lﬂiﬂﬂ'm'lﬂ
Method char 10

access.log

< ] 3 PR 9/ =1 fht A

Lﬂ‘lJﬂ'l‘llf)\‘u')’ﬁ'lﬂiﬂlliﬂ‘l’lllﬂ'liif]\ﬂlﬂﬂﬂﬁlﬂﬂﬂ“ﬁ\?ﬁzﬂuﬂ‘ﬂ
T start double

#1590 pattern file

‘f‘_] 0 v v 3 ¢ A 4 7

L ummuuwmms5mmaaaumﬂﬂiﬂuwmwuﬂsmz
Count unsigned int A v 229 e

1 WDNUNMTIDIVONHIFOUNU

dlumnsavvesguunlu Pattem file RdgAiunsiosve
P ID unsigned int g o

2OULINAU
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3) Working Released #3UuiiansdanIui 3.10

1Y 4 4 o
Working Released H31uuumiiouiy Working Detected tifod91niin1sIdauieny

doyanfigiunudnyuz@eativ uAgalsraes lumsldauand19fufe Working Released 1)

%’agamssawawmnwmnﬂumﬂwmmzsammswaamwaamaﬂmsﬂgmﬁmimwa

g J { N v Jd ' [ y
DOUIINA Tﬂﬂﬂ']i'l\?ﬁ 3.3 tlﬁﬂﬂﬂ'l'mWll'lEJ‘U?NLlﬂﬂgﬂﬂﬁuuﬁllﬁﬂﬁ'l\m'lﬂ Working Detected @Nﬁ

{ 1 v d
M5190 3.3 uansanunanouazlszndoyaluunazneduiives Working Released

A v )
¥onoauil szinndoya AUV
A R 3 o w o R o 4 da g P

WD_ID unsigned int NUAAUNITTUNAMSTDIUBRLRNATITUMS auA

g g o o

{fUe1 IP address Y94N153D9UDDBLINAT AT UNDIN
IP address char 16

working detect

=4 1 o o

Busr URL v8ensdesvenauisnadeldsuinen
URL char 256

working detect

g ] 3 & 9o

HUAT method VD9 N15509UBOBUIINATG AT VNN
Method char 10

working detect

~1 1 s é - 3 d' =1

numvesailvgfudesnasulasnaiuielinig
T start double = iy \

AT ADLNBINE@ANNS 1IN

=1 ' o @ P=
Count unsigned int AUAIT UL UVDINS LN

d 3 "o

iWunnesavguuyl Pattern file Md1giunisfesve
P ID unsigned int

T
PBULINAU
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- é L d'
4) History File H3UuuUXUAAIAINING 3.11

T_record | Table | Reason | ID | IP address | URL | Method | T_start | Count | P_ID

MW 3.11 uaasgiunuves History file

sdo 9 Ad ) g 4 a & 3 4
TWafiimininnumsiesvessudnaaieg itaenayuannmsniaues llsunsy &9
History file a11n3m1i a5 vaeumssiauvesTusunsyld History file Ysznoulidronadund
q’: v v d ~ o 4 ~
vianua 11 aedui Taslunodmidiuiusndanmiz. i fudeyaiu1ain Working Detected

@ 0’1‘ o dA A a v o @ 4
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Huiounddioynldin Working Detected 130 Working
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Tu History file

Reason char fumaraveImsTufindfinumIouaAsi I 19#3.5

manaveInsUuiindoynaslu history file vzuanITIazBEAv0IANUMNIE UL

g NN, - P
mgranuanaenuyluasei 3.5 e 114
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A15197 3.5 LAAINDIUHNIBVDANAWAA194 11 history file

HUYQUVNANG

ANUNNY

4 d
Release (time out 1WasuaeIuzen detected 11y release) ‘i)“lﬂmi%’mﬂl’e)
=L R
DOURNA JUA1T 19 Working Detected
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1 g
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ANV 1ONAYDINIT509UDDDUIINA 1UAI151Y Working Detected 39

9
Tufinn13509ue7iag working release 12 history file

4 o
Release (time out 1asuaaIueIn detected 1114 release)91nN1530990
=L 3
2OUIINA 1A1519 Working Detected
. 4 .
A529801910 1U51ATY check working time out ¥992UN1IATIVADY time
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fiun1sieveoaung lu working released
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nraadsvidwunnstanflu working release

3.4.2 gaulisunsumeusnnineglieg
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nsiuves Tdsunsuiududssdansdullsunsumevonludiunssinanis loud

@ a o 1 o a (Y & a Y] A A
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3.4.2.1 Attack Action
I o o = o v a ~ v A
HuTdsunsumousniignlisunsunsaesums lauddmiuuuawson 4tiions1any
t 4 (1
m3Tond msiSenldldsunsunmoueniiez ldsumsdmuadwmiazyeveslsunsuly
Pattern File 9104150 uamgtunud idnannudaludadon 3.4.1 msdanuvesTusunsudes

. A a = Y] o P o 4
Attack Action u%znzﬂllUUﬂ15liﬂﬂ1‘ﬁllﬁﬂ\1ﬂQﬂ1w7‘ 3,12 a3U

Att_action name Client IP | Server IP

mwi 3.12 uaasgduvunsiSen1dau T sunsunteuen Attack Action

daua13199 3.6 vzudasnunovessduuumsSonldaullsunsunionen Atack Action

1
aasie il

M31971 3.6 uameanurnguesguuunsiFenidaulisunsumeuen Attack Action

Foavaual ANUNING

heguazdovesTsunsuniouen Attack Action Ni5unldiile
Att_action name name

P |

ATIINLNIT 13UA

& a oL 2 &

AU NPT HIV VDIV LI UUDY TP address UDIUATOY
Client IP 4 , - A

Client (thvunennsanu Tanfnses Server

[~ a P P &

RIUN TN T FINNIODIVU8aUUDY TP address UDUATDY
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Server NQNINSDA Client 1thwinyToud
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a Y] s o o o o o

msifiesnsfesvedoyn Tasldsunsuasiedums TanAdmiuduunses 1matanisiiudia
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¥
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Ref ID | action | Protocol | form | Client IP | to | Server IP | Port

il 3.13 uamsgluuy IddRiAuwanshauves Tusunsuniouen Attack Action

M3190 3.7 uaaennunisvesgluuumsisenldem lsunsuniouen Attack Action

Foaoausl ANUNIY
* v o d‘ LY a a
Ref ID vnotavd 9B wWumsdfiasns loud
d o Q‘I A =) {
action 15 action YoIMFY IPEW &4 1desune 13 luund 2
=1 { ° Py & =
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Protocol o 4
13 uunn 2
from a5 luung 2
NUEVVDY TP address YDUATOA Client (HHONATIINUI
Client IP AT
Tou@nSod Server
to amefiueluuni 2
HUNUAYYDY TP address UBUASOY Server NIQNIATDY Client
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Port NUIBIAY Port

INNINT 3.13 iz 199 3.7 szidudnuazmnizvesnmsiiau Tsunsu TUsunsuaouenii'le
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Amuald ndennldtuiinasiadeyandalusunsuezsiunives ID vesngues IPFW dfiu'l
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Whininaadeduieisonldaune ) dedraveslisunsuniousn Attack Action LEAIRINTN
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113.14 FuiluaasUdnvoudronwuvadansde
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61.246.49.147 (1) - SecureCRT

TR D e
I /bin/sh
ipfu add deny tcp from $1 to $2 8080

file "block", 2 lines
Ready ssh1:3DES |1, 1 [ 5Rows, 129 Cols |3

MNN 3.14 1aAAId20813 1U5UNTUNBUDN Attack Action

3.4.2.2 Release Action
~ o A o v g a Y 1 @ W
dWuldsunsuntsueniignlisunsuasidunis TawddimSudvuasSonldiguiuny
. 1 = 9 d' ] AR a [ nsé
Attack Action uavzizunlfiionstaaou lununms lawdvsdesnisonidnnistlesiunis Taudda

@ o v g [ 4 @ Y
Tisunsuasaeduns TaddmsuduunsiigduuunisupumsSenlduandanni 3.15 Asil

Rel_action name Ref ID ‘

M 3.15 uaasgiuuumsiSenldanTisunsumensn Release Action
NN 3.15 ATWITODTVIANUUIOVBUARZADEN 1AA715197 3.8

M319 3.8 uaasnNuINesguuunsien1daullsunsuniouen Release Action

v d
‘dlfﬂﬂﬂallu AINNNNY

A & . A a Y A

Noguaz¥oved11/5unsun1euen Release Action N3N lHiiie
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329 linuns Tawd

a ] < 4

WumiaiinesFanuedaninoavues Reference 03143
d' 4 o = d‘ LY H

Ref ID reaanneItesnumsUfiasns lawdn ldvinluidenuda

@ R Y
wazaiunn 13
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@ 1 . & A 9 4 a (d 1 ] @ ~
ﬂ'.lﬂﬂ'l\?‘llﬂﬂiﬂiuﬂiﬂﬂ'lﬂuﬂﬂ Release Action FUVIUAWNIHUFAAAANTUADYINNOAINING 3.16

"2 161.246.49.147 (1) - SecureCRT
‘File Edit View Options Transfer
[*1/bin/sh ' |
ipfu del $1 _I
file "release". 2 lines g
Ready Jssh1:3DES |1, 1 | 5Rows, 129Cols [¥T10I 4

NN 3.16 LAAIA20819 11TUNTUMBUDN Release Action

3.4.2.3 Release Poll
a o ) o d a | Sy '
duTdsunsuneusniign Tlsunsuasieiuns TanddmsuduunsEon ldsuiuuses

~ ¥y A g o oA a [ A & @

lif]ﬂﬁl‘muaﬁﬂﬂﬂ'ﬁﬂﬁ'mﬁ@'ﬂi]’lu']u packet Wlﬂiﬂﬂiﬂﬂﬁﬁﬁu‘mﬂmiﬂq Server “ﬁﬂiﬂillﬂiuﬂi')ﬂﬁlﬂ
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ﬂ'liTﬁllﬂﬂ'lﬁ5U!']Ullﬂ‘lfﬁ?llluﬁﬂﬂ'ﬁﬁﬂfﬂ%\?“«lﬂ\?ﬂ“lﬂﬁ 3.17 HagnNUnNIgVoNLLNaEARaNY

HAAINITIIN 3.9

L Poll action name Ref ID

MW 3.17 nanagiuuumsisenlFauTdsunsunieneon Release Poll

M3190 3.9 uaasnnurneuegluuumsison g llsunsuntouen Release Poll

4 [ d
¥onoauil AWV

Noguazyovelisunsuniouen Release Poll NiGunldiile
Y
A

Rel _action name . -
mmiﬁaumummummmﬂwm

a o4 =< s Sl
WITTURODITUYINNIUDINUIULAVUDY Reference ‘um"lﬂsmaan
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o o o
#a91nA13 MU Yee TsunsuNIUEN Release Poll TAd1uUNsiovodoyaiily Packet 910
4 @ ' Qs o Y -4 =
nSoudmunsmndunses Server Iasltsunsuasindums landdmsuduuases 1dmaiinnis
' ] s A 4 0 [ ' T v o g . &
ouuaz@su IWANaN UNAIINATHINUAIN A AFURSINUNUMTINUNAVBIAttack Action o4

o 3 -] [ {
svuvesIWadeyadenanezinudeyaninni 3.18

Ref ID | Packet num | Byte num | action | protocal | from | ClientIP | to | Server IP | port

q' A o °
NNN 3.18 HﬁQQEﬂlﬁJUvh"la'ﬂlﬂ'ﬂWﬂﬂ'ﬁVl'N'lu‘UﬂQIﬂsuﬂiﬂJﬂ']ULlﬂﬂ Release Poll

13191 3.10 uaasaamanevesgliuumsenldaulysunsunisusn Attack Action

Fonoaul ALY
Y a - o/ a a

Ref ID wineavd1edenasatumsifiasns lad
Packet_num $Swrumsdesveanily Packet

° a o
Byte_num $mumsTesvenaliy Byte

B Tk X0 Iy ;
action 1114 action YoM 1de IPFW @4 ldesus 1A luuni 2

v 9o a 4 a
il Protocol #il&fmualiinmsdfiesnisioaedaldosne

Protocol q

PAluwni 2
from geFueluuni 2

MUGAYVRA IP address YBUATDY Client iWhvatofinsr9nud
Client IP R A

Towfin3es Server

o a o

to a1t luunn 2

MUBIAYYBY IP address YBAUATOY Server NIQAIATOY Client
Server IP

hyueTand

port MUY Port ¥ 8080




41

4 4 ' ' 4 o '
iietimstiuiindeyatiasIndudaTusunsueze1us Packet num e mInTI9dOUNGININNTI
a J ' ' dycu o : v yW
Tawanadurie bivazezldmiltduiinasludeyanisinuvelisunsuiiomsiosveiideng
= " W [ A a 9 4 a 4 @
Wums Towdey davdrsveli)sunsuniousn Release Poll MWUAIWMBUTAdAATUAITAIAS

NN 3.19
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ﬂ@iﬁﬂl@:ﬁEQ|%%§}l‘%|@lq
I/bin/sh :_l

ipfw -a list $1

Ready ©  TeshiiabEs. |, A/ SRows; 129.CoksVTAON |

NN 3.19 (1AAIRID619 115UNTUNBUDN Release Poll

3.4.3 whilazmsmauvesdumsnaugdesvealysunsy

1NN NG 3.8 uﬁmmwsammTﬂiuﬂiu?f&aﬂszneuﬁ'audaumsﬁnmdaﬂq Wanua 3
d liadeiiazesinowihiuazérdumsmanaesdueosuesTisunsusia 3 daulasday
msiaugesvesllsunsim 3 sgnAILANIINMIHINMYesdau TUsuasundndeananse
uanalgd i mausanInd 3.20 fhuﬁﬁmmmsﬁmuiuﬁauéuq%zuﬁmﬁqmwﬁ 3.21-

o o o 1 dy
3.23 muday aede 1l
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00300 O 0 deny ip from 127,0,0,0/8 to any
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ull(l)c. ureCRT i = . _'

>m'~gmrd1pre-pt K delete line p 11
eod-

of file "a beglnof'uns “w delete word “b back 1 char
n of file “e end of line “r restore word “f forward 1 char
“d

“c_command delete char “J undelete char “z next word
&m 856 1133 161.246.49,167 TCP_MISS/200 38548 GET http://wwu.yahoo.com/ - DIRECT/66.218,70.49 text/html

prev
“l undelete line “n next li

1
2 161,246,49,163 TCP_MISS/302 264 GET http://www ,hotmail.com/ - DIRECT/64.4.52.7 -
3 161,246,49,163 TCP_MISS/302 264 GET http://www.hotmail.com/ - DIRECT/64.4.44.7 -
4 161.246.49.167 TCPMISS/200 38555 GET http://uwy.yahoo.con/ - DIRECT/66.218.70.50 text/htal
5 161,246,49,167 TCP_MISS/200 38502 GET http://www.yahoo.com/ - DIRECT/66,218,71.80 text/htal
6 161,246.,49,163 TCP_MISS/302 264 GET http://www hotmail .com/ - DIRECT/64.4.43.7 -
7 161,246,49,167 TCP_MISS/000 O GET http://www.yahoo.com/ - DIRECT/66.218,70.50 -
8 161.246.49,167 TCP_MISS/000 0 GET http://wwu.yahoo,com/ - DIRECT/66,218.71.80 ~
9 161,246.49,167 TCP_MISS/200 38502 GET http://www.yahoo.com/ - DIRECT/66.218,71.86 text/htal
10 161.246.49,167 TCP_MISS/200 38512 GET http://www.yahoo.com/ - DIRECT/66,218,71,81 text/htal
11 161,246 ,49,167 TCP_MISS/200 GET http://www.yahoo,com/ - DIRECT/66,218.70.50 text/html
12 161,246.49,163 TCP_MISS/000 0 GET http://uwww.hotmail .com/ - DIRECT/64.4.53.7 -
13 161,246,49,167 TCP_MISS/000 O GET http://www.yahoo.com/ - DIRECT/66.,218.71.89 -
14 161,246,49,167 TCP_MISS/302 263 GET http://www hotmail .com/ - DIRECT/64.4.52.7 -
15 161,246.49,167 TCP_MISS/200 m GET http://wwu.yahoo.com/ - nmEcr/as .218,71,90 text/html
16 161,246.49,167 TCP_MISS/000 O GET http://wwe.yshoo.com/ - NONE/-
17 161,246,49,167 TCP_MISS/000 0 GET http://www,uyshoo,com/ - NONE/-
18 161,246,49,163 TCP_MISS/302 263 GET http://www hotmail .com/ - DIRECI/EA 4.44.7 -
19 161,246 .49,167 TCP_MISS/000 O GET ht.t.p://uuu.gd’m com/ — NONE/-
20 161,246,49,167 TCP_MISS/000 O GET http://www.yashoo.com/ - NONE/- -
21 161,246,49,167 TCP_MISS/000 0 GET http://www.yahoo,com/ - NONE/- -
22 161,246.49,167 TCP_MISS/000 O GET http://www,.yahoo.com/ — NONE/- -
23 161.246.49.167 TCP_MISS/000 O GET http://wew.yahoo.com/ = NONE/- -
24 161.246,49,163 TCP_MISS/302 264 GET http://www.hotmail,.com/ - DIEECT/EA. 3.7 -
25 161.246.49,163 TCP_MISS/302 264 GET http://www hotmail.com/ - DIRECT/64.: 53.7 -
161,246.49,163 TCP_MISS/000 0 GET ht.t.p //wwu ,hotmail ,con/ - DIRECT/64.4,52,7 -
27 161,246,49,163 TCP_MISS/302 263 GET http://www.hotmail.com/ - DIRECT/64.4.44.7 -
161.246,49.163 TCP_MISS/302 263 GET http://www.hotmail.con/ - DIRECT/64.4,43.7 -
29 ||1046791099. 370 45011 161.246.49,167 TCP_MISS/200 39679 GET http://www.yahoo.com/ - DIRECT/66.218.71.84 text/htal
-
Ry T e[, (e i [ |
T
MNN4.10 1EAIToYan 30990 1U access log Y9INTNATDUN 2
161.246.49.147 (1) - SecureCR |
e R ] --_—--.'*‘[
ot .
"“"
June#d tail —F -n 1 /‘srllncd/sqnd/lm/accau.lo( 1 ./ids
1 1046790676 ,000 DETECT 1 1 161.246,49,167 httpi//wew yshoo.con/ GET 1046790576.856
2 1« 583,000 DETECT uﬂ m ud 2 1 161,2d6,49,163 http://www.hotmall .com/ GET 1046790583.511
3 ||1046790590.000 DETE! add count wd 2 2 161.246.49.163 http://wew.hotmail ,con/ GET 1046790583,511
4 111046790597,000 DETECT  add count wd 1 2 161,246.49.167 http://wwv.yahoo,comn/ GET 1046790576.856
5 1046790602,000 DETECT  add count wd 1 3 246 167 7
6 ||*1046790608 RELERSE time out wd n 3
7 1046790609,000 ATTACK  add new wr 1 4
8 1046 22 . ECT  add new wd 3 1
9 || 1046790622 DETECT  add count wd 3\ 2
? 10467 000 DETECT - add count wd 3 3
1046790624,000 DETECT ~ add count wd 3 4 1
2 11104679 ATTACK  add countaset time wr
3 |{1046790626.000 ATTACK ~ add new wr 2 \1§
4 111046790642.000 RELEASE 'no attack(wr) 1 1 49, .
5 1|1046790646.000 ATTACK  add countaset time wr 57 161. 246.494 A
6 046790666000 ATTACK  add countsset time wr 2 14 161.246.49.167 htt /wew ,yahoo .con/ GET 1046790666000
17 111046790670,000 DETECT  add new wd 4 1 161,246.49,163 http://uww.hotmail ,.con/ GET 1046790669,302
18 111046790686 000 no attack(wr) 2 3
19 1#1046790700.000 ne out wd 4 1 0467
20 111046790705.000 DETECT  add new wd ) 1 161,246,49.167 http://www.yahoo.con/ GET 1046790704 817
1 |{1046790725.000 DETECT new wd 6 1 161,246,49.167 http://www.hotmail .con/ GET 1046790725,262
22 ||1046790731.000 DETECT  add count wd 5 2 161.246.49.167 http://www.yahoo. BU/ CIT 1046790704 ,817
23 ||*1046790735.000 RELEASE time out wd 5 2 161,246,49,167 http://wuw.yahoo .com, 1046790704 .817
4 ||#1046790757 000 RELERSE time out wd 6 1161,246,49,167 http: /I«uu.i'\ouuu.aa/ GET 10461 262
25 046790931 ,000 DETECT new wd 7 1 161, 167 http://wwe.yahoo,.com/ GET 1046790930.724
6 |{1046790932,000 DETECT  add count wd 7 2 161.246,49,167 http://wwe ,yahoo,.com/ GET 10467”9:!0 724
7 ||#1046790961.000 RELEASE time out wd 7 2 161,246,49.167 http://wuu,yahoo,com 30,72
28 |{1046790961,000 DETECT new ud 8 1 161,246,49,163 http://www hotnail cul ET 046790961 . 730
9 ||1046790964.000 DETECT  add new wd 9 1 161,246,49,167 http://wwe.yahoo.con/ GET 1046790964 ,774
0 ||1046 of DETECT  add count wd 9 2 16! 149,167 http://wue.yahoo.com/ bl 774
1 1/1046790965.000 DETECT  add count wd [ 3 161,246.49.167 http://www yahoo.com/ GET 1046790964.774
2 |]1046790965.000 DETECT  add count wd 9 4 161,246.49.167 http://www.yahoo. co-/ GET 10467%%4 774
3 1]1046790965.000 ATTACK  add new wr 3 1 161,246,49,167 http://www ,yahoo .com
34 ||1046 .000 DETECT  add count wd 8 2 161,246,49.163 http://wwe .| houlll.eul/ GE'[ 1046790961 ,730
5 1]1046790978.000 ATTACK new ur 4 1 161.246,49.163 http://wwe.hotmail .con/ GET 1046790978.536
6 |1 90987 .000 ATTACK  add countaset time wr 3 6 161,246,49,167 http://www,yahoo,con/ GET 1046790987 ,000 5
7 ||10467 no attack(wr) 4 7 161,246,49,163 http://vww.hotmail ,con/ GET 1046790978.536 ol
8 .000 DETECT  add new wd 10 1 161.246.49.163 http://wuw hotmail .con/ GET 1046790999,025
9 111046791004.000 DETECT count. wd 10 2 161,246,49.163 http://wew.hotmail .con/ GET 1046790999.025
40 |1 1007 . no attack(wr) 3 0 161,246,49,167 http://www,yahoo,com/ GET 1046790987 ,000
41 |]1046791016.000 ATTACK  add new wr 5 1 161,246.49.163 http://www.hotmail .con/ GET 1046791016 693
42 ||1046791033.000 ATTACK  add countaset time wr 5 35 161,246,49.163 http://www hotnail con/ GET 1046791033,000
43 111046791049,000 RELERSE no attack(wr) 6 161,246,49.163 http://www hotmail .con/ GET 1046791033000
44 ||10467 000 DETECT  add new wd 11 1 161.246.49.167 http://www .yahoo.con/ GET 1046791093870
45 1131.000 RELEASE time out wd 11 1 161.246.49.167 http://uwe.yahoo.con/ GET 1046791099.870

MIN 4.11 LAAIHAMITMINUMSNATOUN 2

61



62

0’: ~ = o Yo 1 d’
PNATIN T 4.13 LAz 4.14 aansaagUmaiaulddesie i
& A o v 4 y = Y A g
MaaeanIvIansniton14un3os Server 14 lasviniimsasanugluuumsseswonag
fugunnly Pattern file 921y Tnua 1N U working detect
& &4 £ A 1A v a A {' a
iianieeniianioslagnasrenuiiinisfesvemnniiu llezdedudums Tawdauns
o a J do w Y v 24 [l = A a
smuavesgiuuums Tawdszgnlvsreadiiianisdesvedeyadsas linsznuduasesdn
y £ = = § a o
130NN 4.14 1027 7 1AT0 IP 161.246.49.163 Himsfesvemniiudmualagn
Uiasmsesveusi i limusadesvedeyaldudhinsenudunios 1P 161.246.49.167
a o & g Y a v 1
winiams lawAnareuniosllsupsuAminsansisaeuuaziamsdfiasnmisioavelae
% g ' c; Aﬂl ¢§ a
nsznuiu ldduTu 19 33 uaz 35 Tluami 4.11 Fudlunsasaanums lad
° a % o d 9 a a
wansiauved 1UsunTuAzIAe history file azHaveslWiteaduaas ldasnini 4.12 uag

o

¥ Vv
NN 4.13 1AL 4.14 MU IAVAIN

g 161.246.49 lll(l; L(urll“

g
(escape) menu y sa.roh prwpt. “k delete line ’“p prev i *g prev
code “x sea undelete line “n next 1i v

49.163 http; //usw hotmail .con/ GET 1046790669,902000 1 4

143,167 http://uww .yahoo.con/ GET 104670704 8 emoo 21

1481167 htup://vey hotnailcon/ BET 1046790725.262000 1 4
1

1046790757 ,000000 working detect 167
167 httpi//www .yahoo.com/ GET 10467%0 724000 2

34

35

36
1046790361 000000 working detect 3 7 1
790965 .,000000 working detect 2 9
10467‘30‘378 000000 working detect 2 8

mmuorklvjrelme64 161,246.49,163 httpt//wew hotmail ,com/ GET 1046790978,536000 7 4
1046791007 ,000000 working release 6 3 161,246.49.167 http://wuw .yahoo.com/ GET 1046790987 . OMOOO 01
1046791016 ,000000 working detect 2 10 161,246,49.163 http://wwu,hotmail .com/ GET 1046790999,025000 3 4
1046791049,000000 working release 6 5 161,246,49,163 http://www.hotmail ,con/ GET 104679103 000000 6 4
1046791131.,000000 working detect 3 11 161.246.49,.167 http://www, uahoo,con/ GET 1046791099.870000 1 1

S 2 h % i A D T e e S o

' . drrent .
MW 4.12 uaasdoyaved history file MAATUINMIMNUVDI TY5UATY



63

= 5| s |I| -
E| & E
iee :
i e
i (=0 k
i —m =
AL ‘
(=3 4
>
0| & v
| yﬂ W
1 :
"o
g17E
.S
t (g
| g
<
,, ®
il 8 8| &8 B B 5[ .© g &| &) &
g g g g 2% %o A i 22 [ ¢ g
A g g g | @\ a3/|/ e e . el o aff i 8 |
gipboffiey Zeps 3zps 3eps |Rzps Repss fRepss [ = £558 Sggss Zeps Reps |%zps gp |3ep
< mwmm Sos  3es8 13¢s8  Jos¥ 3ss8 159s%% [39s%% = ,mmmmm £2385.° Sogf f3cs% 398 3a2s i
o BESH B HESH B SH B ol B H ST U Bl BES S Bl
mmmm wwm mwmz.m 35988 85983 mwmm.u meMMw mwm..m c < mmw mwo.mwm 83383 mwmmw mmm...w wmo. wwmw
¢ o WiEnd Bpndf|Epnd fpif|faaf IpBEAT|IEED = = AR BRNEH FENE
ot ESlEsnf EpnBl)EppBl BsplifBpsll EssBRElResilE | & It 131348 ST B33 §3313:
mmm $aa?| 2a282]40at| Seakt]taal?| Saatt s IgMiEs B S mm Mﬁzw w m_ taa e
Mo RN EE I ] EHTEIET T ] CT T R I M ummw e P BT
i A looo OOOMM DOOM OOOMW 000%3 coo M7 OOOWWU | J m & coo g coco coo coco
0 O Y
WLWM.N ODOM 0004@ Ooomm Ooomm OOONM 00023% OOO&wm v.ﬂ“ m «.Wn.m OOOQﬂM OOO&NM 000&0 cocongfooopn
IFHE e g 8 g g g .2 3 3L 5 8 g g 28888
|-o-- iS008 | S3E20)20RT0 | BECE|CRARE SREREEEEREE §| o e o). HEEETEE| 2EEEE mmmm shaen| zeet

Urasns lawd

a

FRNNTUNLAN

Seanlu

NN 4.14 LAAINITNINUYDI WS 200




64

P o J /e a J ° 4 [~ S

inad 4.13 Wuammsdauves sreadinfavuvae Tdsunsuinudesiviun

a A A g A s et - & o A
Tunseufmasud 1 JunisiiunguesIvsreaatinuomungne 00400 FlnNUMINBIUNTOS
IP 161.246.49.163 g1 frasnsToavedoya port 8080910 Server IP 161.246.49.147 @ lunsoy
4 4 - d 4 & 2 a 2 v a o 4
Amdoud 2 JumsiutuvsangFuilumsifasms Iduinsludnvuziferiufienses Ip
161.246.49.167 g frasnisSosvedoya port 8080 91NIATOA Server IP 161.246.49.147 15UrY

1A 4.14 uamuaasniseni@nyfrasnis Toud lnsnseudmdoud 1 uanans
snianms lanAveaunos IP 161.246.49.163 uaz lunseufivasui 2 uaasmssnidanns lauaves

(AT04 IP 161.246.49.167
4.3 agwamanaaeulisunsa

nnsnaaay Tusuasuluiaden 5.2 senu Tdsunsuaiwrsoldaulday

@

s A ad a ¥ ¥ . & o
Uﬂﬂ‘ﬂ 3ﬁ\1ﬂﬂ]ﬂ\ﬂﬂi\1\ﬂuﬂ0 ﬂ'lllTiﬂG]i'J‘Dﬁﬂ'lJﬂ'liI%ﬂJﬂVl!ﬂﬂ%'Iﬂﬂ'liiﬂ\ﬁlﬂ‘llﬂi&lﬂﬂlﬂﬂ client 493U

Ho30mM 3709909 access.log Y83 Tsunsu Squid Tavnisifisugtuvuiismua 13l Patter file

¥&I9IANT1UNSquid g Tawd Tilsunsuannsedidants lewd lasdeidunelfiasmsdosved
» v ]
mldiAams Tovddn1d Tulsunsudeamnsoasisasumsdugavenis luuduazdefidallds
4 o & a a [3 v
TWseadiosnidnmsifasnisiosvedoyn 1 novpsnsihauvedTlsunsuazgniaivasly
history.log i
v & a v o agy o A a 2 @ a o 4
faiunsedenfeinistiestunis laudnernszinasusinnsluludnyuzinuinui
° o o o a 4 [
aunsath ldsunsuasasiums lawAdmiuduuas U 1dse Tend18 wenviniiTsunsudeld
¥ 1o G ¥ a vq ¥ A v
anwazanuadauaszuy Taglisuiludesnsasaeung@ns suvesfldaunelumedesiums
= o 4 o q’/‘ ‘o [y ° { <
Touadnyaei Tsunsumansosams idsauishidutludesquadanisimuangiillsaead

4 v d4a 4
weflestuilaminfaiuld

4.4 UBlAUBUUS
Y o v o ° @ ] a
Tusunsuasesums TovddmSuduuasansavih lwaude ldifaanuauyseluaz
a o &I A @ 1 c:‘
wadse Tl Iunau1d Taouanuauisonase bl

] b4
" iRy interface TR 1Fansofmuagiuuylu patter file 1Wd10au



65

o Y a o g & o a 9 [
won T sunsu 1Ty se@niaminiuluFesvenmnsniudnnaulsnsniieiy
. . . A q 9 a ¢
(L) misuse detection 141111 anomaly detection tie1# IUsunsumansadnT e gL

g A ¥ 4 o
msesvesauiind ldleufiennuazatnvesdquaszuunaznnusiai lumstlediuy
ad a &’ Y ¥
a3 Tavdnevezfaduvnslan 14
@ Y ° o =1 dy 1 Yoy R
Wan TdsunsuIRlinsdhauiisang1uguns 1935015 search 1LY binary search LNU
w 4 g
IV sequential search tazl5u1lgens TUsunsuld thread tNeANUTIAT B 1L SUNTY
as a o v o Y tg o a gy @
Tusunsuasaodums Twddwmiuduunsivanniudumsdgersnisiosweludnyme
a [ P o’: 1 & 3 o4 o Yl a
msdfiasnsdesvenilnisdonilesuinddinlsdivlililimiasnasumsilfas
v g 2,
msieevenilenionilaunio
as o o ' [ a i a
Tsunsuasaedums Tuddinsuduuay Lifidavesmsasasasuanuianaiafiiia
o 1 o a 9
nnmsfmuagduuylu Patem  file uazludiuvesnisdimuamsiFonlslsunsy
1 o & A d [y '8 J o n’: A a a
mouenszvy ludiuveshdsiinervesiy IS eadaniuielsednsnmyealuunsy
v 9
asu@udunsiesiunnudanaaludauiiaog
Ysulgalsednsnmmsiouvesldsunsu Tnsfasumaiinns T sunsuanmsiuiy
4 a o ' v | 4
Foyansfesvariieinisanmsamves lsunsuludaumeuuiunsld Thread iilo

! o o é o g
LLUﬂﬁ']‘H‘UﬂQIﬂSLLﬂiiJ'ﬂN'luE]E)ﬂi]'lﬂﬂ‘ll“]f\‘l‘ﬂ%‘VI']alﬁ’ﬂ'lﬁal‘]’flﬂiwU'lﬂi‘llﬂ»ﬁ%‘i]ﬂﬁ‘ﬂﬂaﬂ



66

UITIYNIN

AI

wafind yadAs. 2544, “sprswa TUsunsudmunienguazvuiaveuIuesuinde1n Squid's
Log File” Tasanumsnanszuvaninnmeansumiudia amundsunaluladmsaume
Tausanende, aatiuma TuTatwszeeundudnanmsmanssi.

290a esgassa. 2543, “arsfmunTulsunsudans lefl Insaeadunszuulfiamsnstiend
Aumiady . Taseumsiannssvuauinomaasumiduda av3vunalulad
asaume Jadiainndy, sarduma Tulatwszssundudnanmsmanszd,

Duane Wessels. 2000. SQUID Frequency Asked Question. [Onlinei. Available:
http://www.squid-cache.org/Doc/FAQ/FAQ.html.

Rebecca Bace Bace. 2000. Technology series Intrusion Detection. Indianapolis: Macmillan
Technical Publishing

Rebecca Bace and Peter Mell. NIST Special Publication on Intrusion Detection System. [Online].

Available: http://www.snort.org/docs/nist-ids.pdf.



S = Y o o v - = C Y ! Y o v ¢ v v
wnanstluenasianulidmiunisidanuiensfinewing leugrslnhluliusslevdmunism

Lidnnsallansdu dnvanudvidauladiien wasfeeseddiadvesenarsynasaninisunluly



MNANUIN N

msaaduazlyaullsunsunsdumsyngpdmsurivuny

1. msaanalilsunsunsaodumsyngndniuivuny

AounlusunsuezaunsonienldaesinisnonInd lasunsnein source code Tasdl
> a o o 1 e
Junoumsaad lusunsudsne i

o n’: R a9
1.1 AANDN source code naruaveeldsunsuasly directory NADINIT

] ¥
1.2 Aow INd source code Tauldi1daly make £ makefile ids il

#make -f makefile ids

]
a

1 u’l‘ v 5 ¥ é ]
1.3 easatuneuiind 1 ldsds 1s ithoas oo W4 ids FudlulwdnamsoSonldau

18uds

#ls

v
as

@ ¢ ° 5 4 o
1.4 naannenIndudr19mds make —f makefile ids clean toaulWanidusouidad Ind

A19000

# make —f makefile ids clean

2. mslvalilsunsuasaedumsyngndmiuivuny
[ a 3 u’: -1 ¥ i
naannfase Isunsumuduasuusnas s sudeoudmouiindounes 14 Tusunsuatu

v v
Tavunouns li



69

4 ar A o o 0 1 [ .
2.1 ieannTdsunsuasredums Tanfdmsuduuasdestiausmiu Tisunsy Squid o
. a wa 1~ =L Y 3 3 a a’.: o’:
T1)s1n53 IP Firewall vosszuulfiansviiead Aniudesdadalysunsuisaouas
F I Tsunsuiau
[ 4 . ~ . & i
22 fvual¥in3os Client Fonldaulusunsy Squid %9819981935 Transparency 50
1 4 ¥
fvualu Browser 1un15imualy Intemet Explorer fatiunouae 11l
1) Weanthasvealysunsu Internet Explorer

2) (390 Tools U menu -> Internet Options -> Connections -> LAN Settings

[]
=

“ S a A Yo ¥
3) 1880 Use a proxy server 1A URUAHIB@UUBUATDA server uag port 1 1A MUA 13
3 ¥V
Y o =
Tun13 config ¥4 Squid 1iUNA OK Hepeutinannsasenldaulduds
2.3 AouldaudesdmuagiununisTondlu patern  file  vo3ldsunsulagdinuah
& o { g 4 s o @ ]
pattern.conf Failu file MAnIINAYIN source file MIfdmuazdiuUEINITIgAIDE
1Adannin 4.3
o o o v o o o o
24 Feldldsunsuasaefums lauddmSuduuawinulasdmualdiudeyann
& v o,
access.log Y84 11/5UNTY Squid eazdl 2 nsdinsiiae
24.1 #9194 )sunsuianiyy  Foreground  Process nsdelvsineuludnume
= o ° Y a Lo
Foreground Process 9¢UMsiaainIsiinnved Isunsui laimumemsalaigg

1o 4 A
nRaTudeTaslddida

tail -f —n 1 path¥Y®daccess.log | ./ path‘!m»ﬂ‘l.l‘mﬂﬁu ids ¥i3eaY IPUBIUNTOY Server

ammnveshidaie

® tail f n | pathWedaccess.log : WuwAIMsAanoudayaivIusTiagaeussin
Lﬁﬂ’;ﬁﬂ”lﬂﬁﬁﬁﬁﬂﬂt‘ﬁﬂ tail —f —n 1 /usr/local/squid/logs/access.log vinodelfiuaas
doyaussNingaiouna access.log $1UIU 1 UT5ViA

o /pathvedlilsunsuids : Mo pathvea Tlsunsuasandums Teuddmiudiuuny

A =2 &
®  finaaY IPY9UAINN Server : HUUDNINUIUAVUDIUATON Server




70

#9819
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