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ABSTRACT

In present, the organization had developed more and more information system. Each system
has own user account separately. It increases cost and complexity. The Directory Service can help us
to solve this problem. This project will implement and design the system that can access to database
system and Directory Server for transferring user account data between them by using Web-based.
Additionally, the software has flexibility and ease to use.

This software development project had made a prototype system for user account
management. The system environment consist LDAP Server, Oracle and PHP web application on
Window 2000 and Solaris X86. The PHP web application is the gateway for transfer information
between database and LDAP Directory. The software creates the data from database and transfers to
LDAP Server. The project can help us reduce deployment risk and have accommodation in the user

account management.
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objectClass; top
objectiClass: deObject
ohjectClass: oraganization

objectClass; top objectClass: top
objectClass: oraganizationallnit objectClass: oraganizationaltinit
abjactClass: top
objectClass: account objactClass: top
objeciClass: posixAcoount ohjectClass: posixGroup
objectClass: shadowAccoun!

517 3.2 LeA9 Schema Y89 LDAP Directory Tree 1uliAag Entry

dc-com'
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( nisSchema.2.0 NAME 'posixAccount' SUP top AUXILIARY

DESC 'Abstraction of an account with POSIX attributes'

MUST (cn $ uid $ uidNumber $ gidNumber $ homeDirectory )

MAY ( userPassword $ loginShell $ gecos $ description ) )

f 1
ou=peopls, ou=group,
desmydomain, dozmydomain,
descom de=com
i 1 i 1
uid=44000001, itd=44000002, id=44000003, en=giudent, cn=stafl,
ou=people, ocu=pacple, ou=pacpie, ou=group, QU=GIoUp,
de=mydomain, dosmydomain, desmydomain, de=mydomain, desmydomain,
de=oom domcom do=com demoom doscom
ﬂ' o L] d' L
51 33 uarnsdaedreves DN A9 LDAP Directory Tree
3.3.2.1 Entry type
posixAccount iu Entry #lfummsderwazBoafiofudeyaiivedld uazdeya
pefudeyafiduiludmsy Account uuszuIFUAMS Unix



cn caselgnoreMatch SINGLE-VALUE
uid caselgnoreMatch SINGLE-VALUE
uidNumber integerMatch SINGLE-VALUE
gidNumber integerMatch SINGLE-VALUE
homeDirectory | caseExactlASMatch | SINGLE-VALUE
userPassword | octetStringMatch SINGLE-VALUE
loginShell caseExactlASMatch | SINGLE-VALUE
gecos caselgnoreMatch SINGLE-VALUE
description caselgnoreMatch SINGLE-VALUE

M15199 3.1 LIRS 1002 BYAYDY Attribute Y9 posixAccount

1 3 fod o’ L] &
shadewAccount 111 Entry i lduansisswazidoainoany siaruvedld daezdseney

, E 4 v
1drenssmunsasnafiamsadnanlFussunld srunssdariun 1dtnmsdisiald

( nisSchema.2.1 NAME 'shadowAccount’ SUP top AUXILIARY

DESC 'Additional attributes for shadow passwords'

MUST uid

MAY ( userPassword $ shadowLastChange $ shadowMin

shadowMax $ shadowWarning $ shadowInactive $

shadowExpire $ shadowFlag $ description ) )




uid caselgnoreMatch { SINGLE-VALUE

userPassword octetStringMatch | SINGLE-VALUE

shadowLastChange | integerMatch SINGLE-VALUE

shadowMin integerMatch SINGLE-VALUE

shadowMax integerMatch SINGLE-VALUE

shadowWarning integerMatch SINGLE-VALUE

shadowInactive integerMatch SINGLE-VALUE

shadowExpire integerMatch SINGLE-VALUE
shadowFlag integerMatch SINGLE-VALUE
description caselgnoreMatch | SINGLE-VALUE

A151411 3.2 UA93 18O YAYBY Attribute 484 shadowAccount
A 1 r L d
poxisGroup 11 Entry theifluldseyfenqueesdldom 11fldaueglungula

( nisSchema.2.2 NAME 'posixGroup' SUP top STRUCTURAL
DESC 'Abstraction of a group of accounts'
MUST (cn $ gidNumber )
MAY ( userPassword $ memberUid $ description ) )

Cn caselgnoreMatch SINGLE-VALUE

gidNumber integerMatch SINGLE-VALUE

userPassword | octetStringMatch SINGLE-VALUE

memberUid caseExactlASMatch

description caselgnoreMatch SINGLE-VALUE

M 3199 33 LaAITIUaSIDUAYDY Attribute YD posixGroup
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3.3.2.2 Attribute type
» oo Sudeauiala19lunn58198s Bntity 30 common name Hi5wazdonlu RFC2256
(2.5.4.3 NAME 'cn’ SUP name )
" description HudeyniilfuansssaziBon T wazidoalu REC2256
(2.5.4.13 NAME 'description’ EQUALITY caselgnoreMatch
SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{1024} )
" userPassword iHusauesd i iswazBealn RFC2256/2307
(2.5.4.35 NAME 'userPassword EQUALITY octetStringMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.40{128} )
o uia shumiilszaRed o duldkedunumiesasnys TswaziBoalu REC1274
(0.9.2342.19200300.100.1.1
NAME ( ‘uid' 'userid' )
DESC 'RFC1274: user identifier’
EQUALITY caselgnoreMatch
SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{256} )
*  pidNumber SufaauiilFlumssedsdedidoulussuy
( nisSchema.1.0 NAME 'uidNumber'
DESC 'An integer uniquely identifying a user in an
administrative domain'
EQUALITY integerMatch SYNTAX 'INTEGER' SINGLE-VALUE )
" gidNumber Hudainii 1 lumadetsdiangulussuy
( nisSchema.1.1 NAME 'gidNumber’
DESC 'An integer uniquely identifying a group in an
administrative domain'
EQUALITY integerMatch SYNTAX 'INTEGER' SINGLE-VALUE )
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gecos L‘ﬂﬂ%ﬂ 11356 common name
( nisSchema.1.2 NAME 'gecos'
DESC 'The GECOS field; the common name'
EQUALITY caselgnorel ASMatch
SUBSTRINGS caselgnorel A5SubstringsMatch
SYNTAX '"TA5String' SINGLE-VALUE )
homeDirectory (114 path #i1$1tAsfs home directory vosd1damn
( nisSchema.1.3 NAME 'homeDirectory'
DESC 'The absolute path to the home directory’
EQUALITY caseExactlA5SMatch
SYNTAX "TA5String' SINGLE-VALUE )
loginShell (511t path 71 19itctadls Login Shell voaf1dau
( nisSchema.1.4 NAME 'loginShell'
DESC 'The path to the login shell'
EQUALITY caseExactIA5Match
SYNTAX 'TA5String' SINGLE-VALUE )
shadowLastChange S mauFuvesfugamefifinmswdou password Fad 1 unsny
f.71.1970
( nisSchema.1.5 NAME 'shadowLastChange'
EQUALITY integerMatch
SYNTAX 'INTEGER' SINGLE-VALUE )
shadowMin {19 emnsaifden password 1ndanndmauiufidmua
( nisSchema.1.6 NAME 'shadowMin'
EQUALITY integerMatch
SYNTAX 'INTEGER' SINGLE-VALUE )
shadowMax §1¥uszdealfion password Tdudannnauiufidmus
( nisSchema.1.7 NAME 'shadowMax'
EQUALITY integerMatch
SYNTAX INTEGER' SINGLE-VALUE )
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shadowWarning Hu$nauSuiifinsfeudldrenTunuasigue password
{ nisSchema.1.8 NAME 'shadowWarning'
EQUALITY integerMatch
SYNTAX 'INTEGER' SINGLE-VALUE )
shadowInactive {F1$ 1713 URUA 1 1NTIAY 78,1970 39 account 9Qn disable
( nisSchema.1.9 NAME 'shadowlInactive’
EQUALITY integerMatch
SYNTAX 'INTEGER' SINGLE-VALUE )
shadowExpire (S 11 TUNS1 password nunsIguazaccountss Wiannso e 14
( nisSchema.1.10 NAME 'shadowExpire’
EQUALITY integerMatch
SYNTAX 'INTEGER' SINGLE-VALUE )
shadowFlag Hudeyadises felifinmsldau
(nisSchema.1.11 NAME 'shadowFlag'
EQUALITY integerMatch
SYNTAX 'INTEGER' SINGLE-VALUE )
memberUid Huswiovesidiioglundy
( nisSchema.1.12 NAME 'memberUid'
EQUALITY caseExactIA5Match
SUBSTRINGS caseExactI A5SubstringsMatch
SYNTAX 'TA5String' )

3.3.3 MIMNHYBITZVY

o [V} o ] [y . v A
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User_ID: 44067080
User_Name: Chirawat Santimitra

User_Password: {CRYPT}3nOriDvnbnStU
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2 . 4 Q Y LY [}
uAlumaifiulu Directory e Iernnsath lllFnususzuuiaddldaonfedeauysal
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szAnamsifiuasiuansse 1t

cn: Chirawat Santimitra

uid: 44067080

userPassword: {CRYPT}3nOriDvnbnStU
uidNumber: 44067080
gidNumber: 500

loginShell: /bin/bash
homeDirectory: /home/s4067080
gecos: Chirawat Santimitra
description: Chirawat Santimitra
shadowLastChange: 17560
shadowMin: -1

shadowMax: -1

shadowWarning: -1
shadowlInactive: -1
shadowExpire: -1

shadowFlag: -1
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cn User_Name
uid User ID
userPassword User_Password
uidNumber User_ID
gidNumber Fosfmuniia
JoginShell Foasmunaivy
homeDirectory é’x’mﬁmumﬁu
gecos User_Name
description Hoamunaiu
shadowLastChange | Aeafmuamiy
shadowMin Foafmuaiiy
shadowMax Foafmuniiiy
shadowWaming | ARy
shadowlnactive Foafmunin
shadowExpire Foas i
shadowFlag Foasmuaiy

¥

' . \ 27 4 .
M3137 3.4 LEAITIBALIDEAVDY Attribute NABITMUAIRY 1oAY TU Directory
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Database Connection Information

Database Connection
Information Datahase
User Data Server
Directory Server Information 1
[ Database Server
Information User Data

<

Transfer Information User Account Data

Directory Connection Information

Database Server Information

Directory Server Information
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Transfer Database Directory Connection

Information System Information

Result
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Update Result
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SED 4.0 http://www.sunfreeware.com
pam_ldap - http://www.padl.com

M3190 4.4 LAAITIYTD Software 71 1% lUMINAUITS VU
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Tumswann Tusunsy sepudfidasilfifluseuy Unix 489 v, Sun Microsystems
3 A a o v o 3 a o’: o & o &N
HemuuesemeuRuaesduyann  aeiulunsdadeldsunsumivayuSeduduidoan
Tdsunsufiennsomauiuiuldfuszuulfidnsdnan Tasesiidtnndonldivey 2 75
] 14
fufudie F5usn mldsunsuin 1dgniiims Compite dmSvszuvfiansidu q Barmdwuds
} 4 [ [] H
hdedslFuuueseweust  wadtiaes s Compile  Tilsunsufidesnisuu
szunlfiamshidaueyg
{ o { o a wa ]
Tsunsufisgyimihidiu LDAP Server sgvhauneldszuufians Unix delums
¥ 14
AasaTilsunsiniu 18 usiudesiims Compile Tsunsulny Taseszl¥ Gec 3.2 flu Compiler
o o o o Q’l‘ o 1 7-3J ¥
Tned M3y GCC 3.2 §m3D Solaris X86 YiUl319131350711M5 Download 14 Tag lsifiA 19910 1den
[ 4 1 4 [}
http://www.sunfreeware.com G5 UMsAnaellsinsy GCC Wunsududsshimsaniensiuda
AouTaglddde

"gunzip gce-3.2.2-sol8-intel-local.gz"

-7 ﬂ’: (-] ~ n‘: =Y A“ =) g
namiuNesavimsaade lalsunsuld lnaldans root lumsdads Tavn1s Run

1 4
fdanann il

"pkgadd -d gcc-3.2.2-sol8-intel-local"

k4 1 4 £ 4

lumsands Tasunsy Gee fszuuezinmsaans lsunsunield Directory /ustlocal

t 4 b 4

° a w . 2 {
wonunil IdinsaaseTusunsy  sed-4.0-solg-intel-local.gz  H9e13158  Download 1A90H
} 4
http://www.sunfreeware.com MiBUAY GCC dan3TnmsAnds lsunsuf 17T iReanu
N i 4 b 4 v ]
Tusunsuiis 1dmmsaads ldeumbhildiulusunsui1$lun s Compile Software #1151
Y ¥ E 4 } 4

sziunAadaiudy daiundnnaads Iusunsudenaraudalviviimsfmun Search Path Tl
o v A q‘:’ ] ) o H o o ' d' BIA v
dumiehi TlsunsiniuegiinTashnisfvuadiu dxfmusainldyedn "PATH"

"PATH=/usr/local/bin:$SPATH "
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4.2 mstvaullsunsufnneny OpenLDAP

Idap_connect()

'

bind()

'

ldap_search()
ldap_add()

Idap_modify()

tdap_delete()

:

idap_close()

3UM 4.1 wermsdrdumsSenilandulunstaiui OpenLDAP

4.2.1 m3iindoya
4 A A . :
Tumsiindoyaiiefiezldlu Directory Ansiimsieioudoyalaoduldlu Amay uaSe
3 vy
SonldNed®u idap_add() fafl

// prepare data
$info["uid"]="s4067080";

$info["en"]="Chirawat Santimitra";

$info["objectclass"]="top";

$info["objectclass"]="posixAccount";

$info["objectclass"]="shadowAccount";

// add data to directory

$r=ldap_add($ds, "uid=s4067080,0u=student,dc=mydomain,dc=com ", $info);



v ¥ 1A
4.2.2 MINUHIUDYD UACDIUAUNBUTAIND

$org="student";

$person="C ";

$dn = "dc=mydomain, dc=com";
$filter="((ou=$org)(cn=Sperson*))";
$justthese = array( "ou", "cn", "gecos");
$sr=ldap_search($ds, $dn, $filter, $justthese);
$info = 1dap_get entries($ds, $sr);

$info =1dap_get entries($ds, $sr);

echo "Number of entires returned is  .1dap count_entries($ds,$sr)."<br>";

echo "Data for ".$info["count"]." items returned:";

/1 Toop though ldap search result
for ($i=0; $i<$info["count"]; $i++) {
echo "dn: " . $info[$i]{"dn"];

for ($ii=0; $ii<$info[$i]["count"]; $ii++) {

echo $info[$i}[$ii] . ": ";
$attrib = $info[ $i][$iil;

eval("echo \$info[\$i][\"$attrib\"][0];");

4.2.3 manfasumlasdoya
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Tumsulountlasdeyalu Directory Avsiimsieioudoyalamfulily Amay udals

» 1 4
Son1dWafidu 1dap_modify() Al
// prepare data
$info["uid"]="54067080";

$info["cn"]="Chirawat Santimitra";

$info["objectclass"]="top";

$info["objectclass"}="account";
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$info["objectclass"]_="posixAccount";

$info["objectclass"]="shadowAccount";

// modify data to directory

$r=Idap_modify($ds, "uid=s4067080,ou=student,dc=mydomain,dc=com ", $info);

4.2.4 miautoya
function myldap_delete($ds,$dn,$recursive=false) {
if($recursive = false){
return(ldap_delete($ds,$dn));
telse{
//searching for sub entries
$sr=ldap list($ds,$dn,"ObjectClass=*" array(""));
$info = 1dap_get entries($ds, $sr);
for($i=0;$i<$info['count']; $i++){
//deleting recursively sub entries
$result=myldap_delete($ds,$info[$i]['dn'],$recursive);
if(1$result){
//return result code, if delete fails

return(S$result);

}
return(ldap_delete($ds,$dn));

4.3 mstdsulsunsufiasenu Oracle
TunsAnABiL Oracle 92AD9% Oracle8 client libraries uazAouUNez MU IdvzAoelinig

o . . o . & 2 '
MY UA Oracle environment variables 91134 Oracle user m'l?’fuﬂ
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ORACLE_HOME
ORACLE_SID

LD _PRELOAD

LD _LIBRARY PATH
NLS_LANG

ORA NLS33

ndanndimsfmua e deadinnsiiy user W oracle group e WannsniFode e
1%’ user f‘:
ums compile PHP 11 Unix 9214 option i1 ~with-oci8[=DIR] Tneii DIR i defaults
494 environmment variable 499 ORACLE_HOME.
A 9w a o

3 9
Auflu PHP U Window 92804%in3IMan Extension Nifendpefuszuuieehnnonatl

php_dbx.dll, php_oci8.dll

OClILogon()

OCIParse()
ClExecute()

}
|
OCIFetchStatement() |
OClIfFreeStatement() ;
i
ki

OCILagoff()

1/ 42 wemsdrdunsFenfleidnlums@adefiy Oracle
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; A4 a 1o o w $ & F .
dauns@oulilsunsuiedndefudoyauy Orace sefidwumsSoniledsu Sudwd

A r VoA £ o 3 4 Qs 4 4 o
maoudeduEivines d2s OCILogon() HeResfmuasufsafufveuazgudoyaiiszing

H 4 H v
Fon nmiulald sQL eddeyann vinBunilendu ClExecute() udaudasnadnidae

k4
QU A \
OCIFetchStatemnet() 182 OCIFreeStatement() nmiudtianisFeudedle OCILogoff()

$db = "testdb";
$conn = OCILogon("1dapuser”,"1dappassword",$db);

$stmt = OCIParse($conn,"select studentid,studentname,studentpassword from student");

CIExecute($stmt);
$nrows = OCIFetchStatement($stmt,$results);
if ($nrows >0) {
while ( list( $key, $val ) = each( $results ) ) {
$Skey
}
for ( $i = 0; $i < $nrows; $i++) {
reset($results);
while ( $column = each($results) ) {
$data = $column]['value'l;
$data[$i]

}
OCIFreeStatement($stmt);

OCILogoff($conn);
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Han1snaaauLad Yol HBNY

5.1 MSNATBUNITINNU
5.1.1 nFeflofilummaney
Tsunsufildlumsasasseumamsinm seuufinantuheubivadwignded
Fedolulil
" QL Phus tieldadreunzasivaeudeynlugnidoyn oracle Jufluindosilofilindy
g udoya Oracle agudn
" LDAP Browser/Editor version 2.8.1 tiuin3esiienianils e ldasaoceudoyaluszuy

Directory @13150 1vaa 1A910 http:/www.iit.edu/~gawojar/ldap/

5.1.2 YUABUNIINATOU
Tumsnedeusgdesimsadudoyalugdeyn  Oracle  wofiudoyahildlums
¥ A 1 1
Toutne Tavardsgudoynso ACMG uaza$19m319%0 useraccounts A% Inseadenuarsied

\ g 4
5.1 uda lddoynuesldamsnununilslugudoya

user_id Number(8) Primary key

user_name Varchar2(50)

user_password | Varchar2(50)

M13197 5.1 uaae 1n596319989A1579 useraccounts Tugudoya Oracle

é o M ! A (-3
Tumsnaaeu lusunsy #ldsunsadimsvinuesndiuaesdu Ao @2 mport e
o . ] A o .
ms Tounedoyaningudoyaluiis Directory uazdan Export Wokhin1ssdoyaun Directory
A o © 1 1]
e TS ulgadeyalugmdoyn  wissihmsasuludiusndounanesthedoyasingudoya

i¥la/q Directory
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Where would you like to copy data from? You
can copy data from any of the sources listed
below. G’nqseoneo_f the following sources.

T s B ffﬁ‘;:,.' S i R e G
gdn 5.1 uﬂmﬂuweimagamanﬂmﬂngmmaua

nagoumsiiau lasiFonldTsunsusunie Browser 1@0nda1ms Import MNWYNN
U A ol T o ﬂ. & { 1
deile lddoyaiie 1¥lunsdadefugnidoyalunhsefinfisduandduzin 5.1 wazlddeya

= s . E) A u a1
(NI Directory luniivoNavsAansluglin 5.2

i

lmport ! Choose aDestination .
e Where would you like to copy data t0? Youean '
 Export i copy data to any of the destinations listed

below. Choose one of the following

- [isz1s002 ;
! mam dr:-mv

§‘l]1l 5.2 u.ﬂmﬂmﬂalmauamammﬂn Dlrectory
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Tuntheefiony szfinsfmuadeyafisziennnngudeya el fifudoyaras
Ao Feiidoyaiiiufiuaudaie User 1d, Name, Password fazvhnsasningudoya uag
drugediunsfmuandueesdeyai