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Title Software Development of Firewall rules Analysis and Reduction Tool
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Abstract

Firewall is a networked device for security in the organization. Firewall is used to control
the packet of data passed across network between the organizations and internet. This project
proposes IP firewall and IP filter which are packet filtering. Packet filtering is comparing data in
the header of packet with rules in firewall when packets are arrived. Firewall rules are defined
and managed by network administrator. The management is complicated when the firewall rules
are very complex. The key idea is to consider these condition for reducing the firewall rules 1)
subnetted rules 2) unreachable rules 3) conflict rules. The analysis and reduction check source IP
address, destination IP address and port. This program consists of three functions which are 1)
Function of converting IP firewall or IP filter rules to program rules 2) Function of analysis and
reduction rules 3) Function of converting program rules to IP firewall or IP filter rules. Analysis
and reduction rules function is checking the action of both rules. If the actions are conflict, it is
conflict rule. Otherwise the rule is unreachable rule which be removed. The experimental results
demonstrate that the proposed program yields easy to manage firewall rules and improves the

performance of firewall.
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W5 10aduDY stateful WUAINITONT reassemble 1A 1A saasveoudoya
o Y ¥ 1 ° o 3/ Yy w °
mMoluiguysol 14 ualun1sii reassemble  Wudealsmineinsdruaumn Taomnie
v o A d [ Vv 0 da
WA uagmslszanana o Insreadzdon reassemble 119 datagram YIUNT
fragment
2.2 ¥anN159119114 V04 IP Firewall uaz IP Filter
IP Firewall Liaz IP Filter szlimsmaunuumsnsoumiada fie elluiaifasiu g
¢ s sd 3y ! 9 4 d o et 0 s 7 Y
2904 IFreadnzasiadeyaludiuivewiama fungilieglulvsiead dingeygn
L 1 ) ] -1 3 [}
WuRadaiudn 1 duinnadsmnsoiuliiead1d uddr lieygrauiabaiunll
annsoiuvieadld
. - A t1 @ 8/ d o o da 1
IP Firewall 1ta IP Filter sgfidaunaaisfiuasinmsasirnasudeyaunamadungniieg
L4 ] F 4
1 rmsdgfung 1P Fitewall v2duilun1sinim action fiszylungderiumy dau p
Filter 9z 1iiumsasvaeufungauasuynde uazszduiiumsfuuiiahaniuiiszy 13ang
Yoqathoniinisithg uad1linisszy option quick 13 IP Filter 924 UHUNITAIY action UM

o P ° . o LY 4
mileusy IP Firewall 90158197404 IP Firewall (a2 IP Filter 9xiaadfaunufiade 11

Parse packet header
Fields IP ,UDP ,TCP

Y

| Apply next packet
v rule

Does packet

match this rule?

Default
Action

Is this the last

rule?
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Patse packetheader
Fied; IP ,UDP,TCP

'

r—=P Applynextpacketnule

Docy packet
atch (his rule?

Option is
quick?

Last match

Action

Defanlt

Action

51" 2.4 [an1594191U904 IP Filter

2.3 juuy Inseard19ngued IP Firewall taz IP Filter
113192101003 IP Firewall Uz IP Filer 11310512 unzanglezdelimsnm
Arafugiiuy wasTasaand1angued IP Firewall uaz P Filter o ldiilunuamalums

E4 i 4
ponuuuInsadanguesTusunsuliennsosee5u 14 IP Firewall uaz IP Filter uen9nil

s

favzdpatinsAnuaaitnozulasngiog ludnyuzvesirdelusglulassadrofidunimns

A o

ofiaz 1 lums@ouTsunsulumsimsizd uazanging



23.1  UuuUN YR IP Firewall

s1luunguea IP Firewall Tifusail

[prob match_probability] action [log [logamount number]]

proto from src to dst [interface-spec] [options]

prob match_proability
Y 1y 1 g o d a ' =<
wmmummuwzaﬂummuﬂ (uJu'nﬂuunisz 0D 1)
° < S o dy
action l‘ﬂuﬂ'liﬂ'lﬂuﬂﬁ\mﬁilﬂﬂﬂ'liﬂiﬂQ UAU
allow
Yy d o 1 3 Yo ).
aumum“lmmmnﬂmu"lﬂ 91992 19121 pass , permit [I1fiT accept UNU
Deny
2 4 g ' ' ¢ o 4 &
Aumshaiafalaslifimsdawdiamnae v lduendumsveunamadigais
Yo 1
21992 196191 drop tnu
reject
[ LY 2 v d o
Chifiou1$uilvgiin Wunishadinifa uazdadinina ICMP  host 59 port
o ¥ 2 a4 2
unreachable TUFaduMIvoIAAMANGHN

unreach code

P4 4 g a 1o 1 as & N
Hudnidadhgnung uazds ICMP unreachable TuonTauilisia code ¥4 code N

L)

li‘]u 0 94 255 150198191 net , host , protocol , port , needfrag , srcfail , net-unknow , host-
unknow , isolated , net-prohib , host-prohib , tosnet , toshost , filter-prohib , host-precedence
EL) precedence-cutoff

reset

d o "o d e d Vo '
wlfimwizudiafa Tcp minfu sziflumsfumadaiidgiung uazds TCP reset

)
(RST)
count

Fumstiumdniuudinda udez lifimseyananiefasufindialungdedt Wl

faasreaeudingdalll
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check-state
d o A o . Y A 3 1d EY el
vzATIvARUURANATO LAY dynamic ruleset §13ns g Rz nga §1lifssasvaey
fingdaly d1ng i1y check-state 921iM5ATIVADY dynamic ruleset AingusnRiif1
keep-state
divert port
] 8 & 4 Y 1w ::‘ o . o 4 1Y
daimiaigiungii1Uda divert (4) socket Awasa port taznyamsAum
tee port
v ¥ ]
fanonuiindafidgiungil udrdalads divert (4) socket iwasa port Tausznyanis
9 o g 9 ) Vo o
Aun tazuiahaduntue 185umseonsy
fwd ipaddr|,port]
o i 1o [ { °
unnhafidhgfungezlinisdne 1R ipaddr Tavezfimuanineiay P Tasld dotted
quad ﬂ?ﬂ%ﬂiaﬂﬁ
pipe pipe_nr
- . ¢ g o ] Y 3
sefimsruuminga 11de dummynet(4) “pipe” azmsfunIszdugaas
queue queue_nr
1 o o
veiimanuunafa 1 dummynet(d) “guene”
skipto number
P=y 9 et Y ' Y] a 4 &
viimsdhungilivanoauiosndn number MIAUMISLIFUNNGUUIIAY number N30
9
ganIiu
log [logamount number]
#1 kernel 11n15 compiled A2 option IPFIREWALL_VERBOSE iieuiinifiaidgfiung
v o
$it log keyword $01a9QnIAIAL syslogd(8) A2t LOG_SECURITY nu1viny Tavnadeya
veaanron g /var/log/security 81 kernel compiled A option
a o A’ 4 o o
IPFIREWALL_VERBOSE_LIMIT Tavindamsifudeyasefugaaiiolisaunindamiu
sz 1310 net.inet.ip fv.verbose_limit uAd15N15 logamount number 93xUN15$MA
o o -1 9/
SuuNane Ino s number
proto
4 A or
IP protocol 93531 et dvaneny nie¥e (eorvvzidlu ip n3o all wuwde asafy
NAqUAALAA IP , icmp ATIAULAAAA ICMP , tp AFIFLUNARA TCP , udp ATafuURARA

UDP 0‘]%%3@114 /etc/protocols)
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sre 110 dst
any | me | [not] <address/mask> [ports]
vy Y 1o
$rszydiu any ngezidhgiuynnunoey P
v g Y T A s
tsziiu me nezidngiunnuiomy P A5z interface TuszuY
<address/mask> %Slﬂlﬂﬁiz'lﬂml
ipno  Wunnoay P lugiluuw 1.2.3.4
t 4
ipno/bits iUMINUIEY TP fUA21817989 mask Tugduuy 1.2.3.4/24 Tunsdifiezidhg
fuynrinoay IP 910 1.2.3.0 §3 1.2.3.255
ipno:mask \Wunusay IP AUAN1I909 mask Tugaliuy 1.2.3.4:255.255.240.0 1u
t 4
nsfiezdngiunnnuisay P 910 1.2.0.0 83 1.2.15.255
v v Vet Y 1w A dn oy v Yo 1 ' - v
faams Iiin1sdg i address BuN 13 18msszy 1302198197 not udezlailinady
RTCIGED)
#1194 T1ls Tanoa TCP n30 UDP 92limsfiaden ports 9ziinsszyadil
{portiport-portlport:mask} [ por,...1]
A =] 4 1
wyeanu - dumssyynasmiiugag
& g ¢
(AT8INMUIY : WM TZYNDTA LAY mask
~ A a = 4
p1998ims 14%evoansuins (910 fetc/services) IMUMINBIAYNDSA
d & da Y o s
unANARNTINS fragmented 93 Ll Aungnlinsszynmnumynesa

interface-spec

b 4
velinssey fenelalil

. 3 1w 3 & Aa 9

n 3!%1ﬂﬂﬂllﬂﬂlﬂﬂﬂlﬂuﬂ1ﬂl‘lﬂ
Y 1o & o da

out VIV INNVUNALNANIAUNINDON

v

s o 9 a .
via X UNWANRADIAUNINUIIN interface ifX
4 d a R { & W 3
via if* URANAGDUARUNINNIN interface ifX Taoh X Hudaviafld
R d o a . gy ¥
via any UNANAILIAUNN interface THUR 19
. . d o a ) e
via ipno UNAINAILLAUNIINN interface NI IP
address ipno
v q 9 B} 2 . v, Yy aqy E . -
0114 keyword via 921157399001 interface YNAZTI A11% recy N3 xmit UNYU via A
] L4 4
9TATIVABUINNIE interface NIV uazdiven Miimsszyieasindie Avzidhg i interface

A5 tazdesn Avd1Tu
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ipfw add 100 deny ip from any to any out recv ed0 xmit ed 1
Yyay Yy qu v
0119 xmit v2A9919 out A2
. Y o 4”
options A1IN5052Y 1A Aall
keep-state
é [-] o i
dumsvenliimsAudeyavesanug ez I eadiaunu stateful
limit {src-addr src-port dst-addr dst-port} N
¢ s | Vo & Y a s 2 a 4
IWsendezayanammznsiFoused o N fiszyl3luwisiimes Fawsiiines
v o
32y ldnmuda
bridged
¥
1 @ 10 o -4
dhgmmzuniama bridged 1970 muiticast 138 broadcast traffic f1luininuRniia
v
sidumaru s 0ad 2 s
frag
1 c (] [
dhaduiiniiaiingg fragment uaz'1819 fragment usNYDA datagram frag Tiannsald
20U tepflags n3olimsszynesa

ipoptions spec

¥
=S

Y 1y o Y vly ' 2 qulﬁ; o
sigddaudaved IP asanuinszy 3 ud1uued spec 59 spec 91 lanatudialay

<
| 4
o

b 4 v a o A o dy .
WUUAATOINUNYYANA () IP options NITBITUISUAIU ssrr (strict source route), Isrr (loose
source route), rr (record packet route) (18 ts (time stamp)
tcpoptions spec

\ U o 2 { 1 A .24
szidhgidamiives TCP assfufiszy 3 ludauued spec ¥ spec 9:4 lanarndalay

v
¥
(%

kué’wm?ammuqamﬂ (,) TCP options ﬁiﬂﬂ%ﬂ%zﬁﬁa'ﬁ mss (maximum seqment size),
window (tcp window advertisement), sack (selective ack) , ts (rfc1323 time stamp) D cc
(rfc1644 t/tcp connection count)
established

wihgdudtadadudiuves Tcp AldTimsadumsfende’duds @a RsT uie
ACK Tinuilu 1)
setup

' d d q t - 1 1A
widhgdwdinda Tcp lAImsnonvadumsiyoude (da SYN fiaudlu 1 udda

ACK Tiauihi 0)
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tepflags spec

\J 1 o o { A Q)
szidgdauiives TCP asanuiiseyliludiuves flags & lags vziildnaluds

L'

> »
o ¥ A Ao A

TﬂU'ﬂ:ﬁ‘Uuﬂ’JUlﬂiﬂQ‘HNWﬂﬂﬂ1ﬂ (,) flags ﬁiﬂ\l%ﬂ%%ﬂﬂ\lu fin, syn, rst, psh, ack LaS urg
iemptypes ypes

wigiusiinves ICMP fismualusion1sves ppes Feor0ezseyiiugan nioud
awﬁﬂué'ﬁfuﬁ'amﬂ%wmuqamﬂ () TavUnAudlrviinved ICMP szt 0 echo reply
(ping reply), 3 destination unreachable , 4 source quench , 5 redirect (ping request) , 8 echo
request , 9 router advertisement , 10 router solicitation , 11 time exceeded (ﬂzgﬂi‘lﬂuﬂﬁ 1A
1M1 TTL &uéuijﬂ W‘%Wﬂ‘l’flﬁlu traceroute) , 12 IP header bad , 13 timestamp request , 14
timestamp reply , 15 information request, 16 information reply , 17 address mask request (1aig 18
address mask reply

uid user

'
g 1

v & g A A v oo w a g A A
W']f'] VUNANN TCP 179 UDP NAINIBTUAINTU user Tﬂﬂﬂ user ﬂ’mﬂxlﬂuﬂfﬂ nio

nuumay

gid group

Y ta o S

g A 4 v . o & & A
l'll'lﬂ VUNAINA TCP Y159 UDP NOINIDIUAINIU group TWU'Y] group m%%xlﬂu‘m

nionuoay

232  Ins3a3i19n9ve IP Firewall

o

4 & Y s
Tnsaadreangued IP Firewall szidludflflumsfudoyavosng Fevzlimsdainvey

g

¥
Tuzduuvvesnnd Taveziilnseadredail

#ifndef IP_FW_H
fidefine 1P FW _H
#include <sys/queue.h>
/*
* fluTasaadrauuy union e 141umssey interface Fevzamnsoszylavdo nie
* yuwuiav'lofl flags IP FW_F_IIFNAME tiaz IP FW_F_OIFNAME s l¥fuTnsaadaedl

* &1 interface unit TAudu -1 naneBaansadg 147unn interface
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* vanuiav lefifdu 0.0.0.0 mansdeaunsadhg Idfumn interface
*

. { 1 o o v 4
* 9z finmsSvuifioy interfaces Hduduaz Suven Aaeiile

* bit (IP_FW_F_IIFACE or IP_FW_F_OIFACE) g1 set 13

*/

union ip_fw_if {
structin_addr  fu_via_ip; * lumsszyTasnansoylefi »/
struct { p HumsszyTavie interface

#define FW_IFNLEN 10
char  name[FW_ IFNLEN];
short  unit; /% -1 mNudAG AN interface */
} fu_via_if;
5
/*
* fw_src, fw_dst, fw_smsk, fw_dmsk ﬁztﬁuiugﬂxtunveq network byte order
* fw_flg and fw_n*p nztﬁu‘lugﬂtmu host byte order

* winviavwes AvziduTug YUY HOST byte order

*/

structip_fw {
u_int32 t fw_flg; /* Flags */
structin_addr  fw_src; 7 vanotoy lefiduma +/
structin_addr  fw dst; 7+ vy leftlaroma/
structin_addr fw_smsk; /* Mask voanuoay Tofidunia »/
structin_addr fw_dmsk; /* Mask veamnuiav lefitlaroma */
u_short fw_number; P Runuung */
u_char fw_prot; /* Tuls Tanea'lofi +/

#if 1
u_char fw nports;  /* S1uanveswesadumumzlaomsiioglueusd v/

#define IP_FW_GETNSRCP(rule) ((rule)->fw_nports & 0x0f)
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#define IP_FW_SETNSRCP(rule, n)

#define [P FW_GETNDSTP(rule)
#define IP_FW_SETNDSTP(rule, n)

#define IP_FW_HAVEPORTS(rule)

#else
u_char __pad[1];
u_int _nsrep;
u_int _ ndstp;

#define IP_ FW_GETNSRCP(rule)
#define IP_FW_SETNSRCP(rule,n)
#define [P FW_GETNDSTP(rule)
#define IP_FW_SETNDSTP(rule,n)
#define IP. FW_HAVEPORTS(rule)
#endif

#define IP_ FW_MAX_PORTS 10

union {

u_short

#define IP_FW_ICMPTYPES_MAX

#define IP_FW_ICMPTYPES_DIM

unsigned

} fw_uar;
u_int fw_ipflg;
u_char fw_ipopt;
u_char fw_ipnopt;

fw_icmptypes[IP_FW_ICMPTYPES_DIM];

do { \
(rule)->fw_nports &= ~0x0f; \
(rule)->fw_nports |= (n); \
} while (0)
((rule)->fw_nports >> 4)
do { \
(rule)->fw_nports &= ~0xf0; \
(rule)->fw_nports |= (n) << 4;\
} while (0)
((rule)->fw_nports !=0)

(rule)->_nsrcp
(rule)->_nsrcp =n
(rule)->_ndstp
(rule)-> ndstp=n

((rule)->_ndstp + (rule)->_nsrcp !=0)

* $urunesagega ¥/

fw_pts[I[P_FW_MAX_PORTS]; /* winuinuwesaaeqinimudag »/

128

(IP_FW_ICMPTYPES_MAX / (sizeof(unsigned) * 8))

/*UUAVDIACMP */

/* IP flags */
/* IP options set */

/* IP options unset */




u_char fw_tcpopt; /* TCP options set */

u_char fw_tcpnopt; /* TCP options unset */

u_char fw_tepf; /* TCP flags set/unset */

u_char fw_tcpnf; /* TCP flags set/unset */

union ip_fw_if fw_in_if; /* interfaces ﬁuﬁmﬁmfhm*/

union ip_fw _if fw_out if.  /* interfaces HuRniineen’lu

union {

u_short fu_divert_port; /* %0 Divert/tee port (options IPDIVERT) */

u_short fu_pipe_nr; 7+ 9f queue number (option DUMMYNET) */

u_short fu_skipto_rule; /* 1¥fusda SKIPTO tite lulSangaiumunoiavii
* 521
'

u_short fu_reject_code; /* 321} REJECT response code */

struct sockaddr_in fu_fwd_ip;
} fw_un;
/*
o ¢ ¥ ' a v o 7 Vo
* PIUIUYDINDIAAUNN uazwesmﬂmﬂmmagiumlsU (W’E’]iﬂﬂﬁ']ﬂﬂ“ﬂ%ﬂgﬂﬁﬂ
¢ o b4 ¢
* wamﬁ'umq mmuqaqmaqmwaiﬂﬁummax1Jaw°nmi"lu 10

Y o < a9 1o ¢
* MuUs i 0 TUWAAVIPOVNANDIA

*/

uid_t fw_uid; iy 17ideamaidhg

gid t fw_gid; * wineavnguiideansidng +/

int fw_logamount; * USinariideams log 13 «/

u_int64 _t fw_loghighest;  $nauditafiagegad log 13+
long dont_match_prob; 7 1.0 sznnode litimaidhg 1diae »

u_char dyn_type; /* ¥UAVD dynamic rule */




Hoamjanaizmaluladmsauna aoa.

#define DYN_KEEP STATE 0 /* sl mSungNNAITI keep-state */
#define DYN_LIMIT 1 /* yiladmsungilimssitamsisende */
#define DYN_LIMIT PARENT 2 /* {1y parent entry dmFunghlimssinamsiFouds

*/
/¥

* 2 fields 79 1oz 19 lumssiiadmumsivenns

¥y
<

* éwwuatjﬁu src, sreport, dst, dstport.
*/
u_char limit_mask; /* mask Y94 limit rule */
#define DYN_SRC_ADDR 0x1
#define DYN_SRC_PORT 0x2
#define DYN_DST_ADDR 0x4

#define DYN_DST_PORT 0x8

u_short conn limit; — /* v ImsiFeudefidosmssita ¥
b
#define fw_divert port fw_un.fu_divert port
#define fw_skipto rule fw_un.fu_skipto_rule
#define fw_reject_code fw_un.fu_reject code
#define fw_pipe_nr fw_un.fu_pipe nr
#define fw_fwd_ip fw un.fu_fwd ip

/*

* g1 A9y "flags” field

*/

#define I[P FW_F_COMMAND 0x000000ff /* Mask for type of chain entry: */
#define IP_ FW_F DENY 0x00000000 7+ Fungfifing deny */

#define [P FW_F REJECT  0x00000001  /* Deny UagaaunARAnnuAdY */
#define IP_FW_F_ACCEPT  0x00000002  /* Sungiifinms accept*/

#define P FW_F_COUNT  0x00000003  /*(Shungitfing count */
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#define IP_ FW_F_DIVERT 0x00000004
#define IP. FW_F_TEE 0x00000005
#define IP_FW_F_SKIPTO 0x00000006
#define IP_ FW_F_FWD 0x00000007
#define IP_FW_F_PIPE 0x00000008
#define IP_ FW_F QUEUE 0x00000009
#define IP FW_F IN 0x00000100
#define IP_ FW_F_OUT 0x00000200
#define IP_FW_F_IIFACE 0x00000400
#define IP_FW_F_OIFACE 0x00000800
#define IP_FW_F_PRN 0x00001000
#define IP FW_F SRNG 0x00002000
#define IP_ FW_F_DRNG 0x00004000
#define IP_FW_F FRAG 0x00008000
#define IP_FW_F IIFNAME  0x00010000
#define IP_FW_F_OIFNAME 0x00020000
#define IP_ FW_F_INVSRC 0x00040000
#define IP_FW_F_INVDST 0x00080000
#define IP FW_F _ICMPBIT  0x00100000
#define IP_FW_F UID 0x00200000
#define IP_ FW_F_GID 0x00400000

#define IP_ FW_F_RND_MATCH 0x00800000

7+ Ahungifimsnfaouiiemauiinda */

i
* Hungifimsfaaenuitaia +/
e Sumsdurluangdu »

1+ Wivufiegiidesmsdasie +/

™ Lﬂuﬂg dummynet */

* Lﬂuﬂf,] dummynet queue */

/% asvaoULRARANEIN */
/* asrvaeuuiafiaisonly */
/* 45298191 interface YUY */
/¥ A5310TDV interface V100N */
t 2
/* Mmingiiidtelinisidng +/
d Y d
/* wosaduMaEaINes aus niiluve LA
o o [l
* dgauazgega (tHueglugiluuy host byte
* order)
*/
I'd o d
* wosatawnaasanesausnijuve v
+ fgauazgega (hueglugaluyy host byte
* order)
*/
/* Fragment */

Y

/* interface Whiiszy Tavdeuazgiia v

/* interface B8NTIzY IntFouasyiia

/* asrnaeudumsiingsiudg v

* asanaeutlmomafingsiudng

/* 1iAUDI ICMP */

/% 015891A0 uid ¥/

/* n5oa1ay gid */
 fimsszyanmisziiulumsidigiung

*/
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#define IP. FW_F_SMSK
#define IP_FW_F_DMSK
#define IP_FW_BRIDGED
#define IP FW_F _KEEP S
#define IP FW_F_CHECK_S
#define IP FW F SME
#define IP FW_F DME

#define IP. FW_F_MASK

/*

0x01000000
0x02000000
0x04000000
0x08000000
0x10000000
0x20000000
0x40000000

Ox7FFFFFFF

/* src-port + mask */

/* dst-port + mask */

/* 9z3ins19g A bridged packets */
* fuaaiug ¥/

/* ATVABVADIUL ¥/

/* FUN = me */

/* Ua1uma = me ¥/

790 flag T 1418+

* Flags @151 'fw_ipflg' i 1S ouiivunvedlof uaz1ds Tnnea

+ 11i1ATims 19mianue Jogiiuldud 1 FW IF *MSK (IP_FW_IF.TCPEST)

*/
#define IP_FW_IF_ TCPOPT
#define IP_FW_IF_ TCPFLG
#define IP_FW_IF. TCPSEQ
#define IP_FW_IF TCPACK
#define IP_FW_IF_TCPWIN
#define IP_FW_IF. TCPEST
#define IP_FW_IF_ TCPMSK

#define IP_ FW_IF IPOPT
#define IP_FW_IF_IPLEN
#define IP_ FW_IF IPID

#define IP_FW_IF IPTOS
#define IP_FW_IF_IPTTL
#define IP_FW_IF_IPVER
#define IP_FW_IF_IPMSK
#define IP_FW_IF MSK

0x00000001
0x00000002
0x00000004
0x00000008
0x00000010
0x00000020
0x00000020

0x00000100
0x00000200
0x00000400
0x00000800
0x00001000
0x00002000
0x00000000
0x00000020

/* tcp options */

/* tcp flags */

/* 1AUYDA tcp */

/* MTuLaY tep acknowledgement */
/* YUIAVO tep window */

/* established TCP connection */

[ NABA tep */

/* ip options */

/* ip length */

/* ip identification */
/* ip type of service */
/* ip time to live */

/* ip version */

/* YAAYDA ip ¥/

e yamiidiuly18voq flag




/*

* AUMUIEVBITHAADUNGVNIT REJECT

* ﬁ'l‘ﬁﬁﬂﬂﬂ'ﬁ 256 92013311 ICMP unreachable codes.

*/

#define IP_ FW_REJECT RST 0x0100 /* TCP packets: send RST */
/¥

* A1UNUIYUDN IP option

*/

#define IP_FW_IPOPT_LSRR 0x01
#define IP_ FW_IPOPT SSRR 0x02
#define IP_FW_IPOPT RR 0x04
#define IP_ FW_IPOPT TS 0x08

/*
* AU NILVB TCP option

*/

#define IP_FW_TCPOPT_MSS 0x01
#define IP_FW_TCPOPT_WINDOW  0x02

#define IP_FW_TCPOPT_SACK 0x04
#define IP FW_TCPOPT_TS 0x08
#define IP_FW_TCPOPT_CC 0x10
J*

* ANUHUIYUDY TCP flags.

*/

#define IP_FW_TCPF_FIN TH_FIN
#define IP_ FW_TCPF_SYN TH_SYN
#define [P FW_TCPF_RST TH_RST
#define IP_ FW_TCPF_PSH TH_PUSH
#define IP_FW_TCPF_ACK TH_ACK
#define IP_FW_TCPF_URG TH_URG

#endif /* IP_FW_H*/
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233 M3 map nVed IP Firewall Iidndulnssadn

E ' []
s1l1ngYes IP Firewall siuvzamnsoriu map Weglulassafraiidunmdiive

1 4
=t

L] o é o 4
v l$lums@ouTisunsumugumsmhanves Wi ead Faezildd

@151 2.1 115 map NYVeA IP Firewall T Tnsaada

suuuung Tnsaadavedny

Probability

prob match_proability dont_match_prob = 1-match_probility;
Action

allow ,pass ,permit ,accept fw_flg |=IP FW_F_ACCEPT;

deny ,drop fw flg |=IP_ FW_F DENY,;

reject fw_flg |=IP_FW _F REJECT;

fw_reject code =ICMP_UNREACH_HOST,

unreach code fw_flg |=IP_FW_F REJECT;

fw_reject _code = code;

reset fw_flg |=IP_FW_F REJECT;
fw _reject code=IP FW_REJECT RST

count fw_flg |=IP_FW_F _COUNT;
check-state fw_flg |=IP FW_F CHECK S;
divert port fw_flg |=IP_ FW_F _DIVERT;

fw_divert_port = port

tee port fw flg |=IP_FW_F TEE;

fw_divert_port = port

fwd ipaddr{,port] fw_flg|=IP FW _F FWD;
fw_fwd_ip = ipaddr[,port]

pipe pipe_nr fw_flg |=IP_FW_F_PIPE;

fw_divert_port = pipe _nr

queue queue_nr fw_flg |=IP_ FW_F_QUEUE;

fw_divert_port = pipe_nr
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skipto number

fw_flg |=IP_FW_F_SKIPTO;

fw_skipto_rule = number

Log

log [logamount number]

fw_fig|=IP_ FW_F_PRN;

fw_logamount = number

Protocol
proto fw_prot = proto
src and dst
src fw_src
fw_smsk
dst fw_dst
fw_dmsk
ports fw_pts[[P. FW_MAX PORTS]

u_char fw_nports;

interface-spec fw_in_if}
fw_out if;
Options
keep-state fw_flg |=IP FW_F KEEP §;

dyn_type = DYN_KEEP STATE;

limit {src-addr | src-port | dst-addr |
dst-port} N

fw flg [=IP_ FW_F KEEP_S;

dyn_type =DYN_LIMIT;

limit mask;

(DYN_SRC_ADDR,DYN SRC_PORT,
DYN_DST _ADDR,DYN_DST,PORT

conn_limit = N;

bridged

fw_flg |- IP_FW_BRIDGED;

frag

fw_fig |= IP_FW_F_FRAG;

ipoptions spec

fw_ipopt;
fw_ipnopt; )
(IP_FW _IPOPT_SSRR,IP FW IPOPT LSRR,
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IP_FW_IPOPT RR,IP FW_IPOPT TS)

tcpoptions spec

fw_tcpopt;

fw_tcpnopt;

(IP_FW_TCPOPT_MSS,IP_ FW_TCPOPT WINDOW
,JP_FW_TCPOPT_SACK ,IJP_FW_TCPOPT TS,
IP_FW_TCPOPT CC)

established fw_ipflg |=IP_FW_IF _TCPEST;
setup fw_tcpf |=IP FW TCPF SYN;
fw_tepnf [=IP_FW_TCPF_ACK;
tepflags spec fw_tcpf;
fw_tcpnf;
(IP_FW_TCPF_SYN, IP_ FW_TCPF_FIN,
IP_ FW_TCPF _ACK, IP_FW _TCPF_PSH,
IP_FW_TCPF RST,IP_ FW_TCPF_URG)
iemptypes ypes fw_uar.fw_icmptypes;
fw_flg |=IP FW_F ICMPBIT;
uid user fw flg|=IP FW_F UID;
fw_uid = user
gid group fw flg|=IP FW_F GID;

fw_gid = group

234 JUnuUNYUeJ IP Filter

[

E4
s1uuunges IP Filter Hidfudail

action in-out [options] [tos] [tt]]

[proto] lip] [group]

o

. < 0 =3 o a
action HUMSAMUADINAVDINITNTDI UAail

pass

Y o & 1 14
aygaldunahanula
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block [return-icmpl[return-code] | “return-rst”]

umshauinda Feer00zlimrreyldinnzinisaounduluddumantely
961915 19U 9199zABUAUAIY ICMP 9214 keyword 31 retumn-icmp  [return-code] az
upNNINTIST keyword 149 return-rst 9215UNT 09 TCP reset aaundy’ly)

count

]
I

[ o o d d 3 Y 4 d Yo

siilumarivdauuinbda udee liiuuiabailduoygna

log [body] {first] [or-block] [ level loglevel]
{ 1 -1

(i keyword #lFuenhltiAudeyae'd
skip number

¥ ° P>

dwng lamswauisey
auth

oy 1al#iins authentication TawT1lsunsuvesdldfndhane
preauth

Ed [ 1

Fumsvenlfumnidalunguilliasi9ae1i pre-authentication tio 14lums Sangu
call [now] function-name

{HunsFonldlanFuyes kemel ifmuall

o ° 2 A A & g a 1 3 o o n:ly
in-out {HUMsAmuadIfiemIauRaIRARUMISHIU network interface Uil
in

Y tw 4 d Aa Y

g dumanaiiauniad

out

Y 1w d g da
WIVIPAVLUNANANIAUN DDA

options ﬁ"lﬁ'ﬁwia"lﬂﬁ’
log [body] [first] [or-block] [level loglevel]
(fu keyword 7 lFuonhIWifudoyae 13
quick
15hi keyword 71 19uon 19" action Tauhidealuastemeungtedalyl
on interface-name [dup-to interface-namel:ipaddr]] [fastroute | to interface-name)
on 9ztiuns3zyDa interface dup-to vzFumsvenldduuiniauazdalads

. o o 1 g d ' d o v & g o
interface N8 IMUA fastroute VI UM THINAUNADEI1IAT to vziTumsdausinmia 1o
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. { o t g & o ] o y
interface NAMUABENTIATIFI92AR WA fastroute F9 interface D19 lo (loopback), xI
ol
(3com ethernet) dudu
tos number
oy .
11lums 521 Type of Service
ttl number
o . .
Wumss ¢1] Time-To-Live
proto protocol
Hunssmuatalls Tnnea ¥o s Taneaifusefitioglu'lWa /etc/protocols 8191
y
il tep, udp, icmp n3eo1vvzldidumnuavlslaneaild 510190z 52ynarelys Tnnsa
4 2 :
TasldinToanuny / 9u 'l (95U tep/upd

= ¥ =t 1% dy
ip ﬂzlﬂuﬂ'ﬁuaﬂt‘NHn‘]Ulﬁﬂ IP U8AUNN llazl]a'lﬂ‘n'l\11l§‘ﬂllu1|ﬂqu

srcdst [flags] [with withopt] [icmp] [keep]

o
sredst TANsaITYIY

all vuwdudgiunnvunuiay 1P

from [!] object to [!] object
b d
object 9z N3 ULLY A3l
addr [port]
& & < A A
addr 9193 zmﬂu any VSN UYNINN address 1390 host-name/mask YD host-name
! ¥
mast mask¥3® IP address 139 host-name ) 19 1U#1H host-name 91911 MBIy IP n5e
4 o
¥olaad n70 any N 1A
3

o & o
port 921901870115 Tanva TCP taz UDP Fmmnsalfldimuisaunesauay

A a = 4 .
FoveamsusmInuon W Jete/services



o Yo /Ao
operands ﬂﬁ’lu’liﬂi‘lfﬂ’.l"u'mlﬁmwaiﬁﬂ U
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i 4
o

a P Yo 4
M13197 2.2 operands nonselddunuvmunosa

Operand | Alias Parameter Result
< It port# HusFedmesalinntouniimndivua
a ¢ ] v v Ao
> gt port# [ussedmesatinmnniimisivua
a gy d o4 T 1A
= eq port# HusFedmesatinumfuandimua
a v S A V1w 1t Ao
1= ne port# HheFedmesaiin s umfisimua
[~{ a g O 1 A 1w " A
<= le port# dusTedmasatinniosnimTamiiuai
fvun
I~ a vy ¢ 4 ] - [ " A
= ge port# dussamoesalinnnaniimomifumn
fmua

nieawnesaansafmuaitugie @ lneld

o ° 4 o ]
M3 2.3 Msfimuanesaltusa

Operand
portl# | <> por2# | (HuseTedmesalinndosnit portl n3010nI1 port2
portl# | >< por2# | fhueSedmesaiininnit portl aziioundn port2
Slags

VDN TCP flags 19U F(FIN) , S(SYN), R(RST) , P(PUSH) , A(ACK) , U(URG) , SA

(SYN-ACK)

withopt

A 08191 with 150 and 1A withopt 9213U [notjno] optsype [withopt]

opttype ©199213U ipopts 130 short 130 frag 5® opt ipopts

o o 9
ipopts Aty nop, 1r, zZsu, Ssir, ts ,tr Wudu
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icmp-~type type 159 code code

HumsszyriiavesTtsTanea ICMP Tau gpe or0gszyiiuFonionmoavild Wy
0 echo reply (ping reply), 3 destination unreachable, 5 redirect (ping request) 1lag 11 time
exceeded (Vg1 IumsianIIA TIL uiign 1921951 traceroute)
keep state

Humsveniiinsfudoyavesanius 13 Sz WM readaniuuy stateful
keep frags

Humsvenliiseaddunaunziudoyaveadumaevosufinifinfign fragment
group @1N50321i1U head number Y38 group number head vzviwfiengulnil group vz

nnwdangadseglungylnu

235 Insea319ngveq IP Filter
¥ 2 g o g 9 g 9 & a v o '
Tasaad19ngues IP Fiilter 9xludanlylumsinudoyavesny szsimsdanhueg

1 4
TugtuunvesmnFauiu TagezliTasaedadail

#ifndef IP FIL H
#define __IP FIL H

typedef struct fr ip  {

u 32t fi vi4,; /* TP version */

u 32 t fi fl:4; /* packet flags */

u_ 32 t fi tos:§; /* IP packet TOS */

u_ 32t fi ttl:8; /* IP packet TTL */

u_32_t fi_p:8,; * s Tanoaves IP packet */

. . g o
union i6addrfi_src; /* MINUAYAUNIVDILNALNA */

union i6addr fi_dst;  /* MINBE@VUAINVOILNANA*/

u_32 t fi optmsk; /* bitmask U9 IP options */
u_short fi_secmsk; /* bitmask U994 IP security options */
u_short fi_auth; /* Ve authentication 910 IP sec. options */

}fr_ip_t;
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#define FI OPTIONS (FF_OPTIONS >> 24)

#define FL TCPUDP  (FF_TCPUDP >>24) /* TCP/UCP nanudamsilSouiioy »/
#define FI FRAG (FF_FRAG >> 24)

#define FL SHORT  (FF_SHORT >> 24)

#define FI_CMP (FI_ OPTIONS|FI_TCPUDP|FI_SHORT)

#define fi_saddrfi_src.ind.s_addr

#define fi_daddrfi_dst.in4.s_addr

/*

« 1 lumsuonimoesalinis 19 wildcard

*/

#define FI W_SPORT 0x00000100

#define FI_ W_DPORT 0x00000200

#define FI WILDP (FI_W_SPORT|FI W_DPORT)
#define FI W_SADDR 0x00000400

#define FI W_DADDR 0x00000800

#define FI WILDA  (FLW_SADDR|FI W_DADDR)

typedef struct frdest {

void  *fd_ifp;

union i6addr fd_ip6;

char  fd_ifname[LIFNAMSIZ];
} frdest t;

#define fd_ip fd_ip6.ind
typedef struct frpcmp {

int frp_cmp; * doyadmiumsuSouiivuwesa */
u_short frp_port; /* Wosadmsy < and >< ¥/
u_short _top; /* Wos A top MU <> and >< ¥/

} frpemp_t;




typedef struct frtuc  {

u_char ftu_tcpfm; /* tcp flags mask */
u_char ftu_tepf; /* tcp flags */
fipcmp_t ftu_src;
frpemp _t ftu_dst;

} frtuc_t;

#define ftu scmp
#define ftu demp
#define ftu sport
#define ftu_dport
fidefine ftu_stop
#define ftu_dtop

ftu_src.frp_cmp
ftu_dst.frp_cmp
ftu_src.frp_port
ftu_dst.frp_port
ftu_sre.frp_top
ftu_dst.frp_top

typedef struct frentry {
struct fr ip fr ip;

struct fr ip  fr_mip; /* mask */

u_short fr_icmpm; /* Foyadmsuuiaiia ICMP (mask) */

u_short fr_icmp;

u_int fr age[2]; /* T MTua UL ¥/

frtuc t fr tuc;

u_32_t fr_group; * nquitngiiumindneg +
W32t frgrhead;  /* MINUQUAGUANGRBUAL ¥
u_32 t fr flags; /* flags && options (ﬂi’l’N’d‘N) */
u_int fr_skip; /* $anveangiidesdinly *

u_int fr_loglevel; /* syslog log facility + priority */
it (*fr_func) _ P((int, ip_t*, fr_info_t*); /* SonldHendudl +/

u_char fr_icode; /* 5Vl ICMP NAoUndy %/

%
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char  fr_ifnames[4][LIFNAMSIZ];

struct frdest

stuct frdest fr dif; /* imavnunnifia’lyd interfaces */

} frentry t;

#define fr v
#define fr_proto
#define fr_ttl
#define fr tos
#define fr_tcpfm
#define fr_tcpf
#define fr_scmp
#define fr_dcmp
#define fr dport
#define fr_sport
#define fr_stop
#define fr_dtop
#define fr dst
#define fr_src
#define fr_dmsk
#define fr_smsk
#define fr_ifname
#define fr_oifname
#define fr_ifa
#define fr_oifa

#define FR_CMPSIZ
/ *

* fr_flags

*/

fr_tif, /* "to" interface */

fr_ipfi_v
fr_ip.fi_p
fr_ip.fi_ttl
fr_ip.fi_tos
fr_tuc.ftu_tcpfm
fr_tuc.ftu_tcpf
fr_tuc.ftu_scmp
fr_tuc.ftu_demp
fr_tuc.ftu_dport
fr_tuc.ftu_sport
fr_tuc.ftu_stop
fr_tuc.ftu_dtop
fr_ip.fi_dst.in4
fr_ip.fi_src.in4
fr_mip.fi_dst.in4
fr_mip.fi_src.in4
fr_ifnames{0]
fr_ifnames[2]
fr_ifas[0]
fr_ifas[2]

(sizeof(struct frentry) - offsetof(frentry_t, fr_ip))
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#define FR_BLOCK
#define FR_PASS
#define FR_OUTQUE
#define FR_INQUE
#define FR_LOG
#define FR_ L.OGB
#define FR_LOGP
#define FR NOTSRCIP
#define FR_NOTDSTIP
#define FR_RETRST

#define FR_RETICMP
#define FR_FAKEICMP

#define FR_NOMATCH
#define FR_ACCOUNT
#define FR_KEEPFRAG
#define FR_KEEPSTATE
#define FR_INACTIVE
#define FR_QUICK
#define FR_FASTROUTE
#define FR_CALLNOW
#define FR_DUP

#define FR_TLOGORBLOCK
#define FR_1LOGBODY
#define FR_LOGFIRST
#define FR_AUTH
#define FR_PREAUTH

0x00001
0x00002
0x00004
0x00008
0x00010
0x00011
0x00012
0x00020
0x00040
0x00080

0x00100
0x00180

0x00200
0x00400
0x00800
0x01000
0x02000
0x04000
0x08000
0x10000
0x20000
0x40000
0x80000
0x100000
0x200000
0x400000

+ lioyana Iuiaifiariiu +/

* oyanalduindariu

* uRaiafidunaoen ¥/

/* uRmifaRaunad +/

/* Log */

/* Log-fail */

/* Log-pass */

/% 13514 src TP fiffvtua */

/1% dst IP fifviun */

/*d ﬂllﬁﬂlﬁﬂ TCP RST - reset connection
* aauly

*/

/% gL ICMP unreachable */

* 5 AAAL ICMP unreachable with fake
* source

*/

r+ Wisimsdhgifad +/

e fuludveufinfia %

/* hudoyans fragment */

* hudeyavesearuziouds */

/% AT NYAMISATIVADY */

/* €K1 normal routing */

r* Bonldfaddu (&_func) driimsidg +/
/* faaonuTinINA */

7+ Wit usiafiarud liase log 187
/* Log the body */

/* Log luausndraauzfuniiowdy */
/* 14 authentication */

/* $93Y0M391 preauthentication */
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#define FR_DONTCACHE  0x800000 7 laisimsifunadng
#define FR_LOGMASK (FR_LOG|FR_LOGP|FR_LOGB)

#define FR_RETMASK (FR_RETICMP|FR_RETRST|FR_FAKEICMP)
[

* anuminefdmuad sy FI * ua:qnﬁ%mﬁﬂu fr_flags

*/

#define FF_OPTIONS 0x01000000

#define FF_TCPUDP  0x02000000

#define FF_FRAG 0x04000000

#define FF_SHORT  0x08000000

/«

* flags 41150 SIOCGETFF taz SIOCSETFF, Uag fr_flags

*/

#define FF_LOGPASS 0x10000000

#define FF_LOGBLOCK 0x20000000

#define FF_LOGNOMATCH  0x40000000

#define FF_LOGGING (FF_LOGPASS|FF_LOGBLOCK|FF_LOGNOMATCH)

#idefine FR_NONE 0

#define FR_EQUAL 1

#define FR_NEQUAL 2

#define FR_LESST 3

#define FR_GREATERT 4

#define FR_LESSTE 5

#define FR_GREATERTE 6
#define FR_OUTRANGE 7

#define FR_INRANGE 8

#ifndef ICMP_UNREACH_FILTER
# define ICMP_UNREACH FILTER 13
#endif
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#ifndef IPF_LOGGING

# define IPF_LOGGING 0

#endif

#ifndef IPF_ DEFAULT PASS

# defineIPF DEFAULT PASS FR_PASS
#endif

#define IPMINLEN(, h)((i)->ip_len >= ((i)->ip_hl * 4 + sizeof{struct h)))
#define IPLLOGSIZE 8192

#define IPF_OPTCOPY 0x07{f00 /* bit mask Y93 copied options */

#endif /* IP.FIL H_ %/

23.6 M35 map nQuad IP Filter Iidnfiulnsaaing
¥ 4 g . : &
suuunguos IP Filter Wuszannsoriwn map Weglulassaniidunndiite

L] -3 & o o g
dnnlflums@ouTusunsumuqumaiauvesiisoad deezi Al

191971 2.4 M3 map AQUOA IP Filter WiduTnsaad

Juuvung Tnssadiang

Action

pass fr_flag |= FR_PASS;
Block

block fr_flags |= FR_BLOCK;

block return-icmp-as-dest return-code | fr_flags |= FR_BLOCK;
fr flags [= FR_FAKEICMP;

block return-icmp return-code fr_flags [= FR_BLOCK;
fr flags = FR_RETICMP;

fr_icode = return-code

block return-reset fr_flags |=FR_BLOCK;
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fr_flags = FR_RETRST’

count

fr_flags = FR_ACCOUNT;

skip number

fr_skip = number

auth

fr_flags |=FR_AUTH;

preauth

fr_flags |= FR_PREAUTH;

call function-name

fr_flags |= FR_ FR_CALLNOW;

fr_func = function-name

log
log fr flags |= FR_LOG;
body fr flags |= FR_LOG;
fr flags |- FR_LOGBODY;
first fr_flags |= FR_LOG;
fr_flags |= FR_LOGFIRST;
or-block fr_flags = FR_LOG;

fr_flags |=FR_LOGORBLOCK;

level loglevel

fr flags |= FR_LOG;

fr_loglevel = loglevel

in-out

in fr_flags |= FR_INQUE;
out fr_flags |= FR_OUTQUE;
options

log Tadauu

quick fr_flags |= FR_QUICK;

on interface-name

fr_ifname

dup-to interface-name[“:”ipaddr]

fr_dif = interface-name[*:”ipaddr];

fastroute

fr_flags |= FR_FASTROUTE;

to interface-name

fr_tif = interface-name;

tos number

fr_tos = number;

fr_mip.fi_tos = Oxff;




35

ttl number fr_ttl = number;
fr_mip.fi_ttl = OxfF;

proto protocol

tcp/udp fr_ip.fi_fl |= FI_TCPUDP;

fr_mip.fi_fl |= FI TCPUDP;

udp | tep | icmp | number

fr_proto = udp | tcp | icmp | number

1P
sredst
sre fr flags |= FR_NOTSRCIP; (811 | 41anvi)
fr_src
fr smsk
d1M5U port il fr_scmp ,fr_sport ,fr_stop
dst fr flags |= FR_NOTDSTIP; (81 ! 41amth)
fr_dst
fr dmsk
T3 port 1% fr demp ,fr_dport fr_dtop
flags fr_topf = tcpflags;

fr_tcpfm = tepflagmsk;

with option

fr_ip.fi_fl |= oflags;
fr_ip.fi_optmsk |= opts;

fr_ip.fi_secmsk |= secmsk;

icmp-type fr proto !=IPPROTO_ICMP
fr_icmp = htons(fil.fr_icmp);
fr_icmpm = htons(fil.fr_icmpm);
keep state fr_flags |= FR_KEEPSTATE;
state-age fr_age[0];
fr_agel[l];
keep frags fr_flags |= FR_KEEPFRAG;

head number

fr_grhead = number;

group number

fr_group = number;
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2.4 nqufififerfesiuntah subnet
241  wnavled

mnoiavleflaziimsifudeyaiiu 32 T Tnennuinelefituszysznondan 2 dou
&ufuile Network ID taz Host ID Taufh Network ID 1i$1421 n T Host ID fezfidmau 32-

- & o 4
n U Favzldanyazaagy

Network ID Host ID

f— n Ua >le—32-n Ja—> |

51l 2.5 daudsznoumineay lodt

193991073 Network ID $1u2u n Ta o199z 1umuinasedns /m Moetiusu auz
maluTadasaumatininoas lofidaud 203.154.86.1 83 203.154.86.255 sz 1Funui
203.154.86.0/23
2.4.2 Netmask

Netmask 9z iiiialuaauuoq Network ID 1§iu 1 Famua Netmask 9214 1n0Toadiaz

router (W0 14 uns 71 Network ID

IP Address : Network ID Host ID
Netmask : 111111111131111 111111111 00000000
311 2.6 Netmask

/0@ netmask ‘nzﬁﬂu“lﬁatﬂugﬂuuum dotted decimal notation (255.255.255.0) D EL)
hexadecimal notation (OXFFFFFF00) #2061019% s2uuin3ovioaatal B (1 host ID 16 1a) vzl
netmask 1 255.255.0.0

Netmask 9214 1un1ss zuad Network Address Itaz Host ID 1ag

Network Address = (IP & Netmask )
Host ID = (IP & ~Netmask )
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243 7511 Subnet
E 4
o 1] v 1 & 1
Network address Nuaisantuiuszuuinsovivdonq 14 ¥9950091 subnets
w ' ' o A 1 A 2 a o )
F10819TU 203.154.24.0/24 a5 oU 1671 network address Aana C ¥alndvzsusealand 14
253 Taadvzeusoutaiiu niedrensulaad 125 Tead |4 2 (59910 Av 203.154.24.0/25

LRE 203.154.24.128/25 Tauviaaoan3ov109zdl Network ID 11y 25 0

IP Addresses 71140 : Network ID Host ID

uﬁ«'ﬂu subnets : Network ID sub Host ID

[¢——— Local network ID————— |

Netmask : 11111111 11111111 11111111 111 00000

gﬂﬁ 2.7 M3NT subnet

A v ¥ o V1 4 7 d sciq 9 ¥
nninamnddusziudn ieadiugdnsanldlunsauqumsidn-een
voadeyaszninaszumniedionivluesdns fuszuuinievionivusnesnng nie
- p 2 R -
Sumestiia Fayalszasdvesinieadiuiiullinetlostumsyniniiigaszasddionn
.4 7 a T ¥ a = 3 A v 4 ¥
srunIATevIoMBUBNBInns Suvzne IiRanNuBenisdesuunSevisnivluesring 1d
Q o o
IP Firewall itag IP Filter 3zlin3yaniu’ld 2 jlunndaodu fie nuumsnseauia
ifin 1Az Stateful Multilayer Inspection Firewall Taun13fauuuumsnssuiinifiaoziiam
A a2 g ¢ % ¢ 7d v ' o 4 4 o da 'S
dletuiinanuInsoad Ilseadnszastefoyaludiuiveuiiaia fungitioglulus
L4
2008 SingeyanalduimfiaiuiulllduiadaiaunsoinInsead 18 udd lioyana
d 3 o g 1 d 14 v a . .
wiadaiud ldansadulisieadld  daun13iauuyy Stateful Multilayer Inspection
. o Yy o o o 2 d " Ya A °
Firewall 9zauadiofusreaduvumsnseaminnaua laluanvansalumsead
ADTULVOINITITFONAD
9/ . . o aq I g 9 &
Tnsae$19nQu0a IP Firewall uag IP Filter sziiludaildlumsidudoyaveang es
: 4
aglugduvuveslnsaadiamuy stuct voun1m® FaludaduldliFnudagduvuvesny
Tasaardavesng uazms map snngldeglulnsadiawes IP Firewall uaz IP Filter (e 14
A o 4
Hunumalumsesnuunlassadunguuunaruiie 1§ lunsWaun Tdsunswnioadle

o a ¢ ° s ] v o
ﬁ'lHi'lJ’Jlﬂi'lz'HLlﬁ%ﬁﬂmu’)uﬂﬂﬂl’t’)ﬂ"lwi’mﬂﬁ cm*axnan“luuwnﬂ"lﬂ
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do o - add ¥ o o A qyu a ¢
uﬂﬂﬁ'lﬂquYnﬂ’liﬂﬂHWﬂqyaﬂlﬂU?ﬂﬂ\iﬂUﬂ'ﬁwW subnet L‘Wﬂﬂﬂﬂh"ltﬂﬂzﬂ tiae

& ] o ' o
anyUng deeznanluundaliigudu
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MIBBNUBVUISVUINU

4? ::’ 1 =< @ ° 4 M o o a s
lu’ﬂ‘l’lﬂu‘l_mu‘ilxﬂﬂ'l’m\‘mﬁﬂﬂ'li‘VIN’IU‘UENT'IJ?llﬂilllﬂif]»illﬂﬁ‘lﬂiﬂ?lﬂﬂ:ﬁﬂ iaraa

$maunguesinsiead sluuunatiildesnuuy1d 3305 map 91NQUEL P Firewall 1oz

P Filter WogTugtununa saufsdanesiviildlumsiingizd uazangdngueslnsead

3.1 dnaemainuvedlydsunsu

msmauves Tlsunsuvziiumsiiingues Firewall Atiogluuiludoyamiiingizd
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#include <sys/queue.h>

#ifndef IP FW H
#define IP FW_H

union ip_fw_if {
struct in_addr fu_via_ip;

struct {

7 Aumsszylasminoaylofl »/
.
* HumsszyyTnude interface */

/* need room ! was IFNAMSIZ */

#define FW_IFNLEN 10

char  name[FW_IFNLEN];

short  unit;
} fu_via_if;
1B
/*

* Tasaadanans

*/

structip_fw {
u_char valid;
u_int64 t fw_flg;
u_char action_group;
u_char reduce_code;
u_short relate_rule;
u_char quick;

structin_addr fw_src;
structin_addr fw_dst;

structin_addr fw_smsk;

/-1 MNeDUTIATUNN interface */

v 9

¥
* Iuenhingdetignaundmielu

/* Flags */

Yo ﬂt]'IJ‘UEN Action A = Allow , B=Block,,L =Log,

* R = Redirect, C = Continue

*/
/* aungueamsanzil C = Conflict rule,

* R = Unreachabled rule, S = Subneted rule
*/
 mnuavngAingetitauds +
/% 19g nazngamsifSuiioy +/
7* vanoiaa TefAuma %/
7 vanoias lefaJaemaes

/* Mask vaanunoay loNduma */
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structin_addr fw_dmsk;

u_short fw_number;

u_char fw_prot;
#if 1

u_char fw_nports;

#define IP_FW_GETNSRCP(tule)
#define IP_FW_SETNSRCP(rule, n)

#define IP_FW_GETNDSTP(rule)
#define IP_FW_SETNDSTP(rule, n)

#define [P FW_HAVEPORTS(rule)

#else
u_char _pad[1];
u_int _nsrep;
u_int _ndstp;

#define IP_FW_GETNSRCP(rule)
#define IP_FW_SETNSRCP(rule,n)
#define IP_FW_GETNDSTP(rule)
#define IP_FW_SETNDSTP(rule,n)
#define IP. FW_HAVEPORTS(rule)
#endif
#define [P FW_MAX_PORTS 10
union
u_short

#define IP_FW_ICMPTYPES MAX

/* Mask voanuoay leflatena/
/% MBRUng */

* TilsTanoaloft */

pénavveanesadumaazmomsiiogluousdy
((rule)->fw_nports & 0x0f)
do { \
(rule)->fw_nports &= ~0x0f; \
(rule)->fw_nports |= (n); \
} while (0)
((rule)->fw_nports >> 4)
do { \
(rule)->fw_nports &= ~0xf0; \
(rule)->fw_nports |= (n) <<4; \
} while (0)
((rule)->fw_nports = 0)

(rule)->_nsrcp
(rule)->_nsrcp=n
(rule)-> ndstp
(rule)-> ndstp=n

((rule)->_ndstp + (rule)->_nsrep !=0)

/* Swunesagaga */

8

fw_pts[IP_FW_MAX_PORTS]; /* minuimywainaaqitimudig *

128
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#define IP_FW_ICMPTYPES_DIM (IP_FW_ICMPTYPES_MAX / (sizeof(unsigned) * 8))
unsigned fw_icmptypes[IP_FW_ICMPTYPES_DIM]; /*ICMP types bitmap*/
} fw_uar;
/%

o, o I d
* ﬂTHiUﬂ'ISL‘]J?U‘UmU‘]J HASISYNBIAY N

*/
u_char fr_scmp; * doyadmiuasnFoufivunesadunie %
u_char fr demp; /* %’agaﬁ‘m%"Uﬂmﬂ?umﬁsuwai’ﬂﬂawﬂw */
u_short fr_sport; #* wesadmsumsiSoufiounesaaunia */
u_short fr_dport; * wesadmSumsiSvufvunesadaona
u_short fr_stop; /* Wosa top dmsSumaSsuisunesaduma */
u_short fr_dtop; /% Wo3A top nsums S vuifivuwesatatenia
u_int fw_ipflg; /* IP flags word */
u_int fw_mipflg; /* Mask IP flags word */
u_char fw_ipopt; /* IP options set */
u_char fw_ipnopt; /* IP options unset */
u_char fw_tcpopt; /* TCP options set */
u_char fw_tcpnopt; /* TCP options unset */
u_char fw_tepf; /* TCP flags set/unset */
u_char fw_tcpnf; /* TCP flags set/unset 113U IP Firewall

* oz 1915Iu mask v84 tepf 11 IP Filter

*/
u_short fr_icmpm; /* %’agaﬁ M5 ICMP packets (mask) */
u_short fr_icmp; /* i’llﬂgﬁﬁ’ M5 ICMP packet */

union ip_fw_if fw_in_if; /* interfaces NUAAHAN*/
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union ip_fw if fw_out if;

{ & d
/* interfaces uiAiaoon 1/

union ip_fw_if fw_other_if{2]; /* interfaces duq ¥/

union ip_fw_if fw_to_if;

union ip_fw_if fw_dup_if;

union
u_short
u_short

u_short

u_short

struct sockaddr_in

} fw_un;

/*

/* interfaces 81151 to-interface */

/* interfaces NABINITRARDAUNAIAATA T */

fu_divert port; /* 1%f'u Divert/tee port (options IPDIVERT) */

fu_pipe_nr; 7+ ¥ queue number (option DUMMYNET) */

fu_skipto_rule; /* 19y
*9

*/

I3

firdfa SKIPTO rive Tudangauminuasi

fu_reject_code; /* 3¢1) REJECT response code */

fu fwd ip;

/* 3%1) REJECT response code */

o 7 9 ¢ a v ¢ ¢ "W
* SMUVBINBIAAUNIY azHesadaemaneglususd (esndaenesagnas

9
* wosaduMa Smauggavesimesadumanazdatemaiiu 10

Y Ao o 2 9 1w 4
* st o HUWAAVINNUNANDTA

*/

uid_t
gid_t
u_int32 t
u_int32 t
int
u_int64_t

u_int

long

u_char

fw_uid,;
fw_gid;
fr_group;
fr_grhead;
fw_logamount;
fw_loghighest;

fr_loglevel;

dont_match_prob;

dyn_type;

e mnviavg 19hdsamsidng

9y

* vinsiungudenisidg »/
/* Minoavynqu (IP Filter) */

1A 9/ dyté 9 R
/* RUNBYNUNNRUDUITUAU (TP Filter) */
M USinuidesms log 13 */

o d o 1

7 Sruunahagagaiios log 13 */

/* log facility + priority */

7 1.0 sxvunuia lilimsing 1Aiae +

* FUAYDY dynamic rule */
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#define DYN_KEEP_STATE 0

#define DYN_LIMIT

1

#define DYN_LIMIT_PARENT 2

#define
#define
#define
#define

/*

'
A o

/* AT MTUNYNUAINQ keep-state */

&

* wiadmiungiimsdiianmsieude */

1y parent entry dmfungiiimssinamsiFoude

*/

* 2 fields @0 119 19 lumssivadumsiyeuns

2 4 1o
* 393 YUBYN src, srcport, dst, dstport.

*/

u_char

limit_mask;

DYN_SRC_ADDR

DYN_SRC_PORT

DYN_DST_ADDR

DYN_DST PORT

u_short

u_int32 t
u_int32_t
u_int32_t
u_int32 _t
u_int32 t
u_int32 t
u_int32 t
u_int32_t

u_short

u_short

conn_limit;

fr_tos:8;
fr_ttl:8;

fr f1:8;
fr_mtos:8;
fr_mttl:8;

fr mfl:8;
fr_optmsk;
fr_moptmsk;

fr_secmsk;

fr msecmsk;

/* mask Y94 limit rule */

Ox1
0x2
Ox4
0x8

o A A { o, w
o %111’31«1‘08\3ﬂ'lil‘lfﬂuﬂﬂﬁél’ﬂﬂﬂﬁﬂ'lﬂﬂ */

* SMUTDIM T (FouAsNdsImIsIia */

/* IP packet TTL */

/* packet flags */

/* Mark 1151 IP packet TOS */
/* Mark @115 IP packet TTL */
/* Mark §M5V packet flags */

/* bitmask Nsznou11A e IP options */

/* mask 15U fr_optmsk */

/* bitmask N1)5znoulUA0 IP security

* options
*/

/* mask M5V fr_secmsk */
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u_int

b

#define fw_divert_port
#define fw_skipto_rule
#define fw_reject_code
#define fw_pipe_nr
#define fw_fwd_ip

¥

* AN 197 "flags" field

*/

fr_age[2];

fw_un.fu_divert_port
fw_un.fu_skipto rule
fw_un.fu_reject_code
fw_un.fu_pipe nr
fw_un.fu_fwd_ip

#define IP_FW_F_COMMAND 0x0000000000000FFF

#define [P FW_F DENY

#define IP_FW_F REJECT
#define IP_ FW_F _ACCEPT
#define IP_ FW_F_COUNT
#define IP FW_F DIVERT

#define IP_FW_F_TEE
#define IP_FW_F_SKIPTO
#define IP_FW_F FWD
#define IP_ FW_F_PIPE
#define IP_FW_F_QUEUE
#define IP FW F IN
#define IP_ FW_F _OUT
#define IP_ FW_F_IIFACE
#define IP. FW_F OIFACE
#define IP_ FW_F_LOG

#define IP FW_F_LOGORBLOCK

0x0000000000000001
0x0000000000000002
0x0000000000000004
0x0000000000000008
0x0000000000000010

0x0000000000000020
0x0000000000000040
0x0000000000000080
0x0000000000000100
0x0000000000000200
0x0000000000001000
0x0000000000002000
0x0000000000004000
0x0000000000008000
0x0000000000010000

0x0000000000020000

/* DWYUYDINDTUS */

/* Mask for type of chain entry: */
/% fungfifins deny */
/* Deny (azauUiARANDUNGY */
/* Jlunghtims accept */
/* Wlung#tinis count */
* Aungitims/fvuiirma
g o
* uitaufin
*/
7 Wunghtimsfeasnuiafia +/
7 dlumsdhwldangou +
7+ dagelaldadumianszy
* lﬂuﬂt;] dummynet */
* ﬁlung dummynet queue */
/* asnaouuiafafidn +/
/* asndeuuiafinfivon’y +
/* @529001 interface YU */
/* A5I96DY interface V10BN */
/* Log iiefimsidhg */
7+ Tiltuiadarudy T

* g5 log 16
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#define IP FW_F_LOGBODY
#define IP FW_F_LOGFIRST

#define IP_FW_F_IIFNAME
#define IP FW_F _OIFNAME

#define IP_FW_F_INVSRC
#define IP_FW_F_INVDST
#define IP_FW_F_ICMPBIT
#define IP_FW_F_FAKEICMP

#define IP FW_F AUTH
#define IP FW_F PREAUTH
#define IP_FW_F UID
#define IP_ FW_F_GID
#define IP_ FW_F_KEEP S
#define IP FW_F KEEP F
#define IP_ FW_F CHECK_S
#define IP. FW_F_SME
#define I[P FW_F DME

#define IP FW_F_RND_MATCH

#define IP_ FW_F_FRAG

#define IP_ FW_F_FASTROUTE

0x0000000000040000
0x0000000000080000

0x0000000000100000
0x0000000000200000

0x0000000000400000
0x0000000000800000
0x0000000001000000
0x0000000002000000

0x0000000004000000
0x0000000008000000
0x0000000010000000
0x0000000020000000
0x0000000040000000
0x0000000080000000
0x0000000100000000
0x0000000200000000
0x0000000400000000

0x0000001000000000

0x0000002000000000

0x0000000800000000

*/
/* Log the body */
/* Log ludusnfeaiugds
* (milouiAu
*/
Pinterface 52y TavFouazgiin®
* interface DOAT321 Tnode
* Lazyia */
/% asangeudumiinsaiudin *
* asrvaoutaemaiiasafuda *
/* YUAYDI ICMP */
1* ﬁdllﬁﬂlﬁﬁ ICMP unreachable
* with fake source
*/
/* 14 authentication */
7+ foqveniam preauthentication */
/* 0589 1a0 uid */
/* nsedlay gid */
M uTIUE */
/ fudoyans fragment */
/* A5IADUADIUL ¥/
/% UM = me */
a1 = me ¥/
+ Mganmninadulums
* 1419
*/
/* Fragment */

/* e9H1U normal routing */

#define IP_ FW_F_CALLNOW 0x0000004000000000 /* Sun14afidu (fr_func) driims

* g
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#define [P FW_BRIDGED  0x0000008000000000 /* 9&3in151419 1 bridged packets */
#define TP FW_F_NOMATCH 0x0000010000000000

#define FR_LOGB 0x0000020000000000  /* Log Block */

#define FR_LOGP 0x0000040000000000 /* Log Pass */

#define FR_RETRST 0x0000080000000000 /* Return reset */

#define FR_LOGMASK (IP_FW_F LOG | FR_LOGP | FR_LOGB)

#define IP_FW_F _MASK OxFFFFFFFFFFFFFFFF /* )6 flag Adulyla

/*

{ o
* ANV FI_* uasdeyaiunulu fw fig

*/

#define FF_OPTIONS 0x01000000

#define FF_TCPUDP 0x02000000

#define FF_FRAG 0x04000000

#define FF_SHORT 0x08000000

#define FI OPTIONS (FF_OPTIONS >> 24)

#define FI TCPUDP (FF_TCPUDP >>24)  /* TCP/UCP */
#define FI FRAG (FF_FRAG >> 24)

#define FI SHORT (FF_SHORT >> 24)

#define FI CMP (FI_OPTIONS|FI_TCPUDP|FI_SHORT)

=
* Flags 1m0 'fw_ipflg' ifie1¥Souifivusvesled uas Tis Tanea

+ L& s 19anun floqiiuldun IP_FW _IF_*MSK (IP_FW_IF_TCPEST)

*/

fidefine IP FW_IF TCPOPT  0x00000001  /* tcp options */

#define [P FW_IF TCPFLG  0x00000002 /* tcp flags */

#define IP_FW_IF_TCPSEQ  0x00000004  /* §19LUDY top */

#define IP_FW_IF TCPACK  0x00000008 /* iuuLaY tcp acknowledgement */
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#define IP_FW_IF_ TCPWIN
#define IP_FW_IF_TCPEST
#define IP_FW_IF_TCPMSK

#define IP_FW_IF IPOPT
#define IP_FW_IF _IPLEN
#define IP FW_JF IPID
#define IP_FW_IF_IPTOS
#define IP_ FW_IF_IPTTL
#define IP_FW_IF_IPVER
#define IP_FW_IF_IPMSK
J*

0x00000010
0x00000020
0x00000020

0x00000100
0x00000200
0x00000400
0x00000800
0x00001000
0x00002000
0x00000000

* ANUNNIYVBITHANDUAGUNIS REJECT

/* YUIRAUDA tep window */
/* established TCP connection */

/% YNAVBA tep */

/* ip options */

/* ip length */

/* ip identification */
/* ip type of service */
/* ip time to live */

/* ip version */

/* AAYBY ip */

* ﬁwﬁﬁ'eunh 256 9A5901 ICMP unreachable codes.

*/

#define IP_ FW_REJECT RST
/*

* AWM U190 IP option

*/

#define IP_FW_IPOPT LSRR
#define IP_ FW_IPOPT_SSRR
#define IP_FW_IPOPT RR
#define IP_ FW_IPOPT TS

/*

0x0100 /* TCP packets: send RST */

0x01
0x02
0x04
0x08

° s a 4 ¢ o '
* ﬁ1"7Uﬂ1illﬁﬂﬂlﬂUUW05ﬂ laz ﬂ]iiquQSﬂlﬂuﬁnq

*/

#define FW_NONE
#define FW_EQUAL
#define FW_NEQUAL
#define FW_LESST




#define FW_GREATERT 4

#define FW_LESSTE 5

#define FW_GREATERTE 6

#define FW_OUTRANGE 7

#define FW_INRANGE 8

#define FW_MASK 9

=

* ANUNUI19v93 TCP option

*/

#define IP_FW_TCPOPT MSS 0x01
#define IP_ FW_TCPOPT_WINDOW  0x02

#define [P FW_TCPOPT_SACK 0x04
#define IP_FW_TCPOPT _TS 0x08
#define IP_FW_TCPOPT _CC 0x10

/*
* ANV NIYYBI TCP flags.
*/

#define IP_FW_TCPF_FIN TH_FIN
#define IP_FW_TCPF_SYN TH_SYN
#define IP_FW_TCPF_RST TH_RST
#define IP_FW_TCPF_PSH TH _PUSH
#define IP_FW_TCPF_ACK TH_ ACK
#define IP FW_TCPF_URG TH_URG
#ifdef KERNEL

#define I FW_PORT DYNT FLAG 0x10000
#define IP FW_PORT TEE FLAG  0x20000
#define IP_ FW_PORT DENY FLAG  0x40000
#endif /* KERNEL */
#endif /* TP FW _H*/
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IP Firewall IP Filter Internal Format

Prob dont_match_prob = 1-match_probility,

match_proability

allow , pass , permit | pass fw_flg |=IP_FW_F ACCEPT;

, accept

deny ,drop block fw_flg |=IP_FW_F DENY;

reject fw_flg [=1IP_FW_F_REJECT;

fw_reject code =ICMP_UNREACH_HOST;

unreach code

block return-icmp

return-code

fw flg|=IP_FW_F_REJECT;

fw_reject_code = code;

block return-icmp-

as-dest return-code

fw_flg|=IP_FW_F REJECT;
fw flg |=IP_FW_F_FAKEICMP;

fw_reject_code = code;

reset block return-reset fw flg |=IP_FW_F REJECT;
fw_reject_code =IP_FW_REJECT RST;
count count fw_flg |=IP_FW_F_COUNT;

check-state

fw flg|=IP_ FW_F CHECK_S;

divert port fw_flg |=IP_FW_F DIVERT;
fw_divert_port = port;
tee port fw_flg |=IP_ FW_F_TEE;

fw_divert_port= port;

fwd ipaddr[,port]

fw_flg |=IP FW_F FWD;
fw_fwd_ip = ipaddr[,port];

pipe pipe_nr

fw_flg |=IP_FW_F _PIPE;

fw_divert_port = pipe_nr;

queue queue_nr

fw_flg |=IP_FW_F_QUEUE;
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fw_divert_port = pipe_nr;

skipto number

skip number

fw_fig |=IP_FW_F_SKIPTO;

fw_skipto_rule = number;

auth

fw_flg|=IP_FW F_AUTH;

preauth

fw_flg |=IP_ FW_F PREAUTH FR;

call function-name

fw_flg |- IP_ FW_F_CALLNOW;

fw_func = function-name

Log

log [logamount

fw flg |=IP_FW_F_LOG;

number] fw_logamount = number;
body fw_flgj=IP_ FW_F LOG;
fw_flg |=FR_LOGBODY;
first fw_flg |=IP_FW_F_LOG;
fw_flg |=IP_ FW_F _LOGFIRST;
or-block fw flg|=IP_FW_F LOG;
fwflg |=IP FW_F LOGORBLOCK;
level loglevel fw_flg|=IP FW_F _LOG;
fw_loglevel = loglevel;
Protocol
proto tcp/udp fw_prot = proto;
udp | tep | icmp | fw_flg |= FW_TCPUDP ; (/113 tcp/udp)
proto
in-out
in fw_flg |=IP_FW_F_IN;
out fw_flg |=IP_FW_F_OUT;
src and dst
src src fw_src;
fw_smsk;
dst dst fw_dst;
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fw_dmsk;

ports

ports

fw_pts[IP_FW_MAX_PORTS];
fw_nports;

&5 port 19 fr_scmp ,fr_sport ,fr_stop
(F@msunesaduma)

dm50 port 19 fr_demp ,fr_dport ,fr_dtop

Fmiuwesatlatenig)
interface-spec on interface-name fw_in_if;
to interface-name fw_out_if;
options
quick quick = 1;
keep-state keep state fw_flg |=IP_FW_F KEEP §;
dyn_type = DYN_KEEP_STATE;
keep frags fw flg|=IP FW_F KEEP F;

limit {src-addr |

src-port | dst-addr |

fw_flg |=IP_ FW_F KEEP §;
dyn_type =DYN_LIMIT;

dst-port} N limit_mask;
(DYN_SRC_ADDR,DYN_SRC PORT,
DYN_DST ADDR,DYN_DST,PORT
conn_limit= N;

bridged fw_flg |=IP_FW_BRIDGED;

frag w_flg|=IP_FW_F FRAG;

ipoptions spec

u_char fw_ipopt;

u_char fw_ipnopt;

(IP_FW_IPOPT SSRR,IP_FW_IPOPT LSRR,
IP_FW_IPOPT RR,IP_FW_IPOPT TS)

tcpoptions spec

u_char fw_tcpopt;

u_char fw_tcpnopt;
(IP_FW_TCPOPT_MSS,IP_FW_TCPOPT_WINDOW
JP_FW_TCPOPT_SACK ,IP_FW_TCPOPT_TS,
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IP_ FW_TCPOPT CC)

established fw_ipflg |=IP_FW_IF_TCPEST;
setup fw_tcpf |=IP_FW_TCPF_SYN;
fw_tcpnf |= IP_FW_TCPF_ACK;
tepflags spec flags fw_tcpf;
fw_tcpnf;
(IP_FW_TCPF_SYN, IP_FW_TCPF_FIN,
IP FW_TCPF_ACK, IP_FW_TCPF_PSH,
IP_FW_TCPF_RST,IP_FW_TCPF_URG)
icmptypes types icmp-type fw_uar.fw_icmptypes;
fw_flg |=IP_ FW_F ICMPBIT;
uid user fw_flg |=IP FW_F UID;
fw_uid = user;
gid group group number fw flg|=IP FW_F GID;

fw_gid = group;

head number

fw_grhead = number;

dup-to interface-

name[*;”ipaddr]

fw flg |=IP FW_F DUP;

fw_dup_if;

fastroute fw flg |=IP_FW_F_FASTROUTE;
tos number fw_tos = number,

ttl number fw_ttl = number;

with option fw_fl |= oflags;

fw_optmsk |= opts;

fw_secmsk |= secmsk;

[ a x d
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ﬂg]‘i’l’m’l 1 AB.CD (1 option quick)

ﬂg]i’fﬂﬁ 2 ab.cd
Taofia b .c.diEluaunsnued AB.CD
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deuluf 2 nunuavlefivesng i 1 WumuBnvosnuisaslefivengion 2 ud
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ﬂgi’l‘ﬂﬁ 1 ab.cd (lad) option quick)
ngdio 2 AB.CD

Tavh a b c.d Wumnfnves ABCD
331 Wanduilflumsdinngst nazaagilagihienoldds nazaghvaudaiudl daneluii

Wantuldlumsasaoaendt Address] iuamunFnues Address2 n3olu
Input A0 IP address #2150 11 Netmask YBIAUSA (AL
IP address A271004 A1 Netmask Yoafafaed
Output f1® true svneda 1P dsniluanSnves P fafiaea
false wymnede  fausn liduain$nves P dafiaes
boolean IsMember (Addrl , Maskl , Addr2 , Mask2)
{
if (((Addr1&Mask1)&Mask2 ) == (Addr2&Mask2) )
return true;
else
return false;

} //end function



Wantu14lumsas29a0u91 Address1 1) Address2 iniloufiunie'ly
Input fi® IP address #2450 A1 Netmask U9AILTA LAY
IP address #7110 U Netmask Yoadafices
Output A9 true MU IP Fausnuas P Aafiaouridu
false s P Ausnuaz IP oy

boolean IsEqual (Addrl, Maskl, Addr2 , Mask2)

{
if (IsMember (Addrl , Mask1 , Addr2 , Mask2)
&& IsMember (Addr2 , Mask2 , Addrl , Maskl) )
return true;
else
return false;
}//end function

Wanduldlunsasienoy fields BuU8N91N address HAY action Mieufuvnie i
Input fio nues W5 1vaddausn uaznguosinsioad dides
Output iv true EMINE fields DAy
false A4 fields B Ty
boolean IsSameField (Rulel , Rule2)
{
if (( (Rulel.fw_flg |IP.FW_F_COMMAND)
(Rule2.fw_flg|IP FW F_COMMAND) ) == !IP FW_F_MASK){
iff
(Rulel.dont_match_prob == Rulel.dont_match_prob)
/* Action zone */
&& (Rulel.fw_divert_port == Rule2.fw_divert_port)
&& (Rulel.fw_skipto_Rule == Rule2.fw_skipto Rule)
&& (Rulel.fw_reject_code == Rule2.fw_reject_code)
&& (Rulel.fw_fwd ip == Rule2.fw_fwd_ip)
&& (Rulel.fw_pipe_nr == Rule2.fw_pipe nr)
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&& (Rulel.fw_logamount == Rule2.fw_logamount)

&& (Rulel.fw_loghighest == Rule2.fw_loghighest)

&& (Rulel.fw_prot == Rule2.fw_prot)

&& (Rulel.fw_uid == Rule2.fw_uid)

&& (Rulel.fw_gid == Rule2.fw_gid)

&& ((Rulel.dyn_type == Rule2.dyn_type)
&& (Rulel.conn_limit == Rule2.conn_limit)
&& (Rulel.limit_mask == Rule2.limit_mask) )

&& (Rulel.fw_in_if == Rule2.fw_in_if)

&& (Rulel.fw_out_if == Rule2.fw_out_if)

&& ((Rulel.fw_ipopt == Rule2.fw_ipopt) &&
(Rulel.fw_ipnopt == Rule2.fw_ipnopt) )

&& ( (Rulel.fw_tcpf == Rule2.fw_tcpf) &&
(Rulel.fw_tcpnf == Rule2.fw_tcpnf) )

&& ( (Rulel.fw_tcpopt == Rule2.fw_tcpopt) &&
(Rulel.fw_tcpnopt == Rule2.fw_tcpnopt) )

&& (Rulel.fw _ipflg == Rule2.fw_ipflg)

&& (Rulel.fw_mipflg == Rule2.fw_mipflg)

/* Additional for ipfilter */

&& (Rulel.fr_loglevel == Rule2.fr_loglevel)

&& (Rulel.fr_icmp == Rule2.fr_icmp)

&& (Rulel.fr_icmpm == Rule2.fr_icmpm)

&& (Rulel.fw_dup_if == Rule2.fw_dup_if)

&& (Rulel.fw_to_if == Rule2.fw_to_if)

&& (Rulel.fr_tos == Rule2.fr_tos)

&& (Rulel.fr_ttl == Rule2.fr_ttl)

&& (Rulel.fr_fl == Rule2.fr_fl)

&& (Rulel.fr_group == Rule2.fr_group)

&& (Rulel.fr_grhead == Rule2.fr_grhead)

&& (Rulel.fr_optmsk == Rule2.fr_optmsk)



&& (Rulel.fr_secmsk == Rule2.fr_secmsk) ){
if(Rulel.fw_prot == IPPROTO_ICMP){
if(Rulel.fw_uar.fw_icmptypes ==
Rule2.fw_uar.fw_icmptypes)
return true;
else
return false;
}//end if protocol is ICMP
else

return true;

else
return false;
}//end if flag is same
else
/* if flag is not same */
return false;

}//end function

Ml lumsszyingdeiildgnavesnty
Input fio ngves Ivsread
void reduce (Rule) {

Rule.valid = 0;

reduced = 1;

Wandu19lun 1911 Netmask 59599 Address] 1ag Address2
Input f19 IP address A2115N , IP address Anaoq , Netmask Y9314 address

A ¢ I s ¢ o A
Input AD ﬂg]ﬂlﬂﬂvlwi’l‘ﬂﬁﬂﬂ'llliﬂ uaxﬂi,]mm"lvh'zaaa AINTDY
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E4
Output f1© Netmask 113484 address a0 &1 1iaunsan1dnSe Addressl il Address2

111 address (Rv2fu 92AUAY Netmask 11U 255.255.255.255

Address summarized (Address1, Address, Netmask)
{
if{ (Address1 & Netmask) = = (Address2 & Netmask) )
/* If it same address return 255.255.255.255 */
return 255.255.255.255;
temp = ( (Address1 & Netmask) A (Address2 & Netmask) );
Newmask = ( (~temp) & Netmask);
/* Check new mask is mask */
if(is_mask(Newmask))
return Newmask;
else
/* If it not mask return 255.255.255.255 */
return 255.255.255.255;

}//end function summarized

Wan¥uldluntsangal subnetted rules Tavszasasaeusinninomy lofidun
Input e nguedlWaeadiausn unzngueslniaead dfiaos
void reduceSrcSubnetted (Rulel , Rule2)
{
/* Reduce by subnet */
if(Rulel.fw_smsk == Rule2.fw_smsk){
new_mask = summarized (Rulel.fw_src, Rule2.fw_src, Rulel.fw_smsk);
if{ (new_mask != “255.255.255.255)
&& IsEqual (Rulel.fw_dst, Rulel.fw_dmsk,Rule2.fv_dst,Rule2.fw_dmsk)
&& IsSamePort(Rulel, Rule2)&& IsSameAction(Rulel, Rule2)
&& IsSameField (Rulel, Rule2) ){

Rulel.fw_src = Rulel.fw_src & new_mask;
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Rulel.fw_smsk = new_mask;
reduce (Rule2);
}
else if{ (new_mask != “255.255.255.255")
&& IsEqual (Rule2.fw_dst, Rule2.fw_dmsk,Rulel.fw_dst,Rulel.fw_dmsk)
&& IsSamePort(Rule2, Rulel)&& IsSameAction(Rule2, Rulel)
&& IsSameField (Rule2, Rulel) ){
Rule2.fw_src = Rule2.fw_src & new_mask;
Rule2.fw_smsk = new_mask;

reduce (Rulel);

}
}/end function

Wan¥u 14 lumsangil subnetted rules Tavszasisapuonmnesay lofivaioms
Input e ngues srwadaausn uaznguedlnsiead daiides
void reduceDstSubnetted (Rulel , Rule2)
{
/* Reduce by subnet */
if(Rulel.fw_dmsk == Rule2.fw_dmsk){
new_mask = summarized (Rulel.fw_dst, Rule2.fw_dst, Rulel.fw_dmsk);
if{ (new_mask != “255.255.255.255”)
&& IsEqual (Rulel.fw_src, Rulel.fw_smsk,Rule2.fw_src,Rule2.fw_smsk)
&& IsSamePort(Rulel, Rule2)&& IsSameAction(Rulel, Rule2)
&& IsSameField (Rulel, Rule2) ){
Rulel.fw_dst = Rulel.fw_dst & new_mask;
Rulel.fw_dmsk = new_mask;
reduce (Rule2);

}
else if( (new_mask != “255.255.255.255”)



&& IsEqual (Rule2.fw_src, Rule2.fw_smsk,Rulel.fw_src,Rulel.fw_smsk)
&& IsSamePort(Rule2, Rulel)&& IsSameAction(Rule2, Rulel)
&& IsSameField (Rule2, Rulel) ){

Rule2.fw_dst=Rule2.fw_dst & new_mask;

Rule2.fw_dmsk = new_mask;

reduce (Rulel);

}
}//end function

Wantuldlums aag 1) subnetted rules
Input e ngues Ilsaeadiausn wazaguedlvsread daiiro
void reduceSubnettedRule (Rulel , Rule2)
{
reduced = 1;
while ( reduced !=0){
reduced = 0;
for(i = 0 ; i < Number of Rules; i++){
if(Rule[i].valid == 1){
for(j = i+1 ; j < Number of Rules; j++){

if(i !=j && Rule[i].valid = = 1 && Rule[j].valid ==

reduceSrcSubnetted(Rule[i],Rule[j]);

if(i != j && Rule[i].valid = = 1 && Rule[j].valid ==

reduceDstSubnetted (Rule[i],Rule[j])
}lend for j
}lend if rule[i] is valid
}/end for i
}/end while
}//end function
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WHansulFlumsangilnguuy unreachable rules Tavszasanaouvianmoray lofidunia
Input fie npueslsIeadmausn uazngvesWiaead dfidod
void reduceSrcUnreach (Rulel , Rule2)
{
if (IsMember(Rulel.fw_src, Rulel.fw_smsk, Rule2.fw_src,Rule2. fw_smsk)
&& IsEqual(Rulel.fw_dst, Rulel.fw_dmsk, Rule2.fw_dst, Rule2. fw_dmsk)
&& IsSameField (Rulel , Rule2) && IsPortMember (Rulel, Rule2) ){
if ( (Rulel.quick = = true)&&(!IsConflict(Rulel.action,Rule2.action) )
reduce (Rule2);
}
else if (IsMember(Rule2.fw_src, Rule2.fw_smsk, Rulel.fw_src,Rulel. fw_smsk)
&& IsEqual(Rule2.fw_dst, Rule2.fw_dmsk, Rulel.fw_dst, Rulel. fw_dmsk)
&& IsSameField (Rule2 , Rulel) && IsPortMember (Rule2, Rulel) ){
if ((Rulel.quick = = false)& &(!IsConflict(Rulel.action,Rule2.action) )
reduce (Rulel);
}
}/end function

Wandu 14 lumsanzalnguuy unreachable rules Tnsvzasanaouninnuvay lofitatenma
Input fie nQues IFreadiusn iaznguesinsaead dfires
void reduceDstUnreach (Rulel , Rule2)
{

if (IsMember(Rulel.fw_dst, Rulel.fw_dmsk, Rule2.fw_dst,Rule2. fw_dmsk)

&& IsEqual(Rulel.fw_src, Rulel.fw_smsk, Rule2.fw_src, Rule2. fw_smsk)

&& IsSameField (Rulel , Rule2) && IsPortMember (Rulel, Rule2) ){

if ( (Rulel.quick = = true)&&(IsConflict(Rulel.action,Rule2.action) )
reduce (Rule2);

}
else if (IsMember(Rule2.fw_dst, Rule2.fw_dmsk, Rulel.fw_dst,Rulel. fw_msk)

&& IsEqual(Rule2.fw_src, Rule2.fw_smsk, Rulel.fw_src, Rulel. fw_smsk)
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&& IsSameField (Rule2 , Rulel) && IsPortMember (Rule2, Rulel) }{
if ( (Rulel.quick = = false)&&(!IsConflict(Rulel.action,Rule2.action) )
reduce (Rulel);
}

}/fend function

Wanduldlumsangilnguun conflict ules Tavazasassauninanuiomy lofidunia
Input fie nguesIMreadiausn unzngueslnsaead dfiaos
void reduceSrcConflict (Rulel , Rule2)
{
if (IsMember(Rulel.fw_src, Rulel.fw_smsk, Rule2.fw_src,Rule2. fw_smsk)
&& IsEqual(Rulel.fw_dst, Rulel.fw_dmsk, Rule2.fw_dst, Rule2. fw_dmsk)
&& IsSameField (Rulel , Rule2) && IsPortMember (Rulel, Rule2) ){
if ((Rulel.quick = = true)&&(IsConflict(Rulel.action,Rule2.action) )
reduce (Rule2);
}
else if (IsMember(Rule2.fw_src, Rule2.fv_smsk, Rulel.fw_src,Rulel. fw_smsk)
&& IsEqual(Rule2.fw_dst, Rule2.fw_dmsk, Rulel.fw_dst, Rulel. fw_dmsk)
&& IsSameField (Rule2 , Rulel) && IsPortMember (Rule2, Rulel) ){
if ( (Rulel.quick = = false)&&(IsConflict(Rulel.action,Rule2.action) )
reduce (Rulel);
}
}//end function

Wantuldlunsangilnguun unreachable rules Tagazasavaeunianmomy lofitlaonia
& s I ¢ /o a

Input A NRuee ISeaddusn uazngueslniiead Arfiaes

void reduceDstConflict (Rulel , Rule2)

{
if ( IsMember(Rulel.fw_dst, Rulel.fw_dmsk, Rule2.fw_dst,Rule2. fw_dmsk)

&& IsEqual(Rulel.fw_src, Rulel.fw_smsk, Rule2.fw_src, Rule2. fw_smsk)
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&& IsSameField (Rulel , Rule2) && IsPortMember (Rulel, Rule2) ) {
if ( (Rulel.quick = = true)&&(IsConflict(Rulel.action,Rule2.action) )
reduce (Rule2);
}
else if (IsMember(Rule2.fw_dst, Rule2.fw_dmsk, Rulel.fw_dst,Rulel. fw_msk)
&& IsEqual(Rule2.fw_src, Rule2.fw_smsk, Rulel.fw_src, Rulel. fw_smsk)
&& IsSameField (Rule2 , Rulel) && IsPortMember (Rule2, Rulel) ){
if ( (Rulel.quick = = false)&&(IsConflict(Rulel.action,Rule2.action) )
reduce (Rulel);

}
}//end function

Wanvuldlumsaagilng Tasezlimsaugiidludnyus bubble
Input e ngvedIMsIeadiausn uazaguesliread dafidos
void reduceUnreachConflict ( Set of Firewall’s Rules R)
{
reduced = 1;
while (reduced != 0 ){
reduced = 0;
for(i = 0 ; i < Number of Rules; i++){
if(Rule[i].valid == 1){
for(j = i+1 ; j < Number of Rules; j++){
if(i != j && Rule[i].valid = = 1 && Rule[j].valid == 1){
reduceSrcUnreach(Rule[i],Rule[j]);
reduceSrcConflict(Rule[i],Rule[j]);
}
if(i 1= j && Rule[i].valid = = 1 && Rule[j].valid == 1){
reduceDstUnreach(Rule[i],Rule[j])
reduceDstConflict(Rule[i],Rule[j1);



}//end for j
}//end if rule[i] is valid
}//end for i
}//end while

}// end function

Wandumsiaundnvealdsunsy
int main(int arge, char *argv[])
{
FILE = open_file(file_name);
while(!End Of File(FILE)){
line = getline(FILE);
temp_rule = convert_rule_to_internal(line);
fw_rule =add to_array (temp_rule);
}
reduceSubnettedRule(fw_rule);
reduceUnreachConflict(fw_rule);

close(FILE);
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431  msaagUornngiiiu subnet
fredhail 1 Yoyavzilungiidiu subnet Audruu 8 nglavurazngerdl mask $1u7u 24 dia

o JddA A = 2 a o a
WNAANTNAD ﬂz&ﬂaﬂﬂngUQ 1 ﬂ!;]‘lf\w&’ll mask 914U 21 U

IP Firewall

Input | deny tcp from 203.154.0.0/24 to 203.154.12.2/23 keep-state
deny tcp from 203.154.1.0/24 to 203.154.12.2/23 keep-state
deny tcp from 203.154.2.0/24 to 203.154.12.2/23 keep-state
deny tcp from 203.154.3.0/24 to 203.154.12.2/16 keep-state
deny tcp from 203.154.4.0/24 to 203.154.12.2/23 keep-state
deny tcp from 203.154.5.0/24 to 203.154.12.2/23 keep-state
deny tcp from 203.154.6.0/24 to 203.154.12.2/23 keep-state
deny tcp from 203.154.7.0/24 t0 203.154.12.2/23 keep-state

output | deny tcp from 203.154.1.0/24 to 203.154.12.0/23 keep-state
is subneted rule.
deny tcp from 203.154.2.0/24 to 203.154.12.0/23 keep-state
is subneted rule.
deny tcp from 203.154.3.0/24 to 203.154.12.0/23 keep-state
is subneted rule.
deny tcp from 203.154.4.0/24 to 203.154.12.0/23 keep-state
is subneted rule.
deny tcp from 203.154.5.0/24 to 203.154.12.0/23 keep-state
is subneted rule.
deny tcp from 203.154.6.0/24 to 203.154.12.0/23 keep-state
is subneted rule.
deny tcp from 203.154.7.0/24 to 203.154.12.0/23 keep-state

is subneted rule.

deny tcp from 203.154.0.0/21 to 203.154.12.0/23 keep-state




IP Filter
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Input

block in proto tcp from 203.154.0.0/24 to 203.154.12.2/23
block in proto tcp from 203.154.1.0/24 to 203.154.12.2/23
block in proto tcp from 203.154.2.0/24 to 203.154.12.2/23
block in proto tcp from 203.154.3.0/24 to 203.154.12.2/23
block in proto tcp from 203.154.4.0/24 to 203.154.12.2/23
block in proto tcp from 203.154.5.0/24 to 203.154.12.2/23
block in proto tcp from 203.154.6.0/24 to 203.154.12.2/23
block in proto tcp from 203.154.7.0/24 to 203.154.12.2/23

output

block in proto tcp from 203.154.1.0/24 to 203.154.12.0/23
is subneted rule.
block in proto tcp from 203.154.2.0/24 to 203.154.12.0/23
is subneted rule.
block in proto tcp from 203.154.3.0/24 to 203.154.12.0/23
is subneted rule.
block in proto tcp from 203.154.4.0/24 to 203.154.12.0/23
is subneted rule.
block in proto tcp from 203.154.5.0/24 to 203.154.12.0/23
is subneted rule.
block in proto tcp from 203.154.6.0/24 to 203.154.12.0/23
is subneted rule.
block in proto tcp from 203.154.7.0/24 to 203.154.12.0/23

is subneted rule.

block in proto tcp from 203.154.0.0/21 to 203.154.12.0/23

v 1 a9 o o ' = o a & Y o
AIDYIIN 2 'Uﬂgmztﬂuﬂf,]mu’m 7 ng Tﬂﬂllﬂﬁgﬂaﬂxn mask 91UIU 24 VA FITAAWNUY

dret1af 1 udezfinsihingfilininuaylof 203.154.3.0124 von Hadwinfe srasonazll

14Tau591 subnet 1HMAD 3 subnet




IP Firewall
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Input

deny tcp from 203.154.0.0/24 to 203.154.12.2/23 keep-state
deny tcp from 203.154.1.0/24 to 203.154.12.2/23 keep-state
deny tcp from 203.154.2.0/24 to 203.154.12.2/23 keep-state
deny tcp from 203.154.4.0/24 to 203.154.12.2/23 keep-state
deny tcp from 203.154.5.0/24 to 203.154.12.2/23 keep-state
deny tcp from 203.154.6.0/24 to 203.154.12.2/23 keep-state
deny tcp from 203.154.7.0/24 to 203.154.12.2/23 keep-state

output

deny tcp from 203.154.1.0/24 to 203.154.12.0/23 keep-state
is subneted rule.
deny tcp from 203.154.5.0/24 to 203.154.12.0/23 keep-state
is subneted rule.
deny tcp from 203.154.6.0/24 to 203.154.12.0/23 keep-state
is subneted rule.
deny tcp from 203.154.7.0/24 to 203.154.12.0/23 keep-state

is subneted rule.

deny tcp from 203.154.0.0/23 to 203.154.12.0/23 keep-state
deny tcp from 203.154.2.0/24 to 203.154.12.0/23 keep-state
deny tcp from 203.154.4.0/22 to 203.154.12.0/23 keep-state

IP Filter

Input

block in proto tcp from 203.154.0.0/24 to 203.154.12.2/23
block in proto tcp from 203.154.1.0/24 to 203.154.12.2/23
block in proto tcp from 203.154.2.0/24 to 203.154.12.2/23
block in proto tcp from 203.154.4.0/24 to 203.154.12.2/23
block in proto tcp from 203.154.5.0/24 to 203.154.12.2/23
block in proto tcp from 203.154.6.0/24 to 203.154.12.2/23
block in proto tcp from 203.154.7.0/24 to 203.154.12.2/23

output

block in proto tcp from 203.154.1.0/24 to 203.154.12.0/23




71

is subneted rule.
block in proto tcp from 203.154.5.0/24 to 203.154.12.0/23
is subneted rule.
block in proto tcp from 203.154.6.0/24 to 203.154.12.0/23
is subneted rule.
block in proto tcp from 203.154.7.0/24 to 203.154.12.0/23

is subneted rule.

block in proto tcp from 203.154.0.0/23 to 203.154.12.0/23
block in proto tcp from 203.154.2.0/24 to 203.154.12.0/23

block in proto tcp from 203.154.4.0/22 to 203.154.12.0/23

432 msaagdenngilignnsallia

o 1 1 1 o

dotiadi 3 1flungues IP Firewall seiiudimuuaslofl uaznesavoangdof 4 sziilu
a { é ! z

mnFnvesngded 1 §angued IP Firewall 1fSouiaiioudnil option i quick Mvuasziiy
9 A& P> A 4 A’J [} 9 [y o 3

mafileuluii 1 uaziliansasaey action veuisrenlnaghiinnumeandesiu dniuse

] E 4
1dwadingdeis seidlung liausalida Ssaungdetiean’y

IP Firewall

Input | deny udp from 161.56.24.52/16 10-100 to 161.246.49.50/32
allow udp from any to any ipoptions ssrr
allow icmp from any to any icmptypes 3,9

deny udp from 161.56.24.52/24 30,40 to 161.246.49.50/32

output | deny udp from 161.56.24.0/24 30,40 to 161.246.49.50

is unreachabled rule.

deny udp from 161.56.0.0/16 10-100 to any

allow udp from any to any ipopt ssrr

allow icmp from any to any icmptype 3,9
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o 1 q' . o J I o Y o a
el 4 Hlungues IP Filter szmiuiminviavlofi uazneiavongdod 4 sxiduaingn
4 . . . ) .
voungdeil 3 Fangdefi 3 U option Hlu quick szifumsiifeulsii 1 uaziliensivaey

} 4 v []
action ¥0MIaRAs 1IN Iiinnuasandosfiu dufuse ldnadingded 4 snidhung lianse

E 4
11l Seaungdefioanyl

IP Filter

Input | pass in proto tcp from any to any

block in proto icmp from any to any

block in quick proto udp from 161.56.24.52/16 port> 5000 to any

block in proto udp from 161.56.24.52/24 port = 2000 to 161.246.49.50/32

output | block in proto udp from 161.56.24.0/24 to 161.246.49.50/32

is unreachabled rule.

pass in proto tcp from any to any

block in proto icmp from any to any

block in proto udp from 161.56.0.0/16 to any

dedai 5 Hlungues IP Filter vziiudmanuiay lefiveangdon 3 szifluandnvesng o
A :: E 4 3 . [ > ’ (] . .
4 Fangiaeroadedl lifl option Ml quick sedlumsidiBeulyh 2 waziiiens1980Y action
F4 3 [
yoaaealsingiilianuaeandeaiu duiuss ldnadingded 3 widlung liminsalyda

t 4
Ssaungdeiivonly

IP Filter

Input | pass in proto tcp from any to any

block in proto icmp from any to any

block in proto udp from 161.56.24.52/24 to 161.246.49.50/32
block in proto udp from 161.56.24.52/16 to any

output | block in proto udp from 161.56.24.0/24 to 161.246.49.50/32

is unreachabled rule.
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pass in proto tcp from any to any

block in proto icmp from any to any

block in proto udp from 161.56.0.0/16 to any

[y) v oA . g 1 ~ 9y a ¥
NIDEUIIN 6 Lﬂuﬂgvﬂq IP Filter ilzmu’n'nmmml"lﬂw&lmﬂg]ﬂmﬂ 3 QxlﬂUﬁﬁJ'l‘lfﬂ‘UﬂQﬂQﬂﬂV]

3 P o
4 Hang¥eh 3 1 option 111U quick FelilimsishAuieu’ladela Salimunsoanging 14

IP Filter

Input | pass in proto tcp from any to any

block in proto icmp from any to any

block in quick proto udp from 161.56.24.52/24 to 161.246.49.50/32
block in proto udp from 161.56.24.52/16 to any

output | ------=---—- Reduced rules ------------

pass in proto tcp from any to any

block in proto icmp from any to any

block in quick proto udp from 161.56.24.52/24 to 161.246.49.50/32
block in proto udp from 161.56.24.52/16 to any

43.3 nﬁaﬂgﬂmﬂng‘?’i%’ﬂuﬂqﬁ’u

dee1efi 7 Tungues IP Firewall sxmiudminumalefivengfoit 4 sxdiumninveangde
# 1 $3nguea IP Firewall wisuiailound option {1y quick Hanuavzifiunrsidrdenlsd 1
uaziiensraaou action  vestaaeatsingiiinutaudaiy dufussidnaiingdeis

daudatungded 1 Ssaungded 4 oon il

IP Firewall

Input | deny udp from 161.56.24.52/16 to 161.246.49.50/32
allow udp from any to any ipoptions ssrr
allow icmp from any to any icmptypes 3,9

deny udp from 161.56.24.52/24 to 161.246.49.50/32

output | deny udp from 161.56.24.0/24 to 161.246.49.50
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is conflict with rule

deny udp from 161.56.24.52/16 to 161.246.49.50/32

deny udp from 161.56.0.0/16 to any
allow udp from any to any ipopt sstr

allow icmp from any to any icmptype 3,9

(% i . ? { [~ S
ded1afl 8 1ungues IP Filter sziiiuimnoavlofivesngded 4 viilumndnveangden

) . A ; _ 2
3 Hangdod 3 1 option 1 quick szidlumsifrileulu® 1 uazilionsa9aou action YOI

Ed . [] [ 1)
apslsingNlanudaudaiu dniuee ldwadingdeh 4 dautadungden 3 Teaungded 4

pon 1

1P Filter

Input

pass in proto tcp from any to any

block in proto icmp from any to any

block in quick proto udp from 161.56.24.52/16 to any

block in proto udp from 161.56.24.52/24 to 161.246.49.50/32

output

block in proto udp from 161.56.24.0/24 to 161.246.49.50/32
is conflict with rule

block in quick proto udp from 161.56.24.52/16 to any

pass in proto tcp from any to any
block in proto icmp from any to any

block in proto udp from 161.56.0.0/16 to any

o < =] 1 { a {
dredaii 9 1lungues IP Filter sxtiuimmonylefivesngded 3 sziilumnsnveangdon

& > o 4 4 P 4
4 Gangnaaredoii Lifi option Adlu quick sxiflumsd@enluii 2 uazifions9eov action

3 1 A LY 3 o (Y n’: y ’ ¥ o o o ¥ =
‘lli)\l‘l’l»iﬁf)\i'ﬂi”Iﬂg’)”lllﬂ’l’]ll"llﬂllﬂﬂﬂu muu%z"lﬂwmmgmaw 3 ﬂlﬂllﬁﬂﬂﬂﬂg‘llﬂ‘ﬂ 4 NaUNg

ot 3 oon'l1)
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IP Filter

Input | pass in proto tcp from any to any

block in proto icmp from any to any

block in proto udp from 161.56.24.52/24 to 161.246.49.50/32
block in proto udp from 161.56.24.52/16 to any

output | block in proto udp from 161.56.24.0/24 to 161.246.49.50/32
is conflict with rule

block in proto udp from 161.56.24.52/16 to any

pass in proto tcp from any to any

block in proto icmp from any to any

block in proto udp from 161.56.0.0/16 to any

D.

freeafl 10 (Hungued IP Filter wmudmunoiay lefiveangded 3 sziflumndnvesng o

4 ' 4 o
4 Fangded 3 T option 11 quick e liTimsidrduteuludela Saliaunsoanging 14

IP Filter

Input | pass in proto tcp from any to any

block in proto icmp from any to any

block in quick proto udp from 161.56.24.52/24 to 161.246.49.50/32
block in proto udp from 161.56.24.52/16 to any

output | -----—------ Reduced rules ------------
pass in proto tcp from any to any
block in proto icmp from any to any

block in quick proto udp from 161.56.24.52/24 to 161.246.49.50/32

block in proto udp from 161.56.24.52/16 to any
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$ tar xvfz ipfw_analysis.tar.gz
¥ [
2) wimiuddn luladamesvesd llsunsufiswimsuaneenmn dredusu
$ cd ipfw_analysis
3) yhimsnou laTdsunsudaumids make
$ make
4) lfeunseSenldmdennduonislad s TaslmudwmishoguesTusunsy
Bluduls SPATH

5) annsalFaulsunsyldTaeldfda ipfw analysis

4 ) v o e ° 4 I'd 1
TsunsupFosiiodmiviinzd uazaaduaunguesInsieas szeglugiluuy

o v & a [ % ‘1”
189 ‘BQHE]JLL’U‘U?NH

$ ipfw_analysis [-nf] [-o output-file] input-file

< (5" P v o Y
[-n] mneda hideslimsuaainadnioonnianiiine
] 3
[-f] mwda agiiiiu input Hlungues IP Filter §111ilin1552Y option flvznunsieh
4 <
gt input 1N ¥es IP Firewall

PO { i o
[-o output-file] 1HumsszyiaRungiinmsangludiadlundludoyaidmua
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A A o

oNAIDENUBUAITG “ § ipfw_analysis ipfw ” vzidumsdali Tsunsunoailodmsy

[
A A '

a I'd ° L4 4 5 k) N
AR5 uazaasmaungues Isreadangingues IP Firewall Tundudoyaniizodn “ipfw”
v o Y] &£ ' ' A ' ' 9
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£ Shell - Konsole i
Session Edit View Settings Help - . s =
# ./ipfw_analysis ipfw |
deny tcp from 203.154.1.0/24 to 203.154.12.0/24

is subnetted rule.

deny udp from 161.56.24.0/24 to 161.246.49.50
is unreachable rule.

allow icmp from any to any icmptype 3,9
is unreachable rule.

allow udp from 161.56.24.0/24 3-250 to 203.154.0.0/24 30-40
is conflict with rule
deny udp from 161.56.0.0/16 1-300 to any 20-50

———————————— Reduced rules —-----—-—--—-—-

deny tcp from 203.154.0.0/23 to 203.154.12.0/24

deny udp from 161.56.0.0/16 to 161.246.49.50

allow tcp from any to any

allow icmp from any to any icmptype 3,9

deny udp from 161.56.0.0/16 1-300 to any 20-50

deny tcp from 203.154.0.0/16 8-200 to 203.154.0.0/24 8-203
allow udp from 161.56.24.0/24 31,32 to 203.154.0.0/24 10
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