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ABSTRACT

Router, one of device that can be used to control the network, uses Access Control List
(ACL) to determine and control incoming and outgoing packet of the traffic on its interface. The
system administrator defines this ACL according to the system security policy. This project
studies concept and methodology of security policy, working mechanism and configuration of
packet filtering on the router. This project covers design and development of a Security Policy
Testing System that can generate, capture network traffic pattern, monitor and analyze the result
against security policy to test the functionality and efficiency of security policy for network
control device. Tester can manage and control this testing system from central management
console via command line. Designed Security Policy Testing System consists of 5 parts; security
policy and traffic management, traffic capturing, syslog management, analyzer and report
generator, and system management. Development covers the first part for security policy and
traffic management which are developed in C and compiled using GCC on Linux platform.
System Administrator can manage Security Policy Testing System primary from command line.

Security policy translation is working based on the concept of compilation. Security
policy in implementation level or in ACL format will be compiled to medium security policy
format in SNORT format. This medium SNORT format will be used to generate traffic pattern. To
generating packet from traffic pattern, sender program needs to access network using low level
API to construct packet structure according to the the traffic pattern and send the packet out to the

network control device. Functional verification of the program is done on module and

III



integrated test with router in test environment. The result confirms the correctness of the
algorithm. Output packets are matched to the defined traffic pattern.

Conclusion for design, development and testing is that the programs delivered from this
project can be used to test the network control device as stated in the objective. Continue

development can be done according to the design.
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1.6.1 1A399ABUNAADS FINTUAIVAVIINAIUADI A319AITZNU LAZIIBIUNA
wea 9 o o
1.6.1.1 UANUAATUITALIT (Hardware)
CPU : Intel Pentium III Mobile Processor 700MHz
RAM : SDRAM PC133 128MB
Harddisk :  IDE 10GB UDMA4
NIC : 3COM 10/100 Mbps
1.6.1.2 320V1U§1IANS (Operating System)

Linux Redhat 7.2 kernel vesion 2.4.7-10
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1.62.1 aauiAcILa15AIT (Hardware)
CPU : Intel Pentium IIT Mobile Processor 600MHz
RAM : SDRAM PC133 128MB
Harddisk : IDE 15GB UDMA4
NIC : 3COM 10/100 Mbps
1.6.2.2 sz‘uuﬂﬁﬁﬁms (Operating System)
Linux Redhat 7.2 kernel vesion 2.4.7-10
1.6.3 Lﬂéﬂﬂﬂ@l’ﬁ')tﬂBgﬁ'lﬂgﬂC‘liQ%ﬁﬂﬂiﬂillﬂiullazuv‘lﬂlﬂﬁ
1.6.3.1 guuaudAnuaiawls (Hardware)
CPU : Intel Pentium III Processor 700MHz
RAM : SDRAM PC133 512MB
Harddisk : IDE 15GB UDMAA4, 2 x 30GB UDMAS5
NIC: Intel Pro/100+
1.6.3.2 5:nuﬂ§ﬁ§mi (Operating System)
Windows NT 4.0 SP4 server L16i¥ Linux Redhat 7.2 kernel vesion 2.4.7-10
164 szUUR30UwToYD (Network)
1.6.4.1 Router: Cisco 2612, 2 Ethernet interfaces, 1 Tokenring interface 32MB
RAM, 16MB Flash 10S 12.1(1)T IP Plus
1.6.4.2 Switch: Cisco Catalyst 1924EN, 24 x 10BaseTX, 2 x 100BaseTX
165 wiesilonlFlumsian
e GNU C (GCC) for Linux version 2.96
s libpcap version 0.4
166 TsunsuduSeplfhunlfsznoumsianuazntsiou
e NAI LAN Sniffer Pro 4.5.04
e Netscape Navigator version 4.7 for Windows and Linux

* Microsoft Internet Explorer version 5.5/6.0 for Windows



1.7 swazeanusuaazun
o LY d’l o Ql dy =t 1 dy Q
dvsuilsmussenaisdszneumnanszuudalionuntl seiinsuaileringn
ooniilu 5 wate Tasisuan
a =] o 9 0 9/ A A a
Und 2 sznaTdusuees ludresmstiinldlumsaiuguinieuis waznqugnine)
o o d o ot Q'I
d03 ndnNsveIRNYaBAfy AUNLIVBATUNDS NITHINTUVDUTUNBS IUNITNAUNTDA
v ¥
unawnafedsaiuu Toueanulasanoluszuuaseviwesals sHunadsmsimuaua
» ¥
NATOUNITNAUNTOURANAVUIS UADS SINNIITMSUSHITUALIANS ACL
~ U a r's ]
unii 3 nandansinsgdesnuuunnilymuasanudoms swldduilsznovves
a o 9 Y - -
szuufivziann mseenuuy Inssadauazgdunudeyamsauman nafouluszouy iy
uaz Ts TanealunsAnnesgninedaumeng vesszuy  mstiiaueuazmsaaaonudly (user
interface)
! o bt far Ay v 9 -
Tudiuvesuny 4 szdludunoumsnanssuuuaui lasonuuy Bluunn 3 ms
A o ] @ 9 9 a o
naoy uazdimsiinuvesTusunsy dauidegaie unit 5 sudumsagUramswann
oot o o o Y] ] 4
szuue Usz Tewin 185y guassalumsiann uuanmemsilifldwiewandeiios uazde

rruouuzmaduilse Tonilunsyiuse 1y



a
Unn 2

ﬂ’J'm‘iJilBﬂﬁﬂﬂlﬂ\ilﬂ%lﬂ‘lhﬂ

2.1 103U

DEPENDABILITY(qu
ality of service)

2y @ @ i £ (Y
MNN 2.1 ﬂ'T]ﬂJﬁllwuﬁ531’7'31\1?]')']11‘1’3'31\3‘1%Llﬂzﬂ')’]n‘].'aﬂﬂflﬂ

v v
Arudanany (Security) Huind1uAeIde908191ndFanua1u 132191014
4 a H Y,
(Dependability) Y9933 U1  Had1W3509 IAvInganmyesusmsnszuuiuly Tavdsznenlyl
awiledy 4 dszmsaingilii 2.1 fe
q’: o d o ~
2.1.1 ANNNIOU (dvailability) aNuNouveszuTuiTen Taodandu A(t) Nueada
~ o % v daA d J ol
anuannsavesszuvieiauld o net pamnfedurlesivusnssuy
] 14
aunselfiRonldammbhin - msggloanunieoniudniziSoniufannuun
wioalumsliusms (denial of service)

212 ANUYEND (Reliability) R(t) A NUAs 0996190 UANUNIBY uan1uEene
o & o sea g dg 1 2 A o -
duanuansefssuueslfidnihilursamin i, 1 dessuushaui

q d Qs L} Y -~ | 3

natt, Anuyedeszilumsiannuasifiesvssuinisnasarianaiy

o o y a wa 4 o

2.13 mwaends (Safety) S(t) uanumnsovesszuvnzlfianuiaiseily
[} 3 A = ~ a dy d' ‘et .

p019gndne  wiofannuHana ety laoh lulinnumieuza1un (fil-safe

. wdyd o o "oa A |aw o do A e

operation) ANNavARullnNUdAYRNTReTEUURNYfFuRuT A uTT DUDUNT

Tomaianan nielunenwndnduind lildauquanudanaiauds mouziifa

} 4
yuhanudonvesalvuavans



10
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2.1.4 ANuaeasy (Security) WaAFU Sec(t) wanadennuueaszuunzndles objects
'3 o 1 { o & . ¥
TaosilafeannuysaunmiazaNUNUAIAEATRIANRMUA [t, t] %9 objects 1l
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v
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|

I Threats i |Mechanisms!

Confidentially Hardware Attacks Prevention
Integrity - Physical Exposures Detection
- Emanation Recovery
Information
- Computer

- Communication
Administration
- Personnel

- Operation

! @ o o
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2.3 Wmnsanuilaeass
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Router
AEI1
=
Host B
High Security General
(controlled) Network Network

MW 2.4 7319 Traffic Filter tNamsnauaumavs19snud1 1 luniode

2.5.2 HANMIVOININKUA ACL
4 o @ o w a { o ° v a
151793 92NINIATIVFOUINAINANY ACL awdey uaznamantmvua 1idmsudu
o [ ] n’»’ Y ) [ d. ] 9
wosla v lisTaneao1usy 1P Wuaunsaszy lAaes ACL dmsuuwamnaniudn
a [ 3 1 Q’I’ o w
(inbound) tazoen lnndumasIaIY (outbound) lavuaaz ACL HuvzavslivusauRINY
o v a 4 4 & J
PBumsimualinudumesmandosms suwnuaviisglduendszinnuaz T1s Taneadae
v
A3V 1P Muaziioydedraane 1-99 N1 1300-1999 1Az 100-199 A1 2000-2999 dIMTUMUY
& g Aa < s Y a o
Extended #a1ilu ACL w04 IP uuviiimsszytaneiaveslilslnneanis ngisznoumuiiy
v ' E4
ACL Wuzinumudwy mamung lnaidh livzaemeoaue aaiudineanmsuninizdorh
¥ ¥ v
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Tslanea YRUMNBAYTINFD ACL
IP 1 to 99 and 1300 to 1999
Extended IP 100 to 199 and 2000 to 2699
Ethernet type code 200 to 299
Ethernet address 700 to 799
Transparent bridging (protocol type) 200 to 299
Transparent bridging (vendor code) 700 to 799

Extended transparent bridging

1100 to 1199

DECnet and extended DECnet 300 to 399
XNS 400 to 499
Extended XNS 500 to 599
AppleTalk 600 to 699
Source-route bridging (protocol type) 200 to 299
Source-route bridging (vendor code) 700 to 799
IPX 800 to 899
‘| Extended IPX 900 to 999
IPX SAP 1000 to 1099
Standard VINES 1to 100
Extended VINES 101 to 200
Simple VINES 201 to 300

253 jUuuuvesnsiivua ACL

access-list access-list-number {deny | permit} protocol source source-

wildcard destination destination-wildcard [precedence precedence]

tos] [established] [log]

[tos

7 'y v ]
wuwililu ACL uny Extended muidou'ly Taslddda log e 1#imsiiufinmanisal

3 [y

[} 14
nheeany AcLiiu3de
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access-list access-list-number {deny | permit} protocol any any

F4 v p g T
wwiily any eszydumaunzlmomaiiulaled1d Iununnunune wildcard #

1311 0.0.0.0 255.255.255.255

access-list access-list-number {deny | permit} protocol host source

host destination

4 8 v o A a - o . ~
suylszydadunauazdmemeanidumioslang Uanunuemileusy wildcard #
1111 0.0.0.0
2.5.4 TuABHMIMHUA ACL
o BOAUUBIAZAIY ACL suulsearutaeadvuesszuuiioglunisiasan
o ' % o VY aa s ' v o w ¥
o 11 ACL gtsunes awisaih lanaigdtie mstleurmussiamds msld TFTp

o - o 4* q’/, 9 ar o oo 9
e UTACL ‘nmﬁuﬂ‘uuuu"hl‘l%ﬂuaumasMﬁmmmmasmmms
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U
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[~ v xél ar
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4 ]
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v ]
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A A 8 ¥ Y ¥ 2
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fiu cIM auTumai 1915 Object Oriented/UML
v o o 3 Y] ]
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Mruaulov1on1e IP Sec oy ISAKMP (Internet Security Association and Key Management

& 9 ¢ AN ] a A Y [ .
Protocol) #4145 uginsaiinsetieninuidesiumsnsosunning (packet filtering)
2.6.1 VOMHUAVRINIH
1 4 »
Tu sPSL 1w wlswegnilomudismsyniuiu (bind) seninausaveatonlvlumsms
] [] T L d ]
Andododisuazirrveamsnsziauanulasaseinevausdedonlviiy  watou'lunis
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o sudumsnssininedestumsnseumang Wumsseiu s iemsdede
(tunneling) 11)é4 network entity auae
d -3 o L4 o Qv {
o omwmdumsdmuadeuusihdiuanulasase dwmsvdnflesmsuani/dou 1Isaxmp
< o 1 [ @ 1
o 91992iuNSMNUA IPSec tunnel HIOMIFBINAIT T UTIRBUNANA
2.6.2 Iassairaveanmn
A o & o .
SPSL 19uuifauuy object Tasmstivmisaves class Faaunsatirly 13 instance
o 4 ° [ ] [~ u’/’ 2 o
1Ty object tolFlumssmuaulous usetnglsiniu SPSL wwdesuawldinmsaiie class
v .
1 o . J . Y 1
Tl Tammu Taonseivesniu object-oriented TaiiAag object 11 SPSL Hussiinunmizildiuen
Y a A . aa v . = ] o
HYZUAZD1999D9910 attribute LINNI58AI key attribute 1AM SPSL Un15titiaclass ool 4
P- 1
nuAfe
L4 ]
2.6.2.1 Primitive Data Usznov ludredoyanugiunldlumsimuauTovosy
object-name, ipv4-address 50 date Hudn
14 P A Y
2.6.2.2 Management Agents dszasy lMsmsaumanine oty management
- s A /. :
entity ¥ ©¥94 class A® maintainer (mntner) LAY certificate (cert)
2.6.2.3 Network Entities \Wuaulsenoumaunievienneitestuuloms 1dun class
Ag 9 1Y node, node-set, gateway, gateway-set, polserver L0 domain
6 2 o y, 4
2.6.2.4 Policies Ysznov 1UdrouToveidmua’l’ Feliaes class luaouiife class 0
fmuaulowedmivng lumsnsesunamnaas class Amivu loivues
IPSec NNTHUA selector LAY action
sUnvvvesnw ludmdildsimuauTouolu policy class MiwlFlumssimua
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policy: dst * | any | list of [not]
| list of [not]
[port * | opaque | any | list of [not] |
list of [not] [dynamic []]]
[src * | any | list of [not] | list of [not]
[port * | opaque | any | list of [not]
| list of [not] [dynamic []]]]
[xport-proto * | opaque | any | list of [not]
| list of [not] ]
[direction inbound | outbound [, symmetric]]
permit [, forward ] | deny [, forward ]

| forward

e,il o b4 z 9 ]

nalumsdmusdunmaazdaemaiulémsssynmneny 1P Taouaagnuoauiiy
[ e o . = 1 <
#2991 190 1dagage (inclusive) 300199z szyduiiunusaylalanldlaon1s 14 any

A adq y A vy 1q o . ' o
n3o * unu lunstinld not ilevenides lulsmineiaunsgy (exclusive) @34 port Wz
o & Widuy Yoo g o P o )
dmuansolin1d dliszynegnuetanawesa dau xport-proto HusznuwDIsTINNYBS
Tus Tanoanldlums@oans (transportation protocol) mudinualilulyls Tanea 1P ethaeuy
[ =3 [} o3 o a

duilu Tep Aldmmeay 6 Wudu duganoszilumsimuaiamareiniseses wazms

¥ y
ﬂi%ﬁTﬁﬂuWﬂlﬂﬁﬁ’uGI']NWINL?B“VL‘U’J"I%Z?Nﬁ’f)ﬂ?’t‘)blu

2.6.3 BENIVDIMIHIY object Inen13ly SPSL

3181 node object

node: SG-FOO-FIREWALL:COTTON
name: cotton.foo.com
ifaddr: 172.16.5.196

A58 policy object HUVUB

policy-name: foo

association: sg-bar

policy: dst 172.16.0.0-172.16.255.255
src 192.168.100.0-192.168.100.255
xport-proto 6 permit

policy: dst 172.16.0.0-172.16.255.255 deny
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2.7 mnilslumsadamsesas
Hq 9 L) [ L4
sduvyvewuumsenesnlgluszuunageunlousanulasassdmivginsel
4 ¥ [] 1
augunsetiiiss 195uuuilFluTysunsu 1Ds $o SNORT Wuszuvuitldasanaeumsgn
1 & a '
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int sendto(int sockfd, const void *msg, int len, unsigned int flags,
const struct sockaddr *to, int tolen);
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close(ssock) ;
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access—-list 101 permit icmp any any echo

access-list 101 permit icmp any any echo-reply

access-list 101 permit icmp any any traceroute

access-list 101 deny udp any eq 2000 any log

access-list 101 deny tcp any eq 2000 any log

access-list 101 deny tcp any any range 5000 5004 log

access-list 101 permit tcp host 1.10.10.10 eqg telnet 172.29.46.0 0.0.1.255
access-list 101 permit tcp host 1.10.10.10 eq ftp 172.29.46.0 0.0.1.255
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davgnvesuloviwanuilasanslugluuy SNORT Mudasuiein ACL

pass icmp any any -> any 8

pass icmp any any -> any 0

pass icmp any any => any 11

log udp any 2000 -> any any

log tcp any 2000 -> any any

log tcp any any -> any 5000:5004
pass tcp 1.10.10.10/32 23 -> 172.29.46.0/23 any
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struct sockaddr_in {
short sin_family; /* AF_INET */
u_short sin_port; /* port number */
struct in addr sin_addr; /* see struct below */
char sin_zero(8]; /* not used */
}
struct in_addr {
union {
struct { u_char s_bl,s_b2,s b3,s_b4; }
S_un_b;
struct { u_short s_wl,s w2; } S un w;
u_long S_addr;
} S_un;
#define s_addr S un.S_addr /* can be used for most tcp & ip code */
}
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# Security Policy Testing System
# by Chinnawat Tivitmahaisoon
# Generic Makefile

# Linux / *BSD* / Others
CC = gcc

CFLAGS = -Wall -03

CLIBS =

# Solaris (IRIX / AIX / HPUX ?)

#CC = gcc
#CFLAGS = -Wall -03
#CLIBS = -1lnsl -lsocket

# Win32 (cygwin)

#CC = gcc

#CFLAGS = -Wall -DWINDOZE -0O2
#CLIBS =

SENDER_OBJ = ./ip.o ../netlib.o ../genlib.o sender.o
all: sender.o
clean:
@echo removing junk...
@rm -f sender *.exe *.o *~ *.,out
sender:

$ {SENDER_OBJ}
${CC} ${CFLAGS} ${CLIBS} ${SENDER_OBJ} -o sender

uvludayad 4.1 makefile d 1351 T1sun5Y sender

442 M3AAR31avs13 libpeap
= :fd e o & o LY E% o o
1a1513 libpeap (Packet Capture) Hitlu lausishsrusamdedmsuldauilanduves
) Q o ’g L oS ey o ar s
dauanivunainalas liduduszvudguanis Tavaduayugduuuvesnisandy
UWAINAUDTIAIY 13U BPF (BSD Packet Filter) $113U52U11/1AN15 UNIX BSD, DLPI (Data
Link Provider Interface) ﬁﬁwmagjmu“lﬁ' Solaris 2.X, NIT 494 SunOS ting SOCK_PACKET
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&350 Linux §1w51 libpeap Hausaarai Inaalden
ftp.de.lbl.gov/libpcap.tar.z
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include "netlib.h"
#include "genlib.h"

int debug=1;

int main(int argc, char *argv(])
{
int len, iProto;
FILE *fp;
char linebuff[255], szSrc[20], szDst[20}, szPro([8], szSrcport[8],
szDstport[8];
unsigned long srcaddr, dstaddr;
unsigned int uiSrcport, uiDstport;

fp = fopen("test.rules", "rt");
if (fp) |
while ((len=filegetline(fp, linebuff, 254))>0) {
if (len>1) {
sscanf (linebuff, "$s %5 %s %s %s",szPro,szSrc¢,szSrcport,
szDst, szDstport):;
srcaddr = (unsigned long)inet_addr(szSrc);
dstaddr = (unsigned long)inet_addr (szDst);
uiSrcport = atoi(szSrcport);
uiDstport = atoi(szDstport);

iProto = str2proto(szPro);
rawtransmit (sxcaddr ,uiSrcport,dstaddr,uiDstport,
iProto, *hello",5) ;

}

}
fclose (fp):;
return 0;

4 @ o o & o .
urlndeyai 4.2 Tusunsuduntiy sender.c Amsumaaoularidu rawtransit()

tep 1.1.1.1 1024 1.1.1.2 1024
| udp 10.10.10.10 2048 10.10.10.11 2048
icmp 100.100.100.100 0 100.100.100.101 O

y = g
urlaudioyat 4.3 test.rules 1HuzULLLMS 95195 TUMINATDY
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0000:
0010:

44

———————————————————— Frame 6 — - = = = = = = = = = = = = - - - -
Frame Status Source Address Dest. Address Size Rel. Time Delta Time
6 [1.1.1.1] [1.1.1.2] 60 0:00:00.486 0.035.657
————— DLC Header -----
DLC:
DLC Frame 6 arrived at 02:18:38.2980; frame size is 60 (003C hex) bytes.
DLC: Destination = Station Intel EAlA3D
DLC Source = Station 0004764492D4
DLC: Ethertype = 0800 (IP)
DLC:
————— IP Header -----
IP:
IP: Version = 4, header length = 20 bytes
IP: Type of service = 00
Ip: 000. = routine
IP: .0 .. = normal delay
IP: 0... = normal throughput
IP: .0.. = normal reliability
IP: .0. = ECT bit - transport protocol will ignore the CE bit
IP: ... ...0 = CE bit - no congestion
IP: Total length = 45 bytes
IP: Identification = 65531
IP: Flags = 0X
IP: .0.. .... = may fragment
IP: ..0. .... = last fragment
IP: Fragment offset = 0 bytes
IP: Time to live = 230 seconds/hops
IP: Protocol = 6 (TCP)
IP: Header checksum = DOCA (correct)
IP: Source address = [1.1.1.1]
IP: Destination address = [1.1.1.2]
IP: No options
ip:
————— TCP header -----
TCP
TCP: Source port = 1024
TCP: Destination port = 1024
TCP: Initial sequence number = 3714867
TCP: Next expected Seq number= 3714873
TCP: Acknowledgment number =0
TCP: Data offset = 20 bytes
TCP: Flags = 12
TCP: ..0. . = (No urgent pointer)
TCP: .1 .... = Acknowledgment
TCP: 0... = (No push)
TCP: .0.. = (No reset)
TCP: .1. = SYN
TCP .0 = (No FIN)
TCP: Window =0
TCP: Checksum = BO8B (correct)
TCP: No TCP options
TCP: [5 Bytes of data]
TCP:
HEX ASCII
00 a0 c9 ea la 3d 00 04 76 44 92 d4 08 00 45 00 | ..... =..vD....E
00 2d £f fb 00 00 €6 06 dO ca 01 01 01 01 01 O1 | ~...ouuviinnun.
01 02 04 00 04 00 00 38 af 33 00 00 00 00 50 12 | ....... 8.3....P.

0020:



0030: 00 00 b0 8b 00 00 68 65 6¢c 6¢c 6f 00 | hello.
———————————————————— Frame 7 - - = — = = = = = = = = = =~ - - ~ -
Frame Status Source Address Dest. Address Size Rel. Time Delta Time
7 [10.10.10.10] [10.10.10.11} 60 0:00:00.487 0.000.491
DLC: -—---- DLC Header -----
DLC:
DLC: Frame 7 arrived at 02:18:38.2984; frame size is 60 (003C hex) bytes.
DLC: Destination = Station Intel EAI1A3D
DLC: Source = Station 0004764492D4
DLC: Ethertype = 0800 (IP)
DLC:
Ip: ----- IP Header -----
IP:
IP: Version = 4, header length = 20 bytes
IP: Type of service = 00
IP: 000. .... = routine
IP: .0 .... = normal delay
Ip: 0... = normal throughput
IpP: .0.. = normal reliability
IP: .. ..0. = ECT bit -~ transport protocol will ignore the CE bit
IP: .e.. ...0 = CE bit - no congestion
IP: Total length = 33 bytes
IP: Identification = 23559
IP: Flags = 0X
Ip: .0.. .... = may fragment
IP: ..0. .... = last fragment
IP: Fragment offset = 0 bytes
IP: Time to live = 219 seconds/hops
IP: Protocol = 17 (UDP)
IP: Header checksum = 5B9C (correct)
IP: Source address = [10.10.10.10]
IP: Destination address = [10.10.10.11]
IP: No options
Ip:
UDP: ----- UDP Header -----
uDP
UDP: Source port = 2048
UDP: Destination port = 2048
UDP: Length = 13
UDP: Checksum = 83D9 (correct)
UDP: [5 byte(s) of datal
UDP:
ADDR HEX ASCII
0000: 00 a0 c9 ea 1a 3d 00 04 76 44 92 d4 08 00 45 00 | ..... =,.vD....E.
0010: 00 21 Sc 07 00 00 db 11 5b 9c Oa Oa Oa 0a 0a 0a | .!\..... | G
0020: Oa Ob 08 00 08 00 00 0d 83 d9 68 65 6¢c 6¢c 6f£ 00 | .......... hello.
0030: 006 00 00 00 00 00 00 00 0O 00 00 00 | e
———————————————————— Frame 8 - = = = = = = = = ~ = = « =« - - -~ -
Frame Status Source Address Dest. Address Size Rel. Time Delta Time
8 [100.100.100.100] [100.100.100.101] 60 0:00:00.487 0.000.007
DLC: --——-- DLC Header -----
DLC:
DLC: Frame 8 arrived at 02:18:38.2985; frame size is 60 (003C hex) bytes.
DLC: Destination = Station Intel EAlA3D
DLC: Source = Station 0004764492D4

45



ICMP:

ADDR

0000:
0010:
0020:
0030:

DLC: Ethertype = 0800 (IP)
DLC:

--- IP Header -----

Ip:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. = normal reliability

Ip: .+«.. ..0. = ECT bit - transport protocol will ignore the CE bit
IP: +e+. ...0 = CE bit — no congestion
IP: Total length = 33 bytes

IP: Identification = 4083

IP: Flags = 0X

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to live = 216 seconds/hops

IP: Protocol = 1 (ICMP)

IP: Header checksum 4157 (correct)
IP: Source address = [100.100.100.100]
IP: Destination address = [100.100.100.101]

IP: No options

Ip:

————— ICMP header -----
ICMP

ICMP: Type = 0 (Echo reply)

ICMP: Code = 0
ICMP: Checksum = 54EC (correct)

ICMP: Identifier = 0

ICMP: Sequence number = 54738
ICMP: [5 bytes of data]

ICMP

ICMP: [Normal end of "ICMP header”.]

ICMP

HEX ASCIT

00 a0 c9 ea la 3d 00 04 76 44 92 d4 08 00 45 00 | ..... =..vD....E.
00 21 Of £3 00 00 d8 01 41 57 64 64 64 64 64 64 | .!...... AWdddddd
64 65 00 00 54 ec 00 00 d5 d2 68 65 6¢c 6¢c 6f 00 | de..T..... hello.

00 00 00 00 00 00 00 00 00 00 00 00 ] .iieinnnnnnn

46
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~ || Ethemet 10Mbps H Ethernet 10Mbps
3 172.1.191.254 T 160.1.1.254
Generator Agent ! Network Device Packet Capturer
1 172.1.191.3/24 i Under Test (D.U.T)
: ! Cisco 2612 router 160.1.1.1/24
Discarded !
Packet '
ACL access-group 101 in : ACL access-group 102 out
on External LANinterface ' on Internal LANinterface
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Input ACL rules file
v

Jgentraffic 1 policy1

GenTraffic
(mode 1)

ACL Rules Input SNORT rules file

Internal address-list

FILE: policy1.acl

| External address-list

| i 2

l Output file
v v +

| Jgentraffic 2 policy1 intaddr.ist extaddr.Ist traffic1 ]
Input SNORT traffic rules file, index file
1 Packet count
Sending mode (1, 2)

GenTraffic
(mode 2)

SNORT Rules

e T P ——— | i Debug mode (0-2)
FILE: policy1.rules v v Y v
[ Jsender traffic1 10 1 1 ]
SNORT SNORT
Traffic Pattem Sender Network Device
Traffic Pattern Index Under Test
FILE: traffic1.rules FILE: traffic1.index

[ v ]
M 4.3 Tueeulumsiinuvesszuudosn 1
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whmInageudseglugtiuuvesnguuu ACL lunsnaaouilezimualiily

Sl <) . 1 1 a l’l‘ o Qs (o’: ar dy
Idnfivmanadiu acl (policyl.acl) Tudruresmandsdmsus unesriuiludadl

!
. »
interface Ethernet0/0

description EXTERNAL NETWORK IP=172.1.191.254 255.255.255.0
ip address 172.1.191.254 255.255.255.0

ip access-group 101 in

no ip redirects

no ip route-cache

no ip mroute-cache

full-duplex

!
interface Ethernetl/0

description INTERNAL NETWORK IP=160.1.1.254 255.255.255.0
ip address 160.1.1.254 255.255.255.0

ip access-group 102 out

no ip redirects

no ip unreachables

no ip proxy-arp

no ip route-~cache

no ip mroute-cache

full-duplex

!

ip classless 4

ip route 0.0.0.0 0.0.0.0 Ethernetl/0

no ip http server

!

access-list 101 permit ip any any log

access-list 102 permit ip any any log
H

o nef
2. SonTUsunsu gentraftic lumsirnuuuui 1 #ldlumsudasuTomnoanulasa

souvy AcL Wiiluuuy SNORT TasTusunsuesadrlddnadniumana rules

(policyl.rules)

[root@positron rootl# more test2.acl

access-list 101 permit icmp host 172.1.191.3 host 160.1.1.1
access-1list 101 permit tcp host 172.1.191.3 host 160.1.1.1 eq telnet
access-list 101 permit udp host 172.1.191.3 eq 2000 host 160.1.1.1
[root@positron root]# ./gentraffic 1 test2

GenTraffic: Compile ACL to SNORT rules
Input ACL rule file test2.acl
Output SNORT rule file = test2.rules

it

Compiling...

1: pass icmp 172.1.191.3/32 any -> 160.1.1.1/32 any
2: pass tcp 172.1.191.3/32 any -> 160.1.1.1/32 23
3: pass udp 172.1.191.3/32 2000 -> 160.1.1.1/32 any

Done.
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=t o o & Y ° g
3. Senlisunsuy gentraffic Tumsmamuuun 2 Faezaieglurumsesesdmsy

nsnadouaIny Tuunsanuaeafioned lugliuuuves SNORT (trafficl.rules) 1o

1 g ] ]
WaMAUMIGaY IP address voansateme luuazinsaiieniouen

{root@positron root]# more
160.1.1.0/24
160.1.2.0/24
160.1.3.0/24
160.1.4.0/24
[root@positron root]# more
172.1.0.0/16
172.2.0.0/16

[root@positron rootl]l# ./gentraffic 2 test2 intaddr.lst extaddr.lst traffic2

intaddr.lst

extaddr.lst

GenTraffic: Generate Traffic rules from SNORT rules

Input SNORT rule file =
Internal address list =
External address list =
Output traffic file =
Output traffic index =

test2.rules
intaddr.1lst
extaddr.lst
traffic2.rules
traffic2.index

Generating traffic pattern ...

Done.
[root@positron root]# more
pass icmp 172.

pass icmp 172.

pass icmp 172.

1.191.3/32 63939 -> 160.1.
1.191.3/32 63939 -> 160.1
pass icmp 172.1.191.3/32 63939 -> 160.1.
1.191.3/32 63939 -> 160.1
pass icmp 172.1.191.3/32 34317 -> 160.1.
pass icmp 172.1.191.3/32 34317 -> 160.1.
pass icmp 172.1.191.3/32 34317 -> 160.1.
pass icmp 172.1.191.3/32 34317 -> 160.1.

traffic2.rules

e e T S U S Sy S S S

.1/32 52584
.1/32 44892
.1/32 63248
.1/32 53614
.1/32 39512
.1/32 45914
.1/32 17964
.1/32 44822

pass tcp 172.1.191.3/32 33707 -> 160.1.1.1/32 23
pass tcp 172.1.191.3/32 33707 -> 160.1.1.1/32 23
pass tcp 172.1.191.3/32 33707 -> 160.1.1.1/32 23
pass tcp 172.1.191.3/32 33707 -> 160.1.1.1/32 23
pass tcp 172.1.191.3/32 6202 -> 160.1.1.1/32 23
pass tcp 172.1.191.3/32 6202 -> 160.1.1.1/32 23
pass tcp 172.1.191.3/32 6202 -> 160.1.1.1/32 23
pass tcp 172.1.191.3/32 6202 ~> 160.1.1.1/32 23
pass udp 172.1.191.3/32 2000 -> 160.1.1.1/32 13525
pass udp 172.1.191.3/32 2000 -> 160.1.1.1/32 50
pass udp 172.1.191.3/32 2000 -> 160.1.1.1/32 37414
pass udp 172.1.191.3/32 2000 -> 160.1.1.1/32 44270
pass udp 172.1.191.3/32 2000 -> 160.1.1.1/32 31459
pass udp 172.1.191.3/32 2000 -> 160.1.1.1/32 9005
pass udp 172.1.191.3/32 2000 -> 160.1.1.1/32 8004
pass udp 172.1.191.3/32 2000 -> 160.1.1.1/32 18223
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[root@positron rootl# ./sender
Usage: sender <input file> <count> <sending mode> <debug mode>

1 input file = name of input file .rules and .index
count = packet counts, 0 for continue loop
sending mode: 1 = random

2 = sequential
debug mode: 0 = off

1 = all

2 = error

[root@positron root]# ./sender traffic2 5 1 1

sending: packet# 0 index# 8

rawtransmit() src: 172.1.191.3

rawtransmit() dst: 160.1.1.1

| rawtransmit() buf: 45002E00B7570000CB060000ACO01BFO3A001010183AB001700740BAA00000
00050020054CFADOQ0068656C6CEF21

sending: packet# 1 index# 10

rawtransmit() src: 172.1.191.3

rawtransmit () dst: 160.1.1.1

rawtransmit () buf: 45002EQ00A1B60000CCO060000ACO1BF0O3A001010183AB00170000000000000
00050120000DCOF000068656C6C6F21

sending: packet# 2 index# 14

rawtransmit() src: 172.1.191.3

rawtransmit() dst: 160.1.1.1

rawtransmit () buf: 45002E00B6A60000D9060000AC01BF03A0010101183A001700FAF1D400000
000501202D051E2000068656C6C6F21

sending: packet# 3 index# 22

rawtransmit () src: 172.1,191.3

rawtransmit() dst: 160.1.1.1

rawtransmit () buf: 4500220041E50000C2110000ACO1BF03A001010107D01F44000E88C368656
C6C6F21

sending: packet# 4 index# 19

rawtransmit() src: 172.1.191.3

rawtransmit() dst: 160.1.1.1

rawtransmit () buf: 4500220086000000DF110000ACO01BFO3A001010107DOACEECOOEFB1868656
C6C6F21

5. aswasuunana 1451 Tay Packet Capture (141951053 NAI LAN Sniffer Pro
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ip.h
ip.o
genlib.
genlib.
genlib.
netlib.
netlib.
netlib.o .
GenTraffic/gentraffic.c
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GenTraffic/gentraffic
GenTraffic/makefile
Sender/sender.c
Sender/sender
Sender/makefile

2. awnsoisonlslasunsy /GenTraffic/gentraffic 139 ./Sender/sender Tad1Fuuussu
UH1AN15 Linux UuanmiIadon i386
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cd GenTraffic
make clean
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cd ../Sender
make clean

make sender
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1. malvaulisunsu gentraffic

4 ' a Jd o a
WeisunTusunsw gentraffic Taohiszywisilines Tusunsuszuaasirofuiemsidaunaz

=y oy J @ d”
WITTIABIATE YUUTIAIU

[root@positron root]# ./gentraffic
Usage gentraffic 1 <input file>
gentraffic 2 <input file> <in addr-list> <ext addr-list> <output file>
Mode: 1 = Complile input ACL to SNORT rules file
Output file will have .rules extension
2 = Generate traffic pattern/index file from SNORT rules file
Output file will have .rules and .index extension
Note: in addr-list = Internal address list, required for mode 2
ext addr-list = External address list, required for mode 2

o [ ' A
mymauves llsunsuuenosnitiuassdiufie
1.1 whawlsmeganudesanelugiuwy AcL iy SNORT
o d’l kY o < 4 ] o ¢ o
Tumsihenuull szdesszyTnuamsthanlumsifimesusnidlu 1 dwmisiiwessa’ly
G’I’ o 4 o @ [}
TuaziiuFe aninuu Teveasudasassluuuy Acr srsfleulidesszyuinana
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V s
1.2 adngluuumsanesnndemennuilasaieluzluuy SNORT
o & AN Yy A g v v A& /d g
msiauluTnuatimsimesusnezaealianiy 2 udwmwde¥eves IiamnuuToueany
o P a o 4 Ia o
asafvlugiuuy SNORT #1400 1.1 msiimesfausiugeved IMdniAy IP address
o w A 1 Y ¥ a g o A 7w ¢ & Y
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2. M3 lgulysunsu sender
WieSonTusunsy sender Taoliiszymisifiimes Tulsunsuszuansdosuioms dauuas

= d J @ d’l
WITUIADIATIN) YUUIAIU

[root@positron root]# ./sender
Usage: sender <input file> <count> <sending mode> <debug mode>

input file = name of input file .rules and .index
count = packet counts, 0 for continue loop
sending mode: 1 = random

2 = seguential
debug mode: 0 = off

1 = all

2 = error

a sy A o dy
W5 NBINADITZY A
4 ¢4 g '
o Fovod IWannugiuunisesies lunwy SNORT uaz 1Wa index
° Ay 1 Y o o < v 4’[
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MANUIN A,

Source Code ¥04)1)31nsu

Tusunsuduniiu IP.H

#ifndef _IP_H
#definer IP H

#include <stdio.h>
#includé <ctype.h>
#include <unistd.h>
#include <fentl.h>
#include <signal.h>
#include <sys/time.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>
#include <errno.h>

#ifndef INADDR_ANY
#define INADDR ANY ((unsigned) 0x00000000)
#endif

#ifndef IP_HDRINCL
#define IP_HDRINCL 3
#endif

#ifndef PF_INET

#define PF_INET 2
#endif

#ifndef AF_INET

#define AF_INET PF_INET
fendif

typedef char s8;

typedef unsigned char u8;
typedef short int sl6;

typedef unsigned short int ulé;
typedef int s32;

typedef unsigned int u32;

#idefine ICMP_ECHOREPLY 0
#define ICMP_ECHO B

#ifndef htons

#if _ BYTE_ORDER == _ BIG_ENDIAN

#define ntohl (x) (x)
#define ntohs (x) {x)
#idefine htonl (x} (x)
#define htons(x) (x)
#else

unsigned long int htonl {(unsigned long int hostlong):
unsigned'short int htons (unsigned short int
hostshort);

unsigned long int ntohl (unsigned long int netlong);
unsigned short int ntohs (unsigned short int
netshort);

#endif

#endif

#define IP O
#define ICMP 1
#define IGMP 2
#define TCP 6
#define UDP 17
#define RAW 255

struct sa {
ulé fam, dp:
u32 add;

u8 zero(8);
};

struct su {
ulé fam;
char path(108];
b

struct ip |
#if _ BYTE_ORDER == _ LITTLE_ENDIAN

u8 ihl:4, ver:4;
#else

u8 ver:4, ihl:4;
#endif

u8 tos;

ulé tl, id, off;

u8 ttl, pro;

ulé sum;

u32 src, dst;

}:

struct tep
ulé src, dst;
u32 seq, ack:

#if _ BYTE_ORDER == _ LITTLE_ENDIAN
us x2:4, off:4;
#else
u8 off:4, x2:4;
#endif
u8 flg; /* flagl |
flag2 */

#define FIN 0x01
#define SYN 0x02
#idefine RST 0x04
#define PUSH 0x08
fidefine ACK 0x10
#define URG 0x20
ulé win, sum, urp;
}:

struct udp {
ulé src, dst, len, sum;
b

struct icmp |

uB type, code;

ulé sum;

ulé id, seq:

¥

char *inet_ntoa (struct in_addr);
// unsigned long int inet_addr (const char *cp):
ulé cksum (ulé *, int);
unsigned short ip_sum (unsigned short *, int});
int isip (char *);
unsigned long resolve (char *};
unsigned short udpchecksum(struct ip *ip, struct udp
*udp) ;
unsigned short tcpchecksum(struct ip *ip, ulé *,
int);
ulé tcp_sum_calc({struct ip *ip,int padding, ulé
*buff,ulé len tcp):

#endif
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Tsungusiuaiv IP.C

#include <string.h> int len;

#include <sys/time.h> {

#include <sys/types.h> register int nleft = len;

#include <sys/socket.h> register unsigned short *w = addr;
#include <netinet/in.h> register int sum = 0;

#include <arpa/inet.h> unsigned short answer = 0;

#include "ip.h"
while (nleft > 1) {

unsigned long resolve (char *host) sum += *w++;
{ nleft -= 2;
struct hostent *he; )
struct sa tmp; if (nleft == 1) {
if (isip (host)) *(unsigned char *) (&answer) = *(unsigned char *
return (inet_addr (host)); wi
he = gethostbyname (host): sum += answer;
if (he) { }
memcpy ((caddr_t} & tmp.add, he->h_addr, he-> sum = (sum >> 16) + {(sum & OxXffff);
h_length); sum += (sum >> 16);
} answer = ~sum;
else return (answer});
return (0); }
return (tmp.add):
} unsigned short udpchecksum(struct ip *ip, struct udp
int isip (char *ip) *udp)
{ {
int a, b, ¢, d: unsigned long sum;
sscanf (ip, "%d.%d.%d.%d", &a, &b, &c, &d); ulé *s;
if (a < 0) int size;
return 0; u32 addr;
if {(a > 255) sum = 0;
return 0;
if (b < 0) addr = ip->src;
return 0; sum += addr >> 16;
if (b > 255) sum += addr & Oxffff;
return 0; addr = ip->dst;
if (c < 0) sum += addr >> 16;
return 0; sum += addr & Oxffff;
if (¢ > 255) sum += ip->pro << 8; /* endian swap */
return 0; size = udp->len;
if (d < 0) sum += size;
return 0;
if (d > 255) size = ntohs(size):;
return 0; s = (ulé *judp;
return 1; while {(size > 1) {
} sum += *s;
S++;
ul6 cksum {(ulé * buf, int nwords) size -= 2;
{ }
unsigned short i; 1f (size)
int count:; sum += *{ug *}s;
unsigned long sum;
sum = 0; sum = (sum & Oxffff) + (sum >> 16); /* add
for (count = nwords >> 1; count > 0; count-~) { overflow counts */
sum += *buf++; sum = (Sum & OXffff) + (sum >> 16); /* once
} again */
if (nwords$2 == 1) { return ~sum;
i = *buf; }
sum += (i << 8);
} unsigned short tcpchecksum({struct ip *ip, ulé *tcp,
int tcplen)
sum = (sum >> 16) + (sum & Oxffff); {
sum += (sum >> 16); unsigned long sum;
ulé *s, size;
return ~sum; u32 addr;
}
sum = 0;
unsigned short ip_sum (addr, len) addr = ip->src;

unsigned short *addr; sum += htonl (addr) ;



addr = ip->dst; sum += htons(*(u8 *)s};
sum += htonl (addr); }
sum += ip->pro;
sum += tcplen; sum = htonl (sum);
sum = {sum >> 16) + (sum & Oxffff);
s = tcp; sum += (sum >> 16);
size = tcplen;
while (size > 1) { if (!(sum >> 16)
sum += htons(*s); return {~sum)-0x0100;
S++; else
size -= 2; return (~sum)-0x0001;

} }
if (size) {
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TUsunsusiueiu GENLIB.H

finclude <stdio.h>
#include <string.h>

#ifndef STRLEN_ADDRLIST
#define STRLEN_ADDRLIST 24
#endif

int filegetline(FILE *fp,char *buff, int len):
int filegettoken(FILE *fp, char *buff, int len):
int fileskipline(FILE *fp, int len);

long getfilesize(FILE *filepoint);

int extension_over(char *tempstr,char *filename,char *ext);

int token_isnumber (char *token);

int token_portlookup({char *token);

int token_isip(char *ip):

int token_wildcardtosubnet (char *ip, char *ipout):
int token_subnettonetbit (char *ip);

int rule_acl2snort({char *infile, char *outfile);

int traffic_port(char *szOut,const char *szPort);

63

int traffic_address(char *szOut, const char *szAddr, char *addrlist);
int traffic_gen(int mode, char *infile, char *idxfile, char *outfile, char *extaddr, char *intaddr);

int address_getfromfile(char *addrlist, char *infile, int maxline);

int address_print (char *addrlist);
Tsunsusiuaiiu GENLIB.C

#include <ctype.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <time.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include "genlib.h"

#ifndef STRLEN_ADDRLIST
#define STRLEN_ADDRLIST 24
#endif

extern int gendebug;
char token_port(2048] = "ECHO 0 ECHO-REPLY 8
TRACERQUTE 1 CHARGEN 40 DOMAIN 3 UUCP:4 SUNRPC 5

TELNET 23 FTP-DATA 20 FTP 21 EXEC 59 SMTP 159 HTTP 80

LPD 505 .";

int filegetline(FILE *fp, char *buff, int len)
// Purpose: read text stream from the file line by
line, advance file pointer
// Parameter:
/7 fp = File pointer of input file (text/read)
// buff = pointer to output string
/7 len = size (maximum) of output string
// Return:
// size of line (characters), return -1 if fail
{
int count=0;
char *cp,ctemp;
if (fp == 0} |
return -1;
}
cp = buff;
ctemp = 0;
while (!feof(fp) && count<len && ctemp!=10} {
ctemp = getc(fp):

*cp = ctemp;
Cp++:
count++s
}

*cp = 0
return count;
}
int fileskipline(FILE *fp,int len)
{
int count=0;
char ctemp;
if (fp == 0} {
return -1;

ctemp = 0;
while (!feof(fp} && count<len && ctemp!=10) {
ctemp = getc(fp):
count++;

}

return count;
}
int filegettoken(FILE *fp, char *buff, int len)
// Purpose: read text stream from the file by token,
advance file pointer
// Parameter:
// fp = File pointer of input file (text/read)
// buff = pointer to output string
// len = size (maximum) of odtput string
// Return:
/7 size of line (characters), return -1 if fail
{

int count=0, state=0;

char *cp,ctemp;
if (fp == 0) {
return -1;



}
cp = buff;
ctemp = 0;

while {state!=99 g& !feof (fp})

ctemp = getc(fp);
switch (state) {
case 0:

if {ctemp==' ' || ctemp==9)

state = 0;

else if (ctemp == 10}

*cp = ctemp;
Ccp++;
count++;
*cp = 0;
state = 93;
}

else {
state = 1;

{

*cp = toupper{ctemp);

cpt+:
count++;
}
break;
case 1:

if (ctemp==' ' || ctemp==9)

*cp = 0;
state = 99;
}
else if {(ctemp==10)
*cp = 0;
state = 99;

fseek (fp, -1, SEEK_CUR):

}

else {

*cp = toupper(ctemp);

cp++;
count++;
}

break;

return count;
}

int token_isnumber (char *token)

{
char :ptoken;
int isNumber = 1;

ptoken = token:

while (*ptoken!=0 && isNumber==1}

if (!isdigit(*ptoken})
isNumber = 0;
ptoken++;
}
return isNumber;
}

int token_portlookup(char *token}

{

char *ptoken, *ptoken2, portnum[8],

strcpy (temptoken, token) ;
strcat (temptoken," ");

ptoken = strstr(token_port, temptoken);

if (ptoken <= 0)
return -1;

ptoken2 = ptoken;

while (*ptoken2!=' ') ptoken2++;

temptoken[255]);

if (*ptoken2==' '} ptoken2++;
ptoken = ptoken2;

while (*ptoken2!=' ') ptoken2++;
memcpy (portnum, ptoken, ptoken2-ptoken) ;
portnum([ptoken2-ptoken] = 0;

return atoi(portnum);
}
int token_isip (char *ip)
{
int a, b, ¢, d;
sscanf (ip, "%d.3%d.%d.%d", &a, &b, &c, &d);
if (a < 0)
return 0;
if {a > 255)
return 0;
if (b < 0)
return 0;
if (b > 255)
return 0;
if (c < 0)
return 0;
1f (c > 255)
return 0;
if (d < 0)
return 0;
if (d > 255)
return 0;
return 1;
}
int token_wildcardtosubnet (char *ip, char *ipout)
{
int al41, b{4], count, i;

sscanf (ip, "%d.%d.%d.%d", sa(0], &all], &al2],
[31):
count = 0;
do {
blcount] = 255~a(count];
count++;
} while {a[count~1l==0 && count < 4);
i = 4-count;
while (i > 0) ¢
blcount] = 0;
count++;
i--;
}
sprintf (ipout, "3d.%d.%d.:d", b{0],b[1),b[2],b
[31):
return 1;
}
int token_subnettonetbit (char *ip)
{
int a{4], netbits = 0, i;
sscanf (ip, "#d.&d.%d.3d", sal[0], &all], &al[2],
{3h:

for {i=0;i<4;i++) {

switch (al[i]) {
case 255: netbits+=8; break;
case 254: netbits+=7; break;
case 252: netbits+=6; break;
case 248: netbits+=5; break;
case 240: netbits+=4; break;
case 224: netbits+=3; break:
case 192: netbits+=2; break:
case 128: netbits+=1; break;
}

}

return netbits;
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int rule_acl2snort(char *infile, char *outfile)
// Purpose: compile Cisco ACL rule to SNORT rule
// Parameter:

//  infile = name of input file

// outfile = name of output file

// Return:

// Status {1 = success, <0 = error)

FILE *infp, *outfp;

char token([255], buff(1024), *pbuff=0, strtemp[80],
action;

long linecount = 1;

int state=0, tokenlen=0, newtoken=1, hetbits=32,
netport=0, protocol=0;

infp = fopen({infile, "rt"):

outfp = fopen{outfile, "wt");

if (!infp) {
printf("Error: rule_acl2snort({) can't open input
file for read\n"):
return -1;
}
if (loutfp) {
printf("Error: rule_acl2snort() can't create
output file for write\n"):
return -2;
}

do {
if (newtoken) {
tokenlen = filegettoken(infp, token,255);
}
newtoken = 1;
if ({(tokenlen==0)
state = 99;
switch {state) {
case 0:
pbuff = buff;
protocol = 0;
action = 0;
if (strcmp(token, "ACCESS-LIST")==0)
state = 1;
else if (strchr(token,10)

linecount++;
break;
case 1:
if (token_isnumber (token))
state = 2;
else |

newtoken = 0;
state = 101;
}

break;

case 2:

if (strcmp(token, "DENY")==0} {
strcpy (buff, "log "}
pbuff+=4;
state = 3;
action = 0;
}

else if (strcmp(token, "PERMIT")==0} {
strcpy (buff, "pass ");
pbuff+=5;
state = 3;
action = 1;
}

break:

case 3:

if (strcmp(token,"TCP")==0) |
strcpy (pbuff, "tep "):
pbuff+=4;

state = 30;
}
else if (strcmp(token, "UDP")==0} {
strepy(pbuff,"udp "};
pbuff+=4;
state = 30;
}
else if (strcmp(token, "ICMP")==0) {
strepy (pbuff, "icmp ")
pbuff+=5;
protocol = 1;
state = 30;
}
else if (strcmp(token,"IP"}==0} |{
strcpy{pbuff, "ip ")
pbuff+=3;
protocol = 1;
state = 30;
}
else |
newtoken = 0;
state = 102;
}
break;
case 30:
if {strcmp(token,"ANY")==0) {
strcpy (pbuff, "any ");
pbuff+=4;
state = 31;
}
else if (strcmp{token, "HOST")==0) |
state = 32;
}
else if (token_isip(token)) {
strcpy (pbuff, token) ;
pbuff+=tokenlen;
state = 33;
}
else {
newtoken = 0;
state = 103;
}
break;
case 31:
if (protocoll=1)
state = 34;
else
state = 36;
newtoken = 0;
break;
case 32:
if (token_isip(token)) ({
strcpy (pbuff, token) ;
pbuff+=tokenlen;
strcpy (pbuff, "/32 ");

pbuff+=4;
state = 34;
}

else {

newtoken = 0;
state = 103;
}

break;

case 33:

if (token_isip(token)) {
token_wildcardtosubnet (token, strtemp)
netbits = token subnettonetbit (strtemp):
strcpy (pbuff,"/");
pbuff++;
sprintf(strtemp,”%d ",netbits):
strepy (pbuff, strtemp) ;
pbuff+=strlen(strtemp);
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state = 34;
}

else {
newtoken = 0;
state = 103;
}

break;

case 34:

if (strcmp(token, "EQ")==0)
state = 36;

else if (strcmp(token, "RANGE")==0)
state = 35;

else {
strcpy(pbuff, "any -> ");
pbuff+=7;
newtoken = 0;
state = 40;
}

break;

case 35:
if (token_isnumber {token)==0) {

netport = token_portlookup (token);

if (netport < 0} {
newtoken = 0;
state = 103;
}

else {

sprintf (strtemp, "3d:", netport};

strepy(pbuff, strtemp) ;
pbuff+=strlen(strtemp);
state = 37;
}
}
else {
strcpy{pbuff, token):
pbuff+=tokenlen;
strcpy(pbuff, ":");
pbuff+=1;
}
state = 37;
break;
case 37:
if (token_isnumber{token}==0) {

netport = token_portlookup (token):

if (netport < 0) {
newtoken = 0;
state = 103;
}

else |

sprintf(strtemp,"td -> ", netport);

strcpy (pbuff, strtemp) ;
pbuff+=strlen{strtemp);
state = 40;
}
}
else {
strcpy(pbuff, token);
pbuff+=tokenlen;
strcpy(pbuff, " -> ");
pbuff+=4;
}
state = 40;
break;
case 36:
if (token_isnumber (token)==0) {(

netport = token_portlookup (token);

if (netport>0) {

sprintf(strtemp, "%d -> ",netport);

strcpy (pbuff, strtemp):;
pbuff+=strlen(strtemp);
}

else {

strcpy(pbuff, "any -> ");
pbuff+=7;
}
if (protocol==1)
newtoken = 0;
}
else |
strcpy (pbuff, token):
pbuff+=tokenlen;
strcpy (pbuff, " -> ");

pbuff+=4;
}
state = 40;
break;
case 40:

if (strcmp(token, "ANY")==0) {
strepy(pbuff,"any ");
pbuff+=4;
state = 41;
}

else if (strcmp{token, "HOST")==0)
state = 42;
}

else if (token_isip(token)) {
strcpy (pbuff, token) ;
pbuff+=tokenlen;
state = 43;
}

else |
newtoken = 0;
state = 103;
}

break;

case 41:

if {protocol!=1)

state = 44;

else
state = 46;
newtoken = 0;
break;
case 42:

if (token_isip{tcken)) {
strcpy (pbuff, token};
pbuff+=tokenlen;
strcpy (pbuff,"/32 *);
pbuff+=4;
state = 44;
}

else {
newtoken = 0;
state = 103;
}

break;

case 43:
if (token_isip(token)) {

token_wildcardtosubnet (token, strtemp) ;
netbits = token_subnettonetbit (strtemp);

strcpy(pbuff,"/");
pbuff++;
sprintf(strtemp, "%d ",netbits);
strcpy (pbuff, strtemp);
pbuff+=strien(strtemp);
state = 44;
}

else {
newtoken = 0;
state = 103;
}

break;

case 44:

if (strcmp{token, "EQ")==0)

state = 46;

{
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else if (strcmp(token, "RANGE")==0}
state = 45;
else {
strcpy (pbuff, "any ");
pbuff+=4;
*pbuff = 0;
newtoken = 0;
state = 50;
}
break;
case 45:
if (token_isnumber (token)==0) {
netport = token_portlookup(token);
if (netport < 0) {
newtoken = 0;
state = 103;
}
else |
sprintf{strtemp, "¥d:",netport);
strcpy(pbuff, strtemp) ;
pbuff+=strlen(strtemp);
state = 47;
}
}
else {
strcpy{pbuff, token):;
pbuff+=tokenlen;
strcpy (pbuff, ":");

pbuff+=1;
}
state = 47;
break;
case 47:

if {token_isnumber (token)==0) {
netport = token_portlookup (token);
if (netport < 0) {
newtoken = 0;
state = 103;
}
else {
sprintf(strtemp,"3id ",netport):
strcpy (pbuff, strtemp) ;
pbuff+=strlen(strtemp);
state = 50;
}
}
else {
strcpy (pbuff, token);
pbuff+=tokenlen;
strcpy(pbuff, ":"):
pbuff+=1;
}
state = 50;
break;
case 46:
if (token_isnumber (token)==0) {
netport = token_portlookup (token);
if (netport>0) {
sprintf(strtemp, "%d ", netport);
strcpy(pbuff, strtemp);
pbuff+=strlen(strtemp);
}
else |
strcpy (pbuff, "any ");
pbuff+=4;
}
if (protocol==l)
newtoken = 0;
}
else |
strcpy(pbuff, token);
pbuff+=tokenlen;

strepy (pbuff, " ");
pbuff+=1;
}

*pbuff = 0;

state = 50;

break;

case 50:
if {(gendebug) {
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printf("#ld: %s\n",linecount, buff):

)
fprintf (outfp, "¥s\n", buff);
linecount++;
while (strchr(token,10)==0) (

tokenlen = filegettoken(infp, token,255);

)i
state = 0;
break;
case 101:
if (gendebug) {
printf ("Warning: rule_acl2snort{)
error, skip line#%ld\n", linecount);
}
fileskipline {infp,1024);
linecount++;
buff{0} = 0;
pbuff = buff;
state = 0;
break;
case 102:
if (gendebug) {
printf("Warning: rule_ acl2snort(}
protocol, skip line#%ld\n",linecount};
}
fileskipline{infp, 1024);
linecount++;
buff{0] = 0;
pbuff buff;
state = 0;
break;
case 103:
if (gendebug) {
printf("Warning: rule_acl2snort{)

source/destination format, skip
line#%ld\n", linecount};

}
fileskipline{infp,1024);
linecount++;
buff[0) = 0;
pbuff = buff;
state = 0;
break;

default:
break;

} while (state!=99);
fclose{infp);
fclose (outfp);
return linecount;
}

rule

unsupport

invalid

int traffic_port(char *szOut,const char *szPort)

{
char *pPort;
int min,max,c;

strcpy (szOut, szPort) ;
pPort = strchr(szout,':');
if (pPort!=0) {

*pPort = 0;

min = atol{szOut);

max = atoi (pPort+l);



c = ((rand() % (int) ({((max) + 1) = (min})) +
(min));
sprintf (szOut,"%d",c);
}
else if (strcmp(szOut,"any®")==0) {
c = (rand{) % 65535) + 1;
sprintf (szout, "%d",c);
}
return 0;
}
int traffic_address{char *szQut, const char *szAddr,
char *addrlist)
{
char *pBits;
int netbits,a(4],bl[4],c{4],i,min, max;

strepy(szOut, szAddr) ;
pBits = strchr(szOut,'/');
if (pBits==0) {
if (addrlist==NULL) ({
min = 1;
max = 223;

cf0} = ((rand() % {(int) (((max) + 1) - (min})

+

(min}};
max = 255;
for (i=1;i<4;i++)
cli} = { (rand{() & (int) (({max) + 1} -
(min)})} + (min} );
}
else {
max = atoi{addrlist};
i = ({rand() % (int) (((max) + 1) - (1))) +
(1)):
pBits =
strchr(addrlist+ (i*STRLEN_ADDRLIST), '/');
if (pBits==0)
netbits = 32;
else {
pBits++;
netbits = atoi (pBits):
}

sscanf (addrlist+ (i*STRLEN_ADDRLIST), "%d.%d.%d.%d",&a
[0),8a[l]),8a[2]),&a[3]));
switch (netbits) {

case 0 : b(0] = 255; b{l] = 255; b(2]
255; b[3] = 255; break:

case 1 : b[0] = 127; b[1l] = 255; b[2] =
255; bl3] = 255; break:

case 2 : b[0] = 63; bil] = 255; b[2]
255; b[3] = 255; break;

case 3 : b{0} = 31; Db(l] = 255; b[2] =
255; b[3] = 255; break:

case 4 : b[0]) = 15; b(1l] = 255; b(2]
255; b[3) = 255; break;

case 5 : b[0] = 7; bfl] = 255; b(2]
255; b[3] = 255; break;

case 6 : b[0] = 3; b{l] = 255; b[2]) =
255; b(3] = 255; break:

case 7 : b[0] = 1; b(l] = 255; bl2) =
255; b[3] = 255; break;

case 8 : b[0] = 0; b[l] = 255; b(2] =
255; b[3) = 255; break;

case 9 : b{0} = 0; b{1} = 127; b[2) =
255; b(3]) = 255; break:

case 10: b[0]) = 0;
255; b[3]) = 255; break;

case 11: b[0] = 0; Db[l] = 31; bf2] =
255; b[3] = 255; break;

case 12: b[0] = 0; b[l] = 15; b[2] =
255; b[3] = 255; break:

b[1l] = 63; b[2) =

case 13: b[0] = 0: bfl] =7; b[2)
255; b{3] = 255; break;
case 14: b[0] = 0; b[1}
255; b[3] = 255; break:
case 15: b{0] = 0; b(l] = 1; k(2]
255; b[3] = 255; break;
case 16: b(0] = 0; b[l] = 0; b[2] =
255; b{3) = 255; break;
case 17: b(0] = 0; b{1l] = 0; b(2] =
127; b[3] = 255; break:
case 18: b([0] = 0; b(1} = 0; b(2] =
b[3] = 255; break:;
case 19: b{0) = 0; b(l] = 0; b2}
b{3) = 255; break;
case 20: b{0] = 0; Dbfl) = 0; b[2] =
b[(3] = 255; break:
case 21: b[0] = 0; b{l] = 0; b[2] =
b[3] = 255; break;
case 22: b[0] = 0; b(l) = 0; bl[2] =
b[3) = 255; break;
case 23: b[0] = 0; b[1l] = 0; b[2] =
b(3] = 255; break;
case 24: b[0] = O; b[1l] = 0; b[2] =
b{3] = 255; break;
case 25: b[0] = 0; b(l] = 0; b2} =
b([3} = 127; break:
case 26: b[0] = 0;
b[3] = 63; break;
case 27: b[0} = 0; b[1} = 0; b[2) =
b[3] = 31; break;
case 28: b[0] = 0; b(l) = 0; b[2] =
b[3) = 15; break;
case 29: b[0] = 0;
b[3] = 7; break;
case 30: b[0] = 0; b{l] = 0; b[2] =
b[3] = 3; break:
case 31: b[0] = 0; b[l}] = 0; b(2] =
b{3] = 1; break;
case 32: b(0] = 0; b{l) = 0; bf2] =
b[3] = 0; break;
}
for (i=0;i<4;i++) |(
if (bl{i]==0) {
cli]) = ali];
}
else if (b[i)==255) {
cfi) = {((rand() % (int) (((254) + 1) -
(1)) + (1))
b
else {
min = a{i] % b[i);
if (min == 0) {
min = a(i];
}
else
min = a[i] - min;
max = min + b(i];
cli) = ((rand() % (int) (({(max) + 1) -
(min))) + (min));:
}

"
w

b[2]

b[1l] = 0; Dbf2] =

b(l] = 0; b2} =

}
else {
pBits++;
netbits = atoi(pBits);
if (netbits==32)
return 0;
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63;
31;

15;

sscanf (szOut, "8d.%d.%d.%d",6a[0],sa[1],&al2],sa

(31



3]

[3]

(3]

[3]

3]

[3]

(3]

{31

[31

(3]

{31

{3]

(3]

(31

(31

(3]

(31

[31

(3]

3]

{3)

[3]

{31

[3)

(31

3]

[3]

[3]

(3]

[3}

3]

[3]

(3)

switch (netbits)

{

case 0 : b{0] = 255; b[1l)

= 255; break;
case 1 : b[0) =
= 255; break;
case 2 : b(0] =
= 255; break;
case 3 : b[0] =
= 255; break:
case 4 : b[0] =
= 255; break;
case 5 : b[0] =
= 255; break;
case 6 : b0} =
= 255; break;
case 7 : b[0] =
= 255; break;
case 8 : b[0] =
= 255; break;
case 9 : b[0] =
= 255; break;
case 10: b(0] =
= 255; break;
case 11: b(0] =
= 255; break;
case 12: b[0] =
= 255; break;
case 13: b[0] =
= 255; break;
case 14: b[0]} =
= 255; break;
case 15: b[0] =
= 255; break;
case 16: b[0] =
= 255; break;
case 17: b[0] =
= 255; break;
case 18: b[0]
= 255; break;
case 19: b[0] =
= 255; break;
case 20: b{0] =
= 255; break;
case 21: bf0] =
= 255; break;
case 22: b(0] =
= 255; break;
case 23: b(0) =
= 255; break;
case 24: b[0] =
= 255; break;
case 25: b{0] =
= 127; break;
case 26: b(0] =
= 63; break;
case 27: b[0] =
= 31; break;
case 28: b[0} =
= 15; break;
case 29: bl0) =
=-7; break;
case 30: b[0) =
= 3; break;
case 31: b{0] =
= 1; break;
case 32: b[0} =
= 0; break;

}

It

for (i=0:;i<4;i++)
if (b[i)==0} {
cli} = ali);

127; bll]
63; Db[1]
31; b(1}
15; b(1l)
7;  bl1)
3;  b[1)
1; b[1]
0; Dbll]
0; bf[l)]
0; bl1]
0; Db(1]
0; b[l]
0;  b{l)
0; b(1]
0; bl1}
0; bl[1)
0; b[1]
0; bl1)
0; b(1l]
0; b[1]
0: b1}
0;  bl1}]
0; b[1]
0; b1}
0; bl1]
0; Db[l}
0; bl1)
0; Dbl1]
0; b(1]
0; bl1]
0;  bll)
0; b[;]

-

255;

255;

255;

255;

255;

255;

255;

255;

255;

127;

63;

31;

15;

b(2]

b{2)

b{2]

b(2]

b(2]

b{2]

b(2]

b(2]

b(2]

b(2)

b(2}

b(2}

b(2])

bl2]

b(2]

b(2]

b[2]

bi2]

b(2]

b[2]

b[2)

b(2]

b(2]

bl2]

b(2]

b{2]

b(2}

b(2]

b{2}

b(2]

b(2]

b(2]

b[2}

255;

255;

255;

255;

255;

255;

255;

255;

255;

255;

255;

255;

255;

255;

255;

255;

255;

127;

63;

31;

}
else if (b[i]==255) |
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cli] = ((rand() % (int)} (((254) + 1) - (1)))

+ (1))
}
else {
min = a(i] % b[i});
if (min == 0) {
min = a[i];
}
else
min = a[i] - min;
max = min + b(i];
cli]l = ((rand() % (int)} (((max) + 1) -
(min))) + (min});
}

}

sprintf(sz0ut,"%d.%d.%d.%d/32",c[0]),c(1],cl2),¢c
(31

return 0;
}
int traffic_gen(int mode, char *infile, char
*idxfile, char *outfile, char *extaddr, char
*intaddr)
{

FILE *infp, *outfp, *idxfp;

char szOpt[S5], szPro({5], szSrc([S0]), szSrcport(30],

szDst [50], szDstport[3],

linebuff(1024], szTempl[50],szTemp2[50],szTemp3

{50}, szTempd [50) ;
int len,i,j,ei,ej;
long bytecount = 0, templ;

infp = fopen(infile, "rt"):
outfp = fopen(outfile, "wt");
idxfp = fopen{idxfile, "wb");

if (linfp) |
printf("Error: traffic_gen() can't open input
file for read\n");
return ~1;
}
if (loutfp) {

printf("Error: traffic_gen() can't create output

file for write\n");
return -2;
}
if (!lidxfp) |

printf("Error: traffic_gen() can't create index

file for write\n");
return -3;

}

switch (mode) [
case 1:
while (!feof(infp)) {
len=filegetline{infp, linebuff, 1024):;
if (len>1}) |

sscanf (linebuff, "is

§s s &s -> s ¥s”,

szOpt, szPro, szSrc, szSrcport, szDst, szDstport) ;
traffic_address{szTempl, szSrc,NULL) ;
traffic_port (szTemp2, szSrcport) ;
traffic_address(szTemp3, szDst, NULL) ;
traffic_port (szTemp4,szDstport);
fprintf(outfp,"%s s %s s -> &s %s\n",

sz0pt, szPro, szTempl, szTemp2, szTemp3, szTemp4) ;
}

break;



case 2:
while (!feof(infp)) (
len=filegetline(infp, linebuff, 1024):;
if (len>1) {
sscanf (linebuff, "§s
s ¥s %s -> §s &s",
sz0pt, szPro, szSrc, szSrcport, szDst, szDstport) ;
if (extaddr==NULL)
ei =1;
else
ei = atoi (extaddr);
if {intaddr==NULL)
el = 1;
else
ej = atoi(intaddr):

for (i=0;i<ei;i++) {

traffic_address(szTempl, szSrc, extaddr) ;

traffic_port{szTemp2, szSrcport) ;

for (j=0;j<ej;j++) {
traffic_address(szTemp3, szDst, intaddr);
traffic_port(szTemp4, szDstport);
sprintf(linebuff,"%s &s %s &s -> §s

%s\n", szOpt, szPro, szTempl, szTemp2,szTemp3, szTempd) ;

fprintf (outfp, "¢s",linebuff);
templ=htonl {(bytecount);
fwrite (stempl,sizeof (long),1, idxfp);
bytecount+=strlen{linebuff);
}

}
break;
}
fclose(infp):
fclose (outfp);
fclose (idxfp}:
return 0;
}
int address_getfromfile(char *addrlist, char *infile,
int maxline}
{
FILE *infp;
int len,al[4},i=1,isip=1;
char buff(255];
infp = fopen(infile, "rt"):

if (!infp) {
printf("Error: address_getfromfile() can't open
input file %s for read\n",infile):
return -1;

}

while (!feof(infp) && i<=maxline) {
len=filegetline(infp, buff, 255);
buff(len-1]=0;
isip = 1;
if (len>1) {
sscanf (buff, "%d.%d.%d.%d",&a[0],sa[l},&a[2]},sa
(31):
if (a[0)>255 {| a{0]<0)
isip = 0;
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if (af1]>255 |} a[l]<0)

isip = 0;

if (a[2)>255 || a(2}<0)
isip = 0;

if (a[3]>255 || a[3]<0)
isip = 0;

if (isip==1) {
strcpy(addrlist+ (1*STRLEN_ADDRLIST),buff);
1++;

}

}

sprintf (addrlist, "%d",i-1);

fclose{infp):

return 4;
}
int address_print(char *addrlist)
{

int i,ei;

ei = atoi(addrlist)+1;
if (addrlist!=NULL) ({
for (i=1;i<ei;i++) {
printf("$s\n",addrlist+ (i*STRLEN_ADDRLIST));
}
return 0;
}
else {
return -1;

}
long getfilesize(FILE *filepoint)
{

fpos_t curpos:

long lsize;

fgetpos (filepoint, &curpos) ;
fseek(filepoint, 0, SEEK_END) ;
lsize = ftell({filepoint);
fsetpos(filepoint, &curpos);
return lsize;
}
int extension over {char *tempstr,char *filename,char
*ext)
{
char *dotpoint;
int dotposit,namesize;
dotpoint=strchr (filename, '.");
if (dotpoint) {
dotposit=dotpoint-filename;
memcpy (tempstr, filename, dotposit);
tempstr(dotposit]='.";
strcpy(tempstr+dotposit+l,ext);
}
else {
namesize=strlen(filename});
strcpy (tempstr, filename) ;
tempstr[(namesize]='.";
strcpy (tempstr+namesize+1, ext);
}
return strlen(tempstr);



TUsunsusuaiiy NETLIB.H

#include <stdio.h>
#include <ctype.h>
#include <unistd.h>
#include <fentl.h>
#include <signal.h>
#include <string.h>
#include <stdlib.h>
#include <sys/time.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>
#include <errno.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include "ip.h"

#define BS 4096

void printhex(unsigned char *ucln, unsigned int uilLen)}:

71

int rawtransmit (unsigned long srcaddr, unsigned int srcport, unsigned long dstaddr,
unsigned int dstport, int proto, char *srcdata, unsigned int datalen);

int str2proto{char *proto);
char *str2upper {char *in);

TUsunsusiualiu NETLIB.C

#include <stdio.h>
#include <ctype.h>
#include <unistd.h>
#include <fentl.h>
#include <signal.h>
#include <string.h>
#include <stdlib.h>
#include <sys/time.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>
#include <errno.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include "ip.h"
#include "netlib.h"

int rcounter = 0;
extern int debug;
char rseed[65535];

void random_init (void);
inline long getrandom (int min, int max);

int rawtransmit (unsigned long srcaddr, unsigned int
srcport, unsigned long dstaddr,

unsigned int dstport, int proto, char *srcdata,
unsigned int datalen)
{

struct sockaddr_in dst_addr, src_addr;

char buf([BS], *p:

struct ip *ih = (struct ip *) buf;

struct icmp *ich = (struct icmp *} (buf + sizeof
(struct ip})});

struct udp *udh = (struct udp *) (buf + sizeof
{struct ip));

struct tcp *tch = {struct tep *) (buf + sizeof
(struct ip));

int tot_len = sizeof (struct ip), ssock=-1, i=1,
error=0;

if ( { tot_len+sizeof (struct tcp)+datalen ) > BS )

if (debug) {
printf ("Error: rawtransmit({) data larger than
buffer size\n"):
}
error = 0x08;
return (error):
}
src_addr.sin_family = AF INET; // host byte
order
memcpy {&(src_addr.sin_addr), &srcaddr, 4);
memset (& (src_addr.sin_zero), '\0', 8); // zero the
rest of the struct

dst_addr.sin_family = AF_INET; // host byte
order

menmcpy (& (dst_addr.sin_addr), édstaddr,4) ;

memset (& (dst_addr.sin_zero),'\0', 8); // zero the
rest of the struct

memset {buf, 0, BS):

ih~>ver = 4;

ih->ihl = §;
ih->tos = 0x00;
ih->tl = 0;

ih->id = htons (getrandom (1024, €5535));
ih->0ff = 0;

ih->ttl = getrandom (200, 255);

ih->sum = 0;

ih->src = src_addr.sin_addr.s_addr:
ih->dst = dst_addr.sin_addr.s_addr;

if (debug) {
printf("rawtransmit() src: 3s\n",inet_ntoa
(src_addr.sin_addr)}:
printf("rawtransmit () dst: %s\n",inet_ntoa
(dst_addr.sin_addr)}:
}
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switch {(proto) {

case ICMP:
tot_len += sizeof (struct icmp);
ih->pro = ICMP;
ssock = socket (AF_INET, SOCK_RAW, ICMP};
ich->type = (unsigned short)srcport:
ich->code = {unsigned short)dstport;

ich->id = getrandom (0, 1) ? getrandom (0, 65535)
HILH

ich->seq = getrandom {0, 1) ? getrandom (0,

65535) : 0;

ich=>sum = 0;

p = buf + tot_len;
memcpy {p, srcdata, datalen);
tot_len += datalen;

ich->sum = cksum ((ulé *) ich, tot_len - sizeof
(struct ip)):

ih->tl = tot_len;

dst_addr.sin_port = htons(1024);

break;
case UDP:

tot_len += sizeof (struct udp):

ih->pro = UDP;

ssock = socket (AF_INET, SOCK_RAW, UDP):

udh->sr¢ = htons(srcport);
udh->dst = htons (dstport);
udh~->sum = 0;

p = buf + tot_len;
memcpy (p, srcdata, datalen);
tot_len += datalen;

udh->len = htons (tot_len -~ sizeof({struct ip)):

udh->sum = udpchecksum(ih, udh});

ih->tl = tot_len;

dst_addr.sin_port = htons(1024);

break;
case TCP:

tot_len += sizeof (struct tcp);

ih->pro = TCP;

ssock = socket (AF_INET, SOCK RAW, TCP);

tch->src = htons(srcport):

tch->dst = htons(dstport);

tch->0ff = 5;

tch->seq = getrandom (0, 1) ? htonl (getrandom
{0, 65535) + (getrandom (0, 65535) << 8)) : 0;
tch->ack = getrandom (0, 1} ? htonl (getrandom
(0, 65535) + (getrandom {0, 65535) << 8)) : 0;
tch=->flg = getrandom (0, 1) ? (getrandom (0, 1)
¢+ SYN | ACK;
tch->win = getrandom (0, 1) ? htons (getrandom
(0, 1024}) : O;
tch->urp = 0;
tch->sum = 0;

p = buf + tot_len;
memcpy (p, srcdata, datalen);
tot_len += datalen;

i = tot_len-sizeof(struct ip);

tch->sum = tcpchecksum({ih, (ul6é *) tch, i);
ih->tl = tot_len;

dst_addr.sin_port = htons(1024);

break;

}

if (debug) {
printf ("rawtransmit () buf: ");
printhex (buf, tot_len);

printf("\n"};

if (ssock==-1) |
if (debug) {

printf("Error: rawtransmit{) create socket\n"

}
error = 0x01;

}
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}:

if (setsockopt (ssock, IPPROTO_IP, IP_HDRINCL, &i,
sizeof(int)) < 0} |

if (debug} {
printf("Error: rawtransmit() set socket

option\n");

sockaddr_in *) &dst_addr, sizeof (dst_addr)) < 0) {

)
error = error | 0x02;
}
if (sendto (ssock, buf, tot_len, 0, (struct

if {debug) {
printf ("Error: sendto{) in rawtransmit() "):
perror ("sendto");
printf("\n");
}
error = error | 0x04;

close (ssock):
return (error):

void random_init (void)

{

int rfd = open ("/dev/urandom", O_RDONLY);
if (rfd < 0y

rfd = open ("/dev/random", O_RDONLY);
rcounter = read (rfd, rseed, 65535);
close (rfd);

inline long getrandom (int min, int max)

{

if (rcounter < 2)
random_init ();
srand (rseed[rcounterl! + (rseed[rcounter ~ 1) <<

8));

rcounter -= 2;

return ((random {) % (int) {(((max) + 1} - (min))
{min))

}

void printhex(unsigned char *uclIn, unsigned int
uilLen)

{

}

unsigned char *ucPoint;
unsigned int uiCount;

ucPoint = uclIn;

for (uiCount=0;uiCount<uilen;uiCount++} {
printf ("%02X", *ucPoint);
ucPoint++;
}

int str2proto({char *proto)

{

str2upper {proto);

if (!strcmp(proto, "ICMP"))
return ICMP;

else if (!strcmp(proto,"TCP"))
return TCP;

else if (!strcmp(proto,"UDP"})
return UDP;

else if (!strcmp(proto, "RAW"))
return RAW;

+
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else if (!strcmp(proto,"IP")) cp = in;
return TCP; while (*cp!=0) {
else *cp = toupper(*cp);
return RAW; cpt+;
} }
char *str2upper(char *in) return in;
{ }
char *cp;

TUsunsusualiu GENTRAFFIC.C

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <time.h>
#include "../genlib.h"
#define VERSION 1

int debug=1;
int gendebug=1;

void app_usage(void);

int main{int argc, char *argv(])
{
int mode;
char intaddr([1024], extaddr[1024], infile[254], outfile([254), ocutfile2{254};

if (argc<2) {
app_usage();
exit(1);
}

srand{ (unsigned)time (NULL} );
mode = atoi{argv{l}});

switch (mode) ({
case 1:
if (argc<3) {
app_usage () ;
exit(l);
}
extension_over{infile,argv[2}, "acl");
extension over{outfile,argv(2],"rules®};
printf ("\nGenTraffic: Compile ACL to SNORT rules\n");
printf (" Input ACL rule file = %s\n",infile);
printf{" Output SNORT rule file = %s\n",outfile);
printf ("Compiling...\n");
rule_acl2snort(infile,outfile);
printf{"Done.\n");
break;
case 2:
if (argc<é) {
app_usage () ;
exit (1),
}
extension over(infile,argv{2],"rules");
extension over(outfile,argv(5], "rules®);
extension:over(outfilez,argvtS],"index");
printf("\nGenTraffic: Generate Traffic rules from SNORT rules\n"};
printf (" Input SNORT rule file = %s\n",infile);
printf(" Internal address list = %s\n",argv(3]);

printf(” External address list = &s\n",argv([4]);
printf(" oOutput traffic file = %¥s\n",outfile);
printf(" Output traffic index = %$s\n",outfile2):;

printf ("Generating traffic pattern ...\n"};
address_getfromfile(intaddr, argv{3}, 1024/STRLEN_ADDRLIST):;
address_getfromfile(extaddr, argv(4), 1024/STRLEN_ADDRLIST);
traffic_gen(2, infile, outfile2, outfile, extaddr, intaddr);
printf{"Done.\n");

break;



return 0;
}
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void app_usage(void)

{
printf("Usage
printf ("
printf ("Mode:
printf ("
printf ("
printf ("
printf ("Note:
printf ("

gentraffic 1 <input file>\n");

gentraffic 2 <input file> <in addr-list> <ext addr-list> <output file>\n"):;

1 = Complile input ACL to SNORT rules file\n");
Output file will have .rules extension\n");

2 = Generate traffic pattern/index file from SNORT rules file\n"); .
Qutput file will have .rules and .index extension\n");

in addr-list = Internal address list, required for mode 2\n"):

ext addr-list = External address list, required for mode 2\n");

TUsunsusiuetiu SENDER.C

#include <stdioc.h>
#include <stdlib.h>
#include <string.h>
#include "../netlib.h"”
#include "../genlib.h"

int debug=1;
int gendebug=1;

int continuesend=1;

int sender usage(const char *msg);

int sender_cleanup();
int traffic_sendfromfile(int mode, char *infile, char *idxfile, unsigned long packetnum, int interval):

ot

in

main{int argc, char *argvi(l})

int mode, count, debugmode;
char infile[254], indexfile[254];:

if {argc<4) |

sender_usage{("");

exit (1)
}
if (argc==5%)

debugmode =

atoi{argv{4]):

switch (debugmode) {
case 0: debug=0; gendebug=0; break;
case 1: debug=1; gendebug=1l; break;
case 2: debug=0; gendebug=1l; break;

}
}

count *= atoi{argv[2]});

mode = atoi(argv({3]);

if (mode<l || mode>3) {
sender_usage("");

exit(1);
}
if {count!=0)

continuesend=0;

extension_over(infile,argv([1],"rules");

extension_over( indexfile,argvil], "index");
traffic_sendfromfile(mode, infile, indexfile, count, 1);

return 0;

)

int sender_usage{const char *msg)

{

if (strlen(msg) !=0)
printf("%s\n",msqg);

else {
printf("Usage: sender <input file> <count> <sending mode> <debug mode>\n"):
printf(" input file = name of input file .rules and .index\n");
printf(" count = packet counts, 0 for continue loop\n"):;

printf(" sending mode: 1 = random\n");



printf(" 2 = sequential\n");
printf(" debug mode: 0 = off\n");
printf (" 1 = all\n");
printf(" 2 = error\n");
}

return 0;

}
int traffic_sendfromfile{int mode, char *infile, char *idxfile, unsigned long packetnum, int delay)
{
FILE *infp, *idxfp;
unsigned long ulCount, ulPos;
long liIndex, max;
char buff([255]), szAct[8], szSrc(20], szDst([20], szPro(8], szSrcport([8], szDstport(8]), szData[200], *pSz:
unsigned long srcaddr, dstaddr;
unsigned int uiSrcport, uiDstport;
int ilen, iProto;

infp = fopen{infile, "rt"):
idxfp = fopen(idxfile, "rb");

if (tinfp) {
printf("Error: traffic_sendfromfile() can't open input file for read\n");
return -1;
}
if (tidxfp) {
printf("Error: traffic_sendfromfile() can't open index file for read\n");
return -2;
}
max = getfilesize(idxfp);
max = max >> 2;
switch (mode) {
case 1:
for (ulCount=0;ulCount<packetnum |} continuesend==1 ;ulCount++) {
if (ulCount==packetnum)
ulCount=0;
ulPos = (rand() ¥ (max + 1});
fseek (idxfp,ulPos*4,SEEK_SET};
fread(&lIndex, sizeof(long), 1, idxfp):
liIndex = ntohl (lIndex):
fseek (infp, 1Index, SEEK_SET);
if {gendebug==1) {
printf("sending: packet# %lu index# %lu \n",ulCount,ulPos);
}
iLen = filegetline{infp,buff,254);
if (iLen>1) {
sscanf (buff,"%s %s %s %s -> %s &s",szAct,szPro,szSrc, szSrcport, szDst, szDstport) ;
pSz = strchr(szSre, /')
if (pSz!=NULL) *pSz = 0;
pSz = strchr{szDst,'/'):
if (pSz!=NULL) *pSz = 0;
srcaddr = (unsigned long)inet_addr{szSrc};
dstaddr = (unsigned long)inet_ addr{szDst);
uiSrcport = atoi(szSrcport);
uiDstport = atoi(szDstport);
iProto = str2proto{szPro);
rawtransmit {srcaddr,uiSrcport,dstaddr, uibDstport, iProto, "hello!", 6);
}
}
break:;
case 2:
for (ulCount=0;ulCount<packetnum {| continuesend==1;ulCount++) {
if (ulCountimax==0) {
fseek {idxfp, 0, SEEK_SET);
printf("Rewind index file ...\n"};
}
fread(&lIndex, sizeof(long}, 1, idxfp):
lIndex = ntohl({lIndex);
fseek (infp, 1Index, SEEK_SET) ;
iLen = filegetline(infp,buff,254);
if {gendebug==1) {
printf("sending: packet# %lu\n",ulCount};
}



if (iLen>1) {
sscanf (buff,"¢s %s %s &%s -> %s %s",szAct,szPro,szSrc,szSrcport,szDst, szDstport);
pSz = strchr(szSrc,'/'};
if (pSz!=NULL) *pSz = 0;
pSz = strchr(szDst,'/'});
if (pSz!=NULL) *pSz = 0;
srcaddr = (unsigned long)inet_addr(szSrc);
dstaddr = (unsigned long)inet_addr(szDst);
uiSrcport = atoi (szSrcport);
uiDstport = atoi (szDstport);
iProto = str2proto(szPro);
rawtransmit {srcaddr,uiSrcport, dstaddr, uibDstport, iProto, "hello!",6);
}
}
break;
return 0;
}
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