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Abstract

The present year, Information 'i‘echnology is implemented for helping any process
in almost all of modern organization. In addition ,the growth of Internet using application
such as E-commerce ,World Wide Web ,Electronic mail ,etc. make every organization
easily communicates with other business parts around the world. But the largest barrier is

in the uncertainty of the security system.

This project will develops Intrusion Detection System for assisting system
administrator’s jobs. The system will all time monitors ,check the critrical events and
inform the system administrator ,to manage the risks cffectively for businesses and security

system development as a whole will benefit in future.
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2. dauns298uAYNgn (Intrusion Detection)
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waszuuee il iannssun lupsdestunsyngnszuuse Tl



o 1 J o7 v d a o
szupasaedudynyniindniuezerriums S don launa syslogd ilinssuuin
munen'lﬂamvuumulnmﬂvnaquﬁ'z ms1zamms‘1ﬁnﬂszunmmsnﬁwwumsw%’uﬁ
'qn:fmfr'm'uuu'hJ't%"\ﬁ'[ﬂu'lmawﬂmmueuqmu’i‘m Ta syslogd dmfudenlid lu

fvarlog/messages

3.3 dhun5193ugynin (Intrusion Detection)
4 o a A a J
Lﬁumuwmmanaiuaan‘lﬂamqLﬂs1"%1'.111mmqm‘ssummﬂqnwmmumn;ﬂ
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- ms'mnznnmhﬁvunhu'lﬂmﬂmu"luqmm (bad password login)
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- wmmuwﬂamu’lmsmmNmmsuumm"lumﬁ*u ( Failed root login) $99%
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- ﬁﬂﬁitﬂéﬂuﬁﬂﬁﬂuzﬂiﬁﬁ’lg% ( su command success)
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- 'lvléﬂsauuﬁﬂﬂlmszwﬁmsulﬁﬂmulm ( file crontab change)
ssuuasandudynineaiisasudeyalulid crontab uaz ids-
crontab mnwuhi’:’wa'lu‘lvléquﬁaq'himﬁu szuuasdudynineslinng
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#ids setup
*0-23/1 * * * root /root/ids/ids.d Mo unl¥ids.d hamnng 1 $2Tn4
5523 ** * oot /root/ids Besunld ids vnemdioan 2355 w89
_ NNIU
6. ﬁmﬁﬂ%'nﬁv'aﬁ'umiﬁmmm syslogd 1w syslog.conf
Tﬂmﬁn%’ammﬁaﬁ
#ids setup
* info;mail.none;authpriv.none;cron.none ' /root/ids/ids-log0

ovenld syslogd samsataeien asnyanits Ty 13 udenIwavesssuy
asrdudyngn

7 Jamsudiaswing crontas 1311 ids-crontab delglumsasaaeumsnliou
wlae W crontab vesszuy Iavlildsuoyaa

8. yamsufinswing systogeont PAlulnA ids-syslog.conf welslumsasieaoy
sldeulasna systog conf vesszun Taehildsueya e

0. Bumstemvesszuuasdudyngn
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#3190 ids-log(1-7)

v

£ 4
ﬂi‘um"lvl’é crontab

‘ :

9
ﬂ%’uﬁ’ﬂﬂﬁ syslog.conf

.

uiinswlna crontab

y

uﬁﬂﬁw'lvlé syslog.conf
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Tsunsy ids Tugaugyesfguassuy uag sugneoeeulsz i ufiezdaly
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4.1 NaN1INANdL.

mmﬂﬁa‘umwi'aﬂ%’uwqaﬂiiummﬂqﬂszu'nﬂzﬁﬂaﬁwﬁm‘mgﬂuumm

woanssufieanuuuidiinasaaiu fe

L4 root login

L4 bad username login

L4 bad password login

L su command failure

® su command success

L4 user change

L4 file passwd change

L4 log file change

° file crontab change

® file syslog.conf change
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=== Konsole - rootid calhost:= - Konsole

[root@Localhost root1# 1s
mmi10.pl

;ﬁ‘n 4-1 uﬂmmsm‘lqﬁxnuiﬂulwaﬁmms"un (root)

~fids - Konsole

1=+ Konsole - root

[root@localhost idsl# ./ids

sxxxx%xxIntrusion Detection System Reports¥xx*xxxx
{ S5 Feb >

0 timeis)

s 42 namawamseuvesszuuassudyninludumsidlds oy

A
Tasld¥edguaszuu (root)



» Shell ndv@localhost:~ - Konsole

Login incorrect

login: zenon
Password?
Login incorrect

login: Login timed out after 60 seconds
[cindy@localhost cindyl$ ]

e

— — S
31 43 usmemdn sz un Tnol4sedldn hifloged

(bad username login)

T~ Konsole - rooti@localhost:~fds - Konsole
i —

I[root@localhost ids]# ./ids

{xxxxxxxxIntrusion Detection System Reports*sxxxxxx
{ 5Feb )

e e e S o . e o i e o

13 tine(s)

Ul 4-4 ERINENITIBNUYDTUUATINNY yngnludumsidldszuy

& ynmedh i ica
Tnuldaed19% 13iTioge5 1 (bad username login)



51l#1 4-5 naaimsenidazun Ino198odgntogess ualds o ligndes

(bad password login)

i time(s)
bob

| 3 time(s)or more *May be intruder

B e S S S su command failure----------=-"""""

mmmmmmm——e——=-gy cOMMaNd SUCCESS———=<=TTTTTTTTITS

717 4-6 uRwamINeuYesszuuasiudyninludmmeidldssuy

A 4' ~ 1 a v ' o ' .
Tav1$Fed14MngeTs ualdsWaruligndea (bad password login)



[ZI=~ Shell -

sui incorrect passo e
[cinduﬁl.ocal}wst cj.rdu}t su
Passwords:-. &
su? umrrect pass

[cimts@loca]!mt. clndgls su i
Passwords e o
sus incorrect passuord iR
[cindy@localhost cindyl® l ;

slllssmiiis

| Qe | Bt

1/ 47 tememannonlaonanidudguaszuuua lidise

(su command failure)

[Z1-* Konsole - root@localhos s —Konsole

-bad password login oy vp. 1 4 ¢

alice

1 time(s?

bob

3 time{s)or more *May be intruder
-------------- su command failurg-------=-="77-=7"

logname=cindy 3 time{s)or more *May be intruder
—————————————— su command success--—==—--TTTTTTTTT

7N 4-8 LAAINAMIIBNUYBIITIDATIITLAY N TudMYeN

msnelaouaniidudquaszuund liduse

(su command failure)



! U (P cfiai s

4 a4  a a
717 4-9 uerAms waruandifiudguassuudise

(su command success)

po—

|=» Konsole - ro

jocalhost:~fids - Kohsole

i

|--------------su command suCCESS=~~"="7TTTTTTTTTT

cindy{uid=501>
2 timeis)

memmmeme=————File passud change----—-==-"=7"=7""

no changed
1 Smmemmem———e===]ng £ile change-—-—c=sssosssromes

ino changed

-file crontab change

d - i
N 4-10 uaaHamMsTIsuYBTTuuAseTudyngnludiuees

asulasudniifudguasyuudule (su command success)



root.@lhost, root%t useradd n

root@localhost rootld i

P~ a a
91t 411 namenisioumlafldszuy Tavn Wil ssr

(user change [add])

mlocalhost:~ads - Konsole

2 timels)
cemmmme—a—e———m——yger change---—T-TTs-T ST

-

username= mnike was added
m—mmmee—m-——~fj]g passwd change-

4 5 v ;
7 412 ueRINaMITIBIMYassEuLRsetudynTp ludIuves
< 2
ranAeuinlasdldizuy Taemsiudldizuy

(user change [add])



Shell - rootic

24

[root@localhost ]O userdsl bob
[root@localhost root]# |

519 413 ueasmsniasuutasdldszun Taensaudldssny

(user change [delete])

[C1-~ Konsole - root@localhost:~fids - Konsole

usernane=

nike was added
-file passud change

71# 4-14 uarmeamaneauvesszuUATNTufyninludIuves
msnfAvunlasdldszuy Tnomsoudldszuy

(user change [delete])



xfs:x:43:43:X Font Server:/etc/X11/fs:/bin/false
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/bin/false
rpeix:32:32:Portmapper RPC user:/:/bin/false
mailnull:x:d?:d?::/vaz/spool/mqueue:/dev/null
be::x:500:500:berserk:/home/ber:/bin/bash
rpnux:37:37::/var/lib/rpm:/bin/bush
ntp:x:38:38::/etc/ntp:/sbin/nologin
gdm:x:dZ:dZ::/var/gdm:/sbin/nologin g |
nEsnobody : x : 65534 : 65534 : Anonymous NFS User:/var/lib/nfs:/sbin/nologi |i
nscd:x:28:28:NSCD Daemon:/:/bin/false g
ident :x:98:98:pident user:/:/sbin/nologin
radvd:x:75:75:radvd user:/:/bin/false
squid:x:23:23::/Vdr/spool/squid:/dev/null
dlice:x:SOI:501:alice:/home/alice:/bin/bdsh
cindy:x:502:502::/home/cindy:/bin/bash
mike:x:0:0::/home/mike: /bin/bash

\ o - v
MnaRsumsnaag

Widuo

usernane= bob was deleted
username= mike was added
file passwd change

51/ 4-16 LAINAMITIBNUYBITEIUANUAYNTn IudMYes
msilavumlasing passwd Taslilasueygpa
(file passwd change)



o - -

login[1857]: FAILED LOGIN 3 FROM (null) FOR bob, Anthentication fai
login[1857]: FAILED LOGIN SESSION FROM (null) FOR bob, Authenticati
login(pum_pnix)[1857]: 2 more authentication failures; logname=cind
su (pam_unix) [1901] : authentication failure; logname=cindy wid=502 e
su (pam_unix) [1902] : authentication failure; logname=cindy uid=502 e
su (pam_unix) [1903] ¢ authentication failure; logname= indy uid=502

i s {pam_unix) [193d]: session { T Toot Xs
su(pam_pnix)[1934]: session closed for uss

5u(pam_unix)[1966]: session opened fop-fiser root by cindy {uid=502)

su 3 = i closed Afor user root
su (pd aumslasudnsdieniudaus | c104€d for user root

o - . 1
faml] su 900ty iHewANREINIT Broken pipe
last mes

kde (§ A134U n closed for user cindy

fam[ ; : Broken pipe

last message repeated 621 times

kde(pam_unix)[ZDZG]: session opened for user root by {uid=0)

xinetd[2156] : warning: can't get client address: Transport endpoint X

obe : mMOdpRropc an' [0

coened IOE U =50Z]

no changed
[root@localho

AELE

3% 418 LEAINAMITIEIHYBIIE LA 9TUAYNTN lud e

msulasunlasdening Taghildsueyana (log file change)



€.~ crontab [modified] - Advanced Editor

* root run-parts /etc/cron.hourly
* root run—-parts /etc/cron.daily

0 root run-parts /etc/cron.weekly
* root run-parts /etc/cron.monthly
# sysstat

O * * * 0,6 /usr/lib/sa/sal 600 6 &

5 19 * * ¥ /usr/lib/sa/saZ2 -A &

0-59/5 * ¥ * ¥ root /usr/bin/mrtg /etc/mrtg/mrtg.cfg

i

##0-59/1 * * ¥ * root run-parts /root/run

: o J v, o
audaudinaninMis anlids Knausenly

#ids setn ‘—/(_—— 7 aumu-‘/"uﬁmﬁmzuu?nmmm
55 23 * * ¥ root /root/ids ° &l :
* 0=23/1 * * * root /root/ids.d UeBggueaeen =
e
=

Lina: 21 Cot 11 [INS [* -

31 4-19 uaeenisilasunlasnh crontab Tawli1@5ueya)a (file crontab change)

no changed

b r“‘“’;;

[root@localhost ids]

3% 4-20 LEAIHANTTIBIHYBITEUUATI9T DAY NN INE MY

msifasulaslna crontab Taelai1d5ueyaa (file crontab change)



€~ syslog.conf - Advanced Editor

# Log cron stuff :

cron. ™ . : . - 3 . /var/log/crg

{# Everybody gets emergency messages
¥ .emerd. .

# Save news errors of level crit and bi auauTuiRiF anlids Mnaweent

vucp, news .crit, P il A it
"7 8 AUAIUNNEANUITUUTNHIAIN

il

o a4
# Save boot messages also to b UnanftduTesn
local?. ™. G
f#ids. setup il
* . info;mail .none; authpriv.none; cron.nons, ; /root/‘ids/ic:_
w
4

Tine: 28 Cok 11 [INS |

|[root@localhost ids]# i

(%

U7 422 LEIAINANTSIBIUYBITTLATITURYNTN I IMYBe
msideunlasing syslog.conf Tasliildsueyana

( file syslog.conf change)




[C1- Konsole - ro

File Sessions Settings Help
o R M\- LS P AR DA

ot@localhost:~fids - Konsole

3 timel(s)or

¥ ow EER AR N B
------------ bad username login------======""=""
3 time(s)

------------- bad password login---------==="""""
alice

1 time{s)
bob

more *May be intruder
su command failure

fqf»]

317 4-24 LEAINANITI0HYBIZUUATINIUAY NN Tud MR

aapana (ids.d) TnseddwdndudowlUdquassuuviui

36



Date: Tue, 12 Feb 2002 15:44:15 +0700

From: root@localhost.localdomain {Cron Daemon)
Po: root@locdlhostrlocaldomain-

Spbject: Cron <root@localhost> /root/ids/ids

w#w¥exvrrIntrusion Detection System Reports*r¥¥wrwy

{ 5 PFPeb )

————————————————— root: Lo — e e T T T T T
1 time{s) _
————————————— bad jsername. LoginoT 7ot ST T
3 time (s)
————————————— bad password login—-—TmTTTTTEIOITTT
alice

1 time(s)

3 time (s)or more *May be intruder 1
=8 -2 Feamtand “Hat nperai- IS e

logname=cindy 3 timei{s)or more ¥May be intruder
o= =81 command BUCCESS>==rmrns mmm S m——

alice (nid=501} ,
3 time {s)or more *Should be: checked
—r——— - usexr change~

username= bobiwas deleted
psername= mike was added

————————————— filevwpasswdighange=rzs=rs 777 ~
changed .
——————————————— log -file ehange———m—Tmmmr—TTTEETT
changed

v file crontab <hange = A
changed

em—mem————file syslog.conf change

51/9 4-25 Frethesnuilsiruvesszuuasudyngn Rozdundld

Aauaszuunn i

37
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