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ABSTRACT

As the expansion of internet using, electronic commerce is emerged and widely spreaded.
All transactions require more reliability and confidentiality. There are many techniques employed
to guarantee secrecy of every customers’ payment data, privacy of the commercial operation of
the trader as well as financial institution. Secure Socket Layer (SSL) and Secure Electronic
Transactions (SET) play significant roles in electionic commerce, Each of them has its owned
limitations. As they are analysed in the paper of Seminar2, there is the latest technology that
integrate the usage of both SSL and SET, called MOSET. According from the study in Seminar2,
this project will bring that background to implement the web application supporting the
employing of MOSET by using the simulation of payment system that can support the mentioned

technology as well.
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AadeiuAunnd 1 au yaraduRld Key Jaufu Aaunsadmieneasia lfigudiu vild

Ratlgniunisasereudaauiuivss (Authentication) vesdisiandedan unzdoiide

ya hifluaaudy (Inconfidentiality) i]tgmﬁnﬁﬁumnnmﬁﬁsﬁﬂ‘i‘iﬁ’ fis MIYIMsiANTg

Key Matiusny msusadiouaznsagussih lddon

Algorithm 71183815115 artiuy Symmetric Key 1éus

@ DES (Data Encryption Standard) Hlunsidisadeyniignaiinlas BM uay

Wsunssestuniniguinandglid 1977 mamemues Key #ildHving s6

fia udnsidhsadeynsznszviuving 64 Ja defves DES Aevinld

ﬂﬁﬁauazhu‘luﬂ151§a1ummsfTumsdqﬂegaﬁﬁwm“lnqj‘lﬂ“luﬂi"y«ﬁm

® Triple DES é’nymzmsv‘mmﬂzaﬁuuﬁugwmsrﬁﬁsﬁﬂﬁw Algorithm DES
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dennitsvesnisifiswauuy DES mawifigiunisdnaoussanialaed’
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® RC2 ¢ RC4 (Rivert’s Code#2 itz #4) 1l Algorithm mmzﬁqna%’w%yu
1At RSA Data Security 118484 Key 71 19 Tunmaswaes linedt Teflvina
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2.6 Digital Signature
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2.7 Digital Certificate
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2.8 Transaction Security Protoeols

2.8.1 Secure Socket Layer (SSL)
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Server lifis Client 3zitaAAsutoyantsinyinatlasafodefuunsiy Tudoyad Client dd

1% -« ) A : J 4 L4
pdnge Server sETITYMINUIAYYBINISAARBATI Algotithm ez 1Flunindevia uasds



16
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2.8.2 Secure Electronic Transaction (SET)
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1 4
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2.8.3 Merchant Originated SET (MOSET)
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yn'l@And1 ssL uadeidovss SET Afledidldsogendn Soilifvisliamnzeldilss Towi
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wallet i esfiganmnnniimssszinuinsesAnsssum

4111 MOSET (138 MIA: Merchant Initiated Authorization of Non-SET Orders)ilu

mistlszgnd Tamiszuy SET wndnanld szuudqnﬁﬁﬁ'mm:ﬁmumn iBM Tagiiing
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$152(3utuy MOSET euiieedtlsyneudied suaeafiussun SET udnszuaunsiviuing
4 o L4 4 A -~ v
Feynfisudatumeluszuandvesnyl 31 2.9 unasTnsandranisAnde luszuy MOSET

5 anAnARA

Issu Acquirer
14 2.9 Iaswafuntsfiadeluszuy MOSET
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3.1 Yagilszasnveamsfinm MOSET
& a P v o o 4
e Igdraunsaldmunasgu seT MAmilewdn Tusashannsofuddsdenn

qné i W1R14 seT 18870

3.2 m3viuYee MOSET
adseiuluseuy MOSET 31 sxldminensvesszunlasssu@eafussuy
SET snidugndaii lideadl SET Wallet fadifindesvasay fannsadefudwinszunilld
uazé’mas:ﬁ’sqnfi’mﬁuTaJsun:wuamuri"iaWmmmseqs"nnmhizﬁumnqnﬁ'maﬂswu
SET 14
11‘567:1111‘1&’%’1161?}":%%1ﬂqnﬁ1vhumsﬁﬂdauuu SSL szuuyssduisssminisad
1e0uBoRMISIUATNNATE I SET (SET Payment Instruction : PT) windeyniigniidian
Payment Instruction feiludaufiddigfigalu SET deyniiegniolu p1 sifhideynil
$UINTNTO Payment Gateway 191Un13A5998081 (authorize) ﬁﬂi"lun'lsv'w{iuumﬁ'ﬁaﬁ'm
Tusvuy SET 1nf deyndau P sxgnadraunzdrsionintddenas duindunederiing
dede ¥ suRTTvefuin (Acquirer) Tasiifanoez liannsadruas@oanolu’ld sndu
snmsvesfyisssdainduinlmildduguises
AMINATIU SET 1 p1 szgauriseenily 3 dlszian Ae
I PIUnsigned : gnardretulnegdotinsi laiil signature certificate dnfumagndes
vasfayaszgninilesTasn13tit Hash Function im1¥3e uan hildsusedny
ﬁuﬁa?wmﬁ’mmst?qﬁa
2. PIDualSigned : a%'mfu'fﬁaiﬁeﬁmﬁﬁ signature certificate 4 PI Uszioniilw
mmfunsesludssnimlasassvesdoyn saudsmmniedevesfoyaiun
snffetasfluneiald
3. AuthToken : a%’uifuﬁ Payment Gateway ‘Jﬁqxfluﬁ'ﬂumz PI ﬁgna?’m‘fuﬁm%’u

] o [
msdsdeiies lAsuauduiueag
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Tnsead19u8e Payment Instruction Uszasudasdeyannisdu (@mmmin 1) ud
dauitdielu MOSET AeRind PlExtcnsions $eaglucau PIHead Mmiiiliilu fiag fums
1‘)&"5151Uﬂ15‘?17313“‘?:1{1“!11!11 MOSET f® (ilu SET Message ir’iqnn%'uifuiﬁaé’mmm iife
Payment Gateway Msus1omsshazidu svannsad 1831 PI fatrlnoduoes

aandas PI Taoduie seviludnyus@eadu PL fatalaciladdetng udszfiamiy
message extension 191111111 Application veefute iiie 1§ umsdmua flag

Message Extension ifl IHHAAINMIATEIM MOSET fiRedl

MIAuthExtension DEFINITIONS EXPLICIT TAGS : := BEGIN

-- EXPORTS ALL;
IMPORTS

AlgorithmIdentifier {}, ALGORITHM-IDENTIFIER
FROM SetAttribute

EXTENSION, id-set-msgExt
FROM SetCertificateExtensions:;

id-set-miAuth OBJECT IDENTIFIER : := { id-set-msgExt miAuth(3) }

miAuth EXTENSION : := {
SYNTAX MIAuth
IDENTIFIED BY id-set-miAuth

}

MIAUTH : := SEQUENCE ({
version INTEGER {miAuthVerl(1l) } (miAuthVerl),
transMethod TransMethod,
transCrypto TransCrypto OPTIONAL

}

TransMethod : := ENUMERATED ({

channelEncryption (0),
unencryptedwWwuw (1),
encryptedEMail (2),
unencryptedEMail (3),
otherElectronic (4),
mail (5),
telephone (6),
fax (7).,
faceToFace (8),
otherNonElectronic (%),

}

TransCrypto : := SEQUENCE ({
encrypted [0] AlgInfo OPTIONAL,

digitallySigned [1] AlgInfo OPTIONAL
}

AlgInfo : := SEQUENCE {
algorithm AlgorithmIdentifier {(AnyAlgorithm)},
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keyLength INTEGER(1..MAX) OPTIONAL -- number of bits
}

AnyAlgorithm ALGORITHM-IDENTIFIER : := {
x
END

3.3 faetheszuuiifinasgiu MOSET

MOSET qnﬁmm%'wﬁmxlt‘wuuﬂm;ﬂuuumﬂfqmsznu ser MW@ty T
ndadevesgndisshilfgnirfnegiam:  SET qnﬁ1mmmdaﬁ1z§’a§avhuum:gmms
srziuluglinudug Chidmuamods) Flulasamswannyzuuaiiss 1nsAedsr
Femives SSL dmiunsdedeynsngnirldfue TamszAuvesnmdhsinszivegiu
Guiusuweivesgniudazsy Selegiuszdugena Ao 128 fla ndludiuvesnisdnde
sewinduieiusums (3o Payment Gateway) 921¢ SET dhunasglunainumaw
Uneady ensnrunineasaludesdeyanndedsfud Asumses himunsonswld

G’xﬁu‘ﬂ’;’aﬂu:sumzé’mﬁ‘lu{maaﬁﬁaamﬁaﬁuEui’muuamumﬁ'n‘énﬂw sndu
gnérienndiuie liid 14 sz deauiTnolddeamensfndsuy SSL

71/ 3.1 umraedasdren1srinnas § 14 MOSET Wi usypufudhssiueda

41l 3.1 YumeumItIzdusiu MOSET

4 . a 2
91317 3.1 M1$152RUAY MOSET s313ue1n
A} . C'I .i’ LY - o é 3 A
1. gnidssens@oamdidsunonziBonianiaiia hifdvie Fedeynnnddeniiue

rgndsTaordisaamumnasgives SSL
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4.3 Yo muadniuldsunsa

4.3.1 Input dmiulsunsy

-

o b4 & a v dd d : o -
didads Salsznaudandeyndudiifede (OD uazrensidoans$1szin (PD

4.3.2 wihnvealysunsu

#2324 Authorization Request 18814 Order Information ufaufunwiduadasndiny

13 Taal4 Private Key 1!0~3§1nﬂ : [AuthReqlp,

(1971 Authorization Request ttaznwi§uasasn Tavl¥ Public key 482 Payment

Gateway : [[AuthReqly, \ 3 5 p

n§w Pl mm’:’ay,nmsé’qéaﬁ'lé’s“u instiy Extension tioudsl¥ Payment

Gateway §3ilu PI fntreduTaogne : p1

aPumasudsnsagiisuuulify e Tas

e gag Ol PI 14111A 160 bits digest : {01}, {PI}

® 32 {OI} une {P1} drduiundderinate simudhsdaTay Private Key
voufuy : {{O1},{PI}} 1

ihvrdeyanssssRumnzaduataen Taol§ Public key 484 Payment

Gateway : [PL, {{O1},{PI}}pp ) s

4.3.3 Output 810 1) sun 7

Merchant Authorization Request #31l5zneudu
® {AuthReq, [A“thReq]m_u] PB P
Authorization Request fimosuasasamfunazdhsialae Public Key
Y94 Payment Gateway
® [PL {{O1},{PI}}eg ) psr
PI fiimoduAsasagiiuuazid1svialas Public Key Y81 Payment

Gateway
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4.5 mavmnldsunsy
TumswannTusunsuluTasamsd mmmﬂqﬂﬁ'numznuﬁﬁ’mﬁmmi’fu'lﬁd‘lu 4
dau fie
1. Front-end $10835 M UIAes I sﬁe%”m’n'aganﬁ&éeﬁuﬁﬁ (oD unzdeyans
$1520u (P) 910gnAIHIU Web Browser sanngmdeyniineados
2. Serviet iteszananadeyaunsdere iy Payment Gateway
3. a¥fnlususesdsaea 2 1u @150 Merchant Server 11Ag Payment Gateway Server
4. afulilsunsudmiviudeynnn Serviet iazosasadeyafigndun Taovihmiii
1erilou Payment Gateway 61ammm=1'funaumﬁ"m’;’eyanmhszﬁu (PT) 91N Y
unmannTasssil sz ldindesneniinmef 2 mdoudonlusieiu udazinienh
#ih#isly Merchant Server 11a% Payment Gateway Server dmiuAndedadoyanissisziu
seniafu Taoh Server 1 2 ﬂzmqmuuszuuﬂﬁﬁ’ﬁms Windows2000 uaglFuinig 1S
weuiudnss Talsinsy Jakarta Tomeat i iRTe i Server ienfuanunsdhen
w8 JAVA Serviet 18 Taoieun1sAnRa Jakarta Tomeat aslumdeniu sxdest DK Aada

aground SsezamisalFan Tomeat 14

4.5.1 Front-end vos¥1ud1d 1nesiiinnndu
o o S a & v Ae w ’
Web Site $1083gnRAILIVUIINNITTou ASP Fail Ilandniidhngy 5 T4 18
& - \ o 1 z \ “a 1 \
1. default asp Feiumidulfgadudenndquindinidesnisde aquandudazngu

5 ID iy ifedesdena 1?1y 1inihde T Taeld method GET

Thai Nakorn

& Catalogue :
. « Grandfather Clock

a.,.u..,... s 3 e e 0 T e ' Sy SO a——— ,' e ng&&“ RS——

§ﬂﬁ 4.6 UARIANTN default.asp
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2. product.asp S ID 91n¥¥1 default.asp udmaasdudinmelunguiigndudenld

23 Products - Microsoft loferoet

Address [8] hto:focobostforodts.on?d2
| Thai Nakorn

Grandfather Clock

Ashley

Price: $53,800.00

Quantity: fi
“ORoEn:

(%%, Original Howard
milier Floor Clock

S
.Y,

g o x o it '
1M1 4.7 uaraayvi) product.asp amdudendeaudlunguiignduden

. E
3. addprod.asp nawznirAufiigndrldidendui 1l niewisinnuyonesdy

fMawsauignissy

el

23 Shopping cart itens.-oh

Thai Nakorn

Shopping Cart ltems:

W

53,800.00' 53,800.00

= B

53,800.00
7

|
| o
Jishi S P i | ;f—lf

511 4.8 ua@avivi) addprod.asp iveagldudmgnidenty
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4. customer.asp imthisudeyariiesduvesgndniteds lifudagmdeyagnin

Thai Nakorn

Please fill in the following information:

First name: ,]customeﬂ

Checkout

e R

E-mait: .’{T@mail.;:o‘m

i
i
T

o Y

51 4.9 uaman customer.asp i1 Sudoyaifaafugnm
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5. checkout asp nasdeyafigndrfioudnnnamiriiuds uazligndinsendeyalu
. v
msszaAude mededayadanan 1 serviet szanonade uenvinileziiiy Email
4 o d o 4 ' o ' o
address ¥esgnA 18T unnmihiiudadmivldiilu or ieda iy Serviet 1vuiu

Thai Nakorn

Campleting your order {
]

ﬁu"”e Cuastomer information ‘ !
Vieys cart s i :
Checkout ' Customer ID: 31 |
i H

‘Name: customerl test i
{ Address: 555 str.

own
&  Stabe: ;
8 | Zip: 10000 !

{ Country: thailand

{ i | 1
lC&'d no.. ;[,[l 111222233334444 ‘
- Gl PSR R S T B S '
{Expiration date: “1 ¥} [2003%] !
e » -~ i 1
| Card address (if i

{ S 5.
| different from your ] i ! }
| address): : i

-- |
3
3

B

e S
53,800,00 53,800.00

B : ;
53,800.00 H
B i
11,208.00
B
65,098.00 !

¥ HOO1 Ashley {1

Order now! Cancet order i

- - T

311 4.10 uaRI checkout.asp titeFudoyamsviszidu (D 91ngni
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Soyolunumlesussqndedeldiy Serviet ritevimstlszananaunzdade 1t
Payment Gateway %81l Tagdmualyls Taneait 19lunsdedoynlul serviet Ao
494 Secure Socket Layer 138 SSL ‘1314 tag FORM dafl

<FORM action="https://localhost:8443/examples/serviet/EncryptToSet” method=post
name="cform" onSubmit="return validate(cform)"> .

i’aqaﬁqnﬁmua‘lﬁﬁw{mnﬁ derunisasisasunimgadesamdedmualu
script tif9egneie T 1¥ Serviet #9 EncryptToSet i TilsTanea heips Tdsduimia path am
fgnszy 3 e localhost:3443/examples/serviet/ Tao14 method POST thuiunmisdedeyn

4.5.2 Serviet ﬁgﬂﬁ’mméwu Merchant Server
Humpuntsynwes Serviet 9881981 Data Flow Diagrams finrastihuiade 43
Tadl nput v Talsunsuldun
- Order Information : 1% Email vesgaf
- Payment Instruction 1l32n81uR28
o wiiaveaasinaaii14 (Payment Method)
o 3odferiasiasAn (Card Name)
® e vIATIATAA (Card Number)

@

® JunuaeIgueNinsIATAR (Expiration Date)
o TagvefierasinsAn (Card Address)
i o A\ e 9 ni v o
(fieannnaiinuees Serviet Aandnszdsnimiilunsdesdeya nimuy
. e : ; . N L d
Asymmetric fuiusdeaiinig import package ¥o java.security.* guilu package NTONTUAT
fandindn  Tasmusoaniluaa  package  sanan ldnnduladveiin  Sun
" 1 v I - é L H
Microsystem dfa1ni s ldezeglugthnddydia jar Snhlidu1ilulananes
' & . P R P &
dovde Security nolulaisaneiues jdk Rdnde13lunies14ing
o d \ z o y
nadnin a lundazduasy sxiiluasil
o < & an R
Suasud 1 - adnarguataoaneduiIiy Order Information (O)

y L4 1 4
arsvannTdsuasuluTasenisitos1d Email vesgnénilu o duseuilszilszaeu

),

»
o o ' P
Rram39iru 2 Yuasudes (Begii 4.4) fin
- 1.1 498 Email
2, . B
Taelulasemstiosimua algorithm lumsteedeyaiiu sHA-1 Fuilu

default algorithm ﬂt_iuﬁ’qﬁm's"u package java.security.® Tagil Provider fi® “Sun” U@
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mnden131¥ algorithm dusedesiinisanda provider #almifieniumyuiinsdes
Feyalugaluuudy

#8674 source code HMH3Y class ¥8 toDigest) Fuimihiilumseesdoyn
Taensudeymuetn main0 lugtves Sting udadendumadnilugilves Swing

9y
ludadi

public String toDigest(String n) {
liconvert string input into byte array.
byte[] pByte = n.getBytes();

Iidigest Payment Instruction by using SHA-1 algorithm.
if (pByte != null) {
MessageDigest algorithm;
try {
algorithm = MessageDigest.getinstance("SHA-1");
} catch (NoSuchAlgorithmException e) {
return null;
}
Ifassign the string to be digested.
algorithm.update (pByte),
byte[] pDigest = algorithm.digest();
StringBuffer hexString = new StringBuffer();
int pDigestLength = pDigest.length;
for (int i=0;i<pDigestLength;i++) {
hexString.append (hexDigit(pDigesti]));
hexString.append (" ");
}
retumn hexString.toString();
} else {
return ™;

}
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o v ' 4 . o
ndes198198Y seiiiv 181 class #8 toDigest seiimaionld class Bnda¥e
. s 2 e 5 o . . 3 o ° - X v
hexDigit 92y 1un1511 input string Figsunsununnadamaas ifedes

(3 ) ] »
Jeynatiutes nadnin 141109 n wbigest) Hudagalit 4.1 dranel

OIdigested:QaSbTeS155f2077fﬁb0b7d3185b687215d66dl7

311 4.1 namsdzedhedeya o1 figndes

- 12 €5 waTasl¥ Private Key
A o/ 5 ; -]
Private Key i i4lu st ludussuilaziinmein e keystore 119
5 ' A a . P
Y1nP8q Merchant Server TasiiAag private key 32ii¥i3on (alias) 11§ Tun13810ds

o/ ' o "l o o J
#2861 source code AT uvuABUMsIFUAiuoyn of il

*Sign data using private key from keystore
Ifcreate object of signature
Signature signObj = Signature.getinstance("SHA1withDSA");
firetrieve private key from keystore using alias "merchant”.
Key priv = pair.getkey(merchant);
/Iprovide key for signing
signOb].initSign{priv);

//Assign data to be signed by the private key
byte[] dataOl = Oldigested.getBytes();
signObj.update(dataOl),

byte[] sig = signObj.sign();

mnput dm3udadundumeduaiaenssdesgainadldeglugy bye amay
Aou Sezawworitllldvimeduasasald wuReiufunadnifies ldnnas

wmeiduAsaea Aereglugiluss byte aray WudY
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71t 4.12 uemededummduitneniignatiatu

e

«f -
| Y Publi 8

v E 4
s o1 unemeSuasasad 1duudrswadnasad1e Public Key ¥89 Payment Gateway
’ . o an 4 A o o o W
Toief1 Public Key 1nnnlususssdsneniiinlilundes ddeilflumaduiriudeyn
4 [ []
sufhusu@nfuluduaoudt 1 TumsifumiudeyoTacld Private Key udeznffouen

Private Key 1 14iflu Public Key Tumaidnsfaumy

[B@Ba8f

U 4.13 uerAs OF uavaidunonsangnidhsalat Public Key %83 Payment Gateway

CON

¢ jon
A o o o [ 4 &
foyait Idsuningndresgnaniienunzdaizealmi (#is1¥ Payment Gateway %1150
il észuannndeid

71/ 4.14 uaR 330619 Payment Instruction
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Pldigesied:df8bbc38556650ﬁ87315570801d0d82907b91 1d

511 4.15 uanaraed1ideyn Pl fignden

- 43 swsudeyndidaniu
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PI Data
PI < PIUnsigned, PIDungigned,AuthToken >
- ffdediase319 PIUnsigned N8 PIDualSigned
- Payment Gateway @31 AuthToken dmunsdsfuduiiueinan il
psreluduangdie  uozfvwssinimiy Pl favasii By
ﬁms"umﬂmﬂﬁeu‘lumsiwzﬁuﬂ%ﬁaqm
PIUnsigned EXH(P, PI-OILink, PANToken)
PISualSigned | {PISignature, EX(P, PI-OILink, PANData)}
AuthToken A1 N AuthToken
PI-OILink L{PIHead, OIData}
AA15X PlHead
PISignature SO(C, PI-TBS)
PI-TBS {HPIData, HOIData}
HPIData DD(PIData)
HOIDataa DD(OIData)
PIData {PIHead, PANData}

9913 PIHead
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PIHead

PIHead {TransIDs, Inputs, MerchantsID, [InstallRecurData], TransStain, SWident,
[AccqBackKeyData), [PIExtension]}

TransIDs vendeynfi1¥szy) transaction UADLTIOMS

Inputs (HOD, PurchAmt}

MerchantID wunemlususesdinnnieiinduesfuie

InstallRecurData | feyadaufivhlf§fetasaunseeyananissinziu niemwizemms
srszuiiunng 1@

TransStain HMAC(XID, CardSecret)

SWident srysaziBoaves Tsunsy @ranuazneini 1 $lumsidudusive
#18 (0T Payment Gateway $1§fotins 14 Tulsunsula

AcqBackKeyData | {AcqBackAlg, AcqBackKey}

PIExtensions Soyafuduiifoadosiunsnzdeansdinyiu uadumisaiedsy

S pr/ o - o as -,
fns lunsdsefuveudivenins Ina Payment Gateway, 1910UA13RU
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