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Abstract

At present, fax document is important in business. Fax sending via fax/modem in normal
process can edits and transforms the information and also makes the information be unbelievable
and destroy to that business. We can protect that problem by data hiding in fax document file. It’s
useful in proving the evidence or the reference. It’s difficult to destroy and observe easily. This
necessity can use in guideline for program development to data hiding in fax document.

This project developing the application for data hiding in fax document that sending
documents via fax/modem. The method for develop application are use both visible watermark

and invisible watermark.
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2.4. Faxmodem Overview
' ~1 4 1 [
wnsg i Inaivesuslng laufnlaedl Class 1 faxmodem paziludIuvee1NUINs
) o <3 & Y [ | =1 [ é
gIuyam1d e TuiAn AT B9 @uIN19I0 ITU 1A Class 1 faxmodem Hilgrinumies
a P 4 AA o an v Pt
ADUNIADIT NUAIWT ITNYA IS msufﬁ]g'ﬂmnﬂammﬂmsﬂﬁzmawaTﬂﬂﬂnmiﬂizma
1 H i 3
waani 1 A nd Tandnunu

(B =] & a o a <3 ' 12 o
11935311 111 ABUINAB Class 2 faxmodem FeusTndwaaunad luaudiulng i

LY
i

ldy & a L% o 3 aAa [ ] o dy o o’:
annasg il Felunmufiusiauds wind Bnauilveiueghil sgiuticivayuns

119353 1U Class 1 112 Class 2

Fupeuvesnsuauving

asguvesmasudaing lagnituiiuienaisnn ITU (intemational
telecommunication Union) eeunsauiismsyinauseniiuzig g asolalil

Phase A — 1u329f iWudeBudunszrmmISudeining phase A %zéuqmﬁaﬁe
aestlpnroiudomsnaiuld

Phase B — 1u°1hafrl:ﬂmmﬁQ'ﬂﬂsnfuﬂﬂeﬁuLﬁuGuaaﬁeﬁm’i’lwau%’uﬂluﬂizmums
ezl lums sudamndiu @i lunssuds, anvazdeavesnm ifudu) Tugail
Q'ﬂnmﬁmn«ﬁmﬁuﬁ,"aﬁmﬂedavhui’fmg,a“lﬁ'ﬁu {41 locallD ¥30 RemotelD 3a§28nu3#G
Az RN atiawe 188 20 Fa8nus

Phase C — msfhmu%gaﬂ?uﬁﬂ%ﬂmmﬁ

Phase D — Tugsiiginsafilnd Tuduiivhmsiudoyatudui 1dsudeyansuday
12 Lmzmaqﬂnin’fLMﬂcﬁmﬁuﬂﬁf‘hmzUan"lﬂﬁqqﬂnsm"é’laé%’uiwﬁmﬂmwﬂwéuﬁfnth

' 1 L=\ { 3 H M o g 7
aolsnnie'ls Smniiienasuinde lufivzdednfgaduiulild Phase B 8n



Soqarinaayinaluladasauma aom.

17

¥ y U a A o [ a 1 A
Phase E — Tushefifiugaseniinmsfnde guasalunnd lufuszngamsfndedoms

v
Y [V o o o
‘Uuﬁﬁ)uﬂ'ﬁi‘ﬂﬁﬂuﬂ ﬂ“l? ﬁ']iJ'IiﬂLﬁ‘u’E]L‘lluﬂﬁN ﬂ'li‘VIN']l‘l\ng]} JU

v
=1

a o,: o 1 o v A o [~}
MIWN 2.1 Ll.ffﬂ\?iluﬂﬂuﬂ']ii'ﬂﬂﬂuﬂﬂ“]m’lulﬂi@ﬂLL‘NﬂGb’IiJLﬂiJ

Receiving Events

Sending Events

Initializing Modem
Initializing Modem for Receive

Waiting for Ring.....

Negotiating.......

Receiving Fax Page Data .........
End of Page .........

Send Complete .........

Comm Port Closed

Initializing Modem

Initializing Modem for sending

Waiting to Connect

Connect to remote fax machine.....
Negotiating.......

Sending Fax Page........
Sending Page Data .......
Sending Page, 10% Complete
Sending Page, 20% Complete
Sending Page, 30% Complete
Sending Page, 40% Complete
Sending Page, 50% Complete
Sending Page, 60% Complete
Sending Page, 70% Complete
Sending Page, 80% Complete
Sending Page, 90% Complete
Sending Page, 100% Complete
Send Complete ....

Comm Port Closed




4
uUnn 3
o v J
mavannTdsunsanlszgnaveudeyalmenasuving

9y
v dA

v ad 1 o o ya Aad 4 ad 1
‘ﬂ%‘Q‘]J‘H’Jﬁﬂ'liﬂﬂuﬂﬂ“lﬁlfﬂﬂﬁﬂﬂiz‘l’n‘lﬂ@ﬂﬁﬁﬂ'liﬂuxﬂuuﬂﬂﬁ) ABNITAIDNTT
o 1 A o =] & a =3 o’/’ o [V Ay
LMﬂ“lfN'lulﬂiENLMﬂ“UImﬂiJ mmwazLaﬂmmzﬂmmaumiﬂmumﬁa"lﬂu

3.1 Yumenlumsasenmsuning




19

9
Juaoulumsihauvesmsiannssuy Tlsunsulszgadlumsdeudoyanslallu
v 9
wamsudnaiumusaild 2 Juasudloiu

v
L. 24

1. fumeumudasnys A FuBuen
® Al mmumﬂmsﬁﬁ'mmscﬁeui’fagauaquu:rlncﬁn.ﬁmi‘lu'lwﬁumﬁqa ‘bmp
Tﬂutﬂ?eﬁqmﬂsuﬂmﬁﬁ'mm%u“lunﬁcﬁau%ga (Encode)
o A2 fulonarsii Idinsgeudeyansludreenmandesiiu
e A3thenmsiifimsdeudeyaudadelumandeuing
o AsnmuihBSuuensindtanGoamindg
o A5 lunilediudmndesniassdeuiuenmsiigndunnddesiimie
Tignsarh 1 Taseunuendsfi 1450 lnaeSeeaunuued
o A6 IEH Idonmadunuifin 13w Induwana bmp niathinih a8
wiasnaeulaeld Tusunsud 18R mtuiteldasomoenes (Decode)
2. umeumadadnys B tusuun
e BIgunuenfideInTauteyaunzdeuindiiuiihy duniana bmp
1ﬂutﬂ‘§aq°§qﬁTﬂiuﬂiuﬁﬁwmi‘fuiumscﬁaui’fega (Encode)
o B2 Wdi Idvhmssouteyalfudaduiundeng Tudy luddledsy
e B3 muthfiusyMdfidandumiesumnd Tudy
e BaHmamuiATudesmsasasaey dienasi ldannsansieaeuae
¥ Tilsunswiisanntume 1¥lumsassreuenas
nnnmaziiu g lunmsduenaisund@aensldindeamndiiuse i dunoums
fadnanhnsfiaseumnd ludulunsduenas 1m"’iﬁy‘5~1wﬁuﬁua’ﬁmseﬁawffmga
ashuentsuindTas193 s nsdelidionasdromiourng Tuiu Tasld5 3 mavhaiei
Ataenlunmsdoudoynadlilluenaisnm Tasamisadldwalugiuuuvea Visile

Watermark 1402 Invisible Watermark



3.2 mseanuuumsihiauvedlsunsu

Choose Method

1 Flowchart Key

f

~ Flow Directiog

Visible Mark?

Add Visible Mark

( Send Fax '

' v
AT 3.1 warRUABUNSINNIUYe 1Usunsy



21
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Message

v 9
MR 3.4 LaATuUABENI Add Message a9 11/ Tu lWdlonasnm

Tastuaoumsthauamnsaion 1dee i
For k = 1 to message length
value = convert text of i message to ascii
fori=1to8
byte mask = 1

pick random position in image and random pixel for encode
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get the pixel's color component
if value and byte mask then
color mask = 1
else
color mask =0
end if
update the pixel's color in image
set the pixel's color in image
byte mask = byte mask *2
next i
next k
u | | Y 1 " v W é v W Y F -
AIDEINBH ADINTTYDUAINIDNHEI t m"lﬂ‘lum‘w LﬂJBL!.‘iJﬁQﬂ']ﬂ’]’e)ﬂ‘Hi t um%z"lﬂm'lums
w d”n’: o ¥ v ' d'dy o’l‘ ' 9 a
fetitumoumnidoyadiones ¢ deundlilunm luntlszuaasiuaounitouveyaiia 0

Fausnvoadasnus t ol luaeu Twnluidnidvhmsquaeni
Value = asc(“t”)

0j1(1]1(0]1

AND olofofofolofolo

byte mask = 1

0/{0]0]|0]|0]|0]|0]|1

If value and byte mask then

Color mask =0

0/{0{0|0|0]|0O]|0O]O

H [ 4
diausnurhimsgeuas l lufnwai 1dduidenmnuiiifmualihmsveudeyaas’ly
v
Tunoy Inniunauaseunsouaasisnmssoudoya ladede Uil cirr = (clrr And &HFE) Or

color mask fmualiia cim(mvesney Inwlusin ldvhmsquidenu) = 192
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Clrr=192

AN )‘11000000

&HFE

OR

Color mask =0

0(0/0[{0[0/0|0]O

1{1loj0l0]0]0|0

v ¥
(Tasansng source code Tutunonillduamanian)

3. YuMRUNIINRATHATRYA
LY % 9 A o ' 9y c‘:
ﬂ'liﬂﬁ]ﬂi'ﬂﬁ%%ﬂ’t']ﬂiHﬁi]'lﬂ‘\ll’)‘ial‘ﬁﬂ'lﬁﬂ']ﬂﬁ"ﬂﬂuvl’m"lﬂ‘lulﬂﬂﬁ'l‘ifnw Iﬂﬂﬂluﬁﬂuﬂ'ﬁ
v 9 [ d‘ 9 o ] 9 Aﬂ' ) 4 Y o '
naﬂinﬁﬂmy‘a%zsmega‘né“l%'ﬂamﬂusnﬁmummmE)mmwi’a‘nﬂammimumtmm
) AN Y Y v gy A @ @ o v ¥ ¥ Ay ya '
“Uﬂ\i‘llf)i;l‘ﬁ‘}’lhlﬂiJﬂ"liHl'l‘iﬁﬁ"hﬂ‘iBllll ﬂ"lﬁi\?ﬂuilg‘lﬂWﬂ'ﬁﬂﬁﬂﬁﬂﬁ%@y‘ﬁﬁlﬂﬂﬁ’mﬂ"lﬂiJﬂ”liWE]u
o & 4 o
mn‘umﬂmsmwuazuami’fammuuaeﬂm"lﬁ' Iﬂﬂﬂlﬂﬁﬂuﬂ'ﬁﬂﬂﬂiﬂﬁ%ﬂgﬂﬂ'\ﬂlumﬂ

arsmnnaad 1d1u data flow NI 3.5

| GetMessage | =
| Length i

Message Data

NNT 3.5 uaeInsneasHann dwneasnn
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For k = 1 to message length
byte mask = 1
fori=1to8
pick random position in image and random pixel for decode
get the pixel's color components
get the stored value
byte mask = byte mask *2
next i
message = message + stored value
next k
4. fumeumaduiindoya
Fuapuiiszdumatuiindoyanisidh o Tikbunsulszynveedld Tavezvihms

W A Yy o Ao ¥ o & > A
UUNN afa(’ﬂﬂi, Junamnlsau AIAAIIUABUMTTIU NN 3.6

H v
MW 3.6 uaasiupeumstiuiingwazdeams FauTilsunsurlszynd

3.2.2 Visible Watermark

v
Sumsiminema Wiueaas Tavaunsadii 1dasil
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M Authorized User

User Data
Image Data

v 9
MNT 3.7 uaaatuaouAITIN Visible Watermark fu lWdionansnin

v Y v 1 v v
Iufitaznanaunmeduaoui 3 fe supeunmsldamihddnenaslylulwden
v ¥
A157N (Add Visible Mark ) dauduneudy q 1dna 1 luuda ludedredulassznnues

o : aa o < o’: ° F g dy
mimmﬂmﬂsmammummmnu'lﬁuumms ﬂ‘lﬂﬂﬂﬂi‘u

e 15091918 Freehand a4 ltuvionansdmansotiald wenduazvinaveudu
@
o v ' a a 9 . ) & e
e musnhmsiuewdIuDLenmIdaanIowna 1a (Highlighter) Tnoaonan
o 9 9
gimaniula
o muwonaduasuiediunsmiudeanuuuenmsdmanseiald wenduas
vpvadu'ld
e msnnansevdmauasllvwenmidaansedinld laudenduazviaves
'l
4 4 A g o o o a o
o awsanedmasuity e ldfuiundidmiumstundennuaslynendeld
Taoenald
o aunsnunEsnusasliluuenmsdnansetiald Taedenguuuddnys &

b 4
HazuuIn 19
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¥ '
A v A

o aunlddennumnemaasluenaisdaanseiald lagsziinundsannsa
A = o @ = = Y
dend uazddnusmusniengiuuy & wazaald
H a a 2
o munadaufudeyaiifiudoanuasnluenmsdinansetiald deause
denziuuvvostonnuiiez Iuaasasluuwenas 18 Tasawnsnidengm
9y
autfavesdasnys Idaung giluuy & ddnustes Mdnuson nietaduldla
g & g e = a
o munsnilsyiuandeszdiudsnusnisgnmaslivuwenmsdinansetiald
Tavausoriy v3eaunmantass 918 Wendsziiuaslasszyfuuaznm’la
323 msednuuugIHteya
A ¢do o 4 dad w2 a ]
iWipann Tsunsudszgnansariuiifisesvosmstiuninseazidoams 15
v A

Tsunsusesnfiudesiigndeyadhundetiuingvasidn uagannsauaasssaums 1y

auTdsunsu 1 masonuuugdeynmunsnuans IadanIni 3.8

MW 3.8 LaAg ER-Diagram 5&MINAT3 W Login LAZAI3 N Desc

a Yo 4 & smlw P ° ¢ A o ¥
mnmwmmmeﬁmﬂ'lﬂmu o W ﬂfﬂuﬁﬂuﬂ'lil'liﬂﬂ'lﬁ'lﬂu'lﬂ%ﬁﬂﬁﬂ‘ﬂﬂ'l‘whlﬂﬁﬁ'lﬂ
ﬂ'\Wﬁ"Jﬂﬁuﬂ’J'lllﬁiJ‘ﬁuﬁ'ﬁS‘H’jNﬁ'ﬁN Login ﬁﬂﬁ'li"l\‘l Desc %QL‘?JHLL“]J‘]J one-to-many LAY 318

aDeRvYDIARZ AT AL AR5

15199 3.1 LLeAY Data Dictionary ¥94A134 Login

ID Item Item Uniqu| Type | Domain| Remark
e

(English) (Thai) L |Null

1 |Login ]
UserlD swagly PK |integer NN |Auto

Running

UserName | 5oi1% varchar| 1o | NN
UserPassword | s aif 1% varchar| 1o | NN
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v a 1w ¥
miseenuuullsunsuaIufAasenugl ¥y

"lumsaamm'uTﬂmniuﬂizqnﬁ"lumidamnﬁmmlnol?ﬁ'lﬁ'ﬁmseﬁaui’fegaa&'lﬂffu
nseenuuvdnAnde AUl I&Timseenuuu ezl 1fie uazazaan wu
Tudauvostjudi q Lﬁaﬁnﬁﬁ'lmwﬁﬂuﬂzﬁﬁm'ﬁmﬂﬂizﬂﬂuhﬂnf:ﬁaaz"15 Tudauves
mstloudoyaszivouoninzdoensones lsasll TasTsunsurlszgndmssendeyansly
Tuldenmsurnginlsenoulidedosuds q i

1. Weduasremeudid ¥ ldsunsudsegnd WuresuusnidefinisSen

Tosunsuduuldon °luﬁ":u8ﬂdaﬁ"ué”li’fﬂmfu'lﬁ'uﬁmﬁ'amwﬁ 4.1d2ude

fmuanis 1gau Tdsunsuldinmseenuuu idsuaaslumsisi 4.1

## Authorized

M 4.1 uaauuNesuATI9eo U159 (Authorized Form)

M990 4.1 uaag Program Specification Y94 Authorized Form

Program Specification

Program Name : Data Hiding in Fax Document

Form Name : Authorized Form

Screen Caption Condition
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User Name -TextBox : MaxLength = 10
Password -MaskEdit : MaxLength = 10
OK -Command Button : Check Valid *1
Cancel -Command Button when click unload form
*1 - lﬁﬂﬂﬂﬁu Ok 1?’!’ Check 11 User Name,Password is not null k8% check Valid AUAITN

Login 1 User Name a2 Password QnABev3e liuag userlevel fineg 15 fuilu 1 nuwils
admin 81154 0 vzvuET e user

- 81 Login Jiruey liaunsodhldaunesundn 1@ |

2. o Suwan (Main Form) s2szneu lilderesudesdang 1dnaniseazBuade
1 luefumdniiazamnsarnsdalug g seudeyanslunolunm mshaneii
ASapauuuoaiin1d naaununn meRua I uasas dalnd 18 Snved 18 Tarlu
dauvesuylimnsadon1d ez ludinvesmsvinmluadazwyezmiieuiufums
RS ITGRICRERTY 1uﬁff'lﬁtﬁu'ludawmmgﬁ§a About FavziflusieuenuazBenves

Tsunsw uazddania Taemeluresundnszdszneuludaediunie q dwaaslunmi 4.2

v v .
uazduvesnsihanvesudayuiunass 18 luaisien 4.2

w Watermark m Fax Document : - : FETES

MW 4.2 uaasduilsznevvesosuvan
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@13197 4.2 UEIA3 Program Specification Y8eWBIUNAN

Program Specification

Program Name : Data Hiding in Fax Document

Form Name : Main Form
Screen Caption Condition
Open File -Command Button : (SiumsillaIWdnmAuLaney screen 18
Save File -Comtnand Button M3y uansomw IWdiuansegun screen
19
Visible Mark -Command Button : M3viruesiliumsSoanesudeslumsi

Visible mark irium

Screen Caption

Condition

Encode -Command Button : Msvhamsazshimsaeudeyaasliluenasi
uaaeegUU Screen 14 lasszdunsGonresudeslumadhs e
Fun

Decode -Command Button : M3z himsasasiadeya ldien
asnmiiiaaseguu Screen 18 TaseeiiumsSonresudesluns
noATHiataN

Scan ~Command Button : M3t e nfndefundsauned
Wehmsauaunmld

Print ~Command Button : MsyhamamnsaRuienasfiudasuy
Screen DOAAIBIRUN 14

Fax ~Command Button : M3y ainsadenTusunsuiies 19
nmsunnd 14

Set User ~Command Button : fieufiszifh Tusunsumdntiszfimsasisaey

User Level fiouludiuveaesuasasaeudldanu dvn User
' A N A\l y
Level fisidlu 1 Fanmuoaruinilu admin tufiezanmnseldom

1
14 TasvzShunsSenveS udesduun
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Report -Command Button : 9zilusisauiiuaasswazidoamsldanu
E4
Tilsunsilszgndil
Exit -Command Button : My muezifiunmiseenannTulsunsy

o : an H - & A
1. vesummhmeiddneanmansoneurinld (Visible Watermark Form) ol

1) dvg o {
MINALJY Visible Watermark 921/51ngWesutivum daanslunmi 43

Select Annotation <€

—» Free hand line

Hishliohter P Straicht T.ine

Hollow Rectansole < P Fill Rectanole

Text ———————""5 i —» Attach a Note

Text From File < #» Rubher Stamn

' v Il
M 43 uaas Wesunshaeihasneaficansoveusiuld
[3 v v
Talundaztjussiinaautiadn q Misaansode |ddade 11

. & a 0 wa
Free hand Line ioadnuhdtjusnozuassnaeutidveadyTng ennsodenaiumun
voudu niod1d denni 4.4

Freehand Line Properties

NN 4.4 uarnnmuanifAves Free hand line
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® funss (Straight Line ) ioadnuhdijusnieuaaaloulfidonguauia ldmieudiu
11 Free hand line

{ 4 & o~ Al v
® Tmdunily (Fill Rectangle) Woadnwhdijusndezuaaaeiultifonguaniialdlne
fusadend 14 swaasluning 4.5

§ Filled Bectangle Propeirties

M 4.5 uaaslesuguauTAvesdmasuiiy (Filled Rectangle Properties)

A a U wa
® Attach a Note tendnuhdijuynisznansesulmidenguauti 18 lasauisadond
HaTANANTAYDIAIDNYT InnLans AN 4.6

Attach-a-Note Piopeities '

B

Mwi 4.6 uaasesuguauiAveamsdioutiufin (Attach-a-Note Properties)
®  M3111AI181 (Rubber Stamp) wivipuiumsiluasionsasuuenas lnsasaadis
J o o v {
donnutiunies1d wazidend @onvuiadenys Iaawaaslunng 4.7
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A‘ Received
A% Rejected

MW 4.7 LanInmauAYDIAT1919 (Rubber Stamp Properties)

® nsuiudenu (Highlighter ) Lﬁaﬂﬁmﬁﬁﬂnmﬁazuﬂmﬂas’n'lﬁtﬁanﬂmﬂnﬁﬁ'lﬁ’ﬁﬂu
aunsnidond Idmiousunuantifvesdmdonfiulunni 4.5

e nspufmAn (Hollow Rectangle) ) iipadnihdijuvaifezugasmiefulfifenguauiia
8 TasannsafenduazvinannumuveuduldmioufugaauiiAues Free Hand
Linelunmii 4.4

o MIAUEISNYT (Text) ) ilondnshduuniezidamedulidenquauiialdla
annsoienguautidvesiisnys IR mansluning 4.8

o mmiwindeyadidnusunlaliunmm (Text From File) Wondnuhdiuuniie
uarasresufidenquanidld lasaunsafenguanifvesdadnus Idmiloutugn

AUl AYDIADNYIALEA IUN NN 4.8



E Text Properties

"B+ Black Chancery

T Bookman 0OId Style
B Bookshelf Symbol 1
B Bookshelf Symbol 2
B Bookshelf Symbol 3
T Browallia New

P

M 4.8 uansmsiiwdudoyanldlunm

1. WeSudhsvia (Encode Form)

’ £ A el 4 1 VJ
unesudosvesesumdn Wenandilfu Encode Form szalsngwesuiiau

Password

l

Ok Cancel

MWN 4.9 uaasnos s e
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A131371 4.3 1A Program Specification ysane sty

Program Specification

Program Name : Data Hiding in Fax Document

Form Name : Encoding Form

Screen Caption ‘ Condition
Message Hiding -TextBox : MaxLength =255
Password -TextBox : MaxLength = 10
OK. -Command Button : Condition*1
Cancel -Command Button when click unload form

*1 wyihmadhsiadeyalasiinmsdeudeyanslilunmluwwuiidunadqeartsi
o [} 4 Qs é L7
wiu uazsfusteardiiu 1 lunmd e Wislflumsosasia sl unisshstauuy

Secret Key

2. Hosugeasiadeya
Wuresudesvesrlesundnionaniislu Decode 921510 WBTURBATT L
sg,ai‘ilum’l%xﬁar‘flufmm'mﬁanmwﬁdamiui‘lumwﬁﬁn1m’1'1sﬁ'fﬁ’fmgaaz'li
Whunm TaeldsWarkhmigadesassfunm Tdsunsueginisoensiauay
uerasdeyaiidonlsld vvdaudadeduflFnunaas ldfenmii 4.10 uay

Program Specification uaaslumsied 4.4



Message Hiding =

Password

L

50

M 4.10 ganavlesunoasiadeya (Decoding Form)

M13197 4.4 LLTTAY Program Specification Y9 noas e

Program Specification

Program Name : Data Hiding in Fax Document

Form Name : Decoding Form

Screen Caption

Condition

Message Hiding
Password

OK

Cancel

-TextBox : MaxLength = 255 Enable = False
-TextBox : MaxLength = 10

-Command Button : Condition*1
-Command Button when click unload
form

37
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*1 Wenatju ok szhimsasavaeusiaiuiigndemie liTaverfodeyafidoung
b4 v

Tunm nminezdinmsoeasviadoyangeuleenuuaasludiuyes Message

Hiding

2. Wosuaunu (Scan Form)

A 1 .
ienatju Tisunsuszasavaey IWd Twain32.dil TasezidumsiSonly AL
edr oo A & ddqy & dy o
YRIaNUILRI NAB NI 8 o Tuntl Mdiaspeaunuueseio Hewlett Packard H92

&
waas llsunsuaunuyes HP yuu ﬁ‘luﬁu

3. WosuNuWmW (Print Form)

4 M a J L {
iionaifu Print walsinguesumsiuinmiuandsuanslunmi 4.1

| Printer IcoPrinter Ll
Copies [T =] P |,
Label2 fied- 30 -

& Print All Pages ;
" Print Individual Page |1 :‘JJ

MNA 4.11 waaano s URLUN (Print Form)

4. vesuasmgl¥aulysunsy
g v d o’: ' ; o {
tienAiju Set User 9z1lsnguesuasidldeiuin aweaaslunmi 4.12

1A Program Specification LaAq 1AAIA1199 4.5
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Password

FRKKK

1M e

1 9y
Mul 4.12 nerasrlosuaesiadldau (Set user form)

] 9
13191 4.5 LAY Program Specification YD o5 uAN A%

¥

Program Specification

Program Name : Data Hiding in Fax Document

Form Name : Set User Form

Screen Caption

Condition
2 3 4
Query -Command Button : aunsaisongsioted1sldmun
4 o '
Next -Command Button : ilumsideuswmisdeyatyl 1 s1oms
Last -Command Button : Wlumsiaeusumisdeyahliisiumsga
9
o
Previous -Command Button : fumsideuswmisdeyaliliisiems
' v
nounuIl 1 s1oms
First -Command Button

13N

s flumsideusumisdoyaliliisioms
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Save -Command Button : dlumsiiufindeyansgndeyaiinms
Login

Delete -Command Button : dfunsaudeya e srumsiiuanssgesn
1l

Exit -Command Button : ssnnnTilsunsu

User Name -TextBox : Max Length = 10 Not Null

Password -MaskEdit : Max Length = 10 Not Null

5. Wosusmarumadnl$Tisunsy
d o M y
iiondnify report sxuerassvIUMsE1F Tsunsusegndtl Taouanslu

program specification Tumis1eh 4.6

A13197 4.6 UAAINDS LTI TU

Program Specification

Program Name : Data Hiding in Fax Document

Form Name : Report

Detail

Date : dd/mm/yyyy hh:mm:ss
User Name : X-~—10-—-X

File Name : X 50 X
Message Hiding : X-—- 255 X
Password : X—10—--X
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1 aoulidinesilFlumsiannTusunsulszyndiedeudeyansliluenms
wind (luitiiozGondn Tulsunsu Fax Hiding) 19 Microsoft Visual Basic Version
6.0

2. werlaiminnldmensdlumsdusnmsundrin Tuguie Impact Color Fax
Lite 122 Mighty Fax

A 4 pu Py o A
3. ADUNAABS 2 1ATD9 MK Tuifly 56 K Visaaundes
v 9
4. Operating System 1 19vmsnaaveti 1% Windows9s
5.2 YunUNITANAI SNy

[ v b4
iieduiinndn Ind Setup.exe id29z1l5ngIuneumsas Telsunsufsnmaud iy
t4
a1l

#Z Fax Hiding Setup

o

1 k4 vy H
M 5.1 uansduneumsanas llsunsuilszgndduiin



fq‘ Fax Hiding Setup

Digital Audio Copy
Disk Manager 2000
Download Accelerator

v v v
MAA 5.3 uerasdiuaoumsaans llsunsualsegn

g

7l

9

v
o

U

U

=
N
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X Fax Hiding Setup
el ndalii

7

PN 5.5 uﬁmifuneumsﬁm{qTﬂmnmﬂszqnmuqﬂﬁw
5.3 35hinInaaes
mailadfds
1. BonTUsunsy Fax Hiding Suanitemmsrunuenmsiasinmstiuiinlndnm
2. dla g mi 1dvimatuiin 13820 T1suns Fax Hiding ievhuinmsdhswa
Foyans 1w denasmw udahmstuiin Idienmsnmit 1dmhmsishsa

Souspsudnauaaslumni 5.1
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M s.euaasdauves lsunsugoudeyaas i luenmsmwieshmsids e
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A 5. 7uamanes UM adennundesmsgouad i luenaisnm

y
1. hmsde ldenarsamillaglysunsy Fax Hiding s¢vihmsien Tusunsy

- 4 &/ 3 2 {
Impact Color Fax Lite Yuaiied Idionmsamme lududaiaaslunmi 5.2

~i Irnpacl Lololrax Llle lM(‘smqe List (‘

1257

Faxcover1(2)... 1

v . ¢ ¥V
M 5.8 aasaauved Ilsunsun ¥ lunmsdauenasurndmunaunng lugulund

o 11/51n33 Inpact ColorFax Lite

3. msiuiinenaish ldsumnldeglugdves IndDauum
4. dmsilaldenmsamildsunantleddadao1asunsu Fax Hiding

T ' o & o 9y P ' [ 4
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MightyFAX
He

pi132/02 14:33 Fax { 1: c:\program fies'mfax\receive\fax0002.apf

S

-\ Outgoing Faxes ) Incomi

OB

] '] » ¥
M 5.9 uaasdauves Ilsunsun 1l lumssunasudngrmumaming luduluniias 1sunsy

MightyFax

Decoding

H 4 l& M o . o 1 .
2 5.10 uaaseSumsneasadeyadedmnldsiarinldas siunaeu 1A lunmie:

Y] A 9 Y v v
uerastonnunaou leenuilaedegndes
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® Encoding Source Code in Visual Basic
Private Sub EncodeByte(ByVal Value As Byte, ByVal used_positions As Collection, ByVal
wid As Integer, ByVal hgt As Integer)
Dim i As Integer
Dim Byte _mask As Integer
Dim r As Integer
Dim ¢ As Integer
Dim pixel As Integer
Dim clrr As Byte
Dim clrg As Byte
Dim clrb As Byte
Dim color_mask As Integer
byte mask =1
Fori=1To8
PickPosition used_positions, wid, hgt, r, ¢, pixel
UnRGB frmWatermark.piclmage.Point(r, ¢), clrr, clrg, clrb
If Value And byte _mask Then
color_mask =1
Else
color_mask =0
End If
Select Case pixel
Case 0
clrr = (clrr And &HFE) Or color_mask
Case 1
clrg = (clrg And &HFE) Or color_mask
Case 2



clrb = (clrb And &HFE) Or color_mask
End Select
frmWatermark.piclmage.PSet (r, ¢), RGB(clrr, clrg, clrb)
byte_mask = byte_mask * 2
Next i
End Sub
Private Function NumericPassword(ByVal password As String) As Long
Dim Value As Long
Dim ch As Long
Dim shift]l As Long
Dim shift2 As Long
Dim i As Integer
Dim str_len As Integer
shiftl =3
shift2 =17
' Process the message.
str_len = Len(password)
Fori=1Tostr len
' Add the next letter.
ch = Asc(Mid$(password, i, 1))
Value = Value Xor (ch * 2 ~ shiftl)
Value = Value Xor (ch * 2 » shift2)
shiftl = (shiftl +7) Mod 19
shift2 = (shift2 + 13) Mod 23
Next i
NumericPassword = Value
End Function
Private Sub PickPosition(ByVal used_positions As Collection, ByVal wid As Integer, ByVal
hgt As Integer, ByRef r As Integer, ByRef ¢ As Integer, ByRef pixel As Integer)

Dim position_code As String



On Error Resume Next
Do
' Pick a position.
r = Int(Rnd * wid)
¢ = Int(Rnd * hgt)
pixel = Int(Rnd * 3)
position code="("&r&"," & ¢ & "," & pixel & ")"
used_positions.Add position_code, position_code
If Err.Number = 0 Then Exit Do
Err.Clear
Loop
End Sub
Private Sub UnRGB(ByVal color As OLE_COLOR, ByRefr As Byte, ByRef g As Byte,
ByRef b As Byte)
r = color And &HFF&
g = (color And &HFF00&) \ &H100&
b = (color And &HFF0000) \ &H10000
End Sub
Private Sub cmdEncode_Click()
Dini msg As String
Dim i As Integer
Dim used positions As Collection
Dim wid As Integer
Dim hgt As Integer
Dim show_pixels As Boolean
Screen.MousePointer = vbHourglass
DoEvents
Rnd -1

Randomize NumericPassword(txtPassword.Text)



wid = frmWatermark.piclmage.ScaleWidth
hgt = frmWatermark.picimage.ScaleHeight
msg = Left$(txtMessage.Text, 255)
Set used_positions = New Collection
EncodeByte CByte(Len(msg)), _
used_positions, wid, hgt
Fori=1 To Len(msg)
EncodeByte Asc(Mid$(msg, i, 1)), _
used_positions, wid, hgt

Next i
frmWatermark.piclmage.Picture = frmWatermark.picImage.Image
MsgBox "Encoding Successfull”
Screen.MousePointer = vbDefault
Unload Me

End Sub

® Decoding Source Code in Visual Basic

Private Sub cmdDeocde_Click()

Dim msg_length As Byte

Dim msg As String

Dim ch As Byte

Dim i As Integer

Dim used_positions As Collection

Dim wid As Integer

Dim hgt As Integer

Dim show_pixels As Boolean
Screen.MousePointer = vbHourglass
DoEvents
Rnd -1

Randomize NumericPassword(txtPassword. Text)



wid £ frmWatermark.picImage.ScaleWidth
hgt = frmWatermark.picimage.ScaleHeight
Set used_positions = New Collection
msg_length = DecodeByte(used_positions, wid, hgt)
For i=1 To msg_length
ch = DecodeByte(used_positions, wid, hgt)
msg = msg & Chr$(ch)
Next i
frmWatermark.piclmage.Picture = frm Watermark.piclmage.Image
txtMessage. Text =msg
Screen.MousePointer = vbDefault
End Sub
Private Function DecodeByte(ByVal used_positions As Collection, ByVal wid As Integer,
ByVal hgt As Integer) As Byte
Dim Value As Integer
Dim i As Integer
Dim byte_mask As Integer
Dim r As Integer
Dim ¢ As Integer
Dim pixel As Integer
Dim clrr As Byte
Dim clrg As Byte
Dim clrb As Byte
Dim’color_mask As Integer
byte_mask = 1
Fori=1To8
PickPosition used positions, wid, hgt, r, c, pixel

UnRGB frmWatermark.picImage.Point(r, c), clrr, clrg, clrb



Select Case pixel
Case 0
color_mask = (clrr And &H1)
‘Case 1
color_mask = (clrg And &HI)
Case 2
color_mask = (clrb And &H1)
End Select
If color_mask Then
Value = Value Or byte_mask
End If
byte_mask = byte_mask * 2
Next i
DecodeByte = CByte(Value)
End Function
Private Function NumericPassword(ByVal password As String) As Long
Dim Value As Long
Dim ch As Long
Dim shiftl As Long
Dim shift2 As Long
Dim i As Integer
Dim'str_len As Integer
shift] =3
shift2 = 17
stt_len = Len(password)
Fori=1 Tostr_len
ch = Asc(Mid$(password, i, 1))
"Value = Value Xor (ch * 2 ~ shiftl)
Value = Value Xor (ch * 2 ~ shift2)
shiftl = (shiftl + 7) Mod 19



shift2 = (shift2 + 13) Mod 23
Next i
NumericPassword = Value
End Function
Private Sub PickPosition(ByVal used_positions As Collection, ByVal wid As Integer, ByVal
hgt As Integer, ByRef r As Integer, ByRef ¢ As Integer, ByRef pixel As Integer)
Dim pbsition_code As String
On Error Resume Next
Do
r = Int(Rnd * wid)
¢ = Int(Rnd * hgt)
pixel = Int(Rnd * 3)
position code="("&r&"," & c&"," & pixel &")"
used_positions.Add position_code, position_code
If Err.Number = 0 Then Exit Do
Err.Clear
Loop
End Sub
Private Sub UnRGB(ByVal color As OLE_COLOR, ByRef r As Byte, ByRef g As Byte,
ByRef b As Byte)
r = color And &HFF&
g = (color And &HFF00&) \ &H100&
b = (color And &HFF0000) \ &H10000
End Sub



Visual Basic Reference

Language Refsrence

Randomize Statement )
Yersion 1

Description

Initializes the random-number generator.
Syntax

Randomize [number]

The number argument can be any valid numeric expression.

Remarks

Randomize uses number to initialize the Rnd function's random-
number generator, giving it a new seed value. If you omit number,
the value returned by the system timer is used as the new seed
value.

If Randomize is not used, the Rnd function (with no arguments)
uses the same number as a seed the first time it is called, and
thereafter uses the last generated number as a seed value.

Note To repeat sequences of random numbers, call Rnd with a negative argument
immediately before using Randomize with a numeric argument. Using Randomize with

the same value for number does not repeat the previous sequence.

The following example illustrates use of the Randomize

statement:
Dim MyValue, Response \

Randomize ' Initialize random-
number generator.

Do Until Response = vbNo
MyValue = Int((6 * Rnd) + 1) !
Generate random value between 1 and

6.
MsgBox MyValue
Response = MsgBox ("Roll again? ",
vbYesNo)
Loop
Rnd Function Language Reference

Version 1

Description



Returns a random number.
Syntax
Rnd[(number)]

The number argument can be any valid numeric expression.

Remarks

The Rnd function returns a value less than 1 but greater than or
equal to 0. The value of number determines how Rnd generates a
random number:

.~'|f number is ' Rnd generw‘ -
Less than ze‘ro ‘ Thes;m‘:“umber everyt,me ;sing numberas the seed.
Greater than zero ‘ The next random number in the sequence. N\
— g . O AN S S A\
r;lOt Supp”;“ = The ;ele;dom.numbermthe seauence o o ¥ ORRORR. . WHEE—-—————

R R A 5 A AN AR A MG A P N . & = .-

For any given initial seed, the same number sequence is generated
because each successive call to the Rnd function uses the previous
number as a seed for the next number in the sequence.

Before calling Rnd, use the Randomize statement without an
argument to initialize the random-number generator with a seed
based on the system timer.

To produce random integers in a given range, use this formula:

Int ((upperbound = lowerbound +.1) %
=nc + Jlowerbound)
Here, upperbound is the highest number in the range, and
lowerbound is the lowest number in the range.

Note To repeat sequences of random numbers, call Rnd with a negative argument immediately before using
Randomize with a numeric argument. Using Randomize with the same value for number does not repeat the

previous sequence.
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