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ABSTRACT
System Development of Internet Roaming Remote Access Server. The user connects by
dial-up that uses e-mail address to discover the server that is registered in the network when they
check is not found in the local serer, to check in the server that is roaming that keep data to
roaming table for used machine cross is roaming, the authentication, authorization and accounting
is correct. Develop on linux 6.1 thai operating system. C & PHP language, Database is mySQL,
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and Administrator interface with graphic work on web browser.
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Operating System : Linux 6.1 Thai (Mandrake)

Web Server : Apache 1.3.14
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~
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2.1 AAA Protocol
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Q‘Il 0 H'Q ) o A - oy . .
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Sener

3U% 2.1 uaA9 AAA Architecture
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2.2 RADIUS Protocol
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a =t o ' 2
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[ d
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1. Protocol TugUluy Frame %114 UDP/IP

2. Server w30 1HUTNIT AAA

3. Client n3ofualduinis AAA

2.2.1 dNYaIAY

Client/Server Model

NAS ia1udiu client 484 RADIUS Iag Client szvimiiidadoyavesdldid

9 Y
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# RADIUS server fitmualiuda snmiuflfifamdoyaiilésundy RADIUS
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vimsaed 1ol RADIUS Server amnsnvidailu proxy client §1m31 RADIUS
Server a1 4v3oii Authentication iegavszaraddu «
Network Security

Joyafisudaiusening RADIUS Server ung NAS 1477 share secret tiazIudau
w84 user password 9gn encrypt tedlesiuliliilafidniudeyaeylicse
91U user password 98]
3% Authentication fibANgY

RADIUS Server @UaYUIT Authentication wonmileninTsfugneldun pep,
PAP 30 CHAP , UNIX login 110294 9
gunsaiiiuveneld

Joyafiudaiu szneylifaedaulsd Freunsaiudnld Taolisy

AIUMSWAIU Protocol
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Session {AAZUSMI91 NAS A6 session 39msi3 session yuidumdoufuuimsficy
1 uozmsdugaves session wlenduuinufiauae ldaunsodl session Idnany
session ﬁuadﬁ'ummﬁuwwm NAS

NAS (Network Access Server) ﬁﬂqﬂﬂiﬂﬂﬂ 1 ﬁ“l?’i'u?ﬂ’l'z'aﬂﬁilﬁ'ﬂm% (Access Service)
flagiiu NAS Fimftinnndufivaus Terminal Server #91HuTM3 charecter mode front
end Taoozeran WA telnet 138 rlogin 184 host u ) NAS 81998 sTuM protocol
NAWAUFU PPP, ARAP, LAT, XREMOTE aedu

2.2.3 RADIUS Message Flow

Login session

D AcCCess-request »
¢ Accesgs-accept @
Accounting-reques ta

Network Accounting

Access Accounting-response 3> Server
Server (Radius
(Radius server)
client) Logout session

ccouynting-request []

¢ Accounting-response >

714 2.2 waaIM 31 9UVe9 RADIUS

9Ingui 22 afumman il
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dq{fagamdwffw%'aufh Attribute #19 9 (U IP Address Y84 NAS, ID %03 NAS,
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W Server MNTAIIVABY AN NAS s Access-Request vxgnasluis
Server 1479258 Response 910 Server §113 1451 Response nwlugrnafisimun
NAS  9ewengmaunsy Request 1aflna sunsetadinsudmaundamudidmun
13 NAS feziinsdunisy Request #o'lI¥ Backup Server iloidsnlnesldsy
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910317 2.3 uerAsg iU uves RADIUS Packet 1At RADIUS 4 packet 111 UDP port
1 4
1812 Agtuvuasil

Code - fIMUAYIIAYBI RADIUS packet HUHIA 8 bits AAUTAIAINAIITINN 2.1

Code ﬂf’ ~.Description

1 Access-Request

2 Access-Accept

3 Access-Reject

4 Accounting-Request

5 Accounting-Response

11 |Access-Challenge

12 |Status-Server (experimental)

13 |Status-Client (experimental)

255 |Reserved

M151971 2.1 a@s RADIUS Code Packet

Identifier - AMHAIULY Request 11as Reply packet 1RuIU
Length - MYUAAIINYIIVEY packet ’m'ﬁ& Code, Identifier, Length tla¥ Attribute field
81 packet ffinuenduniifid Length field IWfinine packet v anweivesiiqa
#9 20 MwETIINTigA Al 4096
Authenticator - §11@ 16 bytes ifudoyafign1dusreasunan reply 910 server uazld
§iudaunitaves password hiding algorithm Taoutesmiiiu
+ Request Authenticator 14l Access-Request Packets uaz%zd‘]whdu"lﬂﬁ"au d
» Response Authenticator fiD A1UeY Authenticator field 14 Access-Accept, Access-
Reject (1A% Access-Challenge Packet sl 180 1nmzidhariadau3s Mps 3
£111.7%09 Code, Id, Length, Request Authenticator, Attribute LY secret U
msidhsa

Attribute - 1 IMUARIVDY Attribute AN



2.2.5 Attributes
. 4 _— L
RADIUS Attribute 11 mﬁqa’:’agaw‘l‘%"luﬂw Authentication, Authorization IDY

. a od
Accounting H31uvuAsil

0 1 2
012345670123456701234567

! [} 1 [ L L 1 1 bl } L 1 L bl L L
] LJ ¥ 4 ¥ ] L] i L) 1 1 ] T ¥ L ¥ L)

4 1 [
L { ¥ 1] 1

Type i_ength 1 Value ...

1 ) - ] L
4 ] ¥ Ll

L
L)

1 L 1 1 L
1 L) L)

i ———t—t—t—t
UM 2.4 uaasgiituuves Attributes

- el

] 1 4
RADIUS Client / Server 921fininua0 Attribute 715 type laifi lumisiane 1

Attribute Type \ : Desc?iption
1 User-Name
2 User-Password
3 CHAP-Password
4 NAS-IP-Address
5 NAS-Port
6 Service-Type
7 Framed-Protocol
8 Framed-IP-Address
9 Framed-IP-Netmask
10 Framed-Routing
11 Filter-1d
12 Framed-MTU
13 Framed-Compression
14 Login-1P-Host
15 Login-Service




Attribute Type ? .- I?,esc,rip't;iog
16 Login-TCP-Port
17 (unassigned)
18 Reply-Message
19 Callback-Number
20 Callback-id
21 (unassigned)
22 Framed-Route
23 Framed-IPX-Network
24 State
25 Class
26 Vender-Specific
27 Session-Timeout
28 Idle-Timeout
29 Termination-Action
30 Called-Station-id
31 Calling-Station-id
32 NAS-Identifier
33 Proxy-State
34 Login-LAT-Service
35 Login-LAT-Node
36 Login-LAT-Group
37 Framed-AppleTalk-Link
38 Framed-AppleTalk-Network
39 Framed-AppleTalk-Zone
40-59 (Accounting Reserve)
60 CHAP-Challenge
61 NAS-Port-Type
62 Port-Limit

10
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Attribute Type S L ﬁe:cription,
63 Login-LAT-Port
192-223 (Experimental Reserve)
224-240 (Implementation Reserve)
241-255 (Unused Reserve)

M3199 2.2 uaAdAttribute Type

2.2.6 agumahau

(e client gnimual¥ld RADIUS WofifldinvelFusms fl¥ermezmanivingdes
input username U0Y password ‘7‘! login prompt ezha"laﬁmmﬁ”h’fmwz“l‘i’f link framing
protocol 1%U Point-to-Point (PPP) “i‘lﬁ Authentication packet Tunsd ai’fﬂga

e client 185 udeyaidaneiinizadia Access Request §aiidoya usemname, password,
ID w4 client, tavfl port AGIFUTMI 1Y Tay password szgndfendabmaiin RSA Message
Digest Algorithm MDS5

o client 9 Access Request son’ludanas server linounduniluszoznai
funsmile dient szimsdesenlunads niedeeenly server Snfalunsdl server
fandn Wamnsoluimsla

Lﬁa RADIUS server 1A31 Access Request mm%: server 9¥¥11N1IATIVADU ﬂiﬂﬁ
Access Request 419111 client ‘71 RADIUS server W3 shared secret azj Request Su%:g]ﬂ
{fininy dauns8ifl RADIUS server i) shared secret U84 client v 9 8¢ RADIUS 92¥113
asaveufugudoyadnd usemame A3afulu Access Request nin'l deyavosdldlu
grudeyadsenoudan uimsfeyanaldld sauds password uazervezimuAds client
woe port eyanaldiFangau

RADIUS server 9199284 Request 1184 server #aou I8 lunsdinvimhiiidlu client d20
&idorluliingafi RADIUS server 9384 Access-Reject 11/84 client (ifeusndn Request fi
ganthufiuTuse oz server o109raadonImIRY Access-Reject ttouong19&ay il
attribute ﬁqaauzym“lu Access-Reject

6’1&%11‘1117?@1«11%5@511 RADIUS 9284 Access-Challenge 1uia client Taolu Access-

P @ '
Challenge ®199¢idoamuiweuan 1 1dmeundy client 9vde Access-Request 3 request ID
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Tl wondsdoyavningluazaaiuzyeq attribute 910 Access-Challenge Favzileh 0 vde
1 indu 9mfu server amnsonewsY Access-Request uaiii Taonasde Access-Accept,
Access-Reject %350 Access-Challenge 314 9

Sdoulutimunnsafu srvesdermuavesdld sxgnaaluu Access-Accept AuMa1
dusauialszinnveu3nsvy SLIP, PPP %30 Login User wazaeu ANamsudv
dm5U SLIP uag PPP LiiNIves IP Address, sub netmask, MTU, compression @& packet

filter identifiers §1MFUVTNNT Character Mode 919983 WA protocol L@ host

2.3 TACACS+ protocol

TACACS+ fia TACACS (Terminal Access Controller Access Control System) ﬁQﬂﬁquiﬂ
181gA TACACS fie protocol fildmrunumsiianinetns 7119 UDP 8g1ed1w q FuuIngN
Wari1lay BBN (MILNET) Cisco System Incorporation Taimsnmuae laoEuna
XTACACS uamiamﬁmmmxi‘lu TACACS+ 1/§u1§an191n TACACS 1iag XTACACS 1Y
sznunnThinte 3 egiedanu 18R Authentication, Authorization 118 Accounting iazdavh
113 encrypt packet ¥}0 packet ‘?Iﬁ 35¢UIN client (Network Access Server) 118 Server (daemon)

TACACS+ protocol specification version 1.76 QﬂUE)N‘E"UMﬂ IETF °lwﬁam1a1ﬂu U 1996

ﬁ‘Ju Information Internet draft

2.3.1 AnuaEIAY

. TACACS+ LIU1nn15R 1974 AAA 8BNNINAY

« TACACS+ avuayu nasnaeuinilumsldmdaves router

«  TACACS+ auayu privilege level fa16 33U (0-15)

. TACACS+ eWueyu n1sAIUANLINIAIN 1%U Point-to-Point Protocol (PPP),
shell standard login, enable privilege, AppleTalk Remote Access (ARA) protocol,
Novell Asynchronous Service Inerface (NASI), remote command (RCMD) (lag
firewall proxy

. TACACS+ afumyu mssifa port lumsl¥uinis 1wu TTY, VTY %39 Interface

U8 router
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2.3.2 Henw

Session TACACS+ session (Fudwumsaseaeudnilumsidiiy, Huanalfouly
msastvaeudnilumsld, deyadnseiildlunmiuiindeyaveadld session_id Tnaw
ﬁwﬁtgmmwimfludiuuﬂaﬁw‘lumwﬁ'wﬁﬁ wazlddlududenlussuy  Multiple
Session $9M4 Server 8% Client 984045045114

NAS (Network Access Server) ﬁﬂqﬂﬂiﬁﬂﬂ 9 ﬁ‘lﬁ’u’?msﬁm&eﬁ’uﬁ‘l‘% (Access Service)
foqiu NAS shmifnnndufivaus Terminal Server #9193 character mode front
end TaoazayaalWdld teinet e rlogin TUf4 host Bu 9 NAS D199zmiuayy protocol
NauAITy PPP, ARAP, LAT, XREMOTE wardu q

2.3.3 TACACS+ Message Flow

Login session

cAuthenﬁcation;stan) .

- Reply(finnished) @

Network uthorization(request Authentication

Autharization

Access Responsefpass) @ i

Server Acé‘.?,‘:,’;’,' ng
(Tacacs+ © Accounting(start) :

client) (Tegate)

- Reply(success) 5y server)

Logout session

0 Accounting(stop) -

= Reply(success) oy

51l 2.5 uaAIN3MNNUVB TACACS+

1 a ° o o
g1 2.5 eTuremsvhen 1ddadl
A ' ' R | o
L. maﬁ'l%’ﬁ'mmsn’fu;gszuum?amuﬂzﬁ'mﬁmsﬁau%mta:wﬁmu 91MiU NAS
szctadoyandous Atribute A 9 Uy TACACS+ Server (Authentication

dy A4 . o
phase) Humssudueimsasnaeudnimsdidavedld
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2. iifedefifunswarinigndos TACACS+ Server sxdumsu Reply (finished) fiu
11l NAS

3. (e NAS 185unisaoundunin Server ud9saUNTY Authorization (request)
onsaeaeudnilumsidau

4. Server 92aTY Response (Pass) tingldfiantlumsldan Tausudoyas
Uszne e szoznaldou dudu

5. NAS vdumsu Accounting (Start) lﬁﬂl'i’l)‘lqi UV (Accounting phase)
6. TACACS+ Server 92aiW33 Reply (Success) u‘]"a Accounting Server Juiinde
yaFoufeouda
7. (dlefididnldan NAS szdunsy Accounting (Stop) w%’euﬁm’fay,aﬁ'wia"lﬂf
1 TACACS+ Server
. nodudy, nanduga
. szoznamdnidou
. $1U7U Packet UaY Byte fisuLaze
. suwngiRifiandadenednldam
8. TACACS+ Server 92211133 Reply (Success) aav'lUd NAS lﬁﬂ Accounting ¢4

C |

tuindeyaSvuievuda

2.3.4 TACACS+ packet header

SH
o
g—
°_
4
fus
SH
"
m—
E
oy |
@
I-Q._.
=
3L
m.—
=
m—-

e
i

Data

e ]

31/91 2.6 4@ TACACS+ Packet Format

917Ut 2.6 TACACS+ Packet HamuaszAoailsznoudan 12 bytes header @y

y
header 92 I35 e TasTiswaziDuadail
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1. major_version (4 bits) f® version NUBY TACACS+ TﬂUY‘i"J"l‘JJ = 0xc
2. minor_version (4 bits) f® version U8Uv83 TACACS+ Tﬂﬂ‘ﬁ"’lulﬂ = 0x0
3. type (1 bytes) o Uszinnuey TACACS+ packet
. 0x01 fiz m3nTavaendnglunadita (Anthentication)
. 0x02 fie m3nsanasudnilunis1daiu (Authorization)
. 0x03 fie matiufinmis1deuvesdld (Accounting)
4. seq_no (1 bytes) fin ﬁﬁvﬁm packet 1A8 packet 130 = 1
5. encryption (1 bytes) fio fmuansd1sTaUee TACACS+ packet body
. 0x00 fi® body of TACACS+ packet 115 dl
. 0x01fl® body of TACACS+ packet luiid3ia
6. session_id (4 bytes) fi® ID Y99 TACACS+ session tﬁﬂﬂiﬂvmii‘[‘u
7. length (4 bytes) oAU TACACS+ packet body (laisau header) #H2Y
1T byte

2.3.5 TACACS+ packet body
1/521AMUBI TACACS+ packet body f1MuUAIN header Tnviingunaiat ol
. Body packet wqm’]mﬁué’wmin’fﬁﬁ'ﬂﬁﬁmuﬂumn header
. Falseditawennises lined 2l $efinrunadiu o
. doyauazdoninue TACACS+ packet Ao liiaavhoday null

. anuunimbduii byte

2.3.5.1 1319137 packet body
Body of TACACS+ packet 81992gnidnsHe Famddadsavamniuezgnld
M3V 1 session maidisaszifofiolu secret key Fuita Server (a2 Client 9248414
secret key 1At MISAMSIALIRY seoret key sziifumthiives Server
TAC_PLUS_ENCRYPTED n¥nmaveamsidhsiaiised
ENCRYPTED { data } == data » pseudo_pad (»=XOR)
Pseudo_pad = { MD5_1,[ ,MD5_2[...,MD5_n]1}
fuegiunamenivesdoya

MD5_1 =MDS5 { session_id, key, version, seq # }
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MD5_2 = MDS5 { session_id, key, version, seq #, MD5_1 }
MD5_n = MDS5 { session_id, key, version, seq #, MD5_n-1 }
MDS5 = MDS hashing function

14
<t

TAC_PLUS_CLEAR packet body Wanuaozidu cleartext 3oz 1dawizns
y
debug 1YWY

2.3.6 Y521ANU04 packet body

packet body s¢dBagnasasianeounly

2.3.6.1 N3NTI0TBUANEIHNI 314D (Authentication)

o) a o 3’ e o’: a 1 o 5’
4 3 ¥UAYDY packet AU START, CONTINUE #a¥ REPLY ¥YUADUNITAAADAIU

Client & START 371 Server Tag START Sidoyarszinnvesmsasnaouing
Tumsidhis

Server @4 REPLY i Client Tav REPLY szszyhimsasanaeuiniiuniad
faszidenie@nanne

& REPLY vanivide Client sxfudioyauazds CONTINUE ¥ Server

' o A 9
Server @4 REPLY '11/#1 Client iN8n81§1 CONTINUE

12345678 12345678 12345678 1234567178
o - + e o ——— +
action | priv_1lvl | authen_type - | service |
+ + + -+
user len ] port len | rem addr len | reserved len |
user ...
+ + +- -=+
port ...

+
+
4
+

rem addr ...

+ — 4 =+ =+ — = =
|
]

+
4
+
-
+

reserved ..,

<
+

+
+
1
1

711 2.7 uaasjuliiuuves AUTH START packet body



Hesmyjanawmalulodmsauma ava.

91031/ 2.7 START packet body Uszneu lufag
1. action (1 byte) flo édﬁ%m
. 0x01f® LOGIN
. 0x02 Ao nivusiari
. 0x03 fie desaru Tauez e username T
2. pri_lvl (1 byte) fio szﬁwmﬁwﬁwqé"’l‘x’f (privilege)
. 0x0f fls MAX (AnSqanafioyann)
. 0x01 Aiv USER (@nT4lo5s3uan)
. 0x00 fio MIN (Anfrioviiqn)
3. authen_type (1 byte) fio ¥1AYDINTT Authentication
. 0x01 fiv ¥iim ASCII
. 0x02 fiD 1A PAP
. 0x03 fio WA CHAP
4, service (1 byte) fi? UTN159UDINT5 Authentication
. 0x01 fim U513 LOGIN
. 0x02 fio USN13 ENABLE
. 0x03 fiv USM3 PPP
user len (1 byte) Ao $S1uanudasnusuesiedld
port len (1 byte) fig $1UIUAITNYIVB port

rem_addr len (1 byte) 19 A1V ip-address Lﬂ%‘mvﬁ‘l’f

0 =N oW

reserved len (1 byte) fig $1UIUAIBNYIVBIFITDY
user (user len bytes) fio “)sfam‘ﬁ"

10. port (port len bytes) fio ‘f‘fﬂ port

11. rem_addr (rem_addr len bytes) fio ip-address m?"méfh’f

12. reserved (reserved len) An #1584

17
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12345678 12345678 12345678 123456738

3
+

5141 2.8 uamagUiuuves AUTHEN CONTINUE packet body

910307l 2.8 CONTINUE packet body Usznoulilay

1. user msg len (2 bytes) fin Suauadnusvesdoyaveadly

2. data len (2 bytes) fio S1uanFISnusvesteyavely

3. flags (1 byte) : 0x01 fis vniAn

4. user_msg (user_msg len bytes) fio i’l’ﬂgﬂﬂlmm‘l’f

4
5. data (data len bytes) fio %’aqa-umms ﬂsliﬂ%‘

12345678 22345628.12345628 12345678

+ “ LNt - g SRR
| user_jsy len { . dabs len i
+ - -t ¥ O — i
1 i
flags |- Dser_msg ...
+ %‘f i v :ﬁ'ﬁ* ----- TR A o o o e -Fn»nhg,----—'-d#-ﬁ%*
| data’..

317 2.9 uaA3 AUTHEN REPLY packet body

- e -+ prmmmm e +

b status . | flags = | “gerver_fisg len l

* + et T Bt -———%

e $- “memrt e e
oy ' Ty

l . data XA
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ﬁnngﬂﬁ 2.9 REPLY packet body Uszneu'luiay
1. status (1 byte) i Aouzveamsassaeudnilunsidhs
« 0x01 fi® PASS (W1UN15 Authentication)
«  0x02 fi® FAIL ("llJ'Fhuﬂ'li Authentication)
. 0x03 #i8 GETDATA (Gudoyaiiia)
. 0x04 file GETUSER (Guifed1d)
. 0x05 fin GETPASS (SUs¥an1M)
flags (1 byte) : 0x01 o ﬁavz"lﬂuﬁma'aﬁé’“l%'ﬁumﬁ’tﬂu
server_msg len (2 bytes) ﬁammmwm%’wa Server
data len (2 bytes) fio §1uaudSnysvesfeyavesfld

server_msg (server_msg len bytes) fio 'ﬁ'mg,mma Server

SN S e

4
data (data len bytes) fie YeyaveunTofly

2.3.6.2 M3A32998UENTIHNIT1¥9 U (Authorization)
1 packet 2 11 REQUEST ita¢ RESPONSE fduneunsansedail
. Client 84 REQUEST 11t Server Tag REQUEST fideyadnilumaiditisvecd
1% wazuSmsfigesns s
. Server @4 RESPONSE Uil Client Tau RESPONSE szszyiteynia nio'li

ayanalumslduinmsfidesnisly

12 3 4 5 6 7 8 1 2 345 6 78 123 456 78 1 2 3 4 5 6 7 8
-

+

auvthen method priv._1vl authen type auvthen service |

—+

-
user len port len rem addr len axrg cntc 1

arg 1 len arg 2 len

4+ - ¢ =+ -4
4+ = 4 = 4 =~ 4

$ =t = 4=

UBAXr ...

AR S G

port

———————————————— e e e e e + + - ————
| ram addr

+ ——— + - o e o e e e e Y e e +*
1 arg 1
+ + + + -
[} arg 2

!

+ + t e s s o s e e o e e +
I arg N

A o e + - o o e e e e —— e e +

41/ 2.10 uoAagUuUYEI AUTHOR REQUEST packet body
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91031t 2.10 REQUEST packet body Yszneu i
1. authen_method (1 byte) AiI® 35113 Authentication
«  0x01 fie NONE (l1ifin1s Authentication)
«  0x04 fiv ENABLE (Enable Privilege)
. 0x05 ip LOCAL (33¥pativ)
.  0x06 fis8 TACACSPLUS
2. priv vl (1 byte) seAuvBsANTvesfld (privilege) TwnziBuamilountsasae
apudnd lumsidhis
3. authen_type (1 byte) fie ¥iiavsamsasanaeudnd lunsdds swaziden
wiloumsasandeudnilumadida
4. authen_service (1 byte) fi U3MIvBIN1IATIvARLdNT lumadit swazidun
witounsasavaeudnt lumsdiis
user len (1 byte) fie $mausasnusvesdolld
port len (1 byte) Aiv $1UIUAIDAVTYBA port
rem_addr len (1 byte) fiB A2101284 ip-address § 14

& o
arg_cnt (1 byte) fi® 91UIU arguments

© ® N2 o W

arg 0 ... Nlen (@ 1 byte) 9 A2 TNUTIVOILADY argument
10. user (user len bytes) fio %ﬂm‘l’f’

11. port (port len bytes) fio ‘%ﬂ port

12. rem addr (rem addr len bytes) fio ip-address m?awmé”l*ﬁ
13. arg 0 ... N (arg 0 ... N len bytes) fi® argument UARLA?

«  service fiB YTMIAN (%4 shell, ppp, slip

« protocol (U ip, ipx, lcp

. omd fip fndaves NAS szdeeszaile service=shell
« cmd-arg fio argument to a shell command

+ addr 9 network address

+ addr-pool B NAS vefimuale client 1%

. routing e Amuadeyamanudunumsdidoya
. route Ao Amuaduneiiidlumsdedoya

. idletime 19 idle-timeout #1151 connection (m'ﬁ)



autocmd A1 AFAIMUAR

]
U

m

21

vz lavsn luda

-+
|

f——
|

————+

-+

12345678 12345678 12345678 12345¢67HE
Framm e + + + -

I status | arg cnt | server_msg len
o + + +
+ data len | arg 'l len | arg 2 len

| 1 arg N len 1 server_msg ..
+ + + o
| data
+ + Fom e e D e +
1 arg 1
o + + e

I arg 2
+—— + Frm e Fmm e e +
|
+ - + + B P alat T L
| arg N
+ + +

B e e +

31/f1 2.11 4g@s AUTHOR RESPONSE packet body

91ngUf 2.11 RESPONSE packet body 1/5znan‘hlaa

1.

status (1 byte) ADANIULVOINT Authorization

. 0x01 fie PASS_ADD (el 1¥1Alaoiin arg)

. 0x02 fip PASS_REPL (ayan 11914 laount arg)

. 0x03 fin Tiaygnalildam

© =N AW D

arg cnt (1 byte) A9 91U argument

data (data len bytes) fio 178Qﬂﬂ'li N5~

2.3,6.3 m3tfufindoyavasfld (Accounting)

data len (2 bytes) fio S1uamdIdnysdeyamsdanis

arg 1... N (arg 1 ... N len bytes) flo argument UAoTA?

server_msg len (2 bytes) fie anusateniuvey Server

arg 1 ... Nlen (@ 1 byte) i A71WL12VBUWARY argument

server_msg (server_msg len bytes) fio ‘ﬁ’r)ﬂfﬂMJﬂxl Server

1 4 8 1 4
11 packet 2 ¥1ia A3l REQUEST uiay REPLY fidupoumsAnABAIll
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. Client 3 REQUEST i Server 1At REQUEST fifeyaifivaiumslduinig
LA L

. Server @4 REPLY i Client Tau REPLY weszyimistuiinduionie

12345678 12345678 12345678 12345¢67178

e + + o +
| flags { authen method ‘| priv_lvl | authen type !
e - + + + - -t
| authen service | user len | port len | rem addr len |
+ + + - e ————— +
{ arg cnt I arg 1 len | arg 2 len | . |
o — + o e +
| arg N len | user ...

+- + + e e +
| port ...

+= + - + - +- -+
| rem addr ...

+— + + o e +
| arg 1 ...

+ + + + ——
| arxg 2 ...

+~ + o e e e e e Fo e ——————— +
| -

+ ——— ——— e e e e et +
‘ arg N B

N + + . : = ———— -+

51/ 2.12 naasUilupYes ACCT REQUEST packet body

9131t 2.12 REQUEST packet body vszneu'lfan
1. flags (1 byte)
«  0x02 f1® START (5 :’,u’h packet ﬁylﬂ‘u start accounting messages)
«  0x04 fio STOP ¢ :’,‘14’51 packet 'frlﬂu stop accounting messages)
2. authen method (1 byte) e 33msasrsaeudnt lumsiditesiazidea
mitoumsasavaoudn lunindhda
3. priv_Ivl (1 byte) fie seAuvDIANTYBIY (privilege) 1waziBuamitouns
asavaaudnilumadhi
4. authen type (1 byte) fie ¥iiaveamsarvaeudnilumsdhtenoaziden

miloumsasasaauansiumsdits
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5. authen service (I byte) #l9 uSMsvesmsarnasudntlumaditese
azidsamileumsasivasudng lumadnis

user len (1 byte) SIS nus VB TR

port len (1 byte) $1MIUAIONYIVBA port

° v o 4
rem addr len (1 byte) A1® $1MIUAISNUTVEI ip-address (ATOI1H

© o N o

P e
arg cnt (1 byte) A9 VIUIU argument
10. arg 1 ... Nlen (@ 1 bytes) f1s AYWU1IVDY LARTargument
11. user (user len bytes) fio %Bmi’f’
A
12. port (port len bytes) i ¥ port
13. rem addr (rem addr len bytes) fio ip-address lﬂ?mm‘l’f’
14. arg 1 ... N(arg I ... N len bytes) fo argument HABLAL
. 4 o ¢ a 1Y Y

o task id f1® id YDINIT start las stop mqmsmmmnmzmm id

A o

WMUBUNU

. start_time AD AUTWAUSIWAWRITINLIN 12:00 AM Jan 1, 1970

« timezone 9 1UAIIA

. A A g ¥
. service fin YIMIN1Y

: M o a adgqy
« clapsed_time fi® SN

12345678 12345678 12345678 12345678

+- +

+ + v —— - - +

I server_msg len ] data len |
+ + fomrm e +
| status i Server_msg ...

+= + + + ———t
i data ...

-+
<+

U 2.13 ua@3 ACCT REPLY packet body

91031041 2.13 REPLY packet body tlszneu'lilfay
1. server_msg len (2 bytes) fie AR N Server

2. datalen (2 bytes) oS mIUMBNNTVRITBANUMITAMS
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3. status (1 byte) fie amuzvesmstuiinntsidauvedld
. 0x01 fi® duFv (SUCCESS)
. 0x02 fiv lid S (ERROR)

4. server_msg (server_msg len bytes) Ao YA 11910 Server

5. data (data len bytes) fip Yanumsiams

2.3.7 agdmsrhau

E Y 1 4
HrunsuMItIUae

1.
2.

10.

11.

NAS -> Server (Authentication / START / LOGIN) 1ﬁ8‘llﬂ Authentication 911 Server
Server -> NAS (Authentication / REPLY / GETUSER) Server o9 Authentication
Prompt ( User Access Verification) Nl uazvenliae username w114

NAS -> Server (Authentication / CONTINUE / USER) NAS a4 username 191 server
Server -> NAS (Authentication / REPLY / GETPASS) Server 1791 145V username
udalds password nla

NAS -> Server (Authentication / CONTINUE / PASSWORD) NAS 9 password 14
¥ Server

Server -> NAS (Authentication / REPLY / PASS) Server 9198 lusername, password
fudeyatifiveg uas duwad 147117 NAS

NAS -> Server (Authorization / REQUEST / SERVICE) NAS a Q‘i’fﬂgﬁ username QY
uSmsiiveld e 1 Server asrvmauAntlumsdu (Authorization)

Server -> NAS (Authorization / RESPONSE / PASS_ADD) Server #11M17a329@01
Hoyafi NAS dan fudeyadi config 13 vinvfudenalalil NAS

NAS > Server (Accounting / REQUEST / START) NAS dedoyavesd1d uimsii
14 port uazm 11 Server iledulduing

Server -> Router (Accounting / REPLY / SUCCESS) Server 1ﬁ0 &5 ‘U‘i’l’i)y,a
accounting 910 NAS seihmstiuiin Bonhusededonau luusanamstiudingy
NAS

NAS > Server (Accounting / REQUEST / STOP) NAS dfeyavesd1d uin1siild

o 4 A Yy a
port LAZIIR1 U N Server mmsu'lwsms
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[

A
12. Server -> Router (Accounting / REPLY / SUCCESS) Weldasudoun accounting 910

9
o o

k4
NAS %zv‘hmsuuﬁn‘l’iﬂ1ﬂuuwm%’amm"lﬂuanwamiﬁwnﬂu NAS

2.4 W3suifiey TACACS+ protocol iy RADIUS protocol
2.4.1 M31% UDP %30 TCP
RADIUS 1¥ UDP lumsde-fudeya Tuvaieil TACACS+ 16 TCP Taumquiudants
da-Sudeyauuy Tcp HauldnSound1 UDP win 194 TCP 98 THUINSUUY connection-
oriented transport wz"?i UDP 921l best effort delivery RADIUS $ufludeafidausiia
Auitei197u #1U retransmit 1102 timeout UARTIVIARBIANTALIBE T
« TCP usnuue Acknowledge 910 request #1a¥un1ulum Network RTT uag USina
load Y94 server, anudusalunsyseuaana Authentication (TCP ACK)
.« TCP awsouaadlins1vlé server crashed 130 server ligwnsaliuinmsla
uda (RST packet)
. Msl¥TCP keepalive N13A3190DY server crash 1171309114 1a8 actual request 119

A 1 o o/ (-3 1 L] A
wouns 163 server nawadanio ldsdedoiiios

2.4.2 Packet Encryption ,

RADIUS 9% encrypt WA password Tu acCess-request packet #9910 client 11
server ﬁauﬁmﬁa'lu’"lé’ encrypt W clear text lAuA username, authorized service Q¥
accounting cﬁammsnﬁ’nﬁuq‘lﬁ' RADIUS amnsald encrypt password Taold UNIX
Jetc/passwd ot1elsfmunszuaumsiiidinannn Wusalidessoum

TACACS+ 9% encrypt V‘fva body packet WINADINANIE standard TACACS+ header i?amu
Tnozifiu191 body packet 18%1m5 encrypt o'l fovseTomitun1s debugging body
packet oM IdiTu clear text 14 uAn1221InA body packet 95N encrypt Fanua il
anutasasivvesdoya

2.4.3 Authentication i8¢ Authorization
i 2
RADIUS ‘l452um1#1 authentication Utag authorization access-accept packet HIISYN
1 ol . A ° . . ‘J
#4970 RADIUS server 1184 client zAmuadeoya authorization mduilumsein five

1LUﬂ'Hﬁ’1ﬁ?f’m authentication l18% authorization
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TACACS+ luamilaunisy AAA ‘?Qlluﬂ authentication, authentication l(f¥ accounting
ponIndu T lausousanifl authentication 114 protocol By 9 ‘I8 Kerberos
@7 authorization L1ag accounting danald Tacacs+ 14 ﬁﬁ]ﬁﬁﬁ%’lﬂ'ﬁ NAS (Network
Access Server, TACACS+ Client) 111115 authentication 1 Kerberos server 147 NAS 22¥0q

¥
‘Uﬂ‘i’l’ﬂgﬂ authorization 910 TACACS+ server 1au11iA04111n15 authentication T1idnn3

2.4.4 Multiprotocol Support
RADIUS th'SENf 1 protocol ﬁiﬂvlﬂ‘fr
« AppleTalk Remote Access (ARA) protocol
« NetBIOS Frame Protocol Control protocol
« Novell Asynchronous Services Interface (NASI)
«  Packet assembler/disassembler (PAD) connection

TACACS+ 81130358331 1@na10 protocol

2.4.5 Router Management
rADIUS Teyanaliinsniugudldi Wdmdalu router 1nlddhe nazlildldm
dalathe

TAcAcs+ 1mTouTEmslumsningudléi Wldmdalu router 1a1dthe uazlild

)
o/

Tdmdalathe Wuswysna
. LUMNUINABAIMNUA privilege level FMTUATY Tay router 92iIMTATI
doUNU TACACS+ Server 51%1%?111511 authorize 4113 privilege level ‘lfuﬁ?ﬂ
wan
. i 2 Aemsdmualidamuaein Wididalu router 1a'ldthe uagl
Wdidalathe

25 a3

RADIUS Protocol 9$334 Authentication 1182 Authorization Packet {0 1A TACACS+
Protocol VEHEMMALAIUEBAMINRY sauvafimathstana Body Packet ¥ lvtiinnwuilasa
fivgand1 RADIUS Protocol uaz1d TP Tunmsfudsdeyn Tuvaidi RADIUS 14 UDP Tau
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] 14 1 4
sunfiwanntuuiiosld TACACS+ Protocol aumgrantsduanulasaiouasnay
$ ¥ o L= A °
gnunsofigand1 RADIUS Protocols fasiwaziBuaiminaue luavefinnan

2.6 Internet Roaming

2.6.1 Remote Access Server
Remote Access Server ApmaidlFanudiinesnnszoelng Taoms dial-up 111/1%

arszuaietn Taodldvzdhldonl@esdenimsaudioududivinestiu q neu
° 4 Y v o ad ¢ = [}
wazdesiimsmmuadonlvlumadunldnusudinesiomadoudis wu eygym
W14 shell, PPP 1Hudu
ilef14 diat-up uniidivined 4 sgiimsnsaaen@ndlunsiviia (Authentication)
o
defianilumudrdudniuszimsarereudnilumsldou (Authorization) 1§1¥
v " v ’ v
aniiidauesls Idthansduneugatendnniidn 2 funeundafienisiiufinnsly
v D W
aveafld (Accounting) ieiludeyanindaniedu q feudlulss Tomidudquassuy

2.6.2 Internet Roaming
Internet Roaming (hiansmanaums 1douduinedifiaidmsdmuadeanadh

sldamudfiness i Taodldhideslamedouynfl udsansnlusmsiiu Isp
1 4
19 9 sdeafmuadnuuzveamaiituezdr linudl9lu Local Server U vedealy

asavdeuT Server lanmuiiow'lvueinis roaming ildanassmfiu

2.6.2.1 Roaming Architecture

INFORMATION SERVER
ON LAN

PSTN, IBON.
ADSL, Wireless
or INTERNET

PC, for remots
controt

AR Sewves
INFORMATION SERVER
ON LAN

Mobile Users
= . aTN, IBON,
. ADSL, Wirnless
SrRTERNEY e e e
Surroocl.
rrrrr
g IBON Adapisr control
B @COMIMUIRTS. ..::;::_' v il weare
Cliens Sqftware -Par A-.Agnmm
User interface Drowser
‘Dlular software vym'\ mod.m oontrot :oz":r portion o' PFa
tocol alw
«PPP or similar proto Rou“no -
sNetwork M.n-n-n\-m

71 2.14 naasaaniinunsInveITTUY
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nngUt 2.14 uamedeaoniinonssuvesszuuinieviuiienseriy Fudsrled
AnrniuldTaviuszuuinTede ﬁ1ﬂ¥ué'1‘1’f"?iﬁz°l%’a1uu'ffﬁlnai’mmzuz"lﬂmfu
sedosdaneTaoiumi Ty Tavgldezdesidouazsiariuiteiinmsnsaodeu
uazdnslumsidh1¥uauvuaums Authentication, Authorization and Accounting
Taoszuufiladeanassmiuii (Roaming @§rlnesudazdivzdesiindldly
F5rlinesdu 4 Aldhnsanasiaiu nafteidie irmsanseaeuddauilly
mnu?ﬁ'wna‘fﬁg’f‘l‘x?ﬁﬂden’h"lﬂ“luﬂszeusn Bnesezdeelivuaumsiiveiing
asvaeudnivesdidnndiinestu q ldinsanasimiuluszvuaiede

¥ } 4
amduitasiueelditms lause Idivaue lutadedaly)

2.6.2.2 Condition of Roaming
4 a_ ) S a Y v Y 4 a 4 vorooA
disannszumadevislunsazszumhiimsSansdudeyafiniiounie Limilou
y (]
fu Taommzgliwuvesdeyaunzdidulumsdedoyn dululumsdedoyandeadn
A o Y ot o & 1 o 1 LS (v A vy
ndethofuszdesiimsiideanasiaufuneumsdedoyasenliissuuinieieln
a3 & o * _ A g 2 <
Fuguvuinasgudwyunsiifund) marshalling uaziiedoyalyfalaremanee
° o A 9 A y
imsudasdeyanasgunduiiudeyavesnuesiivsii iy 1douldaavyaunisi

a ! d
{5991 unmarshalling Auaas lug 2.15

f psmu.isON,
ADSL, Wirelass
L o INTERNET

Sata
- tsatsdelliag/
TSON Adapier wanszedaliing)

UM 2.15 urasmsfudedeyadrannieve
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2.6.2.3 Methodology of Roaming
ac dq 9 ° EY 1 [y o A ° 3 o
535l lumdmuadeanassmdundnniimsdmuagluuyvesteyaiie
[ H [} oF z 4 é 4 o o o/ 1
fudetwssuuinfetiefuiy Awniiiiddgdmiumsarsaeudlduazsiarufe
! 4 ) é A o ! ﬂ’: Q’:
Fosausadi&iude limnsaasnasuglinniniesiifldfaderdrllunfwsmiv
(3 en] 3 =l [ . o
uFvziinisasieaenidnindsdnedinsedlanidinsanasimiuluszuuinie
1 4 '
4w Tasnszuaumsiiannsnsii 14 1augain hostname, domainname #1111U e-mail Y84
Q’i%'vﬁué"l%’ﬁ e-mail 151y t_man2000@computer.rink.ac.th wagldvims dial-up W
4 4 . ) & 4 Ao o '
1n389%0 ocirink.rink.ac.th FutlunFesiimehfidiu Access Server ungasrvaeu
a & .. o ° d 4 ] & g 1 aa
190 AAT0Y ocirink AveINIATIVABUTUATEY computer AiB 11 9 INgAtIEITUIIEMS

ﬁ1%ﬁﬂﬁ]ﬂ1ﬂ hostname 8% domainname ﬁtﬂuﬁ'zuﬂizneu‘lu e-mail address 910F7

} 4
IS

"« A 3 J aad P ad ¢ A . Yo
ptnfldndniamisonenditnisfivsnudiiine i misvuIuns roaming 1A
1. Peer-to-Peer
1 4 ]
SEmsthdiinefudasirngiimandeye (ndo 9 AU Router Table) fildlu
g
113 Mapping TAthostname 1A domainname NWI9IN e-mail address ﬂlﬂdéﬁl‘i’f
o . ' 4 ' {
(@ m5ums roaming) uAdN¥ed U Local Server hideslinsavaou
ad o4
wiviaesou ,
ferneianusaialumnsrasundlumadtavesdld
doidvAvzdoiney Update Table Configuration fivg g msuns roaming
ey 9
Server Name/Domain Name : ocirink.rink.ac.th

E-mail Address : t_man2000@computer.rink.ac.th

Server/Domain Name,_ 1P Address

computer.rink.ac.th 202.29.48.20

math.rink.ac.th 202.29.48.18

physic.rink.ac.th 202.29.48.17

A58 2.3 UEALFI9813A1519 Roaming UYL Peer-To-Peer
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2. Hierarchy
ag S ar g 1 > g 4 ad /e Y o a2
S nsiidfnefudasdzifutedine sz liimsasvasudnily
o o o/ 'A 1 Q’ll = o é
mndhfwesdidavudaliusvevaninty  uasdieitalifeziiuye

v o

o ° 1 H 4 é ] o o W
Sédneidwusaludiueduidlldeos q Fewzwiuldhegimaiududdy
¥

% q 1

Joane lideinsy Update Table Configuration Al¥dmsums roaming
° ada o o
Jadudoidunalunmaiimsasaaey lunsdinddrduldge

rink.ac.th
(ip 202.29.48.1)

computer.rink.ac.th
(ip 202.29.48.20)

computer2.rink.ac.th
(ip 202.29.48.18)

physic.rink.ac.th
(ip 202.29.48.17)

gﬂﬁ 2.16 uaAsfIeeNIM g Roaming WUl Hierachy

2.7 a3
»nMsAnyMgEiuazndnnsiinuyes RADIUS uag TACACS+ Protocol i
198938015 Authentication, Authorization {182 Accounting Tanimdanns AAA w1y $Qﬂm‘1’f
.3 . ‘4 A A ~o 1
Sy §nuazUeeaTy Internet Roaming 7 M iauawnsaldfimdhuiniosldauidivinesus
ad ° ' o . o A o J dy
aziBsvines 1AM Imsanasd A uAINAIT19YBINS Roaming S1MTUSTUUARAIMNUNNILY

433ms Roaming (iU Peer-to-Peer
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HAMIANYITZULNUIAN

TusunsuauRY TACACS+ Server H1u web WaniiTavnmaunw 23saalneygsd Tastims

{#1 Configuration file 1482 Accounting file aagudayaves mysQL hildiwdemanideya
k4

Tu wu Wudeyaniadd dmiumsuimsszuuiueeldumsdnuiiunie Web

v
Browser A4S waziBuane 1

3.1 TsunsunIugH TACACS+ Server WY Web

3.1.1 89AU52NBUVRITLUY

= AAA Module
=yl oo odle g >

| MySQL

TACACS+ Server Report Module - ' DBMS
Management System /
| | |

Configuration Management &
Web User Interface

Userl

Management Station

11f1 3.1 uansesndszneuvesTzUY

vingaii 3.1 mwsautisdaumahauee q B
o TACACS+ Server Management System
. A1¥u3n15 (USER1 & USER2)
« NAS (Network Access Server)

+ Management Station
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3.1.2 MUY

3.1.2.1 TACACS+ Server Management System

AAA Module thuthiiAadedy NAS uszasavaeufldmumndn AAA
(Authentication, Authorization 1% Accounting) lAUvAAABAY Database
4 g v ' a o y
Module ieifiudeyadn q wu doyadld deynuimsildnaildnu
[] y

Hudu Taeld TACACS+ Protocol fifiaduussuuYiiAng Solaris 2.7 for
x86
Configuration Management & Web User Interface ﬁmﬁﬁﬁﬁﬂﬁﬂﬁuvg’

o a v 4 - - & 4 v
wimssvuundetiuile iy, ufly uazay swazBuananuaiioafudly
w1 Taul¥n1y1 PHP (Version 3.0)

[ Y = ' ' A4 vay
Report Module Ywihiluaasswaian q wuswdedldnuluszuuly
flogiu Twnudmandilu deidon vie dand Svsmmuinmald uaz
A a v d
awoyeflduTns WannTasl#a1w PHP (Version 3.0)
4 [ 1 4

Database Module AnABfiutia 3 Module iaaiuayudoyacs q dsselui
Joyaiivatugld Joyaifvady Nas, feyafivafuded dudu Tauld

MySQL (Version 3.22.32)

3.1.2.2 §l¥u3ms3 (USER1 & USER2)

= L\ o A (=) ] 1 4
Aadefu NAS iNove1$uSmsinTed 019 Shell, PPP, SLIP LagdW
1 a 4 A
dedeyavesdld uazuinisfideanms 141 NAS teriims Authentication &

Authorization

3.1.2.3 NAS (Network Access Server)

anosen19g19uS s uaz TACACS+ Server Management System

)

%"m’fauamné’"h’f’u?mi uddenel TACACS+ Server Management System

Y

A
IN® Authentication & Authorization
WINANS Authentication & Authorization 71 14910 NAS 1 wueyg e
W4 shell 14 n3o hioygnaldly

o \I‘I’J'E)l‘m Accounting ¥y TACACS+ Server Management System atiudin
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3.1.2.4 Management Station (Web Browser)
A = 1 A = ' o/
. hunTowessuimsssuunieis tieldlumsfadeiu TACACS+ Server
Management System AU Configuration Management & Web User Interface
4 o 4
INDTANIILIIDY configuration YBITSUY
ﬂ 4 a 4 A ;J1 a 1w
o | umsawmQ’usmsszumﬂsamu l‘ﬂfﬂ‘b’ UNIaARanNU TACACS+ Server

' & = 1
Management System W14 Report Module IWBITUNGIIWATUAN 9 Y858V

3.1.3 agramsfnm

SUUAILAY TACACS+ Server N4 Web gnaniilasnaieuan 2%5an Inagsd
1S6 MATANY ANAILIABIINNABIFU Freeware ¥09 Cisco System AW load W3
w¥ou Source Code (fip://ftpeng.cisco.com) ta Mifimssulsefin narmivayuedn
Hunnms
1% TACACS+ protocol 1un15 authentication, authorization {18 accounting
AAA packet ﬁﬂ'nmJaamﬁ’umni’fmﬁmmnqn encrypt ¥} packet
81Ufi1 Configuration 99 1US8YA
Output ¥308n 041U TaudAsdoyasingmdeya
finno ﬁ'ué'“l%'ﬂu (Administrator) WU Web Browser
statistic iU g nudeyam Ifaunsadoyad q ndamsldie v deya
NRA0A

o A 1) ] o
sinsSamssednams Wandeaunsaldou ldnse lild lussTunaznala
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Tsunsumuguanslfausunediinninseslnanuulidennasiaiv

¥ __a ¢ d yy v e e ad
Tsunsunaugumsidendumediianinszez Inanuulddeanasiwfiuimun laviiiu
: d
g9 N TUsUATNAIUAYN TACACS+ Server H1U Web ffiasiflu Configuration file Uay
Accounting file aegudeyn mySQL uazfidaunsfnrofuduimsszuurIY Web Browser
Taodsunaou TsunsuldiiqueaniAvesns Roaming wuwia diFuduniesldnwla

[} o . dq saa o = ' dy
JoAnalIINAUAINAIIINNS Roaming N1¥35MIUVY Peer-to-Peer mswazmuma"lﬂu

4.1 p9n152noVVYBITTUL

Y
Roamin
A

Table

A

AAA Module @

TACACS+ Server ﬁ7
Management Report Module
System

Configuration Management &
Web User Interface

U 4.1 naasesilszneuvesszuy

peflsznovves Tusunsumuquasidnusumesiiiannszuz Inauvulddennas
saufutseneulitng
« TACACS+ Server Management System/AAA Server
. §14u3n1s (USER1 & USER2)
« NAS (Network Access Server)

«  Management Station
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4.1.1 TACACS+ Server Management System

AAA Module Wmdiiidndedy NAS uazasdeaeudldmumdn AAA
(Authentication, Authorization (18 Accounting) TauszAnnony Database Module
edtudoyare q 1wy doyadid doyauinmailinamiildon dudunazdoya
113 Roaming unsdifg1¢mudhuSmsuny Roaming el¥amsaiims AaA
Idaniigiineslinsanacdaniull

Y a

Configuration Management & Web User Interface ﬁmﬁ’wﬁﬁmiaﬁuamms
a A4 4 a & 4 o sy P
suuinTetiuiie Wiy, udly wazay wasBsanuamnudfiugly saudeimua

4 v
pamsldegy Suaunilumsaadeluudaziy, Smaudaluamsldaude
a
hou
Report Module mihfiuaasoaude q wusivsedlFamiuszouluilegiu

° & 1A A a/ S a a Hde v & g
s gl deidou wie dla Seanauinshly Hazams1wel 1Y
L
UIM3 520109 1 iuYveIn1s Roaming
—alINT2 ¥ 4 Y] ) o o P
Database Module aA8AUNI 3 Module maauuaqu%gama 9 AU i’f‘agamm

o A -9 4 @ \d
fugld Jeyaifoaiu Nas, deyaifivatunyd dudu

4.1.2 §19U3M3 (USER1 & USER2)

Aanofy NAS iieveld15n151nSev 015U Shell, PPP, SLIP 4azdu ¢
1 o { A o
dedoyauesdld uazuinisiidesnsldld Nas weims Authentication &

Authorization

4.1.3 NAS (Network Access Server)

.

Anreseni1ef14uSn13 uag TACACS+ Server Management System

[ 4

n%uammﬁ"h’fﬁms udadanel¥ TACACS+ Server Management System k)

Authentication & Authorization
YHaN13 Authentication & Authorization 7114910 NAS wid iwueyanalild
Shelt 'I& n3o Tioygal#ld

1 9

Y 4 o
31930 Accounting ¥ f'u TACACS+ Server Management System wetuiinll
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4.1.4 Management Station (Web Browser)

Hundosvesduimsszuuiniodin telflunsAndety TACACS+ Server
Management System WU Configuration Management & Web User Interface Lﬁﬂﬁ'ﬂ
g lém configuration YDIITUY

fuinfesvesduimsszuuiniedi oldlumsAndefu TACACS+ Server

Management System WY Report Module 1ﬁ61‘7‘0ﬂ¢35 WITUAN q YDITTUY

4.2 MIDBNUUVUITVY
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msasvaeuauinsosfigildamedonly wagninhildtmuadoanassududldsedu
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ox'liasadun e q 18 fuswazBrannudesmsssuudase Tud
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111015 Authentication, Authorization 1% Accounting 11121]“‘1)‘U Roaming
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4.2.2 Process Modeling
4.2.2.1 Data Flow Diagram (Context Diagram)

g‘lj‘ﬁ 4.2 1taA9 Data Flow Diagram (Context Diagram)

4,2.2.2 Data Flow Diagram (Level 1)

SR

AAA Packet Status

7 P
AAA
Status M odule AAA Packet >
Username
——
Configuration
Report
Configuratiaon -

RequestReport M odule

zﬂﬁ 4.3 iang Data Flow Diagram (Level 1)



4,2.2.3 Data Flow Diagram (Level 2)
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4.2.2.4 ﬁﬁmﬂmuﬂ'ﬁz Process

[] 14
vingalit 4.2 1 4.4 eFuromsthan14dsil

Process 1 : AAA Module
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@ 9

4 ]
fudeynuin RAS uazvimsasavweuiugmdeyn vinudanai 1dndulu1d
RAS

Process 1.1 : Authentication Process 8511013 ﬁmu"lé'ﬁqf:

. lﬁﬂ LOGIN n’hm‘luszumz%’u%’aqa Authentication Packet 3111113529
#8U USERNAME/PASSWORD asafun3e’lsl Tnu. PASSWORD ifiveg
11421]1180 UNIX encrypted Wivuiousenan encrypted password fiu crypt
(enter password, salt), TIME_RESTRICTION amnsaldmldluiunm
foqifu'lén3e’li, EXPIRE_DATE nunggnefl, JedrtaluiFoenans
aade, namslduindeiden, NAS PERMIT/DENY eyanaliideud
NAS wioly &l iRudeyaldRa0fi LOGIN_FAIL (function
sql_authen())

. N30 ENABLE udoyn Authentication Packet N11111150529901 ENABLE
pASSWORD Tnseiulugudoyanely Taufumiloufiu User Password
(function sql_enable() )

. nadiflinuded 19l Local Server ag'libhianid Process Tudaums

1 o L) o A
Roaming #iB (dmMFuA19U5n1510 Roaming) Aanaaaluglii 4.5

Authentication
Packet

USE|
LOGIN_FAIL

Login Fail

No

Time Yes >
Restriction
LOGIN_FAIL
No

Y

NAS Parmit No
Ejact
Yas

pjﬁ 4.5 1tand Authentication Process
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L 4
Process 1.2 : Authorization Process 85UUN1T ﬁN’lu‘lﬁ‘ﬁ\iﬁ

Process 1.3 : Accounting Process asuemavieu 1Adedl

fudioya Authorization packet 41%113A329aABY SERVICE, CMD, CMD-
ARG MeoygnalilFaldne

sql_user_existsQ aravmeufisededlfeglugudeyanio’
sql_get_sve_ppp0) asanasudeyaalifldannsalduims pee ldwsel
sqlget_sve_exec) astvapuieymlgldonnsolduims Exec 14
ninly

sql_get_sve_cmd() mswaanimumm‘lﬁﬁ"l%’mu150“1*1’1’?‘316'"«1%14@1 1dn3e i
TAv9z¥i1n13A5790 U1 Command permit = “*” n3e 1 Srldvniuriims
A32909Y Command deny @0 1UM3098N1INATOY Command Argument
permit = “*» w38 s} $l49eMhn15AT19e0L Command deny Aol niod i
18t mua’ls 32990 Command deny 108

Authorization
Packet

ADD ADD : i
sql_user sql_get_svc Re:{lgi’:r:xrisg : IF::H.“ &
_exists() ppp() i

ADD . .
Return 255 : Permit
sql_get_svc .
hd0 "< Return 0 : FAIL >

ADD
exec Return 255 : Permit
—t sq'—%%-exe "< Return 0 : FAIL >

zﬂﬁ 4.6 UM3 Authorization Process

1 4
r-1

o ;

58l ACC_TYPE = START (fiudeyai NAS dawn asgrudeya

ACCT USER uasdfudgsgrudeyn UTILIZATION ($maufldanlu
A o

sruvUAzaL) way CURRENT (s1w¥ef ldamlnssuunarilegiv
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. 36l ACCT TYPE = STOP fudloya elapsed_time 1u record #i task_id &
NAS & username & start_time WInu

. nsfife cmp Wifudeya cMD, CMD-ARG uazdu q lugwdeya
ACCT-CMDiazesns181UAY Process 1.5, 1.6 Ltag 1.7

Accounting Packet

Write Log Filie ACCT_USER
ACCT_CMD
A

Write Log File » log file

g'ﬂﬁ 4.7 uaAY Accounting Process

Process 1.4 : Roaming Sub-Module a%mumsv‘imu"lﬁﬁqff
. iiensaeaouted 19wy Local Server Ay Process 1.1 Huszfiarsannn
Soflfeglugiiny e-mail address Feazqdoya91NA1T1 Roaming uazyh
AAA aiFiine 9
. iilensaaeuNUAR Process 1.2 1ag Process 1.3 #e 11 §1luwufeziims
fudeyal3fians1e LOGIN_FAIL

Process 2 : Configuration Module a%mumsv‘imu“lﬁ'ﬁ'«ﬁy
o tiiu 7 ufly 7 au doyadl¥ une Josafiaifuafy RAS, fadaen 9 (CMD)
Tay user.php, user-submit.php
. vﬁu ruflu/au ‘l’l’ﬂlgﬁ RAS lay nas.php, nas-submit.php
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. ihdeyaningdeyasenuuiaainalugiuessisnurunie Web Browser

1Y report.php, report-submit.php

[ 4
Process 2.1 : User Configuration 850100137 ‘ﬁN“lu»lﬁﬁ'\'lﬁ
4 . . | ad
. iledld (Admin) Login igszuuszasanmeuiiivelugdeya USER
- 1 s ° a o A A
wiold §iifvzannsovsomsin, udly, avuazdmuateulueu o
dmiudlFhusosau luazsesfumsuimsuuy Roaming
3
. wdandmuamiais q udaeaniai lesnfiusisanudesdulds

P
Process 11 2.4

¥
Process 2.2 : NAS Configuration 85ugmswyms 14l
. fumsfmuan NAS Teyanaldfldaunseldonidviehild
b4
. wSamndmuatidn q udsfawsaihilesnidusisaudisaduldds

Process 2.5
a [ g ﬂy
Process 2.3 : Roaming Configuration aTuwnaia ladadl
° A o 1w & '
. dumssmuade server ivansanasimiuly Taodleliwudldlu Local

A g
Server 32 1Uas2020 U Server ladadaifiuua1319 ROAMING

" 4
4.2.2 m3Sudsdoyassnianies dunsdi Roaming)

Eé%% username@domain_name
(- - data

Tt

J000oco

i 4.8 namsmadedeyaszrinunies (unsdl Roaming)
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[] 3 y .
singdt 48 iedhgilenly Roaming VuTUsunsuvsdebedly (eglugal email
4 . ) Y W T RN
address) (NOATIVADYU Domain Name Tumsna Roaming Tﬂumwmzﬂwaq‘lﬁf‘lﬂmms
L3 A ﬂ!n \] [ 4 A +
asnasutusmaTesfiviiteanassaudu3uas lunsdiiiny  Domain Name lua1sn

[ 3 A o A
Roaming 9% Wids¥ed 14l laseaeududninies

4.2.3 ER-Diagram

*

LOGIN_FA
datetime

user_name
nas_address

nas_port
reason

5

Login
Fail

server-roaming
Limit_Mont + T H Pk —H—————O-< Roaming
user id Wi user_id domain_namg
nmonth user_name description
user_fullname ip_address
ntime password o
Time_restriction
] Expire_date
Limit_Conn[~1 audit I Service_exec
user_id Service_ppp
date Administrator
ntime Roammg_Statuf
ACCT_CMD } = s
acct id recording recordquacce”
date ACCT_USER [>+ =S
time s no ofuse
nas_id . [peetid NAS S <[UTILIZATION (A
user_id ;i_ate nas_id roaming_status
terminal_id n‘:s‘ei d nas mame date
{aes?oit:_addre user_id nas_address ti“s‘e, d
star? time terminal_id nas_fullname nas_t
timezone remote_addre enable_password
service task_id no_of_user
priv_lvl start_time
emd” tlmcizone
ing st service
roaming_statuy elapsed_time
roaming_stat

;ﬂﬁ 4.9 uarAd Entity Relationship Diagram
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aingilf 49 uﬁmmmﬁuﬁufszﬂﬁNmmi’x’aga&ummmﬁwmeammumsm’l’mg,a"lﬁ’
sare Tl

. 1510 ROAMING fudeyavsudiviesan fldihmsanassauiu e
fi15 Authentication, Authorization {82 Accounting vlﬁ'

. 51 USER ifudeyavesdld 1Bun swadldf $ed1d password dosrfadmunm
fudunosaTudludand 24x7 YN) uSmsan q avwensalumsudlvde
ya72uL,uSMsHuUUnANTBULY Roaming

. @132 NAS ifudeyaves NAS '18un 5¥d NAS ¥ NAS Enable Password Liag IP
Address YB3 NAS

. M3 NAS_PERMIT udeyaiioygn@lig191dusnsii Nas laths

. 31 NAS_DENY ifiudeyat lieyandlgid1dusmsi Nas laths

. @157 CMD_PERMIT findexaioygndli g1 #mdalathe

. a5 CMD. DENY tiiudeyadilieyandldgldldmdalathe

. @159 CURRENT ivswiedldon o agiu Tasuadhuunlnduasuuy
Roaming ;

. @150 UTILIZATION husnaudlidanlu Nas 1a q o Sufitmuanitorh i
sroemdmudldanlussuy

. #1579 LOGIN_FAIL ifiudeyans@ifigld Login Fail Tavezifumquadiodh Fail
ieunmnaungla i hifided e gluszu password Ain Aoy

. @131 ACCT-USER ffudeyamsidmmwesdld 1Mudfuiiner Nas g
Terminal No. TP Address ¥8f18i84 Task ID 13011311947 Time Zone uimsild
a1 tagseoznai 1 (Blapsed Time), AOULUTMIULY Roaming 138 i

« @191 ACCT-CMD 1ﬁm’fay,ams“l‘z’f'nmmé’i‘x’flﬁ'mﬁumﬁ'adnq TRunsudina

NAS #11947% Terminal No. IP Address ¥03§/14189 Task ID 13au5uldam Time

1
o

Zone UM 191 tazddait 19, 701U MTULLY Roaming #3813

. @151 LIMIT CONN ifudeyasmsumsaadeduniduimsdeiu ddmiy

v

] 4
aswasvlunsdifisitasmauniilunslfuinsdefuvesdldluudas e

. @157 LIMIT_MONTH sfiudeyaswaunamslfau anbuduunil) dediou 19

o W

Tunsdinsifanalumslduinsdeideudmivdldluudozne
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4.2.4 Data Dictionary
Attribute " Data Type « :'ﬂegér?iiﬁon' . Key | P/FKRef.
DOMAIN_NAME Char(50) Domain AAA Server PK.
IP Address Char(15) IP Address
Description Char(100) | 5wazidoa
15197 4.1 A4 Data Dictionary 89 TABLE ROAMING
Attribute 7| Dt N 53'Des‘cri;ﬁon V Key | P/FK Ref.
USER_ID nt(3) safld PK.
USER_NAME Char(32) | #0419
USER_FULLNAME Char(80) | effldify
PASSWORD Char(13) | s¥asiu
TIME_RESTRICTION | Char(168) | Ses1imideeiuan iy
MY nie N amatid
uaaztunassmmdulu
dlad @4*7 Y=19u
18 N=1d01"0i14)
EXPIRE DATE Date TUNUADY
SERVICE_EXEC Char(1) Y = u3m3s EXEC
SERVICE_PPP Char(1) Y = u3Ms PPP
ADMINISTRATOR | Char(l) | Y =fludmugussuy
ROAMING_STATUS | Char(1) Y = 1415015 Roaming
NCONNECT Int(3) $naunsfinadeld/u
NSECOND Int(7) § 1Rl el
hou

M13197 4.2 UaA3 Data Dictionary Y84 TABLE USER
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Attribute ¥ ¢ | DataType | fﬁ;ﬁsﬁiﬁéﬁgscffpfjbilf 3.?: ~* |"Key | ‘PIFKRef.
NAS_ID Int(3) YA NAS PK.
NAS_NAME Char(32) | #8 NAS
NAS_ADDRESS Char(15) | IP Address Y84 NAS
NAS_FULLNAME Char(80) | ¥9V83I NAS
ENABLE_PASSWORD | Char(13) | ENABLE_PASSWORD

19197 4.3 UaA4 Data Dictionary 483 TABLE NAS
' Attrifute Data Type | 27 {Deseription’. | Key | P/FKRef.
USER_ID Int(3) safld PK. | USER
NAS_ID Int(3) SHA NAS PK. | NAS

@131971 4.4 UTA Data Dictionary Y99 TABLE NAS_PERMIT
Attribute Data Type Description Key | P/FKRef.
USER_ID Int(3) siagly PK. | USER
NAS_ID Int(3) YT NAS PK. | NAS
@15197 4.5 LL@AY Data Dictionary ¥83 TABLE NAS_DENY

Attribute, * | Data Type ‘& . ”‘@*Q@cgptipp TR qu 1 -PFKRef.,
USER_ID Int(3) sadld PK. | USER
CMD Char(255) | finda PK.
CMD_ARG Char(255) | Argument Voaf1da

A13197 4.6 UAA4 Data Dictionary Y93 TABLE CMD_PERMIT
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Attribute | DataType | »HgoDesciiption~ > [ Key | B/FKRef.
USER_ID Int(3) ey PK. | USER
CMD Char(255) | Ards PK.
CMD_ARG Char(255) | Argument ¥BIf1014
M13197 4.7 4AA4 Data Dictionary Y83 TABLE CMD_DENY
Attribute , | Data Type |%-£: Deseription”™ 7 - | Key*| * PFKRef.
DATE Date un PK.
TIME Time 1 PK.
USER_ID Int(3) swagld PK. | USER
NAS_ID Int(3) e NAS PK. | NAS
NAS_PORT Char(20) | Maneuias Port fiseidnn - | PK.
ROAMING STATUS | Char(1) 01138 1 = UTMJ Roaming
M15199 4.8 4AAY Data Dictionary 493 TABLE CURRENT
Attribute | Data Type Description Key | P/FKRef.
ROAMING _STATUS | Char(1) 0¥38 1 = U313 Roaming | PK.
DATE Date fuh PK.
Time Time nal PK.
NAS_ID Int(3) SHA NAS PK. | NAS
NO_OF_USER Int(3) smandlduims
A13197) 4.9 1erAQ Data Dictionary Y03 TABLE UTILIZATION
Attribute Data Type | v :iDepéHiption-; ~, || Key.| P/FKRef,
DATETIME DateTime | Juii/am PK.
4
USER_NAME Char(32) | ¥eRld
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Attribute Data Type . ‘Description Kt;y P/FK Ref.
NAS_ADDRESS Char(15) | Muuiav IP ¥B3I NAS
NAS_PORT Char(20) | wuia Port finerdun
REASON Char(20) | imema,
mﬂﬁ% 4.10 a3 Data Dictionary Y93 'i‘ABLE LOGIN_FAIL
Attribute Data Type | & Description Key | P/FKRef.
ACCT_ID Int(4) SHH Acct PK.
DATE Date $uil
TIME Time M
NAS_ID Int(3) sWa NAS FK. | NAS
USER_ID Int(3) a1y FK. | USER
TERMINAL _ID Char(10) vuwiaY Terminal
REMOTE_ADDRESS | Char(15) | IP Address ¥oa§{14
TASK_ID Char(255) | Task ID
START TIME Char(255) | DA S uRM
TIMEZONE Char(255) | Timezone
SERVICE Char(255) | y3n1s#ild
ELAPSED TIME Char(255) | naniiidamm
ROAMING _STATUS | Char(1) 0 %39 1 =15n15 Roaming

M15197 4.11 447AY Data Dictionary 484 TABLE ACCT_USER

Attribute ‘5 .t Data Type -, .. % Description- Key | P/FKRef,
ACCT_ID Int(4) IWH Acct PK.

DATE Date Sudt

TIME Time I

NAS_ID Int(3) YA NAS FK. | NAS
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Attribute

Data Type Description Key | P/FKRef.
USER_ID Int(3) stadly FK. | USER
TERMINAL _ID Char(10) Y88y Terminal
REMOTE_ADDRESS | Char(15) | IP Address ¥8afj14
TASK_ID Char(255) Task ID
START TIME Char(255) | 1nanSudu
TIMEZONE Char(255) Timezone
SERVICE Char(255) | uSmsiild
PRIV _LVL Int(1) SEAUAMUANTO
CMD Char(255) | frdfa
ROAMING_STATUS | Char(1) 01158 1 =VU5n15 Roaming

M13197 4.12 4a@4 Data Dictionary 983 TABLE ACCT_CMD

Attribute Data Type Description Key P/FK Ref.
USER_ID Int(3) sad 1y PK. | USER
DATE Date Suil PK.
NTIME Int(3) snnunfinaaneitinld
ulddediu

19147 4.13 HaAQ Data Dictlonary Y84 TABLE LIMIT_CONN
Attribute Data Type ( Déséripﬁpn ' Key | P/FKRef.
USER_ID Int(3) a1y PK. | USER
NMONTH Char(6) | lndou PK.
NTIME Int(3) §uandfansald

m'ldnsineu

A131371 4.14 1AA4 Data Dictionary 484 TABLE LIMIT_MONTH
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NMINAUUIISUUHASNANDS

L o

mswannTlsunsunsugums isumedifiaonszos tnauuylddennassiu e
Tauld TACACS+ Protocol i{ Protocol ﬁaﬂﬁiﬁ)izwj’lﬂ AAA Server é’\"mmw‘ffﬁﬁ mySQL
14 Database Server tagfiaun1o1Assuuyfiians Linux RedHat 6.1 Thai Tudanvoed14i
dufuSmsszuy (Admin) Wianindaun1 PHP dinfy NAS 19ues Cisco Systems, Ine. {u

Cisco 2511 Software 10S Version 12.1 ﬁdgﬂﬁ 5.1

CISCO 2511 10S Version 12.1

1P 202.29.48.254
1P 202.29.48.20
computer.rink.ac.th
Y >
SS—————

| MySQL

i = 1P 202.29.48.18

IP 202.29.48.18

computer2.rink.ac.th

U7 5.1 uamsmisfiasie Wdeszuy

5.1 MIMnuAAUSHAHYD NAS
5.1.1 A3uAY
o 9/ -~ 9o o'l o dy
« MUA local user "l’msm TACACS+ Server Down 1grdanad
NAS(config)#user local-username password local-password
) ) 1 4
. funnuansodiu AAA 1didadail
NAS(config)#aaa new-model
] y
. fMuA ip address Y89 TACACS+ Server 1918 adail

NAS(config)#tacacs-server host <ip_address> port <port_number>
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. AMuA shared secret key 19 encrypt $9a551310 NAS - TACACS+ Server Wda
fail
NAS(config)#tacacs-server key <yourkey>
5.1.2 Authentication
« 7% Authentication ﬁﬁi‘f‘r
« enable 1% enable password
+ line 4 line password
o local 1% local username database
« none hifieq Authentication
o tacacs+ 1% TACACS+ Authentication
« MWUA login authentication A207% tacacs+ tmzu'}a'lu'ﬁ 1NI0AANS TACACS+
Server 1A 1% 1935 local data l‘l’fﬁﬂéﬁﬁ‘ﬁfr
NAS(config)#aaa authentication login default group tacacs+ local i
. Amuald login 91f async ppp port 99 authentication #2073 tacacs+ Lmzlﬁﬂ"lﬁ
U5 0ARAD TACACS+ Server 18191978 local data 1%?115}'45%5
NAS(config)#aaa authentication ppp default if-needed group tacacst+ local
NAS(config)#interface Group-Asyncl
NAS(config-line)#encapsulation ppp
NAS(config-line)#ppp authentication pap
. fmuald dledeanis enable privilege AD4 authentication A3U7F tacacs+ waziide 1
#1170AAAD TACACS+ Server 18141933 19cal enable 1‘1‘1’?11??\15\15

NAS(config)# aaa authentication enable default group tacacs+ enable

5.1.3 Authorization
«  Keyword U3NISANY
Network u3M3 SLIP, PPP, PPP NCPs, 1az ARA
Exec UTMS shell
Command level N7 1%?51#@#1\1‘] u privilege level ‘qu‘]
« 3% Authorization ﬁﬁQﬁv

tacacs+ 1‘1’5’ TACACS+ Authentication
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if-authenticated ﬂufgmﬁvfh’s"?ivim authentication 1142

none 3ifeq Authorization

local 14 loca! database #1131 authorization
mwuﬂ"lﬁmwmqmﬂwsms EXEC #184 authorization #1077 tacacs+ ua“ma
lhiannsofane TACACS* Server 18 1id®a authorization Wendededl

NAS(config)#aaa authorization exec default group tacacs+ local
fmualdfldideams14u3ms Network A09 authorization AIU3F tacacs+ Laz
ileliensofinde TACACS+ Server 18 1if®4 authorization ¥adadadd

NAS(config)#aaa authorization network default group tacacs+ local
n‘muﬂ‘lnﬁ“lwmmms‘l‘ffmﬁmu privilege 1 99 authorization A207% tacacs+
waziie lignnsofnde TACACS+ Server 10 hides authorization adedail

NAS(config)#aaa authorization commands 1 default group tacacs+

if-authenticated none

mﬁuﬂ‘lnghmﬂaamﬂ%mﬁmu privilege 15 @04 authorization A267F tacacs+
wazidie licunsaAnde TACACS+ Server 18 1l Local fndadail

NAS(config)#aaa authorization commands 15 default group tacacs+

if-authenticated local

5.1.4 Accounting

A Salq Yar ) . s
Event Type n91)s SIANYBAUNAMT 2N 1MUNI5HI Accounting packet

system nyaiNA event system-level (3U reload
network 150115 SLIP, PPP, PPP NCPs 1ia¥ ARA
connection 13015 outbound telnet LAY rlogin

exec UIN13 shell

command level ﬂ'lﬂ‘i‘f’ﬁ’lﬁ’wh\!"] T privilege level "uq

Keyword
1 A = L) § Q’:
stop-only #4 ACCT pkt iileidn s nsiviniu
start-stop d4 ACCT pkt ieisunazi@nldusng
R & 4 19 Y a ' [ -
wait-start milou start-stop v lilHuTassunding1@sy packet tu

11910 Server DU
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b,

]
= = o

. fmualdiinisds Account packet nsdifiuuas@nldusns Shell Wdrdadadi
NAS(config)#aaa accounting exec default start-stop group tdcacs+
. fvualiinisde Account packet ndifiuIaziAn1duTNT Network (PPP) 191
dadeit
NAS(config)#aaa accounting network default start-stop group tacacs+
. famualiinisde Account packet ns@f1dmdalusey privilege 1 dadail
NAS(config)#aaa accounting commands 1 default start-stop group tacacs+
o fnualdiimsae Account packet nsdin1Fidalusedu privilege 15 (gaga) 14
ddadail
NAS(config)#aaa accounting commands 15 default start-stop group tacacs+
o d

«  fmual¥iinisds Account packet NT8lIAA event system-level Wl dadadl

NAS(config)#aaa accounting system default start-stop group tacacs+

5.1.5 a;ﬂms Configuration
!
user local-username password local-password
!
aaa new-model
aaa authentication login default group tacacs+ local
aaa authentication enable default group tacacs+ enable
aaa authentication ppp default if-needed group tacacs+ local
!
aaa authorization exec default group tacacs+ local
aaa authorization network default group tacacs+ local
!
aaa authorization commands 1 default group tacacs+ if-authenticated none
aaa authorization commands 15 default group tacacs+ if-authenticated local
!
aaa accounting exec default start-stop group tacacs+

aaa accounting commands 1 default start-stop group tacacs+
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aaa accounting commands 15 default start-stop group tacacs+
aaa accounting network default start-stop group tacacs+
aaa accounting connection default start-stop group tacacs+
aaa accounting system default start-stop group tacacs+
!
interface Group-Asyncl
encapsulation ppp
ppp authentication pap
!
tacacs-server host <ip_address> port <port_number>

tacacs-server key <yourkey>

52 M3AANI AAA DEAMON
a q’; o 9o & o J
. P3AAAY AAA Deamon i 14 Taoldmaadadl
$AAA DIR/tac_plus —C tac_plus.conf
ad a o o va 4 4 & A o w 4
Tunsdifaamsaasuusaludfdosudamieodliumds 13R 1WA fetcrre.dirc.local
o L4 A o Y
« Configuration AAA Demon Hnmuﬂmw"lvlé tac_plus.conf fatl
key = <yourkey>
Wamsudimntadeyn Tavozdastmuanifngaiy tacacs-server key Ndmualilu

Router

53 wihesfidaneiugl¥ (Admin)
Y A A4 a a 4 3 oA
Web Interface ¥0e5zuu 19 miud¥idu Admin ieiiududoulvin q iwu Qe
a 4 ) o
s Roaming, matiindedld, Nas dludu uazesnswaudis q Asliswazidvaung
g

L d
niveMsuaaINanne 11Ul
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5.3.1 Login

icrosoft Inteinet Exploier

3 Intesnet Hoaming Configuiation and Administiator - M

JTools Help
L a @ @ o o
Print Edit Messenger

|

Eie Edt  Yiew Favorites
- B | 2
Back Fonword Stop Relrosh Home | Search  Favorites History Mail
| Address [@] hitp: //computer.iink.ac.th/tung/index.php ~] @ce
| Links

(; llnﬁé‘rnet Roaming Configurationand ‘Administrator

PRV S a2

-Hecaw g
~— A_,./l N L o
Welcome to Internet Roaming Confliguration and Administrator's Homepage
User name
Password [
Login I Clear I

Tntemet Roarrar nfignn ation and Adrmstrator
W 4 - veNN/Z7Z . . U , =

€] Done 3 - [T (4 intemet
4 Exploing +t..| B Visio Protes..] BY Microsoh w..{[&) o | BE S RO R8S 1713

5l~‘|'.ﬂl:d91.lﬁﬂ

J1lii 5.2 naaanvhaenowthszuy

o 9
'ﬁTﬂi‘UW‘Ui'ﬂ']iiw'ﬂ

Y

I Admin ity Teolitleuded1didludnuaiy e-mail address Wd9910 Login H1u

udszuaasiinedagili 5.3 e liiision1sdu 4 ael

ad ' ¥
Y (Admin) leodl¥vzdeslivenglugrutoyavesssuuiaz

73 Inteinet Roaming Configuiation and Administiator - Miciosoft Inteinet Explorer

|

,. l ln@m_et Roaming Configuration and ‘Administrator
oaming ser ) @ms 7 D @ng;w}é =)

@i;&gnxl 77 ) @VR(i.nmm)

| Ele Edt Yiew Favoites Tools Help ;
N . St S N T N ¥ (< I =\~ = B
Back f o Stop Refresh Home Search  Favoites  History Mai Print Edit Messenger
| Agdress [@) hitp: //compute. tink.ac. th/tung/login php o e
| Links o
=)

[ 1ogmn )  roamung ) [ user ) [ nas ] { repons )

B4
| | intemet

| BEN L% BREE 1548

. ,
BAsten] | A% S W R | &Homaic | s [[28 ¥oginbme.|

71/ 5.3 uaaan19e1d910M3 Login
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5.3.2 Roaming Configuration
Aodveamssmuadeanasiwdusznihadinnes  Hlunsdidldiu

1D Roaming Tauiileszuufumed 14 linulu Local iFsvlnesudnz lium

fFsvinesla Awaanugyi 5.4

%3 Internet Roaming Conliguration and Administrator .

| Ele Edk Miew Favoites Jooks Help n
| = o = . & 2 2 a @ 9D | S I . 8

| Back Fonvsad Stop Reliesh Home | Search Favoites  Histoy | Mail Print Edit Messenger

| | Address [@] hitp: 2/computer.rink. ac. thAtung/roaming. pho >] @6e

-:L.C_ !]Qt\e'n]et Roaming Configuration’and ‘Administrator

D> (uas D (=) koponis

Domaln Name [computerrink.acth

Description [computer department [rink]

IP Address 62234820
Save l Delete l Claar l

[ 1o }{ voamung ) (pser 1 nag 1 [ gapornts ]

=)
| | intenat

€l
FAsten] | 2250 & A BK | £)Home | 1) Expioii, |[@)inter. . Y] uniied. | & Yirmont .. | EBISend .. | | RE 25 E 1550
d’ Y 3 ' S
1 5.4 uamanTN9BMKLAN Roaming
A IS =) o " W s:’
ﬂ111§1.l1’l 5.4 Y50aL0uAUINITNTIHUAATAIU
¢ Domain Name ¥® domain name

« Description 310080

. 1P Address  vioiav IP veudsneshanassmiuld

5.3.3 User Information
ﬁ'aﬁ'au‘lumiﬁmua%aéﬁ%’uaz1?au'lﬂlms°l%'a1u (Admin, PPP, Roaming),
A @ ° 3 a 9 Y w 3 o a 9
dou'lvvesaan  (Gunueeiy, $wouaisidunlddedy, $1uud Tuan e
vinsdedew), deulvlumsldwie i1y Nasuaz@eulvlumslinielii
1¥ds danaaslugli 5.5



57

73 Inteinet Roaming Configuration and Administiator - Microsoft Inteinet Explores
| Blo Edt View Favoies Iods Hebp e 2 =
| & . = .9 @B 4 @ @ @ | B o9 w =2
| Back Fenpin:] Stop Relresh  Home Search Fevortes Histoy '~ Mai Print il Messenger
|Mim|'_] hitp://computer.tink. ac.th/tung/user. php. . ;] 6o
| Links

user name fung@computer.rink acth =l

user fullname  [narupon panawong
password e T
expire date [ ] [Sanuary  ~] [2008 =]

administrator €Yes CNo

roaming ®Yes CNo
service exec @Yes CNo
service ppp @Yes CNo
nas permit [202.29 48 254 -]
=l
nas deny |
X

€] Done T | inemat

St | 216 @ 4 B || @lvoms] &bt |[Timer Hiounn.| B | Bisws.. | | R RO w51
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¥ Telnet - 202.29.48.254

Connect Edit Terminal Help

User Access Verification

Username: tung@computer.rink.ac.th
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1 5.7 uaasnvoadet1amsl¥au telnet

2. Modem
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2001-08-31(23:09:06|tung@computer rink .ac thirinknet tty18
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2001-09-01{15:07: 16{bung@computer rink ac.thirinknet tty18
2001-09-01]15:06:17 mputer rink.ac.thjrinknet tty18
2001-09-01]14:56:01|tung@computer rink ac.thirinknet __|tty18
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- [2 ton@computer.rink.ac.th | e e ‘BZaJrLﬁbﬂ. lvwmvwvmvwvwwwnyw

| . o —

[re rink irink test 35518DQ/3e¢Vo [YYY Y YYYYYYYYYYYYYYYYYYYYYYYY
[F 14 {tjing@computer.rink ac.th fuser test [60a7EDU;eQE (Y YYYYYYYYYYYYYYYYYYYYYYYYY
[FR mx@compmmum‘mkun " BMOKBEGT  [YYYYYYYYYYYYYYYYYYYYYYYYYYYY
] ri@computer.rink.acth fri-com &:mozyas.ﬂ [P YYYYYYYYYYYYYYYYYYYYYYYYYYY
rle n@comormkmlh ,n—com Wmu!,\cknvl IYYYYYYYYYYYYYYYYYYYYYYYYYYYT
Select all Tnuert eslerhan
o

| >
€] admin logged into Webmin 0.85 on computerink.ac th (Mendiake Linux 6.7) g T [0 intemet

Fsten] | 4 51 @ &) BX | L Erploing-i..| BY Microsalt ]rﬁ?_bu—m_wgg_] | RERUG LN OH 1w

-

314 5.27 uaasdoyalumana user

5.6.14 1319 utilization

/} Table Data - Microsolt Internet Explorer

| Eloe Edt View _Fmin Jooks Help

| & {8\ A @ RS o O S« &5 P V-~ o =

| Back () Stop Refresh Home Seach Favoites  Hisloy | Mai Print ' Messenger

| Address [@) htip:/con putesfink.ac. th: 10000/mysal/ view,_table. cgi?db=tac_phss btable=utiization =] 6o
| Links

Webmin Index

Sstme i Table Data E

Table utilization in database tac_pilus

AR iy wﬁwm.h L mo_of_wser vl
r 12001-09-01 15:06:17 i 2
Select all Invert selection

Edit selected rows ] Add row

{70 dates: . , & time

Delete selected rows

« Retum to field list

=
@) admin logged into Webmin 0.85 on computer.fink.ac.th (Mandrake Linax 6.1) [ @ inemet

Fsten | 24 61 & & PR | ) Evploing -i..| BY Misosohw. | [@ ] Table Da. ¥t user I | DERUS LT OE 1w

31 5.28 uaasdoryalum 19 utilization
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Eoaddaitoynnlf1d1anielsl w oyanalildmds show configuration il
1%?1’1’3" 4 show running-config dudu

asafmua Account Expire 18 SunuanigReuatudl 10 Suany 2544 iy
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1. ¢a¢4 Linux Redhat 6.1 Thai

e

2. @AM Apache

wn'lifiansn download 147 http://www.apache.org/dist 15811013 download u &2
yiamsdada Taoldfdadail

# tar -zvxf apache_x.tar.gz (x = version ‘71 download 1)

# cd apache_x

# Jconfigure --sysconfdir=/etc/httpd --datadir=/home/httpd --logfiledir=/var/log/httpd

enable-module=most --enable-shared=max --disable-rule=WANTHSREGEX

# make

# make install (127 login {4 root ﬁ?ﬁ)i%ﬁ'\’gﬂ su 1ﬁevﬂu root)

frdadrevudiunsueniy Apache iu' Mg Config 1A7 fete/mttpd uazdmuavadoya
(HTML, CGI BIN) ‘1471 /home/htipd t1a2 1 Enable iitoaiuayy DSO Fevzaaliannsa

iulazay Module 98010 Apache 18 Iashidoe1iin1s config Inal

3. AaA9 PHP

P ol A o
winlufiamsn download 149 http://www.php.net/downloads.php 148111115 download 11

t 4
o

udhliinisands Taoldideds
# tar -zvxf php-x.tar.gz (x = version "fl download 1)
# cd php-x
# /configure --with-apxs=/usr/local/apache/bin/apxs --with-config-file-path=/etc/httpd --
with-mysql= --with-system-regex
# make

. . o & 4
# make install (A9 login 1 root T8 1dA T su iiteiiiu root)
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4. e MySQL

yn laidfie w150 download vl?‘\’ﬁ http://www.mysql.com/downloads lﬁﬁ)ﬁm”ﬁ download 11
udaliimsande Toldidadad

ﬁ'ﬂaan"lvlém"l’a'ﬁ /ust/local

# tar -zvxf mysql-x.tar.gz (x = version ﬁ download ¥1)

# c¢d mysql-x

#In -s mysql-x mysql (1/AUuYBIA mysql-x 111 mysql eanuiwlumsicon)

5. MYUAMS Startup LUU Automatic Y9$ Apache ilag MySQL
fmuadennudene 1T 13 W etcire.dirc.local
#Start Apache
lusr/local/apache/bin/apachectl start #Start Apache
#Start MySQL

fusr/local/mysql/support-files/mysql.server start (Start MySQL)

6. m‘sﬁﬂﬁ"’ﬂﬂmnwumzﬁmuﬂﬁ)s“’;m’fu (Installation and Configuration)
. fanenTusunsy tac plus.gz 13 directory fideems (©19'131u /usr/local/bin)
#tar —xvf tac_plus.gz
. aﬂg\i AAA Deamon ﬁ'ﬂfr
#tac_plus —C tac_plus.conf
. luns@iidesmsandenysaludadesudandosItifudmdadand 13 lna

lete/re.d/re.local

7. fapEamMIMUUAMITTUY
. n1stmuamTasunsa AAA Deamon Tnudmuaat 137 1M tac_plus.conf il
key="111"
. uEaIMIfMUARIUBd Router TauldR1da show configuration &ail
rinknet#show configuration

Using 3069 out of 32762 bytes
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version 12.1

service timestamps debug uptime

service timestamps log uptime

service password-encryption

!

hostname rinknet

!

aaa new-model

aaa authentication login default group tacacs+ local

aaa authentication enable default group tacacs+ enable

aaa authentication ppp default if-needed group tacacs+ local
aaa authorization exec default group tacacs+ local

aaa authorization commands 1 default group tacacs+ if-authenticated none
aaa authorization commands 15 default group tacacs+ if-authenticated local
aaa authorization network default group tacacs+ local

aaa accounting exec default start-stop group tacacs+

aaa accounting commands | default start-stop group tacacs+
aaa accounting commands 15 default start-stop group tacacs+
aaa accounting network default start-stop group tacacs+

aaa accounting connection default start-stop group tacacs+
aaa accounting system default start-stop group tacacs+
enable password 7 045E05150A335A4B1B

!

username admin password 7 050A0F 1B

e

username local-username password 7 12150A14130741142B38373F3C2726
!

!

!

clock timezone Thailand 12 58

ip subnet-zero



no ip finger
ip domain-name rink.ac.th
ip name-server 202.29.48.1
!
ip dhep pool local
network 10.0.0.0 255.0.0.0
default-router 10.0.0.1
domain-name rink.ac.th
dns-server 202.29.48.1 202.29.48.2
lease 0 2
!
async-bootp dns-server 202.29.48.1
!
!
!
interface Ethernet0
ip address 10.0.0.1 255.0.0.0 secondary
ip address 203.154.198.9 255.255.255.0 secondary
ip address 202.29.48.254 255.255.255.0
ip broadcast-address 0.0.0.0
ip nat inside
!
interface Serial0
ip address 202.28.29.110 255.255.255.252
ip broadcast-address 0.0.0.0
ip nat outside
!
interface Seriall
no ip address

shutdown
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no cdp enable

!
interface Group-Asyncl

ip unnumbered Ethernet0

encapsulation ppp

ip tcp header-compression passive

no ip mroute-cache

async mode interactive

peer default ip address pool dialup

no fair-queue

no cdp enable

ppp authentication pap

group-range 1 16

!

ip local pool dialup 202.29.48.237 202.29.48.253
ip nat pool rinknet 202.29.48.150 202.29.48.236 netmask 255.255.255.0
ip nat inside source list 1 pool rinknet overload
ip classless

ip route 0.0.0.0 0.0.0.0 Serial0

ip route 203.154.198.0 255.255.255.0 Ethernet0
no ip http server ,
!

access-list 1 permit 10.0.0.0 0.255.255.255
tacacs-server host 202.29.48.20 port 49
tacacs-server key 111

snmp-server community public RO

snmp-server community read RO

snmp-server community wite RW

radius-server host 202.29.48.6 auth-port 1645 acct-port 1646

radius-server retransmit 3
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radius-server key RinkNet

!

line con 0

transport input none

line 1

autoselect during-login

autoselect ppp

modem InOut

modem autoconfigure type usr_sportster
autocommand ppp

transport input all

escape-character BREAK

speed 115200

flowcontrol hardware

line 2 16

autoselect during-login

autoselect ppp

modem InOut

modem autoconfigure type hayes_optima
autocommand ppp

transport input all

escape-character BREAK

autoselect ppp

modem InOut

modem autoconfigure type usr_sportster
autocommand ppp

transport input all

escape-character BREAK

speed 115200

flowcontrol hardware
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line2 16

autoselect during-login
autoselect ppp

modem InOut

modem autoconfigure type hayes_optima
autocommand ppp
transport input all
escape-character BREAK
speed 115200
flowcontrol hardware
line aux 0

line vty 0 4

password 7 01120F10

I

end
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