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® TCP connect() scanning

® TCP SYN(half open) scanning

® TCP FIN, Xmas, or NULL(stealth) scanning

® TCP fip proxy(bounce attack) scanning

® SYN/FIN scanning using IP fragments(bypasses some packet filters)

® TCP ACK and Windo-w scanning

® UDP raw ICMP port unreachable scanning

® ICMP scanning(ping-sweep)

® TCP Ping scanning

® Direct(non portmapper) RPC scanning

® Remote OS Identification by TCP/IP Fingerprinting

® Reverse-ident scanning

LBAYINT NMAP Saanfuayudnyazn1sinuedllssaniaperformance)iay
ANNHIToR B (reliability) 1auA M1sAuInInIny91Aio(dynamic delay time calculations)
msaaunnifansdidelifaaznuaai(packet timeout and retransmission) N13NNAYPUUY
YU (parallel port scanning) M3A3I9Q TeaATTABYHILMITULYUN(detection of down
hosts via parallel pings) ‘é‘m‘%ﬁqmmmszuwa%’muazm?mLﬂmmu"lﬁ'sflunﬁqxﬁuw%’aﬁ‘lu
574 18d0

gﬂuummma&a NMAP

nmap [Scan Type(s)] [Options] <host or net#1 ... [#N]>

5ULUUNINNAY(Scan Types) fvondnds e lsunsufiianniuszasedy

msmm%ﬁ%ﬁwa{mda”lﬂfr 18un
-sT N TCP connect() scanning (113 ﬂmﬂ@,gﬂuuuﬁ,"lﬁﬁ’faaﬁ root privileges)

t 4
-sS 4NU TCP SYN scanning (mMs ﬂ’J"IﬂQgﬂLmU‘ﬁﬁ'mN root privileges)

il” -

-sF UU Stealth FIN scanning  (N131121AQ3 iyutiaeadl root privileges)

€

-sX LY Stealth Xmas scanning (N131AR3ULLUTIAB] root privileges)

14
Y

-sN UNU Stealth Null scanning (11511093 UUUVUNADN root privileges)
- . - J < A as 9 Y
Maaen(Options) Nvena i iiesnndnldes Tdun
/A 1
p  <port ranges> UMW MITTYWBIATIABIMIANAGTU —p 23 MWD

AoamsnAgWein 23 foawesamyd —p 20-30,139,60000- MIEHIRBINMINNAGNESTA
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struct host{
unsigned int src_addr;
time_t firsttime;
time_t lasttime,;
int lastindex;
unsigned short src_portfMAXSCAN];
unsigned short dst_port{MAXSCAN];
int count;
u_int8_t flags[MAXSCAN];
int diffflagcount;
int sameportcount;
int imeintervalcount;

int portmatch,;
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- Gumsihauveslilsunsi TCPPSD
- guimnuannuiluaouilgsdu(TCPPSD.CONF) 1dun
wunuiavlefvesleadii1319(TRUSTEDHOST)
DIAYDIRRUATTUU(MAILTO)
$LUZNAVBITOURNAATIAMWTUA(TIMEINTERVAL)
ﬂ'mmqmmi‘hmuuﬁmﬁmﬁmﬁu(MAXSCAN)
woinfidoamsIithqiludie(TcPPORT)
Annngafideuinfafiamfuneediigiuandaiu 14(MAXDIFFFLAG)
sungaiidesuRnifafiniunzinesatmemamilouiu
|A(MAXSAMEPORT)
snngaitaeamnidafiauianeSszosnanin TIMEINTERVAL

14(MAXTIMEINTERVAL)

'B Sanple conFlguration 1le‘For tcppsd‘progran

n You can specify here which host are trusted and should be 1gnored
# Each entry should be in a separate line,

#

# Format:

# ip_address

#

# Detection will skip connections from localhost

#127 ,0,0.1

# If it found that intrusion happened, we send mail to this E-mail (user@host)
MAILTO = root@portal2.kernel ,co.th

# Time interval of tuwo adjacent packets within TIMEINTERVAL will be count
TIMEINTERVAL = 1

# Max, numbers of suspected packets from same source address will be intrusion
MAKSCAN = 20

# Speciél TCP Port to monitor
TCPPORT = ftp.telnet

# Max, numbers of two adjacent packets have different flag,
MAKDIFFFLAG = 10

# Max. rnumbers of two adjacent packets have same destination port.
MAHSAMEPORT =

# Max., numbers of two adjacent packets have time interval more than TIMEINTERVAL -
MAKTIMEINTERVAL = 10

Ready ssh2:3DES [ 1, 1 [32Rows, B0Cos [VT100 [ INUM
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3.10 MINPNUNAN TAATICH(Display Result)
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Possible TCP Scan Type: SYN scan

Scan From Source Address: 160,1,249,3{portal}
First Packet Start: Sat Mar 3 00313348 2001

Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
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Packet
Packet
Packet
Packet
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1 Source Port:
2 Source Port:
3 Source Port:
4 Source Port:
5 Source Port:
6 Source Port:
7 Source Port:
8 Source Port:

2654

2661

NSt
=>
=2
=
=>
->
-+,
X

Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination

Port.:
Ports
Ports
Port:
Port :
Port s
Port s
Port s

9 Source Port: 2662
10 Source Port: 2663
11 Source Port:
12 Source Port:
13 Source Port:
14 Source Port:
15 Source Port:
16 Source Port:
17 Source Port:
18 Source Port:
19 Source Port:
20 Source Port:
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=> Destination Port:
=> Destination Port:
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~=> Destination Port:
=> Destination Ports:
~> Destination Port:
-> Destination Port:
~> Destination Port:

Send mail to root@portal2.kernel.co.th al
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g portal2-ssh2 - SecureCRT

o S|

muudiuoﬁutanﬁli.oﬁ u‘nuoouoc.u‘u‘odoaoiu;'ooQ-oounuoo.oo.uvooosna.nucuaouonuuan
TCPPSD Program Start: Sat Mar 3 00:12:24 2001

Scan From

Possible TCP Scan Type: SYN scan
Source

Address: 160.1.249 ,3(portal)

First Packet Start: Sat Mar 3 00:13:48 2001

Packet No.: 1 Source Port: 2654 —> Destination Port: 80
Packet No.: 2 Source Port: 2655 —> Destination Port: 335
Packet No.: 3 Source Port: 2656 —> Destination Port: 874
Packet No.: 4 Source Port: 2657 —> Destination Port: 552
Packet No.: 5 Source Port: 2658 -> Destination Port: 1376
Packet No.: 6 Source Port: 2653 ~> Destination Port: 22305
Packet Mo.: 7 Source Port: 2660 —> Destination Port: 49

Packet No.: B Source Port: 2661 -> Destination Port: 185
Packet No.: 9 Source Port: 2662 -> Destination Port: 696
Packet. No.: 10 Source Port: 2663 —> Destination Port: 496
Packet No.: 11 Source Port: 2664 —> Destination Port: 217
Packet No.: 12 Source Port: 2665 —> Destination Port: 21
Packet No.: 13 Source Port: 2666 —> Destination Port: 742
Packet MNo.: 14 Source Port: 2667 —> Destination Port: 222
Packet MNo.: 15 Source Port: 2668 -> Destination Port: 1518
Packet No.: 16 Source Port: 2669 —> Destination Port: 720
Packet. No.: 17 Source Port: 2670 —> Destination Port: 822
Packet No.: 18 Source Port: 2671 —-> Destination Port: 614
Packet Mo.: 19 Source Port: 2672 —> Destination Port: 3900
Packet MNo.: 20 Source Port: 2673 ~> Destination Port: 709
‘teppsd.log” line 1 of 205 —O0%-— col 1

Rleady TS Sl TeRaEBES [, ) FE Bowanta Coltts [WI 100

TCPPSDEportal 2 kernel .co.t
TCPPSD@partal 2 kernel (co.b
. TCPPSD@portal2 .kernel .co.b
“H TCPPSD@portal2 kernel .co.t
TCPPSD@portal2 kernel (co.t
TCPPSD@Eportal2. kernel ,co.t

(5817 AL scan from 160.1.24
{581) WVAS scan frow 160.1.24
S73> FIN scan from 160.1.245

Fldriist Pravisg
(ViewMsg]

8 PrevPags

* |From: TCPPSD@portal.kerrsl
Subject : SYN scan from 180.1.2

Possible TCP Scan Tupe: SYH scan
Scan From Source Address: 160.1.243
First Packet Start: Sat Har :

PmmP % Delete l Reply

reutisy PrevPag
jewtMsg f'-_‘gréexzpag Undelete @ Forward X

ES TIH7 [13Fows. B6CekvTi00 1 INOM

g Help B MsgIndex
OTHER CMD ¥

Ready

{ a ) ad a 4
gﬂﬁ 3-14 llﬁ'ﬂqgllllUU‘U@\Jﬂ?ﬁ'f'If]\ﬂHNﬁﬂ75?!?75731’7;””1’”\3?)1@“’11’]58“?]111?1
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4.1 A599UMINNAGUUY TCP connect()

4.1.1 M3NNAQUUY TCP connect() 1aulH11/51n33 NMAP A9g1i 4-1



Ecsb@portallcsblt nnap —sT portal2

Starting nmap V. 2.12 by Fyodor (fyodor@dhp.com. uuu.Lnsacure.ore/nnap/)-At
Interesting ports on portal2 (160.1.249.4): ;

Port State Protocol Service

21 open tcp ftp

22 open tcp ssh

23 open tecp telnet

25 open tcp sntp

79 open tep finger

80 open tep http

98 open tep linuxconf
113 open tcp auth

139 open tcp netbios—ssn
512 open tcp login

514 open tep shell
3000 open tcp PPP

Nmap run completed — 1 IP address (1 host up) scanned in 1 second
[csb@portal csbls B :j;
=

Ready 0 /S LniOES L0, 19 feint:

gl 4-1 4aAINIZANAGUUY TCP connect() Tao 15 NP (lideuilu root A5 usid14)

4.1.2 MIN39IUMINNAGUUY TCP connect() A3 4-2

Possible TCP.Scan Tupe: SYN scan
Scan From Source Address: 160.1,249,3(portal)
First Pagket Start: Sat Mar 3 00:13:48 2001

acket. No.?: Source Port: 2654 —> Destination Port: 80
Packet No.: Source Port: 2685 —> Destination Port: 335
Packet No.: Source Port: 2656 ~> Destination Port: 874

Packet No,:
Packet No.:
Packet No.:
Packet No.:

Source Ports: 2657 -> Destination Port: 552
Ports 2658 -> Destination Port: 1376
Source Port: 2659 => Destination Port: 22305
Source Port: 2660 -> Destination Port: 49
Packet No.: Source Port: 2661 -> Destination Port: 185
Packet No.: Source Port: 2662 -> Destination Port: 696
Packet No.: 10 Source Port: 2663 —> Destination Port: 496
Packet Mo.: 11 Source Port: 2664 —> Destination Port: 217
Packet MNo.: 12 Source Port: 2665 -> Destination Port: 21
Packet No.: 13 Source Port: 2666 —> Destination Port: 742
Packet. No.: 14 Source Port: 2667 -> Destination Port: 222
Packet No.: 15 Source Port: 2668 -> Destination Port: 1518
Packet No.: 16 Source Port: 2669 -> Destination Port: 720
Packet No.: 17 Source Port: 2670 -> Destination Port: 822
Packet No.: 18 Source Port: 2671 -> Destination Port: 614
Packet No.: 19 Source Port: 2672 -> Destination Port: 3900
Packet No.: 20 Source Port: 2673 -> Destination Port: 709
Send mail to root@portal2.kerrel .co.th already
cwnﬂ»n»uncnﬂ!onououuuunu.t#n.nnco&a»olluoon!

YONOUTAE WL
éj
0
®

Ready 0Cols [VTi00 |

gl/ﬁ 4-2 xmmmsmamﬁmnmmgmuu TCP connect()
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4.2 mn{fumimmgxmu TCP SYN

4.2.1 m3nnaguuy TCP SYN Tauld11sunsu NMAP Aegii 4-3
g postal-ssh2 - SecureCRT -

{@N TS S e lee
(csb@portal csb

Starting mmap VY. 2.12 by Fyodor (fyodor@dhp.com. wwu.insecure.org/mmaps/)
You reauested a scan tupe which requires 00Ot privileges, and you do not
have them.,

QUITTING!

Ccsb@portal csbls su -

Password:

Croot@portal /rootl# rmap —-sS portall

B RS

Js nna; —éS pérfalé — s ; ; ‘;

S

Starting rmap V. 2.12 by Fyodor (fyodor@dhp.com. www.insecure.org/omap/)
Interesting ports on portal2 {(160.1.249.4>:

Port State Protocol Service

2% open tcp fep

22 open tcp ssh

23 open tep telnet

25 open tcp smLp

79 open tcp Finger

80 open tocp htop

a8 open tcp linuxconf
113 open tep auth

139 open top netbios—ssn
513 open top login

514 open tep shell
3000 open top PPR

-

T T

Nmap run completed —— 1 IP address (1 host up) scanned in 1 second
Croot@portal /rootl# &

Ready i 2

q1fi 4-3 @ANITAIAGUUL TCP SYN(@OUTIY root nouBave s U1 I6)

4.2.2 MINTIVIUMINNAGUUY TCP SYN Aagilh 4-4

Possible TCP Scan Type: SYN scan ':J
Scan From Source Address: 160.1.249 3{portal’
First Packet Start: Sat Mar 3 00:19:11 2001

Packet No.: Source Port: 51812 -> Destination Port: 3086

Packet No.: Source Port: 51812 -> Destination Port: 80

Packet No.: Source Port: 51812 -> Destination Port: 72

Packet No.: Source Port: 51812 -> Destination Port: 5236

WONOANL N

Packet No.: Port: 51812 -> Destination Port: 499
Packet No.: Source Port: 51812 -> Destination Port: 251
‘Packet MNo.: Source Port: 51812 —> Destination Port: 1025
Packet No.: Source Port: 51812 -> Destination Port: 62
Packet No.: Source Port: 51812 -> Destination Port: 624

Packet No.: 10 Source Port: 51812 -> Destination Port: 733
Packet No.: 11 Source Port: 51812 -> Destination Port: 924
Packet No.: 12 Source Port: 51812 —-> Destination Port: 807
Packet No.: 13 Source Port: 51812 -> Destination Port: 266
Packet No.: 14 Source Port: 51812 -> Destination Port: 5010
Packet No.: 15 Source Port: 51812 -> Destination Port: 69
Packet No.: 16 Source Port: 51812 -> Destination Port: 507
Packet No.: 17 Source Port: 51812 -> Destination Port: 599
Packet No.: 18 Source Port: 51812 -> Destination Port: 79
Packet No.: 19 Source Port: 51812 -> Destination Port: 678
Packet Mo.: 20 Source Port: $1812 -> Destination Port: 1445 ~J
Send mail to root@portal2.kernel .co.th already
P L T s _:J

i [ssh2/3DES 25, 1 [25Hows, BOCols (VTi00 [~ [NUM ~

Ready

JUN 4-4 4@AIN15A3I99UNITNNAYUUY TCP SYN
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4.3 ATVIUMINNAGUUY Stealth FIN

4.3.1 M3NNAQUUY Stealth FIN Tao1411)5un33 NMAP fagilii 4-5

[F4 portal-ssh2 - SecureCRT

i

i

Reac

‘Croot

Q

=
-

¥

F& portal2-ssh2 - SecureCRT

4

Eportal /rootl% mmap —sF portal2
Starting rmap V. 2.12 by Fyodor (fyodo

Nmap run completed —— 1 IP address (1 host up) scanned in 4 seconds
[root@portal /rootl#
i $~ B

r@dhp.com. wwuw.insecure.org/nmap/)
Interesting ports on portal2 {(160.,1,249.4):

Port State Protocol Service

21 open tep frp

22 open tep ssh

23 open tep telnet

25 open tcp sntp

179 open tcp finger

80 open tcp http

98 open tcp linuxconf
113 open tep auth

139 open tep netbios—ssn
513 open tep login

514 open tcp shell
{3000 open tcp rPPP

Uil 4-5 UE@ANN1INIAGULIY Stealth FIN@ ot root AOUIIE S U1 1)

4.3.2 MINTIVIUMINNAGUUY Stealth FIN f331/7 4-6

FPossible TCP Scan Type: FIN scan
Scan From Source Address: 160.1,249 3{portal?}
First Packet Start: Sat Mar 3 00:22:10 2001
Packet No.: Source Port: 59497 ->
Packet No.: Port ¢ 59497 ->
Packet No.: Port & G3497] >
Packet No.: Port: 59497 ->
Packet Mo.: Port.: 599222
Packet Ho.: Port: 59497 —>

Destination
Destination
Destination
Destination
Destination
Destination

Port:
Ports” 2
Port:
Port 3
Ports
Port:

Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet

Ready

No.s
No.:
No.$
No.:
No.:
No.:
No.:
No.:
No.:
No.:
Noe.$
No.3
No.:
No.:

RRO

17
18
19
20

WONOGTHE NN
[0y
Q
C
3
0
@

Source
Source
Source
Source
Source
Source
Source

Ports

Port:

Port:
Port:
Port:
Port:
Port:
Port:
Port?
Port:
Port:
Port:
Port:
Port:

59497

=)

59497 ->
SM97 >
§9497 ->
$9497 ->
59497 ->
59497 —->
59497 ->
59497 ->
59497 ->
897 >
Q9497 . -2
§9497 ->
59497 —>

Destination

Destination

Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination

Send mail to rootBportal2.kernel ,co.th already
HAGABRERBRANHHRBARAARRIRRRR RN RN RRORS

 Issh2: 3DES

;25’@;

-

Port:

Port:
Port:

Port:
Port:
Port:
Port:
Port:
Port:
Port:
Port:
Port:

Ports B

Port:

HENENN

5 Rows, 80 Cols |VT100° | [NUM /A

g1l 4-6 4aANMIATIVVUNITNIAGUVY Stealth FIN
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4.4 ATVIUMINNAGUUY Stealth Xmas

4.4.1 MINNAGUUY Stealth Xmas Tﬂu"lﬂﬂmﬂiu NMAP fagilii 4-7

g poital-ssh2 SecureCRT

Croot@portal /rootl# nmap —sX portal2

Starting rmap V. 2.12 by Fyodor (fyodor@dhp.com. www Jdinsecure.org/nmap/)
Interesting ports on portal2 {(160.1.249.45:

Port State Protocol Service

21 open tcp frp -

22 open tcp ssh

23 open tcp telnet

25 open tcp smtp

79 open tcp finger

80 open tcp http

93 open tcp linuxconf

113 open tcp auth

1139 open tep netbios—-ssn

513 open tcp login

514 open tcp shell

3000 open tep rEPR
INmap run completed — 1 IP address (1 host up) scanned in 4 seconds et
Eroot@portal /root]. B _:J

gis - [vTio0 NI INUM

g1l 4-7 uErAINITNNAGUYY Stealth Xmas(FoUTN roor AoUTIZTUMITYTF)

4.4.2 msmﬂmumsmmg]mm Stealth Xmas ﬂ\ﬁi]‘ﬂ 4-8

=) pollal2 -ssh2 - S:, uml RT

r»'-

Posslble TCP Scan Tgpe XMQS scan

Scan From Source Address: 160,1.249 . 3¢(portal)

First Packet Starti Sat Mar 3 00:20:28 2001
Packet No.: 1 Source Port: 46917 => Destination Port: 5510
Packet No.: 2 Source Port: 46917 -> Destination Port: 10083
Packet No.: 3 Source Port: 46917 -> Destination Port: 1424
Packet No.: 4 Source Port: 46917 -> Destination Ports 261
Packet No.: 5 Source Ports 46917 -> Destination Port: 903
Packet No.: 6 Source Ports: 46917 —> Destination Port: 310
Packet No.: 7 Source Port: 46917 => Destination Port: 190
Packet No.: 8 Source Port: 46917 -> Destination Port: 450
.Packet No.: 9 Source Port: 46917 —-> Destination Port: 321
Packet No.: 10 Source Port: 463917 —-> Destination Port: 479
Packet No.: 11 Source Port: 463817 -> Destination Port: 700
Packet No.: 12 Source Port: 46917 -> Destination Port: 1530
Packet No.: 13 Source Port: 46917 —> Destination Port: 578
Packet No.: 14 Source Port: 46917 -> Destination Port: 511
Packet No.: 15 Source Port: 46917 —> Destination Port: 1550
Packet No.: 16 Source Port: 46917 -> Destination Port: 129
Packet No.: 17 Source Port: 46317 -> Destination Port: 46
Packet No.: 18 Source Port: 46317 -> Destination Port: 138
Packet No.: 19 Source Port: 46917 —> Destination Port: 70
Packet No.,: 20 Source Port: 46917 -> Destination Port: 4132

Send mail to rootBportal2.kernel.co.th already

sstw*o:tunc«ut:Qthnot!u#%*nusotoaa0n&§ﬁ«0¢a

 [&hzaES (251 [25Rows, BOCoks |vTio0 [

.

.

Ready .

31N 4-8 uAAINITATIVVUAITNNIAGUYY Stealth Xmas
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4.5 A399UMINNAGUUY Stealth NULL

4.5.1 MINNAQUUY Stealth NULL Tav14T1/sunsu NMAP dagilii 4-9
ponalssh2 SPCUIPCRT - — 5

-W‘

Croot@portal /rootl# mmap —sN portal2

Starting mmap ¥. 2.12 by Fyodor (fyodor@dhp.com. wuuw ,insecure .org/rmap/)
Interesting ports on portal2 (160.1.249.4):

Port State Protocol Service

21 open tcp Ftp

22 open tep ssh

23 open tcp telnet

25 open tep smtp

79 open tep finger

80 open tep http

98 open tcp linuxconf

113 open tep auth

132 open tcep netbios—ssn

513 open tcp login

514 open top shell

3000 open tep PPR

Nmap run completed — 1 IP address (1 host up) scanned in 4 seconds ::j
[roob@portal /root]ﬁ B ¥

Ready INUM 2

71Jiil 4-9 UAPINITNNAGUVY Stealth NULL(#A0Tu root noninvesudi1da 1)

4.5.2 mmsmwmsmmqnmu Stealth NULL mgﬂ‘n 4-10.

luﬂ2 s*h2

“cmeLRT

Possible TCP Scan fypé: NULL scan
Scan From Source Address: 160.1.249 . 3{(portal)

First Packet Start:
Packet

Sat Mar 3 00:23:27 2001

Source

51920 ->

Destination Port:

Packet
Packet
Packet
Packet
Packet
Packet
‘Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet

No. ¢
No.:
Noos
No.:
No.:
No.:
No.:
No.:
No.:
No.2
No.:
No.:
No.:
No.:
No,:
No.:
No.:
No.:

Port:
Port:
Port:
Port:
Port?:
Port:
Port:

51920 ->
51920 ->
51920 ->
B51920"=>
51920 ->
51920 ->

3-20
Send mail to root@portal2.kernel .co.th already
ncuu»»aoo&aﬁn»ucncnnucsc:ou»nuc:ne«ﬂooutot».

[ 25 Flows, B0 Cdls [VT100

Source
Source
Source
Source
Source
Source
Source
Source
Source
Source
Source

18
19

Port:
Port:

Port:
Port:
Port:
Port:
Port$
Port:
Port:
Port:
Port:
Port:
Port:

51920

51920
51920
51920
51920
51920
51920
51920
51920
51920
51920
51920
51920

->

and
-2
-
=2
~
=
->
o4
s
=
=y
-2

Destination
Destination
Destination
Destination
Destination
Destination

Destination
Destination

Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination

Issh2: 3DES

1251

Port:
Port$
Port:
Port.:
Port:
Port:

Port:
Port:

Port:
Port:
Port:
Port:
Port:
Ports
Port:
Port:
Port:
Port:
Port:

320

e
1

i

_INOM

A5

RN

Ready

31N 4-10 uaIN15ATINNUNITNNAYUVY Stealth NULL
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oA ¢ ¥ o ~
4.6.1 mannaguuuiidennnaguiswesa Tauld1ysunsy NMAP fegilii 4-11
g onalsshZ SecureCRT i e s e

[root@portal /root]l nnap -sX -p 21 23 portal

Starting rmap V. 2.12 by Fyodor (fyodor@dhp.com, www.insecure.org/nnap/)
Interesting ports on portal2 (160,1.249.4):

Port State Protocol Service
21 open tep ftp
23 open tep telnet

Nmap run completed —— 1 IP address (1 host up) scanned in 0 seconds
[root@portal /rootl# rmap —-sF -p 20-23 portal2

Starting rmap V. 2.12 by Fuodor (fyodor@dhp.com, www.insecure,org/nnap/)
Interesting ports on portal2 (160,1,249.4)¢

Fort State Protocol  Service

21 open tcp ftp

22 open tep ssh

23 open tcp telnet

Nmap run completed --.1 IP address (1 host up) scanned in 1 second ::j
-

[root@portal /root]

P { v
jlh’l 4-11 ltﬂ’ﬁ\‘m'ﬁﬂ??ﬂﬂllUUﬁlﬁﬂﬂﬂ’J?ﬂﬁUNWﬂiﬁ

4.6.2 mim:mwmimmgamunmanmmgmawam m;ﬂw 4-12

@pmtalZ -ssh2 - S cureERT
Eile Edil View Options

£3 G

taa&ununwcﬂonﬁu:ccuanﬁnoucicot:#o;antnltuatu ‘:J
Possible TCP Scan Tupe: XMAS scan
Scan From Source Address: 160.1.249 . 3(portal)
First Packet Start: Sat Mar 3 00:30:04 2001
Packet No,: 1 Source Port: 50993 -> Destination Port: 21
Packet No.: 2 Source Port: 50993 -> Destination Port: 23
Send mail to root@portal2.kernel .co.th already
T e
Possible TCP Scan Type: FIN scan
Scan From Source Address: 160,1.249,3(portal)
First Packet Start: Sat Mar 3 00:30:49 2001
Packet No.: 1 Source Port: 47746 —)> Destination Port: 20
Packet No.: 2 Source Port: 47746 -> Destination Port: 23
Packet No,: 3 Source Port: 47746 -> Destination Port: 21
Send mail to rootBportal2.kernel .co.th already

HARHABRBHBNSEHRRRRHHENHNOSRERBRLHRENNHES j
Feady ; . lssh2: 30ES 25, 1 [17Rows, 80Cols [VT100 | [NUM

51 4-12 UAAIMTATIVIUNNAGUULTHAONNIIAGUNNOTA
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5.1.1 A1W130A59UMIYNInszu Taemsnnagidinesaluuuuaien laun
- TCP connect() scanning
- TCP SYN scanning
- Stealth FIN scanning
- Stealth Xmas scanning
- Stealth NULL scanning
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MANUIN

A-1. ¥oSalda(Source Code) aailuurlananines(Header File)

/******************************************************************************

* Written by  : Choosak Bunyasiriwat

* File : globaldef.h

* Description : global definition of tcppsd program

* Last Modify : Mar 4,2001
*******************#*********************************************************/
#ifndef GLOBALDEF_H

#define GLOBALDEF _H 1

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <sys/socket.h>
#include <sys/types.h>
#include <sys/utsname.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#include <time.h>

/*
* TCPPSD's Configuration File
*/

#define CONFIGFILENAME "tcppsd.conf”
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/*
* TCPPSD's Log File
i
#define LOGFILENAME "tcppsd.log"
char * TRUSTEDHOST;
/*
* If it found that intrusion happened, we send mail to this E-mail:<user@host>
* (you can change its value in TCPPSD's Configuration)
*/
char * MAILTO;
/*
* Time interval of two adjacent packets within TIME INTERVAL will be count
* Default TIMEINTERVAL is 1 second.(you can.change its value in TCPPSD's Configuration)
*/
int TIMEINTERVAL,;
/*
* Max. numbers of suspected packets from same source address will be intrusion
* Default MAXSCAN is 20 (you can change its value in TCPPSD's Configuration)
)
int MAXSCAN;
/*
* Max. numbers of two adjacent packets have different flag.
* Default MAXDfFFFLAG is 10(you can change its value in TCPPSD's Configuration)
*f
int MAXDIFFFLAG;
/*
* Max. numbers of two adjacent packets have same destination port.
* Default MAXSAMEPORT is 10(you can change its value in TCPPSD's Configuration)
*/
int MAXSAMEPORT;
/*
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* Max. numbers of two adjacent packets have time interval more than TIMEINTERVAL
* Default MAXTIMEINTERVAL is 10(you can change its value in TCPPSD's Configuration)
*]

int MAXTIMEINTERVAL;

// Other global constant and variable
/* SMTP Port is 25 */
#define MAILPORT 25

extern int errmo;
FILE * LOGFILE;
char * fromhost;
int mail;

char * scantype;
char * src_addr;

char * firstscan;

#endif /* globaldef.h */

/******************************************************************************

* Written by  : Choosak Bunyasiriwat

*:File : teppsd.h

* Description : header file of tcppsd.c

* Last Modify : Mar 4,2001
*****************************************************************************/
#ifndef TCPPSD_H

#define TCPPSD _H 1

/* number of index in host structure */

int num_host_index;

extern int allocate(int *p, unsigned int addr);
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extern void deallocate(int index);

extern int isPortMatch(unsigned short port);

#endif /* tcppsd.h */

/******************************************************************************

* Written by  : Choosak Bunyasiriwat

* File : readconfig.h

* Description  : header file of readconfig.c

* Last Modify : Mar 4,2001
*****************************************************************************/
#ifndef READCONFIG_H
#define READCONFIG_H 1

#define MAXPORT 255

char ** ignore_hosts;

int num_ignore_host;
int *monitor_ports;

int num_monitor_port;

void readconfig();

int chk_ignore(int addr);

int readportconf(char *buff,int *ports);

void add_port(char *temp,int num,int *ports);

int readhostconf(char *buff,char **hosts);

#endif /* readconfig.h */

/******************************************************************************

* Written by : Choosak Bunyasiriwat
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* File : display.h
* Description : header file of display.c
* Last Modify : Mar 4,2001
****************************************t************************************/
#ifndef DISPLAY_H
#define DISPLAY H 1

#include "packet.h"
extern char * hostlookup(int i);
extern void display(struct host hosts);

extern int send_mail(char *message);

#endif /* display.h */

/****************************************t*************************************

* Written by  : Choosak Bunyasiriwat

* File : packet.h

* Description : header file for packet structure definition

* Last Modify : Mar 4,2001

*****************************************************************************/

#ifndef PACKET_H
#define PACKET H 1

#include <netinet/ip.h>

#include <netinet/tcp.h>



/* max number of host to check in the same time */

#define MAX_HOST 50

/*

* structure of incoming packet

*
struct packet{
struct iphdr ip;
struct tcphdr tcp;
} pkt;
/*

* structure of host
*/
struct host{
unsigned int src_addr;
time _t firsttime;
time_t lasttime;
int lastindex;
unsigned short src_port[255];
unsigned short dst_port[255];
int count;
u_int8_t flags[255];
int diffflagcount;
int sameportcount;
int timeintervalcount;

int portmatch;

struct host hostt MAX_ HOST];



u_int8 t currentflags;

#endif /* packet.h */
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/******************************************************************************

* Written by  : Choosak Bunyasiriwat

* File : ignore.h

* Description  : header file for ignore.c

* Last Modify : Mar 4,2001

*****************************************************************************/

#ifndef IGNORE_H

#define IGNORE H 1

/* max number of ignore to keep */

#define MAX_IGNORE 50

/* number of seconds to ignore host */

#define I SEC 5

/*
* define for return

*f

#define NO_IGNORE 0

#define IGNORE 1

#define MAX _HOST_NAME 50




/*
* structure for host that ignore keep
&1
struct ignore {
unsigned int host;
time _t starttime;

} ignore_host{MAX_IGNORE];
extern void add_ignore(int addr);
extern void del_ignore(int index);
extern int if _ignore(int host, int port);

#endif /* ignore.h */

A-2. BoiaIAA(Source Code) auniluilunan(C File)

/*
*
* TCP Port Scanning Detection Program
*
* Information Technology Project
*
* Author : Choosak Bunyasiriwat
* A Information Science(IS7.2)
* Information Technology Faculty
* King Mongkut's Institute of Technology Ladkrabang
%k
*
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/******************************************************************************

* Written by : Choosak Bunyasiriwat
* File : teppsd.c

* Description : detect about intrusion
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* Last Modify : Mar 4,2001

* Contains of : int allocate(int *p, unsigned int addr)

* - void deallocate(int index)
* - int isPortMatch(unsigned short port)
* - int main()

*****************************************************************************/

#include "globaldef.h"
#include "tcppsd.h"
#include "display.h"
#include "ignore.h"

#include "readconfig.h"

/*********************#********************************************************

* Function : allocate(int *p, unsigned int addr)

* Argument  :'p'is

& - 'addr' is host address want to allocate in array
* Description : add IP address from host array

* Return : (int) array number of IP address

*****************************************************************************/

int allocate(int *p, unsigned int addr)
{
int 1;

time_t now = time(0);

for (i=0; i<MAX_HOST; i++) {
if (host[i].src_addr == addr) {
ps i

return 1;
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for (i=0; i<MAX_HOST; i++) {

if (host[i].src_addr == 0) {
*p = 0;

return i;

—

for (i=0; i<MAX_HOST; i++) {
if ((now - host[i].lasttime > (TIMEINTERVAL)) && (hostfi].firsttime !=0)) {
deallocate(i);
*p=0;

return i;

/******************************************************************************
* Function : deallocate(int index)
* Argument :'index' is array number of IP address
* Description : remove IP address from host array
* Return : (void) nothing
*****************************************************************************/
void deallocate(int index)
{

int i;

/* set all field to 0,which means this host array isn't in use yet */

host[index].src_addr = 0;
host[index].firsttime = 0;
host[index].lasttime = 0;

host[index].count = 0;
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host[index].lastindex = 0;
host[index].diffflagcount = 0;
host[index].sameportcount = 0;
host[index].timeintervalcount = 0;

host[index].portmatch = 0;

for (i = 0;i < MAXSCAN;i++) {
host[index].src_port[i] = 0;
host[index].dst_port[i] = 0;
host[index].flags[i] = 0;

H

/****************************************#*************************************

* Function : isPortMatch(unsigned short port)

* Argument : 'port is destination port

* Description : Check port that match in special port

* Return  : (int) return '1'=match or '0'=not match
*****************************************************************************/
int isPortMatch(unsigned short port) {

int port_count;

if (num_monitor_port !=0) {
for (port_count = O;port_count < num_monitor_port;port_count++) {
if (port == monitor_ports[port_count]) {
return 1;

break;

N

}

return 0;
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/******************************************************************************

* Function  : main()

* Argument : nothing

* Description : top-level control function of program
* Return : (int) system return
*****************************************************************************/
int main()
{

int sockfd;

int index;

int lastindex;

int has;

time_t now;

/* Only root to run this program */
if((geteuid()) && (getuid()) = 0) {
printf("You need to be root to run this program.n");

exit(1);

/* Open socket to read raw packet */
if ((sockfd = socket(AF_INET, SOCK_RAW, IPPROTO_TCP)) <0) {
printf("Can't open socket\n");

exit(1);

W bbb b b b b d o b o
pl‘lnt HHHHAH e i it i i i i i ey T A e T e i e e i iyt

HHHHHH##\N");

/* read config file for monitoring port and ignore hosts */
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readconfig();

/* for log file */
if (LOGFILE = fopen(LOGFILENAME,"a")) == NULL) {
printf ("Can't write log file\n");
H
else {

now = time(0);

fprintf(LOGFILE,"###############################################################
HHHHHR D),
fprintf (LOGFILE,"TCPPSD Program Start: %s" ,ctime(&now));
fclose(LOGFILE);
}

printf("Started TCP Port Scanning Detection Program(TCPPSD)...\n");

/* main loop for detection */
while(1) {
read(sockfd, (struct packet*) &pkt, sizeof(pkt)):

now = time(0);

currentflags = 0;

currentflags = pkt.tcp.urg;

currentflags = (currentflags << 1) | pkt.tcp.ack;
currentflags = (currentflags << 1) | pkt.tcp.psh;
currentflags = (currentflags << 1) | pkt.tcp.rst;
currentflags = (currentflags << 1) | pkt.tcp.syn;

currentflags = (currentflags << 1) | pkt.tcp.fin;

/* check flag for look connections */
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if (currentflags == 0x00 || currentflags == 0x01 || currentflags == 0x02 || currentflags == 0x29)

if (if_ignore(pkt.ip.saddr, pkt.tcp.dest)) {

continue;

}

index = allocate(&has, pkt.ip.saddr);

/* initial struct packet for new address */
if (thas) {
host[index].src_addr = pkt.ip.saddr;
host[index].firsttime = now;
host[index].lasttime = now;
host[index].lastindex = 0;
host[index].src_port[0] = pkt.tcp.source;
host[index].dst_port[0] = pkt.tcp.dest;
host[index].count = 1;
host[index].flags[0] = currentflags;
host[index].portmatch = 0;
/* check special port */
if (isPortMatch(pkt.tcp.dest))
host[index].portmatch++;

continue;

}

J//printf("%d:%d:" ,ntohs(host[index].dst_port[host[index].lastindex]),ntohs(pkt.tcp.dest));
if (host[index].flags[host[index].lastindex] == currentflags) {
if (host[index].dst_port[host[index].lastindex] != pkt.tcp.dest) {
if ((now - host[index].lasttime) <= TIMEINTERVAL) {
host[index].count++;

host[index].lastindex++;
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lastindex = host[index].lastindex;
host[index].src _port[laétindex] = pkt.tcp.source;
host[index].dst_port[lastindex] = pkt.tcp.dest;
host[index].flags[lastindex] = currentflags;

host[index].lasttime = now;

/* check for MAXSCAN */

if (host{index].count == MAXSCAN) {
display(host[index]);
add_ignore(host[index].src_addr);
deallocate(index);

}

/* check special port */
if (isPortMatch(pkt.tcp.dest))

host[index].portmatch+-+;

/* check number of portmatch specified in Config */
/lprintf("portmatch=%d" host[index].portmatch);
if (host[index].portmatch == num_monitor_port) {
display(host[index]);
add_ignore(host[index].src_addr);

deallocate(index);
¥
}
else { .
host[index].timeintervalcount++;
if (host[index].timeintervalcount == MAXTIMEINTERVAL)
deallocate(index);
}
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else {

}
}
else {
}

host[index].sameportcount++;
if (host[index].sameportcount == MAXSAMEPORT)

deallocate(index);

host[index].diffflagcount++;
if (host[index].diffflagcount == MAXDIFFFLAG)

deallocate(index);

} /* end if (pkt.tcp.ack == 0) */

} /* end while(1) */

} /* end main() */

/*

*

*

*

*/

TCP Port Scanning Detection Program

Information Technology Project

Author : Choosak Bunyasiriwat
Information Science(IS7.2)
Information Technology Faculty

King Mongkut's Institute of Technology Ladkrabang

/******************************************************************************

* Written by : Choosak Bunyasiriwat

* File

: readconfig.c

* Description : read about hosts and ports from config file



* Last Modify : Mar 4,2001

* Contains of : void readconfig()

*

*

*

*

: int chk_ignore(int addr)

: int readportconf{(char *buff, int *ports)

: void add_port(char *temp,int num,int *ports)

- int readhostconf{char *buff, char **hosts)
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*****************************************************************************l

#include "globaldef.h"

#include "ignore.h"

#include "readconfig.h"

void getSysInfo(char * infoname)

{

struct utsname sysInfo;

if (uname(&sysInfo) != -1) {

if (stremp(infoname,"sysname") == 0) {
puts(sysInfo.sysname);

}

else if (stremp(infoname,"nodename") == 0) {
//puts(sysInfo.nodename);

fromhost = strdup(sysInfo.nodename);

13

else if (strcmp(infoname,"release") == 0) {
puts(sysInfo.release);

}

else if (strcmp(infoname,"version") == 0) {
puts(sysInfo.version);

}

else if (strcmp(infoname,"machine") == 0) {

puts(sysInfo.machine);



}
else {

perror("uname() error");

char *ConfigTrim(char *v)

{

char *tail;

if (!v) return NULL;

for G(*v 1= 0) && (*v ==""|| *v=="\t);v++);

tail = &v[strlen(v)-1];

for (;(tail >= v) && (*tail =="" || *tail == "\t');tail--)
*tajl = 0;

return v;

char **LoadConfig(char *fname)
{

FILE *fp;

char str[1024];

char *name,*value;

char **config;

int cnt;

if (Ifname) return NULL;
fp = fopen(fname,”r");
if (1fp) return NULL;

config = NULL; cnt = 0;
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while (1) {
if (1fgets(str,sizeof(str),fp)) break;
if (!strtok(str,"\r\n")) continue; /* Check for blank line */
if (str[0] ='#)  continue; /* Check for comment line */
name = ConfigTrim(strtok(str,"="));
if ('name) continue;
value = ConfigTrim(strtok(NULL,""));
if (tvalue) continue;
if (cnt > 0)
config = (char**)realloc(config,sizeof(char*)*((cnt+1)*2));
else
config = (char**)malloc(sizeof(char*)*2);
config[cnt*2] = strcpy((char*)malloc(strlen(name)),name);
config[(cnt*2)+1] = strcpy((char*)malloc(strlen(value)),value);
cnt+t;
}
if (config) {
config = (char**)realloc(conﬁg,sizeof(chat*)*((cnt*2)+1));
config[cnt*2] = NULL;
}

return config;

char **ConfigClear(char **config)
{

int i;

if (!\config) return NULL;
for (i = O;config[il;i++)
free(config[il);

free(config);



return NULL;

char *ConfigGetStringValue(char **config,char *name)

{

int 1;

if (!config || 'name) return NULL,;
for (i = 0;config[i];i+=2)
if (1strcasecmp(config[i],name))
return config[i+1];

return NULL,;

long ConfigGetLongValue(char **config,char *name)

{

char *value = ConfigGetStringValue(config,name);

if (value) return atol(value);

return 0;
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/******************************************************************************

* Function  : readconfig()

* Argument : nothing

* Description : read config file for get config about hosts and ports

* Return : (void) nothing

*****************************************************************************/

void readconfig()
{

char ** Config;



char * allport ="";

int i=0;

// Initialize CONFIG's value
MAILTO ="";
TIMEINTERVAL = 0,
MAXSCAN = 0;

mail = 0;

Config = LoadConfig(CONFIGFILENAME);

TRUSTEDHOST = ConfigGetStringValue(Config," TRUSTEDHOST");

MAILTO = ConfigGetStringValue(Config,"MAILTO");

TIMEINTERVAL = ConfigGetLongValue(Config,"TIMEINTERVAL");
MAXSCAN = ConfigGetLongValue(Config,"MAXSCAN");

allport = ConfigGetStringValue(Config, "TCPPORT");

MAXDIFFFLAG = ConfigGetLongValue(Config, "MAXDIFFFLAG");
MAXSAMEPORT = ConfigGetLongValue(Config, "MAXSAMEPORT");
MAXTIMEINTERVAL = ConfigGetLongValue(Config, "MAXTIMEINTERVAL");

if (TRUSTEDHOST !=NULL) {

printf("TRUSTEDHOST=%s\n" ,TJRUSTEDHOST);

ignore_hosts = (char **) malloc(MAX_IGNORE),

num_ignore_host = readhostconf{ TRUSTEDHOST ,ignore_hosts);
} else

num_ignore host =i;
if (MAILTO '= NULL) {

printf("MAILTO=%s\n",MAILTO);

getSysInfo("nodename");

mail = 1;
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if (TIMEINTERVAL !=0) {
printf("TIMEINTER VAL=%d\n", TIMEINTERVAL);
}
if (MAXSCAN !=0) {
printf("MAXSCAN=%d\n",MAXSCAN);
} .
if (allport != NULL) {
monitor_ports = (int *) malloc(MAXPORT);
num_monitor_port = readportconf{allport,monitor - ports);
}
if (MAXDIFFFLAG !'=0) {
printf("MAXDIFFFLAG=%d\n" JMAXDIFFFLAG);
}
if (MAXSAMEPORT !=0) {
printf("MAXSAMEPORT=%d\n",MAXSAMEPORT);
}
if MAXTIMEINTERVAL !=0) {
prin "MAXTIMEINTERVAL=%d\n",MAXTIMEINTERVAL);

/******************************************************************************

* Function : chk_ignore(int addr)
* Argument :'addr’ is host address want to check
* Description : check ignore hosts from config file
* Return  : (int) ignore or not
*****************************************************************************/
int chk_ignore(int addr)
{
int i;

struct in_addr ia;
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if (num_ignore_host !=0) {
for (i = 0;i < num_ignore_host;i++) {
ia.s_addr = inet_addr(ignore_hosts[i]);
if (ia.s_addr == addr) {
printf("\tpacket from TRUSTEDHOST(%s)\n",ignore_hosts[i});
return IGNORE;
}
}
}
return NO_IGNORE;
}

/******************************************************************************

* Function : readportconf(char *buff, int *ports)

* Argument : 'buff is string that have all of port name
* : 'ports' is name of port array

* Description : get all port

* Return  : (int) number of all port

*******************************************************#*********************/

int readportconf(char *buff, int *ports)

{
char *temp;

int allp = 0;

if ((temp = strtok(buff, ",")) !=NULL) {

add_port(temp,0,ports);

for(allp = 1;(temp=strtok(NULL,",")) != NULL;allp++){
add_port(temp,allp,ports);
}
}
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return allp;

}

/******************************************************************************

* Function :add_port(char *temp,int num,int *ports)

* Argument : 'temp' is port name want to add into port array

* : 'num’ is index point to port array

* : 'ports' is name of port array

* Description : add port into list

* Return  : (void) nothing
*************#**********************#***#*****f******************************/
void add_port(char *temp,int num,int *ports)

{

struct servent *serv;

int p;

if ((temp[0] > '0") && (temp[0] <'9")) {
p = htons(atoi(temp));
if ((serv = getservbyport(p, "tcp")) 1= NULL) {
ports[num] = serv->s_port;
}
else {
printf ("port %s : please check in config file\n”, temp);
exit (1);
}
}
else {
if ((serv = getservbyname(temp, "tcp")) = NULL) {
ports[num] = serv->s_port;
printf("%s = %d\n" temp,ntohs(ports[num}));
}
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else {
printf ("port %s : please check in config file\n", temp);
exit (1);
}
}
}

/******************************************************************************

* Function : readhostconf(char *buff, int *hosts)
* Argument  : 'buff is string that have all of host name
* : 'hosts' is name of host array
* ]5escription : get all host
* Return  : (int) number of all host
*****************************************************************************/
int readhostconf(char *buff, char **hosts)
{
char *temp;

int allh = 0;

if ((temp = strtok(buff, ",")) I=NULL) {
hosts[allh] = strdup(temp);
for(allh = 1;(temp=strtok(NULL,",")) = NULL;alth++){
_hosts[allh] = strdup(temp);
)
}

return allh;
S

/*

X TCP Port Scanning Detection Program
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*
.

* Information Technology Project

*

* Author : Choosak Bunyasiriwat

* Information Science(IS7.2)
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/******************************************************************************

* Written by : Choosak Bunyasiriwat

* File : display.c

* Description : show about intrusion

* Last Modify : Mar 4,2001

* Contains of : char *hostlookup(int i)

* : void display(struct host hosts)

* : int send_mail(char *message)
*****************************************************************************/
#include "globaldef.h"

#include "display.h"

/******************************************************************************

* Function : hostlookup(int i)

* Argument :'l'is source address
* Description : look for host name
* Return : (char) name of host
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char *hostlookup(int 1)

{

static char hostname[256];
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struct in_addr ia;

struct hostent *he;

ia.s_addr=i;

if (1(he = gethostbyaddr((char *)&ia, sizeof ia, AF_INET))) {
strncpy(hostname,inet_ntoa(ia),sizeof hostname);

}

else {
strncpy(hostname,he->h_name,sizeof hostname);

}

return hostname;

/******************************************************************************

* Function : display(struct host hosts)
* Argument : 'hosts' is description of host
* Description : print message to monitor, write log file and send mail
* Return  : (void) nothing
*****************************************************************************/
void display(struct host hosts)
{
int i, src_port, dst_port;
char * scanfromip;
char * scanfromname;
char disp[256];
char *firsttime;

struct in_addr ia;

ia.s_addr = hosts.src_addr;
scanfromip = inet_ntoa(ia);

scanfromname = hostlookup(hosts.src_addr);
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firsttime = ctime(&hosts.firsttime);

switch (hosts.flags[0]) {
case 0x00 :
sprintf (disp,"Possible TCP Scan Type: NULL scan\nScan From Source Address:
%s(%s)\nFirst Packet Start: %s", scanfromip, scanfromname, firsttime);
scantype = "NULL scan";
src_addr = scanfromip;
firstscan = firsttime;

break;

case 0x01 :
sprintf (disp,"Possible TCP Scan Type: FIN scan\nScan From Source Address:
%s(%s)\nFirst Packet Start: %s", scanfromip, scanfromname, firsttime);
scantype = "FIN scan";
src_addr = scanfromip;
firstscan = firsttime;

break;

case 0x02 :
sprintf (disp,"Possible TCP Scan Type: SYN scan\nSean From Source Address:
%s(%s)\nFirst Packet Start: %s", scanfromip, scanfromname, firsttime);
. . scantype = "SYN scan";
src_addr = scanfromip;
firstscan = firsttime,;

break;

case 0x29 :
sprintf (disp,"Possible TCP Scan Type: XMAS scan\nScan From Source Address:
%s(%s)\nFirst Packet Start: %s", scanfromip, scanfromname, firsttime);

scantype = "XMAS scan";

e



src_addr = scanfromip;
firstscan = firsttime;

break;

default :
sprintf (disp,"Possible TCP Scan Type: UNKNOWN scan\nScan From Source Address:
%s(%s)\nFirst Packet Start: %s", scanfromip, scanfromname, firsttime);
scantype = "UNKNOWN scan";
src_addr = scanfromip;
firstscan = firsttime;

break;

/* for log file */

if (LOGFILE = fopen(LOGFILENAME,"a")) = NULL) {
fprintf (LOGFILE, "%s", disp);

}

else

printf ("Can't open log file\n");

// Display detection via Monitor

printf ("%s" disp);
// printf ("IGNORE: %s for 5 seconds\n", scanfromip);
for (i = 0;i < MAXSCAN;i++) {

src_port = ntohs(hosts.src_port[i]);

dst_port = ntohs(hosts.dst_port[i]);

if ((src_port != 0) && (dst_port !=0)) {
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printf("\tPacket No.: %d Source Port: %d -> Destination Port: %d\n", i+1, src_port, dst_port);

fprintflLOGFILE,"\tPacket No.: %d Source Port: %d -> Destination Port: %d\n", i+1,

src_port, dst_port);
}
}

if (mail) {
if ((send_mail(disp)) < 0)
printf ("Can't send mail\n");

else {

printf("Send mail to %s already\n",MAILTO);

printf(" L \n");
fprintf(LOGFILE," i VA
}
}
fclose (LOGFILE);
}

int readline(fd,ptr,maxlen)
register int fd;
register char *ptr;
register int maxlen;
{
int n,rc;

char c;

for (n=1;n<maxlen;n++) {
if ((rc = read(fd,&c,1)) == 1) {
*ptr++ = c;

if (c=="n")
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break;
} else if (rc == 0) {

ifln==1)
return 0;
else
break;
} else
return -1;
}
*ptr = 0;
return n;

int mail_read_until(int sockfp,char *head,char *err)

{
char tmp[4096];
do {
if (Ireadline(sockfp,tmp,sizeof(tmp))) return 0;
if (err && !stmemp(tmp,err,strlen(err))) return 0;
} while (strncmp(tmp,head,strlen(head)));
refurn 1;
}

/******************************************************************************

* Function :send mail(char *message)
* Argument :'message' is description of intrusion
* Description : send mail to system administrator

* Return : (int) return 0 if success or return -1 if fail
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int send_mail(char *message)

{
int sockfd,i;
struct sockaddr_in serv_addr;
register struct hostent *hostptr;

char combuf[256];

char *comm[] = {"HELO ", fromhost, "MAIL FROM: TCPPSD@", fromhost,

"RCPT TO:", MAILTO, "DATA", "Subject:", "QUIT"
|8

time t now;

if ((hostptr = gethostbyname(fromhost)) == NULL) {
printf ("Error gethostbyname error for host: %s",fromhost);
return -1;

}

bzero((char *) &serv_addr,sizeof(serv_addr));
serv_addr.sin_family = AF_INET;

beopy( hostptr->h_addr, &serv_addr.sin_addr, hostptr->h_length);
serv_addr.sin_port = htons( MAILPORT );

if ((sockfd = socket(AF_INET,SOCK_STREAM,0)) < 0) {
printf ("Error can't open stream socket");
return -1;

}

if (connect(sockfd,(struct sockaddr *) &serv_addr.sizeof(serv_addr)) <0) {
printf ("Error can't connect to server");
return -1;

}
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// send HELO command to SMTP Server

=0

sprintf (combuf, "%s%s\r\n", comm{[i], comm[i+1]);

//printf("helo->%s" ,combuf);

if (write(sockfd, combuf;, strlen(combuf)) < 0) {
close(sockfd);
printf ("error:can't send HELO command\n");
return -1;

}
mail_read_until(sockfd,"250" NULL);

// send MAIL command to SMTP Server

i+=2;

sprintf (combuf, "%s%s\r\n", comm(i], comm[i+1]);

//printf("mail->%s" combuf);

if (write(sockfd, combuf, strlen(combuf)) < 0) {
close(sockfd);
printf ("error:can't send MAIL command\n");
return -1;

}
if (!mail_read_until(sockfd,"25","55")) { close(sockfd); return 0;}

// send RCPT command to SMTP Server

1+=2;

sprintf (combuf, "%s%s\r\n", comml[i], comm[i+1]);
/lprintf("rcpt->%s" ,combuf);

if (write(sockfd, combuf, strlen(combuf)) < 0) {

close(sockfd);

printf ("error:can't send RCPT command\n");
return -1;

}
if ('mail_read until(sockfd,"25","55")) { close(sockfd); return 0;}

// send DATA command to SMTP Server

&3



i+=2;
sprintf (combuf, "%s\r\n", comm{[i]);
/fprintf("data->%s" ,combuf);
if (write(sockfd, combuf, strlen(combuf)) < 0) {
close(sockfd);
printf ("error:can't send DATA command\n");
return -1;
}
mail_read_until(sockfd,"354" ,NULL);
// send Subject: message
1+=1;
now = time(0);
sprintf (combuf, "%s %s from %s at %s\r\n", comml[i], scantype, src_addr, firstscan);
//printf("subject->%s" ,combuf);
if (write(sockfd, combuf, strlen(combuf)) < 0) {
close(sockfd);
printf ("error:can't send Subject: message\n");
return -1;
}
// send message in body(details about TCP Scan Port)
//printf{("message->%s",message);
if (write(sockfd, message, strlen(message)) < 0) {
printf ("error:can't send message in body\n");
return -1;
}
// send \r\n.\r\n for end body
if (write(sockfd, "\r\n.\r\n", 5) < 0) {
printf ("error:can't send \\'\\n.\\\\n for end body\n");
return -1;
}
mail read until(sockfd,"250",NULL);



// send QUIT command to SMTP Server
i+=1;
sprintf (combuf, "%s\r\n", comm[i]);
//printf(" quit->%s" ,combuf);
if (write(sockfd, combuf, strlen(combuf)) < 0) {
close(sockfd);

printf ("error:can't send QUIT command\n");

return -1;
}
mail_read_until(sockfd,"221" ,NULL);
close(sockfd);
return 0;
}
/%
*
* TCP Port Scanning Detection Program
*
* Information Technology Project
*
* Author : Choosak Bunyasiriwat
* Information Science(IS7.2)
* . . Information Technology Faculty
* King Mongkut's Institute of Technology Ladkrabang
*
*/
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/******************************************************************************

* Written by : Choosak Bunyasiriwat
* File : ignore.c
* Description : manage about host that ignore

* Last Modify : Mar 4,2001
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ignore_host[index].starttime = time(0);

/******************************************************************************

* Function :del ignore(int index)

* Argument :'index' is index of array that point to ignore host

* Description : delete ignore host from array

* Return  : (void) nothing

*****************************************************************************/
void del_ignore(int index)

{

ignore_host{index].host = 0;

ignore_host[index].starttime = 0;

/******************************************************************************
* Function : if ignore(int addr)

* Argument :'addr’ is host address want to check

* Description : check this address that is ignore host

* Return : (int) ignore or not
*****************************************************************************/
int if_igniote(int addr, int port)

{

inti;

time_t now = time(0);

/*

* check ignore host form config file
*/

if (chk_ignore (addr) == IGNORE) {
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return IGNORE;

}

/*
* check ignore host that just attack
*/
for (i = 0;i < MAX_IGNORE;i++) {
if (ignore_host[i].host == addr) {
if ((now - ignore_host[i].starttime) <=1_SEC)
return IGNORE;
else {
del_ignore(i);
return NO_IGNORE;
}
}
}

return NO_IGNORE;
}

A-3. fheghavsauiuneuvlgisu(Configuration File)

# Sample configuration file for tcppsd program

#

# You can specify here which host are trusted and should be ignored.
# Each entry should be in a separate comma.

#

# Format:

# TRUSTEDHOST = ip_address(,ip_address]

# Example: TRUSTEDHOST = 127.0.0.1

# Detection will skip connections from localhost(127.0.0.1)

TRUSTEDHOST = 127.0.0.1
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# If it found that intrusion happened, we send mail to this E-mail(user@host)

MAILTO = root@firewall.hitech.com

# Time interval of two adjacent packets within TIMEINTERVAL will be count
TIMEINTERVAL =1

# Max. numbers of suspected packets from same source address will be intrusion

MAXSCAN =20

# Special TCP Port to monitor

TCPPORT = fip,telnet

# Max. numbers of two adjacent packets have different flag.

MAXDIFFFLAG = 10

# Max. numbers of two adjacent packets have same destination port.

MAXSAMEPORT = 10

# Max. numbers of two adjacent packets have time interval more than TIMEINTERVAL

MAXTIMEINTERVAL = 10
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