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Abstract

In this project, the efficiency network management for wireless communication research
group is studied and managed. The purpose is to design and manage the network which is high
efficiency, stable and security. The firewall, DNS, web and central database servers are designed
and setup. The firewall is used for protecting the hackers. The DNS server is used for making the
child domain. The home page and web board are design for servicing and exchanging
acknowledge in the web server. The central database server is used for storing the research

database inside the wircless communication research group.
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2.6 IPTABLES
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guluuums e Piables iiesdu sxiijthiuns 14nudsiife

iptables [table] <command> <match> <target/jump>

ol g & ﬂ {I o & g 9 o o1 el o o
Tavaginmuaivszdiudluduennesiuaiinssiodidls lunsdiinuuinna
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3
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o [table] ¥WBDI MTNNADINITIEY Y iptables -t nat NUB0 91N 19UNY nat table
Tunsdlii lai1d32a1519 iptables 920 NAd 19 ana1252YDN filter table TAutn TuilA
e 0‘} . o l:‘ 4 ] % &
o <command> iluAIFI1H iptables ¥ luFafiAeams U iptables -A INPUT ¥4
ﬂilmﬁﬁﬁﬂg 19 rule daﬁ’w INPUT chain 11 filter table
] 3 [ o = Y i 1 ]
o <match> ludufil¥asngeuiumanalivoyanss (match) fuRiszylinely wu
TloRneawsaaumuiiu 1.2.3.4
s W roA 4 o 4 o o . e L
s <target/jump> Lﬂumizummmmmﬂmﬂﬂ match N9ENIENT (action) ﬁmmzu"h
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1. Filter table 14@1151n304 packet §1 3 built-in chain fis INPUT, OUTPUT, FORWARD

2. NAT table 1@ msumsutlasuomasea (Network Address Translation) 3 3 built-in
chain 719 PREROUTING, POSTROUTING, OUTPUT

3. Mangle table {luminafilfideunlamioudly packet 15y 1wdouds TIL , MARK
@y 14 un1591 routing AiAuFUFoUqa T 2 buili-in chain Aie PREROUTING
chain (Mufly packet ﬂ'auﬁﬂzLﬂT@'lﬂﬁﬂﬁ&tﬁ:fiﬂNt%d routing decision) Wag
OUTPUT chain (1§1A 'l packet fignardaTag s 1oadnoufisuszgnaslalis routing

1 ¥
decision) L 1@ I1139911 network address translation %350 masquerading # table 11 14
Yo o .
A1 1BAA4 iptables

o -AungInminee chain (Append rule) 15U

# iptables -A INPUT -p ALL -i ethO -j ACCEPT

e D aung (Delete rule) 134

# iptables -D INPUT —dport 80 -j DROP

e I Lﬁllﬂ;ﬂﬁﬂ lu chain (Insert rule) 11

# iptables -1 OUTPUT -p ALL - 127.0.0.1/32 -j ACCEPT
o -RunuiingAn 420 rule 111 (Replace rule)

.« L mengﬁwmiu chain (87111521 chain ﬁ)zuﬁmﬂgffwuﬂiu filter table._ $ae1y
built-in chain) %4
it iptables -L
# iptables -L -t nat

# iptables -1 INPUT

o -Faungiinualu chain 8 133
# iptables -F INPUT

# iptables -F mychain
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o -Z 14 reset byte counter dMTunnng U chain NAMUA 151

# iptables -Z INPUT

e N 1%a¥14 chain Tny 5

# iptables -N mychain

d‘ 1= é . i T L] L}
e X au chain 7 WTNGHI@WN500U user-defined chain 1 1ing 14 ud laansoay
built-in chain 1A 13U

# iptables -X emptychain

1 ] ¥ ¥ td
e -Pulfou default policy 493 chain A17 14 [dAD ACCEPT, DROP Mafimillinnudfny
1 od o v g ’ ) 1 9 ar d d
at1anam sz neRanagnaudiu luchainudwas Tuidhnungle 9 1ow uinifa
¥ o
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# iptables -P FORWARD DROP
] t o/ p T o
damnuiaiagnauthIds FORWARD chain uag linsafungla 4 lu FORWARD

chain 9%QN DROP 1u#

o -E ldasudte chain 11y 51

# iptables -E myoldchain mynewchain

¥
N154A1 Match
3 A n’: 97 7 Y A'I
399U 1y984n17 match WuIzdoIordunuEi laluises IP, TCP, UDP uay
» ) '
ICMP 11119%0aNA25 399 a10150A938W UM A uLaZASIMINANLADINIS 18
é =4 =) Qs dy
Fails10aziBuadT]
— 9 & = ¥ cf
o sz lefinenmsadumaniatlatony  awiseszylofueansaAuNIIVBILAN
Lﬁﬂ Iﬂui% -5 ‘}1%{8 --source “H%{@ --8IC ua:i‘j’f -d ‘H"?ﬂ -destination “r‘i?‘ﬂ —dst dIMTY
. . ] = 3 a gt -
destination loRieaIATe M352Yy leRuonAsatiuaTni1 1A 4 wuy Ae
1. 1¥FoIfunny 19U localhost N30 www.kmitl.ac.th
2. sz loRuoanialaensd 1wy 127.0.0.1 H30 202.44.204.33
: 4
3. szyihu group voelofueaiATe 191 202.44.204.024 Favanodalef
5
LOAIAT AR 202.44.204.0 - 202.44.204,255

4. 500199214 202.44.204.0/255.255.255.0 UNU 202.44.204.0/24 18
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] Ed
mnsnszy Ins laneandesnts1ddail fe Tcp, UDP, 1cMP wisawsaldduny
»
unuld (Fwmdy *Nix 819891800 sete/protocols) 3ol ldvsiasnusanvse

} 4
Tne) (914N tep LAz TCP) 1% -p TCP #50 -p ! tep
Y p P

N137%Yinterface
- gl albN A 2PN, ¥ A , = ) 4 2 o
-i %50 --in-interface AMAIOTO interface 1FINDS ¥1] incoming interface UWAINANIY

a dy!’ 3 g A g ' . 1 d d
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interface 1%1‘!85::14 outgoing interface FINWIWOUWANANIE match NUNHUNIDIL

(AUNIHIY interface 1531 13 19U -0 Eth 30 -0 ! Ethl

Match Extension

i netfitier packet foglugrmansdd giliwunslFuldld m  udmmdae

[ ¥ ¥ ¥
match NADINTT 19U -m mac Netnoolsu It onlaaudeda il

mac
) =) Vv !
;UM 1$914: -m mac #50 --match mac 199152960V source MAC address 199139
nusfiszy 13nde’ls Tuse Tomidmiu PREROUTING, INPUT chain Tasiloeisu
MWFaufe
--mac-source %1 --mac-source 00:55:81:CC:42:FF
limit

siunmsiFau: -m limit V5 ~-match limit

Tediadmouvesns mach  fisvzunfulhidulse lenmidmsungine3
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The State Match
[~/ 4 t ~
U3 19910: -m state n38 —match state 1$hu Tugan 19)sz Tond 18 nod 98 §
¥
paldulilFudai
® NEW
F s F=3
gﬂll‘lﬂlﬂ’lﬂ‘lﬂm: -m state --state new Y79 --match state --state new
2 o d .Jij w g A \ '
wuepauAnnaitlud e M rouas lny
® ESTABLISHED
;ﬂuuumi 1%@114: -m state --state established 11"?'8 --match state --state established
) 4 o a4 Y w o A 1Ay 3y g v -
nueds wnnanne ot ufumIFeuasNia1a13ud7 19 echo-reply packet 130
2 d A9 ¥ 4 acd ¢ A . Y]
unanaRadsdayaaen livindudswnesiied request web service 197117
® RELATED
gﬂuuumﬂ%’am: -m state --state related ‘H?‘EJ --match state --state related
=1 i 4 o 4 1 H ] o & 1
Fhumndefibeteatumaeudenaiieliuga ua liledumilsaulaves
; v 3 ' da 4 o &
MisouABlY U TTP data packet (port 20) Mavunmsldddsly rrp
command (port 21)
® [NVALID
gﬂuuuﬂﬁ‘h’f’am: -m state --state invalid H?i’] --match state --state invalid
a1 o w1 ) {a & AT :
Whuusnfiai IR deafudndy @y ICMP echo-reply ffintin Taoi Lithntoeld
1 1 ﬂyq ; 1 =y
M7 echo-request (NdFuTiAadu IMIDI9no1992 Tau TanAnuY Smurf attack)

SIPTABLES -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT
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Duaranl¥§msud Network Address Translation #y wlaeusled

9 a o o M Ao ] o v 3 - gt

ueaRIdum, lefuesmsmilaten yadidy As Tisadnlausnuiminfidh

- . e 83 o w o ] 4 o Var v o A 1
W chain 4 duunainada llvzgnnss ihmilouuindausn 1450 Faiudalinag

o ad o R P A Vot
MHWANA filtering W chain 1M
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M5 199um1519 Nat 1 15001l9u -t nat uaz target Aeanseldenld Ao SNAT,

: 4 w o
DNAT, Masquerade, Redirect FIUT1HALIDUAF I

o SNAT

v
¢ A

A197%1 NAT @un19 92910 POSTROUTING chain Taw  fevhnisilaey
3 ) P o4 d @ 2 ¥ w .
weRRIAAUN I nauivsdsnnfntiuesnly dseuisoldeousu -o (outgoing
» v ]
interface) 331A1' 18 HonvINTTIlA § SNAT uag —to—-source 30 ~to MoIlFuw

lofusmasansonoinluanudanisla wu

senlaou loRuoaasadumadly 1.2.3.4

# iptables -t nat -A POSTROUTING -0 ¢th0Q -j SNAT --to 1.2.3.4

#a)don ToWueamsaduntaty 1234, 1235439 1236

# iptables -t nat -A POSTROUING -0 ethO -j SNAT o 1.2.3.4-1.2.3.6

#malaeu Touomasaduniuiiu 1.2.3.4 port 1-1023
# iptables -t nat -A POSTROUTING -p tep -0 eth0 -j SNAT --to 1.2.3.4:1-1023
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e DNAT
N1511 NAT taon19 929101018 PREROUTING chain Aomsildous soaasa

s T P ' 4 o s . '
datens n3ewesn neuisdauiama lud routing decision

Tagun@ins1¥amezsey - DNAT uaz 14 —to-destination 30 —to wosaermisaly -
(incoming interface) 5 WA 1
s ldounenmsmlanomaiiu 192.168.1.20

# iptables -t nat -A PREROUTING -i eth0 -j DNAT --to 192.168.1.20

sanlavuuemmsmlateniuily 192.168.1.20, 192.168.1.21 U39 192.168.1.22
# iptables -t nat -A PREROUTING -i ¢th0 -j DNAT --to 192.168.1.20-192.168.1.22

#in)dounonnsaila1em19999 web traffic 154 192.168.1.50 port 8080
# iptables -t nat -A PREROUING -p tep --dport 80 -ieth0 -j DNAT --to 192.168.1.50:80

d 4,
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Q. J r = s Qo o L]
Iamigediu g sedduasuInistams Isunsuasnaeunasiiia i serduafaens

= o o
aouinuaz IFnudynadivioes

o Hugpsmauantwadoyaszuumaziniois iesninapachegnrtanion Afudyn
dirnesynaaniiaiu nie dullulowadu (Windows, Mac 08 X ) Aansofndalfan g
W3 wasansouaaan e a8 us gumn galnswl laTauase Selinsihanuginidom
Munsudasmadeyaszuy uazasmadadi 4 minue s MRTG Tuansdoyanimild
4930910 Router #38 SNMP Server Tilsunsu SARG fugasmisnatamadwudinladves

ﬁcl%ﬁ‘m Squid Proxy Server Tilsunsuyseinn Log Analyzer Hudu

o I~ Py { 1
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2.8 Mail Server
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282 SMTP
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SMTP Reply Codes ( A MAWMHAIXD I YDA 1T )

211 System status, or system help reply

214 Help message

220 Service ready

221 Service closing transmission channel

250 Requested mail action okay ,completed

251 User not local ; will forward to

354 Start mail input ; end with .

421 Service not available, clo.sing transmission channel
450 Request mail action not taken : mailbox unavailable
451 Request action aborted : local error in processing
452 Requested action not taken : insufficient system storage

500 Syntax crror in parameters or arguments
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501 Syntax error in parameters or arguments

502 Command not implemented

503 Bad sequence of commands

504 Command parameter not implemented

550 Requested action not taken : mailbox unavailable

551 User not local ; please try

552 Requested mail action aborted : exceeded storage allocation
553 Requested action not taken : mailbox name not allowed

554 Transaction failed
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Aufdana 9 ved laaeudmin wlsyneudedidaianm 5 uuu Ao
1 ° o 3 ¢ o
- OK nansdimamsirauueafday aduswasSvudosudn
¥ @ [ u'; u’; 1 o a
-NO ugasnIsmaumNrain liduds
1 o l;f ﬂ; 1Y L) 9r A 2 o3 ] 9/
- BAD ugasiiddafidalilhigndes nielimniines ligndes

- PREAUTH Harae 31 bid niludesldids LOGIN mvszimafnise e ldsumsansia

{Authenticated State} iwén

- BYE ttaaaiusswWians launsiiam luuas

2.9 FTP Server

FTP iffushdemanmuisanguiy Flie Transfer Protocol iiluntseTeuudludoyn

' A - e A P ) s d A 1 ¢ o
T TNTeInaNAIADS 2 19581 Faaguundeliwdumoedidn luszuuinSedwdumediia
a A = doq ¥ A : W s o a
indosnouiunesnnusmansawlousiudeyadiummsuy Segilusaumn Son

-!'l =Y o =y Y o 1 3 r:fl
inFosneuiamesHlnuimaaeleuududoyaild FTP Server

r L]
a 1 =

Mmdaaan i1y i FTP
® s dir (dwiuldsunsu FTP #5un1¥0naea nse Julad)

s @ a o ; 4 § = o
dir umdsd mivgveududeyauazdelasaneslu nsosmoufiuneilaoni



ftp> dir
01 PORT connand successful.
150 Opening ASCII node data conmectien for /binfls.

total §

frax--x—-x 3 root daenon 512 Jan 31 17:33 bin
frug—z——% 2 root daenon 512 Jan 31 17:30 dev
Irix—x—x 2 root daenon 512 Jan 31 17:34 etc
Iruxr-xr-x 10 root dacnon 542 Feb 6 11:10 pub
Irm--3—x 3 root daenon 212 Jan 31 17:37 usr

126 Transfer conplete.
J04 bytes received in 0.066 seconds (4.5 Kbytes/s)
ftp>

o

Mdacd [lasanes]

ed Humd R 1Sdou U8 lasaneidasyaundsensuiinaeidaionis faesns

ftp> cd pub

250 CWD command successful.
ftp> c¢d pics/bmp

250 CWD command successful.

A cd .. U39 cdup

o & a 4 A !
od .. ¥38 cdup lufideildnlfon Tnsanes du lBnnitesesduves 3o

pauR uABS At

ftp> cd..
250 CWD command successful.

e get [Foududumal [Feudmlaronig]

[ o e Qr o= o ar o o
get flumdanldfanenuduninaeuiuneddawn lufmeuRuaedduma

AW 1a oA A = A W A o
asaif liRunFoudulaiema indesvzmsdoufliaromandeususoutudunie

ftp> get door.bmp door bmp

200 PORT command successful.

150 Opening RSCITY mode data connection
226 Transfer complete.

local: door.bmp remote: door. bmp
163958 bytes receiwved in 0.%4 seconds (
ftp>

o & &
f1da mget [Foutts] [Foustu]

o & o = '3 o
mget ifufrdsfinnen ullunare 4 uflunn neuamesilmemeny v

° a4 - oS - Y o Y
ATHUAUTINBUNUADTAUN I Tﬂumimﬂzmnmmammwazuﬁu‘uaga
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A1'ludeanms Iinsesouiiaz IWa I 1481 prompt e

ftp> prompt
Interactive mode off.
ftp> mget * _bmp

® M3 quit 130 bye

’ 1

&

quit 1130 bye tHuddefi ldeonsn fip

A9 2.4 adaanean 19y FTp

? [M&3] / belp [M1F] | umasdioanuvuimie ol np
asscii anasnuiudoyauuunean
. o ¥ I
binary Anaonuiludayauuy luus
bell THdudoaiionaasnuiudoyaate
bye ILNINIULALDONDIN fip

cd [lasnned]

d‘. o Y a !
nlasu lasanes vesnouR naosdarunis

cd .. 30 cdup

; > 3 77
sy lasanesvssnounaumosdatonistulUvileszauy

led [lougane3]

nlas laisanesvesnonnmesdatema

close ‘Hgﬂ disconnect

wmsiensfvaeuiuneilaemaudds iisensin fip

dir [$oulu]

A Y o
wapswFoutuvesnoni unes daionig

get [Foudln] [Foudly)

L5

mget [Youdu] [4e
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[ = o g 3 =, o
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Haneuy
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pwd

nerad lensanasuod lun Taad




42

2.9.1 VSFTP
FTP finannaiwila lid1ezdly WU-FTP, ProFTP, %30 BSD-FTP 31uilveeInaf
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VSFTP tflunneu (daemon) ¥oudiWiand FTP fisuunssuud fiAms Linu/UNIX a8
Auautandney 3 ed13 Taun

o Nanudasane

o UllszAnEana
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Tsunsunlymmiudmuaulonadmimd: - een veatdeya

#!/bin/bash

FW KMITL_EXT=161.246.73.74
FW_KMITL INT=192.168.1.1
EXTIF=eth0

INTIF=cthl
NAT_KMITL=161.246.73.75

ip addr add 161.246.73.75 dev ethO
ip addr add 161.246.73.76 dev ¢th0
ip addr add 161.246.73.77 dev ethO
ip addr add 161.246.73.78 dev eth0
ip addr add 161.246.73.79 dev eth0
ip addr add 161.246.73.80 dev ethO
#enable forwarding

echo 1 > /proc/sys/met/ipv4/ip_forward

#i#tblock ip spoofing
for f in /proc/sys/net/ipvd/conf/*/rp filter;
do

echo 1> §f

done

echo test firewall origin by pons

#clear policy
iptables -F
iptables -t nat -F

iptables -X
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#define new policy
iptables “N KMITL-EXTRANET
iptables -N EXTRANET-KMITL

#default policy

iptables -P INPUT DROP
iptables -P OUTPUT ACCEPT
iptables -P FORWARD DROP

HEBHHEHHHH R InpUt chaindHE I

iptables -A INPUT -i $EXTIF -p tcp -d $FW_KMITL EXT --dport 22 -j ACCEPT

iptables -A INPUT -i $EXTIF -p tep -d $FW KMITL EXT —dport 25 -j ACCEPT #ken
iptables -A INPUT -i $INTIF -p tcp -d 3FW_KMITL _INT --dport 22 -j ACCEPT

iptables -A INPUT -p icmp --icmp-type echo-request -m limit --limit t0/minute -j ACCEPT
iptables -A INPUT -p icrﬁp --icmp-type echo-reply -m limit --limit 10/minute -j ACCEPT
iptables -A INPUT -p tcp --syn -m limit --limit 1/s -j ACCEPT

iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

iptables -A INPUT -m state --state NEW -i eth0 -j DROP

HHHHHTHEHRR S R o utput chaindHHRHHEHHHBHHHBHIR ]
#iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
#iptables -A OUTPUT -p icmp -j ACCEPT
TR R R forward chainfRHH BRI IR R

iptables -A FORWARD -i $EXTIF -o SINTIF -j EXTRANET-KMITL
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iptables -A FORWARD -i $INTIF -0 $EXTIF -j KMITL-EXTRANET

BRI Rt de fine NATHHHHHRHH BRI

iptables -t nat -A PREROUTING -d $NAT KMITL -j DNAT --to-destination 192.168.1.50
NAT 161.246.73.75 --> 192.168.1.50 ##

#ipspoofing nat

iptables -t nat -A PRERQUTING -i SEXTIF -s 10.0.0.0/8 -j DROP
iptables -t nat -A PREROUTING -i SEXTIF -s 127.0.0.0/8 -j DROP
iptables -t nat -A PREROUTING -i $EXTIF -s 172.16.0.0/12 -j DROP
iptables -t nat -A PREROUTING -1 $EXTIF -s 192.168.1.0/16 -j DROP

iptables -t nat -A POSTROUTING -0 $EXTIF -5 192.168.1.0/24 -d 0/0 -j SNAT --to
161.246.73.77-161.246.73.80

#iptables -t nat -A POSTROUTING -0 $EXTIF -s 192.168.1.0/24 -d 0/0 -j SNAT --to
161.246.73.77

HEHHR R KM TL-EX TR ANE THI## R
#iptables -A KMITL-EXTRANET -p tep -5 192.168.1.50 -} ACCEPT
iptables -A KMITL-EXTRANET -p tcp -s 192.168.1.0/24 -j ACCEPT
#iptables -A KMITL-EXTRANET -p udp -s 192.168.1.50 -j ACCEPT
iptables -A KMITL-EXTRANET -p udp -s 192.168.1.0/24 -j ACCEPT

g5

#

iptables -A KMITL-EXTRANET -p icmp --iemp-type echo-request -m limit --limit 10/minute -j

ACCEPT

iptables -A KMITL-EXTRANET -p icmp --icmp-type echo-reply -m limit --limit 10/minute -j

ACCEPT
#iptables -A KMITL-EXTRANET -m state --state ESTABLISHED,RELATED -j ACCEPT
iptables -A KMITL-EXTRANET -) DROP

R E X TRANE T-KMI T L e R R



iptables -A EXTRANET-KMITL -m state --state ESTABLISHED,RELATED -j ACCEPT
iptables -A EXTRANET-KMITL -p tep -d $NAT _KMITL --dport 80 -j ACCEPT

iptables -A EXTRANET-KMITL -p tep -d 161.246.73.75 --dport 21 -j ACCEPT #pons
iptables -A EXTRANET-KMITL -p tcp -d 161.246.73.75 --dport 25 -j ACCEPT #ken
iptables -A EXTRANET-KMITL -p tep -d 161.246.73.75 --dport 8080 -j ACCEPT #ken
iptables -A EXTRANET-KMITL -p tep -d 161.246.73.75 --dport 80 -] ACCEPT #ken
iptables -A EXTRANET-KMITL -p tcp -d 192.168.1.50 -~-dport 80 -j ACCEPT

iptables -A EXTRANET-KMITL -j DROP
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1 MsARA < 1UTUNTY postfix, dovecot
1

2 Mntsaads 1sunsu clamav, amavisd-new
¥

3 MMIARed 1UsunTu squirrelmail

L
TEMIAAAY postfix

1 11013 unpackage Iﬂﬂi%ﬁ1§ { tar xvfz postfix.tar.gz

2 M3 compile Talsunsu Iﬂﬂi%ﬁ”ﬁé’ﬂ make , make install

3 M3 config W& main.ct { Jetc/postfix/main.cf )
Taoudly

mail owner = postfix

myhostname = wis.ite.kmitl.ac.th

mydomain = ite.kmitl.ac.th

myorigin = $myhostname

inet_interfaces = all

mynetworks style = class

mynetworks = 168.100.185.0/28, 127.0.0.0/8, 161.246.73.0/24
alias_maps = hash:/etc/aliases '
setgid_group = postdrop

Llﬁglﬁ.ll
content_filter=smtp-amavis:[127.0.0.1]:10024
maildrop destination_recipient_limit=1

Ao THd main.cr o 17 59n T1lsunsu amavis

4 11115 config '%ld master.cf (/etc/postfix/master.cf )
AN TIAY
smtp-amavisunix- - n - 2 Imtp

-0 Imtp_data_done timeout=1200

-0 Imtp_send xforward_command=yes

127.0.0.1:10025 inetn - n - - smtpd
-0 content_filter=
-o local_recipient_maps=

-o relay recipient maps=
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-0 smtpd restriction_classes=

-o smtpd client_restrictions=

-o smtpd_helo_restrictions=

-o smtpd_sender restrictions=

-0 smipd_recipient restrictions=permit mynetworks,reject
-0 mynetworks=127.0.0.0/8

-0 strict_rfc821 envelopes=yes

-0 smtpd_error_sleep_time=0

-o smtpd soft_error limit=1001

-0 smtpd_hard error limit=1000

9 ﬁw"lﬂﬁ master.cf
5 o & a [
5 1914 postfix start FMFU5U Tsunsn
6 1#M19 postfix reload AW TUNI53 Inaaliiedinis config Arlvi
7 AMsasreaeudn awsalenuldnse 1uon teinet localhost 25
HINE

v 9
#0913 @319 user nou Tuhilfe postfix (useradd postfix )

(R J
LD group luntine postdrop ( groupadd postdrop )
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9
"3%ﬂ1‘§ ARA amavisd-new

¥msa i THas module 119y Fsamnzan1ilnan 1891 www.cpan.org
Archive::Tar (Archive-Tar-x.xx)

Archive::Zip (Archive-Zip-x.xx) (1.14 or later should be used!)

Compress::Zlib {Compress-Zlib-x.xx)

Convert::TNEF {(Convert-TNEF-x.xx)

Convert::UUlib (Convert-UUlib-x.xxx) (1.05 or later, stick to new versions!)
MIME::Base64 (MIME-Base64-x.xx}

MIME::Parser (MIME-Tools-x.xxxx) (latest version from CPAN - currently 5.417)
Mail::Internet (MailTools-1.58 or later have workarounds for Perl 5.8.0 bugs)
Net::Server  (Net-Server-x.xx) (version 0.88 finally does setuid right)
Net::SMTP  (libnet-x.xx, ports/net/p5-Net) (>= libnet-1.16 for performance)
Digest:MD5  (Digest-MD35-x.xx) (2.22 or later)

10::Stringy  (IO-stringy-x.xxx)

Time::HiRes (Time-HiRes-x.xx) (use 1.49 or later, older can cause problems)
Unix::Syslog (Unix-Syslog-x.xxx)

BerkeleyDB  with bdb library 3.2 or later (4.2 or later preferred)

15704 1n3 pert module $198u IiAnada perl compiler ABH A1 compile Tanls
ﬁﬁ%ﬂ perl makefile.pl

wnthihmsAade perl module 9 INS184 make 1142 make install

WIms unpackage Tﬁﬁi‘l’f’ﬁ”lgd tar amavisd-new.tar.gz

N5 compile Tilsunsy IﬂUi%ﬁTé‘w‘i make , make install

ﬁ"IﬂTi’cT%’N user NOU 11&17%1{%31% clamav ( useradd clamav)

uag a9 group Mﬁﬁyﬂﬂ% clamav {groupadd clamav}

MN1358514 home directory @131} amavisd

mkdir /var/amavis

mkdir /var/amavis/tmp /var/amavis/var /var/amavis/db

chown -R amavis:amavis /var/amavis

chmod -R 750 /var/amavis

cp amavisd /usr/local/sbin/
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chown root fusr/local/sbin/amavisd
chmod 755 /usr/local/sbin/amavisd
¢p amavisd.conf /etc/

chown root /etc/amavisd.conf

chmod 644 /ete/amavisd.conf

mkdir /var/virasmails

chown amavis:amavis /var/virusmails
chmod 750 /var/virusmails

{usr/local/sbin/amavisd debug

NAADUNTSIU 11 51UN5U fusr/local/sbin/amavisd
IN5 config “Mﬁ amavisd.conf (/etc/amavisd.conf)
$daemon_user ='clamav’;

$daemon_group = 'clamav'

['ClamAV-clamd',
\&ask daemon, ["CONTSCAN {}\n", "/var/run/clamav/clamd”],
qrAbOKS/, qrAbFOUNDS/,
qr/r*?7: (Mnfected Archive)(.*) FOUNDS/ ],

$inet_socket port = 10024;
MnIas29eaut T sunsy amavisd a1usaldnuldusalion
telnet localhost 10024

telnet locathost 10025
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1
IDNSAAAL clamay
1 M3 unpackage Tﬂﬂi“]’fﬁ'lﬁi tar xvfz clamav.tar.gz
2 1175 compile TU5un3y Taul¥81&9 make, make check A make install
3 11773 config W8 clamd.conf
LocalSocket /fvar/run/clamav/clamd
User clamav
4 WIS config W freshelam.conf 1WHIMS config Mammmummnzay niegrll
Y 1 d3 3 o o
ADINT set A1 NIH MAIABUILUAT
#Example
»
5 dmsvaren Tdsupsuisan TdsunsuIn ldoudwduld  Tasdmsnagoudand
uozuuy1ase vnlvdlasnnes est vealilsunsy clamay ionaToy uazqNANN log file
. a/ = 9 [ [ =] o’ N . ]
(ivarflog/mailllog) wagtszunimsudalya uasvmsinuldaly Aarvimsmails wameh
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