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ABSTRACT

Nowadays, the computer and network security has become increasingly more and more
important. Especially with the organizations that their information sensitive so that they have to
keep those safe all the time. The most popular security system everyone first thinking of is
“Firewall” as it is indeed one of the must-have sccurity system oui therc. However, there are
various types of firewalls that have different abilitics. Therefore, in order to get the highest
efficiency, we have 10 combine those all to wo‘rk together. Only one type of firewall cannot do the
job.

This thesis proposes the development of the “Network Firewall Program Suite” suitable
for a medium-size organization. The project has integrated different types of firewalls to make the
most secure system out of their various abilities. The project is mainty aiming at the centralization
of the system. The entire system can be managed from the single central server. The management
mentioned consists of defining firewall rules for every firewall in the system and recciving logs
from those as well. The different types of firewalls in this system include a user-based personal
firewall with an intrusion detection system, a gateway firewall and a secure reverse web proxy.

These should be put together to ensure the real security.
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1. Filter Table
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®  Match
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6.3.2 nrsaanenuuenhinlasnnes

LDAP *ldap_init(host, port)

char *host;
int port;
i,
b
a a o 7@ .
M319N 6.1 Wrsnaaduaadanty Idap_init()
4 o <1 ad L4 ) 1 @ '
host ¥oloaavso lofiuaamigyoudivines (mwisnszyratos 14 lnosiuda)

i ' o @ ci” 4 i j
FOIIN)  UATANNTOITYNDTA IARIT  hostame:portmumber  H1vzA01

o dyd o ' A < o ar o
HUADUHDIAUUPDIUTIMYNN port “ﬁ%&{]ﬂ“}i?nlﬁ'@iﬂ?ﬂﬂﬂﬂ
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i O g o & W
port _Hmma‘uwaﬁﬂﬂ‘lﬁ (ﬂ'ﬁjﬂﬂﬂa 389 ‘Hﬁf’)ﬂ'ﬁlclal)' LDAP_PORT LWI'L.I)

o r 4 — ] ) ' ' ad o o '
AN 1dap_init)) udanisiounnszniialnapurnazdiiizeio liuld
a J = F=] F= t a = - ] ;’f =1 o dy o
Suiuese  meduanduiuuamfaveImadouaeiupiu B ludad hilds - LDAP
T = - | A S A oA H y
structure MR MiidaRanaAa¥umiY daumadendesseszisuauinlutuneusde il

a8 . 5 ] 1
HAZMINNAUDHNAND AU ﬂ‘:ﬂummxﬂu NULL
int Idap _bind s(LDAP *Id, const char *who, const char *cred, int method);

o - o s & ]
MITHN 6.2 W13 NSOV ININTYU 1dap bind s0)

[ NS o 3 .
#2% 11163 LDAP structure 1911914430 1

1d |
i_-ﬁ | kT :w:' o = o a ¥ = = —
who dn vasflansziaungatamd lsaueaid lasnnes

¥
cred svaH g mIudldnutiug
; R a n, = o =g
method lgmmummuaxu*umﬁwqwﬂu Unalfiitu LDAP_AUTH_SIMPLE 3}

w . ' a o ar = g ° a
WA Idap init)  udanouilvzasziimslanfuigivioes ldezdesiiniaisunis
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int Idap_unbind(LDAP *1d);
int Idap_unbind_s(LDAP *Id);
. . Vo Y] A I a o o 1
ldap_unbind U@ag ldap_unbind s l¥dmiusums¥ounefugivizes uazezavmlu
hvl r:: o’n’; 3 3 w T 1 1
1d Wiavua Tagna 2 Handu'li ldnanuuanarsduudasnla aunsald @ i uasadenis

(FBUAD 1A 1% Idap bind M50 Idap_bind_s AA1Y

s t ~ d; 1 ar =f =
dregNNsaeu IYsunsuvounenuuenin lnisnne’

include <ldap.h>

char *1dap host="192,168.1.100";
char *root_dn = "cn=Admmstrator, en=Users, dc=hephaestus, de=com";

char *root_pw = "secret";

LDAP *Id;

.. A o o

/* 1dap_init Inosz¥0 lanaunzwesn */

if (d = Idap_init(Idap_host, LDAP_PORT)) == NULL ) {
perror( "ldap_init failed!!!" );

exit( EXIT FAILURE );

[

A 5uMI¥euae 1aoil credential rf]'u root_dn BT root pw */

if (Idap bind s(ld, root_dn, root_pw, LDAP AUTH SIMPLE) != LDAP_SUCCESS ) {
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Idap_perror( 1d, "1dap_bind failed!!!" );
exit{ EXIT FAILURE };

/* BRANNIS I DURD */

ldap_unbind s(1d);

6.3.3 msdumdeyaluneanylasones
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3. eI luuaazuaansiog

= o w - L as c‘\v
Taodsnsunananisaue il

int Idap_search_s(ld, base, scope, filter, attrs, attrsonly, res)
DAP *id;

char *base;

int scope;

char *filter, *attrs[];

int attrsonly;

LDAPMessage **res;

1 a o
ﬂ]iN‘ﬁ 6.3 WIT IR ﬁ]{ﬂj@ﬂﬂ\‘lﬂ“ﬁu ldap search sf)

W ]
1d A1% 1189 LDAP structure 113118720
base DN wpapuninazugasuduroansdun,
scope YOUUAYDINITAUNT

® [DAP SCOPE_BASE AUNIDUNIAINIAUY base

=7



40

i
o

® LDAP SCOPE ONELEVEL AUWUOUNSHINUALY base Ly
#asly 1 au

® LDAP SCOPE SUBTREE AUWLOUNINIHUAUY base uazla

- ¥ o
isnaimelanivua
o o 1
filter Wameoinz1¥nsawadninanmsdum aglugduny
attributetype=attributevalue
| o - aa &4 oA o o S 9
attrs DUSHVDIFUALBANT UIAT Sz A IMINF T WounT Nd1ve
i [ aa o ] a o 1
attrsonly sz luneaniiiaezgndanduindaoiunse i
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L UT‘f1J'lUﬂ’ﬂiJ’JWNLlﬂﬂﬂ‘jvﬁﬁlm$ﬂ1ﬂﬂﬁuﬂﬂ‘ﬂ‘i‘U’JﬂuuQﬂﬁQﬂmJ
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Ies

ar o
HAAN B DINMITAUN

LDAPMessage *ldap_first_entry( LDAP *1d, LDAPMessage *result );

i . ¢ w
m‘n&ﬁ 6.4 W'I'i'llltﬁﬂi‘llﬂﬁ‘ﬁﬁﬁ“ﬁu ldap_first entry(}

1d

kY ot ]
‘ﬁ'm"lﬂﬁ'a LDAP structure AN191UA7Y

result

ar  a%
hmawaawﬂugﬂzmwaa LDAPMessage structure

char *ldap_first_attribute( LDAP *ld, LDAPMessage entry, BerElement **berptr );

Y - o £
TN 6.5 WITHIADTUDIHIAYU Idap_first_atiribute()

¥ T
A% 1189 LDAP structure NH1IHATY

Id
@ 4:1” s dcid v - ' B
entry das L faouniiaumA 10 ldap_first_entry() Tnaglugiinmves
LDAPMessgae structure
G dy a a 9 o ar a o 1 oy of
berpir a3 16ah)da  BerElement  lodwsumssadidunisusimenniiig

1 - b
m1aq Tueun3nldm

char **ldap_get values(ld, entry, attr)

LDAP *1d;

LDAFMessage *entry;

char *attr
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Y = o o o
319N 6.6 WITHIADI VoIH IS ldap_get_values()

s dy ar A o kg
id ‘Fl?‘h’vlllﬂx'! LDAP structure TN19IUANY
a o
entry WOANTN Idap_search s()
attr A1 (value) TuieAN3 IR0 Idap_ first_attribute()

(3 ’ k4 3/ o ¥ = =
ﬁ?ﬂﬂ'?dﬂ?ﬁﬂuﬁ?ﬂlﬂyﬁﬂﬂﬂdﬂﬁl}m!ﬂﬂﬁﬂ?ﬂ!iﬂ'ﬂﬂi

include <ldap.h>

mclude <lber.h>

LDAFP *1d;

char *base = "cn=computers, dc=hephaestus, de=com";
char *filter = "firescreen”;

char* attr = "firewallRule";

char** vals;

BerElement* ber;

LIDDAPMessage* msg;

1 DAPMessage* entry;

/* ldap search s ﬁ}xﬁumuﬂ‘%‘ﬁt%’ﬁhuﬁm%’manmmms?’fumua:ﬂama{ﬁﬁszlu
F¥5ludauls msg */
if (ldap search s(ld, base, LDAP SCOPE SUBTREE, filter, &attr, 0, &msg) '=
LDAP _SUCCESS) {
ldap_perror{ 1d, "1dap search s failed!!");

exit(EXIT_FAILURE);
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#* a1l for FvsvausunsunnqeunI ludnduuNIN tdap search_s */
for {entry = ldap_first entry(ld, msg); entry != NULL; entry = ldap next entry(ld,
entry)) {
 ql for dmsuaunsUNNUEANS A IuiRazounNS */
for( attr = Idap_first_attribute(ld, entry, &ber);
attrg!'z“NULL; attr = Idap_next_attribute(ld, entry, ber)) {
o gqu for dmsuanaunsuRngminudaziean g +/
if ((vals = Idap_get values(ld, entry, attr)) 1= NULL) {
/+ Aridosmaaseylu vals(i] */
}
H
}

6.3.4 manfauunlasndlvdeyaumeniidinEane’
’ » E
msilasunawd ludeyandeems luneahin laisnned i sinoimmsan 14

AU 9 1dap modify s()

int Idap_meodify_s(ld, dn, mods)
EDAP *id;
char *dn;

LDAPMod *modsl];

P =Y o S 2
131N 6.7 W15 1R05VDINIATY 1dap_modify s()

‘Fld @131181 LDAP structure Ai¥a 11488

Jdn DN voueunsizvhnsud v deuutas

!mods Al s dunadid 118 LDAPMod structure f?m%”ﬁnuﬁmzﬁmﬁ
' Wasmlasels |
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syevnmmtaeuuawn lvdeyavuuenan lmsone’s

include <ldap.h>

LDAP *id;
LDAPMod *list_of attrs[4};

LDAPMod attnbutel, attribute2, attribute3;
char *dn = "en—firescreen, cn=computers, dc=hephaestus, de=com";

 armaziimsued lualdeunilag »
char *homePhone values[] = { "555-1212", NULL };

char *telephoneNumber values[] = { "869-5309", NULL };

 szyplonnsfnulaad lvhudosueantiog «
attributel.mod_type = "homePhone”;

attributel.mod op = LDAP MOD ADD,
attributel.mod_values = homePhone_ values;
attribute2.mod_type = "telephoneNumber";
attribute2.mod_op = LDAP_ MOD REPLACE,;
altribute2.mod_values = telephoneNumber values;
attribute3.mod_type = "facsimileTelephoneNumber";
attribute3 . mod_op = LDAP MOD DELETE;

attribute3.mod_values = NULL:

=3 r ' ai .:_; o
A nuaazatez douundasnd llueusd +/
list_of attrs{0] = &attributel:

list_of attrs[ 1] = &attribute2;
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list_of attrs[2]= &attribute3;

list_of attrs{3]=NULL;

v,
-

m nldeunlasud Tvluunazueaniing +
if (1dap_modity_s(1d, dn, list of attrs } != LDAP SUCCESS ) {
Idap_perror( Id, "Idap modify s" );

return( 1 );

mod_type, mod op 0¥ mod values Qnﬁum'l%’iu LDAPMaod structure 198 mod_type

' s aa oY o @ & &
VBNDIDANTUWITADINMTHINUAIUE  mod op  AegUubumsdeuulawdly
Uszneu’lidis LDAP. MOD_ADD, L.DAP_MOD REPLACE 4a¥ LDAP MOD DELETE
@74 mod_values ARDAMAzIiINTINA T Aonn)as 10 mod op 181 LDAP MOD DELETE

¥
o g 4
uunvzaee e mod_values ilu NULL

o J o 4
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Aniudamusmdd A Taoldansy  ldap search 50 MMUAvIVIYAYBINTTAUMIETY
¥
Y 1 aa o
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] = t
firewallRule yunsunnaaziAva 1§50l lueusd
o o A A 1 =) a3t ¥ ¥ o ~
Mngiuuunsiiuves sansufinantduidedount Wsaniuozaoy
ot o o ) A = s - P o
ATvaRUR T aledunnIzuznamila ieasavaeugiinggnud lundeld Fadseinng
) o o 0 o ] aa  dA j:j “ .o 3 ¥ Y o
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o d = a aa o c’: [}
119 update 1iu "YES" Avziiinsfanguininienn3iion firewallRule 23m1isaviinsud’ly

1 aa o oar 3: L] o
Arluueansiandmiu "NO" BanTariun el Idap modify s()
6.3.52 msibnl¥aunyledmibad
Ad a u.; q‘: T a1 qv
npafunnn Isamsuiuezeglugduuodase Til

SRC:MASK:DST:MASK:PROTOCOL;SPORT:DPORT:ICMP-TYPE:ZONE: TARGET

A1519N 6.8 LAAIANIUVMULIUYDIUAAZA

SRC Toviuaaasaiumg

MASK Wnuanyps lefiuenesaduniy

DST Todnaamsadatoni

MASK Winnanveslofiusamsadatenma

PROTOCOL s Isnoa ( TCP, UDP, ICMP W30 any)

SPORT wosmAun (eszaTus Taneadlu TCP w3s UDP wmiu)

DPORT wosmlmuoni (Festy s Ianoaiiiu TCp ie UDP W)

ICMP-TYPE WAL ICMP-TYPE (iioszyy Tils Tonoaidhu 1omp i)
| ZoNE huﬁﬂgﬁ”ﬂzﬁwaiumﬂ%ﬂu

TARGET Yaremaveuinidafiuwnivg ngﬁg

' e ° ) =1 i o & o
Tnodouvzamnsanlfausy IWianiu ldezfoanlangnsmnon Insmmdny
] s T ' ay o a v ] ) 4
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L] 1 a =3 4 % 3 a ] 1 ) L1
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¥ w Q) a X oge A w oy 7 4 0 oy A
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B [l A q’ o oy
awddy) daungezgamudusy (CHAN) lovaslofmdiadasianiannn ZONE uae
< b o % 2 ¢ .
TARGET #iszipiiu DROP Wianumvzgnizy TARGET Jusdelefimbadily - LoG-
4 C o4 2 d o v o A &4 4 g 4 &
CHAIN Favzeauisnanasaiungin llduruds LOG-CHAIN Wofiminuiaiiangnazha

P o 23
(DROP) vziimstiudiayaasionidd

Chain LOG-CHAIN (4 references)

num target prot cpt source destination

1 LOG all -- anywhere anywhere linit: avg I/sec
burst 5 LOG level info prefix "FIRESCREEN °

2 DROP _all --  anywhere anywhere

519 6.2 ng luwu LOG-CHAIN
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(prefix 'FIRESCREEN ) audu iodsslomilunmsdausndeniunmonds  iflesnn
=3 o o (u’: o A r o as
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E o s d o v o >
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P ar o . '
LOG-CHAIN uixyﬁzﬂwmmsaamﬂu info (LOG level info)
o o & 4 d A ¥ o & A 44 e Aa g
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Y 9 74 4 o A 0 ¢ @ 1y <
doyansaon Idfeufiminafignimua TARGET 90 IWsaasu 13iiu DROP 1ies

o ' L - a o o Iy - o g
Aradnmsutlawngon Wimasuuuiiusmdaves tewoniad

nguin IS madu
192.168.2.10:255.255.255.255:192.168.1.2:255.255.255.255:TCP: ANY:22:- DMZ-in:DROP
sdalofimidiad

iptables -A FORWARD -5 192.168.2.10 -d 192.168.1.2 -p tcp -dport 22 -j LOG-CHAIN

ngin W3 aady
192.168.2.7:255.255.255.255:- - ANY -~ LOCAL-in:ACCEPT

»
fdelofimilad

iptables -A INPUT -5 192.168.2.7 -j ACCEPT

3 ar) o 4 L el 2 o

gamudis langan Smadueglugluuumidsves lefimiiadianuandanazi

- 3 '3 o a | & iy, B o 4 L' o W =1 a’.I @ o '
msidgunamuanssu ldwadansda wedhmasuweldouamdidslefimitaddinan
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wendufwzgaiu 1Ty Iaderdy Tasdndiuaenludveslefimiliadezgn syslogd 1
: 1w o ¢ & 3 Q1 ¥ o
140 ~arlogkem.log uadmivuud TsanTueain lduenaon s luduitiunsneonly
3 - a ¥ 4 @ o Vo o
ANMINN fvar/log/firescreen.log BNAIUAW Fawnesnamszaumsasn lasldfmuaszay
) wa | 1 afs d ) o da . R o
vasden 137 info atnalsha mfenludiuveunasunafifisziuiu info iusudszdagnidy
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Jan 1Q 16:00:45 firescreen kernel: IPv6 over IPv4 tunneling driver
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iptables -A FORWARD -s SLOCAL -d S$FIRESTATION -p tcp --dport 686 -i
$LOCAL_INTERFACE -0 $DMZ INTERFACE -j ACCEPT

iptables -A FORWARD -s SFIRESTATION -d SLOCAL -p ftcp -m state --state
ESTABLISHED,RELATED -i $DMZ _INTERFACE -0 SLOCAL INTERFACE -j ACCEPT

ar = ' [y L4 a
';'l?Ni'lJﬂ'l'iﬂﬂﬂﬂﬂﬁ“lﬁ]"lﬂllﬂﬁﬂlﬂ‘ﬂu

iptables -A FORWARD -5 $DMZ -m state --state ESTABLISHED,RELATED -i

$DMZ_INTERFACE -j ACCEPT
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Hosiums lawAnn syn flood TassidadSuanisidenneiiil TCP flag 1T syn 130
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iptables -A FORWARD -p tcp --syn -m limit --limit 5/second -j ACCEPT
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iptables -A FORWARD -s 224.0.0.0/4 -| DROP
iptables -A FORWARD -s 240.0.0.0/5 - DROP
iptables -A FORWARD -s 127.0.0.0/8 -j DROP
iptables -A FORWARD -s 169.254.0.0/16 -j DROP
iptables -A FORWARD -d 224.0.0.0/4 -j DROP
iptables -A FORWARD -d 240.0.0.0/5 -j DROP
iptables -A FORWARD -d 127.0.0.0/8 -j DROP
iptables -A FORWARD -d 169.254.0.0/16 -j DROP
iptables -A FORWARD -d 255.255.255.255 - DROP

iptables -A FORWARD -m state --state INVALID -j DROP
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iptables -A INPUT -i lo -{ ACCEPT

iptables -A OUTPUT -o lo -j ACCEPT
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7.3.1 Ysunsu Squid
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http_port 80 # reverse webproxy port
visible hostname 192.168.1.1  # IP Address of webserver
httpd_accel_host 192.168.1.1 # 1P Address of webserver
httpd _accel port 80 # webserver port

hitp _access allow all # permit any IP to connection

Mos1oms 1 ludmanqune 19 squid.conf

- http_port
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Tszydnsdiannsaldansasaduniend i TaoauSuduandly deny all udms
Y - o a Z - s o
FuduSismiunsengezsosfuusmsnannnioluiazandumeiiinmaszanimn

3 5 =
15418 Sedna)Beuiiu allow all



54

] q’: ' o ¥ A o4
AIUANNAWI50TUMT cache W89 squid 111 T 1A 190 Tassemfidlesninidy

n w A ad

ad ol o d d2 aa & s A IR o 3 &
icﬁiﬂﬁ]ﬂiﬂ3UHﬂQ5L’J'J'ﬁlTUw5ﬂﬂ“]ﬂ«luulwUQLﬂﬁanﬂU?%q‘UB‘lnﬂa‘ljﬂqﬂ’ﬁﬂ‘?ﬂqiuﬁ?uu

4G

7.3.2 Tilsuns% Snort_inline

¥
o far s o - - é
Fmfuanumunsavesszuuniassufyngmiues 14 snort_inline Failu
-
. . i o1 o o4 g o w vod

Intrusion Prevention System (IPS) niavmsalumsaseduunmieRduduaedety
ad o 4 d d & 2 nve a A
AsvnesuazaunsoaiorluinAmiuiia lduf Tao snort intine TiiluTdsunsuuvuidame

o 3
BDT 0 1AA

v
ar ]

o o ") s . v o
amsaa Il IManyes o Inare s 1ua1gAYe Squid-cache 1AINAL

4
htip://prdownloads sourceforge.net/snort-inline/snort_inline-2.3.0-RC1.tar.pz?download %4

TA599 15119 snort inkine 18991 2.3.0-RC1

Taomsangs snort_inline ffmﬁm@ﬁﬁaﬁﬁ’wiuﬂ‘lsﬁﬂéf\nmzmaaumsﬁmu
ipaduvna snort_intine 147 http:/linuxgazette.ner/ 1 1 7isavage.himl

wiamnmIAada snort_inline udnerdeaiinisaams TRz an Wy

. g 3 i o j e = Vel oy o o n’:
snort_intine 1#N 1Wd snort_inline.conf §4BYN /etc/snort_inline/snort_inline.conf Tauiimsaa

]
(o)

r »
s lunwuiduasaa i

¥ o do v o ey w ' cl"‘J
goanuannloglu 14a snort_inline.conf Tuussimmail

var RULE PATH /etc/snont_inline/drop_rules
output alert_full : snort_inline-full

output alert fast : snort_inline-fsat
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var RULE_PATH /ete/snort_inline/rules
#output alert_futl : snort_inline-full
#output alert fast : snort_inline-fast

output database © log,mysql, dbname=snort user=snort password=123 host 192.168.1.100
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5.3.3 NATBUMIM N UV 1WA nTH(Firescreen)
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Jan 11 02:43:57 firescreen kernel: FIRESCREEN IN=eth2 OUT=ethl SRC«]162,168.2.7
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DPT=22 WINDOW=1460 RES=(x0Q ACK LRGP=0
Jan 11 0Z:44:45 firescreen kernel: FIRESCREEN IN=eth2 OUT=ethl SRC=192.168.2.7
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# fete/init.d/squid start 130 # /etc/init.d/squid restart
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k3 o R ‘ 37 W dy
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9.3.6 manaaeullsunsudenueiimesldianIu (Log Monitor FireScreen)
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9.3.7 minaaeulilsunsudenueiimes1v<iusn (Log Monitor FireBreak)
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