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ABSTRACT

Now, the demand of computer network service is increase rapidly. So the number of
Network Access Server (NAS) is increased. It need centralize security management for more
efficiency. We use concept of authentication, authorization and accounting. We implement by
using AAA protocol. Now system that we use is RADIUS Daemon and TACACS+ freeware
daemon which user interface is not user friendly, can’t control enable password per NAS and
store accounting information in log file which hard to manage the accounting information.

There for this system development project will improve TACACS+ freeware daemon
version 2.1 to connect to database server and create new user interface (Web User Interface) for
administrator to manage user and NAS configuration. And store user configuration and
accounting information in database for more efficiency in manage information. User will request
service from NAS. NAS will send AAA packet to system for verify that user and service. System
will verify user with information in database. The system will record the result and send AAA
packet back to the NAS (pass/fail). NAS will bring the result to process. For example system
permit that user to use PPP service. The Network Administrator can manage system’s information

via web browser and web server will connect to database server.
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Tuflegiumsaadedens 183unnuilowetrann idszuuadedwdoufivany
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waidgmimifie shednlstezamiseninqumandiesnvesdlfismsudazanld ani
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1 4
n15Aall Authentication, Authorization, Accounting N30 AAA

v
¥ LV |

nMIaTaeuaANTIumsdde (Authentication) fis msfinsanifldmniufelas
o ' 4 @ i o nad 4 2 '
oz ldvaouuy W 9%ed1dunzsiarini Taoialee 350 daiiligasoud
v agtd o as sg s o ] ﬂ’l’ a y A
anuilosady TsnMumiviue1sszld sdaiuun e (one-time password) n3euuu 14
a < z 1qQ
DY (challenge and response query) n15RsaouaANs lumsidhda %zmuagnnuhmwmﬁ
a a o vt
AAY Yfie9esdl ureiiorve Tl
a a ¥y . . - = 1 a Y A
nsasnaeuindlumsldan (Authorization) e AIsHnsanIILTMslathed
oy RlY 1914 Teoialuudamsassaeu@nilunmsidhasieunsastvaoudng
Tumsldon Tasaunsadmuauimsiies Wl udasauldidlimidousu vimsdug W
command shell, PPP, etc. TACACS+ Server 9zn0usumsveldusms Taveygnaldldusms

uave lusrdvanarluns 14
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1.2 Ynglszasalumswannszuy
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1.3 YBUIATBIM INAUITZUINTY
o doynfaiugldredeadtveglugndeya
® STUUANITOAIVAN Enable Password U049 NAS 1d
o uinuiifl¥aunsaldldnicsdl shell (EXEC) 3o PPP
® {19158 password ifiwenuder 19 unAUTT 19U Shell (EXEC) n5o PPP
o szuumunsamuguns ldnumideineng vesdldld
® xUUAAABAUTHITITUIASEYIRIU Web Browse
o szyvannsadududeyansldauvedldtoondald

® 52UVl Secret Key iitafiaea 1911 NAS ynda

1.4 sarlszneuuazinsesiielumswanaszuuay
1.4.1 sanilszneudueniaad
o inSosnouRiunnsdmiulHuSMT AAA (AAA Server)
o m‘?mﬂauﬁ'ame{ﬁm%'n‘lﬁn?ﬂﬁg1u1’1’ay,a (Database Server)
o inFnanoufiuneidmiudiflumsveliuinismiod
° m?amauﬁama%’ﬁmﬁvi'u?mﬁzumﬂ?miw

® Qﬂﬂiﬂf&ﬂ?ﬂ‘ﬁ‘m (Network Access Server)



1.4.2 oansznoudiusen il

® Operating System  : Solaris 2.7 for x86

® Web Server : Apache 1.3.12

® DBMS : MySQL 3.22.32

® Web Browser : Internet Explorer 5.00

® Tool : PHP 3.0.16 with MySQL Client API ,

C API for MySQL
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AAA Protocol

2.1 RADIUS protocol

RADIUS (Remote Authentication Dial-In User Service) iy AAA protocol é@gﬂﬁmm
Tay Livingston Enterprise Incorporation RADIUS Draft 5 gﬂumﬁ' von IETF 1y draft
standard TuiAeuiiguiou 1 1996 RADIUS 11y fully open protocol céﬁ«wuuwi‘lugﬂmm source
code Fransarimsud ludlelfanfuszuuinmnamnlaoafoluilogiu fifleglunanld
RADIUS

2.1.1 AnMUIAY
®  Client/Server Model
NAS viremiilu client 499 RADIUS Tag Client 1eiimmihiidedoya
vosdf 1419y RADIUS server fifimunT3ud mmfuﬁﬂﬁﬁﬁmui’fagaﬁ"lﬁ'
SUndu  RADIUS server imthitfudoyaveafld unzdedoimunvesdld
ndu T client iite IduSn1sded19we 1 RADIUS Server ansavidaiiy
proxy client #1151 RADIUS Server ﬁqgu"lﬁ’ sty Authentication l‘ﬁﬂﬂﬂ

J :
szaendug

® Network Security
Yoyafisudeiuszning RADIUS Server tng NAS 1935 share secret
wazluduues user password 9N encrypt lﬁﬂﬂﬂﬁﬁﬂ"lﬁ1ﬁt§1ﬂﬁﬁ‘ﬂ§'ﬂﬂﬂ

Y00 A1UIT0OIU user password DO

® 75 Authentication Nangu
} 4
RADIUS Server @Ueyu3T Authentication UBAIND9INITNUFIY

141 PPP, PAP 1158 CHAP , UNIX login (a81e|



o ansominveld
v 1 v ' 2 4 a
Joyafisudain Usznevldedulsdng Fermsamuinld

Taw lisunaunswannn protocol

2.1.2 Henat
" oa & 4 o 4 "
Session UARZUTNITIN NAS A9 session HINITU session WHITUNTOUAY
P 1 e ) Y v a  4d 3 =
UINITNENTU UazMIANGAYEY session WiBufuUTMISAuge Fldannsod
. . J LY @
session 1ANANY session TUBgAUMIATUAYUYDI NAS
NAS (Network Access Server) ﬁﬂqﬂﬂi nﬂﬂﬂﬁslﬁlu?mi aﬂﬁiﬂﬁuéﬁ‘%’ ( Access
. o/ o { J J . ¢§ a
Service ) /917U NAS hmAunnIuoaus Terminal Server 41515015 character
mode front end TagazoyalAA1Y telnet w30 rlogin 11J8a host Buq NAS 1998

L s 1] A
AUUAYU protocol a1WAUTH PPP, ARAP, LAT, XREMOTE Lagdue)

2.1.3 Packet Format

¥
RADIUS 214 packet 1111 UDP port 1812 i31liuudiatl

0 1 2 3
01234567012345670123456701234567
Code Identlf‘ er Length
Authenticator

..........................
----------- -t-t--r—+t+rtt it

Attributes ...

-ttt

31Jﬁ 2.1 (tar9 RADIUS data format

Code - NMNUAYHAYDI RADIUS packet U141 8 bits
1 Access-Request
2 Access-Accept

3 Access-Reject



4 Accounting-Request
5 Accounting-Response
11 Access-Challenge
12 Status-Server (experimental)
13 Status-Client (experimental)
255  Reserved
Identifier - fnuatuiy Request (182 Reply packet (AU
Length - AHUAANNYIIVDY packet 5'3117‘;:\1 Code, Identifier, Length 1ag
Attribute field 81 packet ﬁﬁmmunﬁy'un'hﬁm Length field Tininy packet 1%’11
anuwwsiidesiigafie 20 ArmueTnniige Ais 4096
Authenticator - 1118 16 bytes (Hiudoyafignldusanaeuinm reply 910
server stazh’f'ﬁludaunﬁw 84 password hiding algorithm

Attribute - 1M UAR1UDY Attribute §114¢)

2.1.4 Attrubites
RADIUS Attribute 448/ mﬁq%gaﬁ‘h’f"lums Authentication, Authorization 1{8%

Ak o o
Accounting N31uuuALl

0 1 <2
012345670123456701234567

.....................
----------------------

||||||||||||||||||||||

31N 2.2 uaasguuuves Attributes

[ » } 4
RADIUS Client / Server 931nIRUAB Attribute 13 type l1ifi lusro¥ede 11
1 User-Name
User-Password

CHAP-Password

2

3

4 NAS-IP-Address
5 NAS-Port
6

Service-Type
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11
12
13
14
15
16
17
18
19
20
21
2
23
24
25
26
27
28
29
30
31
32
33
34
35
36

Framed-Protocol
Framed-IP-Address
Framed-IP-Netmask
Framed-Routing
Filter-Id
Framed-MTU
Framed-Compression
Login-IP-Host
Login-Service
Login-TCP-Port
(unassigned)
Reply-Message
Callback-Number
Callback-Id
(unassigned)
Framed-Route
Framed-IPX-Network
State

Class
Vendor-Specific
Session-Timeout
Idle-Timeout
Termination-Action
Called-Station-Id
Calling-Station-Id
NAS-Identifier
Proxy-State
Login-LAT-Service
Login-LAT-Node
Login-LAT-Group



37 Framed-AppleTalk-Link

38 Framed-AppleTalk-Network
39 Framed-AppleTalk-Zone
40-59 reserved for accounting)

60 CHAP-Challenge

61 AS-Port-Type

62 Port-Limit

63 Login-LAT-Port

2.1.5 MIMNU

(o client gndmuald¥ld RADIUS Wedl Aldnveldusms fl¥ornzma
n397192A09 input username QY password ‘Yl login prompt 001@15ﬂﬂ1u@1%81ﬂﬂ$1%
link framing protocol 154 Point-to-Point (PPP) éﬁﬁ Authentication packet lumsdede
ya

lﬁlﬂ client 195 Ui’fﬂy’ﬁllﬁlﬁ 9eMIMIas19 Access Request é\‘lﬁ‘i’l’ﬂu‘,ﬁ username,
password, ID 404 client, La'llﬁ port ﬁm‘ff"lﬁmﬂ% Ty password wgﬂci’f'eué’f’wmﬂﬁﬂ
RSA Message Digest Algorithm MD5

Lf}ﬂ client 19 Access Request oon luduag server linoundumeluszes
s muad ity dlient szvhnsdeeenlBnn viedwenly server Bndaly
N34l server Aanan liamnsalduims1d

Lflii) RADIUS server 1931 Access Request mm’fu server 9$Y11015A5I9ABY
N7 ﬂ‘ﬁ Access Request 419710 client ﬁ RADIUS server 143 shared secret Btj Request
ﬁ’u%zgmﬁﬂmu dunsifi RADIUS server § shared secret 409 client Vit ol
RADIUS 91m13as29eeuiugiudeoyadnil usemame a3afulu Access Request H3o
i doyavesdldlugmdeyailsznoudae uimsiioyanalild sauds password uaz

° 2 . o v v
DIVVCAINUAD client DY port wamgm“lﬁ"l*mmmu

= L4

RADIUS server 919929 Request 1084 server #28u 18lunsdinvimihiitiu

client ﬂ’JU



t’fu‘gau‘lv‘lﬂmqﬁu RADIUS server 9@ Access-Reject 1989 client lﬁﬂnﬂﬂ
11 Request AdaniusiuTuee uag server 91992 a498AMIINY Access-Reject IfiD
veng 198 ifl atribute figneyanalu Access-Reject

f’]”llfil'ﬂu"lﬂl‘f;:\mllﬂﬂﬂﬁ’u RADIUS 94 Access-Challenge 1184 client Taslu
Access-Challenge EJ’Iil'ilzﬁi’J’ﬂﬂ’TlmﬁﬂUaﬂiﬁm‘l’f’ﬂﬂnﬂﬁn client 92 eq Access-Request
U request ID 1mi wiowdedoyavndlduay aomzves attribute 910 Access-
Challenge éwzﬁﬁ‘l 0 %30 1 winfu mm‘fu server AN1IDABUTY Access-Request
1111]5 Tasnisda Access-Accept, Access-Reject N30 Access-Challenge éuq

Srfouluanuansady Avesteiimuavedld szgndelulu Access-
Accept Aumaniusnidalszinnueausnsidy SLIP, PPP #3® Login User LazfBua
fitlanusuiiu iy SLIP uay PPP 933A1UBY IP Address, sub netmask, MTU,
compression U0 packet filter identifiers @MIVVTA1T Character Mode 8199230

protocol (401 host

2.2 TACACS+ protocol

TACACS+ 9 TACACS (Terminal Access Controller Access Control System) ﬁt:]ﬂ

WAIWDI1a1qA TACACS fi9 protocol fildmrugumsihfianineins fl¥ UDP ednedg

Sunsngaa lag BBN (MILNET) Cisco System Incorporation lavimswanise lauiSon

11 XTACACS uazdeumiaumniy TACACSy U§u13ana1n TACACS 1ag XTACACS

¢ ¥V
Tagozusantinng 3 edradanu 1dun Authentication, Authorization 118 Accounting IaZ84

Mg encrypt packet ¥}fi packet NAITENIY client (Network Access Server) 1lag Server

(daemon)

TACACS+ protocol specification version 1.76 QﬂUﬂ!Jﬁ'viJ‘U‘Iﬂ IETF Tutﬁauqmﬂn 1l

1996 ﬁ‘Ju Information Internet draft

2.2.1 GNYUIAY
® TACACS+ U1uenMInIIu AAA 99N9INAY
® TACACS+ ariudayu nsas29aoudns lums 19 1daues router

® TACACS+ aiuayu privilege level £14 16 5¥#U (0-15)
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® TACACS+ fUUAYU MIAIVANYINITAI) 15U Point-to-Point Protocol
(PPP), shell standard login, enable privilege, AppleTalk Remote Access
(ARA) protocol, Novell Asynchronous Service Inerface (NASI), remote
command (RCMD) a1 firewall proxy

® TACACS+ aiuayu m3$1ia port lumslduSms wu TTY, VTY 130

Interface Y94 router

2.2.2 Henw

Session TACACS+ session (udwumsasasaeudnslunisidnis, 1duan
waoulumsasdeudntlumsld, Joyadradaitlflumsiuindoyavedld
session_id  innwddgunmasdiudamilefilflumsdrsie uagldifiuguie
tunlusTUY Multiple Session #474 Server 0% Client 998043893114

NAS (Network Access Server) ﬁﬂqﬂﬂi nﬂmﬁ“lﬁ'u?msﬁmiaﬁ’ué’“l%’ ( Access
Service ) flogiu NAS Yhnihifisnnniufivaust Terminal Server #419115n15 character
mode front end Tngazoyanalidle telnet n3o rlogin 1184 host Buq NAS 1992

a1 U protocol NAWAATU PPP, ARAP, LAT, XREMOTE Liagdu

2.2.3 TACACS+ packet header

12345678 12345678 12345678 12345678

4.
T

-

) PR e 3
LB ¥ L

Imajor | minor | |

|version| version]| type seq_no ] encryption

+ — -
+ - -

-3 - +
T T

session_id

-+
-+ — —

i
T +*

length

n 1
ol § T

+ = — 4 - -
e -

+

31 2.3 uaAa TACACS+ packet header
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TACACS+ packet Fanuavedoalsznoudas 12 bytes header @74 header 9%
laiidhsa TauiswazBondad
1. major_version (4 bits) Ao version N8NV TACACS+ Tﬂﬂﬁ'ﬂﬂ = 0xc
2. minor_version (4 bits) A version §08Y09 TACACS+ IﬂUVIb’J"l'lJ = (0x0
3. type (1 bytes) A9 Us1ANVU8I TACACS+ packet
:0x01 fi M3ns2vaeudNns lun15id1s (Ahthentication)
:0x02 1o n15as9asudnslumsld¥am (Authorization)
:0x03 fie mstiuiinmsIFauvesdld (Accounting)
4. seq_no (1 bytes) fio ﬁﬁuﬁum packet 1At packet (150 = 1
5. encryption (1 bytes) fio A muan1sidsues TACACS+ packet body
: 0x00 1® body of TACACS+ packet (415%er
: 0x01 f® body of TACACS+ packet Lidhsa
6. session_id (4 bytes) fig ID 499 TACACS+ session (90N 1Aun1s ’q'll
7. length (4 bytes) ADAINY1IVOY TACACS+ packet body (13593 header)

nuauily byte

2.2.4 TACACS+ packet body
UsINNUB TACACS+ packet body AMUAIN header Tﬂuﬁﬂgmmcﬁﬁ'\iﬁy
® Body packet 9zQniloatudasntshsiafifMunL91n header
o Fusieifanuennidiuas lined #l14aenueridi o
o doyaunzdenI1mues TACACS+ packet #04 liinehodae nul

o anusnMiinuauiiu byte

2.2.4.1 M3 318 packet body

Body of TACACS+ packet 9193zgaid1svia 38nsidhswadsidoam
&u%zgni*ﬁ"ﬁm%’n 1 session madswarazdedolu secret key Fav Server
1ag Client 920914 secret key oI M3samsifuIfy secret key v2iily

¥ o
NUINYDY Server
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o

TAC_PLUS_ENCRYPTED nnmsveamsihswatae
ENCRYPTED { data } == data ” pseudo_pad (*=XOR)
Pseudo_pad = { MD5_1,[ ,MD5 2[...,MD5 n]]}
i‘fuagﬁummmwmi’faga
MD5_1=MDS5 { session_id, key, version, seq # }

MDS5_2 =MDS5 { session_id, key, version, seq #, MD5_1 }

MD5_n=MDS5 { session_id, key, version, seq #, MD5_n-1 }
MDS5 = MDS5 hashing function
y

1 4 L4
TAC_PLUS_CLEAR packet body 1ianuavstiu cleartext a0zl

4
AWIZNIT debug (NIUY

2.2.5 Ysz1nnueq packet body

packet body 9zA09gnaoasHaneuiunly

2.2.5.1 M3a530aUaNSIUM S99 (Authentication)
1 3 #IAv09 packet it START, CONTINUE, (iag REPLY §i44
AvuMsARdesil
® Client #4 START 1t Server Ty START iideynrlszian
YoIMsasnaaudnslumsidhta
® Server o4 REPLY 11/l Client Tay REPLY 9z531/1n130390
aoudntlumsdhdesidensodnaasde
e 1 REPLY venldviide Client ve3udoyaunsds
CONTINUE 1# Server

® Server &4 REPLY 1171 Client INon91$1 CONTINUE



START packet body 15eneu l1/day

rem addr ...

reserved

+

-+

12345678 12345678 12345678 12345678

| action I priv_lﬁl | authen_type - | service |
+ +4 t + - +
| user len I port len | rem addr len 4]"resérved len |
+ } + + +
| user .

| port ...

|

|

1
T

3
+

310 2.4 naaagiluyuves AUTH START packet body

1. action (1 byte) fio AeNozii

: 0x01 79 LOGIN

1 0x02 A0 1avusaru

: 0x03 A0 a9 ar Y Taesd username 113720

2. pri_lvl (1 byte) flo 5 zﬁ'mmt’?mﬁvmé‘l%’ (privilege)

: 0x0f il MAX (AnSgegaiioyand)

: 0x01 19 USER (@n5419535107)

: 0x00 Aiz MIN (AnTiouiiqn)

3. authen_type (1 byte) fio ¥1lAv09M15 Authentication

1 0x01 Ao ¥in ASCII

: 0x02 AiB ¥11A PAP
: 0x03 1D ¥1iAn CHAP

4. service (1 byte) fi® UTN15UDINTT Authentication

: 0x01 Aiv UTMS LOGIN
: 0x02 fi® VSN ENABLE

: 0x03 fi® UM PPP



12345678 12345.678.123.45.678 12345678
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5. user len (1 byte) AiD §1UAISNYTVBTOAS

6. port len (1 byte) fin §1UIUFIBAVIVEN port

7. rem_addr len (1 byte) fis ANUL1IVBY ip-address Lﬂ?mm‘ffl
8. reserved len (1 byte) o SRSy IVRIT1T0Y

9. user (user len bytes) fio ‘Alfﬂm‘]’f

10. port (port len bytes) A ‘fi'ﬂ port

11. rem_addr (rem_addr len bytes) fiD ip-address Lﬂ?ﬂdm‘l’f’

12. reserved (reserved len) fie d1309

CONTINUE packet body Uszneu'lidae

+

1
Ty

user_myg leh

'l i
+ +

data ..

1
4

I { dabs lew i
+ - ¥ ¥
I flags l-- user_msg ...

I

317 2.5 naasgiluuuves AUTHEN CONTINUE packet body

1. user_msg len (2 bytes) fio $1URBNYs VoI dOyaUBIfY
2. data len (2 bytes) fio S1uudISNYsYoedDYRUBI ]S

3. flags (1 byte) : 0x01 Aiv yALAN

4. user_msg (user_msg len bytes) Ai® i’x’agammﬁi‘fs’

5. data (data len bytes) fio oyvBAUNTBIA1F
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REPLY packet body Usznau 11l

i

12345678 12345678 12345678 12345678

e 3

—_ =+

'!|'"—

. status . | fiags

A"v '] ]
T R T +

‘server_msg len |

data len

: 3 . : :
L = A T T (Ot T +.
S
¥

server_msg ...

© data ...

-
4+

:‘.
T

s

Y <4
DI v
)

3UM 2.6 u@A3s AUTHEN REPLY packet body

1. status (1 byte) Aiv @a1uzyIMIAsABLANS lumsidds
: 0x01 919 PASS (HIUM3 Authentication)
:0x02 10 FAIL (liiH14n15 Authentication)
:0x03 fio GETDATA (Fudoyaiiis)
:0x04 flo GETUSER (fuifef{14)
:0x05 7D GETPASS (FusHarrim)
2. flags (1 byte) : 0x01 fin Aovz liuansdefig sy
3. server_msg len (2 bytes) ﬁﬂﬂ'ﬂuU‘l’J‘Um‘fl’Bya Server
4. data len (2 bytes) fip 1 mAwWnusvesoyavoslld
5. server_msg (server_msg len bytes) A9 %aymm Server

6. data (data len bytes) fio YJoyavounosfld

2.2.5.2 MIATIVABVANT IUMTIFIU (Authorization)
L 4 t 4
i1 packet 2 1101 REQUEST 1iag RESPONSE fl4unaun1shadonail
® Client o4 REQUEST 319 Server 1ny REQUEST iidoyadinilu
Y 2 e 9 a =y ¥
MBIy uazusmindesns1y
® Server o RESPONSE 11lfi Client Tay RESPONSE 12358y

ayg1n n3e lioygnalumslduimsideensld
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REQUEST packet body 1/5¢nau 1uda

12345678 12345678 12345678 1234567178

4 -
+

e
+

-+

| authen method | priv_lvl

} authen type | authen service |
+ + + + +
- . N

l. user len | port len | rem addr len | arg cnt ]
F——e + t + +
| arg 1 len ] arg 2 len | . 1 arg N len )
+ + ; + +
| user ...
e b (]
kN + T AIL ‘:"
| port ...
+ t ; ; +
] rem addr ....
e ) g L o4

T ¥ + +
| arg 1 ...
. 4 L] L
T T L} ¥ ‘TL'
| arg 2 ...
+ t ; + +
! .o
+ + + 3 +
| arg N ...

+

4
+ (g +

-+

310 2.7 uamegiluuuves AUTHOR REQUEST packet body

1. authen_method (1 byte) A8 35n15 Authentication
: 0x01 v NONE (1ﬁﬁﬂ1i Authentication)
: 0x04 1o ENABLE (Enable Privilege)
: 0x05 fin LOCAL (33 Wosdin)
: 0x06 A8 TACACSPLUS
2. priv_lvl (1 byte) wﬁ'u‘umﬁwfﬁ‘vmé'i‘ff' (privilege) 570

azuamisumInsIvasuans lunisidng
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3. authen_type (1 byte) flo ¥iAYBINIATIVTOUANT lUMS
Y =2 - & a A 9 &
WD SwazpuamisuMasaeUaNs lumsiding
4. authen_service (1 byte) iv UTMIUDINIATI9TOUANT U
Y =2 A A o oa 9 £
MDY TIWASDUAMUDUNTATIVTOLANT Jun15d1D
o .4 o A
5. user len (1 byte) fip $1uUFBNYsVOITOR1H
6. port len (1 byte) Aiv $1UIUASAYITUBY port
7. rem_addr len (1 byte) i® ANE1IVDI ip-address é’ﬁl‘i’f’
8. arg_cnt (1 byte) Ao $1mau arguments
9.arg0 ... N len (@ 1 byte) fiv ANUY1IVDUIADE argument
10. user (user len bytes) o %aé‘l&’f
11. port (port len bytes) Ai® ¥ port
12. rem addr (rem addr len bytes) fis ip-address m‘%‘awmﬁ‘la’s’
13.arg 0 ... N (arg 0 ... N len bytes) o argument Aagd?
. P} L) ' ¥ .
: service f10 UIN1IAN 19U shell, ppp, slip
: protocol U ip, ipx, lcp
o1& 4 ,
: cmd B M98 NAS 99A04381)1iJ0 service=shell
: cmd-arg o argument to a shell command
: addr A1® network address
: addr-pool A0 NAS veimuald client 19
: routing A8 Iuadeyanmisnudumenisdedoya
: route A8 fnuadunildlumsdedoya

: idletime A1® idle-timeout §115 1 connection (mﬁ)

]
= °

: autocmd A9 MM mUamFInseiau Tnvsa Tutid
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RESPONSE packet body 1/s¢neu'lidae

12345678 12345678 12345678 12 34567178

g i
R + o<
r T +

-+

| status | arg cnt ] server_msg len |
o + + + +
+ data len ‘ I arg 1 len | arg 2 len |
e + + + : +
| | arg N len | server_msqg ...
+ 4 b

£} L) Ly %’
| data ...
3 nn

¥ L) - #
| arg 1
e - e
T + ¥ b +
] arg 2 ...
+—-"' T TL T ‘TL'
I
+ + + + +
] arg N
+—- + - + ¢ - +

317 2.8 uan3 AUTHOR RESPONSE packet body

1. status (1 byte) ADANIULVDINTT Authorization
: 0x01 fiv PASS_ADD (oyana 11413 Tauiii arg)
: 0x02 fie PASS_REPL (0ya10 1¥ 1414 Taounu arg)
: 0x03 fie Trjoygnalildan
2. arg cnt (1 byte) A9 $1um argument
3. server_msg len (2 bytes) in AW1IT0ANYB Server
4. data len (2 bytes) fin $1UAIBNYsTOYANITANS
5.arg 1...Nlen (@ 1 byte) iD AIIUYIIVOIULAAE argument
6. server_msg (server_msg len bytes) i d9A1319D4 Server
7. data (data len bytes) fie Yoyanisiams

8.arg1...N(arg 1 ... N len bytes) fi® argument LUANZH2



2.2.5.3 n1stufindoyaueed1¥ (Accounting)

¥y 1
1 packet 2 ¥l A9t REQUEST uag REPLY unsunisannon

e

19

&
!

® Client 4 REQUEST 311 Server 1ng REQUEST fifoyaifivn

fumsidusmsves]ls

® Server @4 REPLY ¥ Client Tny REPLY sgszyims

L}

FufinduSanselu

REQUEST packet body Uszneu ude

12345678 12345678 12345678 1234567178

+

t + + + -+
] flags | authen method | priv_1ivl | authen type |
; authen service ; user len I port len ; 'rem addr len :
.[ arg cnt I arg 1 len : arg 2 len l N AN :
I arg N len : user ... : r '
] port ... ' : ) "

4

rem addr ...

+

+

+

+

4+ e

arg

1...

-+

+

+

+

-+

+

+

arg

2 ...

4 -

+

+

+

+

+

-+

<+

+

arg

N ...

+

3
T

+

U 2.9 uaAegULILYBY ACCT REQUEST packet body

1
+

1
+

+
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1. flags (1 byte)
I 4
: 0x02 fi® START ( J231 packet iU start
accounting messages)
¥
0x04 A9 STOP ( s3¥yI1 packet HiTu stop
accounting messages)
2. authen method (1 byte) fis I5n1sasrvaoudns lunisdh
< =~ A a . 9y 2
118 51Uﬁ$lﬂﬂﬂlﬂ3J0'LIﬂ']ﬁﬂi?'ﬂﬁﬂnﬁ'ﬂﬁﬁluﬂ'ﬁl‘lﬂﬂﬂ
3. priv_Ivl (1 byte) fi® izﬁuﬂﬂﬂﬁﬂﬁﬂlﬂﬂm‘l’; (privilege) 510
=] I s a Y <K
i’lzlﬂﬂﬂlﬂﬁﬂuﬂ15ﬂ51ﬂﬁﬂﬂﬂﬂﬁ1Uﬂ1ilﬁl1ﬂﬂ
4. authen type (1 byte) fin FiaveINITATIVABUTNE lUMS
9 £ -} £ s T 9) &
19704 51Uﬁ$lﬂﬂﬂl1‘lllﬂuﬂ15ﬁi'Jﬂﬁﬂﬂﬁﬂﬁiuﬂ'lﬂ‘ll']ﬂﬁ
5. authen service (1 byte) fio UIMIVBINIATINABUTNT U
Y £ P=] -~ a a 9 =R
NIV 5'IUﬁ&’Lﬂﬂﬂlﬂﬂﬂuﬂ'ﬁﬂi')ﬂﬁﬂﬁﬁ'ﬂﬁ1uﬂ'ﬁl‘lﬂﬂ\1
-3 Q o’ A
6. user len (1 byte) $1MIUFAWBNY VDI
7. port len (1 byte) $1UIUAIDAYIVD port
8. rem addr len (1 byte) Av $IUIUAONYIUBS ip-address
1nT0R 1%
9. arg cnt (1 byte) Ao $11u argument
10. arg 1 ... N len (@ 1 bytes) A9 ANV lABZargument
11. user (user len bytes) fio %ﬂm‘l’f’
12. port (port len bytes) fio 4o port
13. rem addr (rem addr len bytes) fio ip-address m’?mvfh’f’
14. arg 1 ... N (arg 1 ... N len bytes) 7D argument ADZA?
: task_id 710 id YBINS start AT stop MAA5AIAYY
@ Yy a & o
AUIADIY id IHUDUNU
. & a d o a s o
: start_time f19 L’Jauimﬂummmumuumn 12:00
AM Jan 1, 1970
: timezone 19 1YAIIA
. A a a9 9
: service f1B UTMISN 1Y

: elapsed_time Ao S TniAnly
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REPLY packet body Usgnou'liéne

‘12345678

12345678 12345678 12345678

server_msg len

s
+

+

3
+

data len 1

e — +

status

N
+

i

T

<+ 3
T T

server_msg ...

data ...

2.2.6 M5MY

E4
IS

H

<
<

+

It
+

31 2.10 uwA3 ACCT REPLY packet body

™

1. server_msg len (2 bytes) fiD AMMY1I48AIW9IN Server
2. data len (2 bytes) Ao IUABNYTVRITOAUNTIANS
3. status (1 byte) fie Ao UzveIMsTuiinms Idauvedld
: 0x01 im 59 (SUCCESS)
: 0x02 Ao Tid15e (ERROR)
4. server_msg (server_msg len bytes) fio 49A21UA Server

5. data (data len bytes) Ai® 40ANAITTIANIT

1 4

ADUNTTNITUAST

1.

NAS -> Server (Authentication / START / LOGIN) lﬁﬂ‘ﬂt‘)
Authentication 910 Server

Server -> NAS (Authentication / REPLY / GETUSER ) Server @4
Authentication Prompt ( User Access Verification) 11/Iduazuen
Ifda username m‘lé’

NAS -> Server ( Authentication / CONTINUE / USER ) NAS @4
username 1# server

Server -> NAS ( Authentication / REPLY / GETPASS ) Server

‘]J‘Elﬂ’j‘lvlﬁ’%"lj username uﬁ"ﬂﬁ'd 9 password mvl?’l'



22

5. NAS -> Server ( Authentication / CONTINUE / PASSWORD )
NAS 14 password TU¥ Server

6. Server -> NAS ( Authentication / REPLY / PASS ) Server 1915841
username, password ﬁﬂﬂﬂy’ﬂﬁlﬁvﬂﬂ uag ffﬂﬂﬁﬁvlﬁ'vlﬂﬁ NAS

7. NAS -> Server ( Authorization / REQUEST / SERVICE) NAS G
doya username unzuimsfiveld eld Server Asrvaoudng
Tun1s19a1m (Authorization)

8. Server > NAS ( Authorization / RESPONSE / PASS ADD )
Server imsasvaeudoyail NAS dan fudeyadi config 13
simfudana i NaS

9. NAS -> Server ( Accounting/ REQUEST / START ) NAS o Qi’l'ﬂigﬁ
o314 1334 port tazian aft Server dioEulFuTng

10. Server -> Router ( Accounting / REPLY / SUCCESS ) Server lﬁiﬂ
185udoyn accounting 910 NAS ssaimstudin o miussda
denrm I uonmanistiuiindy NAS

11. NAS -> Server ( Accounting / REQUEST / STOP ) NAS ﬁﬂi’l'ﬂ;l,a
o149 15m3ild port uaziom 11fl Server tiloFulduTms

12. Server -> Router ( Accounting / REPLY / SUCCESS ) l.f;ﬂ"lﬁ'ﬁ' L)
42 accounting 110 NAS szvhmstufinfamiussdedonan

Tuennamsfufinfu NAS

2.3 WfSButflsy TACACS+ protocol i1l RADIUS protocol
2.3.1 M3l UDP %30 TCP
RADIUS 19 UDP Tumsds-fudeya Tuvaizdi TacACs+ 19 TcP Taumqui]
udimsde-Sudeyauuy TP finnwldnSvund UDP wn wu TCP sxlduSms
14U connection-oriented transport mmz‘?; UDP 931U best effort delivery RADIUS
fuiludesifunlsiiuAuitonay d1u retransmit 182 timeout uAndevIAnaaNa

Y90G 19U
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® TCP uuniwe Acknowledge 910 request 11451Unulus1 Network RTT
wae YSu1al load U84 server , ANFUT 2 lun151s 200K Authentication
(TCP ACK)

® TCP asouaael¥msw'lddn server crashed M50 server liamisalst
U5Ms 1AUd2 (RST packet)

o msl¥ Tcp keepalive N1IAIIVADY server crash a5 1dTae actual

A' ] Q) L o 1] 1 A‘
request N151¥0uAD 1184 server varwadraansainldedadeiles

2.3.2 Packet Encryption

RADIUS 9% encrypt AWIZAU password Tu access-request packet 49910
client 11/ server ﬁauﬁmﬁa"lﬁ"lﬁ' encrypt {u clear text 14un username, authorized
service Q¥ accounting éﬂﬂ‘lﬁ‘liﬂﬁﬂ%ﬂ@qﬁ RADIUS ma130ld encrypt password
Taold UNIX Jeto/passwd 61e lsfinnunszuaumsiilfinanin dunalidossout

TACACS+ 9% encrypt ‘ﬁﬂ body packet INABIANIY standard TACACS+
header F3m 161402 UM 31 body packet 18¥n5 encrypt w3e'li titorlse Toaflums
debugging body packet 11113 o 1M clear text 18 uAn12zUnd body packet 9N

E 4 [}
encrypt 1aMua tennulasassvesdoya

2.3.3 Authentication (a2 Authorization

RADIUS "lﬁ’sauﬂ%ﬁ authentication 14a% authorization 1u access-accept
packet $1929n9910 RADIUS server T1/ds client vzt muadoyn authorization 11
ﬁ'am‘ﬂums ¥1n ﬁ%ztwﬂm’hﬁﬁ'zu authentication {48i¢ authorization

TACACS+ Tuaniilaunssy AAA @auen authentication, authentication Y
accounting ©NNNY Tl nNsounni authentication 119 protocol Bu 14
191 Kerberos M authorization U8y accounting §9n31% TACACS+ 14 Aendnndi
NAS (Network Access Server, TACACS+ Client) 11115 authentication N1 Kerberos
server 182 NAS v2§83vodoyn authorization 910 TACACS+ server Tatlidoarims

4
authentication 1¥39nAT4
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2.3.4 Multiprotocol Support
RADIUS 1359951 protocol w0t
® AppleTalk Remote Access (ARA) protocol
® NetBIOS Frame Protocol Control protocol
® Novell Asynchronous Services Interface (NASI)
® Packet assembler/disassembler (PAD) connection

TACACS+ 21115050951 1aMaw protocol

2.3.5 Router Management
RADIUS lioygnaldinsaugugldh Mldmdalu router 10187 1oz
Tl lddalaths
TACACS+ ldwFonitnsumsnaugudlei Wl lu router 1a18the
waz W1l lathe Wusteynna
® amsnRenIsfiuA privilege level ﬁ'm%"l.lm‘l’f'. @Y router
22 M IN13AT99OUR TACACS+ Server 119AUTH authorize
# M3V privilege level undonlin

®  [uINnen 2 Aemstimualdsanuae 1K 1Sd 1§14 router 1a

181719 uag T I 1gdda g



UNA 3

NANISANHITZUVUIAN

3.1 31U RADIUS Daemon
3.1.1 eanilsznow
® RADIUS Daemon
® NAS (Network Access Server)
o AlduSms

® Configuration File

® Accounting File

RADIUS Daemon
Authentication & Configuration
Authorization n file
-m » Accounting

file

317 3.1 nansesAsszneuvasIZUY RADIUS Daemon

3.1.2 MINNIUYDITZUY
3.1.2.1 RADIUS Daemon

® Gnrosendng NAS Tauld RADIUS protocol 1182 Configuration &
Accounting files
v ¥ 9q Y A 1 °

° muagmmg“lﬂusznuwmmﬂm NAS UaZMMINTITAOL
asanudeyalu Configuration file 1asafunTonlan

® gananmsnsnaeui 1a ndulUf NAS
o 9 . oy ° g 9 4

® JUYDYA Accounting NAINININ NAS uazmmimmsau"auu"l”f

Tu Accounting file
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3.1.2.2 NAS (Network Access Server)

=y 4

® fAresEHINA 19U 1Y RADIUS Daemon

e Sudeyanindlfuinis udadedeld RADIUS Daemon ifie

Authentication & Authorization
® 11WAN15 Authentication & Authorization ﬁlllﬁs]’mﬂ NAS mﬂﬁﬁﬁ

wueyga IR 14 shell 18 nie lieyanaldld

® ﬁa%’ay’a Accounting U RADIUS Daemon (#a1iu#in 13

3.1.2.3 §lEuims

o Faapfu NAS iiovslduSmsinseanaisu Shell, PPP, SLIP uaz

h's

B
o defeyavesdld uazuSnishideamslFld Nas iedins

Authentication & Authorization

3.1.2.4 Configuration file

) o

®  Ganafl RADIUS Daemon

® Lﬁ‘U‘fJ’ﬂQﬁ Configuration Y849 RADIUS Daemon Uszaouiie 4o

]
=

gan‘l%’iumi Authentication, Authorization, Accounting, shared
q ¥ ' 1 9
secret key e encrypt user’s password ITVINMIAVDYD

£%7149 NAS AU RADIUS Daemon

3.1.2.5 Accounting file
® Aanvfl RADIUS Daemon
o Hudeoya Accounting 1szneulian deyadldusms, vimsi
14, e NAS, Gy uazvgaldan uasdug weldlumsm

billing #50ATVADUNINE
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3.1.3 aguwamstinm

e 14 RADIUS protocol Tums authentication, authorization 1% accounting

® Authentication la% Authorization 530U

® AAA packet innuilaeasiuiey ms1z encrypt Yoyammiz password 4o
yabuqamsognansuaze 14

® Input n3o5u Configuration WY config file

®  Output ¥399OATIVU WIU log file

° aﬂﬁiﬂﬁum‘i’i’ﬁw command line

o limunsamununsigmidalu router 14

® Statistic 1101311 log file t1nABAITAUM

3.2 329U TACACS+ Freeware Daemon
3.2.1 pantlszneu
® TACACS+ Freeware Daemon
® NAS (Network Access Server)
o 214
® Configuration File

® Accounting File

TACACS+ Freeware Daemon

Authentication Configuration
- @ D file

Authorization

A

» Accounting
file

311 3.2 nanseansznoUVBIITIY TACACS+ Freeware Daemon
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3.2.2 MM NUYeIsSUY

3.2.2.1 TACACS+ Free Daemon

finnesznin NAS Tauld TACACS+ protocol 11a¢ Configuration
& Accounting files

v 3 29 9 a o
Juveyavedldlussuufidann NAS uazimisasiaey
asafiudeyalu Configuration file 1assfiunonln
danantsnseaeui 14 ndu'lUn NAS

o 9 . 1y o g4 9 o
Suveyn Accounting MdaN9N NAS uazhmanudeyariull

lu Accounting file

3.2.2.2 NAS (Network Access Server)

= |

AndosenINg19uSn1s uaz TACACS+ Freeware Daemon
Fudeyaningl9uinis udadedeld TACACS+ Freeware
Daemon lﬁ"t) Authentication & Authorization
WIWaM3 Authentication & Authorization ﬁvlﬁ’%‘lﬂ NAS 1!11]1313’?!
wueyaalild shell 18 nse lioyanaldld

1 Y

. @ &
™UDYD  Accounting iy TACACS+ Freeware Daemon IW®

Huiin'll

3.2.2.3 gléusnts

] o

Angafl NAS iNove19uSa151AToU 015U Shell, PPP, SLIP itag
4

dafeyavesdld uazuinisidesmsldld Nas ievims

(o) 'H

Authentication & Authorization

3.2.2.4 Configuration file

® fanenuy RADIUS Daemon

=1 .
o Lﬂ‘lJ‘l’l'EliJ“a Configuration 993 TACACS+ Freeware Daemon

Usznoudas doyaiildlunis Authentication, Authorization,
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Accounting, shared secret key nl¥ encrypt user’s password

seninmsdedoyasznitg NAS A RADIUS

3.2.2.5 Accounting file
® {aABNAY RADIUS Daemon

o fufoyn Accounting Usznouhilfian doyadldusms, uSnsd

14, ¥8 NAS, e iSy uazngaldau uazduq e ldlumsih

billing TBATIVABUNIWNAS

3.2.3 ayUwamsiinm
® simunlao Cisco System 1# load W3 ua laifims$ualseiu uazmiueyu
athalumems
o ¥ TAacacs+ protocol Tums authentication, authorization (1% accounting
®  AAA packet ﬁmmﬂaﬂﬂﬁumﬂﬁu1ﬁawmgﬂ encrypt 9} packet
® Input YELEY) Configuration WY config file
®  Output ¥3990AT1V9IU MU log file
L4 ﬁﬂﬁaﬁuﬁi%’ﬁ'w command line
o aunsonrugumslFiidelu router 14

o 1
® Statistic 11U 1314 log file s1nABAIIAUM
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LUUAIUAN TACACS+ Server W11 Web

4.1 09n1l5zneVUBITZUY

AAA Module T
MySQL
Report Module / DBMS

Configuration Management &
Web User Interface

Management Station

U7 4.1 uaasesnylsTneuVBITTUYAIUYN TACACS+ Server H1M Web

09f11/53NBUUBITTUUANIRN TACACS+ Server W11 Web Yszney lufie

TACACS+ Server Management System
A14uSms (USER1 & USER?2)
NAS (Network Access Server)

Management Station

4.1.1 TACACS+ Server Management System

AAA Module imihfiindefy NAS unzastnasufldammdn AAA
(Authentication, Authorization {(2% Accounting) TagazAnnen Database
Module ioiftudoyane Wy Joyadld Joyausnisfildnarildom
Wudu

3

Configuration Management & Web User Interface AmthiRaneug

e &

(] ) F 4 [
UInIsTTULIRTevie iy, udly uazay TwazduananuanuIRue

14

&
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® Report Module #imihiuaassisnuang wuswedldnulussuyly
flogiiu swemsmangalug deidon nie dlani BoamuuSmsinld
wazaws1wrelldusoms
¥

4 ) t 4
® Database Module AAfiBf1U114 3 Module tRpaiumudeyadiey deil do

yaneaiudld eyaideanu Nas, Yeyamuaduried dudu

4.1.2 §1¥U3n13 (USER1 & USER2)

= 1 o

® Gagafiu NAS ivevelfuinisinsev1tisu Shell, PPP, SLIP uazduq

o dedeynvesdld uazuSmsfidesms 11 NAS Weviins Authentication

& Authorization

4.1.3 NAS (Network Access Server)
® fanos 311’510931‘1’?’U?ﬂ’15 182 TACACS+ Server Management System
° %’m’fw,mmé“l%'u?mi udadadeld TACACS+ Server Management
System lﬁiﬂ Authentication & Authorization
® 1WaMs Authentication & Authorization ‘ﬁulﬁl‘ﬂ']ﬂ NAS 3J‘lﬂﬁflﬁ 1y
ayan 1914 Shell 14 n3e lioyaalild

y o A
® ddideya Accounting I TACACS+ Server Management System IW®

a

L

unnl3

4.1.4 Management Station (Web Browser)
o Huneavesduivmsszuuiniets eldlumsAndesy TACACS+
Server Management System WU Configuration Management & Web User
A o & .
Interface INDVANITLIIDY configuration YDITTUU
o Huneawesduinisszuuiniovs weldlumsAndesy TACACS+
Server Management System WU Report Module Lﬁm“s'un@‘swﬂwhqq

UDIITUY
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4.2 M3PONUVYTLUY
4.2.1 AINABINIVBITLUY
o fHudeyavesdldusmsidedaiivszdnsam
® FTUUAMITOAIVAN Enable Password Y04 NAS yndaluszuu'ld
© szuusesiuuSnisfieyanaligldanniold1&nis shel wio prp
o A19u3nsil password iivsAuRe 19 uynUT3 15U Shell n3o PPP
* szuymusanugumsidaudidadie veedld14 dmiu Nas g
® TULAAABALTMIIIZULINTBYIHIL Web Browser
¢ szuuaunsaduaudeyanmsidauvedldteonds|d
o szunamnsaudaswded1dluegiuld
o ssyumwsasmuadeiiiavesdldudazauld 1RunSunazinai
oyl 18 Nas eyanansebioygnn
4.2.2 Process Modeling

4.2.2.1 Data Flow Diagram (Context Diagram)

USER ADMIN
Configurations,
Reply Report Request
Username, Servitg Reports
Password,
Request Authentication,
Service Authorizatlon,
Accounting [o]
P +«—>| 1 |USER
»| TACACS+
- PASS, FAIL Management
system |+—>| 3 |AccounTING

gﬂﬁ 4.2 ilanq Data Flow Diagram (Context Diagram)
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4.2.2.2 Data Flow Diagram (Level 1)

AUTHEN_STATUS_PASS /
AUTHEN_STATUS_FAIL,

Authentication, AUTHOR_STATUS_PASS_ADD
Authorization, 1 AUTHOR_STATUS_FAIL,
Accounting ACCT_STATUS_SUCCESS /
Packets AAA ACCT_STATUS_ERROR
Module >
<« Ll I USER
i 2 |NAs

5 [ 3 ’ACCOUNTING

Configurations CONFIG
—_— Module

<—>[ [ussk
<—>‘ ‘EAS

3

Report Request REPORT Report
—_—) Module

v

<————f 1 |USER
| 2 |NAs
Ls IACCOUNTING

gﬂﬁ 4.3 uaed Data Flow Diagram (Level 1)
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4.2.2.3 Data Flow Diagram (Level 2)

Authentication
Packet

Authorization
Packet

Accounting
Packet

1.1
l AUTHEN_STATUS_PASS /
AUTHEN AUTHEN_STATUS_FAIL
Sub-Module >

<+—»| 1|USER

|2 |NAs

[ 3 [ACCOUNTING

1.2
AUTHOR_STATUS_PASS_ADD /
AUTHOR AUTHOR_STATUS_FAIL
Sub-Module >

<—>| |USER

1.3
ACCT_STATUS_SUCCESS /
ACCT ACCT_STATUS_ERROR
Sub-Module L

<—>L1 lUSER

<_LL2 |nas

| 3 IACCOUNTING

gﬂﬁ 4.4 #aay Data Flow Diagram (Level 2)

4.2.2.4 i1 v0Iudnz Process

Process 1 : AAA Module

y
sudoyann NAS wazhimsasavaeufugmudeya imiu

dewanlandu'lyld NAS

Process 1.1 : Authentication Sub-Module

® n35fl LOGIN Sudoyn Authentication packet %N
#32909Y USERNAME/PASSWORD 11@53run3e i
Tny PASSWORD 1Auglugi/ues UNIX encrypted
Wisuiousening encrypted password fiu crypt(enter
password, salt) , TIME_RESTRICTION a1u1saldam
18l iunaileginldnse’l, EXPIRE_DATE nuaeny
w3offs , NAS_PERMIT/DENY oyanaldldaudi NAs
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nielu drliildifudeyal3dei LoGIN FAIL

( function sql_authen() )

® N33 ENABLE 5udaya Authentication packet 3191013
A37909Y ENABLE PASSWORD asdfiulugiudoya
] =4 o
wioll Taonumilousy User Password ( function
sql_enable() )
@I;éﬁtication \
\ Packet
‘ iggﬁ:g Login Return 0 : PASS
} Funetion Verify Return Error Code : FAIL
\
Enable .
> PpTor S Code\ FAIL
Verify \

31/ 4.5 ug@9 Authentication Sub-Module

Process 1.2 : Authorization Sub-Module

v 3

JYUBYA Authorization packet NI INITATIVADY
SERVICE, CMD, CMD-ARG oyanal#lfauldnse
Tai
¥ A A yg ¥
sql_user_exists() A379@0UNT 050 190 ugiu
v A ]
Joyaniolu
' v yq 9
sql_get_sve_ppp() ATvaRUNOYY A IAAIFaIs0
1¥u3ms ppp 1édnse
sql_get_sve_exec() as9@0uIIoyg1nligly
awsoldusms EXEC lavse lu

sql_get_sve_emd() Asd9d0ueya g 1¥amnse

' ¥
v @

1¥idaiueg 1énselu
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1A892711M15A5900UN Command permit = “*”
wie'li &rlsnniuiinsnsaedey Command deny #®
T

¥3992911715NATOY Command Argument permit =
“ 13013 §11992%1M159599801 Command deny #o
1

n3od 18 mual3 1¥ast9aeu Command deny

131J]

Authorization
Packet

Choose™_ppp Return 255 : Permit
Service Return 0 : FAIL
Return 255 : Permit
Return 0 : FAIL
. Return 255 : Permit
Return 0O : FAIL J

gﬂ‘ﬁ 4.6 119 Authorization Sub-Module

cmd

exec

Process 1.3 : Accounting Sub-Module

® nsdl ACC_TYPE = START ifiudioyail NAS dan a
gudoya ACCT_USER uazdfuiljegiudoya
UTILIZATION (mwaudldauluszuvazay) uag
CURRENT (s1w#of1dam luszuunaiilegii)

® 33 ACCT_TYPE = STOP ifiudoya elapsed time 1u
record ﬁ task_id & NAS & username & start_time MY

 nsdiiia cMD TWiAudeyn cMD, CMD-ARG wazduq
Tugmdeya AccT-cMD
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Accounting
Packet

y

acct_write()

log_file
v
j Log File | —
| ‘ | MysQL |
- -~

gﬂﬁ 4.7 uaa9 Accounting Sub-Module

Process 2

: Configuration Module
st 7 ufa 7 au Yoyad1y uay FosfaiRuaty NAS, 1
’c%' 19149% (CMD) Iy user.php3, user-submit.php3
w"iu [ udly /Ay 1’1’614;:1 NAS Tay nas.php3, nas-

submit.php3

Process 3: Report Module Tay report.php3, report-submit.php3

o

nﬂ'ﬁﬁ1Uqwus1u%at§'1a’f"luﬂﬂqﬁu (Current User Login
Report)

Faiieaunisldauvesdly Wuswiunionudeu
(Usage Report)

9011518974 LOGIN FAIL
a0 YT 1Fnuves NAS (Utilization
Report)

5ﬂﬁ151ﬂﬂ1uﬂ151%‘ﬁﬂ$\1¢h~1‘] (Command Privilege

Report)
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4.2.2 Data Modeling
2 1
>< ) Witms
NAS (lidnns) USER
3
(gif;) Wudiayanislddnisuas

AceT B N

UM 4.8 4aAq Entity Relationship Diagram

é o a o J
Weimsansizideyaud Anssiunmseiananms maasaza1sn

¥y
sedvaiiiiies 1 anunng M ldawnsautensielaged

m319 USER (Audeynvesdld dun s9af1d Jod14 password
Jodrfadunm (Audiusiedi s ludiand 2457 YN) usms
199 anveusalumsud ludeyaszuy

319 NAS udeynves NAS 'I8uA 517a NAS $0 NAS Enable
Password 10y TP Address Y99 NAS

M319 NAS PERMIT fudeynieyanalifld1dusnisi NAs
Taths

1579 NAS_DENY ifiudeyain lieygnalvd191dusnsi Nas
laths

1579 CMD_PERMIT ifiudeyaeyana il 1dmdalaths

¥

]
o

#1519 CMD_DENY hudayad lieyanaldg 1 1dmdalaths
1379 CURRENT ihuswied 1 o flagiiu
15719 UTILIZATION iusiaudldaulu Nas laq a Suna

4 »
e ot lilvhssauswaudlfauiuszuy
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® @31 LOGIN FAIL fiudoyonsdifigld Login Fail Tavasifiu
mawadaod Fail ifoannnamala wuliided1degluszuy
password HA HUADIY

® 1579 ACCT-USER ifiudeyamsldauvesdld Tounsuiinm
NAS #1441 Terminal No. IP Address ¥044 19184 Task ID 17
Buldam Time Zone wSnisildan wasszoznaiilde
(Elapsed Time)

® 1351 ACCT-CMD ifiudeyams dnuvesd1fifvatudidaien
18U $uiam NAS 711997 Terminal No. IP Address veaf{14ieq
Task ID a13u1HIU Time Zone v3Msfilgam wasddaiild

41U
4.2.3 Data Dictionary

@1919% 4.1 UTAS Data Dictionary Y99 TABLE USER

Attribute Data Type Description

USER_ID (PK) INT(3) swagly

USER_NAME CHAR(32) Fod1d
USER_FULLNAME CHAR(80) o 19ty

PASSWORD CHAR(13) Password
TIME_RESTRICTION CHAR(168) JosriaidesSunm
EXPIRE_DATE DATE Tunuaey
SERVICE_EXEC CHAR(1) 13M35 EXEC
SERVICE_PPP CHAR(1) 13M3 PPP
ADMINISTRATOR CHAR(1) Judniuguszuumiela
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@13199 4.2 4EAS Data Dictionary Y83 TABLE NAS

Attribute Data Type Description
NAS_ID(PK) INT(3) SHA NAS

NAS NAME CHAR(32) o NAS
NAS_ADDRESS CHAR(15) IP Address 493 NAS
NAS_FULLNAME CHAR(80) Forftu NAS
ENABLE_PASSWORD CHAR(13) ENABLE PASSWORD

A1919% 4.3 UeA4 Data Dictionary Y83 TABLE NAS_PERMIT

Attribute Data Type Description
USER_ID (PK) INT(3) SHARY
NAS_ID (PK) INT(3) I NAS
mﬁ‘N‘?; 4.4 uan4 Data Dictionary Y94 TABLE NAS_DENY
Attribute Data Type Description
USER_ID (PK) INT(3) siafly
NAS_ID (PK) INT(3) IHA NAS

M19197 4.5 4AAS Data Dictionary U84 TABLE CMD_PERMIT

Attribute Data Type Description

USER_ID (PK) INT(3) siafly

CMD (PK) CHAR(255) fada

CMD_ARG CHAR(255) Argument Y8IR1§4
m‘nd‘ﬁ 4.6 a4 Data Dictionary Y89 TABLE CMD_DENY

Attribute Data Type Description

USER_ID (PK) INT(3) siafld

CMD (PK) CHAR(255) e

CMD_ARG CHAR(255) Argument v
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M13197 4.7 4erA9 Data Dictionary Y84 TABLE CURRENT

Attribute Data Type Description
DATE (PK) DATE i

TIME (PK) TIME na
USER_ID (PK) INT(3) snad1d
NAS_ID (PK) INT(3) THA NAS

A15197 4.8 HAAI Data Dictionary Y83 TABLE UTILIZATION

Attribute Data Type Description

DATE (PK) DATE Suf

TIME (PK) TIME a1

NAS_ID INT(3) A NAS

NO_OF_USER INT(3) fudlduinms
m‘m“v’; 4.9 UaeN Data Dictionary Y93 TABLE LOGIN_FAIL

Attribute Data Type Description

DATE (PK) DATE Sui

TIME (PK) TIME "

USER_ID (PK) INT(3) sy

NAS_ID (PK) INT(3) IV NAS

REASON CHAR(20) IMAHD

15741 4.10 4R Data Dictionary Y84 TABLE ACCT_USER

Attribute Data Type Description
ACCT ID (PK) INT(4) AT ACCT
DATE DATE $ud

TIME TIME M
NAS_ID INT(3) YA NAS
USER_ID INT(3) swerdld
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TERMINAL_NO CHAR(10) WY Terminal
REMOTE_ADDRESS CHAR(15) IP Address Y0819
TASK_ID CHAR(255) Task ID

START TIME CHAR(255) N
TIMEZONE CHAR(255) TIMEZONE
SERVICE CHAR(255) uSnsfild
ELAPSED TIME CHAR(255) naildau

13197 4.11 44 Data Dictionary 994 TABLE ACCT_CMD

Attribute Data Type Description
ACCT_ID (PK) INT(4) s ACCT

DATE DATE Sui

TIME TIME na

NAS_ID INT(3) T NAS
USER_ID INT(3) siagld
TERMINAL NO CHAR(10) NUULaY Terminal
REMOTE_ADDRESS CHAR(15) IP Address Y0514
TASK_ID CHAR(255) Task ID

START TIME CHAR(255) naE LRy
TIMEZONE CHAR(255) TIMEZONE
SERVICE CHAR(255) vimsiild
PRIV_LEVEL INT(1) JZTAUANUAINIGD
CMD CHAR(255) s

CMD_ARG CHAR(255) Argument voefds
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NAS Configuration

19
Tulnsamsdannszuuanii19naasas NAS 483 Cisco Systems, Inc. U Cisco 4500
Software I0S Version 11.2

5.1 AiSHAY
9

® A1ua local user 13038 TACACS+ Server Down ‘l‘l’f’mé‘}'ﬁ'\ﬁ
NAS(config)#user local-username password local-password

L4 Lﬁummmmsm’hu AAA 1%?11#@5\15
NAS(config)#aaa new-model

® MR ip address Y89 TACACS+ Server 19dadadi
NAS(config)#tacacs-server host 10.0.87.19

® 11Y1UA shared secret key 1% encrypt 'ﬁ'auuas ¥1719 NAS — TACACS+ Server 191
dasedt

NAS(config)#tacacs-server key yourkey

5.2 Authentication

b

3
® 33 Authentication Uil

® cnable 1% enable password

® line 14 line password

® Jocal 19 local username database

® none l1i#04 Authentication

® tacacs+ 1% TACACS+ Authentication
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fruald login 910 vty port @99 authentication 42635 tacacs+ meﬁ"ﬂ'{lﬁﬁ W15
Ansie TACACS+ Server 19 11 1933 local data 1‘%‘1’3\15\15

NAS(config)#aaa authentication login vty-login tacacs+ local

NAS(config)#line vty 0 4

NAS(config-line)#login authentication vty-login

fmuald login 910 async ppp port A9 authentication A283F tacacs+ uaxtf}o'hi

A1130RARD TACACS+ Server 1411953 local data 19dadadt
NAS(config)#aaa authentication ppp ppp-login tacacs+ local
NAS(config)#interface async 1

NAS(config-line)#login authentication ppp-login

o Y A 9 ¢ J. v XAk Y aa A

Mrual (19ADINS enable privilege @94 authentication $1287% tacacs+ LATIND
v »

liannsofinge TACACS+ Server 181171433 local enable 19 dasiail

NAS(config)#aaa authentication enable default tacacs+ enable none

5.3 Authorization

® Keyword U3nN156199

Network Y313 SLIP, PPP, PPP NCPs, L8 ARA
Connection U3MS outbound telnet 1o rlogin

Exec U5 shell

Command level 113 1%ﬁ1ﬁl”wi'l~1“] 1u privilege level 15:11“]

L 4
® 3% Authorization if4ail

tacacs+ 1% TACACS+ Authentication
if-autenticated ﬂqm’lﬁ‘lﬁ' é"l%’ﬁdm authentication 1182
none "lﬁﬁ’fm Authorization

local 1‘)’!’ local database 6411151 authorization
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L] ﬁ1ﬂuﬂ1ﬁ'9§1‘l’f’ﬁ¢,{mﬂ1ﬂ‘l’f’ngﬂ’li EXEC SFSIIEN authorzentication G’]I’Jﬁ% tacacs+ LAY

' 14
@ W A

Lfl't)"lﬁ’s’f'lmmaﬂﬁiﬂ TACACS+ Server vlﬁ' vlljlﬁsllm authorization 1%?5‘1%19101!

NAS(config)#aaa authorization exec tacacs+ none

o ﬁ‘lﬂuﬂ‘lﬁm%’ﬁﬁmﬂﬁ 1‘1’1’U?ﬂ'li Connection G’]’ 94 authorzentication ﬁl’weﬁ tacacs+

o

uaziiie luauisoRane TACACS+ Server 18 13@D4 authorization 19e1desail

NAS(config)#aaa authorization connection tacacs+ none

® ﬁ1ﬂuﬂ1ﬁm‘i’f’ﬁﬁ’l’ﬂﬂmﬂ%ﬁmi Network G’I'EN authorzentication 9’1"103% tacacs+

' ¥
e & w A

waziile luamnsonane TACACS+ Server 18 13i#04 authorization 19a1dedail

NAS(config)#aaa authorization network tacacs+ none

“.
o W At

L ﬁ’lﬂuﬂGlﬁ’m%ﬁéllmmﬂ‘]’f’ﬂ’lﬁﬁﬂu privilege 15 @94 authorzentication #2633

tacacs+ uazxﬁe"lajmmsnﬁmia TACACS+ Server vl?’l’ "lﬁs#’fm authorization 1‘%1

' ¥y
o @ o

RGN

NAS(config)#aaa authorization command 15 tacacs+ none

5.4 Accounting

® EventType fiotlszinnuoangmsaifilfiinisas Accounting packet

system NSBlLNA event system-level 1% reload
network 13015 SLIP, PPP, PPP NCPs 1t ARA
connection 13115 outbound telnet UaL rlogin
exec U3N15 shell
command level N3 1‘%’51&'@1\1‘1 Tu privilege level ﬁ"uq
® Keyword
stop-only 4 ACCT pkt iila@nlfu3asiniy
start-stop de ACCT pkt oS uuazian1dusns
wait-start milou start-stop uAsg lilAuTnsaunitee 185y packet Bu

#1910 Server DU
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.
< a

] ] 1 4
o fmualiiinisds Account packet n3difiGuLazIBN1FUSAS Shell 19 danall
NAS(config)#aaa accounting exec start-stop tacacs+

o rmualdlinisds Account packet n3difGULALBA1FUTNIS Network (PPP) 191
J ¥

S
PN

NAS(config)#aaa accounting network start-stop tacacs+

o dmualiinisds Account packet nsdifi 11 FMdslusedy privilege 15 (qaqn)
VYo & o r.:’
Tdfirdadail

NAS(config)#aaa accounting command 15 stop-only tacacs+

55 tT‘g‘ll Configuration
'
user local-username password local-password
]
aaa new-model
aaa authentication login vty-login tacacs+ local
aaa authentication ppp ppp-login tacacs+ local
aaa authentication enable default tacacs+ enable none
aaa authorization exec tacacs+ none
aaa authorization connection tacacs+ none
aaa authorization network tacacs+ none
aaa authorization command 15 tacacs+ none
aaa accounting exec start-stop tacacs+
aaa accounting network start-stop tacacs+

aaa accounting command 15 stop-only tacacs+
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interface Async 1
login authentication ppp-login
!
tacacs-server host 10.0.87.19
tacacs-server key yourkey
!
line vty 0 4
login authentication vty-login
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daunang ldun

UNN 6

Web User Interface

® Administrator Login

® User Information

® NAS Configuration

® Report

6.1 Administrator Login

Wumsasasaeudnilunsudladoya lugndoya user

6.2 User Information

#9U User Information §i 3 Mii19Ae Add, Update, Delete

foyaifioariy User imunsoud v 145idad

User ID

User Name

User Full Name
Password

Expire Date
Administrator
NAS Permit
NAS Deny

Time Restriction
Command Permit

Command Deny

Ed

TUNuAD1Y
anuausalumsud ludeya
NAS fioyanal¥1514

NAS #i lioyanalilg

Funareygna 1S luseudany

1 H
@ ~A

Mdaneoygnldldld

’ []
o &

Ardai ieygaIn1F1a
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TACACS+ Server Management System via Web

User Modification

User Name: sompop.
User FullName:  [SompopW..
A | re—
P d: { i
Expire Date: |3! i] December E] 2029<i
Administator: @ Yes € No ;
Service EXEC: @ ves C No c:»
Service PPP: © Yes C No ;‘:
I.n s “
NAS Permit: ; %
5 1,;
: e d
NAS Deny: - »;u
¥
[* & :\
Command Permlt:l g ’:”

314 6.1 vaasgluuy Form Tunsudludfosyadly

6.2 NAS Configuration
79U NAS Configuration W3y 131’1‘7;56 Add, Update, Delete
doyaifvaiu Nas Aannsaud v 1gTaad
® NASID TN NAS
® NAS Name #E) NAS
® NASFullName  50ifiy NAS
® NAS Address IP Address Y99 NAS

® Enable Password  Enable privilege password



TACACS + Server Management System via Web

NAS Configuration

NAS Name: EZ?H__——
NAS FullName:  [Diel Retchayothin
NAS Address:  [i04107

—_—
Enabl. d

P d: |

S e

A A

-

"

s

st

317 6.2 uanazduy Form lumaud ludoya Nas

6.3 Report
t 4
0s Report aatl
®  Current User Login (@ edaf 199 Iuszuy o nanilagiiu Tavee

foaavn NAS N1A09n15NoU

TACACS + Server Management System via Web

Current User Login Report

ST

3‘!]‘71 6.3 UEAIAIBENY Current User Login Report
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® Login Fail 1erA93 10504 19010N N3 login fail Tavanansaidien $aaam

Ay 4 g9y 4 yy
havIMIey, inawa e laaulanunileld

TACACS+ Server Management System via Web

Login Fail Report
From: 2000-01-01 To: 2001-01-01

v.

317 6.4 1AM 0819 Login Fail Report

® Utilization terasinuaugldan Tasansadon $2anaiideamsazg

Ay
lag NAS ‘Vlﬂﬂ»iﬂ'liﬂ

TACACS+ Server Management System via Web

Utilization Report
From: 2000-01-01To: 2001-01-01

311 6.5 ua@aiiaeena Utilization Report
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®  Usage Lanaswded 19 uazsuauda lusi oy Taseusaiden

' Ay A a
FNNNNABINIILY tazannsndengswaziduaiiusoyanald

cb.co th/ sompopw/tac_plus/usage himl - Microsoft Internet £ xploier

hitp://rollersch.co th/~sompopw/ac_phus/usage. himl

TACACS + Server Management System via Web §
=

Usage Report

From: 2000-09-01 To: 2000-09-12

BEEERE:

LI

TACACS + Server Management System via Web

Usage Report (detail)

From: 2000-09-01 To: 2000-09-12

User: chairatr

s
s

31N 6.7 uaAsdiIeEe Usage Report nuvazideasiuyana



® Command Privilege Level 15 tta@ssio¥od1dau Sunauazs

A ' dy
N1UY Tﬂtjﬁ‘lu”ﬁmﬁﬂﬂ mmmmmmmzq

S8 bt /1d0d0 . schca ~sompopma.puspor b o3

TACACS+ Server Management System via Web

Privilege Report
From: 2000-01-01 To: 2001-01-01

He remmel o

31]11 6.8 TAIAI0E19 Command Privilege Level 15 Report

v
3

a

|

&
N

14

53
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unn7

k%
aquazderauenus

7.1 agdwamsnannszuy

a9y (4

INMIRAUITTVUAIVAN TACACS+ Server HIU Web UT0AA

b,

9

o Sinnudwlumsldan 11 Web User Interface 3119 #1y Web Browser
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ANAY Solaris 2.7 x86
aﬂgﬁ GNU gzip 1.2.4 i86pc Solaris 7
- Ia Ui‘]’f‘ﬁﬁ' 3 pkgadd -d gzip-1.2.4-sol7-intel-local
AARa GNU gece 2.95.2 i86pc Solaris 7
- unzip Tno19M1de gzip -d GNUgce.2.95.2.i86pc. Solaris.7.pkg.tgz
- untar Tﬂufl%ﬁWéﬁ tar xpvf GNUgcc.2.95.2.i86pc.Solaris.7.pkg.tar
- install Tae9A & pkeadd -d |
AAde GNU tar 1.13 i86pc Solaris 7
- unzip Tau14M1d4 gzip -d GNUtar.1.13.i86pc.Solaris.7.pke tez
- untar Tﬂﬂi‘l’fﬁ’l’c’% 4 tar xpvf GNUtar.1.13.i86pc.Solaris.7.pkg.tar
- install Tno 19814 pkeadd -d /GNUtar
AARa GNU make 3.78.1 i86pc Solaris 7
- unzip Tne188184 gzip -d GNUmake.3.78.1,i86pc. Solaris.7.pkg.tgz
- untar Iﬂﬂal‘lsf’migh tar xpvf GNUmake.3.78.1.i86pc.Solaris.7.pkg.tar
- install Tﬂu‘l%ﬁﬁ}'\i pkgadd -d ./GNUmake
AARa Perl 5.005_02 i86pc Solaris 7
Tﬂﬂrl‘lﬂf'ﬁ‘l’f’% 9 pkgadd -d gzip-1.2.4-sol7-intel-local
AAAY mysql 3.22.32
- unzip, configuration, make all
- change root's password
- create database tac_plus

- create table: user, nas, nas_permit, nas_deny, cmd_permit, cmd_deny,

login_fail, acct-user, acct-cmd, current, utilization

v
8. AAA apache 1.3.12

- unzip, configuration, make all
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9. @fAa php 3.0.16
- unzip, configuration (with option apache & mysql) , make all
10. ANAI aaa daemon (tac_plus 2.1)

- untar 1ao 1M tar xpvf aaa_module.tar
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TUABULIN start AAA Module nou Taaldmids $AAA DIR/tac_plus —C key.conf
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} 4
Administrator {8% Password "lunﬁ'nema"lﬂﬁ
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<> AAA Module &« O
] MySQL
TACACS+ Server Report FUnction ; DBMS

Management System
Configuration Management &
Web User Interface

Management Station
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TACACS + Server Management System via Web

NAS Configuration
NAS Nnmo:l
[Sench |
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Delete Wiiasinansaudaya NAS 1
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TACACS + Server Management System via Web Zc

NAS Configuration
NAS Name: [&511

NAS FuliName: Dial Ratchayothin
NAS Address: |1 01107
Enable Password: m———-
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gﬂﬁ 8.3 1AAIHIND0 NAS Configuration
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JunaUN 5 NINIADNITIYD User

141d User Name ndonmisudly wied ifiluszuvezdunisisiviay

o0 luA

£ ] http://dodo. at.scb. co.th/~ sompopw/tac_phus/user-seaich html
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User Modification
User Namo:'
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User Name 1aitfiu 32 #8nys uazdos lidrdqe
User Full Name 1314 80 #6015
Password "ln'tﬁ'u 8 AIONYT
Expire Date 9 JUnuao1y
Time Restriction ADY0319AMTUUALIIAT Check = Permit
14

NAS Permit/Deny 1%nsoniiu IP Address 494 NAS e fiazda

v A g A (a & vq ¥
AUAZUITNA aRemsayInvsolfasiavua 1914 «alr
Command Permit/Deny 1¥n30n(¥1 Command 1aza1u@7e
Command Argument 19U show configuration A 1¢ nnsonasliley
Y} o o d v ' AdY A a >
doutfutidudug #ude nsdindesmseygnanseyfiasit

A W19 “* 1961 “show * 1150 «* *»

ieiFeuionudaling Submit n3e Delete iiipdosmsaudoya User

,.l“ _Se
hitp://dodo. ak scb.ca.th/~ sompopw/ac_phus/user.pho3

TACACS+ Server Management System via Web

User Name:
User FullName:
Password:
Expire Date:
Administator:
Service EXEC:
Service PPP:

NAS Permit:

NAS Deny:

Command Permit:

User Modification
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|Sompop W....
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@ ves " No
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TidongaeTui fidean1ssrvau uag NAS Name a1iade Report 197

®  Current User Login
® Utilization

® [ ogin Fail

® Usage

® Command Privilege

% hitp:/7dodo at sch.co th/”

TACACS+ Server Management System via Web

Reports

Current User Login

[ Boronineri57 P &
Utilization
NAS Name: m &
From:  Date [01 8 month [Jaruery 8] vear 2000 Bl :

To: Date [51'! Mhm \'wm
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