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ABSTRACT

The Topic of this thesis is “Quantum Cryptography Demonstration software” for protect

hacking information form hacker. In this project we create software for demonstration of

communicated between 2 computers. Before being sent through public network, the data are

encrypted. In addition to processing the encryption, this softiware automaticaily uses the key from

computer’s random value instead of Quantum Cryptography Circuit and also nsed RS-232 (COM

port) connection instead of Quantum Channel. This software have a process for correct a key that

send via R8-232 by use BB84 Protocol. This Project is a beginning point for software development

of Quantum Cryptography System that develop by NECTEC
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16
L &
[ R g5 @R 5K g I i L1g=*%15 |

_ inverse Lmtmi permutation D
|1 Ouput o |

5171 2.2 nemawunmmsdhsfaduauunasgiu DES
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2.42 MITAATLUYYLUD
¥ E 4
luduusnezvesfuisteduaounsianyus duusniinvonguadu K lunts
9/ @ W o 34 a 3 Aa 1 .. . & ~
WhsHaauIrgMIm NIz UIUMTITUAUNGUN T Initial Permutation (PC-1) ¥9vziden
= s oda ¥ ¥ 9 & : = = oA
mwizia 56 Danineadesnlfnunadoyavesmguagiiviaviue 64 Ta Tavialnianas

1] 1

v
8011919 8 D 18UA (k,, kg, Koy Ky Kugs Kogs Ko Kgp) TAIDINTRIUMSAAUSIAUA AR HUA
t ar o ot é = =) ﬁ' =y s =
Plundssadusay PC-1 Faliswazidoanuluas e 2.3 ud) Tavoyuedy 56 Tassgn
o . 1 o 1 = y E o d o o
i lusneemiu 2 dauminiu Aedauaz 28 daretlewdngreasidaTanes (Shift
R Sad A ' o A ] L ¥ w b
Register) Ai¥0138A71 C, nag D, Tavvzimsdeudwrsta lnedenuniundy e
- a v o yﬁ' ' or 9f a = o = 8
il 1 w58 2 Awnian 14 Iuegrvsanvsnmsisfammidmualums 2.4 wafi ldussy
r ¥ ¥ 1 ¥ ¥
ogluisiisond ¢, uaz b vnhnhawesdunlsnegesiinedu 56 0 lurundes
adudwy pC-2 o alud s K, Aifivua 48 Ua dwmiv 1l lunsidrskadusend 1
Aoy dmsuswazideavesndesadudian P2 1auansliluaisiedn 2.5 aszuaums
u’: EUT ;{I & o a @ sli v o =
Wanuai wnauidlutuaoumstagguedmiumslgiunsdis aseui 1
o w R 4 A a - d ¥ o = 9w
dmfumsisisiahsevduiimiodussouh 2-16 nezdeslimsmisunguadmiy
TFuluudazseudnsuny uaznguandawseuszlisaGund KK, aHIau msmioy
e A g 3 A a s Qs ] ] =4 [l ¥ o
nauesimdentivuasumilpuiun s ounue K, endiod1usy mawseudn K, . 1941 lay
e T 3 =N Q) 1 o & oa a P o
mstheia 56 Taludunls ¢, uaz b, TilisEnaissaand LS Fevz ldwailudunls

c, uae D, diedlowdhdndasadudwy pe-2 ud vz tnadiunaus K,

C |57 49 | 41 | 33 | 25 | 17 9 1 58 | 50 { 42 | 34 | 26 | 18

10 2 59 | 51 | 43 | 35 | 27 1 19 | 11 3 60 | 52 | 44 | 36

D 63 | 55 | 47 | 39 | 31 | 23 15 7 62 | 34 : 46 | 38 | 30 | 32

14 6 61 53 | 45 | 37 | 29 ¢ 21 13 5 28 | 20 | 12 4

13199 2.3 NEDIALEA1 Permuted Choice 1 (PC-1)

souf | 1 121 3 14|56 7189 1011|1213 ]|14]15

16

dww | 112 2212121211222 2]2]:2

A157197 2.4 Sumsideuia lunedhedsnnuundudmsumsdsWausazsou




Y v ar 17
1HANBANANAT HITITUNIIMANTTIN

C 14 17 11 24 1 3 3 28 15 6 21 10

23 19 12 4 26 g 6 7 27 20 13 2

b 41 52 31 37 47 55 30 40 51 45 33 48

44 49 39 56 34 53 46 42 50 36 29 32

15199 2.5 NABIAAUAAY Permutated Choice 2 (PC-2)

ol mIdFanussturveuanisioazioamsinmioungue Iisudsduiiniuls
Aouniine

K=(B9A84FADDOBBT)
wiomauansluglvesduavgmmeasee lafiy

K = (1011 1001 1010 1000 0100 1111 0000 1000

1111 10101101 1101 0000 1011 1011 0111)

Funeuusndentsmidives ¢, ez b, Tnoldnnnisdeniinnnneiesy K unzdumiai
Lﬁanﬁuﬂgﬁuﬂdaaﬂﬁuﬁﬁn pC-1 Tumsnedt 2.3 wa 8T

C,=(1011001100111

0010010011111)
D,=(1101010010101
0001111111001)

nnfumezdmsieh 2.4 defnsam ¢, waz D, Tnsluseuusnizhimadeusimmisia
Tmadhesau 1 dumisdarissylumas

C,=(01100110 0110 1001 0010 0111 0111)

D, =(1010 1001 0100 1000 1111 1110 001 1)
Tunismim ¢, waz D, Asnnaldhinnlasmisihalu ¢, uaz D, lkmases Ls Favy
dondinlumedronnundu s 1 Sumis mwitseyBlumsei 2.4 o2'ld

C,= (1100 1100 1101 06010 0100 1110 1110)

D, = (0101 0010 1001 0001 1111 1100 0111)

e a1 o doo ° ' o
TMIVAT(C,, D)), (C;, D), , (C, D) UuRianN Az NMTAIIMTUAEINY

1 ¥
wiand Iddanmves ¢ uag D asuia 16 gauda I hilldlumsmai x, 8a

K, 18nuh Tasmstleunt c uez D unazyadr1dlua99596U6 180 Permutated Choice 2

62556
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(pC-2) awduana i luansiedi 2.5 unzwaii 1dfeyanaue K, 9K, Hildisznoulums

0
9t [ 1 o r 1 14 = & A a a
WhsvWaudazsou sndaatiagu K, vi'lden ¢, fls D, Fuilona15wieina1inei 2.5 Yszney
wla
K, = (001100 110101 110010 111011
101011 001111 010100 101110)
Rty K, 1 1den ¢, ez D, Tagensds PC-2 :1na1519# 2.5 sznoy
K, = (000011 001111 101010 001001
000111 110101 110100 101001)
] 3
dom1da K, 89K, asvyaawdae: Bidmaiildlsdseneulunindhsdaduidun
¥ ¥ o ' ] Ay ¥ o o Y ¥ ¥ g
doyaduntulundazsen Fwadi landaniniiasy 16 seuudaes Ialindenrm loles

YUIA 64 TAMUADINI

2.43 mariniaunas ey

Tuiadeizilunszuiumsludnvesnnihdonudueiiu (Plaintext) 1119 64
fin Yliumadhsia Tavorfeganaue K, 51 K, 7 Idn3ou udn dmiunsesuslniide:
oifudeyaduntiumiiy

X=(F9S5EC5A6BDIFE520C)
niedudsulugivesinnug ez Jdillu

X = (X, Xpp ers Xgy)

= (1111 1001 0101 1110 1100 0101 1010 0110
1011 1101 0001 1111 1110 0101 0010 1100)

1

Aovannnurunmi 2.2 usasIfiduidenamduniiv Plaintext X 2185 umsfloudaq
ARPIAFUSIAY Initial Permutation (IP) iReadUS A uvesiin wioudunhueside @iimsuen
finvonidiu 2 uden Ao L, uaz R, Taousnzuiendsenenidae 32 i audidmua 13l
maaft 2.6 Smfulunsdidiotadennuduntiy x uid 218
L,=(0100 0111 0011 0011 1111 11100111 0101)
4 7 3 3 F E 1 5
R,=(0101 1101 1101 1001 1011 0011 0010 1010)

5 D D 9 B 3 2 A



L = (50 50 42 34 26 18 10 2

60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8)
R, = (57 49 41 33 25 17 9 1
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5
63 55 47 39 31 23 15 7)

@137199 2.6 NADIAFUAINY Initial Permutation (IP)

32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21

20 21 22 23 24 25

24 25 26 27 28 29

28 29 30 31 32 1

#1519 2.7 E Bit-Selection Table
4' = 9 Y =1 ] =1 (=1 r ]
denvisangmsdhsdalusenusnenifiuit vaen L, selilimadssuionausediela
T b4 3
Tuvazh R, gmih lddudusaunisdssurananmaduaou taziinishigangus K,

o

ilsgnoumsdns v

-l o

adae Sduusnialuuden R, Swou 32 daszgauesiiuuuily 48 Ga
Taoflerdu BR,) hidnazammuaas i lumsei 2.7 dnsvlunsdidaedianiddsznen
Y ¥
atunwaz 14
E(R,) =(001011 111011 111011 110011
110110 100110 100101 010100)

¥ ] ¥ b

vinusah BR) 718 1duanuuuien Ta 2 fugagaus K, iflvune 48 Samiinu nadnsn

18ussansluganls I, #ifi%ei3und1 The key-dependent function Na1IAD

I, =ER)PK,




Tudednanld I Tiauviiu

1 k4
dwmsumsdnoum I, vesmndsdaluseudu 9 annsomldasi

Fl = E(Rﬂ)® K]
= (000111 001110 001001 001000

011101 101001 110001 111010)

20

I'=er)®K, 0<i<15, 15516
S]
a2 f2|siulse|3]10f6 |12/5[9|0]7
o |15 7 (4|2 i12|1 10|66 |12]11]|9]5|3]|S3
4 | 1|14 8 |16 2| |15]12{9 7 |3][10[5]0
sz 824l v 75|13 j1af1w0]o|6]|13
S2
501 |8 1|6 |13 ]4]|9 7 [2{1Bi12]0]|S5]10
3 B |47 5|2 |8 4|20 1]10l6]|9|11]5
o || 7 {unfw|4 13158127693 /|2]]1s
Blg|w] 1 |3 |sfa|2fn|6]l7]12]0]5/ 14?9
S.‘a
10 | 0 9 14 1 6 3 15 5 1 13 012 ¢ 7 1 4 2 8
Bl7|ol9o |3 |46 w2 ]8 5 [14|12]11|15]1
36| 4to |8 |15|3 01|11 |2]12|5]10]|14]7
1jw0|13,o0o]6 |9 |8 |7 |4f1514|3|11]|5|2]12
84
7013143069 |1w0]1 2|8 |5|1|12|4]15
Bls | |s|6|15|0|3]|4|7 212110149
0|69 (o 12|17 |1B|15]|1|3[14|s]|2]|8]4




21

14 {11 2 (12] 4 7 13 1 5 0 ;15 (10| 3 9 8 6

111 8 |12 | 7 1 14| 2 13| 6 [15] 0 9 | 10| 4 5 3

12 11 10|15 9 2 6 8 0 11313 4 | 14| 7 5 11

1015} 4 2 7 11219 5 6 1 137141 0 11 | 3 8

1310 11| 7 4 9 1 10 | 14§ 3 5 12 | 2 15 | 8 6

13 | 2 8 4 6 15 1 11 1 10 9 3 14 | 5 0 12 | 7

1 15| 13 g 1o | 3 7 4 121 5 6 11 0 1419 2

7 11 4 1 9 12 114 | 2 0 6 0| 13| 15 3 5 8

2 1 14| 7 4 10 | 8 3 (15112] 9 0 3 5 6 11

715199 2.8 uaa S,-S; Primitive S-Box Function

ar ] 9t Y ] ] T 1T A F=1 y o
ndanl8 [, vina 48 aFouioouda Wurisesndlu 8 nqu udaznguiivuia 6 Tia et
¥ 1 ¥
gaiinnis 8 nqulillouldfundeaumun s-Box Niianua 8 ya nAswMUA MW EAIZA
o o‘ﬂ =y ot - o b ¥ a1 2 r o
wadnsiluiiadoyahfivuinanaunio 4 T axiiuTassmudmdsihutuasuiivi

¥
nnudnanaunie 32 da dnvaizmsiauues s-Box mmitie thdausniaz Sagaiiom
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1332 yMInuauInIveInI S-Box fudasluatste 2.8 uazl¥mvesdai 2 Selafi 6 iile
STyMLIRUABRNYDINT19 S-Box dmfunadniAlARemiussgagluaiats u dumad
sz Funa i 1aTvnegsznin 0-15 Fufiedouihunugruasazfiving 4 fanod

farsandedm I vindreduiiiun dednndhnszuunsiuomdmsu s s,
vz ldnasiatl

S, (01,0011)=S,(1,3) =4=0100

$,(00,0111) =S,(0,7) =4 =0100

$,(01,0100)=S,(1,4) =3=0011

S, (00,0100) = S,(0,4) = 0= 0000

S, (01, 1110) = S, (1, 14) = 8 = 1000

S,(11,0100}=8,(3,4) =9=1001

S, (11, 1000) = 8,(3,8) =9=1001

S, (10, 1101) =8,(2, 13) =3 = 0011
dudazauing 4 Sadredu dudafieensinndounud s-Box idazea e
TRwadnsidweenlugihanmes B, wdu

B, =(0100 0100 0011 0000 1000 1001 1001 0011)

u‘: ] ci slcsy B ] aa ¥ A ] ar 3 1
vinduaives B, #1810 i laldunszuaunis pB) fintimdundssadudiung

(Permutation Function) Tapas$us1 B, ifluua 32 anazinadnsiiugaSavinami@uus
fmsedudumidivnndy Tasgluuumsadusumieidnsazamasisii 2.9 dotiwnm
daeo1a B, lUflowdndesadudumises dwaitiy

P(B,)= (0001 0111 0000 0010 1010 1000 0001 0101)

1 ¥
Ao PB,) 1 1dani U 1F lunsme R, Tavendion nuduiuidade lui

R, =PB)DL,
dmiudeailFlumseS e e R, vty
R, = (0101 0000 0011 0001 0101 0110 0110 0000)
5.0 3 1 5 6 6 0

Tunsme L, i R anumusn L, 18100 dmfvdredraiianes 10y
L,=R,=(0101 1101 1101 1001 1011 0011 0G0 1010)
5 D D 9 B 3 2 A
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16 7 20
29 12 28
1 15 23
5 13 31
2 8 24
32 27 3
19 13 30
22 11 4

21
17
26
10
14

25

A15999 2.9 Permutation Function P

3 3 b v
swandvaduneuntsninm ldeiusnmamuafiaseunqunisdisdaduluseud 1 asy

L3 o o’ o 4 a o = 1
auysaignsems dmfumsiinudn 15 seumdeligluuumshinumiloway o

d. 1 1 o i g Qy) é -]
yanguei 19 lundazseuuanaranuly wafildaina 16 Yuneufo 1, uaz R, Feasiily

Houdhgndesaduddunndu " muiuaasluasis 2.10 e W Iadudoninlames v

mudoams dmsulunsaiatonan 1 Flunseiuiey 1dat v mdy

Y =1100 1100 1110 1100 0010 0010 0011 1011
0100 1010 1111 0101 1001 0110 1110 1101
Y=(CCEC223B4AF3596ED)

R 40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
L 36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

M971971 2.10 NABIARVS A URNAY (Inverse of initial Permutation, IP”)
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2.5 mathavaveyauuy Blowfish (Blowfish Algorithm)

a =)

v = = i o & 1Y oy 9/
Blowfish L‘ﬂuﬂ’ﬂﬂﬂﬁﬂﬁluﬂ'li!.ﬁ]'liﬁﬁu‘lm“r‘iuﬁ Lﬂu’ﬂﬁﬂﬂi‘l’li}lmu‘l%ﬂﬂm‘ﬂﬁﬂ Hio

a o

3 Y

Fumsdhsfaduuuuaumas feldfdduder lumsdhidauazosasiadoya nisidhse
widhsiafazuien Tnourazudenasilviig 64 da wozvuavesddilfrelininagagai
448 1in

Jumsihaves Blowfish wziiisenniiuassdufsdmvesmanioudd uazdu

v o & o > &
“IJ'ENﬂ’IiL‘ﬁ’]iﬁﬁﬁﬂﬂfﬂﬂzﬂﬁ'mﬂﬂﬁu 16 591

2.5.1 VunoumIAINAd

=

Blowfish Algorithm  dzdiaddovuinalugifel¥lunisidiswady Tavfddnarn
3 = = o T ¢ d' e W o oF Qs o =~ @
wdesiimsmivunazian ianmhieunzihdayamimadsfady nieoeasia
ANALD
'3 1 = o 1 o A ' 3/ :J, el
P-array filuensdveamingi 18 ousd lnolundazousdnisudazyadaymiuazil 32
iia 15U P1, P2, P3, ..., P18 1Tudu
9 o 2 1 o = o
S-boxes 1ugAvDIdoyaiual 4 ya Helundazyaazisynandag 32 Ia Ay 256
9 A - 34 ]
doyaniiud 1l wu
$1,0, $1,1,.., $1,255;
$2,0,$2.1,..., 82,255;
$3,0, 83,1,..., $3,255;
S4,0,S4,1,..., $4,255.
Tunsadefdgeoineziinisasalae 4351y Blowfish Algorithm Tagdiumounis
18 »
d319noooeldunounane 1
A ' 2 VoA : Ad
25.1.1 GUAUTINNITASULAT P-array (a2 S-boxes FIANHATITUA AN
Bmsmnizmizes 13uda Teoezilunnifuee hexadecimal @88 195
Pl = 0x243f6a88
P2 = (x85a308d3
P3=0x13198a2Ze

P4 =0x03707344 1iludu
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b
2.5.1.2 1IN1MIAT Pl XOR A1 32 Dausnuesdd uaziiiA1 P2 XOR 1 32
3 5 v L
Tiasou1weans siniuiurudl lliSes q sasssuasuiingd siimsidauningla
L d
P-array 114 18 A
© ¥ LY 94 oy .
2.5.1.3 famsid1sviadoya 0 A2035n15mn1z 1y Blowfish  Algorithm 1Ay
=y [ W B ¥ 3/ i
Fmsadrefdaeennanmndredulu 2.5.1.1 uaz 2.5.1.2
2.5.1.4 vasnnmasuud imsunual P1 uag P2 Moeninalu 2.5.1.3
3
2.5.1.5 fmsdhsiadeyaeina lude 2.5.1.3 Sanfadaeiimsmnizly
myad19fdsosund Blowfish Algorithm
2.5.1.6 unus P3 iay P4 Aateninalude 2.5.1.5
0 - ¥y 1 & 1o
2.5.1.7 Mduneud19dudn 11500 4 sugwnsounuadoyalu P-aray 9
14
AU VINTU “i,l"EliJ“ﬁ S-boxes 91U 4 %A UDL P-array Tun31A38uvD9 Blowfish AV

asoih l1dhsaduuuy Blowfish Algorithm ‘14

2.5.2 YHAGUM T INEDUN D Blowfish Algorithm

7 T ;

= NOR 3 Prainlext

e N e B L
Py ww—-———&m—e

v 7y

o ST S L v "W
4

o=\t

g,

, , er
510 2.3 urastuseunsidhsiadudeyadie Blowfish Algorithm
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b4 ¥
Tumahifadudoyadio35n13909 Blowfish Algorithm HUZHNNaNua 16 50UA
11l 2.3 drudayaduna 64 in Taovinisuaisdoya Plaintext vomily 32 Taswau 2 ya
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Tasilenau F azTuduna 32 1ia w30 4 Tud Duddid i ludoyn s-amay gran 1duda

@ = 4 Ié o
RN50I0 Upy XOR Mgl 2.4 wldiemiymesnuidsg
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N -

e

8 bits m 32 nits
?m ...... e 5 i sma s 143 et

32 bas

1 2.4 namstuasumsniaulufleisu F fldlunsdrsdadunuy Blowfish Algorithm
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2.7 MmIgamuuueynIl (Serial Port)
ar W dy 1 = ~ t = 1 d' 2 A [
Woillsvndrfmguijludiuvesmsiadedemsuuveynsy niansdomsr
. A A = qF o W '3 ) Q EY ) a
Serial Port adidaufeideslumslszgndadasediunaiiassmsmanuvessiadngs
o £ oo {I ¥ ¥ ’ ' . v WA ¥ o3 &
aroudu Fesuiludosldasdoaisdru Seral Port unurnidgygIunIouduieldinnas
[N o 1 = o o = w ] [ °
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msarhumatesdyanualeudy 14 esnnginseimauassiuiiuSewnuazondens
¥
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3.1.1 Use Case Diagram
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3.1.3 Class Diagram

WINSOCK

Key Generate

-1P

- Port

- Key Size : Long

- Data Arrival()
- On Errors(}

- On Request(}
- On Close(}

+ getkeySize() : Long
+ setkeySize(size as Long)
+ GeneratekeyByte() : Byte

+ GeneratekeyBit() ;: Binary

MSCOMM

+ onCommf()

1 1 ;

A
E
Collection E
-Size E -
-CurrentPointer é
-Slot() )
+Append() BRS4
TEmpty() -PathName
+FetchData() +OnDataAmival()
+ToSuing() +OnStart()
' +ABORT()
| +Check Vestor()
Vernam
- Name : String
- Code : Byte
+ encode(}
+ decode(}
+getName() : String
+getAlgorithmCode() : Byte

System

- User Name :
Siring

- Algorithm : String
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File Manager

+ getFileHandleNum() : Integer
+getFileSize() : Long

+ getByteData(filename:string) : byte
+getBitStringData(file : string) : byte

+ getCurrentDir() : String

+ setCurrentDir(Path as String): String

+ fileExist(filename : string) : Boolean

+ isValidPath(pathname : string) : Boolean
+ copyTo(src : string, dest : string)

+ moveTolsrc : string, dest : string)

+ deleteFile(filename : string)

+ createTextFile(filePath : string, strBuffer : string)

+ createBinaryFile(filePath : siring, byteArr : byte)

+ Start Server() 1 1 Encrypt Factory
+ Connect Server()
+ Shutdown(} +encode()
+ Encrypt() +decode()
+ Decrypt +getMessagel()
Algorithm
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- Cod¥ By'e 114 3.5 uamenmalaosunsud dvhmsoenuu
+ encode()
N decodel() _
x -~
§ R
DES Blowfish
- Name : String - Name : String
- Code : Byte - Code : Byte
+ encode() + encode()
+ decode() + decode()
+getName() : String +getName() : String
+getAlgorithmCode() : Byte +getAlgorithmCode() : Byte
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ATANUIN

M38BNIVY Software 228738 UML

1. Vision

Fufuaoumsesniuy Software T3 ududaemsdnnedalym awng
vosanudutulumsiann sofware masth 118 itelidudoyalums
poNULULE HAIIAD 11

1.1 Introduction

HegifuszunIneInisad 9 aauBan29udy (Quantum  Cryptography
System)  Fuiluszvuinenissiaduiinnuleeasvveaddiziutsziudaung
Fugnma@adiu Sadumalulas 1 Ju 20 maluTadfduaues Sautieed
ViTnAndassuuane g WadnBinaeu@u (Quantum Cryptography System)
sonuntmiethandwdAdinadsingann sauﬁamu?ﬁ’ﬂﬁf}'ﬂﬁﬁaﬁgﬂéuﬁa dalud
msfvumnasgums Waufiniuen Gty NECTEC 3alévinisisunazadia
FEUVINGINTG A3 193G VB I0UAY (Quantum Cryptography System) Sunidios
Weomuirnihan1F1difalss Tomiuazaamldsioluemine daluilegiutids
ﬁuﬁuama;j‘luaé;uﬁauﬂ1ﬁﬁ'ﬂuazﬁmm

msadusiadusmeuduiinnuuanmsnmadisiaia i Taofiezdnts

[ d'

w o=l . Ea- T 2 3
Whaianl4aen 1dnamsdudeslefidud uazdnsdeadllfdfumeldlums

U

0OATHANIUNIG Fo4F Q18R I9UAN (Quantum Channel) UNUAITAIAIAWITEU 9

ﬂ' Q'I 3 ) 1 ] 1 & Sk
any'ldvia T luilagiiuai dary ntemet, vavuy, 1audluddalnenss §335n1s
r Aw 9 g Y ) & ' @ & o 1 ! o
waHauud e IFudnursnnudels hivdasadumrilouiumsdeiusesdyna
A29UAY (Quantum Channel) 1119391n¥0T QY9 1IAIOUAN (Quantum Channel) tH103)
Tnrdnasudndudyanadsuauisoaseden Idniueu
o o o o w a ar

maﬂmmsmammﬂ%’mﬁammﬂ’muﬁn (Quantum  Cryptography

Demonstration Software) Hifumssiassmsinuvesszuninnmsadeswaduda
o : g o

AIDUAY (Quantum Cryptography System) ¥ liiun1sdinuvesszuy Taoly

[ oy t-:‘ 9/ &£ o =y
HWANNITUDASIEN T NADOAINUIZ VU



1.2 Business opportunity
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o o' ar 4
Quantum  Cryptography System mﬁmﬁﬂmmﬂizqnmi%’ﬂmm foats

Joyaninvaidsinisanuilasasogs uazdosmsanuindeioqe hu anniu

713134, 83AN3Y845Y, UTHA1e Miinsdedeyariu Public Channel fidoesmsnay

nensvvsatoya Hudu

1.3 Stakeholder Descriptions
High-Level Goal Priority Problems and Concerns Current Solutions
Quantim Channel High Protect key from Hacking -
Encrypt Data High Protect data into cipher General Encryption
Generate key High Prevent key prediction Make from simple
word or random
Authorize key High Make sure key is secure Receiver check with
transmitter
Send cipher to public | Low Direct send cipher FTP, Web download,
channel E-mail
1.4 Product overview

M15HUURITZU (Alice ADan1sdadioya 118 Bob)

2 o | a4 o [ al v
®  Alice MimsgudadifislFlunsdisiadoya uazdsfaladaBob i

Quantum Channel (1431101519099251901399/1 Serial Port)

o A Al Yo o arow . N
® Bob 1AM 1ATUNIMINS Check Aulasanufi Alice 134 Public

A ' W . ° Y o @ ¥ Ao
Channel LllﬂW‘U’JT]Jﬁﬂﬂﬂﬂ Alice ﬂgﬂTﬂ'ﬁﬁniﬂﬂm@y’ﬂﬂ?ﬂﬂﬂﬂ

lavany

4 Bob

g o . -] o ar
® iiio Bob 1A5U Cipher nezihuinoasva

41491 ez R3S Cipher WU Public Channel 1)

¥y & oy o ¥ o
1L'ﬂ$"1]3ulﬂN1°ﬁﬁmﬂ¥ﬂﬂgﬂﬂﬂmlﬁ3ﬂﬁﬂﬂﬂﬂ

g 1

oo ¥ 9
Aon Tasuwneunsd
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Cipher - Cipher ~ i ﬁ
< Public Channel - ) wg,"» ol
Key //ﬁz///'
Serial Port
Alice Bob

= o o o w wr  a o
51# 1nARuIn) uassmsihauuesyediaiS1ansms s daduiFiniouds

1.5 Summary of Benefits
Supporting Feature Benefit
100% Key Generate User léfdRennaenisaiaa

One time-pad (?J%ﬂﬁﬁl"li )

Foe 0 ar 3
180 : 1 doya v lddayailasadivinnin

Quantum Channel

=% c.;. =y o Qs
Key szimadassiutasmniinisdniu

Authorize key

Hosfunisgasnsu ldneudrauiué

1.6 Summary of system feature

- Generate key from Quantum Random Generation (7& U1 1309INT5 ﬁ: E\

=y o
#oTdsunsunsununns)

- Encode-Decode file correctly

- Authorize key for security

- Change key for each file




2 Use Case

2.1 System Boundary
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v 1 o g
"U@UL‘U?’I‘U'ENIﬂﬁ*N’luilzf]giuﬁjuaﬂﬂﬁﬂ'ﬁ‘nT‘Hﬂwﬁlnﬁfmﬁﬂﬁﬂ'ﬁ

A1UVDITTUVINGINS T 193H A UIFIAIOUAY (Quantum  Cryptography

A 4 o dy
System) FINUDUVARIUY

=y o : '
FADUNTUA i’)iﬁﬂﬂiﬂ?'ﬂ% H1UY Public Network

1. a¥1alifsunsudtasanisSuunsdedounddanaszviig

U

2. a1 TdsunsufivimThflums Generate Key unumsguidan

Quantum Random Generation

3 e 9/ o L Y o od .
3. ﬁ*mhlﬁLmswwu'mmmgml,azmmu‘uﬂuaﬂﬂ WIHNAN Serial

L]

1 ' ar ar 4 1 o
Port (RS-232) UMUMITTIHIUTOITYYIUADUAL Lﬁmmﬂmiqnﬁuﬁnﬂ

Quantum Random Generation 0¥ ¥osdaanmualoudy duiimshinm

9l 3 é A ) 3 - ayd
uwanag 1§ Imemistugegsilogiiudiegluduasunisite Taseuiisg

frneelaonsidoumsaiimIduazsimgnlumsafraagimmn

L] A b3 r
4. afraldsunsulua1uu9Ins Authorize  Key F9HIHIHIZ LD

Public Channel
2.2 The Actor-Goal List
Actor Goal UC (Use Case)
System admin - Encrypt Data -Encrypt Data
(Sender and Receiver) - Decrypt Cipher -Decrypt Cipher
- Send Cipher and data to -Send File
public channel
- Send MSG -Send Message
- Start up program ~ Start server
- Shutdown program - Shutdown server
-View log - View log
- manage file and key - Manage file

- Connect Server

- Receive File

- Connect Server

- Receive File

AN 1(NIARLIN) LAAIMITNHUA Actor-Goal UAZATHUA Use CaseUBI3ZUY
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1) Use Case: Start Server
Primary actor: System admin
Stakeholders & Interests: System admin dpam3laTz 1Y software 19E
9TAITIIADVANUNTOUUDS Public Channel & Quantum Channel (serial port) ABU

sTUUTINITUIY

Main Success Scenario;

Actor Action System Response

1. System Admin try to start server 2. Open connection

3. record log file

Extensions:

Actor Action System Response

1a. Start server without public network
connected 2. Display Error MSG

L. start server 3. Cancel operation

1b. Stat Server without Quantum Channel
Connected (RS-232) 2. Display Error MSG

1. start server 3. Cancel Operation

Special Requirements
- Public Network Connected (LAN, Internet)

- Quantum Channel (RS-232) COM PORT Connected




2) Use Case: Connect Server

Primary actor: System admin

80

Stakeholders & Interests: System admin ﬁ1ﬂ131%nﬁﬂ1ﬂ§aﬁm'§'aﬁ'}ﬂ

Main Success Scenario:

Actor Action

System Response

1. System Admin try to connect server

2. connection
3. record log file
4. display/set status “CONNECTED”

Extensions:

Actor Action

System Response

1a. Connect without public network connected

1. Connect

2. Display Error MSG

3. Cancel operation

1b. Stat Server without Quantum Channel

Connected (RS-232)

2. Display Error MSG

1. Connect 3. Cancel Operation
Special Requirements
1) Public Network Connected (LAN, Internet)
2) Quantum Channel (R$-232) COM PORT Connected
3) Use Case: View log

Primary actor: System admin

Stakeholders & Interests: System admin ABIAINTORTUNANIN IO Laz

L
I ' ar IS s o ar a
Ans0ay log fite N luamvsstuinnisiinudus waziunnmsiiauduman

vosssuuld

Main Success Scenario:

Actor Action

System Response

1. System Admin i 3) log file

2. Load log file Laigiterad Log file
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4) Use Case: Send Message
Primary actor: System admin
Stakeholders & Interests: System admin @ mﬁﬂﬁm'liﬁﬂ%ﬂﬂﬂﬂﬁﬂﬂﬂﬁﬁﬂ’lﬂ
#5391 18H11M 8 Public Channel

Main Success Scenario:

Actor Action System Response

1. System Admin type message
2. Send message
3. davennu ldlsy

=1

4. Update list Muerasnadon

Extensions:

Actor Action System Response

2a. Send message

1. deveamnunardsy imnsosv'la

L'}

4 - . ] F w9
11194977 Connection fail 2. System Himsudaieurings 1u'la

5) Use Case: Manage file
Primary actor: System admin
Stakeholders & Interests: System admin @ ansodon a1 130 foldeniio
samstdsHa’ld Tagaansoiimsianunudoya (Daw), doyadu (Cipher) uaz
gy lusHady (Key)

Main Success Scenario:

Actor Action System Response

. =) <
1. System Admin f1fi Browse @onlva

o o a
2. system hin1sAmaen Iddawdudoya




6) Use Case: Send File

Primary actor; System admin

82

Stakeholders & Interests: System admin Mmsaalng

Main Success Scenario:

Actor Action

System Response

1. System Admin thon landeemsda

2. mssunindou Aantiadeya o319Header
nouaa
3. Sudedayauas

4. waumadedoyn

Extensions:

Actor Action

System Response

o o [
1a. imsiaen I Audaas

1. Connection fail

2. System inaudadonuningalald

- LY ] teq
3. gufumsae lnuensen
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7) Use Case: Encrypt Data
Primary actor: System admin
. 3/ Y ar L& 4
Stakeholders & Interests: System admin ABIMIIVITHE Ivlad YR B
A32MABUHAIN key InNuaoANY TanlY Vernam w30 Algorithm sz

Main Success Scenario:

Actor Action System Response

1. System Admin HenIHandosnsiinis
[WhsHe

2. dudhsva 3. gnuaualig

4. Generate key AT Bit N wuvie
aunsanmuaedld

5. #fdkeyH 11 Quantum Channel (RS-232)

6. 132980 UAY MU public channel

o o' ar
7. dhsadeyadwddngndeauas Jasade

Extensions:

Actor Action System Response

2a.

1. dashswaind udsAdgndniy
P ’ﬁl'ld Generate key Tvi
3. 9 key W14 Quantum Channel(RS-232)
4. AINADY

5.V a




8) Use Case: Decrypt Cipher
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Primary actor: System admin

Stakeholders & Interests:

System admin Y1113 DOATHA Cipher

Main Success Scenario:

Actor Action

System Response

o o
1. System Admin 1#on IWdhdeamsrins

DRATHE

2. @onAsnasau Wdudinisaeasiell
1 4 'w
i Afoldernda 13
3 A 1 > o G . b3

3. udadeoudnoasiaduiv/preview Uoya

9
18

") ¥

4. 91 Cipher iaz A8 Algudnala

Extensions:

Actor Action

System Response

et 115!'

d 3 3‘ L7 n
1a, 1A8n Cipher laImIAsTIv: IH0oasia i
199

1. danoasiia 1Wg

¥
2. I8HULIUADY

»
3. @ cipher A Tu

= da
1b. RUHANDIA

1. denonive 1Wa

2. 521U uABY
¥
3. 911 Cipher N4

o
4, pUAHN
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9) Use Case: Shutdown Server

Primary actor: System admin

Stakeholders & Interests: System admin Avemstlaszuy odisaease
TapM157A977 Quantum Channel (serial port) -->Public Channel

Main Success Scenario:

Actor Action System Response

1. System Admin §41UAT3U 2. 118 Quantum Channel(RS-232)

3. U9 Public Channel (LAN, Internet)
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3 Supplementary Specification
3.1 Functionality

- Software A3 03095DLAzILA L IWAdoyanaron wiia 14
3.2 Usability

- 1 Sofware gl Interface Adr0dons I muazamIsn
Anuisms e 1dde
3.3 Reliability

- A¥amnsaiulalunnuiaeasevesdivhmsdeinlaoasy’ld
100% (M350 Error 141106171 11%)
3.4 Supportability

- Adaptability: KoY support a5 1% ms iy Comport, USB,
IRDA

- Configurability: #1350 149 1AAUTE VY Network 15n1é {Public
Channel)
3.5 Implementation Constraints

19 Visual Basic 1un1awaiu Software 4aziionIsmsaandniu RS-
232 1uﬂ1iImplementiuProject‘l{Lmum'i’ffﬁﬁ'lu Quantum Channel
3.6 Interface

- Hardware Interfaces: RS-232 (Other cable for direct connection),
Network connection (LAN, Internet)

- Software Interface: Software #IN150¥11471U P2P Lﬁmmnmmm
ﬂi:wqﬁﬁmﬂﬂﬁ'ﬁgﬂ Client A Server UBATINITUSoftwared 171113059951

wazvhaudulHa Idnaregduon Helwddeya sunm Tadilde dudu

2 2
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3.7 Domain (Business) Rules

ID Rule Changeability Source
& 3 £ w 3
RULE 1 | Generate key [ND 1% 1umsitnsia | Low. 919 1% Vernam Theory
UAADIA (Vernam) Algorithm auluns
Wavald
] Ed
RULE2 | Key 719z 1ifivansufon - One time-pad

4 o o
RULE 3 | Key 1MM3A579@00U087 Error | Low. 819 19nas101 | Standard
I 11% szvinsontankey lumsAmuaszay

b 1
17 ieann ludasany anyaonds’ld

A1719%1 2(AIAHUIN) A5 191LAAS Domain Rules

3.8 Information in Domain of Interest

- Algorithm %19 umsidhsWa Tz 193501500 one time-pad
(Vernam) 15¥ariiadeiia uazamisodonld Symmetric Key Algorithms
ou anlulsunsuld

-Key Authorize M35 190 uAddosdianuiudwazudueulums
¥ Taoszduiivsoensuidae annsod Eror ldedheann 11%

-Key Pattern §1M1UN15 Generate key 9319 Random function 910

1 =g o 3 = ,
Computer UNUNT1TFUIIN Hardware uazPuddnldnsufuaun one-time pad




4. Glossary
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Term Definition and Information Aliases
- ¥ w9 Y A A
Encryption mmnswﬂmagaﬂ'wkeymmwummﬂaﬂﬂ
Decryption m3noasHanodoyaiitsia 139 key 9210
Joyahunessoanin
Key AlugadeyailFiumsdhsie eadedeyan li
IR a
a3alF I8 vin'lulinsaan 1 lumsdnsda
i 1 =1
Public Network sepuntoveiiiumnsazdlafannsadhldau
iy
14
Cipher Feyafiihmadnsiaauud,
L) r t é
Quantum Channel FoINWMTAITOUA A IUUAIHIITNY Fiber ¥

3o o 9} 14
aansaaedeUdanasuandoyald

A154 3.3 UAAINITAIANITA9Y AiReatestussufieonuuy




5. Use Case Diagram

Sender

LN

i

Quantum Cryptography Demonstration Software

Send Message

Encryption

Send File

Manage file

517 2(mAMLIN) HAALUse Case Diagram Y0953 UUTODAUUY
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6. System Sequence

Diagrams

® SSD: Process Start Server

: System
Start Server() _.__j
:
Open Connection ____. __________ '
wovoemeno--ooRecordlogFile _______________ '
'
.
:

® SSD: Process Connect Server

i .
: Connect() N
5 s
54_-,---___-__-_(3_0_1111991&& ...................
i }
1 1
‘-------——---RecordLogFile _______________ i
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®  SSD: Process View Log

: System Admin : System

View log file()

Y

Load log file and display

e BRiEECE! ELTEE

® SSD: Process Send Message

: System
|
Type message() :
Send message() >
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® SSD: Process Manage file

@

: System Admin

: System
= 5
: Copy File() >
1 ]
i :
: Delete File() »
= s
| Move File() »’
I 1
e s
PR M AN Sevepathfile _______________ E
1 L]
SSD: Process Send File
: System

' Select file() .;E
E Send file() X
1 L
: :
e T AR Separate file and create Header ________ "
1] 1
‘ )
¥ )
G SendData ________________ :
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® S$SD: Process Encrypt Data

: System Admin : System

: i

: Start System()/Connect() |

] ‘I

' T

] ]

] 1

I T Open Connector OpenPort | __ 5

'

E Select File (file name) !

: o

. i

' Generate key and Verify on BB84 Protocol )

l U

= i
@ iooo-...RemmKeyHSecure _________

: [*do until secure]
' i

: Encrypt (file, key, algorithm) i

: b

[3 1

' 1

3 1

ey Ba Y/ SWsa's'S ReportMessage ___________.. 3

3 ]

3 )

: System
Decrypt()

Select key to Decrypt and Decrypt
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® SSD: Process Shutdown Server

: System
H
Shutdown Server() :
Close.Quantum Channel (RS-232) _______ |
lI
_______ Close Public Channel (LAN, Internet). . _____ |
1
Display / set Status DISCONNECTED . i
7. Contracts and Use Case Realizations
®  Contract CO: Start Server
Operation: Cross Start Server()
References: Use Case: Process Start Server
Preconditions: none
Post conditions: - 52U HINTAIA Connection w%’au‘ﬁwm

- M3 Record Log file

- 3TVUILIIMTUINIHDstasYDY server uuwﬁmﬁmwa




® Contract CO: Connect

95

Operation: Cross
References:
Preconditions:

Post conditions:

Connect()

Use Case: Connect Server

Server Started

- J2UILNINS Connecting 4 Public Channel 1oy
RS- 232

- 17M3 Record Log file HazitdAIAn UL CONNECTED

® Contract CO: View log file

Operation: Cross
References:
Preconditions:

Post conditions:

View log file()
Use Case: View log
System Started
- TYUUREYING Load log file iA0N15

- Display log file finioeianmg

® Contract CO: Send message

Operation: Cross
References:
Preconditions:

Post conditions:

Send message()
Use Case: Send Message

System Connected

9 Yas T

- szuvagihmsdedsyalliedur Public Channel

L3

- Update Display message ‘IJuH%?'ﬁtElUS::H’JﬂNﬁ

® Contract CO: Browse file

Operation: Cross
References:
Preconditions:

Post conditions:

Browse file()
Use Case: Manage file
System Started

- 521MATIUAN path file Nazidwhinsidswa




® Contract CO: Send file
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Operation: Cross
References:

Preconditions:

Post conditions:

Send file()
Use Case: Send Public Network
- System Started

- Select file()

o ' o 3
- imans Iafludue uazadr9Header

- dinsaedeyaliasundau

- wnumsdidoyn Tnsuaaswauunivouaanm

®  Contract CO: Encrypt

Operation: Cross

References:

Preconditions:

Post conditions:

Encrypt()
Use Case: Encrypt Data

- Systernt Connected
o 1 9 L4
- szuviimseiudeyarivig Ina
o 1 o o i 9/ o 1
- yimsguAda i ubitusdeyauazihimsde |y
faT UK RS-232
o 9 ad ] 3 as W1
- ATIUFANTTUYNABIVOINY IS U IR ITULASHTIRTU

Public Channel waz 1afunsdudnuanugndes

“giawunaenda lddasasuszuussimndisva il Tao

sI,“Js;’:ﬁ‘\dgorithm: One-time Pad
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® Contract CO: Decrypt

Operation: Cross Decrypt()
References: Use Case: Decrypt Cipher
Preconditions: EH n%’ayja Cipher 13 udau
Yo o d 3 - = v '
- "l.ﬂ'i‘l‘lﬂﬂ‘l‘]ﬂi'ﬁll‘lfﬂﬂ'ﬂﬁgﬂﬂﬂﬂ UASUATNHANTIAHWDUN I
25%
- Select file() NABDINITNOATHE

) L
- ﬂi?%ﬁﬂﬁﬂﬂ!ﬂﬂiﬁuﬂ'ﬁﬂﬂﬂiﬁﬂ

Post conditions: - 52UVIENININDATHA Cipher

q w o d
- S UL NAB L DDA T HAd U5 TV T DFailed HAHINITD

5 9! 9/
Preview @.‘l}ﬂna“lﬂ

v »
- 52UV INTAY Cipher 1Ay key 7 1¥lumsnoasiaha

® Contract CO: Shutdown Server

Operation: Cross Shutdown Server()

References: Use Case: Shutdown Server

Preconditions: System Connected

¥
Post conditions: - iz“lJ“Uilz_ﬁ”lmiﬂﬂ Connection Y19 Public Channel 813

RS-232

- Exit Program




8. Domain Model

Cipher

98

Decrypt Cipher P

Size: Number
Key Reference: KeyID . < Encrypt Data
Algorithm : Algorithm Name
Send To
*
v Key * Use By P 1
Algorithm
Date : Date/time
\ Name : text
Reference : File name 1
ID: Code | 1
*
A
Create 1
! - File
Key Generator Manage Size : Number
Length : integer Name : File Name
} 1
Public Channel Send By P
A
Local Host : TP Quantum Channel
Local Port : Port ] < ! Type : Port type
Remote Host : IP A i 1
Remote Port : Port Use System
| User Name : String . Use P
Send | Algorithm : String
v 1
Create
* 4 Send
Packet v
* *
Type : Code
Message

Message : Text




9. Interaction Diagram and Use Case Realizations

® Interaction Diagram for Use Case Start Server

Start Server()

Listen()

Disable Menu

®  [Interaction Diagram for Use Case Connect Server

~System

T
b
]

]
Connect Server():

Connect(IP,FPORTY}

DisableMenu

> Save Log
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® Interaction Diagram for Use Case View Log

View Log()

Load Log(}

® Imteraction Diagram for Use Case Send Message

i System Winsock

1
Send Message()|

Send Data(}

Cisplay(Message}
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® Interaction Diagram for Use Case Manage file

Svstem
Copy File() |
1
new()
. File Manager
Copy(file} }
T |
1
i
: new(}
. File Manager
Delete(file) E
|
! new()
. File Mapager
Movefite(src,dest) ;

® Interaction Diagram for Use Case Send file

. System S Wansock
Send File() | :
L |
File Infof) |
Reply MSG Confirm
it L - TS ——
Send Data(}
Reply MSG
VO i

_> Remave File
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® Interaction Diagram for Use Case Encryption

Encryption

new{)

Generate Key() 1

Return Key

SendKey()

SaveKey U

new()

Encrypt{data,key) |

Return Chpher

Save Cipher
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Interaction Diagram for Use Case Decryption

System
Decryption :
new()
keyGen
Decrypt{cipher} |
|
Return({Data} J
S S S
|
Clear Cipher
]
1
I
Interaction Diagram for Use Case Shutdown Server
LSystem - Winsock

Shutdown() ! .

Close() ﬂ

Exit Program
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10. Design Class Diagram File Manager
+ getFileHandleN : Int
WINSOCK Key Generate gotFileHandleNum() : Integer
+getFileSize() : Lon,
-1P - Key Size : Long & 0 &
+ getByteData(filename:string) : byte
- Port + getkeySize() : Long gy &1ny
o +getBitStringData(file : string) : byte
- Data Arrival() + setkeySize(size as Long)
+ getCurrentDir{) : String
- On Errors() + GeneratekeyByte() : Byte
. - + setCurrentDir(Path as String): String
- On Request() + GeneratekeyBit() : Binary
+ fileExist{filename : string) : Boolean
- On Close() 1 t
+ isValidPath{pathname : string} : Boolean
"1 + copyTo(src : string, dest : string)
MSCOMM ] y ] + moveTo(sre : string, dest : string)
] ! + deleteFile(filename : string)
System
+ onComm() 1 + createTextFile(filePath : string, strBuffer : string)
A | User Name :
y i + createBinaryFile(filePath : string, byteArr : byte)
' String
1
]
! 1 - Algorithm : String
1
Collection
BR&4 + Start Server() ! | Encrypt Factory
PathName + Connect Server()
-CurrentPointer
+0nDataArrival() Shutdawn() +encode()
+0nStart(} + Encrypt() +decode()
+Append{}
P +ABORT(} [ 2K +getMessage()
+Empty(}
+Check Vector() Algorithm
+FetchData()
1 .
- N : Strin
+ToString() - &
- Code : Byte
’ + encode{)
+ decode()
- -~ A ARSI
T
Vernam DES Blowfish
- Name : String - Name : String - Name : String
- Code : Byte - Code : Byte - Code : Byte
+ encode() + encodef{) + encode(}
+ decode() + decode() + decode(}
+getName() : String +getName() : String +getName() : String
+getAlgorithmCode() : Byte +getAlgorithmCode() : Byte +getAlgorithmCode() : Byte
I
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