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Abstract

This project presents smartcard reader and writer by using microcontroller to control its
process. It will be applied in apartment. Each of them will have a smartcard reader connected to the door
and the main computer via serial port in order to open and close the door. The main computer will

record code in smartcard and send it to smartcard reader at the room.
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- doarumsidlisudeyadiosTaruiiond (PSC)
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iDecimall
] i Read 2ES
;;_ F ,'.i,w,.u.x e s e e et e o e RSB 1 @ TE TSI ) SR e A e 8 e a7y n} nw
H J ¢
Write SEES raa iV B Arii Linprelect
Seouity Pzta Menwery .
LN B0 DN D 32 Byte :
Prolevtion
Nl L3N 1A Protectubic
s 2 Programmable Mopery b |) -
: b " Daw Memory
CoSecwnily Cude pPRONE | AT =G F
‘ [ Manufacture Code i
¢ obrrvw Ceanfer

P ' 1 S Qs as
7 2.18 vdenlavzunsungasdiuaeguesmsaniszuuilastunaulaeadodoyn

vnglit 2,18 fiuleezunsufiuaaunimiaunes SLE4442 szruldhimsamdoyann
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A ) 4 P
2.6.2 palseussauinminyiinlUnsmaed (Asynchronous card Interface)
24 i ¥ ' ¥ oo A
Tunsaifidluaniamsalilsmeaes 1vndoudoozianuguinnniu dyanaaniiniy
Py o & y ' 4 3 ]
Houlfunswanrinniia wwiudyananiinuuuaotios (Continuous clock) MRIUD 3.5712
= 7 g W ' Y W [ = w ¥ o
wozidsad aaeaaiilsan @ lode swilmsiu-ddoyanvuosdlania Taolsdwyim

y— ar o L} ol 1 é - o ng— o
WR Lﬂuﬂan1nuﬂmamﬁw?am%ga mﬂuﬁmamlnmzaam%’agmaamam (WR=1ym

i 2.19
Vo o (PN
.
RN > = RY-210
o dodrmm Ty et
ULk a — = T e

25712 Ml N Rx
—
J wh o= |

WR
31/ 2.19 @nisrpyasaNI M astia llsmmaas

P 5 o [ J
2.6.3 Wilanoaflilumstemsfueryiinnmsa
Y o oA o | o 4 E v o =
midemsfudnauisnmsa  suthudedld s Tenealumsdeashunnatsduaivaia
yasmnsnmisa dains i ldudahamsmmiatiog 2 wiiafe wulis uaz Tlswmees TilsTanoa
a9 A w o P | o = > 1T A 4
Al lumidoasfumninmsedegmniveondiu 2 adiandnudu fs msdemsuuuey
. o q . hd & o
Fa1n317a (Asynchronous) tazmidemanuuFaInsiia (Synchronous) Fsuaaaladagy 2.20 uazln

Cly 4 = @ é 4 1 r
Tasenuthase¥msfomaunugalania 1115 Innoa tunsdomseziieg 4 wuu Tdun

- Reset and Answer-to-Reset
- Command Mode

- Qutgoing Data Mode

- Processing Mode
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Transmission Protocol

Synchronous Protocol Asynchronous Protocol

FCBUS (S 8)

T=2

31U 220 waziBeaveamsTemamunFalasia uaz msfomsuuy oxdalania

Tuamisnnisa

2.6.3.1 Reset and Answer-to-Reset
Answer-to-Reset IAATHATNNIATIIN 1SO 7816-3 (ATR) lumsSidaaniumuise

o 5 < " 4 o a 9 o o
Mldnasariarlupsian - lugeunsn  siweammanimesszgnimualiiilugudon
foyonaudnt wioufudeyaiiausn (LsB) Agnddlddimunsnmia  uazlusimes

aIuuIRn 31 gnaow Yeya 4 Ty Aeglu EEPROM szgneuesnut duyeieunin

e

¥

v L4 2
anfl 33 sxnlAouwn o Wegluaniue high impedance nazdugaduaounismaudiu

o

ATR
Answer-to-Reset Byte 1 Byte 2 Byta 3 Byte 4
(Hex) DO, .. DO, | DO...DO; | DO, ..D0. | DO, ... DO,

— ~m— Address rese!
: .
RST
] - ,
; IC sets | /0 to State Z
!
CLK 0 ol |1 2 30 34 32
Y
/0 o 1 D0 I 0o, IDO;\:I l 00301 9031]
- 1£0G1788

11]171 2.21 Reset 18 Answer-to-Reset
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2.6.3.2 Command Mede
a o g T ¥ o o @ o @ 3
na9nmsnIuludu Answerto-Reset ndnaznynisdidaae 11 Taolugndidasdes
3UAUA0 start condition MHAWAMFIvHIAA1H1 3 TuA uazdygIwNINN LaZIUAY stop
condition

- Start condition : Y@LV IAIWDY 1O Tuvnizdygannwnilaonius High

¥ »
- Stop condition : ¥BUWIIUYDY /O Tuvnzidyaaunidmiianiug High

@ & v s W o - L
waani s Sumdauds veimamaniniu 118 2 uuy fa
. o as ] )

- Outgoing data mode @THIUNITDIUIDYD

- Processing mode d 113 un1sounazmsaudaya

Outgoing Data Mode
a dy o a o L% s o B =
msvalulnueli - musnmisezshinsdweyaluidluTnsnonInsawes Tevdoyaiin
usnzgna MmN dsnnveLavedyapanimgnsn  naanndeyadingahugndsen
uud TulnsnouInsamofwdesdadaanunidndn 1 gnldiamnsnnisa ol v vo egly
A0S high impedance naz¥i Iamnsnnisamssuddusde 19 seiamshaululnuail ey

T1i3im 319211 start condition LAY stop condition

Processing Mode

YINEAGN

o

2 A4 o w ? o .
msimnnlulnuetltumsinumoludimninmia  veuwasvead
o 3 1 o o 3 $ ar o ] 1
usnseih . 1o egluaaur  Low  uazamnimmismezdesldsumatlendyapaniiniegs
] ] @
Aatiosaunseiisn 1o sxadmegluraiuz High szwinemahandulvanil szlifins1dau

start condition &% stop condition

sguhsmameuluTuuail o1 RST azdevegluaomuz Low msiwaliul RST Toglu
anuy High Tvmzidyapanniintogluaniug Low suilumssnidnmshaou tasin vo o

ﬂﬁu1ﬂ6é1uﬁﬂ1u: High impedance



‘0 evelZ

Commend -—w ITD sets i /C | Jutgaing Dot —» iC sets 1/
RSTislow -ovel tolevel L | "o gvelZ
+ - -l v
[Tl Ll Rl L el I A I I Y I I
ol R [ I b - —
/0 +!| A ot X 0 X1z X0z XDz \ |!| | X0 g
L. L - -
a 4| & D%
Strye- Stop ‘ Srort of -
from IFD frem D | Cuigeing Data IC sets /0

Frocessing  »

v
|
i ol 7‘_|||||;|'

%1_,

SOt
il [ha - T
A r s
b.. Data in Sioriof £nd of
0O: Data Ou* Processing Pracessing
03 789

Fl 1/ 2.22 Command maode, Outgoing data mode UBE Processing mode

o ar dJ d
2.6.4 MRl lunsfsrefumsnnisa
silunvesiifudaz Mdaezivia 3 luv TagTunisdadeya In LsB sgndsean il

dudrdousn
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MSEB Control LSB | MSE Address LSB | MSB Data LSB

o7 [es |5 B4 [83]B2 |8y [Bo (A7 [As [as[ac [a1[n2 a1 a0 |07 [Ds ps [0« [pa o2 [o1 0o

0 sets | /o
Coemmand - > o level L

CLK r”‘llu Iz FLFLITI_ITLITLJ'*LJ“I_I”I_FLFEI_I‘UMLFF‘
/0 ; €3 D 5 D 5 T €5 £ & O

H
A

Start Stop
from IFD from IFD

IED01740

gﬂ‘ﬁ 2.23 Command mode
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dmineansnmiames SLE4442 vxilyaiidedannined 2.6

Byte 1 Byte2 |Byte3 Operation Mode

Control Address | Data

B7 |B6|B5|B4 (B3| B2;B1 B0 |A7-A0 |D7-DO

0 0 |1 (1 10 [0 [0 |0 [address |noeffect | READ MAIN outgoing
MEMORY data

0 0 {1 3t {1 [0 |0 [0 |address |inputdata| UPDATE MAIN processing
MEMCRY

0 ;0 |t |1 0 [1 [0 [0 |noeffect |noeffect | READ PROTECTION | outgoing
MEMORY data

0 |0 1 41 11 |1t |0 |0 |address |inputdata| WRITE processing
PROTECTION
MEMORY

MT1A 2.6 PEAFWDITI AN 1TALBT SLE4442

2.6.4.1 nriEMTBYnluMIIEATINGINGN (Maln memory)

Y kY { T 1 o a 3/ =
ﬂﬁZujuﬂjiﬁﬁzlﬁuﬂ1§é?ﬂﬂﬂ¥ﬂﬁgﬂﬂﬁiﬂﬂg1uﬂu’JUﬂ']'}lm'l‘Hﬁﬂaﬂﬂln Tﬂﬂﬁlayﬁﬂ‘ﬂ

2 o a oo o 9 LY = ¥ ar
LSB szgnauoanuniludiduusn oz lulasaou Insamesazdofloudyagnandnmbity

] L g
mninmiinedidaiiosauninszuunseudoyaszaiaiu

Address - Maln Memary

Protection Memory

Securlty Memaory

{decimal} - {onty SLE 4442)
205 Trata Byte 255 (D7 00 |- -

32 Data Byte 32 (DT ... BC) |- -

3t ‘Data Byte 31 (D7 .. DC} | Protection Bit 31(D31) |-

3 ?Data Byle 3407 ... DOy Frotection Bit 3 (D3) Reference Data Byte 2407 ... DO)
2 ‘Data Byte 2(07 . . DOy Protection Bit 2 (D2) Reference Data Byte 2407 ... D)
1 Data Byte 1(D7 ... DG} Protecticn Bit 1(D1) Reference Data Byte 1{D7 ... DO)
4] ‘Data Byte 0(D7 ... DO) Protection Bit 0 (DD)  [Error Counter

i | o a o @
ﬂTSN“?I 2.7 Hu'JtJﬂ’ﬂiJmﬂaﬂaluﬁllTiﬂﬂﬁﬂ
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Controi Address Data
B7 B5 | BS B4 B3 B2 | B1 BO |A7.. AOD D7..DC
Binary o 0 1 1 0 0 0 {Address Ne effect
Hexadecimal 304 00....FFy | Noc effect
Cemmang  w  IFD sefs - /C  Qutgoing Doa > I sers /0
o leve! to tevel Z

Srop 1
frem IFD § Cutgeing Bata

LI
T TDatuof

 Srart of

Deto of
Startaddress Startaddress + 3

Date of
Address 255

EMbEFEH

31 2.24 plupusmidai g lunszuumsadeyalunissanudman

2.6.4.2 M3 misyalumiaannndileaiiu (Protection memory)

a . * - o E , o = 3 =t
ni:mumsuﬂnﬂumamuuwﬂmnu (Protection bit) 31UIU 32 UMDDNUN Tavvz@oaiinig

floudyanuuineduaadisasiuag 32 gn uazrdnduaIuunniangaiie 11 1O dzgnam

T¥ogTuan e high impedance Tnoiintloanuiivzusasidoyalumisvanuimanmuisondly

NG

Address Main Memory

Protection Memory

Security Memaory

{decimal) {onty SLE 4442)
255 Data Byte 255107 DO} - -
32 ,Data Byte 32(D7 ... CC; ~ -
31 Data Byte 31 (D7 . DC; -Protection Bit 31 (D31) |-

Cata Byte 3 (37 ... D) iPrumction Bit 3{D3) |Reference Data Byte 3 (D7 ... 00}
2 ‘Data Byte 2 (D7 ... DO} :Protection Bit 2{D2) |Reference Data Byte 2 (D7 ... 00}
1 .Data Byte 1{07 ... DOy Protection Bit 1 {D1)  |Reference Data Byte 1 (D7 ... B0}
0 Lrata Byte 0¢07 ... DO}  Protection Bt 6{B0) | Error Counter

A15199 2.8 wisnuiitesiuluasnmsa



Control Address Data
B? BS =1} B4 B3 B2 B1 BO |A7...AD D7...00
Binary 0 0 1 1 0 1 0 ¢ | Noeffect No effect
Hexadecimal 34, No effact No effect
Cemmend -  IFD sets I/0 | Ourgoing Dama >  sets 1/
to eveil

CLK [_"| ninlE

v

—L_.-CD-\_J'

i\--c

{6 leve Z

D-.CD-CD-’_

4 ol of Data of Dato o!
3yre 1 Byte 2 Byte 4
Stert Stop Stort of
framitd from IFD | Cutgoi~g Jate [EIC1792

1 ]

71ldi 225 sAupudmdn i lunszuaumssnssgalumisanudilesiu

2.6.4.3 manlfsunlastoynlumiennudivin
nrzuumstvzihumantoualasfoyalumizeaidmdn TavlulnsnouTnsames
azdosdatoyalmildunmninnsa wazausnadav isuarlunsalfenula wWoyadszinm 5

ms NANUHVDITYYIMUINM 50 kHz

Control Address Data
B7Y B6 B5 B4 B3 B2 B1 BO |A7...AQ D7...D0
Binary 0 0 1 1 1 c 0 0 | Address Input gata
Hexadecimal 384 00...FFy | Input data
Command > HD sets 1/C Processing - ‘Csels 1/C
ic lavel | to leve: /
v v
CLK " ; : =1 [E] i)
| G t 2 ‘ 23 24 | Q H 2 w3 o Lo
BO B1 D& 7 .
6 LA ) /
f ot
Start S*op Start of F001793
fromIFD from IFD | Processing ‘

514 2.26 slupumFR 1 F lunszvussouladeyalumioanuimdn
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¥ Y ’ N v o I Ay = o o o )
ﬂWJi’]Hﬂcl‘Hﬂu?ﬂﬂTlll‘ITI‘Hﬂﬂﬂ]U.WLNTW]B\flﬂ"liL‘]Jﬁﬂul.iﬂﬁﬂuuilﬂﬁﬂﬂﬁﬂuﬂg U1 1I/O 1w2Pn

i 1oy Tueniug high ndmndygyrouningniaoa

2.6.4.4 m3dipudoyaashumizannudeain
& = o vy = ar 4 ¢ ¥ I
nszvumsiasmalSouiousznndoyanddlliiaminmsiauazdoyaiieglu
] o o Y 3 o = ™ 2 a = ] r o
wwanuiman ddeyaiiaemsaiu dnflasiuszgniza Fevzdhlidoyaheglumissanui
ar ] 'Y 4 13 k' o 1 woooa o o '
wan limusoud1v1d uadmindeyansaedlias s intlostufz ligriza Taananiu

e A o =i ¥ ' 0w
aszuIuMstzmilounumanlasuntlasioyalumizonnudiman

Control Address Data
B7 | B6 | B5 | B4 | B3 Bz | B1 BO |A7..AQ C7...00
Binary a o) 1 1 1 1 0 O | Address Input data
Hexadecimal 3Cq 00y .. 1Fy | Input data

1 r

Jun 2.27 Ui g unss uaumsioudeyanslumioanuditfasiu

2.6.4.5 nrsentoynluBiRnaSiuning (Security memory)

nsguaumsiezldnvuzadoiumsowdeyalumizennuiiflosiu Tasszdhimsam
a o ot =) ad El - | o = ¥ w e L4
Yoyad o 4 TudluddersiwuTuiaa nin sazdasiinsdlaudygrannim bitvausnmia
atlAnitio U9 32 gn uasuAIndy g innEmgngaie 11 1O szgarra Idey Tuda 1wz high

» [
impedance TauReunsznumssmdoyaludfor i uiliegdeaiinsasieaeu PSC (PSC
1 ' [ £ A1 aa i r v ¥

verification) 11gnavanda 1 61hignase doyaludfedsanm TuTez ldawsasmesnnld Ta

Tuasuosdoya v1 10 sy luaniug Low

Address Main.lv‘.’le.hnry Protection Memory Secufity Memery

(decimal) {only SLE 4442)

255 Data Byte 255(07 ... DO} | = =

32 Data Byte 32 (07 ... DOy |- —

31 Data Byte 31 (D7 ... DO} |Protaction Bit 21 (031} |-

3 Data Byte 3 (D7 . . DO; Protection Bit 3 {3} Reference Data Byte 3(D7 ... DO}

2 Data Byte 2 (7 ... D0} | Protection Bit2(D2) | Refererice Data 8yts 2(D7 ... DO)

1 Data Byte 1 (D7 ... OO0} Protection Bit 1 {D1} Reference Data Byte 1(D7 ... DO)

¢} Daia Byte 0 (D7 .. DO} Protection Bit ¢ {0 Error Colnter
(0.0.0.0,0,02.01,00)

= 4 A aa 2 o P
13191 2.9 FHeI5AwY TU5 luguisnmsa
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Control Address Data
B7 | B6 B5 B4 B3 B2 B1 BO [A7...AQ D7...DO
Binary 0 0 1 1 o 0 0 1 No effect MNo effect
Haxadecimal 3y No effect Mo effect
Commend  ® IFO sets /0 | Outgoing Oara  » Csefs 1/0
o leve: | 1 to level Z

iy 4 ‘ r—n
JEpEpENErENE T ER

4 A 4Dotaof Keference Referance
- Ercor Counter [iata Byte | Data 3y'e 3
Stert Step Start of
from JFo fromIF3  Outgoing Data IEDD: 785

v o qv) ] o - 4 v
319 2.28 lwvddsn s tunssanunmaudoys lusimuaiaun Tas

»w 1
a

2.6.4.6 nanfenmlneVoyaludiRes3 A
fiﬂuﬂsxmuﬂmﬂfdiuuuﬂa:ﬂ’fﬂya“lw?nﬁm?ﬁwmuinéfjﬁazﬁ’mﬁnnm:ﬁmau PSC (PSC
verification) M1gndeansely Tasmsuluszannsoiildhinisasisaeu psc gndas uadinin
msasandou igndos AnTuANUAAWAA (Error counter) dviianu nagifoudrfinen 1 dhio

Taonatlunszuaumsisamilounumsnfeunlastayalunizsanudman

Control Address Data
B7 BS B5 B4 B2 B2 B1 BO |AT...AD D7...00
Binary 0 ¢ 1 1 1 0 0 1 | Address Input data
Hexadecimal 39, 004...03y [inputdata

¥ ’ r [ o [
51l 2.20 tlunmsadan 1 TunszinumsaldounlasdoyaluiRessann s

&S

2.6.4.7 nrsnfSouisudeyanlilumnsleney

3 ' » r
aszuumsiiiz 1 mfumanfasunladeyaludiforsanm 1as Tunszumms

e . o = Ed 4 g w 3 Y oA et
A37980Y PSC (PSC verification) Tavaziimsiffsuiisudeyanduniudeyadiedenog ludfien

-hdy = 1 dy 3 = Qs = V s d 1 ¥ A&
AT wazszrInnszuIuMItIzADall msffauﬁmununmmwm“lwﬂmmmiﬂammamm



Control Address Data
BT BS BS B4 E3 B2 B1 BO | AY.. AD D7.. .DG
Binary Q o 1 1 Q 0 ] 1 Address Input data
Hexadecimat 334 Q0. .03, Input data
Commerd  » iFD sels /0 IC sets 1/O
o level : to level 7
, ) ) v v
Tk [ < f ! I?I II | | |c| | l [l fel I sl ;::]
Acdress 1 : Byle 1 A &
Aoddress 2 Byle 2 L
4l Acaress 3 Byte 3 Siag Cstart of
from IF2 ‘rem FD  Processing
1206 796

31l 230 Unvumdai s lunszaunsufSeuioudeyanldlumsassasu

2.6.5 mias1anausnnile i (Programmable Security Code: PSC)

Tunsilasumlastoyaaiy 7 lumndnmsminezdoaiinisaswasusatlosiuiau
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Tandminluiimsarnasusiatesdunou Ae himusodsunieavdoyaluausnmsald i

M ) ar 1 o ! { o
n3aseaeuil ligndes dniiuainuAana 19 (Error counter bit) 3zildguin 1110 0
: = o 1 o a o
Tuduapuusnimivianuiawamezdsagnulaousin 1 i o Taonszurums

[ ¥ r ' 1
alamunlastayaluFRorsawnTas di30i 229 awdemaiFouioudoyaiidluns

¥
A5 Minszuiumsaeasusiatiosiuiigndes DagansaaumvesdaiumaNuHaNm A

¥ A =y 1 [ Qe = ] ¥ T a 3
18 F1Tauilnase Tugnay Taoda Tuiia uazanmsaiisun Toaudoyaluninonnudmanealu

o v ¥ | A dy 5 ¥ < e
’diﬂi?’lﬂﬁﬂu[ﬂ ﬁFl‘iT]JmT!flfNﬂﬂull'NmU{‘l]H!.i.ﬂfl’ll]‘i‘ﬂﬂ'l‘iﬂ

bbmmand Control Address Cata Remark
' B7...B0  [A7..A0Q D7...D0

Read secunfy Mamor;.r P31y Mo aﬁ'act MNao eifect Check Error Counter

Bﬁ&éﬁe Se:urity Memory 39, v 00,. """"""""""""" input ciaié Write free bit In Error
Countar input data:
0000 Oddd binary

Compars Verification Data | 33y Mu Input data Refetence Data Byte 1

Compare Verification Data | 334 02y, tnput data Reference Data Byte 2

Compare Verification Data | 334 03, input data Reference Data Byle 3

Update Security Memory 39,4 00, FFaq Erasa Error Counter

Read Security Memory 314 Noeffect  |Noeffect | Check Error Counter

3190 2.10 gaMdIn

]
3

]
=1

IFunszurumsasnaeusviailosdu



Yerificelion
Frocedure Comrnands
Keod tC AL SW
Comparison Y
blockes
N
Write cne bit
of £C to "0 UPDATE SM Adcress 0 Data
Comparison COMPARE VO Address 1 Byte 1
vasificolion data
rafarence dala COMPARE YD Adurass 2 Byle Z
COMPARE vE Adgrass 3 3yle 3
Erase EC UPDATE SM Address € 1913111
Read EC READ SM
Comparisor
unsuccassiul N
number of “1" 4 ©C = Error Counter
= number of SM = Sacurity Memory
possicle ratries Y YD = Varification Dala £001304
51/ 2.31 nszuqumsas 9o Hadleadu (PSC verification)
2.6.6 Reset Mode

WIWIDT00UT N (Power on Reset)
P 9 s =1 4 d" ¥ o o 9 3/ o = o [
Tupouisudu nasnmdoutias uazdoulaosdiutiasudl wzdeshmsantiasnou

misaunsenlasunladoyala 9 lusias
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2.6.7 NIENIBNNIIIINIU (Break)
$101 RST e Wag Tueroug high Tnvazi CLK aglumoiuz Low mshinuynodneg

= ar ' . . 7 r =t
gnundan uazv) 10 axnaulilogluan g high impedance uazaminminzagluaniziin oy

wziuidade’lal

Parameter Symbol Limit Values Unit Test Condition
min. | typ. max.

RST High to CLK Setup time T 4 Hs
CLK Low to RST Hold tme I 4 us
RST High time {address reset} |- 20 50 s
RST Low to 2O Vatid time Tg 25 us
RST Low to CLK Setup time T 4 s
CLK Frequency Tk 7 50 KH2
CLK Rise time is 1 IS
CLK Fall time r- 1 S
CLK High time I3 9 s
CLK Low time I 3 IS
CLK Low to /0 Valid time I- 2.5 s
Reset time for Break s < 13
RST High to 1C Clear time Tig 2.5 js
(Break)
[#Q High time (Start Condition) | . 10 1S
CLK High to O Hold time I 4 us
/O Low to CLK Mold time fy 4 1S
{Start Condition}
IYO Setup to CLK High time Ty 1 ns
CLK Low to /D Hold time T 1 us
CLK High to /O Clear time Te 4 1s
{Stop Condition)
CLK Low to /O Valid time I 2.5 us
CLK Low to /O Valid time 75 25 15
CLK Low ta /O Clear time Ty 2.5 ps
Erase time teR 2.5 ms | fux =50 kHz
Write time Tar 2.5 ms Foik =50 kHz
Power on reset time Tacr 100 s

A15190 2.11 Frnaeadaaiud e  Aldlunsaadedumminmia
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/0 | knor cefined / 80, X b0, X L8,

il 79y

17 2.32 Tnidna Inezunauvodyn o Reset 1z Answer-to-Reset

CLK d
a hy
-4»-'{ - - fs fB
: f} — ——— T
;..‘.,,,
I/05 Y ; TS e R /—
)l
NS .
TSicri from IFD) Stop from IFT,
IETC! 798

510 2.33 Infile lmozunsuued Command Mode



X w Y

A&

Start of Surgoing Saro IC setsi/C tolavel Z
£T31738

- da ]
51 2.34 il lanzunsuvas Ourgoing Data Mode

r
PLLK
1 H
CLK 0 _/T\ LY \
0 —
' ‘9
1
/0 s
0
A A
Start of Processing IC sets /0 o level Z
IETG18C0

gﬂﬁ 2.35 TniffiaTmezunsuves Processing Mode

34
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(=]

f
- J“ 19
/0 Y
]
T\C setsi/0 fe leve £
IETQ1BC-

15

= P
JU% 2.36 Tnidda lnozunsuvod Break

2.7 mslfanilulnsnouinsaimes (Microcontrolier: MCS-51)

2.7.1 In3sa¥nves MCS-51

luTasaouInsameinuudwinninszga MCS-51 UndalasuSindwmaileg

¥ o A~ ) os -
AWNUAATLUDT HIUTIWASIDURAAIATT NN 2,12

endl | Olabsl
ROWIE | EPHOM | ROM | RAM | 8:81 ] 1584 } Programmably [Espansion | Seral | DMA AC [inerapl]  Power
Davice s Ve'won |Byles | Byied| VO | Twned | Counter Amay JUART| “pgn | pngenet] Choniets Chacowiy Soorces]  Down
Viesian Pans iCountard  {PCA) SeP ] 6Es Veglors | ano loe
e i it —. G o6 i o JD el B Yo o Jr o tad e wana e R R _A'Awh__‘
(I4L8} bt . 3 B I ) 2 W o5
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Please inserl card
Wrong card type inserted.
Please remove card.

“|conmected D:uo:07 Aulodetec. 9500 3-N-1 UM

= o oa = ng.diw o )
zﬂ714l6Nﬁﬂ13WﬂﬁﬂQYHﬂﬂﬂ?1HNﬂWﬁ1ﬂmiuﬂﬂﬁﬂiﬁﬂ1iﬂﬂ15ﬂVMﬁUU
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Elo Edt Yew Cal Transfer belp

0w 5 =08 K

Please insert card

PSC verification successful

*********** Smart Card Menu ----—-----
1. Write data to card
?. Read data from Card
3. Frase all daia
4. Exit and eject Card
Enter vour choice:_

_Etonmcted 0:00:06 Auro detect 9600 8-4-1 UM

~ A A =) or L 4 o
‘§“1J‘V] 4. 17 HAONTVARDUUDUNITITHULAT NI NNITANIBT SLE4442

g/ = 9 Ay a
Lm1ﬂ1%3uﬁ¢%1ﬁlﬂﬂﬂVHiWUﬂWS

Please insert card

PSC werification successful

——----———- Smart Card Mernu —————-
1. Write data to card
2. Read data from Card
J. Erase all data
L. Exit and eject Card
Enter vour choice:1

Enter address to write:_

Icornected 0:00.55 Autodetecr 9600 B-N-1 MM

A A o = A o 2 ¥ o
§1h14181aﬂﬂﬂ1316ﬂ15ﬂlLWﬂﬂ1ﬂ1nmquﬂyﬂadiunﬂi
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Fle [t View Ca Tramfer Help

D 3 08 &

Please insert card

PSC verification successful

********** Smart Card Menu - - - ----
1. Write data to card
2. Read data from Card
3. Erase all data
4. Exit and eject Card
Enter your choice:1

Enter address to write:d

Enter data to write:_

Connected 0:01:12 Auto detect 9600 B-N-1 MM

3119 4.19 Taid i address TRamsszinudoya

o

1031 4.19 evhims ladnmusfssnudoyandr Sudvudeyaaslusiasoz dnadagy

u

4.20

'|Ie Edt Wiew Cal Transfer r_<
0w 3 DB ®

PSC verification successful

---------- Smart Card MHenu ————---—-
1. Write data to card
2. Read data from Card
J. Erase all data

] 4. Exit and ejeci Card

Enter your choice:1

Enter address to write:f
Enter data to wrile:5

Writing successful

********** Smart Card Meny -~--------
1. Write data to card
?. Read data from Card
3. Erase all data
4. Exit and eject Card
Enter vour choice:_

Connected £:00:19 Auto detect 9600 B-N-1 UM

= A A 1Y o
Eﬂ7|420Wﬁﬂ1§ﬂﬂﬁﬂqnﬁnmﬂumﬂgﬁﬂ41uﬂﬂ5
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Ella Edt Wew Cal Transfer pHelp
0& 3 0B &

—————————— Smart Card Menu --------—-
1. Write data to card

2. Read data from Card

3. Erase all data

h. Exit and eject Card

Fnter your choice;l

|

Enter address to write:A
Enter data to write:5

Writing successful

w=w-————— 8mart Card Ments ——-——-———
1. Write data to card
2. Read data from Card
3. Erase all data
. Exit and eject Card
Enter your choice:2

Enter address to read:_

Connected U:00:34

R e N

Aukg detact 9600 B-f-1 UM

UR 420 @anihiswnish 2 smdeyanintias Tamdend s address fidaamssiu

TRk Edt View ¢ab Transfer Hep

D@ 5 0B R

Enter address to write:f
Enter deta to write:S

Writing successful

-w=me———— Smart Card Menu —-——-----
1. Write data to card
2. Read data from Card
3. Erase all data
4. Fxit and eject Card
Enter your choice:2

Enter address to read:R
Readed data:3

---------- Smart Card Henu ----—-—-————-
1. Hrite data to card :
2. Read data from Card :
3. Erase all data :
L. Exit and eject Card
L

Enter vo r choice: _

Connected 0:00:44 Auto detact G600 8-N-1 MM

L oo T T i ah SR AL B b e SR T L ST TR Y R I T R T,

i ' 3 s
3119 4.22 namanisedeyanining
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433 mmaoedludvvesmsavteyanmualumnimmia

A A _-:i = 3 o o ¥ o =
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Eaunineds el e Fagnipet
Fle Edit wew Cal Jransfer elp
DEF B DE

[p—— i e s e R . - W P

{Enter data to write:5

Writing successful

*********** Smart Card Menu ——-————--—-
1. Write data to card
2. Read data from Card
3. Erase all data
h. Exit and eject Card
Enter your choice:?

Enter address to read:f

Readed data:d

********** Smari Card Menu —--—------
1. Write data to card
2. Read data from Card
3. Erase all daia
4. Exit and eject Card
Enter your choice:3

UM

f CLagptalyiib . oo
Eiie Edt Yimw Cal Transfer Help

b= 3 08 o

4. Exit and eject Eard
Enler vour choice:2

Enter address to read:f
Readed data:5

—————————— Smart Card Meny ---------=
1. Write data to card
2. Read data From Card
3. Erase all data
4, Exit and eject Card
Enter vour choice:3

Erasing. ..
trasing soccessful

—————————— Smart Card Menu -—--—v--—-
1. Write data to card
2. Read data from Card
3. Erase all datas
L. Exit and eject Card
Enter wour choice:_

Connected 0.01:18 Auto detect 9600 8-N-1 UM

317 4.24 ugraawamanpanansaudoyananua

a . : J 4
43.4 mananssluduveanszuumMIdugamminuvsaniess uunzilaumninmia
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Enter address to read:R
Readed data:h

—===--==~- Smart Card Meny -—-—--—-
Hrile data io card

Read data from Card

Erase all data

. Ex1i and eject Card

Enter vour choice:3

(= A T

Erasing. ..
Erasing successful

-=---~-——— Smar? Card Meny —————-—
1. Write data to card
2. Read data from Card
3. Erase all data
. Exit and eject Card
Enter your choice:4

Please remove card.

Cornected 0:01:36 Auto detect 9600 8:N-1 MM
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SmanCardWnter  Ancess Time 16:20:56
New Card... Reset password and wiite a new card
AddCard... While & new card uzing old passward
Lpdue oute Update Data... Update terminal password

SmartCard Writer Status :

P Y g % e ! w
5119 426 A Tlsunsun lamaugumsiiaureaninoiutias

U

4.4.1 HAN1INANBAIBAMJU New Card

4 T ~ 1] L] ¥ ] { é
onalu New Card Tisunsuazlinhanlmidumldlavuimauiaianns ¥an

o L3 g Y W =1
frooang laresinomy | ﬂﬁgﬂﬂ 4.27

r

¥
1A

SmartCard Writer . Access Time D0:01:42

New Card. .. Reset password and wiits a new card

&
lpdate #ain ]
i

Enter Room Number : 1

Carcs

SrnartCard ‘whiter Status -

311 4.27 mheandlenat)u New Card
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nminlsnnanssuanstonnuuazjUnmldidoutdasn i luassadioutiag dagal

dudue et Update Data... Update teiminal password

|

SmanCard Writel Status . Please ingert card

SmantCard Writer  Access Time 235518
New Card. .. Resel password and wrile a new caid
Add Cad ‘white a new card using old password

3119 4,28 wihdrmaasdionnuaz gdnmlidouies
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File Setting Hep

SmartCard Wiiter  Access Time

New Caid... Reset password and wiite a new caid

add Caid.. Wiite a new card using ald passwond
updme deta Update Data .. Update terminal password
J20101110100010010111¢

SmantCard Writer Status :  Writing data to card...

235606

31l 4.20 nehavazdsudoyaniluling
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r

PN T
File Setting Help

s

SmatCard Writer  Access Time 2256:26
Mew Card. Resat password and wiite & new card
Add Card... Wiite a new card using old password
pdair date Update Data . lpdate teiminal password

_—

)

SmaitCard Wiiter Status : ‘Writing successful. Please remave card.
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SmartCard Wrter  Access Time 235058

tew Cad. . Rese! password and wiite & nevs card

“gword

Uptaic datn
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Cancel f

SmartCard Writer Status
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| Flle Setting Help
SmartCard Writer  Access Time 18:21:.13

Room Number Access Date Access Time ~

Z 2006/M/10 15.21.34

2 2006/01A.0 15:21:43

2z 2006201410 1521:55

2 2008/01/10 15:36:51

2 2006/0110 15:36:09

2 200640170 19:37:43

2 2006/01/10 15:37:51

2 2008401410 15:38.06 !
2 200601410 15:38:27 ]
2 2006/01410 15:60:49 :
i 200601410 15.50:54 X
2 2006/01/10 155105 :
1 2008/01210 155116 ;
? 2006/MH10 155124 :
1 2006/0140 155305 I
1 2006401410 155329

1 2006/01410 15:52:43

1 2008/0110 155351

1 2006,/01.10 15:54:.00

1 2006/01/10 15:54:39

1 2006/0110 15:54.55 I

Fiter  Rooms Number : . Date: b} 1)
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Tihunsuluasuvealulnseovinsamed

. . ,
TWsunsuildlumsnareumsdeasiunes neynsy

auveallsunsumdn main.c

#include <AT89X%52H->
#include "serialpert_h.h"

void main(void)

{
serial init ();
printf {"Test Serial Communication\n\nCommunication Work!”);
while {1);

ﬁjumﬂﬂﬂiuﬂiuﬁﬂﬂseﬁamoﬂx

#include <AT89x52 H>
#include "serialport h.h"

void serial init{void)
{
PCON = 0x00;
SCON = 0x50;
TMOD = 0x20;
TH1 = OxFF;
TR1=1;

}

void sndSerial {unsigned char dat}

{

SBUF = dat;
while (~TI) ;
TL = 0;

}

unsigned char recSerial (vaid)

{

unsigned char dat;

while {~RI) ;
RI = 0;
dat = SBUF;

return (dat) ;
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TWsupsnililunszuiumsenmmazidoudeynadluaminmin

ﬂ‘luﬂlﬂdiﬂil!ﬂ‘iudﬂﬂ smartcard.c

#include <AT89x51.H>
#include <intrins.h>
#include “smartcard h.h"

sbit SDA = P3"5; /*Card Serial Data Linex*/
sbit SCL = p3*4; /*Card Serial Clock Line*/
sbit SMC_RST = p3*3; /*Card Reset*/
sbit 8MC_IN = P0"7; /*Check Card In*/
sbit SMC_PWR = P0O"8; /*Card Power*/
void 12C_delay (veid) /*delay about 13us*/
{
_nep {);
_nep_{);
_nop_{);
nog ();
nop_ ();
nop_ (});
_nop_();
_nop_ {);
_nop_{);
_nop_ ();
}
void delay s (void) /*delay about 4us+*/
{
_nop_ (1 ;
_nop_1(};
_nop_{);
_nop_{);
}
vold 12C _high{voigd) /*build clock high*/
{
sCL = 1;
I12C_delay () ; /*scL = 1%
}
void I12C_low(void) /*build clock low*/
{
sCL = 0;
I12C_delay () ; /*sCcL = 0%/
!
void T2C_start (void) /*build start eventx/
{
SDA = t1:
I2Cc_high () ;
SDA = 0;
I12C_delay(};
I2C low();
SDA = 1; /*SDA = 1,8CL = 0%

}

void I2C_stop (void) /*build stop event*/



}

spa = 0;
I2C high{);
sSpa = 1;

void I2C break(void)

{

}

SMC RST
sCL = 0;
spa = 0;

SMC_RST = 1;
12C _delay () ;

sba = 1;
I2C_delay(

)5
SMC_RST = 0;

0;

void ATR (unsigned char* datATR)

{

}

unsigned char a,j,.dat;

/*SDA = 1,8CL = 1%

/*function Answer-to-Reset*/

bit inbit;
SMC_PWR = 1;
for(j = 0;j<=3;j++)
{
dat = 0x00;
for{a = 0;a<=7;a++)
{
sCL = 0; /*8CL = 0%
if(a+i == 0)
{
SMC_RST = 1; /*card reset = hix/
delay s{); /*delay 4dus*/
12C_high{(); /*8C1 = 1%
scL = 0; /*8sCcL = 0%
delay s(); /*delay 4us*/
8MC_RST = 0; /*card reset low*/
I2C_delay();
} /*8CL = 0¥
12C high(}; /*8CL = 1%
inbit = SDA; /*receive data*/
dat = dat == 1; /*shift right*/
if(inbit == 1)
dat = dat | 0x80;
12C_low() ; /*8CL = LOW*/
}
*(datATR+j) = dat;

void I12C wrbyte(unsigned char dat)

{

unsigned char 1i;

bit outbit;

for(i=1;i<=8;i++)

{



outbit =
SDA = outbit;
dat = dat >> 1;
I2C_high();

I12¢ low() ;

dat & 0x=01;

}

unsigned char I2C_rdbyte{void)
{

L

unsigned char i, dat;

/*sCL = 0%

bit inbit;
dat = 0x00;
fori{i = 1;1<=8;i++)
{
12C_high();
inbit = SDA; /*receive data from Card*/
dat = dat »> 1;
if (inbit == 1)
dat = dat | 0x80;
12C_low(}; /*SCL = LOW¥*/
}
return{dat); f* C_PW = 0,scL = 0¢

}

void com proc {unsigned char mode,unsigned char
dat)

{

unsigned char com,num CLK, z;
switch (mode)
{
case 1:
com = 0x38;
num_CLK = Ox0FD;
break;
case 2:
com =
num CLK =
break;
case 3.
com =
nunm CLK =
break; =
case 4
com = 0x33;
num CLK = 0x01;
break; a

0x3c;
0x7A;

0x39;
0x0FD;

}

I2C_start(); /*SDA =
I2C_wrbyte (com) ;

12C_wrbyte (addr) ;

I2C wrbyte (dat) ;

12C_stop () ; /*SDA
scL = 0; /*SDA =

_nop_{);

addr,unsigned char

/*Update Main Memory*/
/*FD = 253%

/*Protection Memory*/
J*7D = 122%

/*Security Memory*/
/*FD = 253%

/* Verification Data*/
/*one pulse*/

= 1,s5CL 0%/
= 1,8CL = 1%
1,801 = 0%



}

spa = 0;
I12C _delay();
for(z = 1;z<=num CLK;z++)
{
I2C high(};
I12¢_low(};
}
I2¢_high() ;
SCL = 0;
_nop_ ()
SDA = 1;
I2C delay();
I2C_high{) ;
I2c_1ow {}:

/*8pA = 0,sC1 = O
/*8tart of Processing*/
/*build pulse = num CLK*/

/*s8CL = 0,8Da = 0%
/*scL = 1,spDA = 0%
/*sCL = 0,s5Da = 0%

/*SCL = 0,8DA = 1%

/* End of Procssing*/
/*build addition pulsex/
/* */

vold com_outgo(unsigned char mede,unsigned char addr,unsigned char*

buff)

{

}

unsigned char a,com,dat = 0x00;

switch (mode)

{

case 1:
com = 0x34;
break;
case 2
com = 0x31;
break;
1
foria = 0;a<=3;a++)
{
if(a == Q)
{
I2C start{);
I12C wrbyte {cam) ;
I2C wrkyte {addr) ;
I12C_wrbyte (dat) ;
I2C_stop () ;
12C_low{) ;
}
"(buff+a) = I2C rdbyte();
}
12¢_high();
12¢ low{};

/*Protection Memory*/

/*Security Memory*/

/*spa = 1,8cL = 0%
/*spA = 1,8CcL = 1%
/*sDA = 1,8CL = 0%

/*atore to memory*/

/*build addition pulse*/
/* +/

unsigned char com_rd{unsigned char addr)

{

unsigned char com,dat;
com = 0x30;
dat = OXOFF;

12C_start{);
12C_wrbyte {com) ;
I12C_wrbyte (addr) ;
I2C _wrbyte (dat) ;

//5DA = 1,8CL = 0



12C_stop (} ; //SDA = 1,sCL = 1
I12C low() ; //SDA = 1,8CL = 0
dat = I2C rdbyte(}; //store content to memory
I2¢_high(); //build addition pulse
I2¢ lowl() ;
12C _break(};
return (dat) ;
}
unsigned char veri_ PSC({void)
{
unsigned char securMem[4];
com_ocutgo (2,0x00, &securMem) ; //READ SM
1f (gecurMem [0] == 0) fitest card lock
return 0x00;
else
{
com_proc (3,0x00,0x03); //Write free kit
com_proc (4,0x01,0x0FF) ; //Reference Data Byte 1
com_proc (4,0x02,0x0FF) ; //Reference Data Byte 2
com_proc (4,0x03,0x0FF) ; //Reference Data Byte 3
com_proc (3,0x00,0x0FF) ; //Erase Error Counter
com_cutge [2,0x00, &securMem) ; //READ 8M

if (securMem [Q] == (x07)
return 0xFF;
else
{
if (securMem [0] == 0x03)
return 0x02;
else
return 0x01;
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