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ABSTRACT

There were many problems obtained from analysis of mailing list characteristic for e-mail
processing that handled by network administrators. The troubles cause of new mailing list and tons
of mails that pass through network in each day. This article will present ideas and methodology of
Mailing List E-mail Detection system that analyzed mailing list e-mail, which can be used in
Hierarchical mailing List system [3]. Detection step begins with capture process, which traps e-mail
information from transfer channel. Next process is preparing raw data into detection format. The
third one is mailing list detection part that compares and analyses e-mail to find out mailing list
characteristic. Detected Mailing List may be one of two types; the first one is from mails generated
from communications between mailing list manager and subscriber. Another from mails generated
from communications between subscribers. The first type can be detected by Manager command.
Another can be detected from the different of sender addresses and recipient addresses, which found
in RFC822 header and SMTP header. The detection system uses Initial Confidential Factor (CFy)
for detection data and stores results in CMDB. The last process is making decision and determines
which data has supported or conflicted with detected data and increased or decreased Confidential
Factors (CF). The Confidential Factors for each result finally will be compared to Threshold
Confidential Factor (CF.,). If the CFs are greater than CFry, system will put the final results in
DODB. From the experimental results we found that when CF has been increased %Correctness
and %Positive Error will be decreased but %Negative Error will grow up. However, when CFy, has
been increased %Correctness and %Positive Error will grow up but %Negative Error will be
decreased. And when the number of mails has been increased, %Correctness will grow up but
%Positive Error and %Negative Error will be decreased. From the experiment, CF,, = 0.3 and CFyy

= (.8 are the optimum values.

11



nafRnssulszma

v
a a =

a a d csyu =1 3/ @ a
Fnoriinuiauiidiselddreanunianninensd  wesasuns quiaa  Aldanw
' A Yo o ' Y ¥ P S Y Y
gaumie Imauue Heudlymacoarulianuguavilseaumssinaunyivm
d;. d' Y a s dl ] Y o =2 1 =)
ypvouRauieY 9 uazi q ludewljidmsnnauiielvdinm anugemae
Yo w & o o
nazlnmaslagaiuuaziuaaonin
o s s o o a = a o Y dv 9/ v Yo a
dmsuguauanuasulafiianniInnidnusatuil  dwdwenenlinuiannse
& oo a ot " g Y a = 3/
Fullunsauazimsngs  aaeasunzo1sdRmITnnRILN Ialszantlseamimnaiug

' s ¥ Y )
wazoenoalsLaumIaing IHLNY1N

1 Tidsina

Edje
=)
2

111



CRRRILY

ynfiadoniyl Ine

UNAAYDNTHIOINGY

Aaanssulsens

1.1 anudiusnuazanudwaoailym
1.2 ANUaNIoNaz ISy aAueanISANE .o
(£ s B TRsE ™7 L I \ e S\
PETST S atunilCn s A W2 W X /e oon IR TRK--T0 | W
1.5 TUABNABIMITAN L |t oo
UNfi 2 NOuRUaEHaNMSTREION e

2.1 RnIeDEINIeIINd

o

2.2 wandaan

L4

221 dnvaenagvouuatedad,

222 SnvazinmzueIIANEIEBAMIBindINNAUNAAAAA.

2.3 SYUUMRRMRAAOOUL oo e

2.4 'i]fuvmua:ﬁuwawmfﬁu " .

2.5 TUUMIATINSLRRNRARINAMINEBAATOTInG .
u'n'v"i 3 Mailing List E-mail Detection System Process__..__.._.......cooeoiaceannieeeeens

3.1 Capture ProCess. . ... . iiceeeeeecceecccerceemeeeneee e nne st ase s e e naa e

3.2 Preprocessing Process S —

3.3 Detction Process..._..__.......... N A eSS e

IV

13
13
15
17



3.4 Postprocessing Process

43 miwﬂﬁaquazmﬁmswﬁwa

4.4 ayUmanInAney

unii 5 agdmanisitouazderauanus

5.1 dyUmansIve

3.3.1
332
3:33

334

4.3.1

4.3.2

433

1318y (719)

v
s = a d = )
TUADUNITUATISHIANNEBIANNITDUNTIINWARIATS

ﬂ‘li‘l"lﬂaﬁ)alﬁﬂﬁﬂy’mﬂﬂ‘iswwﬂﬂﬂ Initial Confidential Factor
ﬁﬂwaﬁﬂ %Correctness, %oPositive Error (16 %Negative
ﬂ'li‘l‘lﬂﬁﬂﬂlﬁ"ﬂﬁﬂ'ﬂ’mﬁﬂ'ﬁzﬂﬁ‘uﬂ\‘l Threshold Confidential
Factor ﬁi’maﬁia %Correctness, %Positive Error o
“oDlegative Birore®™= & ) C ) T 44
ﬂ'li‘nﬂaﬂﬂlﬁﬂﬁﬂ'ﬂ'lﬂﬁﬂi:ﬂl‘u‘llﬂﬁ NMUIUTANUIY
ﬁlaﬂﬂiﬂﬁﬂﬁﬁﬁwaﬁﬂ %Correctness, %Positive Error UAg

%Negative Error

o o oar 3/
5.2 152 TorUUDI U IVOUAS VO UBUME e

1ONE15D19D9

17
19
22

27

32

32

32
33

36

51

58
68

70
70
71

73



150y (A19)

£
M

AARUIN 0. UNANUA IESUMTARLN ) . - 74
sz dadidiou _ 86

dy I dl Y o U 14 dl = 1 gj 1 Y o ¥ € Y ¥
wnanstluenasianulidmsunisidnuienisfinwivingu ldeygynlriluldusslevisunisen

I P~ O & A o v a9 vwo & " Y a = v O aa ° v
lmﬁqﬂiﬂﬂ,@q NIdU @ﬂV]QWWN@JTWﬂ@LLUaQLu@WW LL@:WEJQEJNENNL%WGUENLaﬂaﬂinﬂﬂidwuﬂﬂiUWlﬂiﬁ



GARSIGTIRERN

A5 19N
3.1 Detection Variables

3.2 List Address Table___

3.3 List Member Address Table

3.4 List Manager Address Table

3.5 List Manager Type Table

3.6 Suspected List Addrgs® Lt TR Ny ooeeeeeee e

3.7 Suspected List Member Address Table

3.8 Suspected List Manager Address Table

3.9 Suspected List Manager Type Table

3.10 List Manager Command Table

3.11 Subscribe Keyword Table

3.12 Subscribe Pattern Table

3.13 Unsubscribe Keyword Table

3.14 Unsubscribe Pattern Table

3.15 General Keyword Table

3.16 General Pattern Table

4.1 aausineded

42 HaMsNAABIAIAINvAYNIETINARARENS U IR IRBIAUALIANIIBLLLY
0

555411 CFp, =0.1

43 WaMINARBINIAINIANNIINNNAaIR AU IndIRsINUAUIANIIBILL
BSTUAM CF oy = 0.2 oo eeeener e
44 HansNAALINIAINIAMINEIINWARIEaas U lndRsafufUIArINeILY
B55UAH TR D0 o sisisssscsssmsosmsmsommensmenensamemomaeesssessasanmesnon

4.5 wanisnaavInsdinvarnennwadddaliuulndifsanuiuIarineuuy

555UAM CE, =04 i
4.6 Han1sNARRINISiNvArIYINaAEaaNs N IndiRsetuiuIAnINEIDY

RV L 03 A T O OO ——

VII

36

36

37

37

37



5UM519 (919)

a
A151N
47 HANINARBINTBINIANNIBINARAaaNIuIUIRAREIRUAUIAIBI DY

535UAM CF,, = 0.6

48 HANINARBINTSIRIAMIIEINaAIAaAL SN IndiRseR AU ALY
553uAN o) S| e 2O

4.9 HANSNAABINTSIRIAMINENNLaRAaansuIuIndRBIRUAUIAINELLY
533U CFry=08..... ... — e

4.10 HaMINARBINTAINvANBNINaRsaaaLT MU InARBsd U DIArINBIILY
553U CF =09

411 HANSNAABINTHINIAMUILIINUARIAAATTININIINAIIIANIIUIY
115 J/CF =01l A W7 | N R A\
412 HANINARBINTHINIAMINYV IR AR IHIUNIAATIIAHY LYY
s BCrls e LAl LU0 \6 ). o vy -\ L
413 HAMINAADINISINIAMLILIINWATIAAATITIUIUMINATIAKYILHLY
i B4 Earard Y/ SEEERS> WO R 3 1
4.14 HAMINANDINTD “ﬁﬂﬂwmumnmamaﬁnummumﬂmm-mmmmu
et | 1w g AN VO 1 i N | A I ¥
4.15 HAMSNAGBINTSINIANLNBNINIAAIAAAN I IHIUIINATIIAMUIBUDY
155URNCFE 205 QA0 3 2N\ B (Y7 e L.
4.16 HANSNIARBINTHNIAVIIENANARIATANTIUNIULINATIRANUBLY

0.6..

II

5554AM CFy,

417 HAMINAADINTEINIANUIBVINNADIAAATTIUIUNINAIIIANUBUY
0.

535uAW CFpy,
4.18 HANINARBINITINIANIIBNANARIAAATSINIMINANTIANNIBLLY
8.

0.

5350A CFy,
419 HAMSNAABINTANIAMUIENINUARIEAANSIUIUNINATINANNIBUY
BTN B,y 0B eeeeesomocenecnereeencosensaenpemamensmmmssFEs S 55 e s

4,20 HANINADDINT 'ﬁﬁﬁ‘ﬂﬂﬂMWU‘ﬂ’lﬂl‘llﬂﬁ\?ﬂﬁﬂumu’)uuﬂﬂﬂ’)'ﬁ]ﬂﬁu"IEILL“JJ’JJ

e L rl T X O ———

VI



15VUMIT (F1D)

A5
421 WanINARLINIAIRIANINEINWARIAaFTSIuINT RN TR AINBLLY
553U CF,, =02
422 HamMINARBINIHITIANIBINWARIAaRT TN RANIBLL
535UATM CFy, =03
423 WaNIINARLINIAIRIANINENINWARIATATISIuINTRneAMINBLLY
555UAMN CF.; =04
424 wamsnAaLINIinTANIIoINLARAdTS M TBInIRArILLY
535UATM CEyy =0.5
425 HANINARBINITARIANIIBIINNARIAAA TS INIUTBENINIANNIBIY
53517 CF,, = 0.6
426 HANINARBINTAIAIANLIBNLATIAAAITIMIUEDINNIANIIBILY
535UAM CE, = 0.7
427 HANTNAABINIAINIAMINGIINNABIBAATIIHIUIBUNNIANIIGIUY
5350AT7 CFy, = 0.8

428 HANISNAADINIBINIAYUIOVINNARIRAANIUIULDUATIIARUIBULY

SR TECE ., s TV, N g Wod el | o S

IX

47

47

47

48

48

48

49



CREPILTPRL

=h.

31
a oo a a oa
L1 MSN5E8ANNIEBIaNNS DI NdUD UNARID AR

2.1 Header 1% Body Y899aNINaBannsonind

39 M iR sumMsRuYesIanIBEnns et ndIULINARa AALAZ I

2.4 Mailing List E-mail Detection System

3.1 ﬁ"mthai’fay,amn Capture Process

3.2 §798719 SMTP Command t1a% SMTP Reply Code. . . . s

L4

3.3 {19819 Header A% Body YBIaMINGB@nMs olnd

3.4 Deteétion Eepay AL VW s [ JUl \ o emrd IV L S, . R

3.6 Create Algorithm

3.7 ATNE YN DEtectionrlrpeess )/ poloitiogy” W\ == Eeemyeem—) .. 0. 2.8

3.8 Pofitfiroeess Algatitifi|ey " N\ CESEEC IIEEEHD 1 U UM A ....... o5 F-F

3.9 Corfilerffial FactgyAlgemthm W\ | 3. [Vodd el ..o FH.

3.11 ThreshhiqAYgduthm-—= S\ (G F/ S \§ ) Lo O ff .

3.12 MNITINUDY Algorithm Tu PostTonsesymeifCnan ... .ONP. £ 4. . ...

41 M5TIABIAIUNITRINENINITNARDA

A I 4 gy @ ad b OV
4.2 fvtdoyaive 1 FaT19eANNWBIANNTOUNT oo

43 F108199ANEBENNTOTNTUVUTTTNAT .o

J

44 108 199ANUBIENNSDINAINATINMINTE VYD INATIAAA

45 G19E19ANINEDIENNTOINAINANAMIANATANITN .

o

4.6 nymluaaInuduRUEIENIN %Correctness 1A% CFyy N CFy, 10199

47 n5LAAIAMNFURUTIZHI1 %Positive Error 188 CFy 11 CFyy, AR ..

48 nsliaAIn AU 5ENI19 %Negative Error Wag CFp, il CF, AR .

49 NFIHLAAIANIFUIUTITEN I %Correctness LA CF,, 7l CFy, A1A199

10
12
13
14
15
16
25
26
27
28
29
29
30
30
32
34
34
34
34

40
40



719
4.10
4.11
4.12
4.13
4.14
4.15
4.16
4.17
4.18
4.19
4.20
4.21
4.22
4.23
424

4.25

4.26

4.27

4.28

4.29

4.30

msug (919)

v @ d ' — [
A5 INLEAINNUTUANTIEHIN %Positive Error 44ag CF 1 CFqy, AR

A5 AINNUFUR LT 52N 19 %Negative Error 1ag CFy, il CFy,, AR

v o 1 a v
NI HUAAIANUTURUT M1 %Correctness 1Az CF, i CFp, 1A

a5 AR NUFURUT 5211 %Positive Error Wz CFy, i CFyy, AR89

A5 INLEAIANUTURUTIZN 19 %Negative Error 8¢ CFpy, 71 CFy, AR

o w 1 — (A
AT IHLAAINNNTURUTIEV I %Correctness Wag CFp, N CFy AR

@ o ' . { o
AsaAIn T URNEIEN I %Positive Error 1Az CEy, il CFy AR .

o w " 4 (L)
A5 AR AN UT 52 NI12 YNegative Error [1a¢ CF.,, 11 CF, AR

ATLEAAINFUIRUT 5N %Correctness 1Az CFo,, 11 CF,, A1

a5 THUAIA TR 524319 %Positive Error 1182 CF.,, 1 CFy AANA.____

As LA AT URYTT21 19 YNegative Error 8z CEy,, 11 CFy A16199

ATLEAAIRNINTURUBTENIN %Correctess 1A% CE.,, 1 CF,, 19199

a5 HLUAAIAIUAURUS 524319 %Positive Error 1182 CFay 1 CFy, ARNA__.

ST AIA MU TIRUS 5211714 %Negative Error 1% CFyy #1 CF,y ANANY
A3 HLEAINMUTURUT TEH 19 %Correctness LAY TTUIUIANNIY

ad oy 4% "
Sidnnsolndn CF,, =03 uay CF,, fi1A1aq

A5 LA IR NI FUNUT TN %Positive Error LLAZI1WIUIANNIY
ad = o B
BianNnIefindN CF, =0.3.18% CF MANT S

A5 LAAINNUAUNUTTZMIN %Negative Error HAZIIUIMIANUIY
ad =Y u‘:; L]
BIANNTBIINAN CFap= 03188 CFppy MANY. o il
ns AR UFURNUBEIZ M9 %Correctness LA TUINIAYUY
a d = ot [
BIRNNTOTNAN CFp = 0.3 182 CFpy MANT oo
A5 AInNNANWNUTIE NI %Positive Error LHAZ3TUIUIANNIY
ad a Zel [

SIaANIINGN CFy = 0.3 1AL CFry MAN oo

ATINLAAIAMUTURUTILH I %Negative Error HAZITUIUIANUY
a d = 2 [
Biannseindh CFy = 0.3 Uag CFp, A9
nsuaAInNFURUTIEHI19 %Correctness BAZITUIUIANUIY

SIaANIOINAN CF,, = 0.3 U8Z CFpyy AN oo

XI

58

59

59

60

60

61

61



CRENENRGL)!

519 Wi

v o " [
4.31 ﬂi?ﬂllﬁﬂﬁﬂ?']ﬂﬂﬂwuﬁ‘ixﬂ’nﬂ %Positive Error LAZITHIUIANUIY

BIANNIOTNTN CFo = 0.3 1Az CFpy AN e 62
4.32 AIMLAAIANUFURUTTENIN %Negative Error 1A THIUIANMIY

ad = { v

BiaNNIOINEN CF, = 0.3 1A% CFpyy MAN oo 62
4.33 A5ILAAIANUFUIUTILH 19 %Correctness HAZTIUIUIANUIY

ad a P [

BIANNSOTINTN CF,,, = 0.8 1188 CRy AN i e 63
4.34 nsLERIANUTURUTIZNIN %Positive Error 12 §1MIUIANNIY

BIANNIBUNAN CF,, = 0.8 1188 CFy AN 64
4.35 ASILEAIANUTURUTIZNIN %Negative Error #AZ31UINIANNIY

BIENMIDANTN CF-, = 0.8 WAL CFyy AN Ll e b 64
436 nIMNUARIAMURUNUTIZHIN %Correctness LASTIHINIANNIY

SIANNORNEN CFrp, = 0.8 1A% CFyy AN L0 00 b 65
4.37 ANUARIANUTURUTTEN 1Y %Positive Error 1AZT1UIUIAN 1Y

ad ) 4 REALP

SIRANTOINAN CF., = 0.8 Uay CFy AN L 65
4.38 nIHLARINNNTUWHETEYI14 %Negative Error 1Az 1UIUIANINY

a d a { L vk

SIANNTORNTN CFry = 0.8 1AE CEy AN L oo i h L 66
4.39 A3 NLEAAINMUFTUWUTTZN 19 %Correctness HAZTTUIUIANNIY

a d = ot -

BIANNTANO AW CF,, =0 BUARCH, AN \S 0 T e ONL S ... 66
4.40 N5 MLEAINNUTUNUTTEYIN %Positive Error AL ITHIUIANNIY

ad = ot [

DLANNTOUNTN CFry = 0.8.0a8 CFp MM i 67
4.41 A5ILEAAIANUFUNUTIZNIN %Negative Error Haz31MIUIANUY

ad = o N

DANNIOUNAN CFp, = 0.8 1AL CFpy MAN e 67

XII



1.1 anuiusmazanudngvesilym

wadddn (Mailing List) [1] flomssiusaunguauiitinnuaulvluSeuioafuiinnu
v 4 v ' a d ad a o =
avamsuanudoudeyauazsmuannnuiamu fMunnsanuesannsednd (2] Taolwa

a o

a a d o § a 1 ad a P a Y a a
adﬁﬂﬂlﬂugfuﬂﬂﬁ’lﬂ Lﬁﬂﬁlﬂ‘h’ﬂﬂ'd%ﬂﬁ?ﬂﬂﬂmﬂ‘i’l‘iﬂuﬂf{l‘ﬁ'lll'lﬂlllﬁﬂdﬂﬁﬂ é‘ﬂﬂﬂ'ﬁmﬂﬁﬁﬁﬁﬁ
o o o ad a o w g T () kY a da o A
LIANTNIAUUIUDIVAHUIYDLANNIDUAARDUUUU Llﬁ?ﬁﬂﬁﬂaiﬁﬂlﬂ‘liﬂ‘lflllﬂg(luﬂﬂul‘ﬁi'lﬂ‘ﬂﬂ

o a a 4 1 L a v W ' ]
INNITNINTUVDUNAIATAND llﬂﬂﬂ(lﬁlﬂﬂﬂfgﬁ'lﬂ'}'mﬂUﬂQ‘UﬂQﬂ'lii]i'ﬁ]ii%ﬂ’]'l\ﬂﬂ?ﬂ‘lﬂﬂ
& a a o ad a as a To < 2 v
luﬂdi]'lﬂlllﬁﬁ\'lﬁﬂﬂﬂ'ﬁ:ﬁ%'ﬁﬂﬂﬂ'ﬁDTﬂﬂlﬂﬂ'ﬂiﬂuﬂ?ﬂﬂﬂﬂﬁh']‘ﬁﬂ“f]ﬂﬂu IﬂUH].JJﬂ'IuQﬂ\‘]ﬂ‘)1N1ﬂﬂ
¥
Aeafuvounsets  Suiinanudidouvesdoyaiiuanuineguudumnanses19sIzHIN
A ] z @ o qy - J P o 34 - a ’q Y
ATV uﬂﬂi]'lﬂuu?NLﬂﬂﬂ’]’lll’LT'N!.‘!JﬁB\‘lL'IJE]‘Ylaluﬂ'I'iLﬂ‘LI‘11Eligﬂ‘llﬂ»ﬁ]ﬂﬁﬂ'lﬂﬂtﬁﬂﬂﬁﬂuﬂﬁiﬂ

ar = 1) =) 3 [ 4:;
AUANFNIARTAUDNAIL AIFUN 1.1

Outside Network Inside Network

~

|

Member

AR
_jﬂf'
\

Mailing MTA E i MTA
List ‘¢ »

SMIP

T Member

L8 A

Mail Boxe

-

[l
(\ (E
NS

Member

H ad =Y 4 a a o
517 1.1 mmuaasmsnszneIanINeBilannseindveuNaan e

w a a ' e . A :

uIN1eNIsuR lyAeRAIS L ULINARIRALBY (Submailing List) [3] eannud1dou
9 " a a A o Y o P} (] 9 3
Aaumssswnguamsnveanasdasmunulndifvaiuveuniots  uddadszuy

a oa ] 4 o s a = a a d 4
wadddasgeaioidudununsssuranuedidnnssindainuaad Fudumsan

v

USmaanumuininvesdeyauudun1amssessznunievis  HenINHUITILNAT

a d

s o - =] a a
Faadosszdamsfvszuumaditdoyavesandn  Aemsiiusanuudidnnseiinddu



avu Afsentiu@er inmfuiazﬁ'\ﬁmﬂmuﬁxﬁnmaﬁnfﬁﬁmﬁﬂﬁﬁnﬁﬂmmhﬁ%’aynﬂlﬂaj
Whwagszeznan lumsinudeya FaamFnamnsodhlusmdeyariug Iinwluszeznm
At Hunsaanudrdeuvestoyaiiivly Mail Box vesmnSnusazaunslunie
U1y

unilymiiannnfifowznsin1dednlsin E-mail Address laflumndnveanadedas
iosrusNguUemINFniaz s muamang Ifussumadedadtos awseviuldgn
Fo9 Falunuu@niuld Network Administrator $26Tumsas9aBUIRfMUAfINTHaIY
g sz uumadedadtos mifiRanny iazamiiosninlSuavssanue
sidnnseiindimnudioonninnsetiefivSuannn 1% Network Administrator Tiignse
asvaen ldnamuauaze ninaaaadiiaty nitesg  o1vRanuAsnaalunsase
aou  ldszvuwadedaates limmsoudlullagmld  dawalvilsza@nsamvesmsuan

v 3

= 3 ' & 1 - 3 s o Y = (] o a
n_iaﬂu'uaya'ixmnmsamuaﬂmunzmanawmwaugnmuagiu Mail Box ‘U‘ﬂ\iﬁlﬂ‘ﬁﬂl‘ﬂu

aQ

¥
o b= ] =Y

msAunldamineinsveaniete  auitiisuinaueuanwAamsadesEIUNMIATN
FuafIRdaINIANUIEBIANNToNNA Y30 Mailing List E-mail Detection System 1oA329
asuuazsvaunall Network Administrator 114eya lfamafimuaaiiieng Idiusz v
Seaaateuisiumsiniinnnse1® Network Administrator tasimutsz nsamnisud luilam

MIVTIVTTEN AT OV WAL SANINTHINITVBUAT DU WDNAY

] s d =
1.2 ANUUIHINENAZ INYYIZaNVBINITANIN
s 9y g ' o s = A
nnilymAnanundrdu anmjmineuas Jaguszaenreansinne
L3R5 IEimanuuana sz inemnes@nnselindinnquinadeaaiias 1aniung
ad =Y o o
Srannseiindsssua1nag
= a a d o ¢ A ) . o 3/ ar a a 4
2. Jpnzvaninediannsodndiion190yaued E-mail Address NINo1UpINUMARIANA
e lsmuas lunsiandiussuumwadedadtos 19U List Address, Member
Address, Manager Address 1181 Manager Type
o ' @ & i A v v A o A ¥
3. faanuiuls ¥3e Confidential Factor e l¥sznoumsaadulimsnaendye
yaniinaaniRueuadadad

4. F10UAINTHININA9 1 1891015 URT1EH I Network Administrator



=X
1.3 auyAgIUURIMIANY
(] a '3 - 1 3/ g/ = -
naanuamnouaziaguszaadusanmsinufinanudeduy  auydgiuvesnsanm
welussgiennnjanunouaz Sagilseaen lumsudilymide

1 ot L= ¥

1. fiaaendeyaiirudazeannmniotis  1hdeyain lahgnszuiumsiawisudeya
a g a o L] = ar el; 1 s 4
wvuediannsotind ey lugluuu@eddu NMTgnIzUIUMIATINIVIND
s euauiAtazdnyuzInmzYeIAnINgBIanNsoling
i a ad a wa o 1 a
2. Welnngvdeyaavuediannsetnd  wunuaulRUETANYNULNMIZYOINGUNART
a o 9 o 9% a A o oA % a ) as a a ¢ A
daauan hdoyannnsuuNefaaon B-mail Address NNBITDINVIMATIRAARWEDU
A o Y
lundmual)
o 1 o = , A =y v a o @
3. Annumanuiuly ¥5o Confidential Factor 91nRaNlaf lAvinmsinsizvinuauiia
o ad o v o sy, o
LAANH UL WIZYDINAMINBIANNTDINFIPNgUINAR G Ha
iy Ha Y = | 5 1 9 .
4, ‘i1£l\1'lu‘llm.l,ﬂﬂ'uﬂ‘i'|$‘l"lﬂlﬂ FIUDIANVDI E-mail Address f1139) 1Usznouaay List Address,
: @ A
Member  Address, Manager Address (A% Manager Type Taglaamnuiule uso

Confidential Factor Usznsumsaadauls

=
1.4 V2 UUAUBINTIIFANH
= £ ) o =S 3 o dy
MINEUNATIHT AN Aasod MuAYB LAY INTSANK AL
H v ° a d = 1
1. AnwudsatumsiinuusansBiannIoind 3 i1
2 APNUREIRUMTRINTHUDILARIATATIWAINITHINIUYBY  Software N wTUNITIAMS
A AaA Hio Mailing List Manager (MLM)
P~ ﬂ; o o a o o1 d'l = g c‘nl o o
3 AnyuReatumsTuYedIsULNaaNadRes | INensudatenandsdnsii lUdanms

u

Tuszuy

>
o =1
1.5 YunOUUYBIMIANEN
¥ 3
Junouveamsany lavasiliseazideanail
= o 1 ad a dw 2
1. Anmmsianlugluuudnguessamnediannseindgian luswng NG
Sidnniefindninanamsiinuvsanaddad
a o =t v 1 ad a J o
2. AwsinSsufisumanuuandnsznineanuiedidnnseindsssuanig lluazea
nangdannsefindnunnnaguIaaaan
3. eenuuuszuuies IdasesumaiaivesaddadmuauuAguuemsine  @en

1 E ] [
anmadeuiiszuuinesiausgmelduazidoniaiesiiefias 14 lumsnamszuy



o 9 Ay Y Y Y A A A,
Yl'lﬂ’l‘iﬂ%m’]iiz‘]_l"l_lﬂ’mﬂulﬂ‘t‘]EJﬂLL"IJ'UJﬂﬂ'IEﬂﬂﬁﬂWWl!’JﬁﬁﬂNuﬁ:ﬁlﬂiE}QﬁJBﬂﬂTH‘Hﬂ

» ¥ W

o Ay v A o “ o = = S w K
u']'izﬁl]ﬂvlﬂll'lﬂﬂaleWEl'l-nWall"I'Wﬁ“ﬂuﬁllNﬂﬂ'lu‘llﬂﬁﬂ1iﬂﬂ'kl'lﬂﬂ\1‘liuﬂ’1

a ¢ a o a1 v
AUANTITH 11T llﬁﬁﬁ?ﬂﬂﬁﬂ?i“ﬂﬁﬂﬂ'ﬂqﬂ



a
Unn 2

KNG NINITONNTVINNARIAaAUAZ T ULINA RS ang o8

a o a d
2.1 aariungalannIduna
ad .4 & . = A & g Ya y 1 4 1
AHUWWOLANNITDUNT HID E-mail ﬂﬂlﬂiﬂdllﬂ‘ﬂll‘]fﬂﬂﬁﬂaﬂﬁ'l‘iiﬁﬁ’]'lﬂﬂquﬂuﬁ1uﬂ'li
r- | L] a d o P @ [ 4 < n’: [
IATIDVIUDUINDIIUA Lﬂuﬁuﬂuﬂuuws'nmmﬁ'mmnﬁmwn:mnﬁmm YHADUNITOULDS
ar ad a d A ' a o o u’.: ' By ] A .
‘S‘U‘ﬂﬂﬂll'lﬂm'ﬁﬂﬂiﬂuﬂﬁﬁ'lu!.ﬂiﬂ‘ﬂ'lﬂmﬂﬂimﬁ]uuﬁ'lﬂﬂiml‘l_lﬂvlﬂ!.'ﬂu 2 @IUAD Mail User
Agents (MUA) LIR¥ Mail Transfer Agents (MTA) Tae MUA Ao Tilsunsuf user 19dmsuo1m

1 ad - 1 A o 1
[Wou aouLazdIAnIYBaANsoRnd a2U MTA fie lilsunsuiimihniuguaisadssanuiy

v
= o

ad a Jd 1 &t & ol o 1 [
srannsetindsennunsetienSeuaiiouniims lsuaioiues - Tumsdwazsusaniny
ad a ' -y, ] 4
didnnseiindsenan MTA inldlilslaneasaslumsuanuldoudoyafio Simple Mail
& ad =y o u‘j 9/
Transfer Protocol (SMTP) [4] Tasgiltsun W50 Format ¥p3vavuisdiannsetindyiulyuag
9104 RFC822 Standard for the Format of ARPA Internet Text Messages #15znouduaan
dfity 2 daUAD Header 1y Body 1Ay Header Usznoudiodoyaiaysivazidend1ag voad
1 [ i A ad a a
daazdiu 3udamsseilseinnueg Software ildioillasaminudidnnsedind Wudu A

Tuguit 2.1

220 killbil.dipac.it.kmitl.ac.th ESMTP Sendmail 8.12.5/8,12.5; Mon, 16 May 2005 12:31:20 +0700
EHLO recognition.dipac.it.kmitl.ac.th
250-killbil ,dipac.it .kmitl ,ac,th Hello recognition.dipac,it kmitl.ac.th [192,168.1,13], pleased to meet you
250-ENHANCEDSTATUSCODES
250-PIPELINING
250-8BITMIME
250-SIZE
250-DSN
250-ETRN
250-DELIVERBY
250 HELP
MAIL From:<root@recognition,dipac.it . kmitl ,ac.th> SIZE=574
250 2.1.0 <root@recognition.dipac.it.kmitl, ac.th>... Sender ok
RCPT To:<hanuBkillbil ,dipac.it.kmitl,ac.th>
DATA
250 2,1.5 <hanu@killbil .dipac.it.kmitl .ac.th>... Recipient ok
354 Enter mail, end with "." on a line by itself
Received: from recognition,dipac,it.kmitl.ac,.th (localhost,localdomain [127.0.0.11)
by recognition.dipac.it .kmitl,.ac.th (8.12,5/8,12,5) with ESMIP id j4G5teMw001023
for <hanu@killbil .dipac.it .kmitl,ac.th>; Mon, 16 May 2005 12:55:40 +0700
Received: from localhost (root@localhost)
by recognition.dipac.it.kmitl.ac.th (8.12,5/8.12.5/Submit) with ESMTP id jd4G5teqb001019
for <hanu@killbil .dipac.it.kmitl.ac.th>: Mon, 16 May 2005 12:55:40 +0700
Date: Mon, 16 May 2005 12:55:39 +0700 (ICT)
From: root <rootBrecognition.dipac.it.kmitl.ac.th>
To: hanu@killbil .dipac.it.kmitl.ac.th
Subject: what “s going on?
Message-1D: <Pine.LNX.4,44,0505161250310,1006-100000@recognition.dipac.it knitl.ac.th>
MIME-Version: 1.0
Content-Type: TEXT/PLAIN: charset=US-ASCII

i don"t know what “s happen there? please tell me details.

éSO 2.0.0 J4GSVKES000770 Message accepted for delivery
221 2,0,0 killbil .dipac,it.knitl.ac.th closing connection

517 2.1 Header 1z Body voavavugdiannseiind



fi31uuD#AD keyword : value Tab keyword nunodsfiddnyfi1duaasmsvazidoaves
Header 19U Date : , To : , From : (Hu@u a9 value ADA1510az10uan3odoyavosnanyiy
Sidnnseiindatiutiu i@y From max@yahoo.com MIeA N IIAMNEBENNIeTinda LT
Q@919 E-mail address ¥0 max@yahoo.com 1Fu#u d7u Body fodauvesdoniny nie

{ 1 4 s a/ A LY = ot
Message ﬁéﬁdﬁmﬂ’liﬁﬂﬂ‘liﬂu ﬁiwq”’luﬂﬂqvu‘lﬁ'u MINAUT MIME (Multipurpose Internet

QU

F 4 ) [
Mail Extensions) Yy e Iiddeamisouunenaisediadu i guam ides Tuduea
ad a
wuwdiannseind 14
o ar a | = a =1 3/ ' ad a  d
dmsumsasdedodisuanldeuanufariuuazdoya  MuMIAMINEBIANNIBHNG
¥
Wu davansanszanedeyaldlidFunsasnatsqau’ld Taovld Cc : w30 Bec : Header U
Tunsdindumsiuugasnnuiamiuvesnguamndniinnuanlalubeosfvanuudas  ms
[ e | a o a . 1 - =
AnderumaIanuBdanseiindoeiinnuazaimnn uae1siiilymainnsnldouulas
foguoasindn wu myadasdhidluandnlvg vde msthoeenvinmsiuaundn vhld
a ' ¥ vy 8 E = a a o q ¥ a
amndnlunguynaudoudenaud lvdeyalignaes  Fivfianduidanainilimsaade
] [} ) 4 o a a o o '
Fomaithylei ligndes udaiiufinwesmahszuunnasdadidnnlyd dwzndnlu

Yiaveda h

d
2.2 aasaan
s [y a a a g =Y u’: =Y o
LM RAMTE UUNSATINT LA R A afvInsavueBia nnsotindiy  Ianusuilu
| ) a a a  d ' o = @ 3
fezdoadnumainusesnanidaalugluuudieg  sudefndanazmmzLazium
1 ad = { a a o = ar
ANULANATNYDANUILDENNTONNANINAINAT IR eE nSsumsuiuIRrLY

a a o & w Y
Silnnsetindiuusssuamg lldannsoayllddsde 1l

221 Sovainghlvesnadsdan

MAAIAAAADNITIIVTINNGY E-mail Address voidu 1Bt 13drefiunasil List Address
Sugumuvesngy  demndndesmsdsteniumiedoyaiimndnausugaunsai 14
TremsdeamnuBiannseiindsmiaa List Address uazil Mailing List Manager Sumiiii
'ﬁﬁnmuaznszﬂ1ﬂﬁmﬂmﬂﬁxﬁﬂwiaﬁﬂﬁ1ﬁﬁuau1§nﬁﬂg'"luﬁﬂﬁsw?§a U39 List UBNIIN
rudaimhiisamsPerfuszuamndn wumsnlfounlasiiog v3e E-mail Address v
cndn myfuminsmndn nstwoenvesauidn Hudy vnnsAnu MY IaeRsadis
AMNTUNTHIINAMENNEMITANSTUEY  Manager W30 dAmsveanadeddald 2

szinnae



1. Manually Management
a a daa o o a ' o = = v
wuluwadsdaanivnadn Timauandnhivmin Imsn/fsunlasduazeoniin
msduandnlivemin diulnaiinly Alias Function 499 MTA 195U Sendmail ¥383AM13
= @ ad a a a a LY
RUITUNITNTZIIANINEBIENNTBIING Mailing list Manager W3oddamswadadad Wnld
o w a 4 = a v < 3 ' o
wypdlumsiamsqua wwwuilynufadulunsdinaundndesmsalasudoya iwu nsudou
z A o Y] a a [ v v A o
W/eq E-mail Address tosudoya diamswadadadenslimunsadans laluiuiivihld
= = 1 4 1 w9 ' cil. o 9o a
angnniansaadedeats  luansesudeyalugnanainsemsianuyedIanmsmans
a = o a a 3 o o "
Fad nazdiiiuandniuunniuildnmsquasii1d i
2. Software Management
a a Jaa v = o a =) = 3 =
wuluwaddaanivinalug - S wudndmna. Imsulasunlasdiesnvesdinn
1ov 119214 Mailing List Software 338 110159AM3 Software Ao 1diiazwuunluniote
a s d A g ] aq ¥ a
Sumesiinfio Majordomo (100N Software AINUTNISHT AWAINTOUDI Software
E
maiifeauguIzuumnFnveanadaan hesdlumsmins s dnvsomsonidnadngn
[ ad a [ a A
wazfanngUMINTENBIANIIEBIAINSoilnd IRAVANIFNDNAIY
¥
wenNiimMs 14 Mailing List Software umstantsdaemnsoutialszinnusanndadad
I a A 1 a =1 = o
audnuazmsshfderansednslumssauuanannudaiiuvesaudn wunsinmni

¥
Vasafeldtuamdniasdoyaveunaiadad ladaae U

Open and Closed
- : A a a  Ja ¥ o a v g
Open Mailing List fionsadsaaanoyanaliyonauannsaminsandn lduanslvivi
FoRvoants 191 Mailing List Software Tumssumingaindnldlavsn Inlauaduiluuuy
Closed Mailing List A5 ainseruntindoa 145119151@ 910 List Maintainer #39 List Owner oY
Public and Private
Public Mailing List Aoivadsadaneyanaiyananmouenainse post fonny nieds
foymnianadsdad 1] uad i Private Maiing List 15048 1AM ANTN 150 Subscriber
3 v =Y
wintufaznsznedeyald  dumsimnanulasaiulituwaddaduazmndnnnyana
- g/ 3 1 a a 3 adg a daa . 'id_l 9
moueniiewaduanudsmeliinmandad 19 5y snmnedlannsoindnil virus iluau

Moderated

st

Moderated Mailing List Aomadedadiil Moderator noUAIINABLIBYANTOIANUIY
s nnseiindnouiivznszaeldiuaanin Sumsdestudennuiitnim lumunzamily

msnaunseadoyaiiesnaudasaisldiumngn



Outside Gateway Inside
Network Network

WUUTITUM

Hdwazdsunu 1 1

HUVBITHAT

NfdawazAs UL 1 :n

wadadae

fiddaazfiuuuy 1 on

Adangueninioniy

M

wadadad

fesuazfSutiuy 1 -1

il
L] 1 -
Arsogluiniolw

it |
a oa o
waneaaa @
fifdawazdFuuuy 1: 1 Command
Request & Reply mail
G Xa
Response

qii 2.2 amilSeudisumanavessamnedidanseilinduumadedaduaziuusssum



2.2.2 Sn¥aizIMNITYeIIANINEBEANsBlind INNguIIad s
ad a da a o a a d = o
vinMsAnvamNdidanselindiinaninmsiinuveanad@aad  TaonlSoumeuny
' b4

wvuediannnseiindsssuaiig llannsoagd1ddese T
1. M3a Request DIFIANISINATIRAA

& ' ad a <A v Y a a o [ P as

Aomyaaanunediannsetindiiodoave Idianswadaan Jamsifeanussuy
adn Wy msaiasandn mssnidnadinda uazmsnlfounlasdeyavesann Tasialy

¥ v
AufumssANISUUY Manually Management Wuaudnaunsodasedoasiugiansimana
sadld lasldnuideans ludinlszsrinld uaduilumsiansuuy Software Management
nl: L) -] { = A o
v lauso R mansenmmildaulndld eannszunld Software Tumsniuguin
mssuduiiesdeald Mailing List Command Tumsdoais
2. mytleadulildaundnsusanuisralszinn
ad = s = 3 ar a _n o 3 1 ] g) &
wnues@nnseindnauin lasunnmadsdamin dmingeududeyaniomauans
v " i
AnuAArueInFniioglungu sanuioysziandugueninionnil 1wu AT 10
anuAanatnlumsnsznedoyalifvayidn  dSamswadsdadiinhntlesiuhiligad
ndvlfisenndng Post Sonim niomndnaudun Taviimsilesiude n13l¥ Header tiosy
¥ ]
vzl lamE 19 Ermror-To @ Header w3omsif@suiii/as Mail Address 1u
Header maaﬁﬁwwmaiﬁlﬂwm Manager Address LLNU
3. ATULANAIIYDY Email Address s dniludiuanming
' ad A dd Y a 3 vy o v

msasnaeudanueddnmseindndnniilasiadiudiuiy - awnsansiaeyls

210 SMTP Command A5 RCPT TO taz 11 Mail Header fiB To : 11az Cc : Header f1 Mail
v ¥ 3

Address IWU91A14 2 dauiiuanaanund? e19idu 11491 Mail Address 14 SMTP Command
o d‘. 1 é ey = oa
INAINNITNILVNYUDI Mail Address 'nag'lu Mail Header m;i‘luﬂmﬁuummmaamﬁﬁ
4. WuFowiinved Mailing List Software 14 E-mail Address Y85 utiazR

gufumssansIUY Manually Management Wui12in9e 1% E-mail Address vo3dians

wadadaaiiu Manager Address 130 List Address Sy Software Management Ny

3
s

" Vv 1 ¥
NuHNs1¥0v0e Software MAATUTDUDY Manager Address @9U List Address UUIH

MuFoUDINgY

da a o

e 13¥eaqUifnafudnunzamzvessamnediannsetindminasinmsiauveana
a a Y a 1 a a Gl 4
sEaduds ludeda lsznandannudesmsvesszuumadsdandos edluuuamiams

[ a a = = L
A2 95 uuaTInTuaasaadnIannediannseiindan 11



a a d

2.3 sgULINAaIaanee

2 U o a a d 9 Y = [ A " 3

Aomssusunguadnusawadaaaiimuanulndifisaiuveunievin Fratl

£ +
Submailing List ¥38 SUUMafaaAgos TuuiesuIananediannsoilnda1n Main Mailing
. a a o o CU o ' [ a a a 1
List ¥50 wadedadman WomudmnminsinszneseIdiumninnelumaddadten
lumonds  Tesmsdedennumendsifamndamshiideoyalmidwasszeznmluns
=1 =& = 1 ' u’; ar 4 I
dudeya  Famndnaunsadhhlsmdeyamaniuazdaasndeyaiidhamuny13ldme
Tuszeznaniidmuald  wdnmsmauvesszuufeanudesnmsanlSunadeyasanue
ad L T q ¥ Y A A ' i &
sannseiindnandoululfidunluniedis WoaaAUHUILIUUYDINITITIVITEHIAUATE
] q' a oA [~ U v " =1 ] su.:a'. ag r
dodumsmulseaninmuazanusa lumsosleudeyaszrinuniouis 1ARBIN uazd
ar n: aad 3/ s a ' = Y

Uszndianunnudoyalu Mail Box v89an¥nLAAZAUBNAWY

1INAISANEINMSTINIUYDISZUUINARIR At ons1uDatoyaasvaziduanss Y

o ' P a A a1 o
Foansin 114 WU Mail Address Nszvvmanadaoesdnamairlilefie List Address,
Member Address, Manager Address Il0¢ Manager Type A INATIVNUIIIANUY
ad a [ a a a a []
Sidnnsefindunninnduiaddaauds szuumadedadtesdeenisnsudoyares Manager
F7 /4 g \ P
Address 12 Manager Type iosams aainsiiuandn 110739521591 Member Address 141
o 4 a s oa d o o a

138 efunaznldouanuznnnsdiuandnveanaddndananlduniuauiFnueauada
a ' A a =od I . " o 1
Saagouuny isdvanuBiannIolndaauInn List Address 35ULILIAMSUIIINTENY
WU Member Address N52057013 svitudmeniniaalsmatoyafiiinndunious
LAz T8RN | IS HINTUDUATEIWLAT  FEULINAI AN EDUTITIWAANITZINITNINIUYBA

a ald ufs
Iaadadarvananaig

QOutside Network Inside Network

Mail Box Member

| Mailing MTA i MTA | .
List ' Mail Box Submllmg
SMTP f List

| Mail Box ‘ Member l

‘ Mail Box Member
R

511 2.3 msThauvesszyuwaddadden



Twiadeda lznanielymiiannuadsdaduazssuumaisdandos  saudaiimn

YDIIUINY

i
2.4 tlyviwazninvesnuiae
MNMINTTIBIAMINEBIANNIBTIndUDIIAM TR das nudullelamFndadoni
1|97 List Address f3amsmadsdarsziamaihdiunivessaminediannseiindatiuiu
udsadalinuauFna1y E-mail Address fifioglu List Tao liaulannulndifivanuveunse
¥ . ]
410 Mltinannusdeuvesdoyasaundumandunsedis Mlndszd@ninimueams
¥ ¥ ] v ¥
951955z NanSevwanas uazfiFunldesiuilumsinudeyaiidrdouiuvesamndnudas
=2 ﬁ — o a" oA LAl A o = LY o oy
A dudluifnvesmsiennsgiuwaasadasesiieansiaunazlSinudoyaiidunly
=1 1 ¥ 1 = a a o 9 Yy a 9 c; " Y
nT0118 AremsTwswnguaFnveauadsdadit Bdeduuditans awiindn13lui
90 2.3

a dt

uatlgmiiauie srynwansaantos ligwisasuunilsznnuesaning
ad a d o { s a
slannsefinduaszfaiondona Mail Address Hidpan1sioeIddedonifonnnuainsoves
(] ar ad a 4 1 ] o
Network Administrator $78fiansasvanuIEdtannseilndnanudnnlunsoviouazihdoye
LY a a di <& [y & = ad a do
Tuflouliiuszuuwaddaadon Faluiunikgdiisaninediannseindsuauwn
Network Administrator 819 Miamsaasvaeu lanuamoluiu@e sldlianneanin
E 4 ko
uaz liensoaswaoumIsmNBANMIDINAYeINJUINAAIAAA IANINYA  NanYIMIY
= a a JIa -: v A a = o 3/ a a d
p1lwadsaannatulmiGos  manuAanamlumsasaauihInszuuwaieg
¥
gouluiannsaudloilymls i lflszdniamuesinisesiesserniunsetivanaaas iy
& o =) ]
nlavaninmnsveunievis
= - T | £ (Y] a a 4 ad = o A o
uiluinussnuiteieaiisszuuasnduafdaanInIanINgdlannseting e
= ad a o P a a ' @
wihfinsnaousaminedidnnsoiinduazAnidendoyafissuuwaddandesdesms  deee

nanluidedaly

o a a d a o a  d
2.5 STUUNMINSIVVVINAAIAAANIAYIINEBIaNNITBHNT
Mailing List E-mail Detection System %30 s2uUMsAsIvdumadedaanineaning
[ 4 1
diannsoiind Aeszuuiadniuie s e uaniAuazaNYUZIANIZYDINANINY
ad = (aiq o a a L4 ° 1 o P=} %
diannseiindiinannmsiauvenaiedas Tassuouninnuiuls w39 Confidential

A o o
Factor 1o 191sznoumsaaduls



ol ) Vv

mMsiavessEuLENTINMsinsudeyavesanudidnnseiindikuduazoanain
3oty Taemsdnaendeyavesamnedidnnseiind e lddeyaduumdnieyamar
Yudhgnszuumssamdoudoyaldeglugluiuuivaiu Mﬂl‘ly’urimﬁﬁcjﬂfumaunwmn
5u 0 Tunszuunsifuiunsumsinnsdifemdnyuzmmizvonannedidnnsotind
VANAUINARIATA uﬁawui’fﬂyaﬁmaﬁ'u%ﬁ'uﬁygmsémﬁu syvvsrdmamanuiuly
Ifudoya Taemanuiuleaunsautsidifunaiolszion fe ansiulafiuanin Mail
Address ﬁyﬁ‘]u List Address, ‘Fi'lﬂ’nllliu‘lilﬁlmﬂi’h Mail Address «fﬁ]u Member Address, f1
A lofiaaedn Mail Address S Manager Address (1A% annuiulefiuanaiuweda

EYJ ¥ ' ¥y ¥
aadilld Software ¥Hiafl (Manager Type) Jumsiams msmvuamanuiuleiivusgiv

Y

]
~ o

Uszinnveadouaiir 1 lunsimuamang IWiuss vuwadsdandos

u

Outside
network

Gate Way

% A X
v | Mail Capture v
A
‘ Preprocessing |
A

Postprocessing
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Mailing List E-mail Detection System Process

: a a a o a - a v W
“Uuﬂfluﬂ'liﬁ%'ld‘iﬁﬂ“uﬂ']5ﬂ‘J"Jﬂi'lUmﬁﬁQﬁﬁﬂ%'}ﬂﬂﬂﬁﬂ"lﬂﬂlﬁﬂ‘ﬂiﬂﬂﬂff IUINNTANIU

g/ ad A da 3 A A 3
"UE)J;!@'UBQ%?]“&J’IUE]Lﬁﬂ‘n‘iﬂuﬂﬁﬂﬂ'Il.llﬁ]'ltlﬁgﬂﬂﬂﬁl']ﬂiﬂ'iﬂ‘ll'lﬂ (Capture Process) llJElulﬂﬂl'Ely’fl

¥
9/ LY 1 ar ar i
wudmmiudignszuiumsialilfie nszuaumsiamioudoya (Preprocessing Process)

i o = ad a v = [ o’: 1
iedawsvudeyavearanmedidnnsoiind Weglugduuu@eadu  nmiuwdhgnszuiums

Y] - 4 a s (Y] a d - 1
57991 (Detection Process) Eﬁﬂ']lﬂi'!?rﬂﬁ'IflﬂBm3!.?111'13‘UEN‘i]ﬂﬁll']ﬂﬂlﬂﬂﬂiﬂuﬂffil’lﬂﬂqu

waasaadLazfIammAuINle (Confidential Factor) gamailunszuiumsanduly

(Postprocessing Process) Wsanfainondoyaniinadnunzvonuadedad udrmenunald

Network Administrator N3 1o 1¥eyanagl 18 ians Configuration szuumadsdadton
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3.1

Capture Process

1 0,000000 recognition,dipac,it keitl ,ac.th => presium,dipac.it.kaitl,sc.th TCP 1038 > satp (SYN] Seq=2863962136 Ack=0 Hin=5840%

0000 00 80 c9 22 FfB dd 00 10 Sa 1b ad 0 08 00 45 00

0010 00 3¢ 12 3¢ 40 00 40 06 93 a2 cQ 28 01 Od al f6

0020 31 32 04 Oe 00 19 aa bd e6 38 00 00 00 00 a0 02

0030 16 dO Od cd 00 00 02 04 05 bd 04 02 08 0a 05 73

0040 F4 04 00 00 00 00 01 03 03 00

2 0.000196 premium.dipac.it.knitl.ac.th => recognition.dipac.it.kaitl.ac.th TCP satp > 1038 [SYN. ACK] Seq=471004223 Ack=286398%

0000 00 10 5a 1b ad €0 00 &0 c9 22 fB dd 08 00 45 00 .. Z...0.."eesEs

0010 00 3c &3 d7 40 00 40 06 c2 06 al Ff6 31 32 cO 28 £..0.9.....12.,

0020 01 0d 00 1904 Oe 1c 12 f4 3f sa bd e6 39 80 12 ......... Tovades

0030 &0 00 32 d4c 00 0002 04 05 bd 01 03 03 00 01 01 .. ZL...0evvvunns

0040 08 0a 02 1B02d6 0573 F4 04 = aieeaed 3.

3 0,000304 recognition.dipsc.it.kaitl.sc.th —> presiim dipac.it kaitl.ac.th TCP 1038 > satp [ACK] Secr2863902137 Ack=471004224

0000 00 a0 c9 22 f8 dd 00 10 5a 1b ad e0 08 00 45 00

0010 00 34 12 3d 40 00 40 06 93 a9 c0 aB 01 Od al f6

0020 31 32 04 O 00 19 aa bd 6 39 ic 12 fd4 40 80 10

0030 16 dO 27 40 00 00 01 01 08 Oa 05 73 fd 05 02 18

0040 02 d&

4 0,004160 presium.dipac,it knitl,ac.th =) recognition.dipac.it.kaitl ac,th SHTP Response: 220 dipac.it,kaitl.ac,th ESHTP Sencm$

0000 00 10 5a 1b ad e0 00 a0 c9 22 f8 dd 08 00 45 00 Y

0010 00 92 38 a9 40 00 40 06 6¢c of al f6 31 32 c0 28

0020 01 0d 00 19 04 Oe ic 12 f4 40 aa bd e6 39 BO 18

0030 e2 40 dc 22 00 00 01 01 08 Oa 02 18 02 d6 05 73

0040 f4 05 32 32 30 20 64 69 70 61 63 28 69 74 20 Gb

0050 6d 69 74 6c 2e 61 63 20 74 68 20 45 53 dd 54 50

0060 20 53 65 fe 64 6d 61 69 6¢ 20 38 20 31 32 2o 3B

0070 2f 38 28 31 32 20 3B 3b 20 4d 6F 6e 2c 20 32 37 .12.8:

0080 20 44 65 63 20 32 30 30 34 20 31 33 3a 34 37 3a

0030 30 37 20 2b 30 37 30 30 20 28 49 43 54 29 Od Oa 0700?00(ICT)

5 0,004272 recognition.dipac.it kaitl,ac,th -> preaium.dipac.it kaitl ac.th TCP 1038 > satp [ACK] Seqe2863982137 Ack=471004318

0000 00 a0 c9 22 f8 dd 00 10 5a 1b ad €0 08 00 45 00

0010 00 34 12 3= 40 00 40 06 93 a8 cO 28 01 0d al f6

0020 31 32 04 Os 00 19 aa bd e6 33 1c 12 F4 e B0 10

0030 16 d0 26 €0 00 00 01 01 08 Oa 05 73 f4 07 02 18

0040 02 db

6 0.007934 recognition,dlpac.it.kaitl,ac,th -> premium.dipac.it.kaitl,ac,th SHTP Command: EHLD recognitlion,.dipac.it . kaitl .ac.th
00 80 c¢9 22 f8 dd 00 10 5a 1b ad 0 08 00 45 00  ...".... 2.0 €.

1I&tﬂe.lp HriteOut [{ Read File Prev Pg Cut Text

Justify _ ihera As Hext Pg I.hCut_ Text To Spa.l..l.

AT st s e s RS - ffelnet T3] (53 Rows, 182 Cals | NT106°

51/ 3.1 uansfIed19d9YAIN Capture Process
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5uAUAIY Capture Process H3D NIEUIUMIANTUTDYAvVBIIANIBBIANNIDIINANHIY
s/ ] o ad a o ' |
Whuazesnnnnsetis MARRBIMSTHOUYBIIAmINBanNIondnuIMsIanildsude

1 Yaor 9 a o =Y a u‘j 9 o =

YaszEnIN MTA voafsunazddevamnediannsetndviulyllslanea SMTP Tumsauiiu

v & Z &, "]:j Y v v Y 40w < =q
ms antuluduseudisuiiudesdnivdoyandinuduazoonain port 25 Fuilu port N1Flu

) v ¥ ¥
msdomsuan/asudeyavos sSMTP Tasluduneuii1a14 ool fe Tethereal 0.9.6 1111 tool
1 o 1 1 A dl.
AldaniudeyavealisTaneavunion ogluanmmuindeutio Redha8.0 Fadoyaildez
ﬂq"lu;ﬂﬂjm text format

o o 9 ad a Lo @ Y L o 1 P
Tasmsdniudoyasanuedidansoiindiuiiumsanaondeyaminiy  lifimsudeu

[

) vy o v & = v Vo 3
wlasdoyavesaaming  wundeyaiinndu ldiunanimsuaniasudeyavesdSunasfe
ad a n’: 4 (Y t 1 ]
wnuwdiannsetind Ias MTA veanadesrhe nndaed1aansauadeyasomilu 2 dou
fin SMTP Envelop M358 MTA Conversation 1182 SMTP Content. Iagluauusniviszaou

@78 SMTP Command a2 SMTP Reply Code ﬁﬂgﬂﬁ 32

B0  0.300933 preaium.dipac.it.kmitl ac.th -> detection.dipac,it.kmitl.ac.th SMTP Response: 250 2.1.,0 <hanuBdetection.dipac
0000 00 06 5b 7d 1a d9 00 a0 c9 22 fB8 dd 08 00 45 00 e o 4o

0010 00 72 d8 73 40 00 40 06 cd 33 al f6 31 32 c0 a8 r.s2.0..3,.12

0020 01 Oe 00 19 80 1c 58 64 a6 62 91 76 78 6d 80 18 ,..,..Md.b.wxn..

0030 6240 e54dc 0000010108 0a 12884365005 .O.L........Ce.V

0040 21 61 32 35 30 20 32 2e 31 20 30 20 3c 68 61 6e 12250 2,1.0 <han

0050 75 40 64 65 74 65 63 74 69 6f 68 2e 64 69 70 61  uBdetection.dipa

0060 63 2a 69 74 2= 6b 6d 639 74 6¢c 28 61 63 20 74 68 c.it.kmitl,ac.th

0070 3a 28 2e 2e 20 53 65 6o 64 65 72 20 6F 6b Od Oa  >,., Sender ok

51 0,302111 detection.dipac.it.knitl,ac.th => premium dipac.it knitl.ac.th SMIP Command: RCPT To:<{panicli@premium.dipac.it
0000 00 a0 c9 22 £8 dd 00 06 Bb 7d 1a d9 08 00 45 00 = .."....

0010 00 69 59 55 40 00 40 06 4c Sb cO a8 01 Oe al fb iyua.e.Ll.,....

0020 31 32 B0 1c 00 19 91 76 78 6d 58 64 a6 20 80 18 12,,... VXA

0030 19 20 24 36 00 00 01 01 08 0a 00 56 21 64 12 88 . $6...0ues vid..

0040 43 65 52 43 50 54 20 54 6f 3a 3c 70 61 62 69 63  CeRCPT To:d{pani

0050 31 40 70 72 65 6d 69 75 6d 2e 64 69 70 61 63 28  1Bpremium.dipac,

0060 69 74 2e 6b 6d 69 74 6c 28 61 63 2¢ 74 68 3¢ Od it kaitl,ac.th>.

0070 Oa 44 41 54 41 0d Oa DATA..

52  0.305064 presium.dipac,it.kmitl,ac,th => detection.dipac.it.ksitl.ac.th SHTP Response: 250 2.1.5 {panicl@preaiun.dipac
0000 00 06 Sb 7d 1a d9 00 a0 c9 22 8 dd 08 00 45 00  ..[3....."....E.

0010 00 a7 03 39 40 00 40 06 a2 39 al Ff6 31 32 c0 28 ...90.8..9..12,.

0020 01 Oe 00 19 BO 1c 58 64 a6 a0 91 76 78 a2 80 18 ...... M J\Vx. o5

0020 e2 40 75 70 00 00 01 01 08 Oa 12 88 43 66 00 56 T o s CF.V

0040 21 64 32 35 30 20 32 2¢ 31 2¢ 35 20 3c 70 61 6s 1d250 2,1.5 <pan

0050 69 63 31 40 70 72 65 6d 69 75 6d 2e 64 69 70 61  ici@premium.dipa

0060 63 28 69 74 2e 6b 6d 69 74 6c 2e 61 63 28 74 68 c.it.kmitl.ac.th

0070 3e 2e 2e 2e 20 52 65 63 69 70 69 65 6e 74 20 6Ff  >... Recipient o

0080 6b 0d 0a 33 35 34 20 45 be 74 65 72 20 6d 61 69 k,.354 Enter mal

0090 6c 2c 20 65 b8 64 20 77 69 74 6820 22 20 22 20 1, end with °."

00a0 6f 6e 20 61 20 6c 69 6e 65 20 62 79 20 69 74 73 | on a line by its

00b0 65 6¢c 66 Od Oa elf..

53  0.307240 detection.dipac.it . kaitl,ac.th =) premium,dipac.it.kmitl.ac.th SMTP Message Body
0000 00 a0 c9 22 fB dd 00 06 5b 7d 1a d3 08 00 45 00 ve"vas v 98

0010 03 2c 59 56 40 00 40 06 49 97 cO a8 01 Oe al fb PR - - D SO

0020 313280 1c 00 19 91 76 78 a2 58 64 a7 13 80 1B 12,,,.. vx. Hdo..o

0030 1920 5¢ 64 00 00 01 01 08 0a 00 56 21 66 12838 ., “diu.sssss VIF,.

0040 43 66 52 65 63 65 69 76 65 64 3a 20 66 72 6f 6d CFReceived: from

517 3.2 uAAIAIBEI SMTP Command g SMTP Reply Code

Y

[ 3
Tuduiiaeaiu AvsananediannsolindndedmsdalsenouAe Header 1az Body #9

v B4 ¥
uanalugi 3.3 nmiuSudhgnszuumsiamioudeyade i
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15 0,043506 HML.dipac,it.kmitl,ac,th -> detection.dipac.it.kmitl,ac,th SMIP Message Body

0000 00 06 Bb 7d 1a d9 00 e0 29 8f 86 ef 08 00 45 00  ,.[3....).....E.
0010 02 37 66 €9 40 00 40 06 de 73 cO aB 01 06 cO a8 . 7f.B.@.Ns......
0020 01 0e 06 2c 00 19 92 b3 a3 95 91 7f f9 aa 80 18  ........ S
0030 19 20 2a 07 00 00 01 01 08 Oa 07 3a c5 eB 00 56 & Euvewevont codd
0040 20 de 52 65 63 65 69 76 65 64 3a 20 66 72 bf 6bd .Received: fron
0050 20 6c 6fF 63 61 6c 68 6f 73 74 20 28 68 61 69 72 localhost (hair
0060 32 40 6¢c 6F 63 61 6¢c 68 6f 73 74 29 0d Oa 09 62 2@localhost}...b
0070 79 20 948 dd dc 2e 64 69 70 61 63 2e 69 74 2e 6b y HML.dipac.it.k
0080 6d 69 74 6c 2e 61 63 2e 74 68 20 28 38 2e 31 31 mitl.ac.th (8,11
0090 2e 36 2F 38 2e 31 31 2e 36 29 20 77 69 74 68 20  ,6/8.11.6) with

00a0 45 53 4d 54 50 20 69 64 20 6a 33 db 37 76 47 da  ESMIP id j3K7vGJ
00b0 30 33 32 30 35 0d 0a 09 66 6f 72 20 3c 64 65 74 03205, ,.for <{det
00cO0 65 63 74 69 6f 6e 40 64 65 74 65 63 74 69 6f 6e ection@detection
00d0 2e 64 69 70 61 63 2e 69 74 2e 6b 6d €9 74 6¢c 2  .dipac.it.kmitl,
00e0 61 63 2 74 68 3e 3b 20 57 65 64 2c 20 32 30 20  ac.th>: Hed, 20

00f0 41 70 72 20 32 30 30 35 20 31 34 3a 35 37 3a 31 Apr 2005 14:57:1
0100 36 20 2b 30 37 30 30 Od 0a 44 61 74 65 3a 20 57 6 +0700, . Date: W
0110 65 64 2c 20 32 30 20 41 70 72 20 32 30 30 35 20 ed, 20 Rer 2005

0120 31 34 3a 35 37 3a 31 36 20 2b 30 37 30 30 20 28  14:57:16 +0700 ¢
0130 49 43 54 29 0d Oa 46 72 6f 6d 3a 20 68 61 69 72 ICT),.From: hair
0140 32 40 48 dd dc 2e 64 69 70 61 63 2e 69 74 2e 6b  2BHML .dipac.it.k
0150 6d 69 74 6c 2e 61 63 2e 74 68 Od 0a 54 6f 3a 20 mitl.ac.th..To:

0160 64 65 74 65 63 74 69 6f be 40 64 65 74 65 63 74  detection@detect
0170 69 6f 6e 2e 64 69 70 61 63 2e 69 74 2e bb 6d 69 ion.dipac,it.kmi
0180 74 6c 2e 61 63 2e 74 68 O0d 0a 53 75 62 ba 65 63 tl.ac.th,.Subjec
0190 74 3a 20 62 75 73 69 be 65 73 73 0d 0a 4d 65 73 t: business,.Mes
01a0 73 61 67 65 2d 49 44 33 20 3c 50 69 be 65 2e dc  sage-ID: {Pine.L
01b0 de 58 2e 34 2e 34 34 2e 30 35 30 34 32 30 31 34  NX.4.44.05042014
01c0 35 36 34 31 30 2e 33 32 30 30 2d 31 30 30 30 30 - 56410,3200-10000
01d0 30 40 48 dd dc 2e 64 69 70 61 63 2e 69 74 2e bb  OBHML .dipac.it.k
01e0 6d 69 74 6¢c 2e 61 63 2 74 68 3e Od Oa 4d 49 d4d  mitl.ac.th>,.MIM
01F0 45 2d 56 65 72 73 69 6f 6e 3a 20 31 2e 30 0d 0a  E-Version: 1,0..
0200 43 6f 6e 74 65 be 74 2d 54 79 70 65 3a 20 54 45 Content-Type: TE
0210 58 54 2f 50 4c 41 49 de 3b 20 63 68 61 72 73 656 ~ KT/PLAIN: charse
0220 74 3d 55 53 2d 41 53 43 49 49 0d Qa 0d Oa 64 65 t=US-ASCII....de
0230 76 65 6c 6f 70 6d 65 6e 74 20 6d 61 6e 61 67 65 velopment manage
0240 72 0d 0a 0d Oa o T8 o

16 0.083143 detection.dipac.it.knitl,ac,th => HML,dipac.it.kmitl.ac.th TCP smtp > 1580 [RC
32 Len=0

0000 00 0 29 BF 86 ef 00 06 Bb 7d 1a d9 08 00 45 00 ,.).....[3....E,
0010 00 34 d7 13 40 00 40 06 €0 db cO aB 01 Qe c0 a8  .4..@.8,.K......
2920 01 QE 00 19 QE gc g} Zf fg aa 92 E? 25 98 §9 &0 cesearesiesiinas

3 ar ¥ a d a
311 3.3 AAIAIDEN Header LAY Body Y9I9ANNIYDL anseund

3.2 Preprocessing Process
L4 Ed 1
TuduneuilifunmsSawssudoyalioy lugdiu@eaiufie Detection Format 1HouATo
v a dd a v 1 o s n’: = g a 9 3/
fredumesmaiins 19 MTA raegduuuuand1aiy duiulsasaiamsInveyaveisa
MNODEANTOIINAN 18010 Capture Process oglugiuuiAeafuneudagn 34 aalu
3 1 & 1 = a Y "

Detection Format tiuguisauresndiu 2 juvufe daufidlumsuannfaoudeyasznin
MTA 359 SMTP Envelop 56031 SMTP Variable Format wazludiuiiaefeduinidues
MBIEANTBIING M50 SMTP Content (3031 Rfc822 Variable Format AuaAIgIuvedzl

pupIRmINeBEnnseting annsaaglsiwaziBealadimeai 3.1



{smtp>
{smtp_ervelop>
{smtp_source_domain>killbil .dipac.it knitl.ac,th{/satp_source_domain>
{smtp_arrive_tinedhed, 20 Apr 2005 20:21:39 +0700</sntp_arrive_time>
{smtp_destination_domain>detection,dipac.it knitl .ac,th{/satp_destination_domain>
{sntp_nall_from>kangkarocol@killbil .dipac,it kmitl.ac,th{/satp_mail_from>
{smtp_rcpt_to>danagel@detection.dipac.it knitl ,ac.th{/smtp_rcpt_to>
{/smtp_erwelop>
{satp_content>
<{nail_header>
<rfcB22_from>kangkaroolBkillbil .dipac,it . kmitl.ac,th{/rfcB22_from>
{rfcB822_to>damagelBdetection.dipac,it kmitl .ac.th{/rfcB22_to>
{rfe822_nessage_1d><Pine . LNX .4 .44 ,0504201953530,5342-1000008k111bil .dipac.it kaltl .ac.th></rfcB22_nessage_Ld

{rfeB22_subject>1li & Fung{/rfcB22_subject>
<{/mail_header>
<{mail_body>
thaila nd limited,..,
{/mail_body>
{/smtp_content>
(/satp>
{smtp)>
{smtp_erwalop>
{satp_source_domain>killbil .dipac.it knitl .ac.th{/satp_source_domain>
{smtp_arrive_tinedHed, 20 Apr 2005 20:23:27 +0700<{/sntp_arrive_time>
{satp_destination_domain>detection.dipac,it.knitl .ac.th{/satp_destination_domain>
<smtp_mall_from>knight 18killbil.dipac.it knitl.ac.th{/sntp_mail_from>
{smtp_rcpt_to>day2Bdetection.dipac.it .knitl .ac.th{dog28detection.dipac.it knitl ,ac.th{/satp_rcpt_to>
{/satp_erwelop>
{smtp_content>
{mail_headsr>
<{rfcB22_from>knight18killbil ,dipac.it kmitl .ac.th<{/rfcB822_i Fr'cn-)
<rfcB22_to>day28detection.dipac.it. k.llt\‘.l.ac th{/rfcB822_to.
<rfcB22_nessage_id><Pine,LNX 4,44 0504202020340, mi—imllbll Jdipac.it kaitl ac.th>{/rfcB822_message_id

<rfcB22_subject>1i & fung limited{/rfc822_subject>
{/mail_header>
<mail_body>
is today one of the premier global consumer products export trading ..companies.. .
{/mail_body>
<{/smtp_content?>
{/smtp>
{satp>
{satp_ervelop>
{smtp_source_donainddetection,dipac,it knitl .ac.th{/satp_source_donain>
{satp_arrive_timedWed, 20 Rpr 2005 20:23:41 +0700</satp_arrive_tine>
{smtp_destination_domain>killbil ,dipac,it .kmitl,oc,th{/sntp_destination_domain?
{sntp_nall_from>dance2@detection.dipac,it knitl.ac.th</sntp_nail_fron>

gﬂﬁ 3.4 Detection Format

$113197 3.1 Detection Variables

Variable Description Type
Smtp_source_domain Domain 14910 smtp conversation Single
Smtp_destination_domain Domain 14910 smtp conversation Single
Smtp_mail_from Mail address 199710 smtp command ‘MAIL FROM’ Single
Smtp_rcpt_to Mail address 1A91n smtp command ‘RCPT TO’ Muiti
Smtp_arrive_time HaAaafi mail W lun3ete Single
Rfc822 from Mail address @910 From: header Single
Rfc822_sender Mail address 1A Sender: header Single
Rfc822_return_path Mail address 14910 Return-Path: header Single
Rfc822 reply to Mail address 14910 Reply-To: header Single
Rfc822 error_to Mail address 14910 Error-To: header Single
Rfc822 to Mail address 1@970 To: header Multi
Rfc822 cc Mail address @910 Cc: header Multi
Rfc822 message id Unique code 1800 Message-id: header Single
Rfc822 in_reply to Unique code 1ann In-Reply-To: header Single
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?19197 3.1 Detection Variables (ﬁiﬂ)

Variable Description Type
Rfc822_references Unique code 14910 Reference: header Single
Rfc822_subject 14910 Subject: header Single
Rfc822_mail_body Mail Body Single

[ J 3 1 ad Y
dmSudoya Variable saiufedeyaii Idnnaamnedidnnseind Tasil Type it 2

a v P

¥iiafi® Single UAZ Muti WWIBAYIN Variable usaziidoyafinmidrmseiiudoyai
amnsaildna1oan 19 Smip_mail_from fi® E-mail Address Yoagfaavamunudiannseiind
Tugmnsei1Zifisanudeidevaiane 1 ety ufied Type Wuuny Single uddmsy
Smtp_rept_to yufie E-mail Address ﬂjaqﬁ%’mﬂﬂuwaﬁqmmsnﬁ;ﬁ%’u"lﬁ'ﬂmﬂﬂwimﬂﬁmﬂ 1
auvzA LA Type iHuuuy Muli [y delddouaoglugluuniidensudy M

Whgnszuammsda Ty

3.3 Detection Process
a’: J’ = o ad =Y o c'l [
1‘!4‘1]14?18111‘!!{'1!ﬂiz'U'Juﬂ'li’)iﬂ'i‘l:'ﬂi]ﬂﬂiﬂtl'ﬂtﬁﬂ‘ﬂiﬂuﬂﬁtﬂﬂﬁuﬂ‘laﬂﬂmzmw13‘1]?3\‘1‘0@]
a d =Y (] a s o ' o
mnudiannIetindnnngumaiaas uasfimasmainnuiuly W39 Confidential Factor
0’: o 9 Al Yo A ) 2 o a a o
(cF) nmiwihdoyai Idiudinaslugudeya daluszvumsasitumatiadannNIAny

ad a e 13 kY o @ W v :ly
Sidnnsetinduszaoudsgmudeyaidynae i

3.3.1 Detection Output Database (DODB)
& 9 ar (c{ Y s - o a o ad =Y o
ﬂﬂj'lu‘lli)lluﬁﬁ.l'ENNﬁﬁ‘ﬂﬁ'ﬂvlﬂﬂ'lﬂﬂiz‘in‘l-iﬂ'l‘iﬂi'.li]"lmlllﬁﬁﬂﬁﬂﬂmﬂi]ﬂﬂll'\ﬂmf\ﬂ‘l’liﬂuﬂﬁ

; A 8 4
Foyait1dvzgmirlfinsenludunougaimeiiossam1¥ Network Administrator N31UMAZ
3

1hdeya'lyl Config sruMMARIR ARy Usznoudie
1. List Address Table (LA Table)
AoMmINAAINATNEMIIAS1ZHAE Mail Address Tathafierguauilu List Address 109

wadedas

#13197 3.2 List Address Table

List address CF_LA

Lismame@Listdomain Value between 0 to 1

EY
Usznoudin 2 field fase liife

60827



List Address M08 Mail Address Aiagu31uilu List Address vouuadadea

CF LA Munfaanusiulai Mail Address finuidfu List Address Uoaaasaad

2. List Member Address Table (LM Table)
A0A15 1 TAAINAANEMIIAT1ZHIT Mail Address lathafiargaauilu Member Address

YouuaaIaaa

#15199 3.3 List Member Address Table

List address Member address CF_LM
Listname@Listdomain Membemame@Member | Value between 0 to ]
domain

3
szneudae field faae 1/l
- List Address ¥31074 Mail Address fiag23uilu List Address vounadadiad
— Member Address Ma1834 Mail Address AingiinfluauiSnveaniadsdan

- CF_LM nu1odaganuiiuledi Mail Address nudluanSnveanafedan

(8]

. List Manager Address Table (MA Table)
AomINUaAINRENTNISINTILH T Mail Address Tathafiargy 3ty Manager Address

a a o
VYoV AIANRA

M13197 3.4 List Manager Address Table

List address Manager address CF_MA
Listname@Listdomain Managemame@Manager | Value between 0 to 1
domain

k4
Uszneufae field Aasie 11
- List Address ¥0fa Mail Address fiargul3uilu List Address voumadsaad

- Manager Address M1009 Mail Address ﬁﬁiﬂ’j'uﬂu Manager Address YBUURAIAAA

- CF_MA mngiaanwiii1edn Mail Address inuifiuvesdiansadadad

. List Manager Type Table (MT Table)

o~

A DS 1AAHAEHENT NI IZHINATIA A 14 Mailing List Software iialalunsda

o a  d
NSUADNATRA
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A13197 3.5 List Manager Type Table

Manager address Manager Type CF_MT

Managername@Managerdo | Manual, Listserv, Majordomo, | Value between 0 to 1

main Listproc, Smartlist or none

Ed

Usznoudae field faso il
- Manager Address WUIWDA Mail Address ‘ﬁﬁgﬂiui‘]u Manager Address YDIUUAAINARA
- Manager Type HUWDIFUAVDA Mailing List Software nFamsatidad
- CF.MT naedaaInMUEu N Manager Address 1% Mailing List Software ¥uailumg

famswaddad

Tasaanwiulasmualdiisegsening o 8 1ufe dimanuiulalinumiiy o mane

¥ "

fadoyail lilydoyavoaaninedidnnseiindimasinnsihuvsasadsdaduiven uaz
3 @ o Vo 28 g/ d’.‘i-j £ a g a ddaa
manuiulelisuwiny 1 mineddsyatiiluvayavesaaninesiannssindninannms
MauvewadRaALLueN

101N Detection output database (DODB) aadall Consequent mail database (CMDB)
4 g 4 9 4w ad @ 4 4 9 A4 o o1 a
WY temporary file  ddounudeyal3lunsdifsedeyasuivemanvayusuiuni
SnvamwIzYeIAMINBaIIeindnnnguiadedadnse wiesedeyaiidaudaiudeya

gl 14 erhunlfusmuiula Idlinnugnasanounsii a1

3.3.2 Consequent Mail Database (CMDB)
& 9 o o 9 e p A v oA o 4 . Py ' 1
fAogmudoyadmiuindoya Mail Detection ATnasBIiBIfUNTD Mail i luimilouaz
faagulailddessedeyadumariuayu sznouday
1. Suspected List Address Table (SLA Table)
Aemraifiudoyaves Mail Address 18 LimilanTedadins il ldusidiu i 183 Mail

¥
Address ﬁﬁ‘lu List Address YodluaaIad FT

M13199 3.6 Suspected List Address Table

Message-id List address Time stamp CF_SLA
rfc822 _message | Listname@listdo | Arrive time Value between
_id main 0-1

v
Usenoudae field Aano 11/i

ad a g @
- Message-id ﬂﬂ'lﬂﬁ\'l unique code YDIIANVIYDANNITOUNTUADS R



List Address HU1894 Mail Address Ntiiu' 11 Td 1921801 List Address youuadsaas

1

CF_SLA Mu188371921%3% 1991 Mail Address inuiilu List Address voadaaad

. = 42 v g v 3
Time Stamp Hmﬂmnmmﬁmumn‘uay’au

oo

. Suspected List Member Address Table (SLM Table)
Aomufudoyauns Mail Address #idalimilanSedaTins 1z 1 lduadiulal 184,

Mail Address 71114 Member Address YDUNARIRAR

M13197 3.7 Suspected List Member Address Table

Message-id Member address Time stamp CF_SLM
rfc822_messag | Membername@me | Arrive time Value between 0-
e_id mberdomain 1

'
Usznounly field daae 111
- Message-id M31894 unique code UBIIAMNBDIANNTOTINAUART AT
-  Member Address 'HiJ‘IEJﬁQ Mail Address ﬁﬁﬂ'nmflu'lﬂ"lﬂy'ini‘lu Member Address UDILUA
a s o
9894
4 = 44 9 g v S
- Time Stamp MNGTIINAGUAUN VYDA

- CF_SLM viufamnamiinledn Mail Address Nuiili Member Address Y9 unaaaaas

(8]

. Suspected List Manager Address (SMA Table)
Aomsunudonates  Mail Address i linilanTedadinszd i ldueiu 1y 169

Mail Address 1111y Manager Address YouuanIa AR

A15199 3.8 Suspected List Manager Address Table

Message-id Manager address Status Time stamp CF_SMA
rfc822 _message | Managername@ | subscribe, Arrive time Value between
id managerdomain | unsubscribe, 0-1

general, none

b
U52nDUAW field Aano 11
o a  d o
- Message-id ETRGE unique code YpdanNIEBlannIeNnduAaz AU
- Manager Address MU1889 Mail Address NinwiIu 1143 uTu Manager Address voq

wansdae



21

ad = ' =y
- Stas  MMEDIAIMZYBIAMNEBIANNIoiing 1 IdvInmsAns iz deyavevaruie

Uszinnla wsesniilu 4 anugaodufo
e = 9 9 a o = s a Y] a
subscribe HJJ'IUfN‘UDy‘a1ﬂﬂ1ﬂﬂﬂﬂﬂ1ﬂﬂlﬁﬂﬂiﬂﬂﬂﬁﬂI.ﬂﬂﬁ]'lﬂm‘iﬁuﬂ‘il‘ﬁuﬁni‘ﬂﬂ
YouNARIRAd
. = 9 ad =Y s a = a
unsubscribe  vaefavoya ldvnvanueBildnnIoHnANAAIAMTINANTNFN
YouuadIaae

V3

a a dda a
general Mwadoya ldnnsanuedidnnsedndiifasinnisieswelidianiswa

“

a

a a & o = [ ) 9/ b=} g/ 3/ = [ =
aadea ﬂﬂ']ilﬂtl’)ﬂijﬂ]illﬂq“ll‘l}ﬂl‘].ﬂ HIo @'IENﬂ']'iYI'i'I'U‘UE)l‘J.ﬁlﬂU’Jﬂ‘UmﬁﬁQaﬁﬁ
ad a i a
none mnunideyaldnniamnediannseindniinvinmanszaseanunyyoa
a a o
adaan
; ] da 9 g ¥ &
- Time Stamp YUY INTUAUNUVIDYAU
- CF_SMA NINoDIAINIIU19 Mail Address finutiu Manager Address YDANARY
o o
ade
4. Suspected List Manager Type Table (SMT Table)

= ' T

femrsufiudeyawiiaved Mailing List Software finnd ez 15 lums famawadedad

15191 3.9 Suspected List Manager Type Table

Message-id Manager address Manager type Time stamp CF_SMT
rfc822 _message id | Managername@man | Manual, listserv, Arrive time Value between
agerdomain majordomo, listproc, 0-1
smartlist, none

3
Usznoufae field Aaae 11
= =Y o) Y

- Message-id NG unique code YaIIANIEDlanNIondUAAZ AT
- Manager Address MY Mail Address ﬁﬁﬂ’ﬂmﬂu“lﬂ'lﬁ"hﬁ']u Manager Address U9

anaaea

= o o . da Y Vo =

- Manager Type HU180D9%1AYDY Mailing List Software ananuiu Tl g ldianswads

o o
(%]

De

o A g
- Time Stamp HuNgDIIMAGUAMNUTOYAT]

u

=Y o

) Ed
- CF_SMT nwedemanuiiuleiwadedaddild Mailing List Software At lumsve

IANITIZVY



3.3.3 Detection Configuration Database (DCDB)

= ¥ @ = '
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mahﬂsxﬂanmsamﬂzumaﬂyms

a d a daa ] @ Y a a J 3
RWIUDIVANUIUDLANNTOUNTNLNAVINNTTA request ll'l]ENPjﬂﬂﬂTilMﬂaQﬁﬂﬂﬂigﬂﬂUﬂﬂﬂ

1. List Manager Command Table

& = o a
ﬂﬂﬂ151\1ﬂi?ﬂijnﬂlﬂﬂﬁi1ﬂﬂ$Lcﬂiﬂﬂ‘UEN Mailnig List Software BHAN N

M15197 3.10 List Manager Command Table

Manager | Comman | Subscribe format ID Unsubscribe format General command
Type d part list ID list format ID list
flag <keyword,pattern> <keyword,pattern> <keyword,pattern>

Majordo 0 (1,2),(L3) (1,2), (1,3), (1,4), (L1%(2:0):(3:3),

mo (1,5) (5,3), (4,2)

Listserv 0 (4,4) (5a4)’(4:4) (951))(]054)?(10)3)’(1 1;
1)

Listproc 0 (1,4),(2,4) (1,4),(2,4) (1,1),(2,1),(6,3),(7,3),(
4,1)

Smartlist 1 (1,1),(2,1),(3,1) (1,1) (1%.1).(3,1),(2,1)

Mailbase 0 (2,5) (3,4) (12,1),(8,3)

Ecartis 1 (1,2),(1,1) (1,2),(1,1) (2,1),(5,3)

Lyris 0 None None (1,1),(3,1)

Minimalis 1 (1,2),(1,3) (1,4),(1,5) (4,2),(3,3).(5,3),(1,1)

t

Mailserv 0 (1,2),(1,3) (1,4),(1,5) 9,1H,(10,),(11,1)

1sgneuane field Aaeo 1ii

- Manager Type NUUDIYUAUDY Mailing List Software

Cormmand Part Flag #1684 Location %38 @0 ufifiny Mailing List Command 1ab bit 0
MR TN Mail Body 1182 bit 1 HN8AM WM Subject

Subscribe Formiat ID List va168431/iina w30 Format ms 19ammaangu Subseribe (o
ainsdumndnveuadidad Mudeyasglugtiuuie <keywordpattern>  Tngil
keyword ¥11694 Mailing List Command @24 pattern 11muﬁqgﬂLmUﬂ'Iﬂ%’qmﬁﬁ’nfm
Unsubscribe Format ID List #31094314i11 #39 Format ms1Famfdengy Unsubscribe
ioondnmsiluamSnveanadedad  dnvazmaivdoyamiousuiy  Subscribe
Format ID List

General Format ID List Mu16@a3uiiuy wie Format msl#amusidangs General 1ifo3o
veswaziBeanetuwaddadnnddamsuadsaad anvuzmsiudeyamieuiuiy
Subscribe Format ID List

Taelu Subscribe Format ID List, Unsubscribe Format ID List (i1¥ General Format ID List

¥
Usenoudlon1s1tosane il



2. Subscribe Keyword Table

ADA13 1A Mailing List Command fioglunguvainisadnsauidn

M13199 3.11 Subscribe Keyword Table

Subscribe keyword ID Subscribe keyword
1 Subscribe
2 Join
3 Sign on
i SUBSCRIBE

3. Subscribe Pattern Table

ADA15 19U AR Pattern YD Keyword N10g TUNGUUDINITHIAT A11BA

$13199 3.12 Subscribe Pattern Table

Subscribe pattern ID Subscribe pattern
1 <keyword>
2 <keyword> listname
3 <keyword> listname address
“ <keyword> listname fullname
5 <keyword> listname firstname lastname

4. Unsubscribe Keyword Table

ADA1319@A Mailing List Command 10 TunguuInsuni@nausn

#1319 3.13 Unsubscribe Keyword Table

Unsubscribe keyword ID Unsubscribe keyword
1 Unsubscribe
2 Sign off
3 Leave
2 UNSUBSCRIBE
5 SIGN OFF

5. Unsubscribe Pattern Table

fDAT1LLEAA Pattern Y09 Keyword Nog lunguuaemsunianaunyn

#1319 3.14 Unsubscribe Pattern Table

Unsubscribe pattern ID Unsubscribe pattern
1 <keyword>
2 <keyword> *
3 <keyword> * address
4 <keyword> listname
5 <keyword> listname address

23



6. General Keyword Table

24

ADAIS1EAY Mailing List Command Noglunguueanis request iNovedoyanin

= [ a a o
NYINUVINAAIATA

131971 3.15 General Keyword Table

General command keyword ID

General command keyword

Help

Lists

Info

Which

Who

Information

Recipients

Review

=l -4 ENY Fo N LU o RUAY § oS B Lo

HELP

INFO

LISTS

List me

7. General Pattern Table

ADAIT AR Pattern DY Keyword N10g1Unguaupans request iNovodoyan luifer

fuafeaad

#13519% 3.16 General Pattern Table

General command pattern ID

General command pattern

1

<keyword>

<keyword> address

<keyword> listname

2
3
4

<keyword> topic

Y a o o d a a 4
3.34 ‘1I‘Mﬂﬂ‘l-!ﬂ]ifjlﬂ‘i'lﬁﬁﬂﬂ‘I"iN’IEli)mﬂ‘n‘iﬂuﬂﬁ‘i]'lﬂlﬂflﬁaﬂﬂﬂ

s n’: = 4 ) a o = a A
NS UT U UM AT WO M I NY AN WIZ YD ANINEBIaN NI AT INIARIT TR

3
amnsoagiiilu Algorithm TadaneTili
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Detection Algorithm
1. if (rfc822_from or rfc822 to or rfc822_sender or rfc822_return_path or rfc822_reply_to or
rfc822 error_to) equal to Manager type in DCDB then

type flag equal to 1
2. if (rfc822_subject or rfc822 mail_body) equal to (subscribe keyword or unsubscribe keyword
or general command keyword in DCDB) then

command flag equal to 1

3. if command flag equal to 1 then *check commund formar™
if command format equal to (subscribe pattern or unsubscribe pattern or general pattern
in DCDB) then

cmd _format flag equal to 1
4, if smtp_mail_from not equal to rfc822_from then
sender flag equal to 1
5. ford =1 to My»M is number of rfes22_to and rfcs22_cew
for ( =1 to N) #N is number of smtp_rcpt_to=
if smtp_rcpt_tot(j) = (rfcs2z_to or rfcs22_ccii) then
X = X+1
if x =0 or x <N) then
recipient flag equal to 1 ~each smtp_rcpt_to not match rfcs22 to or rfes22_ce

31]’?1 3.5 Detection Algorithm
Detection  Algorithm  J951zHvANINEBIANNTOHN i oAUINAAY NIz BUNARIB ARG
awrsaazlldfe
1. Auna Manager Type 14 From: header, To: header, Sender: header, Return-Path: header,
Reply-To: header e Error-To: header
2. UM Subscribe keyword, Unsubscribe keyword 11a& General command keyword 1u
Subject 1192 Body ¥Da9AIEDIANNIBTNE
3. IMTUATINABU keyword mﬁnfu“ﬁ%’qmqn#’fﬂqmu pattern ¥50 |3
4. asndeuddiaeiu smtp mail from asausuddaly rfes22_from w50 i
5. asrvcreuNgFui smip_rept to Wulu rfc822_to ag rfe822_cc n3e T
iio'ld¥oyaninmsnsanaouudl '%qﬁ1%’auua|.ﬂd1ffuu1ﬁmsmuﬁanﬁﬁfjnsxmumﬁﬁ'ﬂ
iudeyaii cMDB Tunséiidoyasamneddmmseindainiuiiquauifvounadedadds

b
algorithm el
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Create Algorithm " onco:ic auorminion o0 VY
1. if command flag and cmd format ﬂag equal to 1 then

Message-id equal to rfc822_message_1d

List address equal to listname + @ + smtp_destination_domain

Time stamp equal to smtp_arrive_time

Member address equal to rfc822_from

Manager address equal to rfc822_to

Manager type equal to Type flag

Status equal to group of type flag

CF_SLA, CF_SLM, CF_SMA and CF_SMT equal to initial CF or CFy
2. if sender flag and recipient flag equal to 1 then

Message-id equal to rfc822 message id

List address equal to rfc822 to

Time stamp equal to smtp_arrive_time

Member address equal to smtp_rcpt_to

Manager address equal to smtp_mail_from

Manager type equal to Type flag

Status equal to none

CF_SLA, CF_SLM, CF_SMA and CF_SMT equal to initial CF or CFy

gﬂﬁ 3.6 Create Algorithm

[ ad a ! wa a a . d o 1
mssafudoyasaanesiannseindniguaudavoadsdadly CMDB defimuan
& a w 4 o g & ny ;oA w
ANUIU19ENAY MF0 Initial Confidential Factor (CF) ¥4 140INMINAaoIguANTUAY
waneqAndadendmmiulusuduiimnngauiga wensniidudumsimnumesedoya
: { Y o o a & .
puiiewszarivayunIodaudaiudoyaiy  deliozidugdudainnsimues  Algorithm
Ed ¥
FIUNIMUAVDITUADUNITATIVNY
2w w Y o | A5y & Ao e
WIEUAUTINMTTUTOURVINATZUIUMITANTENTDYA Faog ugluunfiimuade
4 In’: a = [ B . = i o
Detection Format 1o 1giuaounsas 9dnsadsadnne Detection algorithm (WoAAIADNIA

ar

N ¥ - 1
wingfidoyamudoduiiuguninmiuez1a doyadio Detected Mail (DI Create algorithm

s

Y e e a a o i o
Taoly algorithm Thzfndondeyaiiinuauiaveanadsdadidnllinu1ilu cMDB evin
Y ) A4 o A v oy 0 ' o 4 v 4
Yoyauazsodoyaduiiomzmaivayuviedauds lasszimuamanuiulausuay wse
o ; Yo Y < : Y ﬂ y oAy
Initial Confidential Factor 1¥nudoya demnsouiialszinnvestoyasaniu 2 aiune 1o
yafiAannmsandeszrieaudnuazdiamsmaiedan  uazdeyaiiianinnsnsznen

NUBYDANARIATAA
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Detection
format

DATA

yes—b{ Type flag=1

Command flag = 1

2

Cmd format flag =
1

no 4

yes Sender flag = 1

equal to rfc82:
foandcc ?,

yes Recipient flag = 1

I

Command flag and Sender flag and

cmd format flag recipient flag
equal to 1 equal to 1
Create manager Create mailing list
channel entry with channel entry with
Initial CF in CMDB Initial CF in CMDB

-—-?4

51 3.7 7MUY Detection Process

¥
1 W ) a a ad o
ao lifuduneuqaiesvesszuumsasnivwadidadnneannedidnnsetnd

3.4 Postprocessing Process

¥

flonszuoumsgaiig finthiinsnaeudoyanagyldnnnszuiumsasevuly

A

Consequent Mail Database (CMDB) Wo15uasy Confidential Factor y5e aanuuls lu
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"
d.c!y = ar

nsaintdoyanaivayudoyady wielunsalng Yoyaiuananudaudaiudoyaidu o

v U
'

'lﬁfhmmnu'li]nﬁ;ﬂ“lﬂummgﬁﬂmmﬂwqﬂ uanmnuUanﬂumzmumsmmanﬂmga

A o =] ¥l = o . w1 2
210 CMDB o111 iy 139 Detection Output Database (DODB) A4 Algorithm Aamo 1

Postprocess Algorithm 0
1. if command flag and cmd format flag equal to 1 then
if listname + @ + smtp_destination_domain equal to List address then
increase CF_SLA
else decrease CF_SLA
if rfc822 from equal to Member address then
increase CF_SLM
else decrease CF_SLM
if rfc822 to equal to Manager address then
increase CF_SMA
if Type flag equal to Manager type then
increase CF_SMT
else decrease CF_SMT
else decrease CF_SMA

2. if sender flag and recipient flag equal to 1 then

if tfc822_to equal to List address then
increase CF_SLA

else decrease CF_SLA

if smtp_rcpt_to equal to Member address then
increase CF_SLM

else decrease CF_SLM

if smtp_mail_from equal to Manager address then
increase CF_SMA
if Type flag equal to Manager type then

increase CE_SMT

else decrease CF_SMT

else decrease CF_SMA

3. if command flag, cmd_format, sender flag and recipient flag equal to 0
if (rfc822_to or rfc822_from) equal to List address
decrease CF SLA
if (rfc822_to or rfc822 from) equal to Manager address
decrease CF_SMA

gﬂﬁ 3.8 Postprocess Algorithm

1 Postprocess algorithm fienszuammMsUsunlasudininiule doiideyaniagyldnss

fudeyamumonaivayudoyaiifiogudr sruusziivdnnuiule uazileiideyaiiag

E

D

Faudarudoyaidy sruuzaamaiiuleas ifuliuans algorithm dade 111l



Confidential Factor Algorithm "¢ »Il0ise

if increase CF

CFNEW = CFop + pOSitiVC(CFOLD)
if decrease CF

CFnew = CForp - negative(CFoLp)

Positive(x)

Return( (1-x)/2)
Negative(x)
Return( x/2 )

gﬂﬁ 3.9 Confidential Factor Algorithm
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it £ > b A ar : ad a - a
uonvINii i Detection algorithm 'll'H'W"LITllllf)ﬂ‘i’N‘il‘lJﬁ]ﬂ'l'ﬂJ'lﬂﬂlaﬂﬂ'iﬂuﬂﬁﬂlﬂﬂmﬂﬂ’l‘i

Aarpdomsssniemniniazdgianisansdan veliunefdalu General command keyword

Fuilonsvapunuaz higusossydoussnafaann Submailing list #0131 szUVT

v 1
Smuali List address Ununaaaaatius i Listhame + @ + destination domain UNUINGID

a d = o @ A N a a u’: o
FoyavosuannuBidnnsetindniiudug  meiudpaedumeveanadaadiug A

Listname algorithm 'lugﬂﬁ 3.10

Listname Algorithm /= in ¢ MO

if smtp_rept to

if sender flag and recipient flag equal to I then
if List address equal to listname + @ + list domain then
if smtp_destination_domain “mait* equal to list domain
simail” equal to Member address
if smtp_source domain “11uii" equal to manager domain then
List address equal to rfc822 to

511 3.10 Listname Algorithm

1 A, ar é o i o
aoliliffu algorithm wermaiinishnidondeyamerilifiuly DODB Wothdeya

1o

9AMS config VY Submailing list #IM5UA1 Threshold Confidential Factor Whunsaininan

o A VY9 ad a J w a & ' J o)
Mu1%1ﬂllu1%11ﬂ'l ‘llElil“’cli]ﬂﬁll‘Iﬂ‘i)mﬂ'ﬂ‘iimﬂﬁﬂullllﬂnﬂ'lﬂ’l'llluuhiﬂﬂﬂﬂ‘l CFTH HURAT A

a = LY n‘;’ a o o a  d
Hll'iﬂﬂlﬁﬂ‘ﬂ‘iEluﬂ’cfﬂ'n'ﬂ‘l-lulﬂﬂinﬂﬂ‘liﬂ'l\‘l‘lu“lfﬂdmﬁﬂﬂ’ﬂﬁﬂ
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Threshold Algorithm
if CF_SLA greater than CFT_LA and CF_SLM greater than CFT_LM and CF_SMA greater
than CFT_MA and CF_SMT greater than CFT_MT then
copy List address, Member address, Manager address, Message-id and Manager type
CF_LA equal to CF_SLA
CF_LM equal to CF_SLM
CF_MA equal to CF_SMA
CF MT equal to CF SMT

g‘ljﬁ 3.11 Threshold Algorithm

1
< 1

E
FadeTvzifugluananinginaes Algorithm suveeiuneugamelumsasndeudoya

Detected
Mail

Sender flag and
recipient flag

Command flag and
cmd format flag

equal to 1 equal to 1
Command flag,
cmd format flag,
sender flag and
reciplent flag
equal to 0
A h
Increase and Increase and Increase and
decrease CF in decrease CF in decrease CF in
CMDB CMDB cMmDB

s listaddr i
CMDB not
ompleate

yes—bl Check listname I

no

A

& CF in CMDB
greater than
hreshold CEA

Put data entry in
DODB

gﬂﬁ 3.12 7INTIUUDN Algorithm T Postprocessing Process
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4.1 MINUUUNMIINAADY
ﬂ‘ISE)ElﬂmJ“Uﬂ'I'i‘nﬂaﬂdlﬁﬂﬂ'lﬂ"l Initial Confidential Factor 141¢ Threshold Confidential
4:; u’.: o 9 L1 a a u’ci by = a a o
Factor MUUIETUUHY 'YI'lvlﬂTﬂUﬂ’]'i'YlﬂﬂBQﬁiNmﬁﬁ\mﬁﬂ?ﬂﬁﬂQ’m%iQ 50 tIaaNade NITY
ﬂg‘lmﬂ‘sem&mqqﬂmaﬂwum Lm”llﬂ‘l‘i‘nﬂmﬂﬁﬂ% Mailing List Manager Software 91
uu mmimammaﬁnmwamvwwm Initial Confidential Factor, Threshold Confidential
Factor LAZSIMIUIAMIIEBEINIONNTRINAAD %Correctness, %Positive Error LA

%Negative Error Ingdnaesaniunisalasgui 4.1

Mailing lict secver MM ailing st server
Member Membes
M ormal mait Normal mail

51l 4.1 m3travdomumssliioinInaans

4.2 AMNIIANBNVDIMINAABY
Usznouaae
® Computer 1UIU 5 lﬂ%iEN CPU Pentium I1I 550 Mhz RAM ¥41A 128MB Hard Disk 10
GB
e 5zyu1l§1iiAnI15Ae RedHat Linux 8.0
o 14 Sendmail-8.12.5-7 (T4 Mail Transport Agent
e 14 Majordomo-1.94.5 tilu Software lunsianisadadad
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@ redhat. Chapter 2.
Installing from RHN or from an ISO Image

This cbapter describes how to install Red Hat Apptication Server and Red Hat Developer Suite,

2.1. Installing using Red Hat Network (RHN) Channels

These siops describe how to use Red Hat Network Channcls to install Red Hat Application Server
and Developer Suitc on your Red Hat Enterprise Linux 3 system. You will nced to have a registered
sccount on RHN and to have obtained access to the Red Hax Application Server channel. This is
usually donc as pat of a subscription or cvaluation process. The registered target sysem will necd to
be installed with Red Hat Enterprise Linux 3 and must have cither direct access to RHN, or be a uscr
of an RHN Proxy Server or RHN Satellite Server.

3 ar 1 S ad =
it 4.2 Medndeyateldashieamnediannseiind

se 19 of P10 HLL NEW

Date: Sat, 21 May 2005 20:49:41 +0700 (ICT)

From: jal9@jal.dipac.it.kmitl,ac,.th

To: de9@detection.dipac.it kaitl.ac.th, rel@recognition.dipac.it.kmitl.ac.th,
killB@killbil .dipac.it.kmitl . ac.th

Subject: SITEL Calls on Red Hat to Increase Performance and Stability

Solution: Red Hat Enterprise Linux

Hith over 70 call centers in over 20 countries, SITEL provides global call
center and customer support services to major corporations around the
world. HWhen it came time to rethink its IT

l Help MsgIndex PrevMsg i PrevPage Delete Reply
OTHER CMDS ViewAttch NextMsg NextPage Undelete Forward

} o ' ad a
11 4.3 retravueBiannsetnduuysssum

Date: Sun, 8 May 2005 17:51:57 +0700 (ICT)
From: re9@recognition,dipac,it kaitl ac.th
To: dOi@detection.dipac.it knitl .ac.th
Subject: keyboard

Computer system peripheral that users operate by tapping buttons to
display characters on a monitor or other output.

l Help MsgIndex Previsg E PrevPage Delete Reply
OTHER CHDS ViewAttch HextMsg MextPage Undelete Forward

11f 4.4 dedhavamnedidnmsiindiinnnnisnsz 1 10v0aA AR

Date: Mon, 16 May 2005 15:08:43 +0700 (ICT)
From: re2@recognition.dipac.it.kaitl,ac,th
To: majordomo@killbil .dipac,it .kaitl.ac.th

subscribe k10
Help l MsgIndex PrevMsg PrevPage Delete Reply
OTHER CMDS ViewAttch NextMsg NextPage Undelete Forward
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5 b
dFmsudaunlsninerteslumsneasadinase i

13197 4.1 danlsineades

parameter description

fomanuiulvsuduismualdfudeyanrumsasniunudnyuzuas
Initial Confidential Factor (CF ) .

nuaulAvoANARIDAA

: % ik :
fomnnuiulen 14 unuaimsagideya Mail Detection Tududeyaves
Threshold Confidential Factor (CF_,) i
waddaa

a e aa ¢o 4 4 A .
Exact ML ﬂﬂ‘]"IU'HJI.Hi'mQ'ﬁﬂ'ﬂﬂ‘lﬂllﬂ'ﬂﬂg'l\l'llulﬂﬂ'ﬂ']ﬂ'\'.i'nﬁﬁa\i

flieswuadadaanszuuasesu’ld Ysenoudau List Address, Member
Detect ML Address, Manager Address 1182 Manager Type samdamanuiule CF_LA,
CF_LM, CF_MA uaz CF_MT

a4 . o oa e w [ [ 1Y
fiodmuaddaanszuunsieiu1dgndes TasiaminnugndAssindeya

List Address, Member Address, Manager Address la Manager Type fns0

Correct ML ] 4 : v
fulddnsgnansnTaiifeyamaddadnadnetu uazinamaiule CF_LA,
CF_LM, CF_MA uas CF_MT 9:Apalifgandi CF,,
Positive ML fodnaumadsdadiszuunsvivhing sunsofnna1ddaaums @-1)
Aosmundidnanszuuasaaiuianma TaonmAanainianndoya
Negative ML mnﬁeaﬂﬁ'ﬁﬂ'{ﬂuﬂﬁmqﬁumaﬁqiﬂﬁ'ﬁﬁnﬁ%’u'ﬁu annsofinu lddaemy
N3 (4-2)
AonlofiFudimmugndosveanadadadfingesy1d munsodnne i
%Correctness

aAuM3 (4-3)

Aonlefidudmnnufiananavoauaddaanas9dv luny amrsofiim
%Positive Error 125 a4
AITUNTT (4-4

- - T ) - P o .

fonlefidudmaruAanataveaadedaanas9iu e annsafianld
%Negative Error ”
AAAUNIT (4-5)

gasilFlumss o
PositiveML = ExactML — CorrectML (4-1)
NegativeML = DetectML — CorrectML (4-2)
Correctness = M x100% (4-3)
DetectML
iveML
PositiveError = M x100% (4-4)

ExactML
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. NegativeML
NegativeError = SERGIRve . x 100% (4-5)
DetectML
4.3.1 AINAADAUNDANYINANIENUYDY  Initial Confidential Factor TIINAND

% Correctness, % Positive Error a2 %Negative Error
Ed 1
’ﬂ"l?’ii‘lJﬂ1?“ﬂaﬂquullﬂ'31u9!lrﬂﬂﬂ'liﬂ']ﬂ'l CF, wag CF nwmusay IﬂUﬂ']TﬂﬂﬁBQ'gﬂ
%Correctness, %Positive Error 1% %Negative Error if1 CF - Hazm CF AN AU TGEARLT

yah 1 adnnsuaasnnuduiug

MIEN 4.2 WaANINAaBINTAINIANIIeNNaRIRaal I I InAR s uf UL

535UA1 A CFyy, = 0.1

Initial | Exact | Detect | Correct [Negative|Positive o4 Correc tncss‘ %Positive (YoNegative
CE ML ML ML ML ML Error Error
0.1 50 48 48 0 2 100 4 0
0.2 50 50 49 1 1 98 2 2
0.3 50 50 49 1 1 98 2 2
0.4 50 50 49 1 1 98 2 2
0.5 50 33 50 3 0 94.33962 0 5.660377
0.6 50 53 50 3 0 94.33962 0 5.660377
0.7 50 B 50 3 0 94.33962 0 5.660377
0.8 50 D0 50 3 0 94.33962 0 5.660377
0.9 50 57 50 7 0 87.7193 0 12.2807

MmN 4.3 ganisnaassnsanvamngnnaaaaauuu lndfssduisavusuuy

535UA1 A CFpy, = 0.2

Initial | Exact | Detect | Correct|[Negative|Positive o4 Cofrectness %Positive |Y%Negative
CE ML ML ML ML ML Error Error
0.1 50 45 45 0 o' 100 10 0
0.2 50 45 45 0 5 100 10 0
0.3 50 47 47 0 3 100 6 0
0.4 50 48 47 1 3 97.91667 6 2.083333
0.5 50 48 47 1 3 97.91667 6 2.083333
0.6 50 48 47 1 3 97.91667 6 2.083333
0.7 50 49 48 1 2 97.95918 4 2.040816
0.8 50 49 48 1 2 97.95918 4 2.040816
0.9 50 52 50 2 0 96.15385 0 3.846154
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MINN 4.4 wanInAaINsinvanIeInmaataga I lndiRsssus UL

535UA1 91 CF,, = 0.3

Initial | Exact | Detect | Correct [Negative|Positive o4 Correctness %Positive [YoNegative
CF ML ML ML ML ML Error Error
0.1 50 43 43 0 7 100 14 0
0.2 50 43 43 0 7 100 14 0
0.3 50 44 44 0 6 100 12 0
0.4 50 46 45 1 5 97.82609 10 2.173913
0.5 50 46 45 1 5 97.82609 10 2.173913
0.6 50 46 45 1 5 97.82609 10 2.173913
0.7 50 46 45 1 5 97.82609 10 2.173913
0.8 50 46 45 1 5 97.82609 10 2.173913
0.9 50 46 45 1 5 97.82609 10 2.173913

MINN 4.5 HanITnAaeInTENveMIENNNaaIadan N lndiRatusUIRMIEILY

53541 N CF. = 0.4

TH

Initial | Exact | Detect |Correct Pﬂegative Positive o/ Correctaess %Positive [Y%oNegative
CF ML ML ML ML ML Error Error
0.1 50 39 39 0 11 100 22 0
0.2 50 39 39 0 11 100 22 0
0.3 50 43 43 0 L 100 14 0
0.4 50 43 43 0 7 100 14 0
0.5 50 45 44 1 6 97.77778 12 2.222222
0.6 50 45 44 1 6 97.77778 12 2222022
0.7 50 46 45 1 5 97.82609 10 2.173913
0.8 50 46 45 1 5 97.82609 10 2.173913
0.9 50 46 45 1 5 97.82609 10 2.173913

MIN 4.6  HaMINAaBINsaNIANIEIINWAdIaTAT 1L IN IndRgIT U UIANLLLY

5355 N CF,,, = 0.5

Initial | Exact | Detect | CorrectNegativejPositive o e ss %Positive [%Negative
CF ML ML ML ML ML Error Error
0.1 50 39 39 0 11 100 22 0
0.2 50 39 39 0 11 100 22 0
0.3 50 39 39 0 11 100 22 0
0.4 50 39 39 0 11 100 22 0
0.5 50 39 39 0 11 100 22 0
0.6 50 41 40 1 10 97.56098 20 2.439024
0.7 50 41 40 1 10 97.56098 20 2.439024
0.8 50 41 40 1 10 97.56098 20 2.439024
0.9 50 41 40 1 10 97.56098 20 2.439024
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! H o s o o = @
MIN 4.7 HANISNAARINSANIANLIIIINLAaaaRtT MU InARBIR U UIAN MBI

535001 11 CF, = 0.6

Initial | Exact | Detect | Correct[Negative{Positive R — %Positive [%Negative
CF ML ML ML ML ML Error Error
0.1 50 36 36 0 14 100 28 0
0.2 50 36 36 0 14 100 28 0
0.3 50 36 36 0 14 100 28 0
0.4 50 36 36 0 14 100 28 0
0.5 50 37 37 0 13 100 26 0
0.6 50 37 37 0 13 100 26 0
0.7 50 39 38 1 12 97.4359 24 2.564103
0.8 50 39 38 1 12 97.4359 24 2.564103
0.9 50 40 39 1 11 97.5 22 2:5

M3 4.8  manIsTnAaInsainsamInsInwadtaaayuInIndfsIn Ui LA IBILY

53551 N CF,,, = 0.7

Initial | Exact | Detect [ Correct[Negative| Positive oA streciees %Positive [YoNegative
CF ML ML ML ML ML | Error Error
0.1 50 32 32 0 18 100 36 0
0.2 50 32 32 0 18 100 36 0
0.3 50 32 32 0 18 100 36 0
0.4 50 32 32 0 18 100 36 0
0.5 50 32 32 0 18 100 36 0
0.6 50 32 32 0 18 100 36 0
0.7 50 36 36 0 14 100 28 0
0.8 50 38 37 1 13 97.36842 26 2.631579
0.9 50 39 38 1 12 97.4359 24 2.564103

M5EN 4.9 wWaniInaasensainanuisInaaaadnsman lndneef Uiy

5371A1 9 CF, = 0.8

Initial | Exact | Detect |Correct [Negative| Positive Y IANAY %Positive [Y%Negative
CF ML ML ML ML ML Error Error
0.1 50 22 22 0 28 100 56 0
0.2 50 22 22 0 28 100 56 0
0.3 50 27 27 0 23 100 46 0
0.4 50 27 27 0 23 100 46 0
0.5 50 31 31 0 19 100 38 0
0.6 50 31 31 0 19 100 38 0
0.7 50 31 31 0 19 100 38 0
0.8 50 31 31 0 19 100 38 0
0.9 50 34 33 1 17 97.05882 34 2.941176
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M519N 4.10 mansNAaBInsainvanyIsINadIdass L lndif st uiuIasLLY

$55uA1 A CF,, = 0.9

Initial | Exact | Detect | Correct [Negative] Positive o4 Correctnessl %Positive |YoNegative
CF ML ML ML ML ML Error Error
0.1 50 3 3 0 47 100 94 0
0.2 50 3 3 0 47 100 94 0
0.3 50 15 15 0 35 100 70 0
0.4 50 15 15 0 35 100 70 0
0.5 50 15 15 0 35 100 70 0
0.6 50 17 17 0 33 100 66 0
0.7 50 22 22 0 28 100 56 0
0.8 50 22 22 0 28 100 56 0
0.9 50 22 22 0 28 100 56 0

MINANTIA 42 79 15190 410 AeAITMIAAINAMINARDINIATINTVILARIAAAIIN
samnediEnseiindg  lunsdinsanuisnnmaasaaaiinoulndifsiuiusamnouuy
ss5um Taofmuali CF, fifadaud 0.1 = 0.9 1 CF,,, snaqfiu Feamnsmiidoyadi 1dun
%195 AR NFUNUTTEM 319 %Correctness, %Positive, %Negative Error tag CF i

CF,, mdaie Iinszitazn/Svuiiouman CF iz CF, iz ey

%Correctness
105
100 W it e W e 2% P qam
R SR .Y - LY S
- e
~ ©
95 o—-—--—-—-o—--—-"-o\
30 e
“»
85 T ] i I I I I ]
1 2 3 5 7 8 9
Initial CF
— -o— -th0.Y ——1th02 ---&---th0.3 —O—th04 —-+4+—--th05
—+—1h06 O—th0.7 »¥—1h0§ --->¢---th09

51/ 4.6 n3luaasANUFRUTITN I %Correctness 1A CFyy, i CFy, A1A19
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%Positive Error
100

80

60

40

20

Initial CF

—¥—th0.1 +—1th0.2 ©—1th0.3 =--B--- th0.4 —+—1th05
—#—th06_—x—1th0.7 —-©—-th08 —8—1h09

31 4.7 psluaaan mduiugssning %Positive Error t1ag CF, 1 CFy, AA199)

%Negative Error
15
bk
¥,
4l RS K- A — - X
2 b‘*‘d
2 el S I R :// Z
0 W T — — T T T =
1 2 3 4 5 6 7 9
Intial CF
— ¥ -th0.1 —6—1th0.2 ——th03 ---B-- th0.4 ---+-- th06
—4&—1th06 —¢—1th0.7 —-#&—- th0.5 —8—1thD.9

3171 4.8 n3mliaranuARUEIEMI19 %Negative Exror g CF,y, i CFy, f1A197)

=

nsIznsIn o F _iiowe CF... i
< I -t

wiwzay (unsdifsiuiusanueninuaasaad lndiReafdys1uIuIanNsN1INTITUA)

rrectness, 9 itive Error, %Negative Error U

1NINT 4.6, 47 way 48 wuhdidmualim CF, T sl %Correctness
1 1 H 1} Q. U 7 l& 1 =)
e manugndeaiifgafiqa uddium cF,, Tgaiusos, nimvesmanugndensil

un Tuanas wudesusuuua Tiuveans %Positive Error AlAgailafimuan CFy @1
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s 1

o = o a a  Jda (Y 1 o a a a 4 a [
Wumnedaiinnumaiedadnasniulddesnndnuedddaniegess  uaziiemuem
Y tg A 1 e M o a a oo [ Y o
CF,, Iqadiuizoue A1 %Positive Error 912aAa3 Aoduauveunadsdaafinsndulaninom

" 3
RUUINYY
' o 9 J = a0y A o ' ° =)
ualunansaiudun %Negative Error dzfinniooiiaiivuaa CFy, A1 agaziliug
y A& & 4 44 < 2 ag a.a_ od v 4 v
Tiuivuduiien CF, gatiuiFosq HunedaliinnumafiaaanasnivdanaIagayum
fimualiia CF,, fiage
] (Y a a e o
ao lidumsuaninamsnaasinsasrvduwaisdaalunsain - T1HIUVBIIANINLIIN

AR AANINN T IUIUIANIIBUUUTITUA

M3197 4.11 HANTNABDINTANIANUIVVINUAAITAAVITHINIIAATVANIBUVUTITUAT

1 CF, = 0.1

Initial | Exact | Detect | Correct [Negative| Positive T %Positive |Y%oNegative
CF ML ML ML ML ML Error Error
0.1 50 50 50 0 0 100 0 0
0.2 50 51 50 1 0 98.03922 0 1.960784
0.3 50 51 50 1 0 98.03922 0 1.960784
0.4 50 51 50 1 0 98.03922 0 1.960784
0.5 50 53 50 3 0 94.33962 0 5.660377
0.6 50 53 50 3 0 94.33962 0 5.660377
0.7 50 J3 50 g 0 94.33962 0 5.660377
0.8 50 53 50 3 0 94.33962 0 5.660377
0.9 50 57 50 7 0 87.7193 0 12.2807

=

A13197 4.12 HANIINARDI NSMTIANINTINNAA ﬁﬁﬁﬁ%mmmnniwmmauuuﬁ 77487

N'CF¢=0.2
Inét;qal E;c;}i:t D;;rict Cc;;rict Nehg:iwe Po;/;ive bfCorrectaed) %l;(:i;t:ve %hllsclgﬁ?ve
0.1 50 48 48 0 2 100 4 0
0.2 50 48 48 0 2 100 4 0
0.3 50 49 48 1 2 97.95918 4 2.040816
0.4 50 50 49 1 1 98 2 2
0.5 50 50 49 1 1 98 2 2
0.6 50 50 49 1 1 98 2 2
0.7 50 50 49 1 1 98 2 2
0.8 50 50 49 1 1 98 2 2
0.9 50 52 49 3 1 94.23077 2 5.769231
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M3197 4.13 HANITNAADINT ANIANLIEVINVATIAAATTIUIUNINATINANMIBUUUFTTUAT

9 CF,,=0.3
Initial | Exact | Detect | CorrectNegative] Positive o4 Correctness %Positive |Y%oNegative

CF ML ML ML ML ML Error Error
0.1 50 45 45 0 5 100 10 0
0.2 50 45 45 0 3 100 10 0
0.3 50 46 46 0 - 100 8 0
0.4 50 47 46 1 4 97.87234 8 2.12766
0.5 50 47 46 1 4 97.87234 8 2.12766
0.6 50 47 46 1 4 97.87234 8 2.12766
0.7 50 47 46 1 4 97.87234 8 2.12766
0.8 50 47 46 1 ) 97.87234 8 2.12766
0.9 50 47 46 1 4 07.87234 8 2.12766

A15197 4.14 HANISNAADINT I NIATINYVINNAAIATANTTUIUNINA DAYV UTTTUAT

N CFy, = 0.4
Initial | Exact | Detect | Correct|[Negative] Positive 3 Pt BN %Positive |Y%Negative
CF ML ML ML ML ML Error Error
0.1 50 39 %3 11 100 22 0
0.2 50 39 39 11 100 22 0
0.3 50 39 39 11 100 22 0
0.4 50 39 39 11 100 22 0

10 97.56098 20 2.439024
10 97.56098 20 2.439024

0.5 50 41 40
0.6 50 41 40

e | = S| OO |

0.7 50 42 41 9 97.61905 | 18 2.380952
0.8 50 42 41 9 97.61905 18 | 2.380952
0.9 50 43 42 8 97.67442 16 |2.325581

1951971 4.15 HANISNABDINIHINVANNIVNINUAAIATALITHIULINATIVANMIBUUUFTTUA

N CPy, =05

Irétll:al E;/iiaft D;;ict Cg;rfct Neﬂﬁvc Po:;ive b Dorreciaes %l;?-f;t:-ve %I\Ilieggl:ve
0.1 50 32 32 0 18 100 36 0
0.2 50 33 33 0 17 100 34 0
0.3 50 33 33 0 17 100 34 0
0.4 50 33 33 0 17 100 34 0
0.5 50 33 33 0 17 100 34 0
0.6 50 34 33 1 17 97.05882 34 2.941176
0.7 50 34 33 1 17 97.05882 34 2.941176
0.8 50 34 33 1 17 97.05882 34 2941176
0.9 50 34 33 1 17 97.05882 34 2.941176
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M31971 4.16 HANTNAADINTBINIANLITINNATIRAAVTIUIUUINATIVAHVIBUVUTITUA

N CF,,,=0.6
Initial | Exact | Detect | Correct [Negative| Positive |, Correctness %Positive |Y%oNegative
CF ML ML ML ML ML Error Error
0.1 50 29 29 0 21 100 42 0
0.2 50 29 29 0 21 100 42 0
0.3 50 29 29 0 21 100 42 0
0.4 50 30 30 0 20 100 40 0
0.5 50 30 30 0 20 100 40 0
0.6 50 30 30 0 20 100 40 0
0.7 50 31 30 1 20 96.77419 40 3.225806
0.8 50 31 30 1 20 96.77419 40 3.225806
0.9 50 31 30 1 20 96.77419 40 3.225806

A15197 4.17 HANTVAABINT BINVANUIVINNATIAAAVITUINNIANIVANU UL UTITTUAT

N €54, =07
Initial | Exact | Detect {Correct [Negative] Positive % Correcmcssl %Positive |%Negative
CF ML ML ML ML ML Error Error
of /1 507281} ~28 0/ W\ %2 100 44 0
0.2 50 28 28 0 22 100 44 0
0.3 50 28 28 0 22 100 44 0
0.4 50 28 28 0 22 100 44 0
0.5 50 28 28 0 22 100 el 0
0.6 50 28 28 0 22 100 i 0
0.7 50 28 28 0 22 100 44 0
0.8 50 29 28 1 22 96.55172 el 3.448276
0.9 50 29 28 1 22 96.55172 44 3.448276

15197 4.18 HANIINAABINTAINIANIIBINNARIDAALDILIUNINAI VANV LUV TTTUA

N CFy, =08

hlét;.‘al Eﬁ&ft Dﬁict C?:[rf‘:t Neﬁﬁlvc Pohs;tﬁve o4 Correcnes %l;(;:)tive %b;er%z?ve
0.1 50 27 27 0 23 100 46 0
0.2 50 27 27 0 23 100 46 0
0.3 50 27 27 0 23 100 46 0
0.4 50 27 27 0 23 100 46 0
0.5 50 27 27 0 23 100 46 0
0.6 50 27 27 0 23 100 46 0
0.7 50 27 27 0 23 100 46 0
0.8 50 27 27 0 23 100 46 0
0.9 50 28 27 1 23 96.42857 46 3.571429
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A151971 4.19 HANIINAABINT A NIAN VI ARIRAANTIUIUVIANTINANUIGUUUFTTUA

1 CF,,, = 0.9
Initial | Exact | Detect | Correct [Negative| Positive ot Correctness %Positive [YoNegative
CF ML ML ML ML ML Error Error
0.1 50 20 20 0 30 100 60 0
0.2 50 20 20 0 30 100 60 0
0.3 50 20 20 0 30 100 60 0
0.4 50 20 20 0 30 100 60 0
0.5 50 20 20 0 30 100 60 0
0.6 50 21 21 0 29 100 58 0
0.7 50 21 21 0 29 100 58 0
0.8 50 21 21 0 29 100 58 0
0.9 50 21 21 0 29 100 58 0

NAITNN 411 4 M13190 4.19 ﬁﬂﬂ'l51%1?[?]\1Nﬁﬂ'l‘iﬂﬂﬁﬂﬂﬂ'ﬁﬂS'J%iu}l‘]_llhﬁaﬂaﬁ?{ﬂ'lﬂ

a d =
aneBIaNNIONNg

H - ey o o ]
TunsfiNanLIINNARIRAANTTUIULINATIVARVIBLVUTITUAT

o 3 a0 cg ' = 1 ar & o ¥ a0 v 3/
TasAmualn CFy ¥MAULA 0.1 = 0.9 N CEy, MANINY Fagusmiveyai laun ad

N HLEANANUTURUT52M 319 %Correctness, Y%Positive, %Negative Emor ag CF,, 11 CFy,

v A a o a 1 A
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A13197 4.20 HANINABDINIBINIANLILITNINAAIRAALTIUIUTDENIIIANLIBLUUTITUA

N CF,, =0.1

Initial | Exact | Detect |Correct[NegativelPositive Yoru--1 %Positive |Y%Negative
CF ML ML ML ML ML Error Error
0.1 50 48 48 0 2 100 4 0
0.2 50 50 49 1 1 98 2 2
0.3 50 50 49 1 1 98 2 2
04 | 50 50 49 1 1 98 2 2
0.5 50 51 50 1 0 98.03922 0 1.960784
0.6 50 51 50 1 0 98.03922 0 1.960784
0.7 50 51 50 1 0 98,03922 0 1.960784
0.8 50 51 50 1 0 98.03922 0 1.960784
0.9 50 54 50 4 0 92.59259 0 7.407407

M3197 4.21 HANISNARBINTAINIANUIBINNARIRAAN I IUINEDIN ANV TTTUA

N CFp, =02

Ixé'tli:al E]:?ft D;;ict Cc;;rfct Nels;{we Pol\s/;tive L P—— %I];c:.:;tll.ve %I\éergrg?vc
0.1 50 45 45 0 9 100 10 0
0.2 50 45 45 0 5 100 10 0
0.3 50 47 46 1 4 97.87234 8 2.12766
0.4 50 48 47 1 3 97.91667 6 2.083333
0.5 50 48 47 1 3 97.91667 6 2.083333
0.6 50 48 47 1 3 97.91667 6 2.083333
0.7 50 49 48 1 2 97.95918 4 2.040816
0.8 50 49 48 1 2 97.95918 4 2.040816
0.9 50 50 49 1 1 98 2 2
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MI19N 422 NANISNARDINTHINVANNIBDINNARIRAA LI TUIUDENTIIARMILULUTITUA

1 CF,, =03
Initial | Exact | Detect | Correct [Negative] Positive o4 Correctness %Positive |%Negative

CE ML ML ML ML ML Error Error
0.1 50 43 43 0 7 100 14 0

0.2 50 43 43 0 7 100 14 0

0.3 50 44 44 0 6 100 12 0

0.4 50 46 45 1 3 97.82609 10 2.173913
0.5 50 46 45 1 5 97.82609 10 2.173913
0.6 50 46 45 1 3 97.82609 10 2.173913
0.7 50 46 45 1 5 97.82609 10 2.173913
0.8 50 46 45 1 5 97.82609 10 2.173913
0.9 50 46 45 1 5 97.82609 10 2.173913

M3 4.23 HANITNARDINTAINIANIIOVINUARIRAANTIUINTDIAIIVANUIBLUUTITHA

N CF, =04

Initial | Exact | Detect | Correct [Negative| Positive B - %Positive |%Negative
CF ML ML ML ML ML Error Error
0.1 50 39 39 0 11 100 22 0
0.2 50 39 39 0 11 100 22 0
0.3 50 43 43 0 7 100 14 0
0.4 50 43 43 0 7 100 14 0
0.5 50 45 “heh 1 6 97.77778 12 2222222
0.6 50 45 44 1 6 97.77778 12 2222222
0.7 50 46 45 1 5 97.82609 10 2.173913
0.8 50 46 45 1 y 97.82609 10 2.173913
0.9 50 46 45 1 5 97.82609 10 2.173913

4 A a a  ddao 1
ﬂ'ﬁ'Nﬁ 4.24 Nﬁﬂ’]i’ﬂﬂﬂ'ﬂ\'lﬂim’ﬂ%ﬂ'l’!ll']ﬂﬂ"IﬂﬂJﬂﬂ‘lﬂﬂﬂu‘ﬂ'lu'JuﬁBUﬂ'ﬂﬂﬂ‘HlJ'IEll,lU‘lJ'ﬁi'ﬂJﬂ'l

N CFp, = 0.5
Initial | Exact | Detect | Correct[Negative| Positive o4 Correc messF%POSiﬁve %Negative
CF ML ML ML ML ML Error Error
0.1 50 39 39 11 100 22 0
0.2 50 39 39 11 100 22 0
03 50 39 39 11 100 22 0
0.4 50 39 39 11 100 22 0
0.5 50 39 39 11 100 22 0

10 97.56098 20 2.439024
10 97.56098 20 2429024
10 97.56098 20 2.439024
10 97.56098 20 2.439024

0.6 50 41 40
0.7 50 41 40
0.8 50 41 40
0.9 50 41 40

el e el E=R =R = = =] |




48

M990 4.25 HANITNAADINI TINIANVIVVINWARIRAALTIUINTDINIIVANVIBUL LTI TUAT

N CF,, = 0.6
Initial | Exact | Detect | Correct[Negative| Positive e — %Positive [Y%oNegative
CF ML ML ML ML ML Error Error
0.1 50 36 36 0 14 100 28 0
0.2 50 36 36 0 14 100 28 0
0.3 50 36 36 0 14 100 28 0
0.4 50 36 36 0 14 100 28 0
0.5 50 37 37 0 13 100 26 0
0.6 50 37 37 0 13 100 26 0
0.7 50 39 38 1 12 97.4359 24 2.564103
0.8 50 39 38 1 12 97.4359 24 2.564103
0.9 50 40 39 1 T 97.5 22 2.5

A9 4.26 HANISNAABINI BINVANUIBIINWABARAADTIUIULDENNIAYUBULLLTTTNAT

N CFp, =07
Initial | Exact | Detect | Correct [Negative) Positive o4 Correctiiess %Positive [YoNegative
CE ML ML | ML ML ML Error Error
0.1 50 32 32 0 18 100 36 0
07 | so )l B2V 92 0 18 100 36 0
03 50 32 32 0 18 100 36 0
0.4 50 32 32 0 18 100 36 0
0.5 50 32 32 0 18 100 36 0
0.6 50 32 32 0 18 100 36 0
0.7 50 36 36 0 14 100 28 0
0.8 50 38 37 1 13 97.36842 26 2.631579
0.9 50 39 38 1 12 97.4359 24 2.564103

M519R 4.27 HANSNAADINSANVANLIBVINUAAIAAALTIUIN DUAIVANU WLV UFITUA

N CF,, = 0.8
Initial | Exact | Detect |Correct{Negativel Positive o o rreatfliad %Positive |YoNegative
CF ML ML ML ML ML Error Error
0.1 50 22 22 0 28 100 56 0
0.2 50 22 22 0 28 100 56 0
0.3 50 27 27 0 23 100 46 0
0.4 50 27 27 0 23 100 46 0
0.5 50 31 31 0 19 100 38 0
0.6 50 31 31 0 19 100 38 0
0.7 50 31 31 0 19 100 38 0
0.8 50 31 31 0 19 100 38 0
0.9 50 34 33 1 17 97.05882 34 2.941176
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A1519N 4.28 HANINABDINTTINIAN BV INUARIAAAL TN DUNIIIANINBUVUTITUA

i CF,,, =09
Initial | Exact | Detect | Correct [Negative| Positive ot Correstiiess %Positive [YoNegative
CF ML ML ML ML ML Error Error
0.1 50 3 3 0 47 100 94 0
0.2 50 3 3 0 47 100 94 0
0.3 50 15 15 0 35 100 70 0
0.4 50 15 15 0 35 100 70 0
0.5 50 15 15 0 35 100 70 0
0.6 50 17 17 0 33 100 66 0
0.7 50 22 22 0 28 100 56 0
0.8 50 22 22 0 28 100 56 0
0.9 50 22 22 0 28 100 56 0
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samuwsiEnnseind  lTunssivanuisnuadiaaaisauiesn NIanuoIuUsssua
Taofmual CF,, SfAaA 0.1 = 09 #i CE,, fAAY Fepmasmihdioyadildn ad
N3 ILAPIANF U TENAT %Correctness, %Positive, %Negative Eror 1Az CFy, 1l CF,

fAsqmodnsziuaniisuiflonma CF, 1ag CE,, NInuIge
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Absrract

The most of network traffic problems came from mailing list mail,
That could solve by submailing list systemn, which reduce number of
mndls transfer between networks. Analyses of mailing Fist chamcteristic
in edectronic muil are a feature of submniling list system, which handle
by network sdministemiors In day time there were many mails in
network treffic 50 network administrutor could not review every muils
in due time. This article will peesent ideas and recognize methodology
of recognition system for automstic working i submailing list system.
Recognize step begin with capture process, which use to wup csil
information from transfor channel. Next process is preparing mw datn
into recognized formnt. Then the third one ix recognize part and find out

confldential factor. The last process is make decision and determine
which elscrronie madl has properties of malling Hst chamactenisiic,
Afterward detiver result to submailing list for carry on.

Keyword : Mailing list, Submailing list. Recognitiom system,
Confldential factor
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Mailing List Characteristic from Electronic Mail

N. Khaitiyakun and A. Khunkitti

Faculty of Information Technology
King Mongkut’s Institute of Technology Ladkrabang
Ladkrabang , Bangkok 10520 , Thailland
Email: hanuhana@yahoo.com and akharin@jit.kmitl.ac.th

Abstract: Principle of mailing list was distributed messages to all subscribers in one time. But mailing list operation has constructed a
network traffic problem. Because mailing list manager distributed mails without concentrate on subscriber network. If our network has
many of subscribers, there will be redundant data in traffic channel. Submailing list has purpose to reduce problems. Analyses of mailing
list characteristic in electronic mail were a feature of submailing list system, which manage by human hand (Network Administrator).
That will cause trouble for network traffic if Network Administrator could not seek for mailing list characteristic from e-mails in due
time. This article will present ideas and recognize methodology for automatic working in submailing list system. Recognize step begin
with capture process, which use to trap e-mail information from transfer channel. Next process is preparing raw data into recognition
format. Then the third one is recognize part and find out confidential factor. The last process is make decision and determine which
electronic mail has properties of mailing list characteristic. Afterward deliver result to submailing list for carry on.

Keywords: Mailing list system, Recognized system, Confidential Factor

1. INTRODUCTION 2. METHODOLOGY OF RECOGNITION SYSTEM
Mailing list [1] is a group of e-mail addresses that can all be Recognition system was created for inspect mailing list
reached by sending a single message to one address, List characteristic from e-mail [4]. Which can summarize in four
address. Subscribers can have discussion by sending message to processes. First process was trapping e-mail data, Capture
the list address. Each message will be distribute to all list process. These are conversation between receiver and sender
subscribers. First advantage of mailing list is distributing MTA that based on SMTP (Simple Mail Transfer Protocol) [5].
information from a central source to lots of people in once time Then rearrange data to recognize format, Preprocessing process.
and second is discussing a project among several participants. Next recognized process has to find out mailing list character
Third one is exchanging questions and answers with other users and calculate confidential factor. Last one Postprocessing
of a product or service. Disadvantage of mailing list is data process has to make decision and hand up to configure at
redundancies when mailing list distributed message to submailing list system.

subscribers who live in the same network or neighbor networks.
Submailing list [2] was created to support this trouble. By
convert all subscribers to submailing list member and subscribe

itself to main mailing list. When main mailing list has to Gateway Insri:fick
networ

transmit messages, there will be only one copy has sent to our

network.

Before start recognition system we have to familiar with mailing

list behavior that shown below.

- There are mailing list manager commands in Subject:
header or mail body.

- Mailing list manager has to protect subscribers from
communication error mails. By create e-mail address for
receive error report. At the same time for general e-mail,
error report will send to e-mail address found in From:
header.

- There are mailing list headers [3].

- Normally we could find e-mail address of receiver from
Recipient header in e-mail or RCPT TO command in smtp
conversation. In general case, if found e-mail address in
RCPT TO command we also found the same address in

Submailing
list system
conflg.

Recipient header too. But in mailing list case there are Fig. | Mailing list Recognition System
irregular between recipient.
All cases above have to consider together and then calculate 2.1 Capture process

confidential factor (CF) for use to decide which information was
suitable to configured at submailing list system. Next we The first process of recognition system is capture process,
mention about recognition methodology and explain recognize which used to capture mail information. Start process when
idea. Follows by implement and display algorithm of recognize there are some data enter SMTP port (port 25). The raw data can
process. Last topic is talked about conclusion and future work. separate in 2 type, SMTP envelope and SMTP content. In SMTP

envelope consists of SMTP command and SMTP reply code that
is exchange between receiver and sender MTA. Next SMTP

91y



content consists of Mail header and Mail body that based on
standard of RFC822. All of raw data are in text format.

220 dipac.it.kmitl.ac.th ESMTP Sendmail 8.12.8/8.12.8; Mon, 10 Noy 2003 10:34:21 +0700 (ICT)
EHLO system.dipac.it kmitl.ac.th
250-dipac.it kmitl ac.th Hello system [192.168.1.11], pleased to meet you
MAIL From:<root@system.dipac.itkmitl.ac.th> SIZE~476
250 2.1.0 <root@system.dipac.it.kmitl.ac.th>... Sender ok
RCPT To:<hanu@dipac.itkmitl.sc.th>
DATA
250 2.1.5 <hanu@dipsc.it.kmitl ac.th>... Recipient ok
354 Enter mail, end with ." on a line by itself
Received: from system.dipac.it.kmitl.a<.th (localhost.localdomain [127.0.0.1])
by system.dipac.it kmitl.ac.th (8.12.5/8.12.5) with ESMTP id hAAIThov001035
for <hanu@dipac.it kmitl.ac.th>; Mon, 10 Nov 2003 10:29:44 +0700
Received: from localhost (root@localhost)
by system.dipac it kmitl.ac.th (8.12.5/8.12.5/Submit) with ESMTP id hAA3ThoO001031
for <hanu@dipac.it kmitl.ac.th>; Mon, 10 Nov 2003 10:29:43 +0700
Date: Mon, 10 Nov 2003 10:29:43 +0700 (ICT)
From: root <root@system.dipac.it.kmitl.ac.th>
To: banu@dipac.itkmitl.ac.th
Subject: test
Message-1D: <Pine.LNX.4.44.0311101029240.1030-100000@system.dipac.it kmitl.ac.th>
MIME-Version: 1.0
Content-Type: TEXT/PLAIN; charset=US-ASCLI

test

250 2.0.0 AA3Y Lmm068646 Message accepted for delivery

Quir
221 2.0.0 dipac.it kmitl.ac.th closing connection

Fig. 2 An example of capturing data from Ethereal
2.2 Preprocessing process

This step was data prepared process. Before system started
recognition process, the raw material from capturing process
should be rearranged in recognize format. Because there are
many MTA in cyber world so data that pass capturing process
may be have different layout. That was a reason we should make
it in the same pattern.

Table 1 Recognize variables discover in Recognized process

Variable Format Type
Smtp-mail-from <name@domain> single
Smitp-recipient <name@domain> multi
Rfc822-from <name@domain> single
Rfc822-sender <name@domain> single
Rfc822-reply-to <name@domain> multi
Rfc822-return-path <name(@domain> single
Rfc822-recipient <name@domain> multi
Rfc822-error-to <name@domain> single
Rfc822-subject <text> multi
Rfc822-body <text> Multi

From table 1, recognize variables could clarify in 2 types,
Smitp-variable and Rfc822-variable. Smtp-variable obtains from
smtp command and smtp reply code (smtp envelope). The smtp
information showed about sender address and receiver address,
which came from MTA communication. Rfc822-variable obtains
from mail header and mail body (smtp content). The Rfc822
information presented e-mail header and mail body which came
from human communication. Such as Rfc822-from which store e-
mail address found in From header. Each variable, establish in
variables format with angle bracket. And each of them contains
data that could be single value or multi value. There are another
variables that appear in preprocessing process. That use to
configure in submailing list system. After this step the data was
sent to next process.
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2.3 Recognized process

Recognize processing is main process in mailing list
recognition system. Here the system had to recognize electronic
mail. That means the system find out mailing list characteristic
by use observations found above for recognize part and
calculates confidential factor (CF).

Before we mention about recognized algorithm, we should
early present all database that use to keep information. First one
was recognized output database (RODB) that use to keep result
from recognized process. Recognized output database consists of
4 tables below.

Table 2 List Address table (LA table)

CF LA
Value between 0-1

List address
Listname@listdomain

Table 3 List Member Address table (LM table)

List address Mcmber address CF LM
Listname@listdom | Membername@me | Value
ain mberdomain between 0-1

Table 4 List Manager Address table (MA table)

List address Manager address CF MA
Listname@listdom | Managername@m | Value
ain anagerdomain between 0-1

Table 5 List Manager Type table (MT table)

Manager address Manager type CF_MT
Managemame@ma | Manual,  listserv, | Value
nagerdomain majordomo, between 0-1

listproc, smartlist,
N/A

Confidential factor (CF) presents possibility of mailing list
characteristic in each data record. There has value between zero
and one, The most CF came from measured the experiment
several times.

Second one was consequent mail database (CMDB). In this
database has function like temporary file, which keep mailing
list data that could not conclude. Because this mailing list data
need more than information to prove and confirm their situation.
Each record in CMDB also has CF, which shown possibility
value. If we found another data that contain mailing list
characteristic as same as record in CMDB, the CF will increase.
On the other hand if we didn’t have new information that agrees
with our data for along time, the CF will decrease. Data record
in CMDB could transfer to RODB by compare CMDB
confidential factor with threshold value (CFhresnola)-

Besides recognized output database and consequent mail
database, there was recognized configuration database (RCDB).
That contains information about mailing list manager
characteristic such as mailing list manager type, mailing list
manager command, mailing list command format etc. The
recognized configuraticn database consists of 3 tables; list
command manager table, command keyword table and
command pattern table. Next process we will talk about
determination process.
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Table 6 Suspected List Address table (SLA table)

List address CF _SLA Time stamp Status Mcount MID
Listname@list | Value between 0-1 Arrive time <subscribe>, Counter Mail
domain <unsubscribe>, sequence 1D

<general>
Table 7 Suspected List Member Address table (SLM table)
List address Member CF_SLM Time stamp Status Mcount MID
address
Listname@lis | Membername Value between | Arrive time <subscribe>, Counter Mail
tdomain @memberdom | 0-1 <unsubscribe>, sequence
ain <general> ID
Table 8 Suspected List Manager Address table (SMA table)
List address Manager CF_SMA Time stamp Status Mcount MID
address
Listname@lis | Managername | Value between | Arrive time <subscribe>, Counter Mail
tdomain @managerdom | 0-1 <unsubscribe>, sequence
ain <general> ID
Table 9 Suspected List Manager Type table (SMT table)
Manager Manager type CF_SMT Time stamp Status Mcount MID
address
Managemame | Manual, Value between | Arrive time <subscribe>, Counter Mail
@managerdo | listsery, 0-1 <unsubscribe>, sequence
main majordomo, <general> ID
listproc,
smartlist, N/A
Table 10 List Manager Command table
Type ID Manager type Command part Subscribe format Unsubscribe format | General format ID
flag 1D list 1D list list
Sequence | Manual, - listserv, | Bit 0 = Rfc822- | (<keyword><pattern (<keyword>,<pattern | (<keyword>,<pattern
1D majordomo, body >) >) >)
listproc, smartlist, | Bit 1 = Rfc822-
N/A subject

2.4 Postprocessing process

In last process is decided and consider step. Which
information suitable for submailing list system. By reconsider
confidential factor and accurate mailing list characteristic in
RODB again. Then send data record to configure at submailing
list system. If found some mistake remove record from RODB
to CMDB for recheck.

All of processes have to decrease responsibility of network
administer. That duty is checking for find mailing list mail and
gives information to configure submailing list system. But this
is a heavy job because there are many mails come to network.
If network administers cannot work in time that will cause
problem in our traffic to Internet. So mailing list recognition
system has to create for support this situation as present before.
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3. Algorithm of Recognized Process

In recognized process could divide mailing list characteristic
in 2 types, ‘manager channel characteristic’ and ‘list channel
characteristic’. For manager channel characteristic means e-mail
that communicate between mailing list manager and user
(subscriber). The recognized process has to use information from
RCDB for recognized. For list channel characteristic means e-
mail that communicate among subscriber. The recognized
process use mailing list behavior to analyze. In figure 3 was
presented recognized process algorithm.

Anyway there are other algorithms that corporate with
recognized process such as confidential factor algorithm.
Which use for calculate CF value, that consist of 2 part positive
and negative algorithm. In positive algorithm use to increase
CF value when the system found support reason. In the



opposite way negative algorithm use to decrease CF value
when the system found another reasons to disprove.

/* Recognized algorithm */
if Rfc822-mailing-list-header not equal to null then
if Rfc822-recipient in SLA table then
increase CF_SLA and Mcount = Mcount+]
if Rfc822-from in SLM table then
increase CF_SLM
else
add member address by Rfc822-from in SLM table
increase CF_SLM
else
create entry in LA table by list address = Rfc822-recipient
and CF_LA = initial CF
create entry in LM table by member address = Rfc822-from
and CF_LM = initial CF
else
if Rfc822-recipient in SLA table then
decrease CF_SLA

if Rfc822-from not equal to (Smtp-mail-from or Rfc822-sender or
Rfc822-return-path or Rfc822-error-to or Rfc822-reply-to) then
for (i =1 to M) /*M is number of Rfc822-recipient*/
for (j = 1 to N) /*N is number of Smtp-recipient*/
if Smtp-recipient[j] = Rfc822-recipient[i] then
X =x+1
if (x==0) or (x<N) then /*each Smtp-recipient not match
Rfc822-recipient*/
if Rfc822-recipient in SLA table then
increase CF_SLA and Mcount = Mcount+1
if Rfc822-from in SLM table then
increase CF_SLM
else
add member address by Rfc822-from in SLM
table
increase CF_SLM
else
create entry in LA table by list address = Rfc822-recipient
and CF_LA = initial CF
create entry in LM table by member address = Rfc822-
from and CF_LM = initial CF
else
if Rfc822-recipient in SLA then
decrease CF_SLA

if (Rfc822-subject or Rfc822-body) in list manager command table
then
if (Rfc822-recipient or Rfc822-from) in SMA table then
if Rfc822-from in SLM table then
increase CF_SLM and CF_SMA
else
create entry in LA table by list address =
listname-+@+managerdomaibn and CF_LA = initial CF
create entry in MA table by manager address = Rfc822-
recipient and CF_MA = initial CF
create entry in MT table by manager type = Rfc822-
reicipient name or manager type and CF_MT = initial MT
else
if (Rfc822-recipient or Rfc822-from) in SMA table then
if Rfc822-from in SLM table then
decrease CF_SLM and CF_SMA

Fig. 3 Algorithm of recognized process
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/*Confidential factor algorithm*/

if increase CF

CF_x = CF_x + positive(CF_x)
If decrease CF

CF_X = CF_x + negative(CF_x)

/*Positive CF algorithm*/

if receive CF_x then
positive CF = (1 - CF_x)/2
return positive CF

/*Negative CF algorithm*/

if receive CF_x then
negative CF = CF-x/2
return negative CF

Fig. 4 Algorithm of confidential factor
4, Conclusion and Future Work

Truly mailing list manager (MLM) software perceives
the network traffic troubles from mailing list operation.
Some of MLM try to solve the problems but mailing list
was consisting of many network systems so they could not
wholly correct. Submailing list was another way to
decrease data redundancies in network traffic. However if
submailing list system could automatically work, there
will make higher performance for network traffic.

From above concept, that would like to make submailing list

system automatically learning mailing list characteristic and
separate which e-mail come from mailing list system. This
paper would like to present mailing list recognition system for
recognize mail and give useful information to submailing list
system. Begin with trap electronic mail from transfer channel
and make it in recognize format. Then use assumption found in
mailing list behavior to recognize message. And also find out
confidential factor for indicate mailing list characteristic.
Confidential factor could be able to swap by discover positive
reason to support or negative case to conflict old data. When
finishes there are also having revise process for make decision
and decide which data suitable for submailing list operational.
In addition we can solve problem about Spam mail, which
extremely found in network traffic problems, by improve
recognize process to focus on Spam mail behavior.
Future work we have to find out constant value by testing in
real situation. Bring the result to improve and modify mailing
list recognition system for high efficient and consistency of the
systemn.
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