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Abstract

Secure Instant Messaging Client/Server System is continuously developed from two projects.
One is Secure Instant Messaging Server or IsagMQ using C language to develop while the last using
JAVA language is Sccure Instant Messenger. The purpose to develop is to serve for security
enhancement . To guarantee the actual connection between each users, the authentication is required
by using certificate signed by Private Cerificate Authority and to keep all conversations secret , the
encryption/decryption technique comes into play.

IsagMQ is not only to serve for client services but also to be the Private Certificate
Authority to handle to certificate requests.

Peer-to-peer communication is used to connect between IsagQ & IsagMQ and IsagQ &
IsagQ. To speed up communication and also to decrease the load of IsagMQ.

Services served for IsagQ are Login , Logout , Change Nickname , Add Contact List ,Delete
Contact List, Find Contact List , Block , Admit , Accepting Authorization , List Authorization
Request , Update Status and Change User Status.

Sending file between IsagQ users , using Thai font and ICQ connection are some of IsagQ’s

options to serve for users.
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Root Certificate

Client.cert

Version
Key Format
Oner infor

Date/Time

\4

Send Certificate

Client Server

Key for Operation Key for Opefaﬁf)ﬂ

- client.key (Privete Key) - server.key (Privete Key)
- client.cert (Public Key) - server.cert (Public Key)
- ca.cert - ca.cert

1 M <
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Client

Key for Operation

- client.key (Privete Key)
- client.cert (Public Key)

- ca.cert

Root Certificate

Client.cert

| Version

| Key Format
Oner infor e M

Date/Time

Verify (S, ca.cert) => MD

M = MD => Trust
M =! MD => Not Trust

Server

Key for Operation

- server.key (Privete Key)
- server.cert (Public Key)
- ca.cert

[y a d <
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JSSE for Secure Socket
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1. uvininananndnglumsly ssL
1.1 import javax.net.ss].*;
1.2 import java.security.*;
1.3 import javax.sccurity. cert. X509Certificate;
Tag 1.1 sglanuddydwm Sumsadiadomumsdeatsotialasaselngld ssL
) o = o a 4'{ t:‘ Y % 1 g ey o
a3 1.2 szuanudrnyaiuluSeuderruanulasa oy nisadieas
myt e lawe Juduy
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g dypq 8 4 o g o s
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Foyamaly Keystore azgafiuiidungus Tau alias Fuaiowiludodun fldinon
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NAUUDYAANUTURUTUYY A3l 6-1
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! CodeKeys !
! - IsagMQ Server Neo
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! Private Key . Certificate Certificate
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I\ _________________ A : K
l/' ---------------- » K - B
1 EmailKeys !
i ' Robin e ;
! Public Key : Trusted Certificates
i Private Key i Ceritificate ,E"FW'
i Certificates Y f B ODE G
M NN 5. ¥ \& 7
(i,
\. J

31 6-1 namadanNuEmINRY U alias
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3. Keytool
I~ < ~ 9 [l izl s 1 v w u P
WuTsunsunldaumuaeuinud lasl Faihauswiuiy aana Java.security. KeyStore

<
ad

a < ' @ @ a {
Tuananiueia KeyStore Afegutoyavesngy nuady , aguaemae uaz lususosdnin

"y 1

Y e = 5 < @ c://
159310 Taol alias 1Wudnseyngudoyamaniy

q u

< a ] a & 1 &
lavind KeyStore vzgminu 131y er5adan Tas Hils KeyStore Ao wiia Wd Tilsunsy
' v 9y i é;z’”;s FY EY v o
keytool EHIBIAMIIUMIATI KeyStore  AUNN IAMA189  KeyStore audoamslae  1Wd
=3 Py 5 < a . P Y a”aé/
KeyStore %gﬂm‘u"lﬂu lau laiS Anes (Home Directory) N3N I sunsuiiyuin

¥

msaiegualagld keytool
§110814

C:\ keytool —genkey -alias Jonathan -—keyalg RSA —keysize 1024 —dname
“CN=Jonathan Knudsen, OU=Technical Publications, O=Ladkrabang, C=US” -—keypass

buendia —storepass buendia —keystore mykeystore

0B YnNAL]
- genkey
< o A o [ oy Y [ v ldﬂf’ @
e ({ludaendMiVYen keytool MABINIIVZTATNGANLUAG MUY TaonauodL
1<} 9q 1 Y 9 [ .
vy 1310 KeyStore 2w nayuaasisazazguuu 3 lulususesdnd
- alias
® foijawonngulu KeyStore
- keyalg
o (udenilguen keyool 319319 danosiuladmiuadenaue
- keysize
® 521 UAYINYIINIZASS
- dname
! A £ 1 4 A
® 6911910 Distinguished name (DN) &e1lsznou l@redoyau o aorui Uszme
o = = v dy
23Ans lagilsvaziduanail
A
®  CN (Common name) — %®

b . . 1 1 1 L4
B OU (Oraganizational unit) — AIUYDYVDINQUDINNT



i . o
® O (Organization) — 94AN3

i o R
B L (Locality) — (U@ L1439 DUND udy T
- i) BT
B oS (State) - 19HIA i
, B C (Country) - Uszine
: f%(eyp’ass - _ —‘ . i e

= @

=q v y
® passphrase N 1¥M3tdanmad
- storepass
Hq v o ¢ ; s
@ passphrasc l¥iloamy ANANY TN (Integrity) VDI KeyStore vl

- keystore

® 4pYn3 KeyStore n§

@ A A A

wennIntiud gl dudenduhansnszyasly 1A v

- sigalg

A2 e £Y

[~ o Aqg @ a { @ .
o [uaufenildlumsatrslususosdnsndususosdienine (self-signed
certificate)
- validity

® MMUAD1YYDI IUTUT0ITNT

® 19uan keyiool THUAAINAMTNTLIAGBONNIMIHTITD
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-alias mykey
-keyalg DSA
-keysize 1024
-sigalg DSA/SHA-1
-validity 90
-keystore Defautl.keystore file
-file Standard input or output

157319 KeyStore

9 o g 9 3 o 1% Y o @
309U uduURDIAE 1 KeyStore s ldAy nayuady | auuaaisisue taz lususes

]

ansn el Taed35msaegil 63

G:\test\B>keytool —genkey -alias 17 —kevalg RSA —keystore isagq

Enter keystore password:

secure?

What is your first and last name?

. [Unknownl: 17

What is the name of your
¢ [Uriknownl: CE

What is the name of your
. [Unknownl: COM

What is the name of your
. [Unknownl: Ladkrabang
What is the name of your
! [Unknownl: Bangkok

organizational unit?
organization?
City or Locality?

State or» Province?

What is the two-letter country code for this unit?

i [Unknownl: TH

Is CH=17, OU=CE, 0=COM., L=Ladkrabang, ST=Bangkok, C=TH correct?

Elinols rues

H

inter key password for <17

(RETURH if same as keystore password):

secure?

gﬂ 63 M3a3g KeyStore My keytool
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N19A333a0U KeyStore

'
(2

ddnamagiuazideanislu Keystore 19 19a1d aagil 6-4

CiNtest\B>keytool —list —alias 17 —-keystore isagg

Enter keystore password: secure?

17, 38 L.i. 2548, keyEntry,

Certificate fingerprint (HDS5)>: 9B:58:C4:D4:EC:47:E9:BD:3E:C2:97:E9:CE:67:17:97

o a v & v
:a:ﬂ 6-4 ﬂ1§ﬂ53ﬂaauﬂlau‘lﬁﬂ1fﬂu KeyStore ﬂgﬂ’diN”ﬂHﬂ]ﬁ keytool

v '
frdeamsgieazdeaianuanelu KeyStore 1w —v 19111 dagi) 6-5

C:N\test\B>keytool —list —alias 17 —-v —keystore isagg
Enter keystore password: securef
filias name: 17
Creation date: 38 1.A. 2548
Entry type: keyEntry
Certificate chain length: 2
Certificatel11:
QOuner: CH=17, OU=COM, O0=CE. L=Ladkrabhang. ST=Bangkok, C=TH
Issuer: CN=Root CA, O=ce.kmitl.ac.th, L=Ladkrabang. ST=Bangkok, C=TH
Serial number: 5
Ualid from: Sun Jan 38 83:51:29 ICT 2685 until: HMon Jan 38 83:51:29 ICT 2806
Certificate fingerprints:

MD5:, 9B:58:C4:D4:=EC:47:E9:BD:3E:C2:92:E9:CEz67:1F:97

SHA1: BB:3A:56:1A:E3:76:87:DD:69:BD:65:9B:6%9:C3:F4:7B:22:4C:BD:FC
Certificatel2]:
Ouwner: CN=Root CA. O=ce.kmitl.ac.th, L=Ladkrabang. ST=Bangkok, C=TH
Issuer: CN=Root CA, O=ce.kmitl.ac.th, L=Ladkrabang. ST=Bangkok. C=TH
Serial number: B8
Ualid from: Wed Oet 13 21:89%9:11 ICT 2884 until: Tue Oct 84 21:89:11 ICT 2685
Certificate fingerprints:
: MDS5: C2:81:51:63:1A:7B:E6:AF:2F:9F:9F:5B:5B:7B:61:48

SHA1: ED:F8:7P:A4:81:1C:47:91:68:FE:6B:8B:74:BF:6E:EA:2A:9F:BB:5A

[l v
=1

31 6-5 manvIvaeudoyaetvazivaamely KeyStore Ngna3 190128 keytool

d
715311 luSus09aNn5 0001 (Export Certificate)

S

ﬂ a o 5 = = < Yo y 2 Adga
Taganuiluaselususesaninaasssiyanaiauiugsusesld galuniinfe ca

v
o

o & A S il 5o v ; o
winduilundean)asdoyanislu Keystore ponuuilulva o ladenarnda e ca

€

S W o

o Hq Y o o ' < o
Y UITUIDI AMTIVDI keytool 'Vl“l‘lfalumiwNmmﬂmmﬂumgﬂ 6-6

C:\test\B>keytool —export -alias 17 —file 17.req —keystore isagg
Enter keystore password: secure!?
Certificate stored in file {17.req>

: 4
= y X

31 6-6 msareludesveluiusead@nEoin KeyStore ignad1aUua e keytool
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ihmsasieaoy Tlafignihosnin Tasldmdadagl 6-7

C:ntest\B>keytool —printcert —file 17.req
Ouner: CH=17, 0OU=COM, O=CE, L=Ladkrabang, ST=Bangkok, C=TH
Issuer: CN=Root CA, O=ce.kmitl.ac.th, L=Ladkrabang, ST=Bangkok, C=TH
Serial number: 5
Ualid from: Sun Jan 38 83:51:29 ICT 2685 until: Hon Jan 38 83:51:29 ICT 2886
Certificate fingerprints:
HDS:  9B:58:C4:D4:EC:47:E9:BD:3E:C2:97:E9:CE:67:1F:97
SHA1: B8:3A:56:1A:E3:76:87:DD:69:BD:65:9B:69:C3:P4:7B:22:4C:BD:FC

11 67 mameaevlufesvelususesdinsnaiiad keytool

mM311 luSusesdnt 930 Amport Certificate)

Sy

TagUnd Tumsfulususesdninliingls vsoudinszits lSusoednsve w0 i

] )

@ = o g 4 v [ 4;
1afumaulan ca dullufzdosgnifidh Keystore titonias Idmaniu ey luguuud

KeyStore @04n15 taz M3l 14 soaziduaiinai

o Y (%3 quc;y
ﬂ1§ﬂ1ﬂﬂ1ﬂiﬂ§@dﬁﬂﬁﬂq331ﬂ%

Parl
=

1% [ o Y aAQq % a = 9 sld'd 1 o 1% a Q‘{u 1 9
uﬂﬂuiﬂ%Hﬂum@ﬂNlﬂiﬂi@ﬁﬁﬂﬁﬂ@%ﬂ%ﬂﬂ@@gIﬂﬁﬂﬁiﬂiﬂiﬂi@ﬁﬁﬂﬁﬂiﬂﬂTum1M1

¥
Y o

Aad
HuidTAL 68

C:\test\B>keytool —-import —alias RootCR —-keystore isagg —file root.der
Enter keystore password: secure?
Owner: CN=Root CA, O=ce.kmitl.ac.th, L=Ladkrabang, S$T=Bangkok, C=TH
Issuer: CN=Root CA, O=ce.kmitl.ac.th, L=Ladkrabang, ST=Bangkok, C=TH
Serial number: 8
Ualid from: Wed Oct 13 21:89:11 ICT 2884 until: Tue Oct B4 21:89:11 ICT 2885
Certificate fingerprints:

MD5: C2:81:51:63:1A=YB:E6:AF:2F:9F:9R:5B:5B:7B:61:48

SHA1: ED:FB8:7VF:A4:81:1C:47:91:6A:FE:6B:8B:?4:BF:6E:FA:9A:9F:BA:5A
Trust this certificate? [nol: yes
Certificate was added to keystore

[
=i

71 6-8 marudnlususesansinlinalatanlu Keystore
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) % % a n: YV
msiudluSusesdansuesdly
o g = v Y= ° o s & vq Y Y 2y
naannmuIunounmMuIN Fldvmmsailususes@nivosdlddunny 141y
5 o v @ ' [ o a o
KeyStore TaoTlsunsumzimsasnaouanuduiussening aguedu uaz WWiusosdnin

139901811 KeyStore 11109 fiagal 6-9

C:Ntest\B>keytool —import -alias 17 —keystore isagg —file 17.der
Enter keystore password: secure?
Certificate reply was installed in keystore

31 6-9 maidnluFusesdntitlinaladhinlu Keystore
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ANUUANAIIIZHI IsagMQ & IsagQ Unsfinm 2546 11 2547
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UoI1deved IsagMQ & IsagQ luganos
I 1oanmsRan IsagMQ szgaiannuuszulfianmsasean Unix Taeldnms
madeuTdsunsy Tuvaei sagQ wwgnifannuuszuul§iianimaszna Windows Tag

1% 1avA Tumsi@eulisunsy radusmnano lugunsafes1d Isae0 dadoiy

Platform 1184 IsagMQ ‘1 #uifieanin Famianunanmialumsld Library SSL v09ua

azN1E
2. MIAAADIEHIN TsagQ MU IsagQ 1ANAIE]HIT Diffic-Hellman lumsiimsuandou
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AYATMITITNE FInadTananldeuniTedluilymanulasanoiluodiannluiiiag
snanusienssveailywl 2 dsems
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2.1 1ly¥1 Man in the middle e 1dna 13luunh s
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M3AAABIZHIN IsagQ M IsagQ Taeildld SSL Protocol

| wv— ——— v— o—— o—— ——— o— — o—

Peer-to-Peer Communication

Send and Receive
Cortificate Message Certificate

311 7-2 MsAano T4 IsagQ deiu Taaiilgly SSL Protocol
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Mngdiaas 7-2 fiui MsfaaeTen e lsagQl A1 TsagQ2 Faiudnun Peer-to-
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Q2 certificate
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IsagQ1 certificate )
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IsagQ2 certificate
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SSL Connection

Send and Receivg Send and Receive
Message Message
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Send and Receive
Certificate Message Certificate
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SSL Connect  ;

Client Certificate

Client Key &

 Certificate & Key Exchange |

Certificate Verification

SSL Write \
SSL Read 4///

SSL Accept

Client Certificate
Client Key

SSL Read
SSL Write
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4. IsagMQ & IsagQ Protocol
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0-FF 0-FFFF 0-FF 0-FF
Sequences / Command Flag Data
Byte Word Byte Byte Variable
34 MAX = 512 Bytes :i
gﬂﬁ 7-12
uamgﬂnmmaﬂwﬂmﬂaafﬂ%m%’u IsagMQ t1az IsagQ
Moty

1. Type of services flo M35z doams oS msiiala TnsiiswazBoadeio Ui
5 0x01 = Join
e 0x02 = Login
- D)8 L2 Add Contact List
- Ox04.= Change Nickname
= OX05= Status
~ 0x06 = Error
; 0x07 = Logout
- 0x08 = Find Contact List
c O0x0A = Disjoin
- 0x0B = Delete Contact List
- Ox51%= Set Status
- Ox55 = Deny /Admit User
- OX5E = Authorized Request /

Accept Authorized Request
2. Sequences fiD MINUEATIRUUD AT ALAA
3 Length Ain ANME1U0HNAR cﬁwzﬁmmmaqaqmmﬁu 512 st 1o ludoams
THuRininagauls nuud
4. Command fio fdstiosvosurag Type of services Tnvg 1891031 2

5. Flag fio annemsiaunpsuonmiionnidalude 4



Data fio fonnuildlumssuds Taold s dudeudoyaluuadsdu

s 7-13

MINUMAIANNFUWUF 52119 Type of services i) Command

SeazIvNn
Services .
=1 SY Y a =)
0x01 ‘lﬂﬁiauﬂiﬂﬁﬂlﬂi%ﬂﬁfﬂiﬁ\‘i‘ﬂ%lfﬂﬂu
0x10 Request register Y :
au¥nlny
0x11 Response_register FsvnesaousumsaudouamFnlng
\ < Iy o I~ a
0x02 0x21 Request_login 'lﬂamumawa“l%mmsaaﬂ@u
- ad 4 @ [~ a
0x22 Response_login B3 HIPIABVTUNTAONIY
=] 4 a
0x03 lnauasesvo 15U msieanouin
0x32 Request add email X K
aa lae 14 Email address
ad I @ S a o
L“ﬁﬁﬂl?'ﬂﬁﬁﬂﬂﬁ‘uﬂ15uf)ﬂﬂ'0uu‘ﬂﬂﬁﬁ@
0x34 Response _add email -
Tao1% Email address
- Y o <
‘lﬂm@uiﬂﬁ‘U@%f‘lﬁﬂﬁll@ﬂﬂ’ﬁ)uuﬂﬂ
0x31 Request_add_userID 17 g
adaa laold User id
ad o @ S a 4
L“lﬁ‘l'\l!')’@ﬁﬂ'ﬂ‘ﬂiﬂﬂﬁll@ﬂﬂ@uuﬂﬂﬁﬁﬂ
0x33 Response _add userID 7
Tagld User _id
< a { 4 1
0x04 laauddowe 1dusmsaousoiduy
0x41 Request_change nick name AN 7 .
Tagaaroaulnimde
ad I o = A s
L"‘If'i‘V\IL'J'O'EEJ‘L!UH'J‘llﬂafJu“If?JLaUﬁiJ‘]aljim
0x42 Response change nick name P
tan
o 7Y [~ = ¢
0x05 0x51 Request_status ”lﬂmaumawaﬁmuzuuﬂammﬂam
ad S Y S a 4
0x52 Response_status I sUdIaIUTADULNNAA A
ad s 9 a A a d?j
0x06 0x06 Error_msg @S WDUIIRNURANAIATAAY
=1 Y a
0x07 0x71 Request_logout "lﬂmaumumi"hmsmi
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ad N @ Y a
L"D’ﬁ’h'\)@iﬂuEJuﬂ"I'i%‘]Jﬂﬁj‘IﬁJﬁﬂﬁ

0x72 Response_logout
< 7Y Y a 9 1
0x08 0x81 Request_find Tnaduafowelduimsdumgaunun
a 4 o 1
0x82 Response_find g5 inesaousumsdumigaunun
. < Y a o a
0x0A 0xA1 Request_delete_admin Tnaouasosvensendniuansn
ad d o A @ ' Yo a
T HNRIMIMTTUIUN lﬂ“'ﬂﬂ”l'iﬂﬂmﬂ
0xA2 Response_delete_admin i e
MaduanFnua
< Sy [~1 9 1
0x0B hlﬂﬁLE)"LMiﬁNEUE]ﬂ"tﬁﬁ"lJﬂfJLlLL”ﬂﬂ‘Wi@ll’cN
0xB1 Request delete contact et
User_id Y93IA0UUNNATANADINIT AU
ad o =Y ' 9 o
Lmﬂnai‘wmiauamﬂﬂmmsaumu
0xB2 Response delete _contact AP 5
UNAATANADINITLA
4 Jdy =
0x51 0x51 Request set status lnapuafosvemsiasuaniue
ad oY) =
@ineseudumsasuaniuzvoslna
0x52 Response_set_status Yy
OUA
I <Y a 1
0x55 0x51 Request deny user lpaduafeswemsd Jrrsgaunun
ad I @ a 1
0x52 Response deny user wsvlnasauﬂuﬂﬁﬂ;]mﬁ@auwm
I~ o @ '
0x5A Request_admit user laadudiesvomssousugaunun
a 3L v [ 1
0x5B Response admit_user mﬁdnasﬁuﬂumiaamuaﬁuwm
2 ! g LY A gd o a
0x5E 0x51 Auth_request_list laaidunsoswosevefnsomouson
3 ad S 1 A g o a
0x52 Response auth_list L“Eiﬁl’)ﬂiﬁﬂ'ﬂﬂ“}faﬁjﬂ‘i'l’Jﬂ'lEJuEJE)JJ
I~ ) o
0x55 Send_accept_auth Tnadudtugeunufiive
= ad I w a
0x56 Response_accept_auth (53 WD TIUTUNA NS TUTDY




7170304 IsagMQ 152noudan a1519MEn 2 M98
I. A1519 user TTwABAG
a. User ID
®  PrimaryKey
= Huday e iR 10 nén
b. FIRST NAME
=y NULL
5 Januen ludy 64 §190y3
c. LAST NAME
" i)y NULL
" Panuen lunu 64 #2190y
d. NICK. NAME
" iy NULL
" Sanuen luny 64 §19nys
e\ ©E¥
" fufuNuLL
LT ‘M’ (Male), ‘F’(Female) , ‘N’(None)
Ve )
= il NuL

® fian v 99

= iy NULL

~ 1ra v W
. maman"lmnu 64 AIDNYT



1519 contact_list S0aziBongai
a. User ID

" Combined Key

= gy vune lidu 10 ndn
b. CONTACT ID

®  Combined Key

= fuday e hidu 10 udn
c. STATUS

" i NULL

¥
@

| v w o =) =
- Lﬂuﬂ]@ﬂ‘ﬂﬁ VUIA 1 AIDNHT UAIY

1. ‘O’ - Online
2. ‘F’—Offline
3. ‘B’—-Busy

4. ‘A’= Away

5. ‘W’ — Waiting for Authorization
6. ‘D’ -Block
7. ‘X’ —Useris blocked

S KN Deny to accept Authorzation
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Msae1lu1 Root CA taz mseenluSusesans

Junpulumsnans amuuiu ROOT CA

> openssl req -newkey rsa:1024 -sha1 -keyout root.key -out root.req -config root.cnf
> openssl x509 -req -in root.req -sha1 -extfile root.cnf -extensions
certificate_extensions -signkey root.key -out root.cert

> cat root.cert root.key > root.pem
Tunoulumse0nluSI0ENTINIY SERVER CA

> openssl req -newkey rsa:1024 -sha1 -keyout serverCA.key -out serverCA req -
config serverCA.cnf

> openssl x509 -req -in serverCA.req -shal -extfile serverCA cnf -extensions
certificate_extensions -CA root.pem -CAkey root.pem -CAcreateserial -out
serverCA.cert

> cat serverCA cert serverCA.key root.cert > serverCA.pem

<

JunaulumseonluSUIIaNIHNY SERVER

> openssl req -newkey rsa:1024 -sha1 -keyout server.key -out server.req -config
server.cnf -reqexts req_extensions

> openssl x509 -req -in server.req -sha1t -exffile server.cnf -extensions
certificate_extensions -CA serverCA.pem -CAkey serverCA.pem -CAcreateserial -
out server.cert

> cat server.cert server.key serverCA .cert root.cert > server.pem
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v
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4 dc;yu/ ad o w (2 3 ~ o 8 =
111990 10NIAUAUTTHI05 (IsagMQ) IR UTY Private CA Faiuidudswinesiosass
1q @ Sy Yo o 1 v v g u’;’
CA key 1182 CA.cert 041ufY 22iu 1411 azdad 11 Root CA 9o 11 (muiade Tunoulumsve

luFu394dN3910 Public CA) MINUUANFIWIN0SI0992AD9a319 Server.key a2 Server.req (o3

=)

o A o 1 o < I~ " =
T¥lumsvelususesdninndues  daumatlelaadudfides Clientkey 1ag Clientreq

4

WUReIRUIFs Waos
o Yy ) - = I Yo o & 9 )
1NN @ievelususednsaiseell Cacert  tnulAnuaaouns 1¥lumsiims

U

astacovluiusesandsndemaisiadae dagy 7-14

{ Generate | Generate

CAkey (Private Key)

-client.key (Private Key)
. -client.req

¢
S Store CA.cert /
Client Serve
{ Generate
. -Server.key (Private Key)
i -Server.req
a < a Y o a 4
gﬂ‘n 7-14 UAASUHADHN 1 YIN 330900 USUS0IANT

¥
o

2
TUADUN 2
s o 3 @ ad o d o e s A qu
1INTu N9 lnaoud uag 1350059d9 Clientreq Uag Server.req JUFUFI W03 1o
A 7 o S e N ; A ) s Y
FiWeseanlususednsIvinuay Taunsth Clientreq %50 Server.req MU WETHAAFY LA

<o W £ ' Y ad S A @
L“ﬁuﬁﬂi@@ﬂ'JEJQ‘E,\JULH]ﬁ']uﬂ')“ll@ﬂt%’?ﬁ!?@ﬁuuﬂ@ CA key ?Nz'l] 1-15



| Generate
i client.key (Private Key)
i -client.re e
q ..................... fF Client.req |
| =5 Version il
> KeyFormat %/
Owner info
Da(gl‘rimc i

A

A

Client

Client.cert
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Sign(Client.req,CA.key) => S Client.cert

Version
KeyFormat

Owner info {1 Owner info

[ DaterTime

Date/Time |
%1
[
[

i Generate

?-CA.key (Private Key)
i-CA.cert

Serve

Sign(Server.req,CA.key) => S Server.cert

KeyFormat
- Owner info

Date/Time

Version
|| KeyFormat
Ownerinfo |4

L1 Date/Time &

= < = v Y a 4
31]71 7-15 Haa3vUAdUN 2 “Ui’)siﬂ1§ii’]\1°llﬂcl‘ljill§0\‘iﬁ‘ﬂﬁ

Junarlumsasaevlususesaninoonlag Private CA

Server.cert

Client.cert

Client.cert

Version
KeyFormat
Owner info
Date/Time

MC1 —&--

Verify(Client.cert,CA.cert) => MC2

MS1 = MS2 => Trust
MS1 =! MS2 => Not Trust

Y

MC1 =MC2 => Trust

A

Client

= _ =]
o 3]

Server.cert

MC1 =! MC2 => Not Trust
Serve

MC1 = Client Message Digest (Hash)
MC2 = Client Message Digest (Public Key)
MS1 = Server Message Digest (Hash)
MS2 = Server Message Digest (Public Key)

r s 4 g by N
31U 7-16 namatumeui 3 veamsdesueluSusesans

¥ v 7 H 4
1zl 7-16 yanfiimsasadeulususesdnilasmsuann/asulususesdniveadn

VA 5 o P A o
Haritariy 221101 1usu509I@NTAna1nuIMIMIns e (Verify) #78 CA.cert Taglivumau
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o Y 9 o a & 9 ] Y . o

wuowennululususesd@niundmeyileaniu %1218 Message Digest Sunsn

9NN

° s ad a o e : ° Y] o

HUDIMUT UM TOUNE (Digital Signature) 11111115590 Taeldilendy

: 4 ke

Verify A28 CA.cert 902 18 Message Digest 9N

o i R @ o o @ ° = = L Y

HIA1 Message Digest 91430 N1 0UKHAI IMINSTowNouaIng Favinminu
1 o 1 Ao v a i (I~ ~ a 1 T
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d
msveluFusesanilae Tnadualumal o6 uve 2 uny

v ¢
%

1 TunoulunsesnluSuseIENIRNY CLIENT Ul FreeBSD

> openssl req -newkey rsa:1024 -shal -keyout client.key -out client.req -config client.cnf -
reqexts req_extensions

> openssl X509 -req -in client.req -shal -extfile client.cnf -extensions certificate_extensions -
CA root.pem -CAkey root.pem -CAcreateserial -out client.cert

> cat client.cert client.key root.cert > client.pem

Tunoulumsad1e Diffie-Hellman Key 4110 512 ia
dh512.pem:

> openssl dhparam -check -text -5 512 -out dh512.pem

Funeulumsad s Diffie-Hellman Key 9110 1024 1in
dh1024.pem:
> openssl dhparam -check -text -5 1024 -out dh1024.pem

2. dumerlumseanlususosinaldiy CLIENT U¥ Windows XP 61281 JAVA

iosnnlumsseniuy Tdsunsugnang 1819 mun Java Tumswann uasld uiang
Y94 JSSE (IDK 1.4) umsadiegoanuamsdeaisuuuiasa sy (SSL) Anao 18 Tosunsuu
W1y 5wde Tilsunsugnaredoduma Taausininadandnaesunummeilunsifiy uag
$amsRufulFuTe9aNT 10 Class KeyStore aatnassuiufigdoald dsunsy Keytool Faiilu

Tdsunsumadls Java 215 lumstamsfersulususesaniianue a2 Jufosueluiuses

FY ¥
v <

ol e & 4 & @ a @ v
ans ud 13919 ma cA ususoudio 1M 18udlususesdnt lnsisunousase 1l
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Jumulumsvelususesdns

1 VS @ a &o [ =]
2.1 16T 5un31 keytool 000 luvalususosdng Taunadniae userID.req

> keytool —genkey —alias userID ~keyalg RSA —keystore keystorename

> keytool —keystore keystorename —certreq —alias userlD —file userID.req
2.2 11 userD.req i RootCA fimsidusvsos nazulasl¥oglugiuuy DER

#openssl x509 —req —in userID.req —shal —extensions certificate_extensions —
CA root.pem —Cakey root.pem ~Cacreateserial —out userID.pem —days 365

#openssl x509 —in root.pem —out root.der —outform DER

#openssl x509 —in server.pem —out server.der —outform DER

#openssl x509 —in userID.pem —out userID.der —outform DER
2.3 dmstun Vlﬂﬁ’ﬁdﬁ'@ulﬂﬁ root.der , server.der LI userID.der 891U keystore nadaey

#keytool —keystore keystorename ~alias RootCA —import file root.der |
#keytool —keystore keystorename —alias ServerCA —import —file server.der

#keytool —keystore keystorename —alias userID —import —file userID.der

= d‘ [ a Q'{ Y
LEA Rt 19 -userlD A9 %@1U§U5i’]ﬂﬁ1’]ﬁ‘l]’f]x‘1f§‘ll@

A g ¢

-Keystorename 10 ¥onulususosans

' '
a o QA 1L00 = ATl

-A184 keytool 9z ar$a file i latsAnash Su frdadana
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Faso lil
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IsagQ sagMQ
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:\\ 0x02 | 0x21 | - :
E Request_jogin E
' \
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L} [
[} []
] [ ]
: :
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1] n [ ]
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1 ]
[} ]
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] ]
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(Login)
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Add Contact List 0x03 With Email

<

ReqUESLadd_ema”

IsagQ sagQ
[} L]
: TOS | Cmd | Flag Data :
E\ 0x03 | 0x32 | - Email$ :
' :
‘
J

|

TOS | Cmd | Flag | Data
0x03 | 0x34

Response_add_emall

= Y ol U A A v Y
21]71 7-18 muﬂaummnmiswu51wagmu‘nmﬂmemauaﬂmsa

TunoudInTumMs mafinseegaunin die dwaueaase

(Add Contact List with Email)
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auoaRsaveI1Hios HasInmsnsdvaevazld User ID Hiduwussy S

ADAIATANINAII NN BiwatiuLiagassnulou v

° A A ygw o ' \ ° '

msneseeRliauaina1Ia lunsie  contact list Tasfivuanili
d & L o o o o vq v A
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Receive_fail 0x66
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A
UNN 8
N1InNaaeu ISAGMQ tiaz ISAGQ
8.1 M3IAAABIZHIG ISAGMQ Ml ISAGQ
Tugrefitimsaonnssoudoszning IsagMQ uae IsagQ lawldInslnnea SSL

v @ A 1 < J 3 o '~
uaz1411Usunsy Ether Real AN UPacket 13904UUTZUY Network 92411131 aroaile 1dtims

uanuldeudd sudalususesdnd Fudluldmudonnasvealnseau dagy 8-1

<caplure> - Ethersal

e Edt Capture Display Toals

Time Source Destination Protocol {Info

10.,000000 161.246.5.4 161.246.5.32  TCP 3237 » 16001 [SYN] Seq=575914295 Ack=0 win=65535 Len=0
2.0.000229 161.246,5.32 161.246.5.4  TCP 16001 » 3237 [SYN, ACK] Seq=2938061825 Ack=575914206 wWin=65535 Lens(
30.000323 161.246,5.4 161,246.5.32 T1CP 3237 » 16001 [ACK] Seq=575914296 Ack=2058061826 Win=65535 Len=0
4 0.055228  161.246.5.4 - 161.246.9.3% C A :
5 0,056508  161,246,5.32 161.246.5.4  TLS  Server Hello, Certificate, [Unreassembled Packet]
6 0.056584 161.246.5.32 161.246.5.4  T1LS  Continuation Data, [Unreassembled packet]
7 0.056638 161,246.5.4 161.246.5.32 TCP 3237 » 18001 [ACK] Seq=575914375 Ack=2998064145 win=65535 Len=0
B 0.132384 161.246.5.4 161.246.5.32 TS Certificate, Client key Exchange, [unreassembled Packet]
90,132430 161.246.5.4 161.246,5,32 TLS  Continuation Data, [Unreassembled packet]
10 0,133110  161,246.5.32 161.246,5.4 TCP 16001 > 3237 [ACK] Seq=2958064145 Ack=575815841 win=64234 Len=0
11 0,203411  161.246.5.4 161.246.5.32  7LS  Certificate verify
12 0.298278 161.246.5.32 161.246.5.4 TCP 16001 » 3237 [ACK] Seq=2958064145 Ack=575815980 win=65535 Len=0
13 0.298359  161.246.5.4 161.246,5.32  7LS  Change Cipher Spec, Finished
14 0.299099  161.246.5.32 161.246.5.4  TLS  change Cipher Spec, Encrypted Handshake Message
15 0.363329 161,246.5.4 161.246.5.32 LS Application Data

717 8-1 yaasmsandumsaeiliimsivonns A8 SSL 521319 IsagMQ /1 IsagQ

Y 9 aS ]

A A A 1 ¥y
1ngl 82 welmsamimsireuneadtylnsnaea SSL a7 UayandkIy
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CE20I AL F4e029 0 A0l i 24n 504 Application Data
21 1.757410 161.246.5.32 161.246.5.4 TLS Application Data
22 1.832120 161.246.5.4 161.246.5.32 TCP 3237 > 16001 [ACK] Ssegs=5

B Frame 20 (591 bytes on wire, 591 bytes captured)

® Ethernet II, Src: 00:02:44:72:00:b2, Dst: 00:50:ba:8b:099:¢cQ

B Internet Protocol, Src Addr: 161.246.5.4 (161.246.5.4), Dst Addr: 161.246.5
B Transmission Control Protocol, src Port: 3237 (3237), Dst Port: 16001 (1600

B Secure Socket Layer //,f*—‘“~\\\

N //
0020 ea 68 ee 98 dl 6e ¢3 te de 33 a6 2¢ 10 6a 08 80 TR e
A

00f0 03 2c ee d2 db 5e e6 78 11 7b 0b 27 ea 53 27 3a oy OGS,
0100 ca 4 b3 66 bl fc 23 47 79 3f ae el e2 ee f3 bl ...f..#G vy
0110 ea 92 b7 5c 4f 94 35 fb dd 3f 47 03 8a b5 b2 5¢ SN ORI Re
0120 B2 16 9f ef 50 bc 1f 23 a2 11 62 3e d5 12 55 54 N - Y R
0130 ef 4b 10 56 38 57 1c f6 a5 4c B¢ 3d 78 6d Oe 3a JKLVB L
0140 7e 2d 7c f2 fa 68 23 24 17 c8 08 ce 75 cc eb a4 ~=|..h#$
0150 02 d1 5e dl1 bf 7a 86 26 2e 14 18 Ob 8c 3c 4a of Dol Ze &

0160 57 68 03 dd bf f8 3f d2 4c 1c 91 do 7f e5 ¢l 49} wh....7?.
0170 a5 32 30 6e 54 93 1d d7 f3 %a 26 56 2b a6 83 78 - 20NT. s .
0180 61 bf a4 c8 11 4a 5e 59 2e la fc 13 40 98 07 O Al e DAY T

FoyrFgnid il |«
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MsAAABIZH Y ISAGQ A1 ISAGQ
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uazl911sunsy Ether Real And1Packet 390411381 Network vzifint ieaeala 1ding
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e Edi Capture Eisp!‘ay Tools

Source

1, |Time

Destination

Protocol

Info

161,246, 5 4
161.246.5.36
161.246.5.36
161,246.5.4
161.246.5.4
161.246.5.36
161.246.5.36
161.246.5.36
161.246.5.4
161.246.5.36
161.246.5.4
161.246.5.36
161.246.5.4
161.246.5.36

2 0.000092
3 0.000253
4 0,001597
5 0,021025
6 0.021069
7.0,021515
8 0.050631
9 0.050691
10 0.050739
11 0.084368
12 0,189365
13 0.189622
14 0,192539
15 0.285886
16 0.293872 161.246.5.4

17 0.496103 161,246.5,36
1298 799202 141 MA § 2A

161.246.5.36 TCp

161.246.5.4 Tcp

161.246,5.4  SsLw2

161,246, 5.36 TLS
161.246.5.36 LS
161.246.5.4 TCp
161.246.5.4 TLS
161.246.5.4 TLS
161.246,5.36 TCP
161.246.5.4 TLS
161.,246. 5,36 TCP
161,246,5.4 LS
161.246.5.36 TLS
161.246,5.4 TCp
161,246,5.36 LS

161,246.5.4 T1Cp
161 M4 54 TiC

1600’ > 3023 [SYN, ACK] Seq= 2646374600 Ack=2459547632 Win=
3023 > 16002 [ACK] Seq=2459547632 Ack=2646374601 Win=64240
client Hello

server Hello, Certificate, Certificate Request [Unreassemb)
Continuation pata, [Unreassembled Packet]

3023 » 16002 [ACK] Seq=2459547732 Ack=2646376328 Win=64240
Certificate, Client key Exchange, [Unreassembled Packet]
Continuation Data, [Unreassembled Packet]

16002 » 3023 [ACK] Seq=2646376328 Ack=2459549198 Win=65535
Certificate verify

16002 > 3023 [ACK] Seq=2646376328 Ack=2459549337 wWin=653%
Change Cipher Spec, Encrypted Handshake Message

Change Cipher Spec

3023 > 16002 [ACK] Seq=2459549380 Ack=2646376334 Win=64234
Encrypted Handshake Message

3023 > 16002 [ACK] Seq=2459549380 Ack=2646376371 Win=64197

arnldratinn nata

711 83 madindunsasinmsiionns dae SSL 521314 IsagMQ il IsagQ

nngll 84 WelnmsaauhmsieusiodioTns Innea SSL 1

Y Y A
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722893 161.246.5.55
19 28 859332 161.246.5.4
20 70.645412 161.246.5.4
21 70.803535 161.246.5.36

161.246.5.36

TCH 16002 > 30
161.246.5.36 TLS Applicatiot
161.246.5.4 TCP 3023 > 160¢

I

.......

® Ethernet 1II,

Src.
[ Internet Protocol, Src Addr:
B Transmission Control Protocol,
E secure Socket Layer

B Frame 18 (100 bytes on wire, 100 bytes captured)
00:06:1b:d5:dd: 7c,
161.246.5.36 (161.246.5.36), Dst Addr:
Src Port:

Dst: 00:02:44:72:00:b2

161.246.
16002 (16002

3023 (3023), Dst Port:

I~

72
ef
cf
ce
55
00
77

0000
0010
0020
0030
0040
0050
0060

00
00
Qa5
fa ¢5
aa 54
eb cc
c5 be

02
56
04

44
02
ob
0b
fa
cd
cl

00
40
3e
00
63
eb

1b
as
be
(ox

5d

b2 00
00 80
82 92
00 17
19 bS

44 da

06
06
99
03
ac
8d

dd
Se al
c4 od
00 29
c4 fe
fa 68

ds 08 00
05 24
7f b3
eb 41
29 Sh

34 fd

foyeiFgnidh a1

N
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