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Abstract

Nowadays, computer network has been important for our life than before. Since, network
systems configuration is rather difficult to work. In addition, the price of network’s device are still high
and that is why there are not many people who are experts in these relating subjects even if there is a
high demand for them.

This project is developed from the project’s last year to assume that we can setup Cisco
Routers. This program is designated for Single user. In addition, this program can also deal with 5 ways
of protocol which are RIP, OSPF, BGP, IGRP and STP. Users are able to create network view for a
network system overview and assign traffic’s shape for network base on Object Oriented Programming

and Java Application.
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MAC Address Table
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Characteristic Layer 3 Switch Router

LAN Protocol (IP, IPX, Apple Talk) | Yes Yes

Subnet definition Layer 2 Switch domain Port

Forwarding architecture Hardware Software (ASIC)
Management SNMP, RMON SNMP (RMON)
WAN support No Yes

Price Low High

ASIC — Application Specific Integrated Circuit
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Access List Type Range
Standard IP 1-99
Extended IP 100 - 199
Ethernet type code 200-299
Ethernet address 700-799
Transparent bridging ( protocol type ) 200-299
Transparent bridging ( vendor code ) 700-799
Extended Transparent bridging 1100-1199
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® class RouterConsole
Hunmaiifanerufdlduny command line Taevzligldviims fousidasliiold
Router Console 139n1#91191n Routerl0s120 dio'lll Taedmdirnazegiimadadidaiioda

o

191U

& --=Routerl Console =-

Press return to get'start

Turn on privileged commands
Exit rtomhe EXEC:
Send gcho messanes:

uteri>en
r#confioure terminal
1(cofifin)R2:
Addan-actass listentry
b
uhcummande

! setlt= uefaults
Set protncol

Routert{config)#?

gifﬁ 9-3 BaNAaIY RouterConsole

® class SwitchConsole

o A a 1Y - (Y 1
Huaarafinadofuf1#n command line 1ilouAUAUATE RouterConsole 1A 11N

GonldnuazdamdellSonldnunnaard SwitchI0S121

ch: nﬂisnnwavaliahia

Press velumto'ge'i' start

Switchi>en
Switcht#configure. term{nal
Switchi (conf o)#exit:
Switchi#dizable
Bwitcht=:

Switch»:

Switcht»
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® class Host i8¢ HostConsole

ABNE Host 9531MI 319 MacAddress 152$un3093111 daunana HostConsole 1192
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A5 1iines 11i15H 1M command line Tnes1dadieniiozdesldazeglu ComboBox uazvsfines

v
vzAvtlonlu jTextField uonnniumsaiat liauezdoaldi)u Run Button

v |

[ ping

[161.246.5.12 |

JPinging 161.248.5.12 with 32 bytes of data:

JRequesttime out.
Request time out,
JRequesttime out,
JRequesttime out.

APing statistics for161.246.5.12:

Packets: Sent=4,Received = 0, Lost= 4 <100% loss>,
Approximate round trip times in milli-seconds:

Minimum = 0ms, Mavimum = 0me, Average = Oms !
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Router con0 is now available

Press return to get start

Router!>enable

Routert#configure terminal

Enter Configuration commands, one per line. End with Ctrl-Z

Routerl (config)#interface s0

Router1 (config-ifi#ip address 161.246.1.1 255.255.255.0

Routert (config-ifi#no shutdown

%LINEPROTO-5-UPDOWN:.Line protocol on interface S0/0, changed state to up

%LINK-3-UPDOWN: Interface S0/0, changed steate to up

Router1 (config-ify#exit

Routeri#show.ip route

Show IP Route . : :

Codes: - C -connected, S- static, | - IGRP, R - RIP, M - mobile, B~ BGP.
D - EIGRP, EX - EIGRP external, O - OSPF, IA- OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1- OSPF external type 1, E2- OSPF external type 2, E - EGP
i-1S-1S, L1 - 13-IS level-1, L2 15-1S level-2, = - cand:date default

- U- per-user static route, 0- ODR

Gateway of Iast resortis not set

c 161 :246. I Ois dlrecﬂy connected Serial0 255.255.255. 0
Routeri#

£ - =Router2 Console

Router2=enable

Router2#configure terminal. -

Enter Configuration commands, one per line. End with Ctrl-Z

Router2(config)#interface s0

Router2(config-iN#ip address 161.246.1.2.255.255.255.0

Router2(config-if#no shutdown

%LINEPROTO-5-UPDOWN:Line protocol on interface S0/0,.changed state to up

%LINK-3-UPDOWN: Interface S0/0, changed steate to'up

Router2(config-ifi#interface s1

Router2(config-ifj#ip address 161.246.2.1 265.255.255.0

Router2{config-ifyi#no shutdown

%LINEPROTO-5-UPDOWN:Line protocol on interface S0/1, changed state to up

%LINK-3-UPDOWYN: Interface SD/1, changed steate to up

Router2(config-ify#exit

Router2#show ip route

Show IP Route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B- BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA- OSPF inter area
N1 - OSPF NSEA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E- EGP
1-1S-1S, L1 - 18-1S level-1, L2 - I1S-IS level-2, * - candidate default
U - per-user static route, 0 - ODR

Gateway of last resort is not set
€ 161.246.1.0 is directly connected, Serial0 255.255.255.0

¢ 161.246.2.0 is directly connected, Seriall 255.255.255.0
Router2#

{ a o = a [
7UA 10-3 naasgimsnenilnnauimuamsidenidumauvaundnliius uno 2
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Router3 Console

Router3=enable
| Router3#configure terminal
Enter Configuration commands, one perline. End with Ctrl-Z
| Router3(config)#interface s1
| Router3(config-if*ip address 161.246.2.2 255.255.255.0
| Router3(config-if#no shutdown
| %LINEPROTO-5-UPDOWN:Line protocol on interface 8041, changed state to up
| SLINK-3-UPDOWN: Interface S0/1, changed steate to up
| Router3(config-if#interface s0
i Router3(config-if#ip address 161.246.31 255.255.255.0
| Router3(config-ifi#no shutdown
| %LINEPROTO-5-UPDOWN:Line protocol on interface S0/0, changed state to up
| 9LINK-3-UPDOWN: Interface S0J/0, changed steate to up
Router3{config-ifj#exit
Router3#show ip route
Show IP Route : ;
Codes: C - connected, S - static, |- IGRP, R - RIF, M - mobile, B- BGP.
D - EIGRP, EX - EIGRP external, O - OSPF, 14- OSPF inter area
N1 - OSPF NSSA external type 1, N2- OSPF NSSA external type 2
E1 - OSPF exernal type1, E2 --OSPF external type 2, E - EGP.
. 1-18-IS,L1 - 1S-IS level1, L2 - IS-IS level-2, * - candidate default
U - per-user static route, 0 - ODR /

'Gateway of lastresont is not set

¢ 161.246.3.0Is directly connected, Seriald 256.255,265.0
©161.246.2.0 is directly connected, Seriall 255,255.2551.0 :

{ a ° a v g
U 10- 4 vamsgimsnevilnnoummuuamsiaenidumuvauninliNLITuAB 33

= Rouer4 Console=~ -

Router con0 is.now available

Press return to get start

Routerd=enable

Routerd#configure terminal

Enter Configuration commands, one perline. End with Ctrl-Z -

Routerd(config)®interface sO

Routerd(config-ifi#ip address 161.246.3.2 255.255.255.0

Routerd{config-if#no shutdown

%LINEPROTO-5-UPDOWN;Line protocol on interface 80/0, cthanged state to up

%LINK-3-UPDOWN: Interface S0/0, changed steate to up

Router4(config-ify#exit -

Routerd#show ip route

Show IP. Route .

Codes: C - connected, S - static, |- IGRP, R - RIP, M - mohile, B - BGP.
D - EIGRP, EX- EIGRP external, O - OSPF, IA- OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-1S-1S, L1 - 1S-1S level-1, L2 - IS-1S level-2, * - candidate default
U - per-user static route, 0 - ODR

Gateway of last resort is not set

¢ 161.246.3.0 is directly connected, Serial0 265.255.255.0
i Routerds

71 10-5 uansgimsaeudindousmuamsi@enidumauvauaanlidus unese
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[ a 1 v a o 1 g9 Yo L)
3. waannaeudlinmlfudazdumesiaud ae lunliiimsnoudlnisunesua
o @ o A Y Yo o i
azilFansammiduma e sunesaroug 14 Tas 198184 ip route
<destination network ip address> <subnet mask> <destination interface ip

address>

| Router1=enable
| Router1#configure terminal
Enter Configuration commands, one perline. End with Ctrl-Z
i Routert(config)#interface s0
Router!{config-if#ip address 161.246.1.1 255.255.255.0
Router!(config-if#no shutdown
%LINEPROTO-5-UPDOWN:Line protocol on interface S0/0, changed state to up
%LINK-3-UPDOWN: Interface S0/0, changed steate to up
| Routerl{config-if#ext
Router1#configure terminal
Enter Configuration commands, one perline. End with Cirl-Z
Router1 (config)#ip route 161.246.2.0 255.255.255.0 161.246.1.2
| Routert(confio)*ip route 161.246.3.0 255.255.255.0 161.246.1.2
Router! (config)®exit
Routeri#show ip route
ShowlIP Route = T
Codes: .« C-connected, S - static, |- IGRPR - RIP, M~ moblle, B~ BGP
-~ D-EICRP, EX- EIGRP external, 0.- OSPF, 1A- OSPE inter area
. N1-0SPE NSSA external type 1, N2- OSPE NSSA external type 2
. E1- OSPE external type 1, E2 - OSPF externaltype 2, E-EGP. |
- S i-1S-1S, L1 - [S-1S level] L2 - IS-IS level-2, %~ candldate default
‘U per-user static route, 0= ODR: e
Gateway oflast resort is notset
¢ 161.246.1:0is direcily.connected, SenalO 255.255.265.0
$161.246.2.0 [1/0]via, 161:245.1.2 255.255.255.0
$161.246.3.0 [1/0}via, 161. 24b 1 2 255.255.255.0
Routeri# :

v ) % g é a
71 10-6 namsginrsmeudindieliisunest annsodenidumaunauniinla



! @ -= Routerz Console
RUUIETZACUNIIYUre werrmindt
Enter Configuration commands, one perline. End with Ctrl-Z
Router2{config)#interface s0
| Router2(config-iN¥ip address 161.246.1.2 255.265.255.0
| Router2(config-iffi#no shutdown
| %LINEPROTO-5-UPDOWN:Line protocol on interface S0/0, changed state to up
i 9%LINK-3-UPDOWN: Interface S0/0, changed steate to up
| Router2(config-ifi#interface 31
| Router2(config-iN#ip address 161.246.2.1 255.255.255.0
|l Router2(config-if#no shutdown
| %LINEPROTO-5-UPDOWN:Line protocol on interface S0/1, changed state to up
i S%LINK-3-UPDOWN: Interface S0/1, changed steate to up
il RouterZ(config-ifi#exit
| Router2#configure t
Enter Configuration commands, one petline. End with Ctrl-Z
Router2{config)®ip route 161.246.3.0 255.255.255.0 161.246.2.2
Router2({config)#exit
Router2#show ip route
Show IP Route
Codes: C- connected, S - static, |- IGRP, R - RIP, M - mokile, B- BGP
: D - EIGRP, EX - EIGRP external, O - OSPF, IA- OSPF interarea
N1 - OSPF NSSA extemal iype 1, N2 - OSPF-INSSA external type 2
E1- OSPF extemal fype 1, E2 - OSPF external type 2, E- EGP
© i-1S-1S, L1 - 1S-IS level1, L2 - 1S-1S level-2, * - candidate default
: U per-user static route, 0- ODR :

Oateway of last resort isnot set

¢ 161.246.1.0is directly connected, Serial0 255.255.265.0
¢ 161.246.2.0 is directly connected, Serial1:255.255.255.0
$161.246.3.0 [1!0]wa 161.246.2. 22-5 255.255.0
Router”# :

£ - =Router3 Console ==

Routera(confg)ﬁnterface s0

Router3(config-iH#ip address 161.246.3.1 255.265.255.0

Router3{config-if¥no shutdown ;

%LINEPROTO-5-UPDOWN:Line protocol on interface S0/0, changed state to up

%LINK-3-UPDOWN: Interface S050, changed steate to up

Router3(config-iN#ip address 161.246.2.2 255.255.265.0

Router3{config-if#ip address 161:246.3.1 285.255,255.0

Router3{config-if#interface s1 -

Router3(config-if¥ip address 161.246.2.2 255.255. 255.0

Router3{config-if#no shutdown

%LINEPROTO-5-UPDOWN:Line protocol on interface S0/1, changpd statn to up

%LINK-3-UPDOWN: Interface §0/1, changed steate toup

Router3{config-if#end

Router3(config)#ip route 161 246 1.0 454 255.255.0 161 246.21

Router3(configy®exit

Router3#tshow ip route

Show IP Route Gt :

Codes: C - connected, S - static, 1 - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX- EIGRP external, O - OSPF, IA- OSPFE inter area
N1- OSPF NSSA external type 1, N2 - DSPF NSSA external type 2
E1- OSPF externaltype1,E2- OBPF external type 2, E - EGP
i-1S-1S, L1 - 1S-1S level1, L2- 1S-IS level-2, * - candidate default
U - per-user static route, 0 - ODR

| Gateway of lastresort is not set
¢ 161.246.2.0 is directly connected, Serial0 255.255.255.0
¢ 161.246.3.0 is directly connected, Seriall 255.255.255.0
$161.246.1.0 [1/0}via, 161.246.2.1 255.255.255.0
Router3#

{ a y Jd a
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- =Router4 Console = -

| Routerd>
| Routerd~enable
Routerd#configure t
| Enter Configuration commands, one per line. End with Ctrl-Z
| Routerd(config)#interface s0
| Routerd(config-ifi#ip address 161.246.3.1 255.255.255.0
| Router4(config-ifj#no shutdown
| %LINEPROTO-5-UPDOWN:Line protocol on interface S0/0, changed state to up
| 95LINK-3-UPDOWN: Interface S0/0, changed steate to up
| Routerd({config-if¥end
| Router4(config)tip route 161.246.1.0 255.255.255.0 161.246.3.1
| Router4(config)tip route 161.246.2.0 255.255.255.0 161.246.3.1
Routerd(configj#exit
Routerd#show ip route
Show IP. Route : 7
Codes: C - connected, S- static, |- IGRP, R~ RIP, M- mobile, B- BGP.
45 D - EIGRP, EX - EIGRP external, 0~ OSPF, 1A-'OSPE.inter area
N1 - OSPF NSSA extemal type 1, N2- OSPE NSSA externaltype 2
E1- OSPF external type 1, E2 - OSPF external type 2, E- EGP
i-1S-1S, L1 - 18-S level-1, L2- 18-S level-2, % - candidate default
. U-per-userstatic route, 0 - ODR :

Gateway of last resortis notset . :

€161.246.3.0.is directly connected, Serial0 255.255.2565.0

| 5161.246.1.0 [1/0]via, 161.246:31 255.255.255.0
$161.246.2.0[1/0]via, 161.246.3.1.255,255.255.0 -
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Routeri#ping

Routeri#ping 161.246.3.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 161.246.3.1 timeout is 2 seconds:

1]

Success rate is 100 percent (555), round-trip minfavagimax = 4/4/4 ms

Routeri#configure t

Enter Configuration commands, one per line. End with Ctrl-Z

Router1 {config)#exit

Router#?

Exex Commands:

config Enter configuration mode

copy Copy configuration or image data

debug Debugging functions

| disable Turn off privileged commands

| erase Erase flash or configuration memory

| ping Send echo messages

| show Show running system infarmation
terminat’ . Show running system information

traceroute Trace route to destination

undebug : /3 Disable dzbugging functions

Router#ping 161.246.3.1

Type escape sequence to abort.

Sending 5, luﬂ-b'gfle ICMP Echos to 161.246.3.1 timeoutis 2 ;econds
n

Success rate is 1 1]1] percent (5!5), round-trlp mm.favgfmax 444 ms
Routeri# .

o 5 A v a g
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L1

153 - = Router1 Console

terminal ; Show running system information
traceroute s Trace route to destination
undebug ) Disable dehugaing functions

! Routen#confgure terminal
Enter Configuration commands, one per line. End with Ctrl-Z
| Router1{config)#no ip route 161.245.2.0 255.255.255.0 161.246.1.2
I Router1(config)#¥no ip route 161.246.3.0 255.255.255.0 161.246.1.2
Router1{canfig)#router rip
router arg_protocol !
Router1{config-routen#network 161.246.0.0
network 161.246.0.0
Routeri{config-routen#exit
Router1 {config)#exit
i Routeri#show ip route
1 Show IP Route
| Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP.
- EIGRP, EX - EIGRP external, O - OSPF, IA- OSPF inter area
N1 - OSPF NSSA external type 1, M2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP.
i-1S-1S, L1 - 1S-1S level-1, L2 - IS-IS levyel-2, * - candidate default
U - per-user static route, 0 - ODR o

Gateway of last resort is not set
¢ 161.246.1.0 is directly connected, Serial0 255.255.255.0
r161.246.2.0 [1.20/M1]}via, 161.246.1.2 255.255.255.0

{ r161.246.3.0 [1.20/2]via, 161.246.1.2 255.255.255.0

| Routeriz

{ a d / o
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& - =Router2 Console = -

show Show running system information
temminal Show running system infarmation
traceroute Trace route to destination
undehug Disable debugging functions

Router2#configure terminal

Enter Configuration commands, one per line. End with Ctrl-Z

Router2(config)#no ip route 161.246.3.0 255.255.255.0 161.246.2.2

Router2{config)#router rip

router arg_protocol

Router2{config-routen#network 161.246.0.0

network 161.246.0.0

Router2(config-routenexit

Router2(config)#exit

Router2#show ip route

Show IP Route

Codes: C - connected, S - static, |- IGRP, R - RIF, M- mobile, B - BGP
D - EIGRP, EX - EIGRP. external, O - OSPF,JA- OSPF inter.area
N1 - OSPF NSSA extemnal type 1, N2 - OSPF NSSA external type 2
£1 - OSPF external fype 1, E2 - OSPF external type 2, E- EGP
i-1S-1S, L1- IS-1S level-1; L2 - 1S-IS level-2, *- candidate default
U- per~user statlc route, 0 - ODR

Gateway oflast resortis not set

¢ 161.246.1.0 Is directly connected, Sprial0255.255.255.0
¢ 161.246.2.0/is directly connected, Serial1 255.255.255.0
r161.246.3.0 20!11\«13 161 1246, 2 2 255.255.255.0
Router2# . : ;

Exit from configure mode’
hostname. Set system’s network name
interface . Selectaninterface to configure
[d] 2 Global IP configuration subcommanis
no : Negate a command or.setits defaults
router. : Set protocol

Router3(config)#no ip route.161.246.1.0 255.255.255.0161.246.2.1.

Router3(config)#router tip :

router arg_protocol

Router3(config-routen#network 161. 248 0.0

network 161.246.0.0

Router3({config-routen#exit

Router3{config)#exit

Router3#show ip route

Show IP Route

Codes: C - connected, S- static, |- IGRP, R - RIP, M- mobile, B - BGP
D- EIGRP, EX - EIGRP external, O - OSPF, IA- OSPF inter area

- OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1- OSPF extermal type 1, E2 - OSPF external type 2, E- EGP
i-1S-1S, L1 -1S-18 level-1, L2 - I1S-1S level-2, = - candidate default
U - per-user static route, 0 - ODR

| Gatewayoflastresortis not set
¢ 161.245.2.0 is directly connected, Serial0 255.266.265.0
¢ 161.246.3.0 is directly connected, Serial1 255.255.255.0
r161.246.1.0 [1.20/1]via, 161.246, 2 1 255.255.255.0
Router3#
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Router4 Console = -

"

i no

router

Global IP configuration subcommands
Negate a command or setits defaults
Set protocol

100

Routerd({config)#no ip address 161.246.1.0 255.255.255.0 161.246.3.1

% Invalid input detected at ' marker.

Routerd4(config)®no ip route 161.246.1.0 255.255.255.0 161.246.3.1

Routerd(configy®no ip route 161.246.2.0 255.255.255.0 161.246.3.1

Routerd{config)#router rip

router arg_protocol

Routerd(config-routen#network 161.246.0.0

network 161.246.0.0

Router4(config-router)#exit

Routerd(config)#exit

Routerd®#show ip route

Show IP Route

Codes: C - connected, S - static, | - IGRP, R - RIP, M- mobile, B - BGP
D - EIGRP, EX- EIGRP external, O - OSPF, IA- OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

- OSPF external type 1, E2 - OSPF external type 2, E - EGP.

i-1S-18, L1 - IS-ISlevel-1, L2-1S-1S level-2,.* - candidate default
U- per—user static route, 0 - ODR

Gateway of lastresort is not set

€ 161.246.3.0 is directly connected, SerialQ 255. 255 255.0
r161.246.2.0 [1.20/1]via, 161.246.3.1 255.255.255.0
r161.246.1.0[1 201’2}wa 161,246. 3 1 25:; 255.255.0
Routerd#

Router4 Console
debug : Debugging functions
disable Jurn off privileged commands
erase : Erase flash or configuration memotry
ping © . i Send echo messages
show . Show running systern information
terminal Show running system information
traceroute Trace route to destination
undebug : . Disable debugging functions

Routerd#show ip route

Show IP Route

Codes: C - connected, S - static, | - IGRP; R - RIP, M - mobile; B - BGP.
D - EIGRP, EX- EIGRP external, O - OSPF, IA- OSPF inter area
N1 - OSPF NSSA extemal type 1, N2 - OSPF NSSA external type 2

- OSPF external type 1, E2 - OSPF external type 2, E- EGP

i-1S-18, L1 - I1S-1S level-1, L2 - IS-IS level-2, * - candidate default
U - per-user static route, b - ODR

Gateway of last resort is not set

£ 161.246.3.0 is directly connected, Serial0 255.255.255.0
r161.246.2.0 [1.20/1]via, 161.246.3.1 255.255.255.0

r161.246.1.0 [1.20/2)via, 161.246.3.1 255.255.255.0

Routerd#ping 161.246.1.1°

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 161.246.1.1 timeout s 2 seconuis:
n

Success rate is 100 percent (5/5), round-trip min/avgfmax = 4/4/4 ms
Routerd#
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e P Y T AP R

& -~ Router1.Console :

Router con( is now available

Press returnto get start

Routetl=en

Routeri#config t
Routeri{config)#routeriorp 10
Router1{config-routen#network 172.16.0.0
Router1{config-routens#exit

Routeri# =
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Router con is now available

Press return to get start

Router2>en

Router2#configt

RouterZ{config)#router igrp 10
RouterZ{config-routen#network 172.16.0.0
Router2{config-router#exit

Router2#
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Router ¢con0 is now available

Press return to getstart

ISP-B=en

ISP-B#config t

ISP-B{config)#int s0

I1SP-B{config-if#ip address 192.168.1.1 255.255.255.252

ISP-B{config-ifi##no shutdown

ISP-B(config)#int e0

ISP-B{config-if#ip address 192.168.4.1 255.255.255.0
ISP-B{config-if#na shutdown

I1SP-B(config-if#end

ISP-B(config)#router bgp 100
ISP-B(config-routen#neighbor 192.168.1.1 remote-as 200
lSP—B(conﬂg-router)#exn

ISP-B#

{ a 4 § o
51/ 1021 uaaamsnonFlizunes IsP-B rielmudsmdumalaslilnslanoa o

er con0 is now availakle

Pressretirntogetstart = T

ISP-C>en :

ISP-C#configt -

ISP-C(config)#int 51 - :
ISP-C{config-ifi#ip address 192.168.1.2 255.255.255.262
ISP-C(config-if#no shutdown :
ISP-C(config)#int e0

ISP-C(config-if#ip address 1982.168.9.1 255.255.255.0
ISP-C(config-if#no shutdown

ISP-C{config-ifi#end

ISP-C{config)#router hgp 300
ISP-C{config-router#neighbor 192.168.1:1 remote-as 200
ISP-C{confi g—router)#em

lSP-C#

{ a d { 0
51fi 10-22 uanamsneuilnisuaes ISP-C thelhmmaaendumalaglilnslaneadoi



105

%} ° a d
102 feehamsmaninsinneavesaiIng
10.2.1 AeNNRUat Hilan3

1. aunsevieasgy

U7 10-23 namunSeviedmsulsnagoulnslanoansumouau/uilns

v
[

o ° AV [ p v q Yo A a Yo
2. fmuansiinueesanasudazdr lrmanuanuitans Taolgaida

'
(2

e ¢ & o
spanning-tree YU configuration mode Tuneulsavesdind nulgige

show spanning-tree ialadsIazdealun1Tni spanning-tree

= =Switchl Console = -

FeO/0O - 12801 forwarding - Oed8.32f4.e8ac: . 128.01
Feort = . 12841 { A Torwarding Oed8.32f4.e9ac 128.11
Fe0f2- L 12821 hlocking Oed8.32f4.e9ac 12821
Feli3 = 12831 2 blocking OedB.32f4.28ac ~128.31
Fe0i4 | 128417 28 blocking 0ed8.32f4.e9ac 12841
Fe0f5 212881 blocking Ded8.32f4 e9ac. 128.51
Felio = . 128.61 : “hlocking 0p0i8.32f4.e%ac. 128,61
FeOf7 12871 blocking Ded8.32f4.e8ac 128.71
Fel/8 12881 " . blocking . 0ed8.32f4.e9ac <128.81
Fe0/9 128.91 : hlocking Oed8.3214.89ac  128.91
Fe0/10 128101 blocking OedB8.32f4.29ac 128.101
Fel/11 128111 ¢ hlocking 0ed8.32f4.e9ac . 128.111

Switch1#show spt

Spanning tree enabled .
Spanning tree is executing the IEEE compatible Spanning Tree Protocol
Bridge Identifier has priority 32768
address  0ed8.3214.e9ac
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32768
address Ded8.32f4.e9ac
Root portis 0, cost of root path is 100

Interface Fe0/0 (port 0) in Spanning free 1 is forwarding
Port path cost 19, Port Priority 128
Designated root has priority 32768, address 0ed8.32f4.e9ac
Designated bridge has priority 32768, address Ded8.32f4 .e9ac

Nocinnatand nartic N nath enct 104
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& - =switch1 Console =~

Switch1#configure t
Switch1 (config)¥spt
Switch1(config)¥exit
Switch1#show spanning-tree b
VLAN1
Spanning tree enabled protocol IEEE
ROOT ID - Priority 32768.0f42.5b41.dc6a
Address Ded8.3214.e9ac
Hellotime 2sec MaxAge 20sec Forward Delay 15 sec
Bridge ID  Priority 32768
Address 0ed8.3214.e9ac
Hellotime 2 sec MaxAge 20sec  Forward Delay 15 sec
Port :
Name PortID Prior Cost Por State Bridge ID PortID
Fedi0 - 128.01 forwarding = 0ed8.32f4.e%ac
FeOM ~ ~ 12811 128 forwarding Ded8.32f4.e%ac
FeDi2 12821 128 blocking 0ed8.32f4.e9ac
Fed/3 - 12831 128 blocking 0ed8.32f4.e8ac
Fe0/4 - = 12841 2 128 blocking 0ed8.32f4.e%ac
Felis 2120851 128 blocking.: 0ed8,32f4.e%ac
FeOi6- - = 12861 128 blocking - DedB.32f4.e%ac
Fel/i7 12871 128 blocking - 0ed8.32f4 e%ac
Feli8" 12881 128 blocKing 0ed8.3214.e8ac
Fe0/9. . 128.91 128 blocking 0edB.32f4.e8ac
Fel/10 =+ 128.101 : blocking +i Ded8.32f4.e9ac.
Feor‘l 1 ; 128111 2 blocking + 1 0ed8.3214.e9ac

Swncm £

5177 10-25 1aAIRA show spanning-tree brief INOUAAITIHAIDYA

-=Switch=

Switch name : -:wntrm

Mac Address : 0edS.324. egac ,

Bridge 1D ::32768.0f42.5b41.dcba
= Mayfastehernetpant:12

=Swiich=-" <
Smtch name:; awﬂch‘?

Mac Address: 34c0.7430. 8911
Bridge ID.:32768.3631.6519.a1fe
- Maxfastehernet port. 12

= Switch =
Swnch name:; SWItLhB
Mac Address : 7759.219e.2db2
Bridge ID . 32768.73b9.b16e.f76d
- Maxfast ehernet port: 12

ﬁln 10-26 utmaswazmyﬂ?unnmzmz/umns?mrmwma P
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INANUIN D

asUmaanariug

Q

B o

Command Mode Interface Commands
& o o a o o o ' a v a ;
Fumrdanlddmsuimuasuuuialitusumesiayszian Serial
gﬂullilﬁ]ﬁﬂ Bandwidth <number>
[~ 1 a o ] g a a
<number> (HuamvaveuuIa Invutunlade
U 1 v
ﬂ')f’]ﬂ1ﬂﬂ1{l°ﬁﬂ1u
RouterA(config)#int sO
RouterA(config-if)#bandwidth 56

RouterA(config-if)#

Command Mode Global Configuration Commands

S o @ A o v o ' )
Fusrdanlddmsuimuaa cdp Jduisunes
gﬂsmuﬁwﬁ'& Cdp Timer <number>
1 o 1Y) 1 =1 1 ] 1 a =
<number> L‘ﬂummmmmumuwmﬂﬂ cdp 'E]E)ﬂhh_‘ ﬁﬂ?ﬂgi&’ﬂ?ﬂ 5-900 IUIN
LY ' k4
Vl'J?)?.l'Nﬂ'l’ﬂi)’Q'lH
RouterA(config) #cdp timer 90

RouterA(config)#

Command Mode Interface Commands

WumdaR 1 Fdmsusmuan clock rate Wi ume s adszinn Serial
gﬂsmuﬁﬁf'a Clock Rate <number>
I~ 1 = 1 I~ a
<number> 1DUAVUIAUDY clock rate UM UTA
U 1 Y
M098N IFH
RouterA(config)#int s0
RouterA(config-if)#clock rate 56000

RouterA(config-if)#

Clock Set_

Command Mode Privileged EXEC Commands

[ E4
= v @ 1

& o o Yo @ Y s
Wudrdan lgdmsuda T una Imnuisunes
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3UUUUAITS Clock Set <time> <date> <month> <year>
< o
<time> ifunawagsiu 15g0uun hh:mm:ss
<date> JuNUULTIU
<month> IAOUYNLITY
E4
<year> YUzl
LY 1 Y
fMeehamsldau
RouterA#clock set 10:30:00 14 February 2002

RouterA#

Configure Terminal

Command Mode Privileged EXEC Commands
Fumdeanldidaou Tnunam privilege mode i global configuration mode
L% 1 YV

AR LA AR

Router#configuration terminal

Router(config)#

Command Mode Privileged EXEC Commands
] o & dq Yo o Y = VAo Y o 7 3 1 o a
sﬂuﬂ1m‘w°l=1fﬁmiuﬁmm'Uﬂmﬂmuﬂ“lwﬂ‘ummaﬂu‘umzuuaﬂuwmUmmwwanauﬂﬂ

Tlsunsu

P vz 18 hidsssmuaai na

[ 1 v

Aaed1amsl iy

RouterA#copy running-config startup-config

RouterA#

Copy Startup-Config Running-Config

Command Mode Privileged EXEC Commands

'
v A

I~ o {q 9 o [ v ag (] 1 o o Yo J
HuirdeailddmsuTnananihveglunissanudnniinualviuisees
(%3 ] Y

Mg sy

RouterA#copy startup-config running-config

Buliding Configuration

[OK]

RouterA#

Debugiprip =

Command Mode Exex Commands

& o o q9e o o Ty Y s
nluﬂ1m‘w“l‘mmiuuﬁmmssmmmwagamimﬁumwemnmas
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gﬂ!tﬂﬂﬁ]if& Debug ip rip

LY 1 4

f0E19Ms 159U
RouterA#debug ip rip

RIP protocol debugging is on

RouterA#

Undebug ip rip

Command Mode Exex Commands

S| o o A o o a [ !
Huddanlddmsvendnmsuaaimssouazdadeyamsruduniweusunes
sUuuuM&s Undebug ip rip

U 1 Y

A39E1IMs T

RouterA#undebug ip rip

RIP protocol debugging is off

RouterA#

Command Mode Interface Commands

I~ o d A2 9 o & o = A a Yo a 4
Wumden 1FdmTusvuasivazidoamuaulinuaumesma
3UBUUME Description <String>

B I 9 a g = a a a o
<String> 11 utpAnNN U 8asRoANUANYDIRUIND S d
¥ 1 Y
f19ENIN 1T 1HaH
RouterA(config)#int €0
RouterA(config-if)#description lan link to ISAG room

RouterA(config-if)#

Command Mode Privileged EXEC Commands

& o o 0o o = - = ,
Wumdan g msuiasu Tnuaaa privilege Tnuaiii user execution Tiun
Y 1 Y

LA T EARLY)

Router#disable

Router>

e

Command Mode User EXEC Commands
o o & o ) o { A g s
Wuddenlddmsun/aou Tnuan user execution 1Hu privilege Tnua
Y 1 Y

fENINITIF U

Router>enable
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Router#

Enable Secret

Command Mode Global Configuration Commands

[ 1 [

] o v A o 0 ! a 1 el
Wumdah g msuimualfldmadsaneutndsefuved Privileged EXEC

Y

gﬂswuﬁﬁa Enable Secret <Password>

I~ adad o g ad ]
<Password> 1 ufgIsandumimIsalunisuiu
% 1 Y
Menamslyau
RouterA(config)#enable secret cisco
RouterA(config)#

Command Mode Privileged EXEC Commands
d o w dq Yo o | Ao Yo o ' o
Wumdan lsdusvaumnmvivaldnmsuaes lnuea1991
Y] ] 4

M20819M3 159 1H

RouterA#copy startup-config running-config

RouterA#

Command Mode User EXEC Commands
d o wl g Yo Y s
Ll’uﬂWﬁﬁ‘ﬂnl“b'ﬁ'lH‘i‘U log out 90 NIINLINUADT

Y 1 Y
mamam{lmm

Router>exit

Command Mode Global Configuration Commands, Interface Commands, Routing Engine
Commands, Line Commands

3 o @ qYa o Ho wqy | «\ 8 S g
Wuirdelddmisuesnan Tnuaidraalsnueguasiiy wori g Privileged EXEC Commands
Trua

U | k4

mamamﬂ‘mm

Router(Config-if)#exit

Router#

e

Command Mode Global Configuration Commands

d o @ AqUo & 0 A s
Wumdan ldmsumvuayoisinos
Y 1 4

PR AR RRL G RRLT

Router(config)#hostname RouterA
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RouterA(config)#

Interface

Command Mode Global Configuration Commands

' Y
v A

o & Ay & 1= s ' 2 5 y 4 = ¢
Ll]uﬂ']ﬁQLWE]Lﬂ.l']gﬂ‘]iﬂQﬂ?@utﬂﬂﬁlﬂﬁﬂ’lﬁ“’] ‘Uﬂ\ﬁli']!.ﬂﬂiiﬂﬂﬂTﬁﬂu‘ﬂgﬁ'lllﬂ'lﬂ‘]fﬂ‘l]@\‘muL‘V]'E]ilwﬁ

v
fdpansaaa
3 Juuuf1&a Int <interface name>

o A a s

1A <Interface_name> 1Ju¥ouoidumesiue
[ 1 k4
fMoenamslfau
Router(config)#int e0

Router(config-if)#

Command Mode Interface Commands

]
I

<] o o o 1 = v a 7 Ao o 1
wumdenlasmuadi loineamsaldiuumesimafiiigs config of

'
[y

g‘l.lmJllﬁTs’N 1p address <ip_address> <netmask>
I~ 1 =1 = o v oa o7
<Ip_address> (Jusin loduoansaidosmsimualinusumoes e

1 RV ad 7 =
<Netmask> L‘id_luﬂ1L‘Ll@]L'Jiﬂﬂﬂﬁﬂ‘ll@\i‘lﬂwuﬁ)ﬂlﬂiﬁ

A0619M5 1T H
Router(config)#int e0
Router(config-if)#ip address 161.246.5.1 255.255.255.0

Router(config-if)#

Command Mode Privileged EXEC Commands

N 0 '

o o @ Aq Yo 5 Yo du A A 1. o8 1
LﬂuﬂWﬁQ‘ﬂ‘l”b’ﬁ’IWSUﬂ']ﬂuﬂﬂW weight ‘lmmﬂma‘s INYBUABNUDY
gﬂamnﬁﬁ'& Ip Ospf Cost <Router Name> <Weight>

< A do a woay (S ;
<Router_Name> WudeisunosainanuNaeenIs lan weight
< ' ' J
<Weight> SITER weight 7EUUTUADT

(% ' 4
PG ANNRRICARY
RouterA#ip ospf cost Router2 10

RouterA#

Ip Route/No Ip Route : :

Command Mode Global Configuration Commands

I - S v Y] | a oA a v Y v
LﬂummmamHuﬂmiﬂummuwwLﬂuuuummmnmaﬂﬂmﬂ‘uegammummummunmm

an
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3 Yuuuiids Ip Route/No Ip Route <Destination> <Netmask> < Gateway>
% ¥ [ A ' A ]
<Destination> !.llula"lllﬂi0‘(118‘1]@3Lﬂ50‘1]1ﬂﬂﬁ'181’1’]\1
S| 13 ad J =)
<Netmask> L‘]J‘Llﬂ"IL'lmL’Jiﬂlﬂﬁﬂ‘u’ﬂﬂﬂwuﬁ)ﬂtﬂiﬁ
< 1 4 @
<Gateway> 1un lefieatasaveusunesingedaly
% 1 Y
LI R LI CARIY
Router(config)#ip route 161.246.10.1 255.255.255.0 161.246.5.2

Router(config)#

Line Ausiliary0.

Command Mode Global Configuration Commands

I~{ ol et Vet 1 yd o o e
iHhudden ldseynanimuage lUilidumsfimuail auxiliary port
Y 1 4

foE19MITIu

RouterA(config)#line aux 0

RouterA(config-line)#

Command Mode Global Configuration Commands

.
W Al =

Y o U A o ] d o =

Wudei lgseyanimuase lilidunistmuadi console port
% 1 v

fod1emslTay

RouterA(config)#line con 0

RouterA(config-line)#

Command Mode Global Configuration Commands

A o & d v sy g o <
Humdan lgseynmnivuade lildlunis finuaii port telnet
% 1 k4

faod1amsldau

RouterA(config)#line vty 0 4

RouterA(config-line)#

Command Mode Line Commands

1l ]
=

S| o o Y o [ = o Y af d S o 1Y - A A o < o 1
Wusrdan lgdmsundsusimualdidanosamaind1msy Login vielanesamatiad 115y
No Login
%3 1 4
feeamslyau
RouterA(config)#line vty 0 4
RouterA(config-line)#login

RouterA(config-line)#
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Netwbrk/No Network -

Command Mode Router Configuration Commands

I o & Aq Yo [} Yo A [ a0 a A a
Lﬂumaw"l‘nmm‘umﬁuﬂ network addresstlﬂﬂ‘]J!.ﬂ‘i’E)‘ll’lfm‘Vﬂﬂﬁﬂﬂuwm‘f‘iﬂ&lﬂmﬂ
network address

Y 1 Y

fMveanIlFaIu

RouterA(config-router)#network 161.246.0.0

RouterA(config-router)#

RouterA(config-router)#no network 161.246.0.0

Command Mode Global Configuration Commands
Husrdanlddmsvonidnms lamadsanowdngsgduues Privileged EXEC
% 1 Y

meﬁmmflmm

RouterA(config)#no enable secret

RouterA(config)#

nterface/No Passive-interfac

Command Mode Router Configuration Commands

& o & Aq Yo Y A [l e a J
Humdan lFdmsunganse lingams update routingtable UuBUIRDT o
3 JuuuMae Passive-interface/No passive-interface <Interface_name>

oA a o
<Interface_name> 1 UF0UDIDUIADS (WA

L% 1 k4
fodamliay
RouterA(config-router)#passive-interface s0

RouterA(config-router)#

Command Mode Line Commands

o o © &g Yo v o 1 ad
LﬂuﬂWﬁ\lel‘b'ﬁWﬁi‘]Jﬂ']ﬁuﬂﬂ'lW'lﬁL'ﬁﬂ
gﬂumuﬁﬁr’ 9 Password <Password>

3 adad Hq Yo w
<Password> WHAGITAN IFA1HTUNIU

v 1 Y
MM slrau
RouterA(config)#line con 0
RouterA(config-line)#password 123

RouterA(config-line)#

Ping

Command Mode User EXEC Commands, Privileged EXEC Commands
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Humdsilddmunswreuntidonseannsa Ui lefifideants 18nse i
gﬂsmuﬁﬁa Ping <Ip Address>

<Ip Address> L‘ﬂum‘u'laﬁuaﬂmiﬁ‘uENQﬂwmﬂﬂmﬂmqﬁﬁmmsmmﬁau
A0E1IMsIT Y

RouterA>ping 161.246.5.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 161.246.5.1 timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

RouterA>

Command Mode Interface Commands

< o & A o v o ' 3 v a a
Humdeildd s uimuas Ring Speed 1HivsumasatsennTnaused
gﬂuuuﬁn“fe Ring-Speed <number>
<number> Wua5vee TniAY
o 1 Y
120819013 1591U
RouterA(config)#int to0
RouterA(config-if)#ring-speed 16

RouterA(config-if)#

Router Rip/No Router Rip = -

Command Mode Routing Engine Commands

g e o AN )
Wumdunemuualisunesiniesiuld Ius lanoais lenlumsadumstedunudunia
dmSudda router rip tazendnms 1% Ins lnneaes lofid 115U no router rip

Y] 1 Y

LA ARG RLY

RouterA(config)#router rip

RouterA(config-router)#

Command Mode Routing Engine Commands

are il yiiad

dusmrdanosmualiisunesiaseuinldIns lanoalowaiedlunsademsedunudunia
FMFVAITA router ospf Hazenianms 1% Ins Inaoalewafited M uA1T4 no router ospf

Y] 1 4

P LEARUREIGARLT]

RouterA(config)#router spf

RouterA(config-router)#
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Command Mode User EXEC Commands, Privileged EXEC Commands

Wumdailddmsunanfismualdfumsdaudinme cdp
A0E1aMslTau

RouterA#show cdp

Global CDP Information:

Sending CDP packets every 90 seconds

Sending a holdtime value of 180 seconds

RouterA#

Command Privileged EXEC Commands

g o o &g Yo o - ) = Y
Wumdenlsdmsunans 10 Mdearganimelda
[ 1 4

f0819Ms TN

RouterA#show history

//----this is history commands---//

RouterA#

S

Command Mode Privileged EXEC Commands

< o @ Hq Yo o a a a
Wuirdanlddmsuuaniseazidoavesdunesme

gﬂuuuﬁﬁa Show Interface <interface name>

<interface name> [ Juddonvz lduselilddld drldvadunisszylfuansigaziBonmnmns
a 4 ~ £y [N 3 a (¢

oumosiaissy o1 lumuiiussuaasndume s

U 1 k4

feeImsldau

RouterA#show int e0

Ethernet0 is up, line protocol is up

Hardware is Lance

Internet address is 161.246.1.1/24

MTU 1500 bytes, BW 56 Kbit, DLY 1000 usec, rely 255/255, load 1/255
Encapsulation ARPA, loopback not set, keepalive set (10 sec)

ARP type: ARPA, ARP Timeout 04:00:00

Last input never, output 00:00:07, output hang never

Last clearing of "show interface" counters never

Queueing strategy: fifo

Output queue 0/40, 0 drops; input queue 0/75, 0 drops
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5 minute input rate 0 bits/sec, 0 packets/sec

5 minu te output rate 0 bits/sec, O packets/sec

0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort
0 input packets with dribble condition detected

472 packets output, 47379 bytes, 0 underruns

0 output errors, 0 collisions, 2 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out

RouterA#

Command Privileged EXEC Commands

]
I

I o W 9o o 9 = g
wWumdan FAAIURTULTA databaSC‘U'ﬁNﬁ'ﬁ']QLﬂ’u'ﬂ’NT@Lﬂan@w YBAUIUNDT

fod1ans T

RouterA#show ip ospf database
161.246.5.0 is directly connected, serial0
161.246.4.0 is directly connected, seriall
161.246.3.0 is directly connected, ethernetO

RouterA#

Command Privileged EXEC Commands

< o o &Y o ) P 7
Lﬂﬂﬂ?ﬁﬂ“ﬂi‘]ﬂﬁ1ﬁ'5ﬂuﬂﬂ\1 databaseﬂlﬂﬂﬂ'lSNL’ET“L!‘VINIE]L@’GTWLE)W VBDUIUNDT
zﬂlmvmﬁxﬁShow Ip Ospf interface<interface_name>

<interface_name> Lﬂu%mmﬁumaﬁm

% 1 4

f0d1amsITau

RouterA#show ip ospf interface s0

s0 is Up, line protocol is up

Internet Address 161.246.4.2, Area 0

Process ID 1, Router ID RouterA, Network Type BROADCAST, Cost: 64
Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) RouterA, Interface address161.246.4.2
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Backup Designated router (ID) RouterB, Interface address 161.246.4.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:00

Neighbor Count is 1, Adjacent neighbor count is 1

Adjacent with neighbor RouterB(Backup Designated Router)

Suppress hello for 0 neighbor(s)

RouterA#

Command Privileged EXEC Commands

=

& o o Yo o Y P
Lﬂumaw ‘lfﬁﬂ/ﬁUL!ﬁﬂd‘Uﬂyaﬂlﬁ)dlﬂLm)iﬁJNLﬂUG

Y] 1 9/
fMe1Ins Iy

RouterA#show ip ospf neighbors

Neighbor ID Pri State Date Time Address Interface
R1 1 FULL/DR 0.00.34 161.246.4.2 s0
RouterA#

Command Mode Privileged EXEC Commands

k4
Y

Wumdediiddmsuiinasins Taneaiisune s 5 aueguazaiy
A3081IN s lFau

RouterA#show ip protocol

Routing Protocol is "rip"

Sending updates every 30 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Redistributing : rip

Routing for Networks :

161.246.0.0

Routing Information Sources :

Gateway Distance Last Update

161.246.0.0 120 0:00:00

Distance: (default is 120)

RouterA#
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Sudailddmsunan dambasevasmsruduniserslef veusunes
feg1ams vy
RouterA#show ip rip database
161.246.5.0 is directly connected, serial0
161.246.4.0
[1] via 161.246.5.16, serial0

RouterA#

Command Mode Privileged EXEC Commands
WusrdeildFdmiunaamestaims unudunig

3 ﬂzmuﬁﬁa Show Ip Route <route type>

<route_type> Hufudonfingldvso lildila Srldveilumsseyhdosmsqume
msnAundumalszianla Tag

s : QUAAN

T/ m:ﬂaﬁ

o : Towoadien

foeanIslHa

RouterA#show. ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2- OSPF external type 2, E - EGP
i-1IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * - candidate default

U - per-user static route, o - ODR

Gateway of last resort is not set

¢ 161.246.1.0 is directly connected, Ethernet0

¢ 161.246.2.0 is directly connected, Serial0

s 161.246.7.0 [1/0] via 161.246.2.1

r 161.246.5.0 [120/2] via 161.246.1.1 255.255.255.0, Ethernet0
r161.246.3.0 [120/1] via 161.246.2.1 255.255.255.0, Serial0

RouterA#

120



Show Ip Route Rip 2o

Command Privileged EXEC Commands

Wusmdailddmsuuaamnudumeslef vousunod

fod1amslvau

RouterA#show ip route rip

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-IS-IS, L1 -IS-IS level-1, L2 - IS-IS level-2, * - candidate default

U - per-user static route, o - ODR

Gateway of last resort is not set

r 161.246.5.0 [120/2] via 161.246.1.1 255.255.255.0

Destination  Gateway  Interface - metric

161.246.5.0 - 161.246.1.1 s0 1

RouterA#

Command Mode Privileged EXEC Commands

v
g

d o & AN £ % 7
L'}Jummﬂﬁi’fmmuuﬁmmmammmmmaﬁlmzuu

o 1 k4
fed1emslTau
RouterA#show running-config
version 11.3

service timestamps debug uptime
service uimestamps log uptiom
no service password-encryption
!

hostname Router

!

interface ¢0

ip address 161.246.1.1 255.255.255.0

121
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no shutdown

!

no ip classless
!

line con 0

line aux 0

line vty 0 4

!

end

RouterA#

Command Mode Privileged EXEC Commands

Fusdailddnsuiaamitmunldtus unesdmiuaondalusuns
fed1ans T
RouterA#show startup-config
version 11.3

service timestamps debug uptime
service uimestamps log uptiom
no service password-encryption

!

hostname Routerl

!

interface e0

ip address 161.246.1.1 255.255.255.0
no shutdown

|

no ip classless

!

line con 0

line aux 0

line vty 0 4

|

end

RouterA#
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Show Version

Command Mode Privileged EXEC Commands
Husmdeilddmsunanis wazidonveswendinsi ldaufusunes

A0eamslFa

RouterA#show version

Cisco Internetwork Operating System Software

I0S(tm) 3600 Software (C3640-J-M), Version 11.2(6)P, SHARED PLATFORM,RELEASE
SOFTWARE (fcl)

Copy right(c) 1986-1977 by cisco Systems,Inc.

Compiled Mon 12-May-97 15:07 by tej

Image text-base:0x600088A0, data-base: 0x6075C000

ROM: System Bootstrap, Version 11.1(7)AX SOFTWARE

ROM: System Bootstrap, Version 5.2(8a), RELEASE SOFTWARE
BOOTFLASH: 3000 Bootstrap Software (IGS-RXBOOT), Version 10.2(8a), RELEASE
SOFTW

RouterA uptime is 11 minutes
System restarted by power-on

System image file is \"flash:c2500-d-1_113-5.bin\", booted via flash

Bridging software.

X.25 software, Version 3.0.0.

2 Ethernet/IEEE 802.3 interface(s)

4 Serial network interface(s)

32K bytes of non-volatile configuration memory.

8192K bytes of processor board System flash (Read ONLY)

Configuration register is 0x2102

RouterA#

Shutdown/No Shutdown

Command Mode Interface Commands
o o o a % s Y Y ya % a d
LflumaQLﬂaauamummaumaiswﬁmamwmas mﬂaanws“lwaumanﬂﬁwﬁmumﬂu

ez 197149 No Shutdown #ag lumandusuldfida Shutdown iWoideuaniuzued
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sumesimiuila

% | 4

fe1amslFau

Router(config)#int e0

Router(config-if)#no shut

%LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet0, changed state to up
%LINK-3-UPDOWN: Interface Ethernet0, changed state to up

Router(config)#

Telnet

Command Mode Privileged EXEC Commands

v
L%

d o & Adave w u A e TR LY ¢
Lﬂumﬁw%mmu telnet 'lﬂﬂmm’osmsmemwamﬂﬂwﬂmﬁmasuu

gﬂemuﬁwé‘r’a Telnet <Ip Address>
P=1 a o 4 {
<Ip Address> W uiav loAuoansavosdumesaveusunesiniosfideanisidli
Arua
%3 1 Y
f10819715 1911
RouterA#telnet 161.246.5.1

Router2#

Command Mode User EXEC Commands, Privileged EXEC Commands
umdadlddmiuadumaiidums ilidlofifidesmsasaamen
gﬂunuﬁﬁr"a Traceroute <Ip Address>

<Ip Address> Ty lefiteains auesgamnslatemaiideamsasandoy
fee1anslTaH

RouterA>traceroute 161.246.5.1

1 [161.246.1.1]

2 [161.246.7.1]

3[161.246.5.1]

RouterA>
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INANUIN U

v v
v v

V o a d
ﬂEﬂﬂ]ﬁﬁﬂQﬁNﬂm@Q adny

Configuration terminal

Command Mode : Privileged EXEC Commands

g o o & o A g :
Wusrdenlf/aouTnuann privilege mode 11U global configuration mode
% 1 Y

fed1amslvau

Switchl#configure terminal

Switchl1(config)#

Command Mode : Privileged EXEC Commands

g o o o o = " & g )
Humdeilddmsuaoulnuman privilege Tnuailli user execution Ty
£ 1 Y

fod1amslvau

Switch11#disable

Switch1>

Command Mode : User EXEC Commands

I o w A ) o = . [~ .
WumdanlddmTunlaouTvunn user execution 114 privilege THin
(Y 1 Y

P LTAR R EA CARY!

Switch1>enable

Switchl#

Command Mode : Global Configuration Commands, Interface Commands

v ] Ed ]
WusdailddmsuFugams Idmdadon
Y3 1) 4
M20819M13 1T
Switch1(config-if)#end
Switch1(config)#

Command Mode : User EXEC Commands, Global-Configuration Commands, Interface. Commands,




126

VLAN Commands

' ] 4 '
HusdalddmsueonainTnuaimdaldauegumziiu iieidhg Privileged EXEC Commands
I
Thua wazvin1d 1y user mode 921TUMT log out
% | 3/
1208195 15911
Switch1(config-if)#exit
Switchl#

_Hostname <name>

Command Mode : Global Configuration Commands

[~ o o4, e Y o o o A Al
Wumdn lsdmsusivuaseaing
Y] ] Y

A20e19N5 1T H

Switchl(config)#hostname SwitchA

SwttchA(config)#

Command Mode : Global Configuration Commands

0 ] 4
Wusrdenldsmuaninainaedues mac-address Afdaua 10-1000000
v 1 Y
memamﬂwm
Switch1(config)#mac-address-table aging-time 1000

Switchl(config)#

Shutdow Noshutdown v

Command Mode : Interface Commands

I o & A o a =
Wusrdanldsmuaaniuzvodumos i aide s lday
[ 1 4

freeamsliay

Switchl(config-if)#shutdown

Switchl(config-if)#

Switchl1(config-if)#no shutdown

Switch1(config-if)#

Show interface <name> :

Command Mode : Privileged EXEC Commands

[l
I

I~ o @ o @ = a o I~ @ 1 1 (=3 1
WumdaflFdmsunanssioazdenvodumosina <name> 1Wududonoz lanio luldanld 6114




127

weifumsssyiuansisaziBoanmesumesiaiiszy flumhiniuszuanmndumesla
fod1amslvau
Switchl#show interface fe0/0
FastEthernet0/0 is up ,line protocol is up
Hardware is Fast Ethernet , address is 0001.2484.dfd1 (bia 0001.2484.dfd1)
MTU 1500 bytes, BW 100000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed
input flow-control is off, output flow-control is off
Last input never, output 4d21h, output hang never
Last clearing of \"show interface\" counters never
Input queue:0/75/0/0 (size/max/drops/flushes); Total output drops:0
Queueing strategy:fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, O packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
1 packets input, 64 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, O pause input
0 input packets with dribble condition detected
1 packets output, 64 bytes, 0 underruns
0 output errors, 0 collisions, 2 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 PAUSE output
0 output buffer failures, 0 output buffers swapped out

Switchl#

Show iﬁfe_ffﬁcé <name> switchport

Command Mode : Privileged EXEC Commands

WufdagsvaziBuaved swithport 1 interface idoan1s9zg

A30E19MT 1T I
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Switchl#show interface fe0/0 switchport
Name: fe0/0

Switchport: Enabled

Administrative Mode: static access
Operational Mode: static access
Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: native
Negotiation of Trunking: Disables

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Trunking VLANs Enabled: NONE
Trunking VLANs Enabled: NONE

Priority for untagged frames: 0
Override vlan tag priority: FALSE
Voice vlan: none

Appliance trust: none

Switchl#

Command Mode : Privileged EXEC Commands

' ] P4
WudaiilddmSug i T interface 1114 vian 0 50g
% 1 Y
ﬂ'JE)EJNﬂﬁGl‘N'I‘H
Switchl#show interface fe0/0 switchport allowed-vlan
“NONE3$

Switchl#

Command Mode : User EXEC Commands

[~ 0. .ar ) v a G4
Wumdadmsug mac-address-table YoaaInF
U b Y

f120819M51¥ Y

Switch1>show mac-address-table

//-- Mac address table--//
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Switch1>

Show spanning-tree

Command Mode : Privileged EXEC Commands

d o w AqUoe o .
Wumdanlddmsy ) spanning-tree
Y3 1 k4

fd1amIlT

Switchl#show spanning-tree
Spanning-tree disabled

Switch1#

Command Mode : Privileged EXEC Commands

Hutdaii ¥ dmsuidas spaningtree iuazy)
fa0g1an sl
Switchl#show spanning-tree brief
VLANI
Spanning tree enabled protocol IEEE
RootID  Priority 32768
Address 0001.67ac.fc00

Hello time 2 sec.  Mac Age 20 sec  Forward Delay
Bridge ID  Priority 32768

Address 0001.67ac.fc00

Hello time 2 sec = Mac Age 20sec  Forward Delay
Port
Name Port ID Prior  Cost Port State Bridege ID
Fe0/1 128.01 128 104 blocking 0001.67ac.f c00
Fe0/2 128.11 128 104 blocking 0001.67ac.f c00
Fe0/3 128.21 128 104 blocking 0001.67ac.f c00
Fe0/4 128.31 128 104 blocking 0001.67ac.f c00
Fe0/5 128.41 128 104 blocking 0001.67ac.f c00
Fe0/6 128.51 128 104 blocking 0001.67ac.f c00

Fe0/7 128.61 128 104 blocking

0001.67ac.f c00

15 sec

15 sec

128.01
128.11
128.21
128.31
128.41
128.51
128.61




130

Fe0/8 128.71 128 104 blocking
Fe0/9 128.81 128 104 blocking
Fe0/10 128.91 128 104 blocking
Fe0/11 128.101 128 104 blocking
Fe0/12 128.111 128 104 blocking
Switch1#

0001.67ac.f c00
0001.67ac.f c00
0001.67ac.f c00
0001.67ac.f c00
0001.67ac.f c00

128.71
128.81
128.91
128.101
128.111

“Show spanning-tree interface <interface name>

Command Mode : Privileged EXEC Commands

Humsuans spanning-tree U9\ interface ﬁﬁmuﬂ
P LTARG R LRI
Switchl#show spanning-tree interface fe0/0
VLANI

Spanning tree enabled protocol IEEE

RootID = Priority 32768

Address 0001.67ac.fc00

Hello time 2 sec. ~ Mac Age 20sec = Forward Delay
Bridge ID Priority 32768

Address 0001.67ac.fc00

Hello time 2 sec - Mac Age 20 sec = Forward Delay
Port
Name Port ID Prior  Cost Port State Bridege ID
Fe0/1 128.01 128 104 blocking 0001.67ac.fc00
Switch1#

15 sec

15 sec

128.01

’Shpw_spab ning-tree vlan <vlan id>

Command Mode : Privileged EXEC Commands

I~{ o w A o [ 5 d'
Wudrdei 19d M5 0uaAe spanning-tree Y04 vian 15
% 1 k4

FI0EN9M5 1591

Switchl#show spanning-tree vlan 1

No parameter have been configured :

Switch1#

3




"Sht‘ﬁv'épanning-tree summary

Command Mode : Privileged EXEC Commands
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g o o a o o

iWusdan1dd sy uanen1s1e spanning-tree tuvagyl
LY 1 Y

A30819M 31T

Switchl#show spaning-tree summary

UplinkFast is Disabled

Name Blocking Listening Learning Forwarding  STP Active

Switchl#

Command Mode : User EXEC Commands, Privileged EXEC Commands

o o

WudrdailFdmsunang version 104 108 fifdedamney
08195l aTu

Switch1>show version

Cisco Internetwork Operating System Software

I0S (tm) C2950 Software (C2950-16Q41L.2-M), Version 12.1(9)EAI
Copyright (¢c) 1986-2002 by cisco Systems, Inc.

Compiled Wed 27-Feb-02 06:51 by antonio

Image text-base:0x80010000, data-base:0x804E2000

ROM:Bootstrap program is C2950 boot loader

sw.getName()+ " uptime is 1 hour, 54 minutes

System returned to ROM by power-on

System image file is \"flash:c2950-16q412-mz.121-0.0.9.EALbin\

Cisco WS-C2950G-12-EI (RC32300) processor with 20830K bytes of memory.
Last reset from system-reset

Running Enhanced Image

12 FastEthernet/IEEE 802.3 interface(s)

2 Gigabit Ethernet/IEEE 802.3 interface(s)

32K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address:00:05:74:28:09:C0
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Configuration register is OxF

Switchl>

"’Sl/mw vian

Command Mode : User EXEC Commands, Privileged EXEC Commands

I~ o @ aq 9o @ :/‘
Wudrdanled1msunand vian nanue
v 1 4

LA RIGRRLY

Switch1>show vlan

VLAN Name Status Ports

1 default active Fe0/1, Fe0/2, Fe0/3, Fe0/4,
Fe0/5, Fe0/6, Fe0/7, Fe0/8,
Fe0/9, Fe0/10, Fe0/11, Fe0/12,

1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Trans! Trans2

1 enet 100001 E500y, 3= % E Wa 0 0
1002 fddi 101002 15002 - = A 0 0
1003 tr 101003 1800 - 3 o -~ 0 0
1004 fdnet 101004 MO0 * 4 T 7 jcee g 0 0
1005 trnet 101005 1500y = - ibm - 0 0
Switch1>

Show vlan brief

Command Mode : User EXEC Commands, Privileged EXEC Commands

o o & Aq Yo o z 1
Wumd i ld S uLand vian N9HNALLLED
L% 1 Y

A0819N15 199U

Switch1>show vlan

VLAN Name Status Ports
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1 default active Fe0/1, Fe0/2, Fe0/3, Fe0/4,
Fe0/5, Fe0/6, Fe0/7, Fe0/8,
Fe0/9, Fe0/10, Fe0/11, Fe0/12,

1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
Switch1>

Command Mode : Global Configuration Commands

Husdafilddmsudaala msld spanning-tree
A0E1IMsIT I

Switchl(config)#spanning-tree

Switchl(config)#

Switch1(config)#no spanning-tree

Switch1(config)#

ch mode access / No switch mode

Command Mode : Interface Commands

1< 6. 0 o o a + os; 4 1

Wuirda 1wy Wald interface Wuldnsiyousoiul access
% 1 Y

MIeNIMTIF U

Switch1(config-if)#switch mode access

Switchl1(config-if)#

Switchl(config-if)#no switch mode access

Switch1(config-if)#

‘Switch mode trunk/No switch mode

Command Mode : Interface Commands

S| o v a ) Y a 1 :/I 4 1
Wusdeanledmsy 2lale interface 1 lFm5 15 0URBLUY trunk
%3 ] Y

A9819M3 179U

Switch1(config-if)#switch mode trunk
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Switch1(config-if)#
Switch1(config-if)#no switch mode trunk

Switch1(config-if)#

lS'wv‘itch'[')'oi't" access vlan <vian idé‘ o

Command Mode : Interface Commands

I~{ o o d' o U [
Wudrdan1dsmuan vian 1951 interface
(Y 1 YV

M20819M15 17 91

Switch1(config-if)#switchport access vlan 20

Switch1(config-if)#

Command Mode : Interface Commands

[ o o A ° Ol 4 1 =] o 1
Wusmdanldimuan interface Tiansnionde Tagll vian ndarull 18
U 1 Y

120819013 19914

Switch1(config-if)#switchport trunk allowed vlan all

Switch1(config-if)#

Switchport trank allowed vlan add <vlan id

Command Mode : Interface Commands

[ o o o o ' a a [} g
Wumdan 1981 uan interface WifNvuIo@Y vian Henuisodiu 1y 1811 trunk link
U 1 Y

A08NINT 1791

Switch1(config-if)#switchport trunk allowed vlan add vlan 20

Switchl1(config-if)#

Command Mode : Interface Commands

Fumd i1 uaa interface Taumuieay vian Aansoriu 1y 1doena1n trunk link
LY 1 v

M30814013 19911

Switch1(config-if)#switchport trunk allowed vlan remove vlan 20

Switch1(config-if)#

‘Vlan <vlan id> mtu <mtu size>
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Command Mode : VLAN Commands

Hudrdaildtimuan MTU 180 vian Agimua
(Y] 1 Y

ﬂ'Jf’Jﬂ'Nﬂ'l‘ﬂ‘IN'lH

Switchl(vlan)#vlan 20 mtu 2500

Switch1(vlan)#

Vlan <vlan id> name <vlan name>

Command Mode : VLAN Commands

:: o Q'l { o 4 o
Pumdaniviua ¥ l¥dy vian
[ ] 4

f0enInslTaIu

Swtich1(vlan)#vlan 20 name isag_group

Switch1(vlan)#

Command Mode : Global Configuration Commands, VLAN Commands

T | pt & &

Wusdan 1daeanuioiay vian oenla interface fignneaoeniuagnaoidi default vian id (1)
(Y3 1 4

ﬂ'J@El']x‘lﬂ']{l‘HQ']H

Switch1(config)#no vlan 20

Switchl(config)#

‘No spanning-tree priority |

Command Mode : Global Configuration Commands

g o @ QYo o Wt P o : €Ly, o =2 v

Wumdanled 115D disable N15AAA1 priority TUN1591 spanning-tree 1aglid leA1TaT1d7 A1
< 1

priority 92na1811 1A 32768 (default)

L7 1 4

foE19n15 199U

Switch1(config)#no spanning-tree priority

Switch1(config)#

No Spéniiiﬁg-frée forward-time

Command Mode : Global Configuration Commands

4
Yo o

o o ) o . J B 4 =] 1 X I~ 1
Wy d a0 1985y disable A1 forward-time Tnowio 148 1d9Ti1d7 A1 forward-time 3z nanedlua 15
(default)

U 1 Y
MI0819M131¥ Y
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Switch1(config)#no spanning-tree forward-time

Switch1(config)#

"No spannihg—tree hello-time

Command Mode : Global Configuration Commands

£
Yo o o

o o w A ) @ - v . 0 5 4 ' »

Wumdan 198 m35D disable A1 hello-time 114A1591 spanning-tree Taviiia15A1d41i182 A1 hello-time
o 1

znaneun 2 (default)

fvg1amslFau

Switch1(config)#no spanning-tree hello-time

Switch1(config)#

Command Mode : Global Configuration Commands

" E4
(=

& o o AqYo o i ' o 1 4 qYo P W

Wusdan ledimsy disable A max-age Tumsiin spanning-tree Taadoldmaaiings m max-age %
o 1

na1et A1 20 (default)

% 1 Y

PRI ol FRRG

Switch1(config)#no spanning-tree max-age

Switch1(config)#

‘No spanning-tree vlan <v

Command Mode : Global Configuration Commands

I~ o w A o [ . . @ A o

Wy dan1¥d M3 disable spanning-tree fi vian Anmiuald
LY | k4

12061901517 9U

Switch1(config)#no spanning-tree vlan 20

Switch1(config)#
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