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Distributed Firewall with Network Intrusion Detection System

Mr. Wongrapee Keawyana
Mr. Wanchalerm Sinsawasd
Mr. Thana Hongsuwan Advisor

Mr. Akkradach Watcharapupong Advisor

ABSTRACT

Nowadays, the network security is getting more complicated so it is hard to control the
Firewall system to be effective and work properly even if we have more than 1 Firewall in the network
system including Personal Firewall, then it is even more difficult to control.

Therefore, we have developed Firewall which can provide the management of any policy and
analyzing for controlling all of the Personal Firewall that be installed in the network system by only
controlling for Firewall Administrator.

Also we have added the Networks Intrusion Detection System into the Firewall system for

increase the ability of the security system.
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2.7 Inslanoaeo1sin ( ARP: Address Resolution Protocol )
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(58031 address resolution

hardware protocol

HLEN PLEN operation

Sender HA ( octets 0-3 )

Sender HA ( octets 4-5 ) Sender IA ( octets 0-1 )

Sender IA ( octets 2-3 ) Target HA ( octets 0-1 )

Target HA ( octets 2-5)

Target IA ( octets 0-3 )
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Service Packet Source Dest. Packet | Source | Dest. ACK
Destination | Direction | Address | Address Type Port Port Set
Outbound | Outgoing | Internal External | TCP N 23

Outbound | Incoming | External | Internal TEP! 23 e Yes
Inbound Incoming | External | Internal TCP zZ 23

Inbound Outgoing | Internal External | TCP 23 7 Yes
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1. InsTanea nai/lod

Timestamp  Source Host.Port > Destination Host.Port Flags Beginning Sq : Ending Sq  Bytes Options
i e\ S el

07:05:22.840000 | 10.15.14.1. | 3022 >l 10.15.14.2. |80 |S |2555245 - | 2555245 (0)| Win

07:05:22.840000 | hacker.com | 3022 >| Victim.com|80 |S |2555245 <| 2555245 (0)] Win

2. Iwslanoa UDP

Timestamp Source Host. Port > Destination Host. Port : UDP bytes
l Y A 4 A 4 l .V
07:05:22.840000 | 10.15.14.1. | 3022 | | 10.15.14.2. | 53 -| UDP
07:05:22.840000 | hacker.com |3022 >l Victim.com| 53 .| uDP

2. Inslanea ICMP

Timestamp Source Host. > Destination. : ICMP : ICMP Message
l |
v
07:05:22.84000 10.15.14.1. =l 105142 ‘| ICMP | ‘| Echo

07:05:22.84000 10.15.14.2. >l 10.15.14.1 :| ICMP | Echo reply
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14:49:43.217137 62.51.12.23 >10.1.1.10 : icmp: echo request
14:49:43.217175 10.1.1.10 >62.51.12.23 : icmp: echo reply
14:49:43.217195 62.51.12.23 >10.1.1.10 : icmp: echo request
14:49:43.217219 10.1.1.10 262.51 8923 : icmp: echo reply
14:49:43.217245 96.141.106.124 > 10.1.1.10 : icmp: echo request
14:49:43.217279 10.1.1.10 >96.141.10.124 : icmp: echo reply
14:49:43.219017 172.19.251.18 > 10.1.1.10 : icmp: net 162.75.127.79 unreachable
14:49:43.237136 75.126.62.65 >10.1.1.10 : icmp: echo request
14:49:43.237169 10.1.1.10 >75.126.62.65 :icmp: echo reply
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