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ABSTRACT

Internet-based distribution of digital contents provides great opportunities for
producers, distributors and consumers, but it may seriously threaten users’ privacy. The Digital
Rights Management (DRM) systems which are one of the current technologies, concern the
protection of the ownership/copyright of digital content but the most recent DRM systems do not
support the protection of the user’s personal information. This paper examines the lack of privacy
in DRM systems. A privacy policy and user’s privacy preferences model that protect each user’s
personal information from privacy violation by DRM systems are described. DRM privacy agent
is allowed to be the automatic negotiator between the DRM system policy and user’s privacy
preferences. An effective negotiation algorithm for the DRM system is proposed. The proposed
privacy negotiation algorithm can be adapted appropriately to the existing DRM systems to solve

the privacy problem effectively.
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<STATEMENT>
<PURPOSE> <current/> </PURPOSE>
<RECIPIENT> <ours/><same/> </RECIPIENT>
<RETENTION> <stated-purpose/> </RETENTION>
<DATA-GROUP>
<DATA ref = “#user.name”/>
<DATA ref = “#user.home-info.postal”/>
<DATA ref = “#dynamic.miscdata”>
<CATEGORIES> <purchase></CATEGORIES>
</DATA>
</DATA-GROUP>
</STATEMENT>

<STATEMENT>
<PURPOSE>
<individual-decision required = “opt-in"/>
<contact required = “opt-in"/>
</PURPOSE>
<RECIPIENT><ours/> </RECIPIENT>
<RETENTION><business-practices/> </RETENTION>
<DATA-GROUP>
<DATA ref = “#user.home-info.online.email”/>
<DATA ref = “#dynamic.miscdata”>
</DATA>
<CATEGORIES> <purchase/> </CATEGORIES>
</DATA-GROUP>
</STATEMENT>
</POLICY>

31N 2.6 #0819 P3P Policy

2.4.2 Privacy Preferences
v
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L] d ' ar 4 1 r
Roulvanuiludiuas ngdegaiodeyavoususz v lddrsouly linssfungaeede

Y
VNAU

<appel : RULESET>
<appel : RULE behavior = “block”>
<POLICY>
<STATEMENT>
<PURPOSE appel : connective = “or”>
<admin/> <develop/> <tailoring/>
<pseudo-analysis/> <pseudo-decision/>
<individual-analysis/>
<individual-decision required = “always"/>
<contact required = “always"/>
<historical/> <telemarketing/>
<other-purpose/> <extension/>
</PURPOSE>
</STATEMENT >
</POLICY>
<fappel : RULE>

<appel : RULE behavior = “block”>
<POLICY>
<STATEMENT>
<RECIPIENT appel : connective = “or">
<delivery/> <other-recipient/>
<unrelated/> <public/> <extension/>
</RECIPIENT>
</STATEMENT >
</POLICY>
</appel : RULE>

<appel : RULE behavior = “request”>
<appel : OTHERWISE>
</appel : RULE>
</appel : RULESET>

g‘ijﬁ 2.7 f0019 Privacy Preference 11 APPEL

a ad =3 ¥ v 3 E P -4
vInuanmsuazngugnna 1t ludieduiu ldeuisnnuvuie Tnssaduaz
Ad a é} o = t:u‘{qq us.: St =2 Y =
ma lulatnifavuveeszuumsiamsansataoa souisldesivdamanmsuazimalulad
[ 1 o dq 9 T B 1 a o aw ¥ o
anuiluaudinldeyluilegiu doihhiguuaaufanldluauited uazluundaldee

Y ' = kY a, ] @ o s I a aa
llﬂﬂﬂTJﬂ\3Iﬂ5Qﬁ?']QLLﬂ3'J%fn5ﬂ@ﬂllﬂﬂﬂ?1ﬂlﬂuﬁ'3u5nﬁ']'ﬂ'i‘H'i$Uﬂﬂ1ﬁﬂﬂﬂ15ﬁ1’lﬁﬁ‘ﬂﬁﬂ'ﬁ


CLP-16
Textbox

CLP-16
Textbox


unin 3
ﬂ: 3| L %)
ﬂ1§!WNﬂ'J1N!‘IJN'ﬂ'J1—!ﬂ’J

M UITZUUNISAANITaNSAIN0a

3.1 Unin

"
=

{ a 3 " Y
nnmsanytellgmiifaiuluszuy DRM diuvesdldnldaussuuezgnasd

anuiudiud Taviiszuy DRM ihdoyaduyanavesdls (personal data) H3oMsAna

=) é o T 3 1 a’
noanssums Iauvesdld FeerhdoyamaninlylFoulas i ldumseyananndld

U
"

v v fom
luszun DRM iy luunileSusmaivanuidludmdrdmiuszuumsianisdnasnoa
F i1
Tava3dvil 1deenuuyu Tovrwarmiudiud (DRM privacy policy) Afinaudangu
) [ o . o ; < i as U q g/
MTVTZVY DRM wazvimsoenuuumsivuauleueanuivudiud ludiuve s

o a o 1 o | !IJu'f
(User’s Privacy Preferences) Jagtinonuafavesmsmmuan nmiududnlen lluu
o X &
‘i lad1fufie The Platform for Privacy Preferences 130 P3P [10] Fatluriasgiulums
° o ¢ P ° 3 o |
fmuau Toovesdnlaa Taoll User agent Hnthn lumssmuazulannuuTovionazms
o 1 @ o & 1. 0 9 as o <]
smuannuiiudiudavesdldlumsdhinldauludy lad hdaudstumssimuannniy
v ¥
daudangldlasmuadulinsely luawideldeenuuunisdimuaulovivdmivszyy
N £ H
DRM NUANUIANGUNITZ DY DRM tazf1997useun Taghi DRM privacy agent 1Hudumu
Tunisomulovrwvesssuy DRM 09196 Tuil@ uaziimsnlSoumeussninenmssivue
o) [ w @ o 3 A
Aanutluduivo s ldiazuTenuuyessey DRM (g DRM privacy agent §3711m11ilinsn
" PRy 0 1 W 3q 9 9 w 1 3o
aososlunsdinmsfiuau Tvvoanuiliudaudve s 14idrdu b 1dduu Tovovess
= o Y] 2y 0 o T Y o
DRM Tasamdtyldoenuuudaneiinlumswsvidesosnaniludiud Tasimsidonng

nseveimuandld ldsmuanmuidiudiudie1 3 laedramunzay uaziseaniom

QU

3.2 lassasanuiuauidmsuszuumsesanisantasnea

A I={ 1 @ o Y o a aa
ﬂ'liLWJJﬂ’T]ﬂJL‘lJuﬁ'JH%'Jﬁ'I?ﬁ‘USglj'ljﬂ'liilﬂﬂ'l‘i’ﬁ'ﬂﬁﬂ%ﬁ'ﬂﬁ Iﬂﬂﬁﬂ?ﬂﬂﬂﬂi‘iﬁﬂ?'lll

v
aw S

Wudaudrdmivszuumsiamsaniasnoauanadeglii 3.1 Tuamiseilddredalnseads
é ! o o 1 .
YBI5 VY DRM F31ls2noude drusznoudifny 3 a9y [15] A9 content server, license
1 A 1 1 = ar ar
server (iaz DRM client Tag1dudnalugili 2.4 Fudazdmilsznevziinnuduius luas

° a o ¥q ¥ ° A aa Ay ) Yqy aa &
‘Vl'lqnlullﬁgfﬂ'aﬂﬂllﬁﬁnﬁﬂlﬂqalcﬁﬂﬂxﬂﬁgﬂ']uuluﬂﬂ']ﬂﬂﬂﬂﬂﬂﬁﬂqmﬂﬂ—ﬁ‘l‘ﬁﬁqu Iﬂﬂﬂﬁlcﬂﬂgﬂ‘lﬁqﬂﬁ



- ~

19

Privacy
Management
Module

Access Control
- I:I ~ Request Plllusage

Third Parties

Privacy Rules

: Access Control
Comparison A R A o Request Pll/lusage

/Negotiation

Content
server

User

. <—>|  Privacy
/ : Agent

content
package

License Server

§ o 1 LY ) a A aa
E‘I.Iﬁ 3.1 @<‘|'ﬂ1J55ﬂ‘E]'Uﬂ?WHEﬁuﬁ?u@?ﬁ’lﬁiﬂ‘igUUﬂ1ﬁi]ﬂﬂ']iiﬁ"ﬂﬁﬂi}ﬁlﬂﬁ

3 "
aw A

~ 9 9o a = g n’/' A 9 a
awidvedddmuadnsier Bmniu uagaalugdi - 3.1 lwamidoi ldmunnudy
' o 199 9q o . Py E 4 o v A '
AUAUAR 15 1UHIUD 9 DRM client TAun131WL DRM privacy agent 599z i1m191 1umson
o =} =) o 1 o 3/q 9 o
wlsmonazimsalsvnieunistmuaanuiududvoadldiunTonnovesszuy DRM
2.’ an A o 3 o b - o a 3 1
TwitiemAsnoang 191191550990 Hag DRM privacy agent §991n1# lumstnsadosoaly
A & g 51:] L ™ vq ¥ Y o \rl W
sty louievessz vy DRM fumsimuaanuiludaudivosd 14id1ou il Tav DrRM
privacy agent V¥ AINY NNV IZANAFANAININAIUNTZVINNITINTNAD504 1Tadmiams
< 1 w = 4 1 o . P
AN UTIUAT (privacy management module) Lﬁﬂﬁ‘?‘lﬁﬂ;}ﬂﬂmﬂuﬁ?uﬂi (privacy rules) N
v ¥ [
mngaudmivgldusazyanaindh 14iionainealuszuy DRM ioniugumsiamves

3 v
%11 DRM uaziiveailenidsnoa lumsidhlddeyadauyana a1 1dsmuae3

User DRM System
. - Requested Data
gf;;’fe:g;gw DRM {Mandatory or
Privacy Optional)
_Free Agent - Rules giving
- Lifted alternative data
- NotGiven request

517 3.2 Tn599319n15%197U993 DRM privacy agent



20

) s & a o d 1 [ 9/ ]
@15 DRM privacy agent Faaziiumstimuannuiudiudrvosdlfudazynna
' ¥ 1
TavazimthnSouivuseviauTovigveailomasnea (DRM  policy) Nivualag
3y
[WvealiiarIATaea uazmsﬁmuﬂﬂmmﬂumuﬁwmﬁi‘i’f (User’s Privacy Preferences) Tae
= 9y o . 4 W a1 V. Yq ¥
JUN 3.2 uaami1fin159197uY8 DRM privacy agent Fuilufumunisannoszniiegld
(Users) 11az52 U1 DRM (DRM System) Taoludud1dvziimsfmuannuiudmduilu 3
2Ay lAUn Free, Limited 182 NotGiven iioszyiitou lulumsideyannmuiudaud,
1A DRM System 881915119 a1y DRM System 185 muauTowesanuidudiudalums
D B i
$Fovedoyannuiludiudi91ngld (Requested Data) Faidnymumsiosvaifu 2 Uszian
P o o Yo 2 3 ! o
fin Mandatory az Optional tiazTuuToeds 18t muamadenvesdeyannuiludiuds
; : M
) (Rules giving alternative data request) Y0914 Tunsaing 14 luawrinlddoyanuiu
[l w A kY v
druanszuudensla
1 r [:3 Y a ) q“c\‘) 4 T
nnamilaons suvesanuiludwfrdmsuszuumstanisansasaoan ldna1n
i 3 L4
wludhaiu lunudseiisgiimsefuistuseunaziimsanuiludiudidimsvsz vy
v b
DRM 7 ldeoauuvauiauridedsne Ui
o o {1 v o [V
- peadszasuvesmsimvuaulovwanuiudiudidiviuszuy  DRM
g an T ar = Y &
(Element of a privacy policy) Tuitaviatnea 1 vilade mae 38 To 1Wudu 44
] daa [ = ]
ot lugilIWaaiaoa vuszuy DRM Sufludesinmasimuau Touolumsld
¥ 39 Y A -2 of o o p. 2 ¥
Yoyavoel 1¥luszuy enansdgalsyasnvesmsihdeyamaniull1fau
Y a J i o Ao
TavldeTuroswazidvassndsznovvesu lovrvanuiudiudansuiy

Fwmsvuszun DRM luiadedaly

Y 9/ o
- mssesvedeyafldluszy DRM (Requested data) uTo10u0938UU271AS
¥ i q 3/ a
soevetoyavesdldlussuy  DRM Tasluulsvivilsznoudroaunin
. 4 ¢
Mandatory element #1A@% Optional element Fan1wluszilsenoudrvamnun

: 4 4 4
(policy statements) Hage amnun uaznieluamnmuiszuennigalszasn

A o v

Vg 3 9 A o g v 9
Pjﬂhf"ﬂ@il“ﬁ 3$EJ$L’JE‘]']VI1’I'IﬂT3Lﬂ‘U‘U’vaﬂ HAZVDUANNINITIDIUD

u

; v 3 g
- Roulvmsdesvedeyadldluszuy DRM (Condition statements) Tums¥oave

i o o
Foyavoed 1% IuuTenrevessz v DRM nu3ds ldvinseenuuun Yoo 1w

anugangy TaviiuToinoidmuaitonlvludnymy Ifthen Rules 1ioldly

nstindoyaniinmsieave lugnlilasdldluszun DRM



21

- mstmuannuiudmd1vead1¥ User's Privacy Preferences) Tumsoonuu
° ﬂ v o g 9 3 3/ 'i‘_l [

msfmuaanuihududvesd 1 luszuy DRM Ty Tdesnuuuiluszauns

oy lumsdilddoyavesdldiilu 3 5zuy 1uA® Free, Limited uaz

é _ s s
NotGiven #3905 u10 Ui doda 11

1 o i . . ¥

- nalnMINTNAD509 (Negotiation mechanism) N8991NA DRM privacy policy 1@
o ' o i Y Jq 9 9

wmmsewinlannuuTous wazmssmuaanudiudiudivesdlduds na'ln

' 3
NTLATIINDID ﬂﬁ']ﬂ'l‘iﬂ'r]ﬂlm‘lj‘ﬂzﬂi&ﬂﬂﬂﬁ’w 2 YUADUYDY ﬁ‘ﬂ

e Rule Evaluation 1Punszuumsilsoudisnsenitanlomnevesssuy
Aunmssmuannuiudiudrvedffld Tavl¥ DRM privacy agent u
mstlsziiiung Taoldideu'ly Conditional Statements Tumsudilamn
iBosduneungdalifanszuunsdaly Se9se3105waziEuade ld
Tuade 3.6

®  Negotiation Process Lﬁapimﬂs:mums Rule Evaluation 1221 To11e
¥995211 DRM fivaudssunisdmuaamuiudaudivesdfozsi
nszuaumssnaoseniie 1 Idngimungaufigadmiunisieave

9/ =4 a ' Y
Yoyavoer 1§ 1uszuy DRM Fwzefieswaziduade liluide 3.6

d U o %)
3.3 aandszaevulanaanuiludiudad msussuy DRM
Tuprseenuuvu Temeanudludiudrd msuszounissanmsaniasaoaiy lu

v
A o a

a o 9 g/ = o dr 9/ u‘) o
NI ldoedeesasznoundinguesnesgin P3p [10] A1l lumssmuanlouie
' Y =3 ° o & ar a wa 3y P =4
anuiudrudruud uaz 1dsimsnnisues FIps [4] Fudundndfidug i1 ¥ lumady
) vq 9 & Y] 1 a ° g) L] a o
swswdeyavedld ietdlosdunnuiludmduazivauedoyadiuynaa Tasluanuide

' Vv
T lduazhmsdsulsaudounasldmme aususzuy DRM Al

3.3.1 Qﬂﬂ‘ixﬁﬂﬁf (Purposes)

TumsdmuauTemovesszuuiududesvenyarlseaanlumslddoyaldgls

s VY { gy ~ ° 4 J o a o
Sunshvoyaniesve llinh Iy dauieyadszasdla dmiuszuy DRM gailseaed
2 ) vg ¥ & A " w ' v
Tumsinuuazsrvsmdeyavesfliniu Tanuuandeduluudazdszinmns dauves

v
52U DRM lasfinisanainmsuyslszinnaail

¢ A a
- yatlszaenielFlumsmedud

¢ A a A
= ?ﬂﬂﬁgﬁQﬂLW'ﬂﬂ‘lﬁ‘Uﬁﬂ'ﬁ53UU1Lﬁ$Lﬂ5@T1U



22

o A o v
ﬂﬂﬂﬁgﬁ\‘lﬂﬁ’l@ﬂ1iﬁ’]‘iﬂ\ﬂlﬂ3&l’a

s A 3 P & <
i]‘mJixﬁﬂﬂmﬂﬂ"l’i‘5’3‘1Ji’m“ll’eJﬂgﬁﬂWﬂ”N‘lﬂLWE]ﬂ‘i$Tﬂﬁﬁu‘ﬂﬂﬂ’liﬂmﬂ

o A o wa
lszasAamenanuilseIavesyana

s A ) 1
yalszasaionms IduSmsunglaau

]

U

J A o a
patlszasaivemstiuauousms 1iung 19

o o 3 o v vq 9/ 3
dmsugalszasnvesmanuuazsivsndeyavesdldauluszuy  DRM 14
YSudzeninmasgie P3P TaoutisIddsuanslugdn 3.3 uazadseldesnuuy xML

Schema maauiamammﬂudmﬁaﬁm%’u DRM "l}ﬂumﬂwum .

Purposes
Transaction Service Enhance Marketing
current admin develop historical tailoring analysis-decision contact

31 3.3 Tnssadremanalszinnuesyailszasnluszuy DRM

3.3.2 @59 (Recipients)
A i ™ o o vq o ¥
WessuusEyIaYssaendiniunisinususmdeyavesdldnuudlszuy
o o g ' S 1 a = |
Tuiludesszynlasiiudue 1ddoyamantu Tav1dinialszionvesdsuily 6 viianui

a1 P3P lasmua13dg1ii 3.4

Recipients

l

Owner Third Pal’ty

Our Delivery Same Other-recipient Unrelated Public

Yo

U 3.4 TassadamsudalszinnvesdSudeyaluszun DRM



23

33.3 szaznalumsiiudoya (Retention)
3/ 3 ﬂy an A g
TumisdmuauTovrgvessyuy DRM Aifluidweuilondineansefguaszuy
o o 4 ] g o 1 n’: 1
DRM $uiludesszyiendalidldnsinhdesmsifudeyamaniuiiuszoznaiiila Tay

] =3 > a s =
Tauiasznnszuznamsnudeya ldmuzauiuszuy DRM uansdsgilii 3.5

Retention

License Material Special purpose Indefinite  User define

3 1 g 9
31N 3.5 Tassadrumsutalszinnvesszoznallumanudoyaluszuy DRM

=] ar a B 5 q 9

- License : oyauoafd 19ezgninuniuszozinvedlususoadnd (icense) v09f 14
1 d‘ A'I Qs = qd 3 Af o 9 1

uaazynna Taendelususosdninsldnutionasnoanuaeiy Jeyadiu

) 3 A yq ¥
‘l.jﬂﬂﬁ‘ﬁiﬂﬂli‘)ll"ﬂﬂ'l'jcl‘lf\?’]uﬂu"] Mﬂﬂﬂi‘lﬂ::gﬂﬂﬂﬂﬂﬂﬂ'lﬂ?gUU

3
[~ =
- Material = szvznamsnudeyavasdldiussuusginuawegveiion
AYM00
. Vv 9 g/ 1 q 9 a
- Special purpose : Yoyams lFaunazdoyadiuyanaved 1Fazinuniy

=

A g A aa A g v

52OV UNEMIATADE MTBAYITMISTZ UL TIATZYTToTIIRIA Y
4

patlszasanis g i

o g g 1 9
- Indefiite: szuvITIIMIBHVdoyadIuAfaazdoyanis IFnuvesdldaulu

' o

szuv Tng lulimuaseuznm

o { 9 ©
User define :  szuuiznudoyavesdldamszoznaiidldimua

3.3.4 UoYa (Data)

H y I~ 1
Uszinndoyavesdldnszuy  DRM AeanisiAusiusiu saudsdoyadiuynana

. s p s i 5 3 § aa ' o 2
(personally identifying information -- PII) i’fauﬂamsquimﬁaﬂmwaa Y PuIunsly
9 Y 9 a % d.y an o ] A ~ d‘S‘ £
s lsan szeznar lumsldau danfluidlomdiaea dunmiande lefiuoansangls
Y & Y A 4 dq & ad ¢ 9g ¥ a A aa
W uau Tasdeyamarilazgrinunsludugidnesvesdlduimadlonainealuszuy
o . & =1 [ v ad o A
DRM #30Hs DRM client Favzinudoyanis1¥auvesdlduazda llfudsinesinons

Uszuranasio 1l dszinndeyaiiszuy DRM ubelszinnezdnadamumasginees P3P [10]



24

R.

o 1 LY @ [ a gaa
‘i]'lﬂ'é]ﬂﬂ'ljixﬂﬂﬂﬁl'ﬂﬁuIUU’]Uﬂ’J’IHL‘ﬂHﬂQHﬂQﬁTﬂ‘iU'i%;‘ﬂﬂﬂ’liilﬂﬂ’ﬁﬁ‘ﬂﬁﬂﬁ]ﬁﬂﬁﬂ

' & ¢ H { i o Y g vvq ¥
nanane 4 esddszneuiuiuesdlsenoudioaduiiszuy DRM $udluszdoauds1igld

[ i o ot 9/ s g/ 1 3
nuUNszuVAInsiosvedoyacz s e iaguszasdla Taslasdiudsy uasdoyamaniu
¥y ¥ [} b4 i
o luszuvuumils Welidlfzdesondateu lumaniuiegansoduveunie
= o £ J ' 3 a o 1A
gusen s zuhdoyaes 15 1014t Geeedilsznoumaniuiudeiuiluecrstaiulouw

o 9
V945211 DRM fo4f1vuaon 13

34 mﬁ%’awa%’aymﬂ%‘lmzuu DRM (Requested Data)

W a wa - — £ g <
1M aN11IAVO9 Fair Information Principles [4] Faiuwasg i lumsifiusiusay

{1

39 T ‘3 ill 1 o L & a o i
uax“lwanamuuﬂﬂaiﬂaﬂguuwujmﬂ'nm umumuaxmmgnmm PINNONVYY DY

W

{ 1 LY o [ a 1 g 9 Qs
Uszmsamuinldnarnudaliade 2.3.3 Tagldtimdnmsasnan i dinueausussuy

DRM

4
=

¥
dmSuniseenuuuanuiudiudidiniuszuunisianisansasaoatiu Ty
sy Idimseonuuu Teinolunisfesvedoyadianin p3p [11] Taolduisooniluaos
dau Tudauusnisenoudoauninluau Mandatory element tag Optional element Tuaau

v
=

; et :
NaosrzilsznoulUdo@au lyniudonnse Alterative element 9 nimiduniudonnsal

sy P ° 9 ) ' o A 7] vq 9 o a 1 ] 9
‘n“ll@llﬂ‘ﬂ33']J‘]J‘Vﬂﬂ']ﬁ'iUﬁﬂﬂqﬁgﬂ%ﬂlﬁﬁﬂutlﬂTﬂﬂ}ii‘]ﬁ Iﬂﬂﬂ'lﬂ'lﬁ'ﬂﬁll'lﬂﬁ'luﬂ'liﬁBQ‘UB"U'E]J%IE’!

u

v
VDITLTUVAIT

= E4

- Essential of the data - 1ludaumsiesvedoyafiszuy DRM Apsmiatoyaves
v o A ¢ 1 1 il & o o
Aldinogalszasnaie wu iNerimsusndu Idduss Wudu Taodsznoudae
Vv
2 elements 484 A1
3 - ¥ Pt ¥
e Mandatory element ; Yoyafiszuniosveluneammuiil udoyaves

yslygi ° ﬂ Y 4 v G L 9 o Y
WIYNISTUDN uﬂﬂﬁlﬂﬁﬂlﬂ&ﬁ!ﬂﬂﬁmu EW@TW?%UU?T’IJJ’]EQVIN'IHNIW

u

] : 3 - Y g Y]
L Optaonal element : %@uﬂam;’UU‘iBQﬂJ@iHLL@ﬁ!ﬂLNHﬂH l“ﬂum@i&amﬂq

g 9 Y Y o w A i
Fﬂ‘lfﬂiﬂJ‘]JE)'ﬁ]ﬂfNﬂ']3‘\]’UiJuﬁﬂ'l'Hi‘UNOHl’lﬂl‘U’NﬂﬁzﬂﬁmTHH

- Alternative of the data -- ﬁ1ﬂﬂﬂﬂgﬂ1&£ﬁ@ﬂ1uﬁ'ﬂym$ﬁlﬂﬂ Conditional Statements
§ o ~ { ' '
Tavld Ifthen rules iNaumaudonnsdidoyaiiszuuiosvouddld liansa

LY

ar = - o 9/
amssunosonsyla

{ s
1A Mandatory element 13 Optional element 92U3ZABUAIINAILAUAMILUN

v o s 3elq oy o s
muluudazmnnmunvz syl aen (Purposes) fh 194030 (Recipients) szoznanlunis

g g . 9/ i aw
NUYOYA (Retention) iazdoya (Data) AlFNszuuABINT 9MUITelA0ANUY XML Schema



25

Tudaumsdosdoyavesszuu DRM Wlunianuan v. TasuansdedienisimuauToue
73319 3.6

U

<?7xml version="1.0"?>
<policy Material_Name="The Lord Of The Ring" Material_Type="book">
<mandatory>
<statement>
<purpose> <current/> <admin/> </purpose>
<recipient> <ours/> <delivery/> </recipient>
<retention defined-by="special-purpose" description="developement"/>
<data-group>
<data type="#user.name"/>
<data type="#user.email.address"/>
</data-group>
</statement>
</mandatory>
<optional>
<statement>
<purpose> <historical> </purpose>
<recipient> <our/> </recipient>
<retention defined-by="material" description="marketing"/>
<data-group>
<data type="#uclick.stream'/>
</data-group>
</statement>
</optional>
</policy>

o ]

y o [= 1 o o s s a dan
gﬂﬁ 3.6 ﬂ'Jﬂ?JNﬂ’]‘jﬂ']‘HLIﬂ‘l—JIUU"IUﬂTINL‘]JNﬁ')HWJET'IﬁﬂJ'i%‘}J‘UﬂTi‘ﬂﬂﬂTiﬁ‘ﬂ‘ﬁﬂi}ﬂﬂﬁ

Tugui 3.7 Wudredranaasmsimuangludnysiz Conditional Statements Tag14
If-then rules Tunmsunilgminsdindeyanszuudoseuadldnusz oy liannsoveusyld

& nly ) A ¥ 9
59 LAY XML Schema clufT'JuﬂQWTQ!ﬁﬂﬂﬁJﬂﬁﬂlﬂu‘ﬂﬂlu5$Hﬂ DRM ul':lal.uﬂ’lﬂﬂu')ﬂ .

<rule>

<IfRule>
<IfNotGiven>
<purpose><current/> </purpose>
</IfNotGiven>
<Then>
<purpose> <admin/> </purpose>
</Then>
</lIfRule>
<IfRule>
<IfNotGiven>
<data-group> <data type="#user.name"/> </data-group>
</IfNotGive>
<Then>
<data-group> <data type="#user.email.address"/> </data-group>
</Then>
</IfRule>
<IfRule>
<IfNotGiven>

<data-group> <data type="#user.email.address"/> </data-group>
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</IfNotGiven>
<Then>
<data-group> <data type="#user.postal"/> </data-group>
</Then>
</IfRule>
<IfRule>
<IfNotGiven>
<retention defined-by="special-purpose"/>
</IfNotGiven>
<Then>
<retention defined-by="material"/>
</Then>
</IfRule>
</rule>
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3.5 mammuaaInniuaiuaivesgly
Tumstmuannuiud udvoad1d (User’s Privacy Preferences) d 13515811
v
LY = a o o 1 s é T
DRM 111 a3t lddhmseenuuumssmuanamifududauer 3% umaa1ain APPEL

' ¥
[12] Tasvhmsudadlusedumsoyanaiaami 3 sz dail

- Free : (oulviigldoygnliszun DRM nsvihfudeyaniuihudaudalded
DAY

- Limited : @oulaiigl4Wszun DRM nszifudoyanmuiiududanunimi
dhusindy

- NotGiven :  Wouluiigld Ioyaaldszuy DRM nssifudeyaniumiy
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<?xml version="1.0"?>
<preference>
<free>
<statement>
<purpose> <current/> </purpose>
<recipient> <ours/> </recipient>
<retention defined-by="license"/>
<data-group>
<data type="#user.name"/>
<data type="#user.gender"/>
</data-group>
</statement>
</free>
<limited>
<statement>
<purpose> <admin/> <develop/> </purpose>
<recipient> <delivery/> <other-recipient/> </recipient>
<retention defined-by="material"/>
<data-group>
<data type="#user.clickstream"/>
<data type="#user.telephone"/>
</data-group>
</statement>
</limited>
<not-given>
<statement>
<purpose> <analysis-decision/> </purpose>
<recipient> <public/> <unrelated/> </recipient>
<retention defined-by="indefinite"/>
<data-group>
<data type="#user.email.address"/>
<data type="#user.home.address"/>
<data type="#user.creditcard"/>
</data-group>
</statement>
</not-given>
</preference>
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<purpose> <analysis-decision/> </purpose>
<recipient> <ours/> <same/> </recipient>
<retention> <material/> </retention>
<data-group>
<data type="#age"/>
<data type="#sex"/>
<data type="#region"/>
</data-group>
</statement>
<statement>
<purpose> <develop/> <admin/> </purpose>
<recipient> <ours/> </recipient>
<retention> <material/> </retention>
<data-group>
<data type="#IP"/>
<data type="#Country"/>
</data-group>
</statement>
<statement>
<purpose> <contact/> <tailoring/> </purpose>
<recipient> <ours/> </recipient>
<retention> <license/> </retention>
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5190 5.5 MsfSouiousuaunistandassning Fact (Policy) 1ag Rule (User’s Privacy

Preferences) 11 Fact 9 1

snaung | Snnumsdaudadieol | snnumstauduile | an Negotiation
(ng) 1% Conditional 1% Conditional Process "lc»’{
Statements Statements (%)
(Torla) (iTorlv)

50 3 2 33.33%
100 9 9 0%
150 9 . 22.22%
200 13 9 30.77%
250 22 17 22.73%
300 15 12 20.00%
350 32 24 25.00%
400 29 20 31.03%
450 40 32 20.00%
500 44 38 13.64%
550 54 45 16.67%
600 50 44 12.00%
650 54 41 24.07%
700 76 64 15.79%
750 60 52 13.33%
800 78 66 15.38%
850 89 69 22.47%
900 76 61 19.74%
950 71 58 18.31%
1000 80 66 17.50%
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3190 5.6 MsifSouRsusaun1sdandaserning Fact (Policy) tag Rules (User’s Privacy

Preferences) 14 Fact 1 1-1 14 Fact 1 1-5

Fact 1-1 Fact 1-2 Fact 1-3 Fact 1-4 Fact 1-5
" SIUIUMS SIMIUMS aums IMIUMS DIUIUMT
VUMY i v w A ) . —
Tandaiie an RIGTILETHI LC TFandaiie an RGIEERT] an UAneie an
ng W Negotiation 11 Negotiation W Negotiation W Negotiation it Negotiation
(ﬂﬂ) Conditional Process 18 Conditional Process 10 Conditional Process 10 Conditional Process 18 Conditional Process 18
Statements (%) Statements (%) Statements (%) Statements (%) Statements (%)
ioulv) ol (ouly) ol (iorly)
50 2 33.33 0 100.00 0 100.00 0 100.00 0 100.00
100 8 11.11 2 77.78 - Ml ] 8 2 77.78 1 88.89
150 6 33.33 2 66.67 3 66.67 1 88.89 1 88.89
200 5 61.54 3 76.92 2 84.62 2 84.62 1 92.31
250 15 31.82 12 45.45 11 50.00 - 68.18 S 7727
300 9 40.00 8 46.67 7 §3138 5 66.67 2 86.67
350 20 31.25 8 75.00 g 78515 5 84.38 4 87.50
400 20 31.03 12 58.62 12 58.62 11 62.07 6 79.31
450 25 37.50 18 55.00 18 55.00 16 60.00 6 85.00
500 3L | 21 322 18 59.09 13, 70.45 7 84.09
550 38 29.63 21 61.11 20 62.96 12 77.78 6 88.89
600 34 32.00 22 56.00 19 62.00 2 76.00 6 88.00
650 32 40.74 18 66.67 14 74.07 13 7583 7 87.04
700 55 27.63 37 o 35 5505 X7 64.47 16 78.95
750 42 30.00 24 60.00 19 68.33 15 75.00 ) 88.33
800 62 20:51 39 50.00 34 56.41 29 62.82 14 82.05
850 53 40.45 40 55.06 39 60.67 24 73.03 8 91.01
900 45 40.79 30 60.53 28 63.16 19 75.00 13 82.89
950 49 30.99 34 52.11 28 60.56 19 73.24 8 88.73
1000 55 31.25 32 60.00 29 63.75 25 68.75 13 83.75
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ma1an 5.8 msulSouioudnaumsdaudasenang Fact (Policy) 1A Rule (User’s Privacy

Preferences) 11 Fact 91 2

saung | snaumsiaudaiie iy snaumsvaudfaile | an Negotiation
(ng) Conditional Statements 1% Conditional Process 19
(ﬁ;au'lm) Statements (%)
(lﬁﬂ‘lﬂﬁl)

50 s 3 40.00
100 13 6 53.85
150 14 8 42.86
200 16 8 50.00
250 23 11 52.17
300 36 23 36.11
350 31 20 35.48
400 42 P 47.62
450 50 24 52.00
500 44 14 68.18
550 52 25 §5.77
600 52 28 58147
650 54 26 51.85
700 62 39 37.10
750 72 40 44.44
800 71 37 47.89
850 82 43 47.56
900 96 49 48.96
950 79 38 51.90
1000 108 58 46.30
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M3 5.9 MslSeumouiuIumITandaseriie Fact (Policy) Li81% Rule (User’s Privacy

Preferences) 1% Fact 7l 2-1 £4 Fact 1 2-5

Fact 2-1 Fact 2-2 Fact 2-3 Fact 2-4 Fact 2-5
&k q'm':un.n SIUMs MU UM FmIUNs
Faudailo an siaudaiio an Faudaite an auduiio an Fnudaiito an
N4 W Negotiation W Negotiation W Negotiation W Negotiation W Negotiation
(ng)) | Conditional | Process''d | Conditional | Process'§ | Conditional | Process!d | Conditional | Process'l§ | Conditional | Process'ld
Shlllemmls (%) Slxllements (%) Sln‘temems (%) Sla.lemems (%) Slnlllmmls (%)
dorily @0l @il (orly) (dorlv)
50 1 80.00 1 80.00 0 100.00 0 100.00 0 100.00
100 4 69.23 4 69.23 0 100.00 0 100.00 0 100.00
150 S 64.29 & 64.29 3 78.57 2 85.71 0 100.00
200 7/ 56.25 6 62.50 3 68.75 4 75.00 1 93.75
250 7 69.57 7] 69.57 5 78.26 3 86.96 2 91.30
300 12 66.67 6 83.33 4 88.89 2 94.44 0 100.00
350 16 48.39 11 64.52 6 80.65 5 83.87 1 96.77
400 11 7881 9 i & 7o El S5 92.86 3 92.86 3 92.86
450 11 78.00 11 78.00 1 86.00 7 86.00 2 96.00
500 10 V27 7 84.09 4 90.91 4 90.91 3 93.18
550 15 71.15 10 80.77 5 90.38 3 94.23 1 98.08
600 1.5 l.15 14 73.08 11 78.85 6 88.46 3 94.23
650 14 74.07 10 81.48 7 87.04 S 90.74 2 96.30
700 22 64.51 18 70.97 8 §7.10 35 91.94 2 96.77
750 23 68.06 20 72.22 12 83.3% 9 9 87.50 3 95.83
800 19 73.24 16 77.46 9 SIBT = 7 90.14 2 97.18
850 24 70.73 23 71.95 19 84.15 8 90.24 5 93.90
900 26 72.92 21 78.13 13 86.46 12 87.50 7 92.70
950 20 74.68 18 77.22 12 84.81 11 86.08 6 92.40
1000 33 69.44 28 74.07 19 82.41 17 84.26 9 91.67
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By filling out the form below you register.
This Is required to get access to any documents protected |
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A Privacy Negotiation Algorithm for DRM
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XML Schema V94 Policy 14352010 DRM

<7xml version="1.0" encoding="UTF-8"?>
<schema targetNamespace="http://www.Drm.org/Policy"
xmlns="http://www.w3.0rg/2001/XMLSchema" xmlns:po="http://www.Drm.org/Policy"
elementFormDefault="qualified">
<element name="policy">
<complexType>
<sequence>
<element ref="po:mandatory" />
<element ref="po:optional” minOccurs="0" />
</sequence>
<attribute name="Material Name" type="string" use="required" />
<attribute name="Material Type" type="string" use="required" />
<attribute name="date" type="string" use="optional" />
</complexType>
</element>

< e 2k 2k 2k 3k ook e sk ok ok ok Mandatory deokeok ko ockkokokokk ok |~

<element name="mandatory">
<complexType>
<sequence>
<element ref="po:statement" maxOccurs="unbounded" />
</sequence>
</complexType>
</element>
<element name—"statement">
<complexType>
<choice maxOccurs="unbounded">
<element ref="po:purpose” />
<element ref="po:recipient" />
<element ref="po:retention" />
<element name="data-group" type="po:data-group-type" />
<element ref="po:rule" />
</choice>

<attribute name="description" type="string" use="optional" />
</complexType>
</element>

<len #EEREERLRRREE Optiong] ¥E*+FFRERE RS >

<element name="optional">
<complexType>
<sequence>
<element ref="po:statement" maxOccurs="unbounded" />
</sequence>
</complexType>
</element>

<element name="statement">
<complexType>

<choice maxOccurs="unbounded">
<element ref="po:purpose" />
<element ref="po:recipient" />
<element ref="po:retention" />
<element name="data-group" type="po:data-group-type" />
<element ref="po:rule" />

</choice>

<attribute name="description" type="string" use="optional" />
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</complexType>
</element>

Sl RFRRAKFKEKKKKK apn FHFFHFRKFEERE >

<complexType name="data-group-type'">

<sequence>
<element name="data" type="po:data-type" maxOccurs="unbounded" />
</sequence>
<attribute name="base" type="anyURI" use="optional" default="http://www.Drm.org/Policy/base"
/>
</complexType>

<complexType name="data-type" mixed="true">
<attribute name="type" type="anyURI" use="required" />
</complexType>

<l Bk KRR mandatory-rule ¥FFFFFRRRERREE >

<complexType name="mandatory-rule">
<choice>
<element ref="po:purpose" />
<element ref="po:recipient" />
<element name="data-group" type="po:data-group-type" />
</choice>
</complexType>

| o ek ok e ok ok ok KOk Rule************* >

<element name="rule">
<complexType>
<sequence>
<element ref="po:1fRule" maxOccurs="unbounded" />
</sequence>
</complexType>
</element>
<element name="IfRule">
<complexType>
<sequence>
<element name="IfNotGive" type="po:mandatory-rule" />
<element name="Then" type="po:mandatory-rule" />
</sequence>
</complexType>
</element>

<lo- BRrkkk Rk KRk Pyrposek kR RRR R RE >

<element name="purpose">
<complexType>
<sequence>
<choice maxOccurs="unbounded">
<element name="current" type="po:purpose-value" />
<element name="admin" type="po:purpose-value" />
<element name="develop" type="po:purpose-value" />
<element name="analysis-decision" type="po:purpose-value" />
<element name="history" type="po:purpose-value" />
<element name="other-purpose" type="po:purpose-value" />
</choice>
</sequence>
</complexType>
</element>
<complexType name="purpose-value" />

<!__ *************Recipient kkkokkkkkkkkkk

=11

<element name="recipient">



<complexType>
<sequence>
<choice maxOccurs="unbounded"> :
<element name="ours" type="po:recipient-value" />
<element name="other-recipient" type="po:recipient-value" />
<element name="delivery" type="po:recipient-value" />
<element name="public" type="po:recipient-value" />
<element name="unrelated" type="po:recipient-value" />
</choice> ,
</sequence>
</complexType>
</element>
<complexType name="recipient-value" />

cl_ kR RER R Rk Rk R R atention ¥ EFFERFFERRR R RS

<element name="retention">
<complexType>
<sequence>
<choice>
<element name="license" type="po:retention-type" />
<element name="material" type="po:retention-type" />
<element name="special-purpose" type="po:retention-type" />
<element name="indefinite" type="po:retention-type" />
<element name="user" type="po:retention-type" />
</choice>
</sequence>
</complexType>
</element>
<complexType name="retention-value" />
</schema>
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XML Schema 484 User’s Privacy Preferences luszuu DRM

<?7xml version="1.0" encoding="UTF-8"?>
<schema targetNamespace="http://www.Drm.org/Preference" elementFormDefault="qualified"
xmlns:pre="http://www.Drm.org/Preference" xmlns="http://www.w3.0rg/2001/XMLSchema">
<element name="preference">
<complexType>
<sequence>
<element ref="pre:free"/>
<element ref="pre:limited"/>
<element ref="pre:not-given"/>
</sequence>
<attribute name="name" type="string" use="optional"/>
<attribute name="date" type="string" use="optional"/>
</complexType>
</element>
<!__********************Free**************** =TS
<element name="free">
<complexType>
<sequence>
<element ref="pre:statement" maxOceurs="unbounded"/>
</sequence>
</complexType>
</element>
I R L st Te kbt R L L L L L
<element name="limited">
<complexType>
<sequence>
<element ref="pre:statement” maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
<!__******************* *NOtGiVGI’l** ek kool ook ok kokokok |
<element name="not-given">
<complexType>
<sequence>
<element ref="pre:statement" maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
<element name="statement">
<complexType>
<choice maxOccurs="unbounded">
<element ref="pre:purpose"/>
<element ref="pre:recipient"/>
<element ref="pre:retention"/>
<element name="data-group" type="pre:data-group-type"/>
</choice>
</complexType>
</element>
<!__************ 3 ke ok ok ok ok ok purpose**************** -
<element name="purpose'">
<complexType>
<sequence>
<choice maxOccurs="unbounded">
<element name="current" type="pre:purpose-value"/>
<element name="admin" type="pre:purpose-value"/>
<element name="develop" type="pre:purpose-value"/>
<element name="analysis-decision" type="pre:purpose-value"/>



<element name="history" type="pre:purpose-value"/>
<element name="other-purpose" type="pre:purpose-value"/>
</choice>
</sequence>
</complexType>
</element>
<complexType name="purpose-value"/>
<!__* *******************recipient**************** -—
<element name="recipient">
<complexType>
<sequence>
<choice maxOccurs="unbounded">
<element name="ours" type="pre:recipient-value"/>
<element name="other-recipient" type="pre:recipient-value"/>
<element name="delivery" type="pre:recipient-value"/>
<element name="public" type="pre:recipient-value"/>
<element name="unrelated" type="pre:recipient-value"/>
</choice>
</sequence>
</complexType>
</element>
<complexType name="recipient-value"/>
<!__ sk 2k ok ok ok ok ok ok ok ok ok ok data Kokokokokkkk¥kokkokk __~
<complexType name="data-group-type">
<sequence>
<element name="data" type="pre:data-type" maxOccurs="unbounded"/>
</sequence>
<attribute name="base" type="anyURI" use="optional"
default="http://www.Drm.org/Policy/base"/>
</complexType>
<complexType name="data-type" mixed="true">
<attribute name="type" type="anyURI" use="required"/>
</complexType>
<[__*****************Retenﬁon************* *xk¥k__>
<element name="retention">
<complexType>
<sequence>
<choice>
<element name="license" type="pre:retention-value"/>
<element name="material" type="pre:retention-value"/>
<element name="special-purpose" type="pre:retention-value"/>
<element name="indefinite" type="pre:retention-value"/>
<element name="policy" type="pre:retention-value"/>
</choice>
</sequence>
</complexType>
</element>
<complexType name="retention-value"/>

</schema>
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A Privacy Negotiation Algorithm for Digital Rights Management
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Abstract: Internet-based distribution of digital contents provides great opportunities for producers, distributors and consumers, but
it may scriously threaten users’ privacy. The Digital Rights Management (DRM) systems which are one of the current
technologies, concern the protection of the ownership/copyright of digital content but the most recent DRM systems do not support
the protection of the user’s personal information. This paper examines the lack of privacy in DRM systems. A privacy policy and
user’s privacy preferences model that protect each user’s personal information from privacy violation by DRM systems are
described. DRM privacy agent is allowed to be the automatic negotiator between the DRM system policy and user’s privacy
preferences. An effective negotiation algorithm for the DRM system is proposed. Privacy rules are created following the
negotiation process to control access of the user’s personal information in the DRM system. The proposed privacy negotiation
algorithm can be adapted appropriately to the existing DRM systems to solve the privacy problem effectively.

Keywords: Digital Rights Management, Privacy Policy, User’s privacy preferences, Privacy Negotiation

1. INTRODUCTION

Contents are increasingly in digital forms and are widely
distributed via the Internet. The ease of making copies has
created the need to develop a means to protect them. Digital
rights management (DRM) technology is a solution for
controlling the usage of the digital contents. The DRM
protects the owner of the digital contents by restricting what
actions an authorized recipient may take in regard to those
contents [1].

The functional DRM architecture can be divided into three
areas: content creation, content management, and content
usage. Content creation includes the creation of the digital
content and the definition of rights. Content management is
about content distribution and trading of the rights. Finally,
content usage is used to enforce the rights and to track the
usage of contents.

Current DRM has been developed by several companies:
InterTrust’s Rights|System [11], Microsoft’s Windows Media
Rights Manager (WMRM) [12], IBM’s Electronic Media
Management System (EMMS) [13], RealNetworks® Real
Systems Media Commerce Suite (RMCS) [14], and so on.
DRM systems focus on the rights of the content provider or
owner. User information can be easily revealed and tracked
the usage. However, DRM systems and framework have not
assumed any user privacy. Privacy protection scheme would
enable the protection of consumer rights as well as content
provider rights [3]. Rights enforcement may be facilitated by
user’s tracking or by network control of users’ computers.
However, both techniques are potentially destructive of user
privacy [2].

This paper addresses a new protection scheme for users’
privacy for digital rights management. Privacy protection can
be compromised through the collection of data by owners or
distributors. The DRM policy and the users’ privacy
preferences are designed for digital rights management and
using input parameters as mandatory and optional.

The DRM system policy can declare alternative elements in
case that a user does not want to provide some mandatory
input parameters. Users can declare how much their personal
information can be made available to the DRM system to
compromise their privacy preferences with the DRM system.
A negotiation algorithm that provides flexibility and helpful

assistant to automatically negotiate the term and conditions
when a user is connected to the DRM system is proposed. The
DRM privacy agent would apply the user’s privacy
preferences and try to negotiate an agreement to the DRM
system, Finally, the privacy rules are created for accessing
control on the use of the personal information in the DRM
system.

The rest of this paper is organized as follows: In Section 2,
we discuss the related works. The basis element of a privacy
policy and user’s privacy preferences for the DRM system are
described in Section 3. In Section 4, we propose a privacy
negotiation algorithm for the DRM system. An example
scenario is given to illustrate the concepts in Section 5.
Finally, in Section 6, we conclude the paper.

2. RELATED WORKS

InterTrust [11] offers a solution for content packaging,
distribution and rights management based on a packager
program and rights server technology. This system supports
the varieties requirement of electronic commerce such as
pay-per-use, rentals, sales, and try-before-buy business model.
WMRM [12] is an end-to-end DRM system for the secure
distribution of multimedia files over the Internet. The solution
is based on Windows Media Player and Server. It provides a
flexible platform to content providers for secure distribution of
digital media file. The user must acquire a license key to
unlock the media file. The supported business model can be
subscription, sales, counted operations and secure transfer of
protected digital media files to devices or PC. IBM EMMS
[13] was developed for the preparation and secure distribution
of all forms of digital contents. This system supports
pay-per-use, pay-per-time, subscription, controlled printing,
and protected transfer to portable devices. RMCS [14] offer a
package server, streaming server, license server and a secure
file format plug-in for RealPlayer and supports subscription,
video on demand and other business model. PrecePt [15] is a
protocol that affirms user’s anonymity using temporary ID
(TID) and token to guarantee anonymity. This protocol
protects user privacy when it authenticates a user in issuing a
license. The information can be protected from danger which
may be flowed out by cryptography.



According to the privacy engineering for digital rights
management system, privacy concerns two essential ways [2].
The first way is that the DRM model requires the user to
provide an ID number that links the user’s personal
information (name, address, transaction history, etc.) with the
device or service a person intends to use. The paper said that
tracking for the purpose of tying content to a set of devices
obviously put at risk some previous private information about
the user. The second way is that the DRM model requires the
users to reconfirm that they will not copy a product for resale
or sharing. The model not only catalogues the user under a
user-specific ID, but also catalogues the customer’s usage
history of a product that has been downloaded from the system
that is subscribed to and streamed whenever requested [6].

They suggested an alternative to privacy engineering that
avoids the problem of the DRM system. The fair information
practice allows the provision of personal information for a
specific purpose without the fear that it may later be used for
an unrelated purpose without the owner’s knowledge or
consent. Privacy enhancement should also be built directly
into the DRM technology [2].

Among scveral approaches for privacy management using
service policies and privacy preferences, the most mature one
is the Platform for Privacy Preferences Project (P3P) [7]
developed by the World Wide Web Censortium (W3C). P3P
enables web sites to express their privacy practices in a
standard format that can be retrieved automatically and
interpreted easily by user agents like web browsers. The P3P
Specification 1.0 [7] includes the definition of the syntax and
semantics of a vocabulary to describe data uses, data
recipients, data retention policy and other privacy disclosures
in P3P privacy policy files. APPEL (A P3P Preference
Exchange Language) [8] provides a standard way of defining
the user privacy preferences in a set of preference rules, while
can be used by the user agent to make automated or
semi-automated decisions regarding the acceptance of privacy
policies from P3P enabled web sites.

It should be noted that P3P is for web sites and does not
intend to exploit DRM. In fact only a few recent works
address DRM issues for privacy management.

3. A PRIVACY FRAMEWORK COMPONENTS
FOR DIGITAL RIGHTS MANAGEMENT

3.1 Overview of the proposed system

Access Control
I Request Pll/usage
8 44—

Third Parties
Comparison
INegotiation

~
DRM Client v
'

Access Control
Request Pll/usage

Content
server

-.‘ Content Package
e

Owner

Rights

’
“ Request

License g

License Server
Fig. 1 Privacy framework components for DRM

The DRM system model with the proposed privacy
negotiation algorithm is shown in Fig. 1. The basic elements
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for privacy DRM system model are proposed. A DRM privacy
agent is allowed to compare and automatically negotiate
between user’s privacy preferences and DRM policy, and then
the appropriate privacy rules for each user are generated. The
privacy management module is one of the components that
collect the privacy rules and access control the user’s personal
information to the parties. The basic elements comprise the
following:

- Element of Privacy Policy: A material such as music,
movie, documents etc. on DRM systems describes the
use of personal user information in policy statements.

- Requested Data: The policy statements request the data
set from the user as mandatory and optional element of
DRM systems.

- Privacy Preferences: The user is responsible for
declaring his privacy preferences regarding the policy
statements of DRM systems. The declaration of privacy
preferences are based on three permission levels as
NotGiven, Limited, and Free.

- Rule Evaluation: This process determines the user’s
privacy rules regarding the DRM system, to be utilized
during the negotiation phase between user’s privacy
preference and the DRM policy.

- Negotiation mechanism: This process is based on the
policy declaring the material on DRM system’s request
and rules describing the privacy preferences of the user.
The negotiation mechanism tries to find an agreement
between the user and the DRM system. Comparing
between the policy statements and user permission levels
and the alternative rules, this process generates a privacy
rules set that describes the access control of the user
personal information that is sufficient for the DRM
system and allowed by the user.

The DRM privacy agent stores the privacy preferences of a
user. Material on the DRM system describes the requested
data and alternative rules. The DRM privacy agent compares
the user’s privacy preferences with the requested data and
alternative rules on the DRM system as shown in Fig. 2.

User DRM System
- User’s Privacy - Requested Data
Preferences DRM (Mandatory or
(Free, Limited, Privac Optional)
NotGiven) Agenty - Rules giving
alternative data
- Rule Evaluation request

Fig. 2 DRM privacy agent architecture

3.2 Elements of a privacy policy

We introduce the elements of our privacy policy statements
that provide a way to describe the data use practices on DRM
systems. For cach material on the DRM system should also
declare their policies regarding such as their purpose to
request the data, with whom that they may share the data and
when they will retain the data.

3.2.1 Purpose

The purposes declare the basis objective for collecting
user’s data on the DRM system. This paper intends to collect
data into categories for the DRM system. Those purposes for
collecting data in the DRM system include the following:

- Personalized use for direct marketing
- Quality of service enhancement
- Backup and archives



- Aggregate usage of information for marketing
- Profiling (de)personalized records

- Customer service and retention

- Recommendation service

Those purposes adapted the P3P [7] policy mechanism to
DRM systems as shown in Fig. 3.

I Transaction I | Sen'iceErﬂunoeJ Marketing,

cumrent admin develop historical tailoring analysis-decision contact

Fig. 3 Hierarchy of purposes for DRM system

3.2.2 Recipient

The recipients describe the parties with whom the data will
be shared. The P3P [7] defined six types of recipient policies.
The recipient type is adapted appropriately for the DRM
system as shown in Fig. 4.

Recipient

Our Delivery Same Other-recipient Unrelated Public

Fig. 4 Hierarchy of recipient for DRM system

3.2.3 Retention

The retentions define the duration for which the collected
information will be kept. The retention type is adapted for
DRM systems as following:

- License: Information is retained to meet in period of
time by license.

- Material: Information is retained to meet in period of
time by material.

- Special-purpose: Information is retained to meet the
special purpose and determined by administrator or
provider’s business practices.

- Indefinite: Information is retained for an indeterminate
period of time.

- User define: Information is retained by user definition.

3.2.4 Data

Information collected in a DRM system may include data
about personally identifying information (PII), content
retrieval, rights retrieval, content accessing, frequency, times,
access location, etc. This information can be obtained by
logging server-side or by having client-side DRM software to
store relevant usage data. We define data reference by the P3P

[7] policy.

3.3 Requested data of the DRM system

The fair information practice is a general term for a set of
standards governing the collection and use of personal data
and addressing issues of privacy and accuracy. The OECD
[10] has written “Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data” which have been widely
accepted to describe their desirable privacy goal. This is
particularly well suited for relatively complex systems like the
DRM systems, in which there are a number of legitimate
purposes for collecting and using information [2].
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This paper defines two parts of requested data on the DRM
system. The first part comprises a mandatory clement and an
optional element. The second part provides rules that are used
to request alternative elements if the required information is
not provided by the user.

Mandatory is essential for DRM to collect and execute the
information. Optional is requested for some other purposes.
Both mandatory and optional elements consist of a set of
purposes, a set of recipients, a set of retention periods, and a
set of data, to form a major part of the entire DRM policy.
Alternative elements are also defined using “if-then” rules to
get some required elements if the required mandatory
elements are not given by the user. Fig. 5 and Fig. 6 show the
examples for DRM policy.

<?xml version="1.0"?>
<policy Material_Name="The Lord Of The Ring" Material_Type="book">

<mandatory>
<statement>
<purpose> <current/> <admin/> </purpose>
<recipient> <ours/> <delivery/> </recipient>
<retention defined-by="special-purpose” description="developement"/>
<data-group>
<data type="#user.name"/>
<data type="#user.email.address"/>
</data-group>
</statement>
</mandatory>

<optional>
<statement>
<purpose> <historical > </purpose>
<recipient> <our/> </recipient>
<retention defined-by="material" description="marketing"/>
<data-group>
<data type="#uclick.stream"/>
</data-group>
</statement>
</optional >

</policy>
Fig. 5 Privacy policies in DRM system

<rule>

<IfRule>
<IfNotGiven>
<purpose> <current/> </purpose>
</IfNotGiven>
<Then>
<purpose> <admin/> </purpose>
<[Then>
</1fRule>

<IfRule>
<IfNotGiven>
<data-group> <data type="#user.name"/> </data-group>
</IfNotGiven>
<Then>
<data-group> <data type="#user.email.address"/> </data-group>
<[Then>
</IfRule>

<IfRule>
<IfNotGiven>
<data-group> <data type="#user.email.address"/> </data-group>
</1fNotGiven>
<Then>
<data-group> <data type="#user.postal’/> </data-group>
<[Then>
</IfRule>

<IfRule>
<IfNotGiven>
<retention defined-by="special-purpose"/>
<[IfNotGiven>
<Then>
<retention defined-by="material"/>
<[Then>
</IfRule>

<frule>

Fig. 6 An example of conditional statements

3.4 Description of user’s privacy preferences
The users define their privacy preferences for the DRM



system through a rule-based mechanism. There are three
permission level rules that can be imposed on the elements.

- Free: the elements are given freely by the user.

- Limited: the elements are provided by the user only if it
is mandatory for the DRM system.

- NotGiven: the elements are not provided by the user.

Sometimes user’s privacy preference rules may impose
conflicting on the elements. It is considered that NotGiven
rule is over other rules. Free rule has the least priority and
Limit rule’s priority is between these two. Fig. 7 shows an
example of user’s privacy preferences.

<?%ml version="1.0"?>
<preference>
<free>
<statement>
<purpose> <current/> </purpose>
<recipient> <ours/> </recipient>
<retention defined-by="license"/>
<data-group>
<data type="#user.name"/>
<data type="#user.gender"/>
</data-group>
</statement>
</free>
<limited>
<statement>
<purpose> <admin/> <develop/> </purpose>
<recipient> <delivery/> <other-recipient/> </recipient>
<retention defined-by="material"/>
<data-group>
<data type="#user.clickstream"/>
<data type="#user.telephone"/>
</data-group>
<[statement>
</limited>
<not-given>
<statement>
<purpose> <analysis-decision/> </purpose>
<recipient> <public/> <unrelated/> </recipient>
<retention defined-by="indefinite"/>
<data-group>
<data type="#user.email.address"/>
<data type="#user.home.address"/>
<data type="#user.creditcard"/>
</data-group>
</statement>
</not-given>
</preference>

Fig. 7 User’s privacy preferences rules

4. NEGOTIATION MECHANISM

Negotiation mechanism comprises a set of activities that
the user’s privacy preferences are compared with DRM policy
in order to reach an agreement. If an agreement cannot be
reached, the alternative rules are requested through conditional
statements provided by the DRM system.

4.1 Rule evaluation

Rule evaluation is the process of comparing user’s privacy
preferences rules against the DRM policy. We introduce the
relevant terms that will be used for rule evaluation. Rules are
privacy preferences for each statement, and facts are DRM
policy. The following definitions will introduce the term rules
and facts.

- U is set of data, where U = {d,, d;, ..., d,} d;,1 £i<n

- Arule denotes r that is defined by a pair (D,, C)),
DS G= {oy & bl b 1550 anid ¢
=(Xj,\’j),
1 <j<m, x; denotes the name and v; denotes the set of

values.
- The facts denotes fthat are defined by a pair (Dy, Gy)

ngU, Gf: {gls g2, -0 gk} gjs ISJSk and g;
=(xj:vj)a

94

15j<m, x; denotes the name and v; denotes the set of
values.

When a rule was found that is matched by the facts, access
to the requested data can be granted. In order to match a rule,
the facts need to meet two requirements. Firstly, the facts must
satisfy all of the rule’s constraints. Secondly, the requested
data as specified in the facts must be a subset to the data
specified in the rule.

The constraint-matching function (ﬂ) is a Boolean

function that show whether a name-value pair p € Gy of the
facts matches constraint ¢ € C, of a rule.

true, if p satisfies ¢

ﬂmr{ 40

false, otherwise
We give facts /= (Dg, Gy) match rule r = (D, C)), if:  (2)

(@) V (ceC)andV (p€ Gy with ﬂ (c, p) =true
(b) DicD, > V (4 E€DpandV (d,€D)

4.2 Negotiation algorithm

According to above we use user’s privacy preference as
rule sets in order to support the automated negotiation. When
the data provided by the user does not match with the data
requested by the DRM system, the alternative rules are
provided by the DRM system. After the rule evaluation
component rejects a request for data, we need to find out how
the best rule matches the facts. This rule specifies acceptable
conditions for the release of a set of data. In order to offer a
reasonable alternative to a user’s rejected request, it is goal
now to find the rule that best matches the facts.

Our approach to find the best rule matching is to compute
the weight between the individual rules in the rule sets and the
facts. And we also use the alternative conditions as if-then rule
to find the best rule matching. The rule with the maximum
weight is considered the closest rule and is used to produce
privacy rule for user. Based on this weights compute, the rule
with the maximum weight, it is needed to determine how well
the fact satisfies the constraints of the rule. Firstly, we define a
function that computes to what degree the facts satisfy a rule
constraint.

The function T . is a number of matching between the
constraint of the rule r=(D,, {cy, ..., c.}), ;= {X;, Vi}, Vi = {4y,
o oy a‘n} and the faCtsz (Df; {gl: RAiny gn}): &= {YJ: z_|}! 4= {b]:
vy bubs Vinen = {K1. ..., Ku}. It is defined such that:

=4 0 @ U R N V)= 3)
>0, otherwise

Secondly, we define the function O 4 that is a number of
matching between a set of data of a rule » and facts ] Dy, is a
set of data in if-then rules. It is defines such that:

O «D.. /) ={ 0, if(DAUDyen) D) =¢ 4)

>0, otherwise

The function O (7, /) is a number of matching between a

rule and facts on the set of positive integers. 0 (ri, ) is
defined as follows:

a (risﬂ T [El g G(Cisﬁ - W] + O d(Drsj) - Wy (5)



The terms w; and wy are weights which are related to the n
constraints ¢; and the data set D, of a rule. Weights can be used
to set the importance of constraint and allow specifying some
parts of the rule that are more important than others, while
searching for the closest rule.

aU‘)=_§Lc.wi+n.wd (6)

where L. is a number of value for each constraints.
n is a number of data in the facts.

The function @ (f) computes the sum between weight of

constraints and weight of data in the facts. This result is

compared with the function O (r, /) so that matching rules can
be checked.

The function grant(r;, /) is a Boolean function that shows
the matching of the rules.

true, 0 i, =0
grant(r, f) = #.) ) (7)
false, otherwise

The best matching rule is computed from the function as
the following.

max(0 (1, /). (15j=<n) (8)

5. PROOF OF AN EXAMPLE SCENARIO

In this section, we provide a scenario to better illustrate the
concept presented for the negotiation algorithm in DRM
systems. We assume the DRM policies as Facts and user’s
privacy preferences as Rules, as shown in Fig. 8 and Fig. 9.

<mandatory>
<statement>
<purpose> <develop/> </purpose>
<recipient> <ours/> </recipient>
<retention defined-by="material" description="developement"/>
<data-group>
<data type="#user.name"/>
<data type="#userage"/>
<data type="#userclickstream"f>
</data-group>
<rule>
<IfRule>
<IfNotGiven>
<purpose><develop/> </purpose>
</IfNotGiven>
<Then>
<purpose> <admin/> </purpose>
<[Then>
</IfRule>
<IfRule>
<IfNotGiven>
<data-group> <data type="#user.age"/> </data-group>
</IfMNotGiven>
<Then>
<data-group><data type="#user.gender"/> </data-group>
<[Then>
</1fRule>
</rule>
</statement>
</mandatory>

Fig. 8 An example of the DRM system requested data (Facts)

<?xml version="1.0"7>
<preference>
<free>
<statement>
<purpose> <current/> </purpose>
<recipient> <ours/> </recipient>
<retention defined-by="license"/>
<data-group>
<data type="#user.name"/>
<data type="#user.creditcard"/>
<data type="#user.age"/>
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<data type="#user.mobilephone"/>
</data-group>
</statement>
</free>
<limited>
<statement>
<purpose> <admin/> </purpose>
<recipient> <our/> </recipient>
<retention defined-by="material"/>
<data-group>
<data type="#username"/>
<data type="#user.homephone"/>
<data type="#userclickstream"/>
</data-group>
</statement>
<{limited>
<not-given>
<statement>
<purpose> <historical/> <develop/> </purpose>
<recipient> <public/> <unrelated/> </recipient>
<retention defined-by="indefinite"/>
<data-group>
<data type="#user.email.address"/>
<data type="#user.clickstream"/>
<data type="#user.mobilephone"/>
</data-group>
</statement>
<[not-given>
</preference>

Fig.9 An example of user’ privacy preferences (Rules)

5.1 Rule evaluation

The facts /in Fig. 8 do not match any of the three rules R in
Fig. 9 because some constraints are not satisfied and the data
set do not match completely from functions (1), (2). In the
Free rule statement which has purpose, retention, and some
data clements, does not match with the facts /. The Limited
rule statement which comprises purpose, retention, and some
data elements, does not match with the facts /. Finally, the
NotGiven rule statement that comprises recipient, retention,
and some data elements, does not match with the facts £ As a
result, this process must be passed to the negotiation process.

5.2 Negotiation algorithm

Following the rule evaluation, the facts /"do not match any
rules R. Negotiation process is provided, the firstly to compute
the sum between weight of constraints and weight of data in
the facts as following (6). Then the facts are compared with
the rules as following the functions (3), (4), (5). Alternative
conditions of rules are also provided in the functions (3), (4).
Fig. 10 shows the tree of Limited rules and Free rules

it Rule
:

Ret.=material

Rule ﬁ

Data.=name,cre
ditcard, age,Mp
hone

Free
r

Data.=name,
Hphone, Click
stream

Fig. 10 An example tree of Limited and Free rules set



The user’s privacy preferences result in the facts f:

Purpose = develop

Recipient = our Mandatory
Retention = material Statement
Data = name, age, clickstream

If develop then admin Conditional
If age then gender } Statements

The facts /" do not match any of the two rules in Fig. 10.
The user sets the weights w; and wy as equal to 1. Using the
function (6), the result is as follows.

AN=0-D+A-D+1-D+3-1)=6

However, the rules could be used to find the best matching
rules. We get the weights both rules.

O N=0-D+1 -D)+0-1)+@2-1)=3
D)= -+ -+ -D+2-1=5

The weights of rules r, and r, do not equal the weight of the
facts such that the best matching rule can be found. The
function (8) is provided to find the best matching rule with
facts.

max( 0 (r, /), 0@z N)=5

So rule r, should be chosen in order to produce the
matching. This best matching rule will be offered to the DRM
system. The DRM system will use the offered rule for
adapting appropriate rule and offer it to the user again.

6. CONCLUSION

The goal of the DRM technology is the distribution of
digital contents in a manner that protects the rights of all
parties involved, including copyright owners, distributors, and
users. The problem of the present DRM system is seriously
threatening users’ privacy.

In this paper presented an appropriate privacy policy and
user’s privacy preferences for the DRM system. The user’s
privacy preferences define the rules that control the read
accessing for personal information. Furthermore the privacy
policy model allows DRM systems to declare alternative

requested data if a mandatory element is not given by the users.

In this way it becomes possible to automate negotiation
mechanism with the DRM system to reach an agreement. An
effective negotiation algorithm is proposed. The negotiation
processes comprise rule evaluation and negotiation
mechanism. The rule evaluation determines the user’s privacy
rules regarding the DRM system, to be utilized during the
negotiation between user’s privacy preference and the privacy
policy of the DRM system. The negotiation mechanism tries
to find an agreement between the user and the DRM system,
and compare among policy statements, user permission levels,
and alternative rules. We believe that this framework can be
used to enhance the negotiation capabilities of existing DRM
systems, which are currently limited to negotiate the user’s
personal information.
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