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ABSTRACT

This thesis is a designing of network system for village security system which microcomputers
and microcontrollers are applied for transmitting and receiving data over standard serial network,
RS-485. The advantages of this network are having high quality of speed, performance, security and
reliability of data transmission. We designed a new data transmission protocol which has a qualified
flow control and the data frame is designed to be compact and versatile. DES (Data Encryption
Standard) algorithm is applied to microcomputers and microcontrollers for data encryption and
decryption. To ensure that the data is received by the receiver, the acknowledge frame and request time

interval is also implemented to this project.

II



=) a
naanssuilsznna

1Y
a I o A

a 1] =) ' o ' ! =) v
Paaninusaiviiadhiowada ldded vinlildsuainusomie tagswileainvawe fy
o 4 : ;. o o Ao P o o & a
Ay yanausnidosnandansiziiudmdfgiil¥inndnusiiaSadddifesraudnd ez
¢ o a a s (R a a s g v ' ° ' A ]
Haz 9191356 9333U WIFN 01 dMITnuIneriinus Alianueilald uusi vazsremaoiuen
Aosvovounszaauiiuatmnn
Vo URMNOUY 7 o Hineuliawtiomde tazdesvsvounszanyanadinaigaim
Ao A g a Y P v a & " = ' Y o
T dTui Afe dan wnsen Suthuiimsmsngs adldtogdloumiiiuediim nfomiasl¥lonialy
) o =)

=< " og A v q Vo o ' anyy g Y 2
msfnmotauh tazdaldiigeds wilaldiauon lungnq AudumnaSoudld dwidvessdnlu

v Y
wszqmﬂuqﬂﬂszmm HASYONINUVDUNITSAUNT B i

ao o 4
UAY IIAUTNINA

o o <o
ANTUA UszHusImI

III



AR

undageniz lne
UNAAYTDNTHIDIN Y
naAnNIINLTENIA
1311y
a3 Tiyg L
GRPAILTRERN
w1 umh
uni 2 nmaaNvesszuusmnanudasaie luvti
2.1 AL UVAT Y18 (Network)
22 dauszunluTnsneulngined
2.2.1 7995 Master
2.2.2 3997 Slave
2.2.3 9993 Home
23 dunaswanasdaamun lulnsneuiames
234 élal‘i’f’ﬁ’gvm (General User)
2.3.2 f{gua3zu (Administrator)
W3 szuuaiete
3.1 NINTINURLTZULATOUY
3.2 1A §IUNS S U-dedng i lunSote
32.1° WA55IURS-485
3.3 HANAITNTUILAZIONLILIL
3.3.1 A78OALUULAT UG
3.3.2 myeentuulds Tnnea

3.3.2.1 msaasrveslds Tanea

3.3.2.2 AN 130 IUN1TT9T LI TUA

3.3.23 Augnaed
333 Iuslanen
3.3.3.1 Physical Layer
3.3.3.2 Data link Layer
3.3.3.3 Flow control
3.3.3.3.1 Master Node
-3.3.3.3.2 Slave Node

v

II
I

VIII

10
10
12
12
12
12
13
13
13
15
15
16



3.3.3.3.3 Home Node
3.3.3.4 Application
3.3.4 NM39ANLVY Frame Yo3ya
3.34.1 A9UYBINTATINADVUAN UL
3.34.2 daunsdeau
UNfi 4 2UUHardware 1132903
4.1 MsoonlyYHardware
4.1.1 2499 Master
4.1.2 7999 Slave
4.1.3 73993 Home
4.2 Mywau TdsunsuuussyURS 9 e
4.2.1 mydmsums 1dsunsw

4.2.2 M5 Tisunsu

£

1 o [ v
4.22.1 daunvimmilussvudeunes luiunse Home node

4222 Ayunyivifiiiv Slave Node

©
=
o

4.2.2.3 dyunimid ity Master node

d‘ (% 9 A 1
unns  anutaeansvesdeyavunsots
o q | @ I
51 anwduthulumsadearmlasassldfudeya
= v
5.1.1 MIANE AT 985 199951
5.1.2 aumaniiuiamvesszuy
1 d R
5.1.2.1 dauve9 1151051 MS Visual Basic B9 14 UL
Al ~ a o
luinsnoununes
5.1.2.2 d3UV®42995 Hardware Ll@g]luf‘i Master, Slave, Home node
5.1.2.3 @aUYRNISULLAT DAY
5.1.3 Uszluanudeavesz Uy
5.14 Iadaunnudinguesaiuidesiinsud luneu
v
5.1.5 YUAD UM IAUUUAIT
a9
5.1.5.1 myUntaveya
A o o Y ]
5.1.5.2 maiudduvesdeyalumsudoya
@ 4 a 4
5.1.53 myvsudseTusunsuildauuu luTnsneuiiunes
a s o
NUINIUAUNAN

5.2 madhsfiduazneasvadeya

16
17
18
18
19

o [§%)
o [«

(89
w

34
34
35
36
36
37
38
38

39



5.2.1 ngugmsidsHauazoeasiadeya
5.2.2 MY
5.2.3 N1INDATHA
5.3 saneInuMIIiIHataznoAT
5.3.1 DES (Data Encryption Standard)
5.3.1.1 sane3NuveaM I Haiuy DES
5.3.1.2 8aneINNYeIN 1T Weri Uy DES
5.3.1.3 THuAnN13H191UUB9e anNe 3N DES
5.3.1.3.1 ECB Electronic code book
5.3.13.2CBC (Cipher Block Chaining)
5.3.1.3.3 CFB (Cipher Feed Back)
5.4 myUSulgessuifemsiinnss uaumsdntadeya
unit 6 Tsunsuvasguialuniman
6.1 myvonuuuTUsunsy
6.1.1 dudene i 1dau
6.1.1.1 @21 Login

6.1.1.2 dIUINYMAN (Main Menu)

6.1.1.3 dauilgiamsinednudes 19 siarnazns anisg

v
EHG!

1 A ) [ o ° 9 o
6.1.14 ﬁ'«)u‘ﬂi‘]s)'lﬁ']ﬁﬁ VMINAUANUIUDIULAZITUIUS]ave

IUY
6.1.1.5 ﬁaum’mﬁammzuﬁmﬁmuz
6.1.1.6 daumuqmm:ﬁbwm
6.1.2 duAarefugnsel Hardware
6.1.3 dauilddmiumsaadegmdoya
6.2 msﬁwmmmTﬂmﬂiuua:mﬂ%’mu
6.2.1 Form Login
6.2.2 Form Main Menu
6.2.3 Form Login Management
6.2.4 Form Configuration
6.2.5Form Stétus Report

YNNI 7 MIINAADLIASNANTITNANDY

3/



7.1 MINARBIANNS WOWT VY
7.2 M3NARBIMI Login 11555 1Y
7.2.1 AM3NARDUTZUUAIY Account VBIRRIATLLIL
7.22 MINAABNTLVUAI Account YBIRGIATLUL
723 nsnane sz uudae Account 1 ifegTusy vy
73 mynaaeams S uuegudeya Taedldifhudquaszuy
7.4 MATOUMIUARIANTUZYES Node
7.5 nsnAneemsdaeuienunuadnsallnih
7.6 MINARDIMIRATIUA YD TONRDTEMI1 Master node 1182 Slave node

7.7 MINARNBIM IARTITYRIUIFDUABT LN Slave node L1AZ Home node

= a J
Unhn 8 ﬁzﬂuammsmmmﬂam
AANUIN N DES Programming for Microcontroller
AMANLIN U DES Source Code 919847 Library “diCryptoSys.dll” 113V Visual Basic

UITUIYATH

Vil

67
68
69
70
71
72
73
75
76
717

78



syl

{ v [ ("
UNA 2 M mvesszuusnnwilaeadslunytu
37U 2-1 naeen s e 95T UL
= Y . o a Jq 9
71U 2-2 Diagram 1@1A9NTZVIUMT Login Hazn1sAiMUATNT VoA 19
= A
UM 3 52 ULIATRVY
7U7 3-1 unuranSov o Tugaund
117 3-2 nanmsms@en Teaveauas §1u RS-422, 485
3UN 3-3 madenTos RS-422, 485

~ o A o
51N 3-4 HNURUATEYY 1 2R

U

5UN 3-5 UNURUATRUIY 2 T2A Y

Py

2

¥V
Y

51U 3-6 UNURUATDU NI

1]

D.

519 3-7 OSI Modeltagnil M5 H19 T

v

319 3-8 Flow Chart Y94n15%19714 1u%U Data link

e
D. D.

&

v

° @

D.

&

v

D.

o

U
Y

.

o

Y

= J %
UMW 4 52 VUBITANITIAL D3
* 2 ¥V
7UN 4-1 umuranTeu1oMeszU
3UM 42 nsnaaeudnled MC14551
d ~ W
11N 4-3 naasmsnaaouan lo® SN75176
717 4-4 Diagram M31%91#B2995 Master
D ~
717 4-5 Diagram N191%591¢197995 Slave
31U7 4-6 Diagram M3I%aNAI995 Home
31/ 4-7 1995999 Master node

U

519 4-8 7995994 Slave node

&

=
ilh’] 4-9 1499 UD9 Home node

Y

[ v
510 4-10 Flow Chart 1efa99uaa UM I1191u UnAvesHome node

Y

~ 3 ! o A o [ =t A
11U 4-11 vaastusoumsdadyaraulogUnsaiasreduimaasuni/as

U

1 v
sUN 4-12 Flow Chart 1A 9Uaa UM s Utz auWsuuosSlave node

Y

= o v A
UNN 5 ﬂ'JTJJ“JJﬁ@ﬂﬂUﬂl@ﬁﬂ]@?ﬁﬁﬂumi@ﬂﬂﬂ

317 5-1 aas Diagram I3 TUIT VUM S NEIAWIABANY(System Security

Engineering Process)

VIII

317 3-9 State Chart Diagram ¥99015% 191U 119U Flow Control Y99 Master node
31/ 3-10 State Chart Diagram 104n15%1914 119U Flow Control U84 Slave node

71 3-11 State Chart Diagram vo4n15%1974 1u%U Flow Control 484 Home node

<

N8}
[§S}

88
(8

[N}
4~

[\8]
W

W)
(98]



10 52 naasdumisvesmsidsifauazneasita

=t s . [ 19 3’ Y ado o 9
gih’l 5-3 Transition DlagramLLﬁﬂxﬁﬂﬁﬁ@\iﬂ‘l«lﬂﬁﬁ\iﬂ]@%lﬁ“lﬂﬂ?ﬂ’)ﬁﬁ'lﬂ‘IJ“UmJﬂ

U 54 weraenssvaumsiisiauazneasiadeya

gﬂ‘ﬁ 5-5 3V UMS T AU NNA S (Symmetric-Key Encryption)

g‘]_]‘ﬁ 5-6 g‘lJLL‘U‘UfﬂiL%?ﬁﬁﬁLLUUaﬁNM1@§ (Asymmetric-Key Encryption)

g‘ﬂ‘ﬂ 5-7 General Depiction of DES Encryption Algorithm

gﬂﬁ 5-8 Single Round of DES Algorithm

717 59 naz UM UL ECB

71 5-10 ez uaums sy CBe

U 5-11 nsg1unIsidhs Smiiy CrB

U 5-12 uaasdoyauazdumisuesms s iaazne AT

gﬂ*ﬁ 5-13 Flow chart LLamﬂwmumsL%ﬁ'ﬁmgam@ﬂ5ﬁﬁuugm€fmuﬂ_wﬂﬁ’ﬂ

U0 5-14 Flow charttarasnisid1setaiing noasiauuHome node

= | o
Unn 6 Iﬂillﬂiuﬂl@\ii‘juﬂﬂ’JUﬂMﬂﬂﬂ

{ ° 25 -
317 6-1 Flow Chart l1er@ensz U913 Anuaansvesd ¥ lsunsy

Y

314 6-2 uermsmie s Login

1]

o

317 6-3 Flow Chart naeenntauazilanisienve sy

U

1
A

4 1 S g v = e I 3/
10 64 ueraamirarann dmS vl 19U AT AN R Permission) Wurguaszuy
i
71

4 C. ° D
zﬂ‘ﬁ 6-7 LAAYUUIA NN N NIUUDY Menu Configuration

8 ANCHR Ay JD 3 Y9 Yo
6-5 uARIMUIA YA M TV TFN U NTANT (Permission) 1T 19979 1)

ean
=n.

Sh.

6-6 U AIMIA19 T 111 Menu Login Management

.

EY

107 6-8 uanamheun 199999 Menu Status Report

UNH 7 MINADDIATHNANINAGDY

31N 7-1 uaesnns1e¥e Login
= v FY v
1A 72 naaamsides uuAIY Account veedguaszuy

= 7 o
17 73 uaaamadng uuA Account veed Idamusia 4

Y

D.

1A 7-4 naaansid g vuAI Account i Ty luszuy

Y

D.

1 75 naamsnane s e vugudeya

LY

1 7-6 nansmsneme v Unsalns e duluaniuz ng
= o [ a a
N 7-7 uaasmsnade vgnsalnsredvlumousiadng

7 7-8 LA@ANMINAasIMsIa v!‘V\I

71
71

IX

37
38
39
40
40

46
48
49
50
51
52
53

59
60
61
62
62
63
64
65

68
69
70
71
72
73

74

75



s/
g
510 7-9

7 ierasHan naaaulielinisnead oA yn1015E I 1Master node 102 Slave-5 76
31U 7-10 werRINanIiAneuiielinsnead g usznieslave-1 4ag Home3 77



GRES TR PN

~ A
UNN 3 S2UVIAT U
4 4 Y
A15199 3-1 ﬂmﬂ?amﬁwmmgmmsﬁ@mwmgaauﬂﬁu 4 yyu
a o ] A
unh 5 aAnudasaivvesdeyauunsee
c!' v a o‘d a é/
AT NN 5-1 LAAIDATIANUAYIVBUNANITI MOV ILAAYL
d' o @ o @ o’d‘ Y '
AINN 5-2 A IAUAIINA Y VR UrANITa AT azuA lunew
ca’ a' 9/ o
A1919N 5-3 U 1y 1UN1909aTHa LU Brute-Force
9115199 5-4 913574 Initial Permutation
AT 19N 5-5 719149 Inverse Permutation
#157199 5-6 A1599 E-bit Selection

A5 199 5-7' 91519 P Permutation

XI

10



o w d‘
1 ANNTAYUAZNNN
v o < ! Y o g A ! " Y W o
‘luﬂﬂguuﬁmwmmmuagiﬂamwwzwaWﬁaag“lumaﬂmy'mzwmmamwmﬂiamsa
'Y kY ° 9/ o & < s ! o EY < v R g v
uaziizaedesn lviemuenth asuuv lsnmdungeguenthuihimsn Sufunisde
1 a —~ A =Y 1 =~ a cg 1 Y Y 3
mamsmiaimsmmmmwmaammmmaq‘wmm aineduru I vl fudy wenvimi
thunuui ﬂuwumuwwmwﬂummumﬂﬂwam@aamﬂﬂ niamsgualdlivifeveq

L%TWUTV] muu PR UUﬁﬂBWﬂ’JWNﬂﬂ@ﬂﬂﬂ%\i“ﬂNTﬂ lﬂﬂa@m’)ﬁ1ﬁ]\iﬁﬁﬂiﬂ“ﬂﬂu‘ﬁ@\iﬂﬁﬂi@ﬁﬂi@ﬂ'}ﬁ

]
=

mwgﬂmqmm@Ncm"lmvaummuulﬂ
ﬁwuufﬂmmmﬁaaﬂﬁa‘luwﬂﬁmLlcfﬁumiﬁ@]mmaéwﬁ'mﬁm UL
Ao (Stand Alone) WaZUULIATEVIY (Network) TABMEARIT L LAS maumﬂwﬂﬂﬂmﬂmju‘lumu
mumﬂmmmﬂaa@nwasﬂuumazmmiaaammmmauﬂﬂﬂﬂaamuﬂa dauvitada U8
adumuguneluthuldin fease sy mamsﬁwuimﬁwﬂmm\ummﬂﬂﬂ Tuvasiien
muwuaaa"lﬂﬂwumﬂmmsmm“vumaamfjmﬁu (Area Network) LASHAAINAVUATD
ADNNIADT ‘mﬂmmwumimcnﬂamﬂa@@ﬂEjmmaﬂmmmmﬁﬂﬂﬂmﬂﬁuﬁ
v
v @ (=<4 1
ANTY e 1877 Sz uunse e wmumumumamumawaua‘iumwﬁuﬂmmumﬂ
AUNDT Lﬂumu‘nummmﬂmmaswuuiﬂﬂmmﬂuamam AMNTEUIRSeY BRI aease
ﬂuawmga N30UIATLUTAS %ﬂmimayam sguulausunned inlseantn ey sy
] A @ @ o 'Y I~{ 4 Y]
Tﬂiwmszuum?amammuszumﬂmmmﬂaaﬂﬂﬂiuwymu s sauinefam
] o [ ° % o [ 'Y I
wumﬂé’a‘uwmmumsmmmam53%aaU%’ayammus:‘ummg1mmﬂaaﬂﬂa°1uwgmu 1Ty
= 1 o @ o o 1Y & I °
msaaﬂuumzuumﬁamammmzumﬂmmmﬂaaﬂﬂﬂiuwyummtﬂumsu1
a 4 o ° £ ~ Y] v 9 1 A [
Tlnsnewituaesia: ulnsnoulnsines Wi lumsTuiesdedoya  runsed oy
Y a =1 2ORK 4 wa A =1 <3 =
DUNTUD NBINIATFIURS-485 TaotluszyunSevwiinuauaae UANNTIAS WAL

UszdnsnmlunmsSunaydedoya ﬁmmﬂa@ﬂr‘”ﬂ%m%ya uaz NAnwudede  Tawvims
PONUVLNTY mumssvuawawam‘waunmsmmwmﬁ“lwawawam(ﬂow control) Uusndoya
fnszdunngseedumsvhanideams 18asudn vazinszuumsdntledeyalasldsane iy

- Jq & a o 4
"WUU DES(Data Encryption Standard)uniszgng 150w luTnsneuiunesias s nouingaes
uaz'ﬁwmsaammmv‘lsumsﬂau%’uﬁmmm(Acknowledge) MM naINsae U UFyy

(Request time) e 1¥ms 10 lmwam‘nad TR a5 umse uogels



o

1.2 aamnjavanguaziagilszasdueanisinmn

mmmﬂ’luﬂ%wu Imaih lulasaeul l'ﬂﬂﬁasmh‘lumuﬂmﬂmaziwauamnaﬂﬂm
At s aumn mmu‘lwwa TUVINTDULATATE LIUNITTL- -dedoyarvgnesnuuylae
ﬂﬁﬂmﬂms%”ﬂmmmﬂaaﬂﬂwawayauumama LAz VIAMIBBAUVUNTZUIUMITU-dadeya

(Protocol) na

Qe

o o < < g A A @ Ty =
ALY Nz aedven ANy Ifife ssnuuLsEuLIRS e uazgUuuumsTu-dedoya #
v
Hszansnm Taslnuauinde el
4 4wy Y v . : Y
1.2.1 mmwaﬂalﬂuamamgn@awawaya(Rehable & Integrity) AI8A1TDONLIUY
Q@ o ] A a Yo
Lmzﬂsuﬂqaﬁzuumﬁu-ﬁa%’aga MNANNIAB UAUBI(Acknowledge) 1911
4
ginsal
{ o . = = al v
1.2.2 szuuﬁi’rmw;Jﬂaaﬂnwm%'aya(.@ecunty)ﬁ'aﬂmsﬁﬂmmﬂ‘i:mumsﬂﬂﬂm@ya
1 a =3 = v
(Cryptography)lugihiyusigg TagW 915 UM auRazaianle
v
£ Y o Yo
szmranalululasaeuInsinesMCSs] st lenuTaseaudl
= 4 | < = ™~ '
1.2.3 FTVUNUNII 9w r’ﬂﬁﬂa'ijﬁ‘u@Qﬁi’.}ﬂ&i’](Response) ANEINIATIIUNITT V-
v Y
Yoyandu nyzay HAZANNTNTON UMTIIUTIgD a5 1 udainnlizynaly
i

3‘

AL AT

1.3 VU UAUBIIANTI1L
4 v
JTUI YUY %°ﬁ1ﬂ15 E]@ﬂllﬂﬂﬁwﬂﬂlﬂ?@ﬁﬂﬂ Llﬂucﬂ']ﬂ’ljﬁﬁ1\35”1”J5ﬂ1ﬂﬂ’3']111]?l@ﬂﬂ EJTL!

9/

WUTNU mai%lmTﬂSﬂauTmsaaiMcs 51 lumsaiuaums Uszanana mﬁ‘iuuazﬁwaua Tae

£V

v
EJN@\‘INW]‘E@TU RS-485 'VN‘Ui]wiJﬂTiL‘WllLﬂllﬂT”'LI’J‘L!ﬂﬁiJﬂﬂﬂ‘UElllﬂ LLﬂ"’S‘IJLLlJ’Uﬂ']Si‘U awaua*n

S mazideds g maiwmaammmﬂswmﬂmw"h HInvesmuAve UIaYeInT LA
131 m3eonuuy - nszuiumssuiazdsdoyaProtocol) el luszuuinmnqy
Uaoanslumythu
o Y
132 mssenuuursudoya nIneUTuYeya uaxmsmvﬂumsLlwamawmga
o 4 a Y o a v
133 mmhnszumaidie llunsUnTadeya Tasldsanesiuuy DES 11ldauy
o P -~
TulnsnouTnames MCS-51 uaz Tisunsay
= A By < T a o
134 msweuTdsunsy wo ly lunsuaaswauasdenumunno i imes
o A 1 ° ° Jq Y o 1Y @
135 msiunIevieiiasss s uuns iy Tagiszgna l9nusz vusnEIANUlasass

Tumyjiin



1.4 A5msauiduay

a v c?. a Yy 9 = o 1 [ LY 'Y Y
VU TUAUAINIANEI9A T ENe LA vesss uus i asasy lunythy 1&uA
' s s =< o Ao = v =< o
MIABNITINITALIT MIANEINTTVIUNTHIUYee 1 Ysunsuninma@ou']d saudenssuiunis Sy
vy o o & & = =2 o ~ a & )
detoya uagguuumsieuy nasnadudsimstnufedymmulussvududeuuilymves
A ) LY 4' 1 £y Y K o [ T Y 9 a
IFVUINTOVIANNINAINYIAY Seiimseenuuugtuuumssu-dedeya Tassesenm inasgu
- 5 J = £} EY d Y =
ISO (Seven layers) M3panuILUNITETALITTADIANITOyavodgnIalaen 1dun MSC-51,
MAX232, SN75176 11az MC 14551
A oy v ¢ & P 4 ) v ' =2 J = a
o ldTaseadwvesn nsalndanns nazinmsadiaeeds deldiafunsdnymsce
Tdunsudmsulnlasaeulnuaes MCS-51 Tavldnimn ¢ Gevnlidedomsianallsunsy Sas
v
LUy uazdsdoya Taoluduusn a8 InsnAaeeULNIAT FILLLY RS-232 ADY (M3 12
' ' I a 4 o ' o £
NWADNMIATINYA  NATRULAEMTDAANAIA  HIDNTLUIUMTTOIUAI ansniaulda
o Jd Y 3 o A o J g °
JanUseaenua) AMINIT AR IUNAS TN DL RS-485 Taglduvesglnsalnnniu ¥inis
v o v A v o o Y ula/ '
aammumzmumﬁ"lwamawagauazaﬂymmmmaya e lAeusnsessumsiauau 1dun
o o o 4 a aé’ 4 [ 19
MIATNAOUAN LY MIAWIU tagAIIeUT Udyy nuilotivgialndvy liens Funnzdedoya
g v a Y v 2 o A a 5 ' @
Whuldawieenuun gy Sevimsiinduass unumsien ludve s suuaulasaseuy
A 1 9 1 a 9 = a4 g c:; g )
wieviw 1dun msUntateyalavineinss vaunis MIuRoeNsy LRI LIA LA TS A
o % 3 [ r 9 o a
TumsiunlgiululasaeuTnnnes Fel8idennsihaianazoeasialasldsanasiuuiy DES
v lilaseeuTnsaefuas lulnsaeuinass
[ 1 - a o E
uarludugaie Aediumuauunlylnsreuiunes wims@ouldsunsulaeld Ms
, . i W N’ 4 Sy o e
Visual Basic tieiffudiuniuguiaz ey Taeieunanugudeyaves MS SQL Server eIy

@ L=
anuasanslumsdanudoya



=
Unnz

MNNUVIszVUTNEANNasasuluniinu

[ [ ] ] [ a 4 o o
szuusnunlasanulumytn laeriuszumnsevienouiumes nmsudegli 2-1

Village Security System

Overview
RS-232
i !
; Master ;
L ]
RS-485
{ Slave 2. J Slave 3. J Th). - Slave 31
| . : Rt S 3

HoFﬁe 1 Hof;e 2 Home 3 Horﬁe 31

1U7 2-1 ueraen s BT U

% % 1 1 9 3 ] 1 A
szuuinmanmlasantumitu annsoua1éithu 3 daulngg fie

1. @2UsEUUIAT YW (Network)
' '
2. auved ulasaeu Insimesiazy 1995 Hardware

' o a J
3. AU AY Nalmgﬁ\i\iWUUH‘l‘JJIﬂiﬂ@l]W'JLﬂ@ﬁ



1 A
2.1 aIUITUUAIB U8 (Network)
A 1 qy 9 a d’ =) d'
3::11‘1Jmiamﬂmaﬂﬂmmuu DNVIMUNIATITUUDN RS-485 LUEN%']ﬂlJﬂ’JTJJLWJJ']%ﬁ&J‘VI’Qﬂ
Y o [ ' 4 I LY [ 1 . U
IWIE UBINTMUAUDINIATIIU RS-485 %$ﬁ1u13ﬂﬁﬁl@ﬂﬂim‘ﬁlﬂuﬂ3§Ullﬁzﬂ’lﬁ\i (Device) hlﬂﬁﬂﬂ‘ﬁ\i
@ 1 o 3 @ @ [ 9 =
32 mm&ﬂu 1 YAy ‘l!@ﬂi]']ﬂuumﬂ'mﬁﬂiUﬁﬁﬂl@?&a‘lﬂLﬂUSZEJZ‘WNUlﬂaq\iqﬂﬂQ 4000 ‘VJG\
o I ° [ 1 M)
AT NINIUUBDNTSUY LﬂUﬂWﬁ’IN"luLLUU 2 F¥AULVD Lugn (Master/Slave) ‘uuﬁa
o o { g v @ Y 1 9 =3 o :1’ d
ﬂ’ﬂllﬁﬁJﬁﬂi‘uﬂﬁi@diUm‘lJ’Jl‘l‘U@QQﬂﬂi‘af‘ﬁlﬂu@’JiULLaZ@]’JﬁQ%S’/llﬂ'JﬂHQG 31*%¥31 = 961 a1 Vl\iﬁ
) & A 2 v = R v :
magamguuiwmﬂsamﬂmﬂuﬂmgamﬂmma ANTLUIUNMTUUY Data Encryption

Standard(DES) iferiunuasaiove sdoyavuneviy

22 ahuszunlulasneulnsaes

szuvldaesdenvanlauluTasneuTnsiaes(MCS) TrvagiBorunaneasae fo

2.2.1 2995 Master 1¥hlnsaeulnsassinszna Mcs-51 iudiudszuiana Tagderiy
Multiplexer MC14551 1312 foamaidensony MAX232 Wamnsnaaneiyiulasnoniimnesni
WOTNOUNTN (Serial por) LAzARAY SN75176 ol amnsonadeiuis lusedy Slave 1w
oUNINBINB AT MUY RS-485 Amthif lumsiHudauiffoudeszning RS-232 uag RS-485

2.2.2 2995 Slave 1 lulasaeuInsiassnszna MCS-51 TagAaniy Multiplexer MC14551
MIIzdean1sFendof ) SN75176 1Ty 2 ga e iamnsnAneed 1993 Tsed Master tiag
Slave 1ULAUNTNS WBGBNATF UL RS-485 vhmriiluntssudeya uazdedoyanelulia 29es
Home

2.2.3 2995 Home 191¥lulnsnounsiaesnszga MCS-55wd Hudmilszunana Tag
iWonroiy Multiplexer  SNTALS42N . Gevimei i lumswenewesnlumsnauauginsalfuuazds
du Taudeudedy Dip-Swichsuihimifougtnsaidedoyn nazifourerylaToaduids
wED)FaTumilougilnaaisudeya unzdourerumissaauiwuta 32 Alalud UTe2256CPC
w1z lulasaeuInsiaes wgnlilsunsunsz vaumsiduazneasiau U UDES Hagoald
misamilunisdsznanfiniiln MCS-5s Taonihivesaesiitemsasaaeuans

yosginsal Wi uazFudeyannuAaindnnginsalnsiedy iwendsludegudniunuman



23 @ruaasnatazdanuudlulnsaeuiiames

dueasnanazdaay 19T05unsy MS Visual Basic lumsvidiudaderudld (User
Interface) Taosmuaanslums1Flysunsy (Permission) awisznnvesdly Tavszdesvinns
Login i91g Tsunsunou dmsuizinnuesdduiaiiu

231 §l4031Y (General User) annsaasiameuaniuzvesginsaiaeniidouday

TEUUATEVIY 15U anuzvesgilnial IWdhaeqnelutihu niensdutla-Uagdnsel v

2.3.2

Heuaszuy (Administrator) ansaldanldimiloudldni’ly uazdamnse

A a A 9 o ' 5 ) A = g v
LWNL@Nﬁj@Hﬂ‘I(’U%@Ha YU afITUIU U1u1u§$UUtﬂi®ﬂ1W leﬂliqﬂﬁglaﬂﬂqJQQ3$Uﬂ Lﬂuﬁu

v t4

N

. a & 2 Vo vq ¥ v A yq v
msmruaanivedldsunsy  szuegnuilszinnvesy 1y uazdeyavern luiay

o ' v 1 4 @ 9
srarL wgniinueg lugudeyauulysunsy MS SQL Server ivendmlasanvvesdoya e

Yo
{-ERERT .
Start )
o
Login <t
o] "Password Correct ’7
l Yes
‘ Admin's Function Yes S W _\\\ No General User
( Enable S SePsioP o >—————p Function Enable

Wait for Command

—_Command = Exit?

No

No

Process Admin
Command

\.:: Yes :

e

. Administrator 7~

Stop

Wait for Command

SN
\\k
~

- N

§ Yes A
><——<’\Command = Exit?
N
g

.

No

Process User
Command

~ A ] b ° a 9q 9
31/ 2-2 Diagram 1AAINTEVIUNT LogintagMIMMUATNT VDR 19



UNN 3

A
sUUINIDUY

4 1
3.1 MNITINVBITZTUUIAID NG

g [ "9y = ° o =) 1 9 =
srvvinmnmdasatelumithuiidnvuzmsiau Teeia lUde Tuugiaz fuaz s
1 Y

TuTnsneuTnsnesiie I lumsasedudaminnn Sensor wazuenMTuid dy g audousy

v 1Y o [ " Y [ A 1 = [ do
Wisgudsmnaiudaeafoveanithy  Tassuszuundors  vazifesu AUETNIIAI
v Qo 1 9 1 [ [ 1 = ] = [ qy
Yaeasy NNAMNTIATIVARD VAN WA N YOIt MURasvas TumyThy FuszuunSevwarfud

) = a " A o o ~
‘lﬂ IﬂEﬁ’]gﬂLL‘U‘U‘U@\?ﬂﬁ@ﬂ@@ﬁ?mﬁﬁﬂﬂ'ﬁl’ﬁﬂymgﬂ\iz‘1.'1’1 3-1

Home xxx

30N 31 uwuduaseiiolugaund

1 14 k4 v
00yt 3-1 ImsdmuaWiinsneaedsdoyalUdathusasndsdidios 1 Einiu viefl
A o Yo [ é 9 1 v oA 1 xd' Jda o
Wiosvinmsthldlddussuomyihn - Sethuudasndeise gviwh Inavinguésnuanudasade
v ;Y ~ v g A o 1 a¥r o a Jau
wn malsmededeyaifios 1 g fieszndamldig Samazaintunsiassldanmazannsn

o vy v v
Ny 1ﬂﬂ'§‘1Jﬂ’JlJt;]ﬂ§l?N



u LY A v

32 nasgrumssu-deadyanadunsediy

AR RIIRTPUMISU-dedyaa  deefinsannndeuly  anumMIzauYeans
o Y A A ' 7 a & < 1 9 4 YR
vl iflesninmaierdevesgunsaliffunuueynsy  MIRTUIVUUINITUUUNAITTL-AY
FoymdoyauuveynsuluTvueezSalania Felidefuraluasgiu Ao RS-232, RS-422 uag

5 ° % . . % I { A
RS-485 ‘?QQﬂﬂiﬂHﬂMﬂiyuIﬂﬂﬁmU‘L!EIA (Electronic International Associate) waziHuitewly
v g 1Y 3 2 I o o/ A 9
Sufueensvlumina  venantiuniedlulasaoulnsmes il unuvnaTadIzaARY

v

U52noUA9Y Port B1NIN 1IATFIU RS-232 Aariu TelMimnngnuluy RS-485, RS-232, RS-422 11

A9TTNAT IUMITU-Aedoya

3.2.1 21M5511 RS-485
o 3 ' 9y < {
1IR3 JIULDY RS-485 WannTauunain R§-422 Tasgtuuumsae s uamgilii 3-2
9 y 5 ' o @ o o o o A o
22192993101 g1y Balanced Line Faugazdayanad 2 dniuazdyanauludniii 20zasaiv
9/ @

v o A ' 1 [ ' v o A A
VNN VAT RS-485 Receiver AU HBNADAITUUANAINLIIAUITETIN 2 AU N@ull‘l} DU

v
o @ a o 1 o W
ﬁ']"ﬁiU‘Huﬂﬁll'mﬁjj']u‘ﬂ@QﬂWﬁ')ﬂﬁ@LL‘UU Differential Measurement Tun1easanuYIN RS-232

Balanced
Interconnectin
Cable

Tx

-_-4_-__._‘--
\) TEREL o
2

.|}—-?1
63

AB : Generator Interface points .
A'B' : Load interface Points
C : Generator Circuit Ground.
C' : Load Circuiit Gound .
Vg : Ground Potential Difference

31N 3-2 vann1IMsden TogueanIng §1U RS-422, 485

[

y B 3 {24 ' v o o y
MsAeasdeyaAlUY Unbalanced line Nuwazdaygailifes 1 @21 1aza7 Receiver
' ' o ' ) 4 v o Ad s ° Yo o
ADUAUDIABANUIANA VDS $iUTEN G NI nazdnhitiunsdsmgminnlyiudyy o
o o Ad ) ; v ! '

MNHUUA mmgmms:}ﬂﬁtﬂwmu Single-ended t11/1 Balanced line 1YeATiioNIMUL Unbalanced
- § o ' : e : o 2
Line Y07 1 ffioi5oedyaai3unuaee ( Voltage spikes , oscillations 139 interference ) 3gnAAYe

5 [ o 1 J a o
11 MDY Unbalanced line ATZUadoUAT UUBITYQYIMATUAIBNTIIA A WITONAATYY I UNIY
cg T o L a o g o Y
FURRITD TuuUY Balanced Line doyaauiiuy Differenced 93WARAYQ 104NN 2 dyanaiimny
1 o Y o 3 3 A &’ =3 o o (9 (L a wal 14
uAdanszuanssiud i AumnrzsRuiuaue 0 dmiunnaaguszasd Tunlfialiiingg

' 9 Y A wad I Y a o & agy o
densznadoundulumaelgtanaduaumglfife Yo Yofounveauy Balanced  Hgiiuny

« q



Y o w ' 1 1 ' o (3 ' 1 o
(Woinanely)  dearuanANsynINANURIANiveens AT INUe  Tuadedioitiane
1 o o J = 4 2 @ d' 1
U1IANNANANGYRINIIIA - oavundasmaten Taanvn TnuenieldfaTvuadug  uanuy
3 i u ot = [ 1 dy Ao o A [ (]
Differential Measurement 1iiau lafgafuanuuana1eil Taomasiudaiieos usadusznin 2 aw
o ) o . 2 g ' o q'
AYYIUAII MIUUD WU Balanced line 1119152 Tominmanandninmiily RS-485 amnsanias
[ v 3 @ P 1 . kY [
dedoyaldlnanduivy RS-232 wieutisdanmnsniiugade Terminal I8qegafia 32 ya duraag

Am3Y3-3

Balanced
Interconnectin

1B —

UP TO 32
TRANCEIVERS

31 3-3 nsi¥enTos RS-422, 485

A Y a L, Y 2 3 o o oo
295N TwuY RS-485 ldmeidianuy Twisted Pair @91lszneudie 2 aredniivg
1 a o a 9 [
AUIURNAINGEITVIAR IR U AWG22 faiidT RS-485 dumasiva Tavindee19is esu I

Y J [ a i o y @ % ] a3 [ 4
@9 5 1204 32AUABINYIAI Driver LAYAT Receiver 1) 11T WIAIFIUUIAU 5 Traa TTL n3e

=1

@ 3 4 (~4 4 o Y] 9 1 Y] 1
CMOS medy e 2 Muaasdnfe A uas B NITAVUIIAUNGNADIANULANATULTIAUTEN TN
A o /A o = v Y= SRV < ~Aq v '
MBTNUA A 1AZ (MeTNUA B awnsniazeeu lans 1.5 Taad ausiinaztiuuuui anuueana 19
@ s U sa o ' 3 { = & A o o @
UI9AU 5 178A Dunesuia A vrwssaudesigaiuiin 1.5 Taddledeusumesdinia B
Jd I a a o 1 o 4 o o A s
mnneziluaein “0” uagdunesinia A Tawsedudoriqaiiulvay 15 Tadiemeudy

< a Y ' v Y ' % I Ayy
tuaein “17 Mimmamuananvewswuiosni 1.5 Taadiewnadilds

mesia B e dne ez
[ < a 4 1 Y 1 da o

Tiwassarumneiiuaeinlan 7 RS-485 Receiver ANUANAILTIRUTENTS MBINUA A LAy B

v a Ay A @ o o a a4 v v Ia o e
HIIAUDUWIMIIZANNARINT flD 0.2 13aadMIuszAuasInignAse dunesitia A dales
~ I J A a ™ ga o o . @i Agrh £
naailuvan 0.2 Tadilefisuiumesinia B 6 Receiver szweauiuiuiuasin «o” uazén

Ia o a1 YA S A A o Ja o o : g o a
MBINUA B UAesngauIn 0.2 TiasloReunumasiia A 69 Receiver dziautiuiuassn
e (-] ' @ ] sa o 9 ' J (3 Ay Y &
I ITUNUDIANULANANYBWTAUTEYIUmMeTiTa A uaz B Yeundt 0.2 Tiadeianai laey
IR EY g a ' ' v Ay Ao : .
luldnaasnnumneiuasinlag AruenA eI EnIUTIRUTEDINISAE Driver LAY Receiver

v
1w Y} 1 4 g o '

ATy iU nasneuadlduInge 13 Thasauanuemaisatiiveunse e
o v W N ™ ° v LY Y o it U o J
dIMITUA Receiver N893A TR auTiRveL 8167 Driver HAAAMLARAIMSISY 5 Toageonul

VD ULUAUDILIIAUITNINVYUNTEALLTIAY 4.8 I')ﬁﬁ



Specification RS-232 RS-423 RS-422 RS-485
Transmission Unbalanced Unbalanced Balanced Balanced
Mode

Max.Cable Length | 50 Feet 100 Feet 4,000 Feet 4,000 Feet
Max.speed 20Kbps 100Kbps 10Mbps 10Mbps
Min.Driver O/P +/-5v +3.6v +2V +/-1.5v
Max.Driver O/P +15v +/-6 v +-5v +/-6 v
Receiver Sent. +3 volts +0.2 volts +0.2 v +0.2 v
Max.Drivers 1 1 1 32
Max.Receivers 1 10 10 32

Driver Load ((2) | 3-7K€~ 450 € Min 100 £2 Min 60 €2
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ANANHIN N

DES Programming for Microcontroller
o o o 2 g s o o 4
Telsunsy dm$un1511INILUIUNTS Encrypt / Decrypt 2 flumwd dmsuluTasaouinsians s

#include <string.h>
#define DES_ENCRYPT 1

#define DES_DECRYPT 0
unsigned char Key_Schedule[ 16](48];

/* lefl shift table for key schedule LS X/
static const unsigned char LS[16]=41, 152, 2,272, 212, T 092, 200, 2, 23T '

/* permuted-choice tables for key schedule PC1, PC2 */
unsigned char PC1{56] = {
57.49.41,33,25,17, 9, 1.58,50,42,34,26,18,10, 2,
59,51,43,35,27,19,11, 3,60,52,44,36,63,55,47,39,
31,23,15, 7,62,54,46,38,30,22,14, 6,61,53,45,37,

29,21,13, 5,28,20,12, 4 };

unsigned char PC2[48] = {
14,17,11,24, 1, 5, 3,28,15, 6,21,10,23,19,12,4,
26, 8,16, 7,27,20,13, 2,41,52,31,37,47,55,30,40,
51,45,33,48,44,49,39,56,34,53,46,42,50,36,29,32 4

/* initial permutation IP */

unsigned char IP[€4] = {
58,50,42,34,26,18,10, 2,60,52,44,36,28,20,12, 4,
62,54,46,38,30,22,14, 6,64,56,4840,32,24,16, 8,
57,49,41,33,25,17, 9, 1,59,51,43,35,27,19,11, 3,

61,53,45,37,29,21,13, 5,63,55,47,39,31,23,15,7 }s

/* bit-selection table E */

unsigned char E[48] = {



32,1,2,3,4,5,4,5,6,7,8,9,8, 9,10,11,
12,13,12,13,14,15,16,17,16,17,18,19,20,21,20,21,

22.03.24.25.24,25,26,27,28,29,28,29,30,31,32, 1 };

/* substitution tables ST */

unsigned char ST[8][64] = {
14,4,13,1,2,15,11, 8, 3.10, 6,12, 5,9, 0,7,
0,15, 7,4,14, 2,13, 1,10, 6,12,11,9,5,3,8,
4,1,14, 8,13, 6,2,11,15,12, 9,7, 3,10,5,0,

15,12,8,2,4,9,1,7,5,11, 3.14,10,0, 6,13,

15,1, 8,14,6,11,3,4,9,7, 2,13,12,0, 5,10,
3,13, 4,715, 2,8,14,12,0, 1,10, 6,9,11, 5,
0,14, 7,11,10,4,13, 1, 5, 8,12, 6,9,3,2,15,

13,8,10, 1,3,15,4, 2,11, 6, 7,12,0,5,14,9,

10,0, 9,14, 6, 3,15, 5, 1,13,12, 7,11,4,2, 8,
13,7,0,9,3,4,6,10,2,38, 5,14,12,11,15, 1,
13,6,4,9,8,15,3,0,11, 1, 2,12, 5,10,14,7,

1,10,13,0,6,9,8,7, 4,15,14,3,11, 5, 2,12,

7.13,14,3,0,6,9,10, 1,2, 8,5,11,12, 4,15,
13,811, 5, 6,15,0,3,4,7,2,12,1,10,14,9,
10, 6,9, 0,12,100N3,14, 839,14, 5, 8,4,

3,15,0, 6,10, 1,13,8, 9,4, 511,12, 7,2,14,

2.12,4,1,7,10,11,6,8,5,3,15,13,0,14,9,
14,11,2,12,4,7,13,1,5,0,15,10,3,9, 8,6,
4,2,1,11,10,13,7,8,15,9,12, 5,6, 3,0,14,

11,8,12, 7, 1,14,2,13,6,15,0, 9,10,4, 5, 3,

12,1,10,15,9,2,6,8,0,13,3, 414,7,5,11,
10,15,4,2,7,12,9,5,6, 1,13,14,0,11, 3, 8,
9,14,15,5,2,8,12,3,7, 0,4,10,1,13,11, 6,

4,3,2,12,9,5,15,10,11,14,1,7, 6,0, 8,13,



4,11, 2,14,15,0,8,13,3,12,9,7,5,10, 6, 1,
13,0,11,7,4,9,1,10,14, 3,5,12, 2,15, 8, 6,
1,4,11,13,12, 3, 7,14,10,15, 6,8, 0,5, 9, 2,

6,11,13,8,1,4,10,7,9, 5,0,15,14, 2, 3,12,

13,2, 8,4, 6,15,11, 1,10, 9, 3,14,5,0,12, 7,
1,15,13, 8,10, 3, 7, 4,12, 5, 6,11, 0,14,9,2,
7.11,4,1,9,12,14,2,0, 6,10,13,15,3, 5, 8,

2.1,14,7,4,10,8,13,15,12,9,0, 3,5, 6,11 };

/* permutation table P */

unsigned char P[32] = {
16,7,20,21,29,12,28,17, 1,15,23,26,5,18,3 1,10,
2,8,24,14,32,27,3,9,19,13,30, 6,22,11, 4,25 ¥

/* final permutation FP */

unsigned char FP[64] = {
40, 8.,48,16,56,24,64,32,39, 7.47.,15,55,23,63,31,
38, 6,46,14,54,22,62,30,37, 5,45,13,53,21,61,29,
36, 4,44,12,52,20,60,28,35, -3,43,11,51,19_,59,27,

34,2.,42,10,50,18,58,26,33, 1,41, 9.49,17,57,25 };

/* unbit(to, from, len) -- unpack len bytes to bits "7
void unbit(unsigned char *to,unsigned char *from,int len)

{

register int j,f;

while(len--)

{
for (j = 8,f= *from++; i)
{
*ot++= (f>>)) & 1,
}
}
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/* pkbit(to from, len) -- pack bits to len bytes */
void pkbit(unsigned char *to, unsigned char *from, int len)

{

register int ,t;

while (len--)
{
for G=8,t=0;j-)
t |= *from++ <<j;

*to++ =1,

/* perm(to, OP, from, bits) -- do permutation */
void perm(unsigned char *to, const unsigned char *op, unsigned char *from, int bits)

{

register int i;

for (i=0; i < bits; i++)

to[i] = from[op[il-1];

/* rot(to, from, len, bits) -- rotate left */
void rot(unsigned char *r, int len, int bits)
{

register int 1,t;

if len>1)

{
for (i = 0; i<bits; i++)
{
t=r[0];
memmove(&r[0], &r{1], len - 1);
r(len-1] =t;
}
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/* add2(to, from, bits) -- add bits modulo 2 (that is, eor) */
void add2(unsigned char *to, unsigned char *from, int bits)

{

register int i;

for (i=0; i<bits; i++)

to[i] *= fromli];

/* subs(o.1,s) -- substitute 6 bits to4 bits using ST[s] */
void subs(unsigned char *o, unsigned char *i, int s)

{

register int t;

t = ST[sl[
(i[0] << 5) | (i[5) <<4) | /* 1st and 6th bit, row index */
(i[1] <<3) | ([2] << 2) | /* 2nd to 5th bit, col index */
G[31<<1) | i[4]};

ol0]=t>3) & ;

o[1]=(t>>2) & 1;

ol2]=t>>1) & 1;

o3]=t&1;

/* des_set_key(key,ks) -- generate akeyschedule */
int des_set_key(unsigned char *key)

{

int i;

unsigned char k[64],cd[56];

unbit(k, key, 8);
perm(cd, PC1, k, 56);
for (i=0;1<16; i++)

{
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rot(&cd[0], 28, LS[i);
rot(&cd[28], 28, LS[iD);
perm(Key_Scheduleli], PC2, cd, 48);

return 1;

/* des_func(in,out,ks) -- des core function */

void des_func(unsigned char in[64], unsigned char out[64], unsigned char b[16][48], int enc)
{

int 1;

unsigned char 1r[64], rsto[32], si[48], so[32];

#define LEFT Ir

#define RIGHT &lIr[32]

perm(lr, IP, in, 64); /* initial permutation o/
for i=0;1 < 16; i++t)
{ /* 16 rounds */
memcpy(rsto, RIGHT,32); /* store right part */
perm(si, E, RIGHT, 48); /* F-box: permute to subst. input */
add2(si, blenc ? i: 15-i], 48); /* add key (enc/dec order) */
for (j=0;j <8; j++) /* 48 10 32 bit substitute */
subs(&solj*4],&silj*61.);
perm(RIGHT, P, so, 32); /* permute substitution output: end F*/
add2(RIGHT, LEFT, 32); /* add left part */
memcpy(LEET, rsto, 32); /* old right part will be new left */
}
memcpy(LEFT, RIGHT, 32); /* swap left and right part */
memcpy(RIGHT,rsto, 32);

perm(out,FP,1Ir,64); /* final permutation */

/* des_ecb_encrypt(in, out, ks, enc) -- des electronic code book mode */
int des_ecb_encrypt(unsigned char *in, unsigned char *out, int enc)

{

unsigned char o[64];



unbit(o, (unsigned char *)in, 8);
des_func((unsigned char *)o, (unsigned char *)o, Key_Schedule, enc);
pkbit((unsigned char *)out, o, 8);

return §;

void DesECBEncrypt(unsigned char Key[16], unsigned char In[16], unsigned char Out[16])
{
des_set_key(Key);

des_ecb_encrypt(In, Out, DES_ENCRYPT);

void DesECBDecrypt(unsigned char Key[16], unsigned char In[16], unsigned char Out[16])
{

des_set_key(Key);

des_ecb_encrypt(In, Out, DES_DECRYPT);
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DES Source Code 8149401 Library“diCryptoSys.dll”?onﬁ%JUVisual Basic

Public Function Bytes2HexStr(aBytes() As Byte, nBytes As Long) As String
Bytes2HexStr = Str2Hex(Bytes2String(aBytes, nBytes))

End Function

Public Function HexStr2Bytes(sHex As String, aBytes() As Byte) As Integer

' Converts string <sHex> with hex values into array of bytes

' Returns # of bytes converted

' Assumes array is large enough

"E.g. "fedcba98" will be converted into {&HFE, &HDC, &HBA, &H98}
Dim 1 As Integer

Dim nBytes As Integer

If Not IsValidHex(sHex) Then 'Validation added Aug 2001
Exit Function

End If

nBytes = Len(sHex) \ 2
Fori=0 To nBytes - 1
aBytes(i) = CByte("&H" & Mid(sHex, i * 2 + 1, 2))

Next
HexStr2Bytes = nBytes
End Function

Public Function HexStr2Words(sHex As String, aWords() As Long) As Integer

" Converts string <sHex> with hex values into array of words (long ints)

' Returns # of words converted

' Assumes array is large enough

"E.g. "fedcba9876543210" will be converted into {&HFEDCBAY8, &H76543210}

Const ncLEN As Integer = 8



Dim i As Integer

Dim nWords As Integer

If Not IsValidHex(sHex) Then ' Validation added Aug 2001
Exit Function

End If

nWords = Len(sHex) \ ncLEN
Fori=0 TonWords - 1
aWords(i) = CLng("&H" & Mid(sHex, i * ncLEN + 1, ncLEN))

Next

HexStr2Words = nWords

End Function

Public Function Words2HexStr(aWords( As Long, nWords As Long) As String

' Converts array of words (long ints), ntWords long, into a string

'E.g. {&HFEDCBA98, &I176543210} will be converted to "FEDCBA9876543210"
Const ncLEN As Integer = 8
Dim i As Integer

Dim sHex As String

Words2HexStr =""

Fori=0 TonWords - 1
sHex = Hex(aWords(i))
sHex = String(ncLEN - Len(sHex), "0") & sHex
Words2HexStr = Words2HexStr & sHex

Next

End Function

Public Function String2Bytes(str As String, aBytes() As Byte) As Integer
" Converts string <str> directly into array of bytes
' String may contain any characters between &HO00 and &HFF

' Returns # of bytes converted

o



' Assumes array is large enough
'E.g. "abc" will be converted to (&H61, &H62, &H63) i.e. (97, 98, 99)
Dim 1 As Integer

Dim nBytes As Integer
nBytes = Len(str)
Fori=0 TonBytes - 1
aBytes() = Asc(Mid(str, i + 1, 1))
Next

String2Bytes = nBytes

End Function

Public Function Bytes2String(aBytesQ As Byte, nBytes As Long) As String

' Converts array of bytes, nBytes long, into a string
'E.g. (&H61, &H62, &H63) will be converted to "abc"
Dim 1 As Integer

Dim str As String

Fori =0 To nBytes - 1
str = str & Chr(aBytes(i *2))

Next

Bytes2String = str

End Function

Public Function String2 Words(str As String, aWords() As Long) As Long
" Converts string of ascii chars into an array of.32-bit words
"E.g. "abcdefgh" will be converted to {&H61626364, &H65666768}
Dim sTemp As String
sTemp = Str2Hex(str)
String2 Words = HexStr2Words(sTemp, aWords)

End Function
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Public Function Str2Hex(str As String) As String
' Converts string <str> of ascii chars to string in hex byte format
'E.g. "abc" will be converted to "616263"

Dim byt As Byte

Dim i As Integer

Dim n As Integer

Dim sHex As String

sHex ="

n = Len(str)
Fori=1Ton
byt = CByte(Asc(Mid(str, i, 1))
If Len(Hex(byt)) = 1 Then
sHex = sHex & "0" & Hex(byt)
Else
sHex = sHex & Hex(byt)
End If
Next

Str2Hex = sHex

End Function

Public Function Hex2Str(sHex As String) As String
*Version 3.1: New function added August 2001
' Converts string <sHex> in hex format to string of ascii chars
"E.g. "6162632E" will be converted to "abc."

Dim i As Integer

Dim nBytes As Integer

Hex2Str =""

If Not IsValidHex(sHex) Then
Exit Function

End If

nBytes = Len(sHex) \ 2

For i =0 To nBytes - 1

Hex2Str = Hex2Str & Chr(CByte("&H" & Mid(sHex, 1* 2 + 1,2))

y-4



Next
" End Function

Public Function IsValidHex(strToCheck As String)

" Vesrion 3.1: New function added August 2001

' Returns True if\ strToCheck only contains valid hexadecimal digits
Const scHEXDIGITS As String = "0123456789ABCDEFabcdef"
'NB Include both uc and lc just in case Binary Compare mode
Dim 1 As Integer

Dim nlLen As Long

IsValidHex = True
nLen = Len(strToCheck)
Fori=1 TonLen
If InStr(scHEXDIGITS, Mid(strToCheck, 1, 1)) = 0 Then
IsValidHex = False
Exit For
End If
Next

End Function

Public Function XorBytes(aBytl() As Byte, aByt2() As Byte, nBytes As Long)
" XOR's bytes in array aBytl with array aByt2
' Returns results in aBytl
‘i aBytl = aBytl XOR aByt2

Dim i As Long

Fori=0 TonBytes - 1

aByt1(i) = aByt1(i) Xor aByt2())
Next

End Function

Public Function CopyBytes(aDest() As Byte, aSrc() As Byte, nBytes As Long)
* Copies nBytes from array aSrcQ) into aDest()
' Assumes aDest is large enough.

Dim 1 As Long
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Fori=0 To nBytes - 1
aDest(i) = aSrc(i)
Next

End Function

Public Function LoadByteArray(aBytesQ As Byte, ParamArray List() As Variant) As Integer
“ Copies a list of values <List> into array of bytes <aBytes>.

' Returns number of bytes read.

' Checks length of array first.

'E.g. LoadByteArray(aBytes, &HEE, &HDC, &HBA, &H98) will return 4 and set

' aBytes(0) = &HFE, aBytes(1) = &HDC, aBytes(2) = &HBA, aBytes(3) = &H98

Dim nLen As Integer, 1 As Integer

nLen = UBound(List)) ' NB Zero-base, so one less than real length
If UBound(aBytes()) < nLen Then

nLen = UBound(aBytes())
End If

Fori1=0 TonlLen
aBytes(i) = CByte(List(i))

Next
LoadByteArray = nLen + 1
End Function

"Version 3: ShiftLeft and ShiftiRight functions improved.
* Thanks to Doug J Ward for these.
" Identical functions are also used as private functions in basRadix64
Public Function ShiftLeft(ByVal bytValue As Byte, intShift As Integer) As Byte
If intShift > 0 And intShift < 8 Then
ShifiLeft = bytValue * (2 intShift) Mod 256
ElseIf intShift = 0 Then
ShiftLeft = bytValue
Else

ShiftLeft =0



End If

End Function

Public Function ShiftRight(ByVal bytValue As Byte, intShift As Integer) As Byte
If intShift > 0 And intShift < 8 Then
ShiftRight = bytValue \ (2 " intShift)
ElselIf intShift = 0 Then
ShiftRight = bytValue
Else
ShiftRight =0
End If

End Function

Public Function PadHexString(strData As String, nblocklen As Long) As String
" Pad hex data string to next multiple of nBlockLen bytes as per REC 2630

Dim nLen As Long

Dim sPad As String

Dim nPad As Integer

Dim sHex As String

Dim i As Integer

nLen = Len(strData) \ 2

nPad = ((nLen \ nblocklen) + 1) * nblocklen - nLen

nPad = nPad And &HFF

sHex = IIf(nPad < 16, "0" & Hex(@Pad), Hex(nPad))

sPad =""

' Pad with # of pads (1-n)

Fori=1 To nPad

sPad = sPad & sHex
Next

PadHexString = strData & sPad

End Function

Public Function UnpadHexString(strData As String, nblocklen As Long) As String

' Strip RFC 2630-style padding from hex string

Dim nlLen As Long
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Dim nPad As Long

nLen = Len(strData)

' Get # of padding bytes from last char hex pair

pPad = Int("&H" & (Right(strData, 2)))

If nPad > nblocklen Then nPad=0 'In case invalid
UnpadHexString = Left(strData, nLen - nPad * 2)

End Function
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