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Intrusion Detection System

Mr. Suthep Kaewwong
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Mr. Akkradach Watcharapupong Advisor

ABSTRACT

As we know, Computer system and network usually are insecure designed. Although the
system has a firewall to prevent but it’s not 100% safe because firewall is a prevention between Internal
network and Internet. Firewall is like a fence and intrusion detection system is like a video camera to
watch out for any wrong that could happen. So intrusion detection system can make a system to be more
secured.

Intrusion detection system on Linux is the system that helps an administrator to detect any
intrusion that could destroy the computer system. Intrusion detection system will detect the invasion on
host (Host-based IDS) by inspect the user s system call and database compare with the usual system
call.

If there is some different occurs, intrusion detection system will inform to an administrator.
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#define. KERNEL.

=define MODULE
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int init_module(void) {
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return 0;
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void cleanup_module(void) {

printk("<1Bye, Bye");
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system_call: /{ my xyz(){
xyz0 { ... //
ey - sys_xyz() =
xyz() int 0x80
S J V\\ ret_from_sys_ca[f/ sys_xyzOt
System call \ : o
e Wrapper routine in N 1

invocation in :
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#define  KERNEL__
#define MODULE
#include <linux/module.h>

#include <linux/kernel.h>

// 91131 sys_call_table

extern void* sys_call_table(];
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asmlinkage int (*orig_create_module) (char *name, unsigned long size);
int my_ create_module (char *name, unsigned long size){
d’ 1 dy 1 1 g A [ 1 = a
return 0; // ﬂﬁ?uuiﬂi&LﬂiN%%ﬁQﬂ1 0 nay L‘Hll'ﬂ‘LlﬂU')"lvllﬂJ error N\
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int init_module(void) {
A o r; )ty 4 o =) Jd o dy'
/denims liaaTugatidngmesuaziimssonilansuiineu
° < o 1 =) o @
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orig_createﬁmodulczsysAcallatable[_NR*crcate_module];
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7 unuidumiualsunsudedmisved Tdsunsuueas
sys_call_table[ NR_create_module]=(void *)my_create_module;
return O;
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void cleanup module(void){
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sys_call table[ NR_create_module}=orig_rmdir;
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user context kernel context

stack kernel data

uninitialize data
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initialized read-only data
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9 parent process identifier (PPID), Real User ID(USER ID),Real Group ID(group ID),
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#include <sys/types.h>

#include <unistd.h>

pid t fork(void);
o 1 ' o < ~ 3 1 @ 1 ~ 1
Aetuvzdamnaudiu P vealnsagniadiatuning wazsunuse 118 ioasd
E4
S = = o 1 1 v o
Insiagnis on fork BNATIRZAIAINAUTIY O
ViR ° W 1o o 1 ! = A I3 Ao w ¥
21 fork wrau higugaszdemindudu —1 Geenaziiiosnndaulsmagnninall
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Fala CHILD MAX lunsdiil error vgivua 1iiu EAGAIN uan1lasedsveyaininuing
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T5unsy seefork.c ao luiazuanans 9l ey fork()
#include <sys/types.h>
#include <unistd.h>

#include <stdio.h>

int main(){
pid t  pid;
char *message;

int n;
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= (19 ’ 9.
printf ( fork program starting\n );

pid = fork();
switch(pid){
case —1: exit(1);
case O: message = “This is child”;
n=2>5;
break;
default: message = “This is parent”;
Ness
break;

:.

for(; n>0;n--){
puts(message);
sleep(1);

\

exit(0);
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S /seefork
fork program starting
This is parent

This is child

This is parent

This is child

This is parent

This 1s child

S This is child

This is child
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- real user ID(uid)

- real group ID(gid)

- effective user ID

- effective group ID

- process group ID

- root directory, current working directory

- creation mask
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drude Wil vxnldon nn Tnamaduntiy

- (unique) process ID

- parent process ID
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4. cwd Symbolic link
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5. exe Symbolic link
a sady o g s .
Fudasrny i e Tnswamaulseuianasy
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< [ & 9 ' o ] S g Y
[RUdIU memory map Vo4 TWIe 59152NOUAWFINAUHMUL, permission, offset Wuau
7. root Symbolic link
I a JY o =)
Fudan ldazalasnned (oot directory)
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8.1Wa statm
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9. IWwa stat
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Ppid wnsavszi Tnsiraves Inssafduded e Tnsiaed
Parp WAL UN LU [T e
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Flags tlag GERRTHE Tt
Min_flt A1 minor page fault
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Nice FuaInsoosanannsanlasunasld (Dynamic priority)
Start_time naf v aE Uiy
Vsize YUIAVUDA Visual Memory Tunuae byte
Rss Resident set size
Rlim A1 INAVDI RSS
A v Y s
Start_code quimumaﬂﬂﬂmnmum ( code scgment )
= y y s
End_cod PATUTAAL VDI LAALENIIUA
A 9 3N d s
Start_stack AUTUANYDIAUANFAUUA ( stack segment )
° 1 < @
Esp mgmuwmmmnmlsuﬂ%aguu ( current stack frame )
o 1 < )
Eip dunvsveaauansnilagiiu ( current stack frame )
i . 3 o = Y] 'V w Y ' A !
pending signal mnaaumunmﬂwmmﬁmmsminaaummmaagcl,uiwumahlu
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blocked.signal Ny t?gﬂlﬂﬂ!‘i’li"v‘lﬂ“lfﬁéf@dmiua@ﬂ
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Sigign Rudaanud Insee liauls
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4.6 Trivleslumsiauvesgunsai(Character Device)
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int register_chrdev(unsigned int major, const char *name,struct file_operation *fops);
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static struct file_operations auditsuccess_fops =

{ THIS MODULE, /* struct module *owner;*/
NULL, /* skeleton_llseek */
auditsuccess_read, /* skeleton_read */

NULL, /* skeleton_write */
NULL, /* skeleton_readdir */
NULL, /* skeleton_poll */
NULL, /* skeleton_ioctl */

NULL, /* skeleton_mmap */
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auditsuccess_open, /* skeleton_open */

NULL, /* skeleton_flush */
auditsuccess_release, /* skeleton_release */
NULL, /* skeleton_fsync */
NULL, /* skeleton_fasync */
NULL, /* skeleton_lock */

NULL, /* skeleton_readv */

NULL /* skeleton_writev */

#endif
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4.7 Gontna (Socket)
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4 S WyR, Yol A hav s Y Yy d B A Nigle . VALl ol

BTN a09R170 13 W05 2@ IS 190 NINAFIN0INT USVOT & VOITLVUDEIIH U T
aawau lag Insiaeds Waes

o o/ 1 o 4 % C‘ d a 4 4 o ] V9

Ssuaelldassmuave lifudeniia Taolng local socket 3zttude Ididmualilu

A 1Y g I~ < o A 1 2
/tmp W50 /usr/tmp UAN1IY network socket wwilluseuidinhimuagaiounsvo Insyadulszneu
4 ' 5 < '
YaJého vineaunes alaz 1AIFeNA YD TSI a (port number/access point) B4zITuAUAE
LSRG ° { 9 Yo o W Y 7
Smsusinadaiu mssimuadolinu s Ia laeleHandu bind
i e ¢ > A ' 2t g vd P

ntuInsags nesazsesumswonaein Inswe lnawwud lasldgoninanmviua
& Yy oy v cniie e 4y o 9 A ' = A iy
Fo'lUthadn Taeldilafian listen iNead1a quene so5UTOYAMIIHOUROMAIINTUMT IAQD LA

Py ad ¢ o a 9 & w 3 g =
Tusraaadernn Inswadsineszaousumsaade Ino19Hanau accept Faazilumsadiagen
< 4? =] < Idy o <] < o v a [ < o ° v g
Batunlny senmalniedugenifindnsufaaeny lnadud Inswa lasmwie dmiugen
d 4o 4 £y S @ h Qo ° q 9 o < o 4 1 @
Eafsmuado Tl bind Ataaunsoozth l1Fnuiulaadud Inswadu ldunuuas

Tadnaudr Insadswnesnia nse ansaldusms Inswa lnadud ldvate Tnsiaa



37

o v g = o ity Y e ) S o Y 7 o
dmsusoniauuililaad udazadiaiieni Ao ldWedau socket tauTonlandu connect
A v A voowad % 9 Y acdny ey ) ¥
ioatruuamsideudefuidines Insiwe waamnaiaurumanisaade 1dud) ansaly
4 4 ' :I’ 9 4 1
v vieumuurualumgeuderiy 4 Tasannsnue Iusumaiemsdoyaszihalnsva
v
1dna 2 ma

Server
(connection-oriented protocol)

Socket()
Bind()
Y
Listen()
l Client
Accept() Socket()
Block until connection from
. Connect()
client
»
Connection establishment
Read() [« Write()
Data (request)
Process request
Y

Write() \*
Data (Reply) Read()

{ o w a U o o Aad
51/ 4.5 driumsAadeszniielnadudiudiniaos

@ ' $ 9 { o ' o 4 o 4 '
TU51n5 G296 client_proc.c dzUaAINT 1 socket Aida I 1atmua¥e wazihmayeude

o ad o
N1 socket YBDILHT 1/\|ni)§ , server_socket



/* dausuduvedlid +
#include<sys/types.h>
#include<sys/socket.h>
#include<stdio.h>
#include<sys/un.h>
#include<unistd.h>
int main()

{ int sock fildes;
int addr_len;
struct sockadd un address;
Int connect_res;
char ch= ’m’;

7 dmad socket dmTu Al ud Tnsiaa */
sock_fildes = socket(AF_UNIX, SOCK_STREAM, 0);

/% a7 socket */
address.sum_family = AF_UNIX;
strepy(address.sun_path, “server_socket”)
addr len = sizeof(address);

/* ifpuReiy socket YOUFIT WO Ing e */
connect_res = connect(sock_fildes, (struct sockaddr, *)&address, addr_len);
if{connect_res ==-1)

{ perror(“oops: clientl”);
exit(1);
}

/* udaadoyar1u sock_fildes */
write(sock_fildes, &ch, 1);
read(sock_fildes, &ch, 1);
printf(“char from server = %c\n”,ch);
close(sock_fildes);
exit(0);

}

ad ¢ o 4 ' %
Tusunsudsnines server proc.c 32505UMIIFOURBN lABlEUA TABMIE319 socket
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* dnsuduves g +
#include<sys/types.h>
#include<sys/socket.h>
#include<stdio.h>
#include<sys/un.h>
#include<unistd.h> int main()
{ intserver sock fildes, client_sock_filde;
int server_addrlen, client_addrlen;
struct sockaddr un server_address;
struct sockaddr un client_address;
/* Q1 socket 1119DNIAIA3 149 socket Tra */
unlink(‘cserver_socket”);
server_sock_fildes = socket(AF_UNIX, SOCK_STREAM, 0);
7 fvual socket Wuvoa Insiva Tasldfaian bind */
server_address.sun_family = AF_UNIXj
strepy(server_address.sun_path, “server_socket”);
server addrlen = sizeof(server_address);
bind(server _sock_fildes, (struct sockaddr *)&server_address, server_addrlen);
/% 83513 queue WiosuidesvemsiFeudeuaz sonsiFoude *
listen(server_sock _fildes, 5);
while(1)
J char ch;
printf(“server waiting\n”);
/% goufuMsIFouso */
client_sock_fildes = accept(server_sock_fildes, (struct sockaddr *)&client_address,
&client_addrlen);
/+ 18 read/write 1o sudoya’lldalnaioud Tnsiaa client_sock_fildes */
read(client_sock_fildes, &ch, 1);
cht++;
write(client_sock_fildes, &ch, 1);
close(client_sock fildes);
I
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/* skeleton_fasync */
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/* skeleton_lock */
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THIS MODULE, /* struct module *owner;*/
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struct fd_list
{

long fd;

char * filename;

struct fd_list * next;
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