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DIRECTORY BASED FIREWALL

Mr.Rattapon Patekarnmonthon
Mr.Somsak Wongsinsakul

Mr.Thana Hongsuwan Advisor
Mr.Akkaradach Watcharapupong Advisor

ABSTRACT

Nowadays, The computer security system had become increasingly important. More security
system had been put in place within the organizations. The most popular security system is Firewall.
And the popular user-based firewalls used within in most organizations are very costly and not suitable
for small and medium size businesses that need to spend their limited capital to develop in other parts of
the business as well.

From the reason stated above, the project has developed Firewall in the form of Open Source in
order to reduce the organizational expenses by using which already has Module to do Firewall and
developed new module for check currently logged-on users, then use suitable rule for each user in user

based firewall system.
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--tcp-option (ANUDNNYNDINYU)

49941



--state NEW, ESTABLISHED, RELATED, INVALID)
--mac-source (source MAC address)
--tos (A1 TOS)

—ttl (A1 ttl)

O MImInUdAsIvesdeYa

3 [ 9
--limit (@NT1VBILBYR)

Q
N
QU
]
~

~limit-burst (ANTgA TS burst o)

O msnanueasIvesteianisled

4 o & o allh Ana o Ad o L%’
—-iplimit-above $1NATIUIUNITAAABYDY NEW AU TedNAMUa 1

Y
O LR ER TG REATON

~-uid-owner userid (AUANA N loRve i 1%)

. : = 1. 99 9
--gid-owner groupid (mmgmm”lammﬂqmﬂ‘v)
--pid-owner processid (muamm"laﬁmaﬂwma)

--sid-owner sessionid (A2 UANAIY ToFUBSAE)

o dhmnalumsinuminnoefinsenungiug;

[ <4

ACCEPT - Sui#inina
2 g <

DROP — Nauininatiyy

g =<1 3 [ 1
REJECT - Nauwninaiuiazude lfedda
LOG - fiufinasden udwaude
MIRROR - #dULeaas afs Liaz A ungiause

o 1 Y o a
QUEUE - vhmsaudn 11Ty genasosanales Twsiaserfia(userspace process queue)

RETURN — nav ldusuiivimsSonun

¢ S
NaaNYIN Ino1nms1¥mas iptables —h’

=

esinlen

iptables -[ADC] chain rule-specification [options]
iptables -[RI] chain rulenum rule-specification [options]
iptables -D chain rulenum [options]

iptables -[LFZ] [chain] [options]

iptables - [NX] chain

iptables -E old-chain-name new-chain-name

18
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iptables -P chain target [options]
iptables -h (print this help information)

Commands :
Either long or short options are allowed.
-—append -A chain Append to chain
—--delete -D chain Delete matching rule from chain

--delete -D chain rulenum
Delete rule rulenum (1 = first) from
chain
—-—-insert -I chain [rulenum]
Insert in chain as rulenum (default

l1=first)

—-replace -R chain rulenum

Replace rule rulenum (1 = first) in

chain

—--list -L [chain] List the rules in a chain or all
chains

—-—flush —F [chain] Delete all rules in chain or all
chains

-—Zero -Z [chainy] Zero counters in chain or all chains

——cllegk -C chain Test _this packet on‘chain

—-—-new -N chain Create a new user-defined chain

—--delete-chain

-X [chain] Delete a user—-defined chain

—--policy -P chain target
Change policy on chain to target
——rename-chain
—E old-chain new-chain
Change chain name, (moving any

references)
Options:
& —pDroto =P “[!]l Prots protocol: by number or name, eg.
tep!
—-—source -s [!] address[/mask]
source specification
-—-destination -d [!] address[/mask]
destination specification
——in-interface -i [!] input name[+]
network interface name ([+] for
wildcard)
—=jump ¥ jestarget
target for rule (may load target
extension)
—=mateh -m match
extended match (may load extension)
—-numeric -n numeric output of addresses and ports
——out-interface -o [!] output name[+]
network interface name ([+] for
wildcard)
-—-table -t table table to manipulate (default:
“fidtert)
--verbose -V verbose mode
—--line-numbers print line numbers when listing
-—exact =X expand numbers (display exact values)
['] ——fragment -£f match second or further fragments
only
—--modprobe= try to insert modules using this command
==set-counters PKTS BYTES set the counter during insert/append

['] —-—-version -V print package version.
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- ngfeal¥dmiudieniug

- msnszinivndulefinda Giw i au ng)
dudnuuumilsdensamihy wsesa (Process) 111 tazdasuansnaildesnudaneu Tua
(Console) mifeu Tulsunsaiala

ludnvesnsdadesulefimbmiy iWesnamefiaunTsunsylailgmmsadaedile
APD #els? Tusunsuwed 18aadedy dalisunsy dauieiuiudesldmsnesaInssa (fork
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#include <stdio.h>

#include <sys/types.h>

void parse(char *line, char **argv)

{



while (*line 1="\0") {  /*if not the end of line ....... */
while (*line=""|| *line = "\'|| *line = "n")
*linet++="0"; /* replace white spaces with 0 */
*argv++ = line; /* save the argument position  */
while (*line I="\0' && *line !="' &&
*line !="\t' && *line !="\n')

line+t; /* skip the argument until ... */
H
*argv ="\0; /* mark the end of argument list */
¥
void execute(char **argv)
{
pid_t pid;
int status;

if ((pid = fork()) <0) {  /* fork a child process *
printf("#*** ERROR: forking child process failed\n");
exit(1);

}

else if (pid =0) { /* for the child process: x/
if (execvp(*argv, argv) <0) { /* execute the command */

printf("*** ERROR: exec failed\n");

exit(1);

}

else { /* for the parent:  */
while (wait(&status) !=pid);  /* wait for completion */

}

—~

gl]ﬁ 5-2 source code file exec.c
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° .;’f =1 :/l 9 gda 4 ] o Ao [~ A
MOUTUIAY execvp() UUILABINTBITAUNUA (argument) BY A0 lasnausniziiudoves
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Fork process to
add/remove rule
in iptables

Daemon on
Linux

Program

managment

Lookup userin Audit action in

list and get rule

for iptables isagdfw.log
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V
v A

NET_API_STATUS NetWkstaUserEnum(

LPWSTR servername,

DWORD level,

LPBYTE *bufptr,

DWORD prefmaxlen,

LPDWORD entriesread,

LPDWORD totalentries,

LPDWORD resumehandle

Servername

level

bufptr

[in] Pointer to a string that specifies the DNS or NetBIOS name of the remote server on which

the function is to execute. If this parameter is NULL, the local computer is used.

Windows NT 4.0 and earlier: This string must begin with \\.

[in] Specifies the information level of the data. This parameter can be one of the following

values.

Value Meaning

0 Return the names of users currently logged on to the workstation. The bufptr
parameter points to an array of WKSTA user INFO 0 structures.

1 Return the names of the current users and the domains accessed by the

workstation. The bufptr parameter points to an array of WKSTA_user INFO_1

structures.

[out] Pointer to the buffer that receives the data. The format of this data depends on the value
of the level parameter. This buffer is allocated by the system and must be freed using the
NetApiBufferFree function. Note that you must free the buffer even if the function fails with

ERROR_MORE_DATA.
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prefmaxlen
[in] Specifies the preferred maximum length of returned data, in bytes. If you specify
MAX PREFERRED LENGTH, the function allocates the amount of memory required for the
data. If you specify another value in this parameter, it can restrict the number of bytes that the
function returns. If the buffer size is insufficient to hold all entries, the function returns
ERROR_MORE _DATA. For more information, see Network Management Function Buffers
and Network Management Function Buffer Lengths.

entriesread
[out] Pointer to a value that receives the count of elements actually enumerated.

totalentries
[out] Pointer to a value that receives the total number of entries that could have been
enumerated from the current resume position.

resumehandle
[in/out] Pointer to a value that contains a resume handle which is used to continue an existing
search. The handle should be zero on the first call and left unchanged for subsequent calls. If

resumehandle is NULL, no resume handle is stored.

Return Values

If the function succeeds, the return value is NERR_Success.

If the function fails, the return value can be one of the following error codes.

Value Meaning

ERROR_ACCESS_DENIED The user does not have access to the requested
information.

ERROR_MORE DATA More entries are available. Specify a large enough buffer

to receive all entries.

ERROR_INVALID LEVEL The level parameter is invalid.

31 6-1 anenwazdenveusioneile Aisenlvau
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nngl 61 azuaasswazduavesilsidueitlenFunldanuitenseae udldlundas
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4 @ o a da 9 o o g3 ° 1 1 o

deldsunsamdniimsndaifiefids _spawnl udd Aazihinseuamnniva usertxt

Y R o A 9q 9 A
sarvaiwer lgnszuianase 1) A

#ifndef UNICODE
#define UNICODE
#endif

#include <stdio.h>
#include <assert.h>
#include<fstream.h>
#include <windows.h>
#include <Im.h>
#include <process.h>
#pragma comment(lib,"netapi32")
#include<wchar.h>

#include <stdarg.h>

int wmain(int argc, wchar_t *argv(])
{
LPWKSTA_USER_INFO 0 pBuf=NULL;
LPWKSTA_ USER_INFO 0 pTmpBuf=NULL;
DWORD dwLevel = 0;
DWORD dwPrefMaxLen =-1;
DWORD dwEntriesRead = 0;
DWORD dwTotalEntries = 0;
DWORD dwResumeHandle = 0;
DWORD i;
DWORD dwTotalCount = 0;
NET_API_STATUS nStatus;
LPTSTR pszServerName = NULL;



FILE* stream;
if (argc > 2)
{
fwprintf(stderr, L"Usage: %s [\\\ServerName]\n", argv[0]);
exit(1);
H
if (argc = 2)
pszServerName = argv[1];
do // begin do
{
nStatus = Net WkstaUserEnum(pszServerName,
dwLevel,
(LPBYTE*)&pBuf,
dwPrefMaxLen,
&dwEntriesR ead,
&dwTotalEntries,

&dwResumeHandle);

if ((nStatus = NERR_Success) || (nStatus = ERROR_MORE DATA))

if ((pTmpBuf = pBuf) != NULL)
{
for (1 = 0; (i <dwEntriesRead); i++)
{
assert(pTmpBuf = NULL);

if (pTmpBuf = NULL)
{

fprintf(stderr, " An access violation has occurred\n");

break;

—~



pTmpBuf++;
dwTotalCount++;

}

pTmpBuf--;
stream = fopen( "vfwprintf.txt", "w" );
fprintf( stream,"%S",pTmpBuf->wkui0_username);

fclose( stream );

3
else
{
stream = fopen( "vfwprintf.txt", "w" );
fprintf( stream,"%S","");
fclose( stream );
exit(1);
H
}
else

stream =fopen( "Vprrintf.txt", " );
fprintf( stream,"%S","");
fclose( stream );

exit(1);

—~

if (pBuf !=NULL)

{
NetApiBufferFree(pBuf);
pBuf =NULL;

S

$while (nStatus = ERROR_MORE_DATA); // end do
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if (pBuf = NULL)
NetApiBufferFree(pBuf);

return 0;
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Int WSAStartup(
Word wVersionRequired,

LPWSADATA 1pWSAData);

- wVersionRequired 921iuf1v894395 91 DLL MiSon 14
-2 é 1 l:’
- LPWSADATA aiihumeuiiwoslilés WSADATA Structure waazifludiufiieas

319AL198AYDY DLL
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Typedef unsigned int SOCKET;
SOCKET PASCAL FAR socket(int af,int type, int protocol);

- af LEAANMYDY LBAIATALWIA
a 1Y d| A
- type YUANIT ﬂwm‘;azﬂu Datagram 1138 Stream
a <
- protocol tavedIns lanea 1ilu TCP 159 UDP
A o al o 3 Yy 4 o : A Y ' A 3
eimsiagennaal NERINT listen M358 connect 11 1A mensaaae wnuil
A < d s 2 §y o o o
1SR NAZYIIMS listen uaziolMs connect 91AHS laalBUNAE accept MiniTlu Halnadusides

a t g
VBMIAAANBNIT connect

suuvudda listen

Int PASCAL listen (SOCKET s,int backlog);
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JUuUUAIS accept

SOCKET PASCAL accept(SOCKET s, LPSOCKADDR IpAddr , LPINT IpLength);

FUUUVAES connect

Int PASCAL connect(SOCKET s,const struct sockaddr *name, int namelen);
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sUuuuMas send

Int PASCAL send(SOCKET s, LPCSTR buf, int len, int flags);

JUUUVUAIA receive
Int PASCAL recv(SOCKET s, LPSTR buf, int len, int flags);
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sUuuUAIS close

Int PASCAL closesocket(SOCKET s);

v A 1 1 a a o’/’ 9 9/ A
aannanuudinlumsieuldsunsuouiuladdiu sdeeld DLL uazlunousuduld
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Imsdmuea DLL fldew dntudiadnldudenfinfedestla DLL #l¥a1s ausida

WSACleanUp();
LY v P g ad v o o
ﬂ?@ﬂ1\‘lﬂ1§!‘ﬂ€ﬁﬂﬂ§!!ﬂiﬂ ‘Vnﬁl‘uﬂniﬂiﬂﬂﬂ]u‘ﬂN"lfﬂﬂ!ﬂﬂ

WSADATA wsData;
WORD wVer = MAKEWORD(2,2);
SOCKET minix;
char *szName=MYHOST;
nt status;

struct hostent *he;



WCHAR wszRecvBuf[100];

struct sockaddr_in their_addr;
memset(wszRecvBuf,0,sizeof(wszRecvBuf));
status = WS AStartup(wVer,&wsData);
minix=socket(AF_INET,SOCK_STREAM,0);
if (minix =INVALID_SOCKET)

{
printf("Failed to create socket: %d\n", WSAGetLastError());
WSACleanup();
return -1;

}

bind(minix,(const sockaddr *)&their addr,sizeof(their_addr));
their_addr.sin_family=AF INET;
their_addr.sin_port=htons(MYPORT);

int len=0;

gethostname(szName,len);

he = gethostbyname(szName);
their_addr.sin_addr.S_un.S_addr = *((long *)(he->h_addr));

memset(&(their_addr.sin_zero),\0',8);

status= connect(minix,(struct sockaddr*) &their addr,sizeof{struct sockaddr)) ;

if(status=-1)

{
printf{"\nfail to connect");
WSAGetLastError();
WSACleanup();
return -1;

b

char* msg2 = (char*) malloc (sizeof(char*));

status = send(minix,(char*)msg,100,0);
printf("\nsend %s:",msg);

1f(status<0)

{

printf{"\nfail to send");
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WSAGetLastError();
WSACleanup();
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Last. login: Hed Mar 19 07'57 13 2003 from SessmOotlonsIO on pts/1
Linux debian 2.4.18-bf2.4 #1 Son Apr 14 09:53:28 CEST 2002 1686 unknown

Most of the programs included with the Debian GNU/Linux system are
freely redistributable: the exact distribution terms for each program
are described in the individual files in Jusr/share/doc/*/copyright

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY., to the extent
permitted by applicable law,

Last login: Hed Mar 19 07:57:13 2003 from 192,168.2.10

debian:# iptables L

Chain INPUT {policy ACCEPT)

target prot opt source destination
Chain FORWARD (policy ACCEPT)
target prot opt source destination
Chain OUTPUT {(policy ACCEPT)
target rot opt source destination
debian:™# f
. =
Corfigure sessionoptions. kshz: aES-i2¢e[20, 11 [24Rows, BOCols NTIOO | WNOM 4

31t 7-2 lodimibaaauduwyn to1iyn uazwasiisa (Sudu

Fg192. 168 2.1 (8) SecureCRT e

deblan.”/xsagd?u* Lptables -t HQT -A PRERDUTING ——ln—LnterFace ethl =4 DNQT —t
—destination 192,168.0.254

iptables v1.2.6a: can”t initialize iptables table “NAT": Table does not exist ¢
o you need to insmod?)

Perhaps iptables or your kernel needs to be upgraded.

debian:“/isagdfu# iptables -t nat -A PREROUTING —in—interface ethl —j DNAT -—
o—destination 192,168,0.,254

debian:®/isagdfu# iptables -t nat —A output —out-interface ethO0 —j DNAT —to- de
stination 192.168.0.254

J.ptables. No chain/target/match by that name :
debian:®/isagdfu# iptables -t nat —A OUTPUT —out-interface eth0 —j DNAT —to—de.,
stination 192,168,0,254
debiani®/isagdfu# iptables -t nat -L
Chain PREROUTING {policy ACCEPT?»

target prot opt source destination

DNAT all — anywhere anywhere to:192,168,0,254

Chain POSTROUTING (policy RCCEPT)>

target prot opt source destination

Chain DUTPUT {(policy ACCEPT)

target prot opt source destination

DNAT all — anywhere anywhere to:192.168.,0,254 il
debian:”/isagdfut i X
Ready ~ fssh2: AES-12€{24, 19 [24Rows, 80Cols NTI00 |  [NUM 2

31l 7-3 loflnuilaaau witsmide Inavits iAsuaze wiyniSudi
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Taonguesd 14 vzagu rules.txt Aegi) 7-4

F£192.168.2.1 (5) - SecureCRT: =
File Edit View Options Tramfer Scnpt ‘h‘irmw Help

GVUR|=eQ|EE é{gzg@ lwa

~m1n1x’1.pt.ables conmand INPUT —src sourceipaddress ——dst. 070 0 0 -J REJECT'
rattps —L

Ixxxx: —A OUTPUT —-j REJECT

useratiptables command INPUT —src sourceipaddress —dst 0.0.0,0 —j REJECT
Juserbsiptables command INPUT —src sourceipaddress —dst 192,168.0.1 -j RCCEPT

Wiyt .2 % T E R O R o2 oL oYl oOBT oY LR

| "rules,txt" 5L, 265C ; : > e
| L © ssh2: AES-12¢] :~,,f124Rows, eocds PNTI00

JUA 7-4 nguesglsuuaynd
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bl . £ L qud < % &
NAUUMINETYA  (Boot) 19304910 VMWare vunuielfilulaaeun udivhinisiu

o VPN ) o o a o a g
TusunsunauuieiuTaad 2000 uazuuilsdynd amiusnmsfensudly TavazAendiwiiu Usera

Log On to Window

Built on NT Technology

i

gl]ﬁ 7-5 5@?751!@’1??’41%! usera
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4 a A A o o oi: ° A 9
dlefensudlfuds TulsunsuuufleduTand 2000 axwufl¥ usera MIMiumINITdFofld

) 4 o A o [ 1 o o [
e lofi uazuensu A iehmstiung Iddudynd degl 7-6  druaueuvursayng sy

9 A a a o A a [
YoyandunnniuTadd 2000 155We5 1AMSANAYYDA usera ATy ToRnila Aegal 7-7

ocuments and Settings' Administrator\My Documents\Debugy

Detected User....
s User log inzuserh 006

send userh:192_16A8_2.99A: to Firvewall ——————
Detected User....

{"rules.txt™ 8L, 265C 1,1 ALl
11C1]+ Stopped vi rules.txt

‘ debian:"/isagdfu# ,/isagdfw

{server ¢ Got Action from -> 192,168.2.10

Server : Got String -> userb:192,168,2.99AQ

ﬁ'user { userb address § 192,168,2,99 command$ A

user ¢ userb rules ¢ iptables command INPUT —src sourceipaddress

{——dst 192,168,0,1 —j ACCEPT

{server : closed fAction to -> 192,168,2,10

: lo a < ‘ < N
31U 7-7 wuenvaYn AT TRy N INA T 2000 1F3He3 taziungasluledimda
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A a o o a 1= a 9 o S a 9/ =
disueunuayadiimaiungaslulefmbauds dinsasielefimiag 0wld lefim

ALt Seh o
(HiaNNNYUB usera tHYUN A9 7-8

[§192.168.2.1 (6) - SecurcCRT

Last log.m Hed Har' 19 08'50 48 2003 From 192 168 2 10 on p’c.s.fO
Linux debian 2,4,18-bf2.4 #1 Son Rpr 14 09:53:28 CEST 2002 i686 unknown

Most of the programs included with the Debian GNU/Linux system are
freely redistributable; the exact distribution terms for each program
are described in the individual files in /usr/share/doc/*/copyright

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY,. to the extent
permitted by applicable law,

Last login: Hed Mar 19 08:50:48 2003 from 192,168.2,10

debian:™# iptables L

Chain INPUT {policy ACCEPT)

target prot opt source destination

ACCEPT all — 192,168,2,99 192.168.0.1

Chain FORWARD {policy ACCEPT)

target prot- opt source destination

Chain OUTPUT ({policy ACCEPT)

target rot. opt source destination

debian:™# f

:ééadyvg fsshzi AES-12t{21, 11 |29Rows, B0Cols WT100 [ NOM

gtln 7-8 7aﬁmxﬁaﬁzﬁung1lm usera
nngilaztiuin userb tusziingIdinuinne i 192.168.0.1 1§ asamaaeudaonis
974 (Ping) 11/ 192.168.0.1 vz lanadagal 7-9

AWINNT . System32'\ping.exe

Pinging 192.168.8.1 with 32 bytes of data:

Reply fyrom 192.168.8.1: bytes=22 tined1Bms TIL=128
Reply from 192.168.8.1: hutes=32 tine{iBms TIL=128

JUi 7-9 wan131lal1éia 192.168.0.1 Y0315 users
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wnsiaeud s Taoligldlmi idu usera Talsunsuuufleduland 2000 wsimsdadoya
o 4 o a 1 [ o A
0914 userb lilisAynd iteimsavnguedlefinia uazdsdeynvos1d usera ludiayndine

o A Y o ' L4 Yo 9 " @ [
manaiunguesdly de3i 7-10 dawaveuvudyndas lasudeyawuriu degy 7-11

Documents and Settingsi Administrator\My Documents\Debu

iDetected User....

o000 lUser log intuserh  xxxoxx

——————= send userh:192.168 .2.99A: to Firewall
iDctected User....

Detected User..

Detected U..er....

000% lJser log of f usera IR

—————— send userh:192.168 .2.99D: to Fireuall ————
fooooxwx lUser log intusepra e

f—————— send useraz192.168.2.99A: to Fireuall
Detected User.... }
iDetected User....

g1 7-10 TsunssnuddaFulaad 2000 dieflglomdssidmmumu

F3192. 168 2 1 (5) SecureERT =R

Server ¢ Got Action from -> 192,168,2.,10

Server : Got Action from -> 192.168.2.10

Server ¢ Got String —-> userb:192,168,2,990

user ¢ userb address : 192,168,2.99 command: D

user : userb rules ;1 iptables command INPUT ——src sourceipaddress
——dst 192,168,0.1 —j RCCEPT :
Server : Got String -> usera:192,168.2.99A

user t usera address : 192.168.2,99 command: A

user i usera rules 1 iptables command INPUT —src sourceipaddress

——dst 0,0.0,0 —j REJECT

server : closed Action to —) 192.168,2.,10

server @ closed Action to —> 192.,168.2,10
___________________________ -

Ready issh2: AES-12€/24, 1 [24Rows, 80Cols w7100 [ | 4

FUA 711 samonundlsdynd Ias useyasndulaad 2000
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mmsasvasvlefimia o214 lefimbadegal 7-12

JNdY | zeq|BE8 TR 2R
{pernitted by applicable law,
Last login: Hed Mar 19 08:50:48 2003 from 192,168.2,10
debian:”# iptables -L

Chain INPUT (policy ACCEPT}

{target prot opt source destination
ACCEPT all — 192,168,2,99 192.,168.0.1
Chain FORWARD {policy ACCEPT)
target prot opt source destination

Chain OUTPUT ({(policy ACCEPT)

target prot opt source destination
debian:”# iptables -L

Chain INPUT {(policy ACCEPT >

target prot opt source destination
REJECT all —=192,168%2,99 0.0.0.0
t-unreachable

Chain FORWARD: {policy ACCEPT}
{target prot opt source destination

Chain OUTPUT (policy ACCEPT}
target prot opt source destination
debians“#

Ready

. shzaES1%[24, 11 [24Rows, B0Cos NTIO0 | |

Uil 7-12 loftmiatiiornmstitung veagly usera

[~ 1 3 a ¥ a [ 9 Qs
WAUNNQUD usera WU 3w nUfias assmaaaualsnistleluds 192.168.0.1 a2 1dnads

31/ 7-13



fPinging 192.168.08.1 wsith 32 bytes of data:
b3

H Request timed out.
HRequest timed out.
[fRequest timed out.

31 713 wavesms sl 192.168.0.1 voq usera
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