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Security System By Using The Data Storage Card
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Abstract
This project is the application of the data storage card to store officers’ affair into the card.
The microcontroller MCS-51 is utilized to control and check in reading and writing of the card. It is also
used to communicate in the serial data communication RS-232C to a computer to make the database
system such as name, time in and time out. The further comfortableness of this project is more useful
than using the timecards. Beneficially, it can check officers’ affair even though the documents are

stolen.
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track { ——————>
track 2 —o>
track 3 —————>

of card
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upper edge ——\

track 1

track 2

track 3

region for

magnetic material
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Standard feature of the three tracks on a magnetic-strip card, as specified in ISO 7811

Feature

Track 1

Track 2

Track 3

Amount of data
Data coding
Data density

Writing

79 characters max
6-bit alphanumeric
210 bpi (8.3 bit/mm)

Not allowed

40 characters max
4-bit BCD
75 bpi (3bit/mm)

Not allowed

107 characters max
4-bit BCD
210 bpi (8.3 bit/mm)

Allowed
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Contact Designation Function

Cl Vce Supply voltage

C2 RST Reset input

€3 CLK Clock input

C4 RFU Reserved for future applications, presently not used
Cs GND Ground (earth)

C6 Vpp Programming voltage (generally no longer used)
C7 1/C Serial communications input/output

C8 RFU Reserved for future applications, presently not used
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2.7 Data Transmission Protocols
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1) (back and front) InasefduaznanaUa U lumuasuuilas

[ Transmission protocols l
|
| I

I memory chips ] | processor chips
SLE 44083 derivalive T1=0
C bus (S=8) T=1
2-wire {S=10) T=2
3-wire {8=9) T=14 (Germany)
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Transmission protocol Meaning
T=0 Asynchronous, half-duplex, byte oriented, covered by ISO/IEC 7816-3
T=1 Asynchronous, half-duplex, block oriented, covered by ISO/IEC 7816-3
and |
T=2 Asynchronous, full- duplex, block oriented, covered by ISO/IEC 7816-4
T=3 Full-duplex, not yet covered
T=4 Asynchronous, half-duplex, byte oriented, extension of T=0, not yet covered
T=5to T=13 Reserved for future functions, not yet covered
T=14 Reserved for future functions, no ISO standard
T=15 Reserved for future functions, not yet covered
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SLE 4436/36E

Intelligent 221-Bit EEPROM Counter
for > 20000 Units with Security Logic
and High Security Authentication

Features

e 221 bit EEPROM and 16 bit mask-programmable ROM

104 bit user memory fully compatible with SLE 4406/06E
—64 bit Identification Area consisting of e
+ 16 bit Manufacturer code (mask-programmable ROM) o

« SLE 4436:
8 bit Manufacturer data, card issuer dependent (ROM) M3

40 bit for personalization data of card issuer (PROM)
» SLE 4436E:
48 bit for personalization data of card issuer (PROM)
—40 bit Counter Area including 1 bit for personalization (PROM/EEPROM)

133 bit additional memory for advanced features

— 4 bit Counter Backup (anti-tearing flags)

— 1 bit initiation flag for Authentication Key 2

—16 bit Data Area 1 for free user access

—48 bit Authentication Key 1

—either 48 bit Data Area 2 for user defined data
or 48 bit Authentication Key 2

—16 bit Data Area 3 for free user access

e Counter with up to 33352 count units fully compatible with SLE 4406/06E
— Five stage abacus counter
— Due to testing purposes a maximum of 21064 count units is guaranteed

e Counter tearing protection
— Backup feature activated at choice

e High security authentication unit
— Random number as challenge
— Individual secret Authentication Key 1
— Optional individual secret Authentication Key 2
— Calculation of up to 16 bit response
— Calculation of a 16 bit response within 30 ms at a clock frequency of 100 kHz

e Transport Code protection for delivery
o EEPROM security cells in sensitive areas

e Chip circuitry and chip layout optimised for high security against physical and electrical
signal analysis

Short Product Information 317 07.99
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Features (cont'd)

e Ambient temperature -35 ... +80°C

o Supply voltage 5V £10 %

e Supply current <5 mA

e EEPROM programming time 5 ms

o ESD protection typical 4000 V

« Endurance minimum 10° write/erase cycles / bit"
 Data retention for minimum of 10 years”

e Contact configuration and Answer-to-Reset (synchronous transmission) in accordance
to standard ISO/IEC 7816

Table1  Ordering Information

Type Package? Access of 3rd byte

SLE 4436 M3 3 Data of 3rd byte are programmed by Infineon exclusively
SLE 4436 C (&

SLE 4436E M3 M3 Data of 3rd byte are programmed by the card

SLE 4436E C C manufacturer at personalisation

" Values are temperature dependent
2 Available as a wire-bonded module (M3) for embedding in plastic cards or as a die (C) for customer packaging

Short Product Information 417 07.99



SLE 4436/36E

Pin Description

Figure 1 Pin Configuration Wire-bonded Module (top view)

CLK — VDD
R ST ===P SLE 4436/36E
o <—» )
Figure 2 Pad Configuration Die
Table 2 Pin Definitions and Functions
Card Contact |Symbol Function
C1 VCC Supply voltage
C2 RST Control input (Reset Signal)
C3 CLK Clock input
C5 GND Ground
C6 N.C. Not connected
C7 1/0 Bi-directional data line (open drain)

Short Product Information 5T 07.99
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technologies

General Description

SLE 4436/36E is designed for applications in prepaid telephone cards. The chip consists of an
EEPROM memory of 221 bit, a ROM of 16 bits, a control/security unit and a special computing unit
for chip authentication. The shaded blocks in the block diagram (Figure 3) contain the enhanced
features of SLE 4436/36E compared to SLE 4406/06E.

Programming Unit

i ! i

Authentication Memory Unit
Unit
o Data Areas
Counter 4Backup Unit -
Address s .
Unit Authenti- SLE 4436 SLE 4436E
cation eyt Identification Area Identification Area
. 40 bit blockable PROM
optional 48 bit blockable PROM
Authenti- . 8 bit Manufacturer Data
cation Key 2 16 bit Manufacturer Code 16 bit Manufacturer Code

! : ! '
Control Unit (Security Interface)

S

CLK 110 RST GND VCC

Legend
Shaded blocks - Enhanced features of SLE 4436/36E compared to SLE 4406/06E

Blocks marked by cross hatch - Defined by chip manufacturer

Figure 3 Block Diagram

e Memory Unit
Counter, Identification Data (e.g. serial number, expiry date) and Data Areas.

e Address Unit :
Setting of the address counter is synchronously with the CLK.

e Programming Unit
The programming voltage for the EEPROM/PROM is generated internally.

Short Product Information 6/7 07.99



SLE 4436/36E

e Backup Unit

An associated backup bit indicates an interrupt caused by e.g. tearing a card out of a reader
without mechanical locking device during a reloading cycle of a devaluated counter stage.

¢ Authentication Unit

The secret algorithm offers a challenge & response procedure for individual card
authentication; the optional activation of cipher block chaining allows the certification of a
counter decreasing procedure.

e Security Interface
Ensures a minimum and a maximum frequency and proper logical voltage levels.

Short Product Information YaIETE 07.99
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MM74C922 - MM74C923

General Description

The MM74C922 and MM74C923 CMOS key encoders pro-
vide all the necessary logic to fully encode an amray of
SPST switches. The keyboard scan can be implemented
by either an external clock or external capacitor. These
encoders also have on-chip pull-up devices which permit
switches with up to 50 kQ on resistance to be used. No
diodes in the switch array are needed to eliminate ghost
switches. The internal debounce circuit needs only a single
external capacitor and can be defeated by omitting the
capacitor. A Data Available output goes to a high level
when a valid keyboard entry has been made. The Data
Available output returns to a low level when the entered
key is released, even if another key is depressed. The Data
Available will return high to indicate acceptance of the new
key after a normal debounce period; this two-key roll-over
is provided between any two switches.

An internal register remembers the last key pressed even
after the key is released. The 3-STATE outputs provide for
easy expansion and bus operation and are LPTTL compat-
ible.

October 1987
Revised April 2001

16-Key Encoder  20-Key Encoder

Features

W 50 kQ maximum switch on resistance

H On or off chip clock

M On-chip row pull-up devices

B 2 key roll-over

B Keybounce elimination with single capacitor
M Last key register at outputs

B 3-STATE output LPTTL compatible

B Wide supply range: 3V to 15V

M Low power consumption

Ordering Code:

Order Number | Package Number Package Description
MM74C922WM M20B 20-Lead Small Outline Integrated Circuit (SOIC), JEDEC MS-013, 0.300" Wide
MM74C922N N18B 18-Lead Plastic Dual-In-Line Package (PDIP), JEDEC MS-001, 0.300" Wide
MM74C923WM M20B 20-Lead Small Outline Integrated Circuit (SOIC), JEDEC MS-013, 0.300" Wide
MM74C923N N20A 20-Lead Plastic Dual-In-Line Package (PDIP), JEDEC MS-001, 0.300 Wide

Connection Diagrams

Pin Assignment for DIP

1 U 13

ROW Y1 — Vec

Row vz =2 17, oara ouTa

Rowv3 -] 115 pava ouTs

Aowvs 1S pata oure

DSCILLATOR — 112 oata oo
KEVBOUNCE MASK — 2 qUTPUTENRBTE
coLumn xs 2 L2 oaTa avalLAsLE

coLumn x3 -4 LY. coLumnx

o 110 coLumnxz

Top View
MM74C922

Device also available in Tape and Reel. Specify by appending suffix letter “X" to the ordering code.

Pin Assignment for SOIC

N
ROW Y1 —{1 20 b= Voo
ROW Y2 = 2 19 |~ DATA OUT A
ROW Y3 —{ 3 18 |— DATA OUT B
ROW Y4 —{ 4 17 f— DATA OUT C
NC—5 16 j— DATA OUT D
OSCILLATOR —{ 6 15 = NC
KEYBOUNCE MASK — 7 14 f— OUTPUT ENABLE
COLUMN X4 —1 8 13 = DATA AVAILABLE
COLUMN X3 —{ 9 12 f— COLUMN X1
GND — 10 11 |~ COLUMN X2
Top View
MM74C922

© 2001 Fairchild Semiconductor Corporation DS006037

www.fairchildsemi.com
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DS1307/DS1308

DALLAS

SEMICONDUCTOR

DS1307/DS1308
64 X 8 Serial Real Time Clock

FEATURES

© Real time clock counts seconds, minutes, hours, date
of the month, month, day of the week, and year with
leap year compensation valid up to 2100

® 56 byte nonvolatile RAM for data storage

® 2—wire serial interface

® Programmable squarewave output signal

® Automatic power fail detect and switch circuitry

® Consumes less than 500 nA in battery backup mode
with oscillator running

e Optional industrial temperature range —40°C to
+85°C (IND) available for DS1307 and DS1308

® DS1307 available in 8—pin DIP or SOIC

® DS1308 available in 36—pin SMD BGA (Ball Grid
Array)

© DS1308 accuracy is better than +2 minute/month at
25°C

ORDERING INFORMATION

DS1307 Serial Timekeeping Chip;
8—pin DIP

DS1307Z Serial Timekeeping Chip;
8—pin SOIC (150 mil)

DS1307N 8—pin DIP (IND)

DS1307ZN 8—pin SOIC (IND)

DS1308 36—pin BGA

DS1308N 36—pin BGA(IND)

DESCRIPTION

The DS1307 Serial Real Time Clock is a low power, full
BCD clock/calendar plus 56 bytes of nonvolatile SRAM.
Address and data are transferred serially via a 2-wire
bi-directional bus. The clock/calendar provides
seconds, minutes, hours, day, date, month, and year
information. The end of the month date is automatically
adjusted for months with less than 31 days, including
corrections for leap year. The clock operates in either
the 24—hour or 12-hour format with AM/PM indicator.
The DS1307 has a built-in power sense circuit which
detects power faiiures and automatically switches to the
battery supply.

PIN ASSIGNMENT
x1 01 R 8] Vec
x2 [ 2 7[] sawout
Vear L] 3 s[] scL
GND [ 4 5[] spa
DS1307 8-PIN DIP (300 MIL)
x1 0| 1 8 M Vcc
x2 |2 7[00 sawout
Vear 00| 3 6 10 scL
GND [Tl 4 5 [T SDA
DS1307Z 8-PIN SOIC (150 MIL)
Afp ef D
1HOoOO (O(D|— ono
M AN SNy
GND <2 {_/ (./ (../ (_/ > VCC
sl Q0
SIS 0 sQw/
VBAT e <t o
5%, e >
GNo—s| (D (D (O (D |— eno
7| (LAY Pl
SCL b o SDA
€ Q0 o) =
GND — 9 (_) (3 (_) (_} — GND
DS1308
36-PIN SMD BGA
(TOP VIEW)
PIN DESCRIPTION DS1307/DS1308
Vce — Primary Power Supply
X1, X2 — 32.768 kHz Crystal Connection
VBaT — +3 Volt Battery Input
GND — Ground
SDA — Serial Data
SCL — Serial Clock
SQW/OUT — Square wave/Output Driver
DS1308 PIN IDENTIFIER
Vee - C2,C3,D2,D3
VBaT — A4,A5,B4,B5
SDA - C7,C8,D7,D8
SCL - A7,A8,B7,B8
SQW/OUT — C4,C5,D4,D5
GND — All Remaining Balls

020999 1/14
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