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Abstract

A digital signature is bit-stream rather than a written signature that can be used by someone to
identity sender of a message or signer of a document. It can also be used to ensure that the original
content of the message or document that has been conveyed is unchanged. Additional benefits to the use
of a digital signature are that it is easily transportable, cannot be repudiated, cannot be imitated by
someone else, and can be automatically time-stamped.

A digital signature is based on asymmetric cryptography where every user has a unique pair of
private and public keys, duly certified by a trusted Certificate Authority. When he or she.signs a
transaction, a unique mathematical code is created with the help of his or her private key and the actual
content of the transaction. This "signature”, which is bound to the transaction, can identify the signer's
identity by its relationship to the digital certificate.

This project brings the adventage of digital signature to use with Microsoft word. It brings

more functionality to Microsoft word to sign and verify digital signature. Program that created in this

project is using Microsoft visual C++. It can cooperate with Microsoft word 97.
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for each 16-word block begin

end

A :=HO;B :=HI1;C:=H2; D :=H3;E:=H4

for I :=0to 19 begin
TEMP =S(5,A) + (BAC) V (—BAD)) + E + W(I) + 5A827999;
E:=D;D:=C;C:=S(30,B); B:=A; A :=TEMP

end

for I := 20 to 39 begin
TEMP =5(5,A) + (BD C@D) + E + W(I) + 6EDIEBAI;
E:=D;D:=C;C:=S(30,B); B:=A; A :=TEMP

end

for I := 40 to 59 begin
TEMP =§(5,A) + (BAC) V (BAD) V (CAD)) + E + W(I) + 8FIBBCDC;
E:=D;D:=C;C:=S(30,B); B:=A; A :=TEMP

end

for I := 60 to 79 begin
TEMP :=S(5,A) + ((B(‘B C@D) +E + W(I) + CA62C1D6;
E:=D;D:=C;C:=S(30,B); B:= A; A := TEMP

end

HO = HO+A; Hl :=H1+B; H2 := H2+C; H3 := H3+ D; H4 := H4+E
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MS_DEF PROV "Microsoft Base Cryptographic Provider v1.0"
MS_ENHANCED_PROV "Microsoft Enhanced Cryptographic Provider "
MS_DEF_RSA_SIG_PROV "Microsoft RSA Signature Cryptographic Provider"
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