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Network Intrusion Detection System (NIDS) for Win32

Mr. Chawdee  Baramee
Mr Matee Chumpucha
Mr. Thana Hongsuwan Advisor

Mr. Akkradach  Watcharapupong Advisor

ABSTACT

Security is one of the most important topics when use computers on network because there are
many attacks via computer network nowadays. This kind of network intrusion can be categorized into 2
types, first is Reconnaissance system and second is Denial of Services (DoS) attack. NIDS can help
Administrator to analyze any problem when their network is attacked. Today, NIDS is developed in
UNIX platform because UNIX operating system is stronger in TCP/IP stack than Windows operating
system.

NIDS for Win32 is developed in ability to reduce attacking effect in own host. NIDS for
Win32 was designed by knowledge in attack’s effect. This Knowledge bring forth to control attacking

effect by restrict amount of packet and opportunity time for attack analysis.
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[ZI1SAG 11 - SecuieCRT s =10} x]
File Edt View QOptions Transfer Script Window Help
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B TS R | BRES &R P

root@Isagi1:/home/chawlt nmap -0 161.246.4.3 .:j

Starting nmap U. 2.54BETA28 ( www.insecure.org/nmap/ )
Interesting ports on diamond.ce.kmitl.ac.th (161.246.4.3):

{The 1537 ports scanned but not shown below are in state: closed)
Port State Service

21/tcp open ftp
227/tcp open ssh
23/tcp open telnet
25/7/tcp open sntp
37/7tcp apen time
58/tcp open donain
88/tcp open http
118/tcp open pop-3
113/tcp open auth
135/tcp open loc-srv
587/tcp open submission

Remote operating system guess: HP-UX 18.28 E 9888/777 or A 712/68 with
tcp_random_seq = 8

Nmap run completed -— 1 IP address (1 host up) scanned in 3 seconds o
root@Isagit:/home/chawit ]
Ready [ssh2 3DES 23 25 [23Rows, 70Ccls VT100- | INUM

71 3-2 Waunsst nmap imisasavaevyfianis il HP-UX
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