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An XML - based GUI Tool for firewall Configuration

Mr. Niwar Nimmansakda 41014228
Mr. Prakasit Asavapakdepan 41014246

Dr. Visit Hirankitti Advisor

ABSTRACT

This project developed a software tool for easy configurating of IPtables Firewall. we made the
tool so easy that a novice can use it. To use this software tool the user must have IPtables Firewall in
use. To make this firewall product configurable we adopted XML to describe network policies of a
firewall and provided GUI to easily access to and modify these XML elements.

This tool allows the user to config a firewall remotely. The user can search for any policies
previously set for viewing and modification. The user are given with options to set policies, Ftp service,

Telnet service, HTTP service, and so on
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B v 9
o anwilaeasoszimuiudnintios (@19na1 ldTeglusedu@eriu dual-

home host ﬁvl@’{)

Y o =3 d
Jerduvesaaaanssnansulaan

9 v v v v v
e 313a59019RIM AN TN IINIAY  auvaduleauasafuiiaus

o
12130

T T
I3 a

e fumndenaeuRnuIuNguezgniRuAYNaiuilus uaes

® ﬁﬂqjlﬂ"l IP spoofing

e fianu'lilasasen enunsadwuasulsasld

=} d o Ly
aoiasnssuaniulaasminzaivisy
® |pTevnlinsAnnetUINSaUIUNBUDNIIDY
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e insevwiilesiudvlussiuveslaadnogidn
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2.2.3 amiaenssuanIudunin (Screened subnet architecture)
5 a P
ﬁnﬁ‘]ﬁunisnuunﬁﬂ?uﬁmﬁm (Screened subnet architecture) ZINAVINNTTIIVAUYUDN
()] o & 4 3 a o
nawq dawundszneududuniduszuy MdmusuRinevosnnulasasvuuaoilaonss uuan
) o A : [ aa 4 v ]
sulead lauWusuveunseu10mesines (perimeter network) tWouus 13 ov10n1wluen
a s o ac ‘d’ P o A Pl o =) a
swmesiita lagismstiaunsaiuanudasaioldinn wesnnlaomatimsilosfuiiisegadion
a a 3 ‘g é’ d o 3
udrdmnfannundominnelidunlantasrtuinuds sruuiinuaierndiusuasioldudd
~ o c:l { A a 5 @ Y : a
mindimsilesiunaresu suffunisaaniudvafionezifavuduszuudas Taodnduusnia
3 v v E
anudemenietidulantasudmud szvvdalidndunseiloasuszuuveusinindunaniu
Litflduniawszuuveust Wunsfvanuasasslifuszuuveasnidoiionngnlend edi'ls
=4 9 sa > v 3 & a o o viar A A, a
nANIsTuLHaNes I (filtering) 33 1audazdusyana lududvadiu uimivaud 1l ldmuany
Uaeaduias dalsznevvesamilaenssuwvaniuduitia Usznovdiosumes 2 @2 fAilsey
T=vEie Y 1 o < 1 ' < o S ad
3eMINBURETIIANY Perimeter Network @audARINTI0Y32M1 Perimeter Network fuiiaiisn
v 9 < ad 9 ] s 9 =3 o o X2 9 q’/,
mulu dvnesiduuniztiadsnnwludesriusunesidunts 2 dadaedu fudinzmedusn
o o g o ' o o ] .: :
dnduvadulaadls udfdadosriuisuaesiludn fezdunduniodemeluld safuamy

o 4 1 o g
‘l.l’di)ﬂﬂU‘U’ﬂ\ilﬂ?'(’]@ﬂ'lUi‘ulﬂ?ﬂ‘u'ltﬁlﬂ@ti”lﬁﬁﬂ’]’lﬂijﬁﬂﬂﬂﬂﬂ'lﬂilu

v

v 555 d
UM 2-20 wansaarifnenssunuyaniudunin (Screened subnet architecture) laglSisunos 2 #9

o < J > 1 r P aa d o Y &g ¥ a 4 o & o
laom luvaduleadezaseguuniodiomesimes imthiilduSnsnsend Falaoia
A { { v o 4 { aQ s 4

Tudrezdhuniesiiinnudsgeionsgaland uasinifhuiuniesdidlausams iy Toadauq

=< 9 9 o o a =3 v o =% o o L=

sdedlinnuddyquaduiiey Fudhesnnondesfuudfinecgayngndmsyluaniy

Y o 4 [P a [ U LY 4'1 Y n’: Y A

Tsaddwwasulaadgnyngn vzlifioz lsiiesflesiusenhaiusunieananioly dnfudriinuyn
1 I huwaduTeadvesaniulsad Iddeduun1ds1aTalug Gackpoy

TasmsuvsuaduTead BuunSevwmosiiaes seaunsoaanansznufiiasinmsiil

o e ' o ¥ P R
ﬂu‘ljﬂiﬂlt‘l]ﬁ‘lfuiﬂﬁﬂ Nu%%‘lﬁ')U‘ﬂﬂQﬂuffJuﬂiﬂ1Uﬂ1il{llTﬂle"hJﬂQﬂ‘U‘VNﬁllﬂ
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e Jod-derduvesamaunssuaniudunin
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uszAvanudaeanuiige dynyndesiunanuamudunouiiozdn
P e | A
w3ovmeluld

o ] d a e 1d A
aiveryumsgeilaiisn (network hiding) 1ziuainidsn DMz

1o 4, 1 a J
mniunsruiudesllamoded1ddumnesiia

Y o v &
vaiasvasanenssuans uaunin
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foamansnonsiuiey Aodesmsnuvasulsauazisuaesaoq
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UNN 3

IPtables

v v
i{luya Built-in vosdyndntinesiuadaud 2.4 dudull 1¥dwmsuats aaugu uazasae
ot v = v d ad d ad o o
aoungnus lumsnsesdoyairuhlinsenihadiadsanousnuasiiadsnnelu uazddlosiu

4 ad ¥ o o Yy 1Y Yo a v 4 ad
Luﬂi’)iﬂlmzﬂﬂl&aﬁ‘lﬂﬂf] mﬂryﬂu"lﬂiuaqwﬂmmuwmﬂuisumuwmmlmm

Y 8 o o ¥ o A

MINMANNAMYV4 IPtables NADIM fio

e Iiansdeyan ldsveynnaliidundsivanglduazdfiasdoyah li'ldsvoyanald

v d ad A A a d 3 ae
mnﬂummﬁﬂ ‘HSﬂlﬂif]\lﬂf]llW’J!ﬂﬂiﬂw‘lumm’Jiﬂ

a @ o a a dodd d

® 1ﬁ'mms"luanym:*umﬂmsnmmsmé‘nmeuﬂa ﬁﬂﬂUﬁQﬂﬂ’JﬁJWU'IU]lHJ’?NLLﬁﬂLﬂBi

a "3 = Y v 4 ad & a sy 1Yo

‘HiSuﬂﬂaiﬂﬂﬂmﬂ‘w&’lmmm%w11118\1!1191!’35ﬂ‘118\115‘| %'lﬂ!ﬂi’f)\iﬂ’ﬁ')ilW'JmﬂiﬂhliJi’i]ﬂ

@ a
(Untrusted Computer) DUHia33 nN1610N

3.1 CHAINS

9
Chain 1111990031 4 chain il

@ INPUT

v
Iy 1

- WhswreuRndaiifueamsmlaemsgiiniesiliead winfafigndan
1%14570ad)
® QUTPUT
- WasnaeunRnfanivennsaaumaiiuniediwioad witndiai W3 eada
2801)
® FORWARD
- 1¥asremouuiniiai Witiueamsadumanietalonenssiunioslnisead
uitndafidein1éoas)
® User-Defined chain

' 7 ° 3
- Wunquuesnguaengd ldfludivuatiues

] ¢ 4
Tasfuaaznguuesngnaanivezgminniduoniu Sasaaeuudilinsefungusn Ao
weulUasiedeumsiaudungaen 1 uazdliassdunglan mo fezldasreaouiiulenne

E4 id

q’; 2 o g v A
(Policy) ¥4 chain 1719 Galaonaq TdudrezidlumsaSetunnifiariuingle

NIENTR): INPUT, OUTPUT o FORWARD foutlu Built-In chain
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3.2 TABLES

-t, —table

19d M35y packet matching table Taoiiuvseaniiiu 3 table fait
® filter
- 1{lu default table U52NOVAIW Built-In chain A0 INPUT, OUTPUT Az
FORWARD
® npat
- iy table ﬁi%'ﬁ1ﬁ§'ljﬂ1i 711 Network Address Translation (NAT) 1senoy
$20 Built-In chain ie PREROUTING, POSTROUTING (a2 OUTPUT
® mangle
- iy table MFEMTUMsRnulauindauuuiey  Uszneudae

Built-In chain i9 PREROUTING (8¢ OUTPUT

3.3 TARGETS (€1%34 filter table)

o e % ° a o (et o v =
NITATIVADUUNANG lptables %8141510631’6ﬂﬂﬂl@ﬂltwmﬂﬂvlﬂﬂi’J‘ﬂ’dﬂ‘UﬂUﬂQﬂN“'} N

o llls‘ o w 9 1 (] o 3 < A o o o [ l{l [
YU LINalIay Tﬂﬂﬂ'm'lﬂ’l'l‘limiﬁﬂﬂﬂguu ﬂ‘ﬂzmﬂ‘lﬂ‘ﬂ%539ﬁﬂﬂﬂﬂﬂ§]1ﬁﬁ’lﬂﬂﬂﬂ 1 um

v = < a o ;’1 ava o g d 3 a ]
NINININYALIBYAYDUNNNAATINUNHUY iptables ‘ﬂ‘&,’ﬂg‘ﬂ UUANUNAUU mumsu"ﬁ'ﬂsamuﬂmq

target

=y 2 Al , 2
Target 613130521 |AMA00618 NIMVUNSIMUAIDL (User-Defined chain) ¥3oifionto1mnile

% Built-In chain @8 12Ji1

ACCEPT
4 v
- dedudnimiude lilfsiszy 1 luneams mlatoma
DROP
L S & d as
- 4 (ay) wianaiuldaaniaisn
REJECT
- fwdnfaufoady DROP udwiimsaddeanunduliileadauma iold
o9 v < S A A’f q’
Teaaaumaens i uinianasuiy lauauns
QUEUE
a Y o o v 3 dg A o 1Y ¥
- il target WIAH Fdmsvdwnmna ldsefrdmsy userspace processing HDN910
Vi Sy d AR g Y d A
Ny ldsunsumdseuinfaiuey uininmiuizgnaseliuas
RETURN
- duilu Built-In chain 191 *iptables ~A FORWARD -p tcp —j RETURN" 9z1)§j1i@d0

=1 =1 A . (2= a v A Y 5 i
uininaaiiowd lufing lanias uao vufe 921119 policy 404 chain unu
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- duihu User-Defined chain 15U ‘iptables —A my-new-chain —p tcp —j RETURN’ 220

¥
unminandu liassaeudungee 11lu chain Aeunshilunu
® LOG

v 2 9
- TuhnUeyaaa log

3.4 OPTIONS
© COMMANDS (§113U9AN 31U chain)
-h, —help
Help 9105110 11a¥ syntax Y89 command A1)

Example: iptables -h
-N, —new-chain
7514 chain 11y (User-Defined chain) YN

Example: iptables —N my-new-chain

-X, —delete-chain

{ g é L 1
U chain N05199u03 (User-Defined chain) &1 liifinganiailan egme

unzdealiily target vasnginaailan A2 (limunsaay BuiltIn chain 16)

Example: iptables —X my-new-chain #aY my-new-chain
iptables -X #ay chain MInuaRignas NIU uag
awsoay g

-E, —rename-chain
1/du130v04 chain

Example: iptables —E old-name new-name

-P, —policy

> 2 _ o o ad = d Jg v o
BIGIOT policy U®N chain ﬂ"lﬁ5‘Uﬂim‘ﬂ‘i'lﬂﬁmﬂﬂﬂﬂlﬂﬁuwmﬂﬂvhlﬂiﬁﬂ‘ljﬂg]

o
N 199 1aY

Example: iptables —P DROP #A gﬂﬂnﬂllﬁﬂlﬁm
iptables —P FORWARD DROP  #a3euynusinifia

{ o a
inesiIsa



-L, —list
b 1
nerasngnuaiianuaiioglu chain

Example: iptables -L

-F, —flush
aungunaiin1ola chain 1
Example: iptables —F #aungina 9 T‘I{T Hﬂﬁﬁlﬂg' ?unﬂq chain
iptables —F FORWARD  #aungunaisinianualungy
FORWARD

-Z, —zero
[~ ' v o o
JiFamdniuswaungnaei1diiiu o

Example: iptable —Z FORWARD

COMMANDS (115 udamsiunginaainieg selis chain)
-A, —append
munguein hingduiegalu chain

Example: iptables —A FORWARD —p tcp —§ ACCEPT

-I, —insert
Y o o o A b4 o Y
unsnngein lWdadrdunszydrennoaviisimua @maneauiiy 1 e
¥
ldngiiungusngaved chain 1ay)

Example: iptables -I FORWARD 1 —p udp — ACCEPT

-R, —replace
° ] i a o o A 9 Ao
mngiwu"lﬂxmumgm:Jﬂ3amﬂ‘lmizumuwnwtaﬂmmwuﬂ

Example: iptables —R FORWARD 1 —p udp —j DROP

-D, —delete
' 4 o ' 4 i
aungmulunguusenginuains sdiunuaszyaonuoavidiua
A P o do ¥
niongusniinseiuiiivua 13

Example: iptables D FGRWARD | #aungusnlungy FORWARD
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iptables -D FORWARD —p udp —f DROP ~ taungusnitnsa

Y @ a i ’ Y o’: Y
voduna: HINIT URNYAIY option *-A” 181 15 1asaaungderinldde
Option ‘-D’ ﬁnﬂu mirror AU (AU
iptables ~A INPUT —p icmp — DROP #ngiiu@ a6 Option A’

iptables -D INPUT —p icmp ~j DROP #aungiuniuni1 1118 Tae 19 mirror

® PARAMETERS
Parameter via"hlf':mmsﬂﬁﬂﬂ1%'aﬁaﬂ1sszu%uﬁ'¢h\m dmSungunaist
-p, —protocol [!] protocol-name
dmsuszy Ins Ianeavowinifin Taveansossyld 4 uuu Ao rop, udp,
icmp W38 all wazeusold «r Wufidumthues protocol-name ieliTinY
nnolumeasedudla

Example: iptables —A FORWARD —p tcp —j ACCEPT

-s, —source, —src [!] address[/mask]
dmsuszyreamsadumeveiinda

Example: iptables —A FORWARD —s 161.246.5.119 — ACCEPT

-d, —destination, dst [!] address[/mask]
dmsusyyueamsalatemavaaufiniia

Example: iptables —A FORWARD —d 161.246.5.120 ~ DROP

Vs IEHe:
woauns @ 19szapiu mansoseyld 4 sUiudufie &l
1 seydudedu ey “localhost’
‘www.ce.kmitl.ac.th’
2. syyidhulefueaasd 1y 127.0.0.1
‘161.246.4.2°
3. seyflugeveslefiueamsa Tavldmsseyduinndauuude
U 161.246.5.004 HSTUTIMOARTTAUSA 161.246.5.0 FUTa
#161.246.5.255 Taolduinundadiu 1’
#24 1@ (255.255.255.0)

[} ~ v Y (=1 d d
4. szpihurveslofiueams e Taoldmis szydumiamndanuui
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—tep-flag [!] mask comp

dmsuszyunanvosiinifaiidesmsasinaoy Taoutuilu 2 ga Taoi
urlangausneznineia gauraniiisdosmsasiedou wazunangafinessz
flv gaunanigrian Fvannsoszy1d&u SYN, ACK, FIN, RST, URG, PSH, ALL
1o NONE

Example: iptables —A INPUT —p tcp —tcp-flag ALL SYN,ACK —f DROP

[']-syn
oitia 3 d A v > & Qi
S MIVIZYUANNANINIGSBIUD TCP connection Favziluunnifian SYN
flag QMM LiAT ACK flag i FIN flag gainaes @anumnusu@erdumsly «—
tepflag SYN,ACK,FIN SYN’)
Example: iptables —A FORWARD ~p tcp —syn — ACCEPT

—tcp-option [!] number
s uszyuRnifinilin1sisaa1 TCP option (foyamiudy) Hunmoay
{ o < g 1y g o wa
anffimua Fuindialali TCP header i liauysaifazgnasedlulassaluia

Example: iptables —A FORWARD —p tcp —tcp-option 536 —f ACCEPT

® UDP EXTENSIONS
UDP Extension vzanﬁaﬁ%{um t’ﬁﬁmsszu ‘-p udp’ N30 ‘-protocol udp’ uwaz 143
npunasilaiingsfudnuda .
—sport, —source-port [!] [por[.port]]
@f‘haﬁmﬂ"lé"lud U —sport, —source-port [!] [port[:port]] Y94 3.5.1 TCP
EXTENSIONS (W5 1zt1ilpufiu
Example : iptables —A OUTPUT —p udp --sport 1077 —j ACCEPT

—dport, —destination-port [!] [por:[:porf]]
af1e51101Tudu ~dport, —destination-port [!] [por([:pors]] Y04 3.5.1
TCP EXTENSIONS (W3 12ivilauiy

Example: iptables —4 INPUT —p udp --dport 12345 —j DROP
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@ [CMP EXTENSION
5 J IS = 5 <~ < - ’
ICMP Extension %Qﬂiwamum ﬁmmssxu ‘-p icmp’ Y130 ‘-protocol icmp’ UL
lifingunaiailafinsefudauda
—icmp-type [!] type
Y d d da o &
TMIUITYUNUNANY ICMP type AN type NINTHUA HYINTUTITD

suaduninuamiede ype 714

Example: iptables —A FORWARD —p icmp --icmp-type 3 —j DROP
HAEHE): a5 0i3ung ICMP type A9 1AA0

‘iptables —p icmp —h’

® OTHER MATCH EXTENSIONS

% 1o g 2 N9 o
Extension NQUU 9:ADIVUAIY —m Y150 —match

mac
—mac-source [!] address
dmSuszyUUnIDAINT AVUBIDITDS TAR 1FA UMV IuRnfa
Farzoglugthinn XXXXXXXXXKXX Taomsseyhuwyi 021418
1 INPUT, FORWARD %38 PREROUTING chain (1111
Example: iptables -A INPUT -m mac --mac-source
00:60:67:30:AC:E5 -j DROP
limit

f"rm%”ns:uhmummum‘i’ﬁunm‘fuq Tausin19n90gY LOG target ite
1¥adaumsiiuiin log
-limit rate
ﬁm%”uﬁmﬁwmfﬁmaummum‘fﬁungxfuq AOFIIA M
Tasansadendanar dnatouny dai “/second’, ‘/minute’, ‘/hour’

W30 */day’ 1A0A1 default AD 3/hour

HEHA: /s’ = ‘/second’
‘/m’ = ‘/minute’
‘e’ = ‘/hour’

—limit-burst number
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dwmfuszysigegavesduaumsuumdiungiug  Tavezga3
s = 4 o d s o o A
MIWAzHI 09 ASINENIMsIUMGIUYeIngiuq deuniiszy 13 la
. . A Y A
~limit A1 default AD 5
Example: iptables —A INPUT —m limit --limit 3/m --limit-
burst 3 - LOG

multiport
s o s o 2 = o i P
iT'lHi']JSS‘lJWE)iWHﬁ']U"] wasm‘luﬂg mmmms:um 15 wammwmng
uaennsaldaléfulns Janoa TCP uaz UDP miniy
~sport, —source-port [port[,port]]
o o o =1 =
mnsu_szuwamwumwmuwmﬂﬁ
Example: iptables —A FORWARD —p tcp —m multiport —sport 21,23
—j DROP

—~dport, —destination-port [port[, port]]
dmsuszynosalaromavesuinia
Example: iptables —A FORWARD —p udp —m multiport —dport 21,23
—j ACCEPT

—port [port]port]]
° o s 9 g o
mmuszuwmmumumzﬂmﬂmwmuwmﬂw
Example: iptables —A FORWARD —p tcp —m multiport —port
123,1234 — DROP

state

o o A ' =1 < F2
dmfuszyanuzmsyeudsvewinia  Tasaunsaszyiiuyaldlae

—state state

9y
Yo A

MunsadenszyTnIuzmsiFoudsvaauinfia Il
@ INVALID
o o d 4 4 [} A 1
- dmfuuininad lunsiwaoiuzmsirouds
® ESTABLISHED
) 1Y o d v Ao v A 1 ]
- dmFuuinnanegludougiimsadumsiyoudesening

v 0
naaosaGvudoondn
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® NEW
- dwmsuuinifedldSudusoude Ins
® RELATED
o o =1 d daqyva w A U (] " a 9 o
- dmwmsvunnfanldisuawdouaelnt uafuidosiuns
(ouroNiiagudl 15U ICMP error
Example:  iptables -A FORWARD —m state --state
NEW,ESTABLISHED —j DROP

unclean
Tugail "1l option 1aq Aoaldmsusayuinfatiquilan Tidnd Ta
Ansannwafildnnmsnadou
Example:  iptables —A FORWARD —m unclean — DROP

3.6 TARGET EXTENSIONS
® LOG
—log-level level
TN log R level AfMUANTITY

Example: iptables —A FORWARD —d 127.0.0.1 —j LOG —log-level 7

—log-prefix prefix

1d prefix A l1fl log message 426 1o liidhlauasdaunaldine Tae
prefix A141500121909 14 A29nY3

Example: iptables —A INPUT —p tcp —-dport 12345 —j LOG --log-

prefix “Netbus Scan”

—log-tcp-sequence
o = Y ) o = g4
1UNA TCP sequence number AIY N5 IFAIFIUNN log UUVY (AUINDNIT
a o 9 o LY = [} (= v kY ; b4
aduasemenuanulasadsld mszersiifd hilszasdmneudoyansailla

Example: iptables -4 FORWARD —p tcp —j LOG --log-tcp-sequence

—log-tcp-options
o @ R ol iy
UUNN option ‘nag‘lu TCP header YDIUWNINARIY

Example: iptables ~A FORWARD —p tcp —j LOG --log-tcp-options



® MARK

® REJECT

® TOS
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—log-ip-options
L < A g d
VUNN option wa;ﬂu IP header YBIUWAINAAY

Example: iptables —A FORWARD —p tcp —j LOG --log-ip-options

—set-mark mark
o o 1 o A 9/ I o [~ 9 o
AINIT VYA netfilter mark NNYIVOINVUNALNA 1ﬁﬂlﬂw1$ﬂn mangle
W

table iN1U

Example: iptables -t mangle -p tcp --dport 80 -j MARK --set-mark 2

—reject-with type

]
IS

dmsuszysiinvosdonnuidinduliaeu REECT Taviiriavedo

Afensessy i dai
® JCMP error message (| GH] default Ao icmp-port-unreachable)

- icmp-net-unreachable

- icmp-host-unreachable

- icmp-port-unreachable

- icmp-proto-unreachable

- icmp-net-prohibited

- icmp-host-prohibited

®  Other
- echo-reply
- tep-reset
Example: iptables —A INPUT —d 192.168.1.0 —j REJECT --reject-
with icmp-net-unreachable
—set-tos tos

dmsuamldduaIu Type Of Service (8-bi) Tavaziwmiludaaunse
Founa TOS fld uaz 14 1A wizAy mangle table v
Example: iptables —t mangle —A OUTPUT —p tcp --dport 80 —j TOS -

-set-tos 8



34

- .
M IHR: M11509310%0v03 TOS 718 Tauld “iptables - TOS -I°

© MIRROR
° o ' 1 d
mmsadunveeamsaaumatazueansalaronaly 1P header udImanosdudiing
Y A a < 1Y) . P}
aoonly TdieRguina a1unsold1dfy INPUT, OUTPUT, FORWARD chain %39 User-Defined
] v v
chain NQAGUNIN chain tHaNTUMIMIY

Example: iptables —A FORWARD —p tcp —j MIRROR

® SNAT
Puy Yo 5 iy 9 o o v
(1 target 714141 nat table 1iaz POSTROUTING chain (vinifu ledmsvszyuonnsanu
3 o A Y
NMavoinNaTinIsvzdeegann Ly
—to-source <ipaddr>[-<ipaddr>][:port-por]
dmivszylefiuenms adumalniveuminfa  Tasmunsoszyuga
vouARITIA unsamsoszywesaiuAn 1ddndau (msszywesaldidty
b 4
Twslanea TCP n50 UDP 1mmiu)
Example: iptables ~t nat =4 POSTROUTING —s 192.168.0.7 —
SNAT ~—-to-source 161.246.5.7

® DNAT
{1 target NH1&F0 nat table tag PREROUTING, OUTPUT chain #5® User-Defined chain

]

] =) 5 v 3 v 4’,’ Yo as s g o 9
NQAGUNN chain thaniuviniu Isdmsvssyueamsadargnsvewinfaiiniszdoagaudly
—to-destination <ipaddr>[-<ipaddr>][:port-port]
o o = ] g d
dnsuszylefiuoamsaimomdmivesiinda Tavaunsoszydiu
Frveaonnsala inzaunsasyywesaiiu@y1dndan (maseywesaldidiu
v
Twslanva TCP %50 UDP 1)
Example: iptables ~t nat —A OUTPUT —d 161.246.5.7 -j DNAT --to-

destination 192.168.0.7



© MASQUERADE
P I Y = J o’: ¥ o o °
i target 71141470 nat table az POSTROUTING chain i M@ msumsdmualaun

finlefueasalumsidoudonuy Dial-Up Taoddoamsimmuaauadnlofuonnsanisld SNAT

target
—to-ports <port>[-<port>]
dmivszynesadunis Tasaisoszydiusisveanesalddis ud
ansald1dFuInsTanoa TCP 3o UDP winiu
Example: iptables —t nat —A POSTROUTING —p tcp \
—s 192.168.1.0/24 - MASQUERADE --to-ports 1200-1455
® REDIRECT

1T target ﬁ1ﬂﬁ'ﬁl‘u nat table 162 PREROUTING, OUTPUT chain %50 User-Defined chain
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3.7.2 NAT TABLE
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Network Address Translation (NAT)
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4.2 STATIC NAT
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4.4 SOURCE NAT (SNAT)
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Y IEUYIE): a1599m13 19 option 199 @115 04 IPtables
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4.5 DESTINATION NAT (DNAT)
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iptables —t nat —A PREROUTING —p tcp --dport 80 —i ethl —j DNAT --to 5.6.7.8:8080
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H3 B @509 19 option A1 1A Tui5 04 IPtables

4.6 MASQUERADING
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5.2.2 Denial of Services (DeaS)
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5.2.2.2 SYN Flood Attack
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iptables -4 INPUT —p tcp --syn —m limit —-j ACCEPT
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5.2.2.3 Smurf Attack, Tribe Flood Network
sluvy:
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i U 5-3 Smurf Attack
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master.haicker.com

ICMP Echo Reply

innocent.victim.com.. -

31fl 54 Tribe Flood Network

mstfeani:
HoeruTaoldTEns@eatumsilosiu Ping Flood owamuiyludn
vosmstlosnumsldnuauiinuseaniadais
Aredwmsimuang 1 IPrables
iptables ~4 FORWARD —p icmp —d 192.168.39.255 < DROP

5.2.2.4 Diagnostic Port Attack
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@a'13 Tab Small Services fuuSmsfitlegiu TCPAP Raudgausng ielddmiu
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vowiiniia lagdims lawdiu szfunimlasuteans sdumazdaromavoudinifian 14w
9y
Tiduueawmsaveudhming niniussdufnfinninwesadunia Echo lfanesaatonis
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8= o a 2 o
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3. ndullfeden 1 Bnadt udrezaugliuiinuuhidiy wludiqe

A o o
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=
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(reme—————
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U1 5-5 Diagnostic Port Attack
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U1 5-6 Diagnostic Port Attack fil¥ilaaciviarer i35 ssulosfinsouthvne
Y ad quy 1 d‘:fo’/’d S Y a
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Small Services agrmee 1nFoda v Ifiadsadusumaldme

151090 :
v E ] v
1109910 Small Services tma1i Wuuinsyi lusududnde luudig iy 5

Y] g a 1 t:fci d d v 3 ad
Hloafuladaomstarmsmariinsunesiaz Taadaag molusiadsn uazla
E A
nwosavesuSmsmanit bl lnéreadunls
Aaee1msimuang 1y IPtables

iptables ~A FORWARD —p tcp —m multiport --dport 7,9,13,19,34 —j DROP
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5.2.2.5 Fragmented IGMP (Internet Group Management Protocol) Attack
yiluvu:
s TodiideRanamanulussuUfiiens Microsoft Windows 98
a2 Microsoft Windows 2000 Taumsdegavesusnumduininyes IGMP il
4 wlsnusud §1ua 15 9@ T ieseuthnnofildszuuy§iidng Windows o8
W30 Windows 2000 Fevzderaliszuulfidmsngaianuinzuaasenmiih

o vy : kY a a T a a a I's o
(Blue Screen) ﬂﬂﬂﬁmua5z‘U'UuuHJ11%Nﬂﬂﬂ'ﬂlﬂﬂ‘ﬂ'lﬂﬂ'ﬂllﬂﬂﬂﬂﬁili)\?é‘l'liﬂll’)i

Windows 98
Windows 2000=;

IGMP Fragment 1
»
................. >
et - IIIIIIIIIIIIII57%
igmp.hacker.com 1GNP Fragment 4 innocent.victim.com

31N 5-7 Fragmented IGMP Attack

REFIGRLITT
o  mstlesnulaasuaesvselnsiena

Mnnann1siian uRnda 16MP Y lsuitnfadusunisdemsiulaadnn
1#uonuns ogiinad (Unicast) 1az150ARAd (Broadcast) ud dmsunsdeas
fuTaadn WuonmsaiaRmad (Multicast) viu gaiuiindafidiu IGMP uag
SueamsmlmomaiiulaadmoluSimuisandoriiahl&iao

#2069 130111UANGY 1 IPtables

iptables —A FORWARD —p igmp —d 192.168.39.0/24 —j DROP

o nnstlesivlaaload
Psvlgeszuvlfiamsdaelusunsuudly (Patch) 91ndwanlinsudiu

s o o VAo 9
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5.2.2.6 ICMP Timestamp Attack
siluyy:
dumslasiiidefianarnniolusruu§icnssueaty Fragmented
IGMP Attack lelﬂuﬂ‘lﬂﬂuaﬁ Microsoft Windows 95 1o Microsoft Windows 98
$wmsde ICMP Timestamp Request (341avtndez1fiiensaeuauainn
Teadaroma) $maumnuazediesaadaliiuniouthmneilgssuulfia
M5 Windows 98 %30 Windows 95 Gaazedanaliinseathmmnemgarman uag

waaanoedh (Blue Screen) 4

Windows 95 A
2 MV
Windows 98 ;§\\ s
Repeated ICMP TImestamp
I=n¢=—1
____________________ )
T 1 T o Ry — Sf) o~ < b el Y ) -
- el " 25" M > T AR\ S 5 > T— = 4
e - pe—— oe
13| S htdedd W =& ©/ W VE Fa » :"—‘—T
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U1 5-8 ICMP Timestamp Attack

n13tloani:
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ICMP. Timestamp Request Aisuihudomsldanu dniummnsaminua
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A200 1M siuang lu IPtables

iptables -A FORWARD —p icmp --icmp-type timestamp-request —j DROP

5.2.2.7 DoS guluuudug
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#70019 Dos Tuguuuduq
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® Land Attack
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® Teardrop Attack
o 9 1 L& a
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C,CE: it & o a o
wuALNANAYAEY uRARANGUNEIY IP datagram REITU) UBITTLIY
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= é A 1 = o a o {
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® Ping of Death Attack
1 o o
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b4 E
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&£ A a va o ] ° 92 o 9/ I3
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® UDP Bomb
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® Winfreeze

DI ICMP redirect message M3 lovd avindudy 1cMp
redirect message 19 lumsudaliisuaes welvivhmsdsudgudumslu
A1519I51AAL (routing table)
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® Jolt
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5.2.2.8 M31le40Y DoS AI8MIATIVTO VAUV WNMHA

o ~

M3 Dos Tndigmauiandifysinde fde dnsziimsiasuulaweaa

4 g & Lo o H
sadumevsainfiai 191ums Toudaue fromquandina dedelilil
1. mslavAuuy DoS 1ewilaveliunniiaaztounduludeddediae 3
o Yo A Y v 9 ay v
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1 ]
dasuuaweamsadumain aunsoivzudlaweamsaduma’ld 2 juuuy fe
Valid IP Address (18 Invalid IP Address
nmsuaaeamsadunieldeglugiuuuves valid IP Address 11U 91992
[ 1Y o P Y v a J d '
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uda wansudasueamsadunialfeglugiluuuves Invalid 1P Address 1u
9y ]
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206 19M5MMuAng 11 IPrables
iptables ~A FORWARD —s 192.168.1.0/24 — DROP

5.2.3 Unauthorized Access
5.2.3.1 Session Hijacking
stluyy:
Wumslmatinvesmsdasunaseamsauazlandidis Dos saufu
& v 3w oA YA\ & 9 ] d: o d’
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1. Gathering Information
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a1An15al TCP Sequence Number (91404 Tasns1e¥i9In TCP Sequence
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Host A's Telnet session
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il

7 /7 5-9 Hijacking — Gathering Information

2. Interception

81fiedanaz udwihmsilaenueamsaauseuiiunsouthning
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9y 9y o 9 4 a v & - vy
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& et &
a15728 Fedouanseiin Idendunou Gathering Information
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—
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[ =N
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Pl U 5-10 Hijacking - Interception
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3. Denial of Services

< y o A
Tavdmsouthminelingaiinudionis Dos e lvinstaneu

< o ¢
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1921 UY Denial of
Services (DoS) U
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d9N39¢8 session
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]
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F) i 5-11 Hijacking — Denail of Services
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5.2.3.2 Reconaisance: Network, Host, Application Scanning
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UNn 6

1NMas XML
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6.1.2 JDBC Data Access
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67

<DPORT>null<'DPORT>
<PORT>null</PORT>

</MULTIPORT>

a (4 kY o/ ]

dedresduuuiuenmsidaiudnedoudusiiagndes

<MULTIPORT>
<VALUE>multiport</VALUE>
<SPORT>7, 1, 2,3</SPORT>
<DPORT>null<’PORT>
<PORT>null <DPORT>
</MULTIPORT>

o 1 v A 9 aad J 1 1 kY
ﬂ’)?JU’Nﬂ']uUulﬂulﬂﬂ’dﬁVI’)N‘lf’t)uﬂﬁ!lluﬂ’t)ﬂthJQﬂﬁﬂQ

6.2.6 Myuvdlnseainveusnasiilinidie DoM
XML DOM fiouenamsulisunsuiiadumesine (Application Programming Interface,
o w &£ ° ' a Y 2 9 = o
APD dmiuenas XML Fugimuainenans XML vrimsidndewasms lenthosauldeamssa
msene Tdedelsthe DoM dunesigiuves wac Tastidhvinefiedeanisadiedumes e
dhunasgunazezdealFldsumonnanau ldnainrats ¥1 DoM feusaldidsuniun
Tisunsunseszuudiianisianla fedsmsuuy boM lilsunsumeszmumsaadaenms

L 4 Ed v
XML Yun @ I luTaseadessaudeg 1asauiaiy, av uasud lvdddiudaeqvesenms'ld

¥UNBIVEI DOM

Mshauves DOM szisuauile TilsunsunseuennamiuluFon wismaes 171y Tnan

EY [ (] ° a < A o o 9 9 (=1

na1s XML i lilglumissns meniuaes eenaisgn Inaaas s vuios 1da DOM fiex
MR Tsunsuaunsodsdeyamldioauiumseie 9 16 Audoya

DOM =fiyuues li/fuonas XML flunuy Insead1adu imsons (Tree) szAvLUgA

o ~ ' & aa ] aa A o
YBINII319I30n31 “documentElement” FedauAAInanzuanavioon lifudaumdtes q A
v aa A v d' ~ v

ust 1 8ausudiiudu 1Y &3 Element doufitanoenain documentElement 1319230091 “Tnuagn”

(childNodes)



68

- o

DOM 9zup NI UNIAITIND

<tree>
<root>
| |
<branch> <branch>
51 |
branch 1 branch 2

711 6-1 DOM w09 XML lus31Juuun3

asezdhdsluudas Inualun3is19:14 Node Interface Model S9n1818n1svha1uves
usesvesTulnsvond Gumesiinsndwanisesinosau 5.0 31T1) 925 Microsoft 983 parser
Haaglusogud Taoka Microsoft XML parser sxavivanuiledudiisuduivmuail#lunsdide
usiaz Tnaaveans, Aueans indvoslnua uazdamsfuaia1e vealvnua orfiiy, au tazudly

s
Yoya

9A1AUY2I DOM
4 v 9 E 4
1. Tdsunswezmismenmsifissnsafon is DOM Tdafransduinuda niiufe:
o lumisanudmaenaunius v dasndn uaz luvazindeglunitonnui
= Yy &« 9 =L <
mmnsadhiedeyanieluns ldediesiaE)
2. foyanafradlunseildifannuduius vldmeSonlFauildae
9AABYYE DOM
ad a v ) Y ! o VY a '
L. Tunsdinenmstivinaluguazdudon msadramseein 184 uazfumizoany
VPO
2. AimunTsunsusuiluivzdeudiledelnssadnlaosmveuenmsiluooiad 34
vwansadouTsunsulasld DoM 14 nanfeludruvesms@oulfaduls

&
115 DOM WuApUY 19010



69

o
unn 7

Tassarsavealysunsy

Tuanvesmsesnuuuldsunsuazfiaavilsznoudiofi 4 arufe
' - Py ] P2
1. dawiiflugiudoya (database) Mo 13idlungars q fineuilnerld
1 o d o a A A A =3 o A o
2. dwveslsunsulnaoud GuuudniniemSenseufvifuiedamsaouiinag)
3. aduvedlsunsudsnnes

] o

4. dwdaimimihiudesninnglugmdeyaludiulvag xme

4 I'd
o IﬂwillﬂiflﬂiLBUﬂ e
Database L p|  (GuyuBMIATEY) ! Tdsunsudsnines
(Hungiineudinld) €] @) B (U linux RH7.x)
(1 3)
ng XML file
Convert to XML
file (4)

sUil 7-1 manslnssaidlaesanvedlysunsulnsieaa

dnvazveslsunsuutiweniiuassdiudedruves lalsunsulnaduniazauves
= r Z Tl :
Tdsunsudsnnesds TaeTusunsy lraduiiuszdiuldsunsumdnivimihaouiinngeia  veq
7 % o P o 4 s % A A0Sy
n5ead TaudaTulsunsy eunsefissiinhlfvuwnses WS seadios omnguuinioniumio
o s 4 é o a 4 a \J o/
w1 IS udninTemilan | Tasdnirlisudnnseeldsunsy Tnawiniscinae luda Tusunsy
) b4 v 1]
iF5Hesiednvesng lugilves1vd XML udréd lsunsuidswnesiewiufeelidafivhndhi
v v
urfaannTwa xML Toiflulugiluunves iptables TWSvaauazisiamsldivanulantusuuas

=

k4
ansaldngiulddui

Tagluurazavazeanuuunaziiaiieiseio 11t

7.1 amveagrudoya

v Y &

& 4 9 < ' v Y] <
TuTsunsuiisuifuiezdos Wy ndoyaenungais 4 Tumsaouiin 1y grudoyaii

U

a

? A L] ~ L | T o _ wa
donldtifie mySQL mmi‘luyuﬂ’fﬂgaw‘luﬁ'mmtmﬂammm:mmsmuuuwmu q szuvilgiians

18 191 Windows, linux ﬁ‘luﬁ'u



70

M3AAAI MySQL @115 Unix Platfrom (P13AAAI91N source code)

a woa 4' dén: ydaﬁd’wl Jae’1‘|
szuvlfiiamsfiezaon Inditodnds MySQL sxdesligiian dsde lillidadanou

GNU gunzip
GNU tar
GNU make

gee 13959 2.95.2 41 ldmSumsnen Indiu Mysql v3.23.x

A v d da & A d A o 3 o A 4 aq o
ﬂ15laﬂﬂi‘lﬂlWﬂtﬂWV\ﬂﬂﬂQﬂ'ﬁlﬁﬂﬂllWﬂlﬂ‘ﬂ'ﬂﬂuUﬁl&u‘ﬂi']ull“lfﬂﬁﬂl lWﬂﬂTﬂsllﬂs”'ﬂi‘lﬁz

' v 2
awnse ldmstudulunsdinervndouls hildngiiu (ms commit 50 rollback) 1 1u Windows

so A

Fe55ui

alpha.tar.gz

129591 max fio mysql-max-3.23.47-win 3o linux v21iu mysql-4.0.1-

Y ' Y 4 & a v A v Yo_ o
uazazdpighgmdoyananiulszinnvesnsndeyaniely Taoldmds

mysql> show variables;

Tngfiviiavesmasimivayunsuudnduio INNOBASE, BDB o ldidiguilnsdes

uavesdlilsing YES

have_bdb | YES

have gemini | NO

have innodb | DISABLED
have isam | YES

have raid | NO

have openssl | NO

3081 have bdb lsi1l510g YES 9199201/301 type (il INNOBASE 18

v
A o

At : £ i o
M3AAA3 Mysql 1agn15 compile source code MuilnfozdivunduazId Il

# groupadd mysql

# useradd —g mysql mysql

# gunzip < mysql-VERSION.tar.gz |tar —xvf —
# cd mysql-VERSION

# ./configure —prefix=/usr/local/mysql

# make

# make install

# scripts/mysql_install_db

# chown —R mysql /ust/local/mysq]l

# cbgrp -R mysql /usr/local/mysql



# /usr/local/mysql/bin/safe_mysqld —uscr=mysql &

A 9/ o ‘:’y
N50015 19 rpm A91l

# rpm —rebuild MY SQL-VERSION.src.rpm

71

) ¥ ]
iiodads mysQL laudde lufezthiluduvesmsadeagudoya # mysql prompt 1519z 05191
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/l M99 Black List

create table blacklist

(

ID int(5) not null default '1' auto_increment,
HostAddr text default NULL,

Status text default NULL,

primary key(id)

)

type=BDB;

// 119 DefineVar

create table definevar

(

ID int(5) not null default '1' auto_increment,
Name text default NULL,
Value text default NULL,
Type text default NULL,
Comment text default NULL,
primary key(id)

)

type=BDB;

// 1319 DefineChain

create table definechain

(

ID int(5) not nuii default '1' auto_increment,



Name text default NULL,
Policy text default NULL,
Comment text default NULL,
primary key(id)

)

type=BDB;

// 119N Confige

create table confige

(

ID int(5) not null default '1' auto_increment,
Chain text default NULL,
Service text default NULL,
src_IP text default NULL,
src_Port text default NULL,
_src_Device text default NULL,
des_IP text default NULL,
des_Port text default NULL,
des_Device text default NULL,
Protocal text default NULL,
Action text default NULL,
notSrclP text default NULL,
notSrcPort text default NULL,
notSrcDevice text default NULL,
notDesIP text default NULL,
notDesPort text default NULL,
notDesDevice text default NULL,
en_dis text default NULL,
tablename text default NULL,
notprotocal text default NULL,
Jjump text default NULL,

frag text default NULL,

syn text default NULL,

notfrag text default NULL,

2



notsyn text default NULL,
flagmark text default NULL,
notflagmark text default NULL,
flagcomp text default NULL,
nottcp_op text default NULL,
tcp_op text default NULL,
noticmptype text default NULL,
icmptype text default NULL,
matchs text default NULL,
msource text default NULL,
limits text default NULL,
limitrate text default NULL,
limitB text default NULL,
limitBnum text default NULL,
sdport text default NULL,
markvalue text default NULL,
userid text default NULL,
groupid text default NULL,
processid text default NULL,
sessionid text default NULL,
state text default NULL,

tos text default NULL,

level text default NULL,
prefix text default NULL,
logseq text default NULL,
logop text default NULL,
logipop text default NULL,
setmark text default NULL,
rejecttype text default NULL,
settos text default NULL,
tosource text default NULL,
todes text default NULL,
toport text default NULL,

notmsource text default NULL,
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natto text default NULL,
mul_sport text default NULL,
mul_dport text default NULL,
primary key(id)

)

type=BDB,

// 113 User

create table user

(

ID int(5) not null default '1' auto_increment,
username text default NULL,

password text default NULL,

primary key(id)

)

type=Mylsam;

/l A3 Options

create table options

(

ID int(5) not null default '1" auto_increment,
drespping text default NULL,
drespbroad text default NULL,
drespicmpredi text default NULL,
enbaderror text default NULL,
dipspoof text default NULL,
entcpsyn text default NULL,
dsrcrouting text default NULL,
logmar text default NULL,
dydrop text default NULL,
primary key(id)

)

type=BDB;
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d@71Uv04 Service 9xtsznou lifau11s Tnnea TCP, UDP, ICMP Tag11s Tanea TCP, UDP
vzutiseoniifu Fip, Fipdata, Telenet, Ssh, Dns, Hitp, Smtp, Pop3 Taouanzusmavzlianyueil

fagl
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B JKséj'ver for Linux Redhat 7.x.

waiting for connection

JUT 7-16 nasasuveslifsunssudswines

\ L o
7.4 amvesulawngilu XvL
t 4 v H
dautlagswegludmvesnsTsunsuladiount Tasezlinthilumsudasngis 1

aoudln 1311l xMLWeRvzdade TR Tusunsudsnesimsudauiiuansufives iptables

e juliwuves DD Minnlihisunsa

<IDOCTYPE FIREWALL CONFIG [

<!ELEMENT FIREWALL CONFIG

(VAR_LIST*,CHAIN_LIST* BLACK_LIST*,CONFIG_CHAIN*)>
<IELEMENT VAR_LIST (VAR*)>

<!ELEMENT VAR (VALUE,COMMENT}>



<!ELEMENT VALUE (#°CDATA)>
<!IELEMENT COMMENT (#PCDATA)>
<!ELEMENT CHAIN_LIST (CHAIN*)>
<!ELEMENT CHAIN (POLICY ,COMMENT)>
<!ELEMENT POLICY (#CDATA)>
<!ELEMENT BLACK_LIST (BL*)>
<!ELEMENT BL (ADDR,STATUS)>
<!ELEMENT ADDR (#PCDATA)>
<!ELEMENT STATUS (#PCDATA)>
<IELEMENT CONFIG_CHAIN (RULE*)>
<!ELEMENT RULE

(TABLE,CHAIN_NAME,PROTOCOL,SRC,DES,IN IF,0OUT IF,FRAGMENT,MATCH,MARK,UID

_OWNER,GID_OWNER,PID_OWNER,SID. OWNER,JUMP_ TARGET,TARGET EXT)> -

<!ELEMENT TABLE (#PCDATA)>
<!ELEMENT CHAIN NAME (#PCDATA)>
<!ELEMENT PROTOCOL

(NOT,VALUE,SRC_PORT,DES PORT,TCP_FLAG,SYN,TCP_OP,ICMP_TYPE)>

<!ELEMENT NOT (#PCDATA)>

<!ELEMENT SRC PORT (NOT,VALUE)>
<!ELEMENT DES_PORT (NOT,VALUE)>
<!ELEMENT TCP_FLAG (MASK,COMP)>
<!ELEMENT MASK (NOT,VALUE)>
<!ELEMENT SYN (NOT,VALUE)>
<IELEMENT TCP_OP (NOT,VALUE)>
<!ELEMENT ICMP_TYPE (NOT,VALUE)>
<!ELEMENT SRC (NOT,VALUE)>
<!ELEMENT DES (NOT,VALUE)>
<!ELEMENT IN_IF (NOT,VALUE)>
<!ELEMENT OUT_IF (NOT,VALUE)>
<!ELEMENT FRAGMENT (NOT,VALUE)>
<!ELEMENT MATCH (MAC,LIMIT,MULTIPORT,STATE,UNCLEAN,TOS)>
<!ELEMENT MAC (VALUE, SOURCE)>
<!ELEMENT SOURCE (NOT ,VALUE)>
<!ELEMENT LIMIT (VALUE, RATE, BURST)>
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<!ELEMENT RATE (#PCDATA)>
<!ELEMENT BURST (#PCDATA)>
<IELEMENT MULTIPORT (VALUE, SPORT, DPORT, PORT)>
<!ELEMENT SPORT (#PCDATA)>
<!ELEMENT DPORT (#PCDATA)>
<!ELEMENT PORT (#?CDATA)>
<!ELEMENT STATE (VALUE, STATE_LIST)>
<!ELEMENT STATE_LIST (#PCDATA)>
<!ELEMENT UNCLEAN (#PCDATA)>
<!ELEMENT TOS (VALUE,TYPE)>
<!ELEMENT TYPE (#PCDATA)>
<!ELEMENT MARK (#PCDATA)>
<!ELEMENT UID_OWNER (#PCDATA)>
<!ELEMENT GID_OWNER (#PCDATA)>
<IELEMENT PID_OWNER (#PCDATA)>
<!ELEMENT SID OWNER (#PCDATA)>
<!ELEMENT JUMP TARGET (#PCDATA)>
<!ELEMENT TARGET EXT
(LOG_LEVEL,LOG PREFIX,LOG TCP_SEQ,LOG TCP OPT,LOG_IP_OPT,SET_MARK,REJECT
_WITH,SET TOS,TO,TO_SRC,TO_DES,TO_PORT)>
<!ELEMENT LOG_LEVEL (#PCDATA)>
<!ELEMENT LOG_PREFIX (#PCDATA)>
<!ELEMENT LOG_TCP_SEQ (#PCDATA)>
<!ELEMENT LOG_TCP_OPT (#PCDATA)>
<!ELEMENT LOG_IP_OPT (#PCDATA)>
<!ELEMENT SET MARK (#PCDATA)>
<!ELEMENT REJECT WITH (#PCDATA)>
<!ELEMENT SET TOS (#PCDATA)>
<!ELEMENT TO (#PCDATA)>
<!ELEMENT TO_SRC (#PCDATA)>
<!ELEMENT TO_DES (#PCDATA)>
<!ELEMENT TO_PORT (#°CDATA)>
<!ATTLIST BL

number CDATA #IMPLIED>



<!ATTLIST RULE
n CDATA #IMPLIED>

>

e ELEMENT il$luTdsunsu
<FIREWALL_CONFIG>
<VAR _LIST>

<VAR name="">
<VALUE></VALUE>
<COMMENT></COMMENT>
</VAR>

<VAR name="">
<VALUE></VALUE>
<COMMENT></COMMENT>
</VAR>

</VAR_LIST>
<CHAIN_LIST>

<CHAIN name="">
<POLICY></POLICY>
<COMMENT></COMMENT>
</CHAIN>

</CHAIN_LIST>
<BLACK_LIST>

<BL number="">
<ADDR></ADDR>
<STATUS></STATUS>
</BL>

<CONFIG_CHAIN>

<RULE n="0">
<TABLE></TABLE>

<CHAIN_NAME></CHAIN NAME>

<PROTOCOL>
<NOT></NOT>

<VALUE></VALUE>
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<SRC_PORT>
<NOT></NOT>
<VALUE></VALUE>
</SRC_PORT>
<DES_PORT>
<NOT></NOT>
<VALUE></VALUE>
</DES_PORT>
<TCP_FLAG>
<MASK>
<NOT></NOT>
<VALUE></VALUE>
</MASK>
<COMP></COMP>
</TCP_FLAG>
<SYN>
<NOT></NOT>
<VALUE></VALUE>
</SYN>

<TCP_OP>
<NOT></NOT>
<VALUE></VALUE>
</TCP_OP>
<ICMP_TYPE>
<NOT></NOT>
<VALUE></VALUE>
</ICMP_TYPE>
</PROTOCOL>
<SRC>
<NOT></NOT>
<VALUE></VALUE>
</SRC>

<DES>

<NOT></NOT>
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<VALUE></VALUE>
</DES>

<IN_IF>
<NOT></NOT>
<VALUE></VALUE>
</IN_IF>

<OUT_IF>
<NOT></NOT>
<VALUE></VALUE>
</OUT _IF>
<FRAGMENT>
<NOT></NOT>
<VALUE></VALUE>
</FRAGMENT>
<MATCH>

<MAC>
<VALUE></VALUE>
<SOURCE>
<NOT></NOT>
<VALUE></VALUE>
</SOURCE>
</MAC>

<LIMIT>
<VALUE></VALUE>
<RATE></RATE>
<BURST></BURST>
</LIMIT>
<MULTIPORT>
<VALUE></VALUE>
<SPORT></SPORT>
<DPORT></DPORT>
<PORT></PORT>
</MULTIPORT>
<STATE>
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<VALUE></VALUE>
<STATE_LIST></STATE_LIST>
</STATE>
<UNCLEAN></UNCLEAN>

<TOS>

<VALUE></VALUE>
<TYPE></TYPE>

</TOS>

</MATCH>

<MARK></MARK>
<UID_OWNER></UID_OWNER>
<GID_OWNER></GID_OWNER>
<PID_OWNER></PID. OWNER>
<SID_OWNER></SID_OWNER>
<JUMP_TARGET></JUMP_TARGET>
<TARGET EXT>
<LOG_LEVEL></LOG_LEVEL>
<LOG_PREFIX></LOG_PREFIX>
<LOG_TCP_SEQ></LOG TCP_SEQ>
<LOG_TCP_OPT></LOG TCP_OPT>
<LOG_IP_OPT></LOG_IP_OPT>
<SET_MARK></SET_MARK>
<REJECT WITH></REJECT WITH>
<SET_TOS></SET_TOS>
<TO></TO>

<TO_SRC></TO_SRC>
<TO_DES></TO_DES>

<TO _PORT></TO_PORT>
</TARGET EXT>

</RULE>

</CONFIG_CHAIN>

</FIREWALL CONFIG>
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1 : ~ s 1 d’(
lunumag Element uuummwuwmm‘lﬂu

¥ Tag

S0azI0uA

<FIREWALL_CONFIG>

ua U root Y99 XML File

<VAR_LIST>

WuS uAuueunn Variable List

<VAR name="">

7 = S el
Hurovoaduls i davu

<VALUE></VALUE> furvesduls
<COMMENT></COMMENT> (#11 comment yoag s ARG
</VAR> dudrutavewuiin var
</VAR_LIST> (ulavoaudin Variable List
<CHAIN_LIST> WheduS 1A uues Chain List

<CHAIN name="">

1lu¥oued Chain

<POLICY></POLICY> ilumsszy Policy
<COMMENT></COMMENT> un15521) Comment 494 Policy
</CHAIN> fudrutlaiousdin Chain
</CHAIN_LIST> Wudauilafioves Chain List

<BLACK_LIST>

dudausuAne Black List

<BL number="">

dlumss ¢1) BlaclList Number

<ADDR></ADDR> 3211 Address
<STATUS></STATUS> 5211 Status
</BL> fluusinllafioues BlackList Number

<CONFIG_CHAIN>

FIUSVAUVDIUNN Config

<RULE n="0">

3%1) Rule No.

<TABLE></TABLE>

Mdmsus ¢1) packet matching table (%Y nat

<CHAIN_ NAME></CHAIN NAME>

LITa & .
luarufuen¥oued Chain

WudrusuduveuiinlysTanea

<PROTOCOL>

<NOT></NOT> aunsold « ieldiamneluneaseiudwld

<VALUE></VALUE> dmsuszyIns Tnavaveuminda Taomansaszyld 4
Huy Ao tep, udp, icmp

<SRC_PORT> fudausuduveadin

<NOT></NOT> aunsold « eI Tarumuelunaassiudwld

<VALUE></VALUE> dmiuszynesadumeewinda aunsoszyduie

UIMS3

</SRC_PORT>

Wuaautlaiouounin Source Port
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1 l:; d . .
Lﬂumm‘mﬁ’uumtmn Destination Port

<DES_PORT>

<NOT></NOT> aunsald < weldianumnolumaas sdudanla

<VALUE></VALUE> dmiuszynesadaunavouiindia aunsoszypiiuie
VIS

</DES_PORT> HuamanieveufinDestination Port

<TCP_FLAG> ihdmsuduveaiin TCP Fragment

<MASK> dhidmis uduveaniin MASK

<NOT></NOT> aunsald «r e WHaumnolumeassiudwld

<VALUE></VALUE> ssylanvesuiinifiafidosmsasivaoy

</MASK> dududanioveudiin MASK

<COMP></COMP> sayuanvesufinifiafidosmsasreaoy

</TCP_FLAG> huamilaiovoudin TCP Flag

<SYN> AudmSuduvesiin SYN

<NOT></NOT> annsald < delifnnumnolumsassiuduld

<VALUE></VALUE> dmsussyURNAATiNTS098 TCP connection Fvaziiiu
URNAAT SYN flag QRism uag ACK flag iU FIN flag gn
ndes

</SYN> dugndatioveandin SYN

<TCP_OP> S uduveandin Tcp_op

<NOT></NOT> msold “ e ldtinnumunelumaens svudu 14

<VALUE></VALUE> dmSusTyURNAATITINS@AA1 TCP option

</TCP_OP> dludndlaMmevsaiin TCP Option

<ICMP_TYPE> shudruisuduvefin PROTOCAL

<NOT></NOT> amnsald « ielfitinnuminelumans svudn'lg

<VALUE></VALUE> ﬁm's”uszuuﬁmﬁm‘?iﬁ ICMP type A54A1U type fifmua
Frrnnsasmuadunuioauniede ype A4

</ICMP_TYPE> dluduaveauiin ICMP_TYPE

</PROTOCOL> dhudniavesuiin PROTOCAL

<SRC> fhudanSuduvouiin Source Address

<NOT></NOT> ansold «r eI Tanummelumaas svud'ld

<VALUE></VALUE> 5211 Address

</SRC> Lﬂudauﬂmmuﬁﬂ Source Address

<DES>

[l a 9 =4
ud S uAuveaTin Destination Address
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asald “r o ldUanumnolumeas sduduld

<NOT></NOT>

<VALUE></VALUE> 521y Address

</DES> ﬁﬂud aui‘lmmuﬁﬂ Destination Address

<IN_IF> s uduveiin IN_IF

<NOT></NOT> asald < e M ilnaummelumsas afudu1d

<VALUE></VALUE> dmsuszymsadumesiaiiuiniadudiun Taod
option fiansal#fu INPUT, FORWARD i1z
PREROUTING chain &

</IN_IF> Hudnilaveauin IN_IF

<OUT IF> Wludisuduveaiin OUT IF

<NOT></NOT> ausald e ldinammelunans siudn g

<VALUE></VALUE> fmiuszymsasumesmaiiufindamuesnly Taei
option Rer11150 141 FORWARD, OUTPUT t1a
POSTROUTING chain Igivimi

</OUT _IF> Hudutlaveausin OUT IF

<FRAGMENT> Hudaududuveausin FRAGMENT

<NOT></NOT> musald < e IiSanumunelumsasaudhnld

<VALUE></VALUE> seynidtung AlFdmsunmsaund

</FRAGMENT> iWhidnilaveaniin FRAGMENT

<MATCH> uduBuduveauiin MATCH

<MAC> fudausuduvesuiin MAC

<VALUE></VALUE> FIMFUTLYUALDAIATTVBIDITOT AR 1FAUN1IUDA
uinifa Feezegluglin XXXKXXXXXXXX Tay
szl 021918y INPUT, FORWARD wiie
PREROUTING chain %1144

<SOURCE> fudrusuduveauiin SOURCE

<NOT></NOT> ansald «r e ITawmulunes sfuduld

<VALUE></VALUE> fMTUIZYA1 Address

</SOURCE> Fudnilaveauiin SOURCE

<MAC> Wudndlaveuiin MAC

<LIMIT> FudmSuduvewdin LiMiT

<VALUE></VALUE> MNTUITTYAT limit

<RATE></RATE> ﬁm%”mhm%‘wmﬁmaumsunm’?ﬁmgifuq AD2317a1
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4 A ' o
U39 TﬂUﬂ1n1ffllaﬂﬂﬂf’JQl'Ja'lulﬁlﬂa‘lUllU‘U AU

‘/second’, ‘/minute’, ‘/hour’ ’Agﬁ) ‘/day’ Taun1 default ﬁf)

3/hour
<BURST></BURST> ﬁm%”us:uﬂ'wqqqmmﬁmaummnm?ﬁnﬂmfuq Tay
gninsaiiazuily nne ﬂﬁ:aﬁmswmmum?ﬁuvmng
fuq toondrfiszy 14 Tno —imit Far default Ao 5
</LIMIT> iWudmilaveudin
'<MULTIPORT> fuduFuduveaiin MULTIPORT
<VALUE></VALUE> dmsuszywosanateg wesalung Feennsasyyde 15
wosadewniling udaunsaldonldsunslanea TCP
uaz UDP tiniu
<SPORT></SPORT> d M uTEYWOTARUNIIVD N AINA
<DPORT></DPORT> dwmsuszynesmlmomsveusinda
<PORT></PORT> dmSuszynesadumatazlatemaveuiiniia
</MULTIPORT> {ludauilavewiin MULTIPORT
<STATE> udruSudusosdin STATE
<VALUE></VALUE> dmsuszyrasmyFendevewiiniia Tavanse

seyilugaldlaold < Au

<STATE_LIST></STATE LIST>

4 ' [~
ATNABNITTYANUL NS FOUADVBIUNALNA

</STATE>

<UNCLEAN></UNCLEAN> Tugait 125 option 19 Woalddmsvssyuinifiadig
utlan Tiind Tasiinrsanoinwaiilgeinasnamen

<TOS> fudmsuduves Tos

<VALUE></VALUE> dmsuszyauilu Tos

<TYPE></TYPE> dmsuwam i udIU Type Of Service (8-bit) Tasaziae
Hudaunsesevos T0s #14 nazl9ldnmz i
mangle table Wi

</TOS> Wudnilaveauiin Tos

</MATCH> Wudnavewdin MATCH

<MARK></MARK> SMFVBARN negfilier mark HiRITOITDUR AN 1914

E4
IRW1ZAY mangle table (MU

<UID_OWNER></UID_OWNER>

'iz‘iJﬂ'W’t]\‘l uid owner

<GID_OWNER></GID_OWNER>

’5:‘14?1"]‘11?]\1 gid owner
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<PID_OWNER></PID OWNER>

321JA1V04 pid owner

<SID_OWNER></SID_OWNER>

5:‘14?‘;'1‘11’0\1 sid owner

<JUMP_TARGET></JUMP_TARGET>

° o d4 4d ° [ 3
dM35UI2Y target vowRANA fio Aseziieg1elsnam

a g d o 4, 14
3_anZlﬂUﬂﬂlﬂquwﬂlﬂﬂﬂiQﬂ‘Uﬂg'ﬂﬂ]”uﬂvh

<TARGET_EXT>

Wuufnsuduvos TARGET EXT

<LOG_LEVEL></LOG_LEVEL>

] E Y
U log RN level AfMUAINIIY

<LOG_PREFIX></LOG_PREFIX>
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<LOG_TCP_OPT></LOG TCP_OPT>
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<SET_MARK></SET MARK>
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<REJECT_WITH></REJECT WITH>
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<SET_TOS></SET. TOS>

dmsuaan 1iAudIU Type Of Service (8-bit) Tavaziya
Wudasriaseuss TOS A4 tazldldmwiz iy

b4
mangle table iy

<TO></TO>

15191909 nat TAY Address

<TO_SRC></TO_SRC>

ﬁ‘]ud’;uﬂm nat ﬁlﬁ‘u Source Address

<TO_DES></TO_DES>

!.‘ﬂu’d' AUYDN nat ﬁs?‘m Destination Address

<TO_PORT></TO_PORT>

(tlua11v09 nat NAY PORT

</TARGET EXT>

iWuadulaueadin TARGET EXT

</RULE>
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</CONFIG_CHAIN>
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</FIREWALL CONFIG>
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uaraamstananaveslia XML dieiinsadenguuan

<?xml versons1.0° 1>
<IDOCTYPE FIREWALL_CONFIG (View Source for full doctype... )>
<FIREWALL_CONFIG>
- <OPTIONS>
<DISABLE_BROADCASTS>/bin/acho "1° > /proc/sys/net/ipv4/lcmp_echo_ignore_broadcasts </UISABLE _BROADCASTS>
<DISABLE_PINGS>/bin/echo 0" > /prac/sys/nat/ipv4/icmp_echo_Ignoro_oli</DISABLE _PINGS>
<DISABLE_ICMP_REDIRECT>/bin/echo "0" > /proc/sys/net/ipv4/cont/all/accept _redirects</DISABLE _ICMP_REDIFECT>
<ENABLE_PROTECTION>/bin/echo “1° > /proc/sys/net/ipv4/iomp_ignore_bogus_error_responses</EN4BLE_PROTECTION>
<DISABLE_SPOOF ING> /bin/echo "1™ > /proc/sys/net/ipv4/conf/all/rp_fiRer</DISABLE_SPOOF ING>
<ENABLE_SYN_COOXIES>/bin/echo "1% > /proc/sys/neat/ipv4/tcp_syncooklas</EHABLE_SYN_COOKIES>
<DISABLE_SROUTING>/bIn/echo "0 > /proc/sys/net/ipv4/conf/oll/accept_source_route</DISABLE_SROUTING>
<LOG_MARTIANS> /bin/echo “17 > /proc/sys/net/ipv4/cont/all/log_martians<A.OG_MaRTIANS>
</OPTIONS>
- <VAP_LIST>
- €VAR name="dns®>
<VALUE>161.246.4.3</VALUE>
<COMMENT>CR</COMMENT>
</VaR>
- <VAR name=‘lmtemal_net">
<VALUE>192.168.0.1</VALUE>
<COMMENT>null<c/COMMENT >
</VaR>
- <VAR name="up_port®>
<VALUE>1024:6553S</VALUE>
<COMMENT>> well know</COMMENT>
</VAR>
- <VAR name="In_device">
<YALUE>@thO</VALUE>
<COMMENT>in_devica</COMMENT>
<NVAR>
- <VAR name=‘firewell_com"®>
<VALUE>161.246.5.119</VALUE>
<COMMENT>firewoll compirter</COMMENT>
</VAR>
</VAR_LIST>
- <CHAIN_LIST>
- <CHAIN name="INPUT™>
<POLICY>DROP</POLICY>
CCOMMENT >input-choin</COMMENT>
</CHAIN>
- <CHAIN name="QUTPUT™>
<PQUICY >ACCEPT </POLICY>
<COMMENT>Mnm-dmln</COMh:ENT>

51 7-17 sanwenars XML Hiinsas19nguda (1)

<NOT>null</HNOT>
<YALUERIcmp</VALUE>
- <ICMO_TYPE>
<ROT>null</NOT>
<VALUE>echo-requast</VALUE>
</ICHP_TYPE>
</PROTOCOL>
-~ <MATCHD>
- <UMIT>
<vaLveEslimit</Vatue>
<RATE>10/$</RATE>
<BURST>1S</BURST>
</MIT>
</MATCH>
<HUMP_TARGET>ACCEPT</IUMP_TARGET>
<TARGET_EXT />
</RULE>
- SRULE n="4">
<CHAIR_NAME> INPUT </CHAIN_NAME>
- <PROTOCOL>
<KROT>nUll</NOT>
<VALUE>lcmp</VALUE>
- <ICMP_TYPE>
<NOT>null</NOT>
<vaLue>echo-raquast </VALUE>
</ICMAP_TYPE>
<PROTOCOL>
<IUMP_TARGET>DROP</IUME_TARGET>
<TARGET_EXT />
</RULE>
- <RWRE n="§">
<CHAIN_NAME>FORWARD </CHATH_NAME>
- <PROTOCOL>
<ROT>nullc/NOT>
<VALUE> lcmp</VALUE>
o <lCMP_TYRE>
<KOT>naul</NOT>
<vaLUE>echo-requast</VALUE>
</IC1P_TYPE>
<PRATOCOL>
<MATCH>
<ULIMIT>
<VALUE> Hmit</V ALUE>
<HATE>10/3</PATE>

JU7i 7-18 yaagenas XML Aisimsaiianguda (2)

al




CYP AL >
<tarr>nullc/MAaRY. >
<UI0_OWNER> NUN<ALID_OWNER>
<GIO_OWHNER>NUHC/GID_OWNER>
<PID_OWHNER> Ul </PID_OWNER>
<SI0_OWHER>ull</SID_OWNER>
CQUMP_TARGET>SNATC/JUMP _TARGET >
- <TARGET_EXT>
<LOG_LEVEL>nUll</LOG_LEVEL>
<LOG_PREFIX>nUllKALOG_PREF 17>
<LOG_TCP_SEQ>nUlCAQGC_TCP_SEQ>
<LOG_TCP_OPT>null<cALOG_YCP_OPT>
<AOG_1P_O0PT>null< ALOG_IP_OPT>
<SET_MAR>AUIIC/SET _MARY >
<REJECT _WITHONUMNC/REJECT _WITH>
<SET_TOS>nulic/SET_TOS>
<TO>null</TO>
<TO_DES>Null</TO_DES>
<TO_PORT>null</TO_PORT>
</TARGET_EXT>
</RULE>
- <RUWE na®16">
<CHAIN_NAMES INPUT </CHAIN_INAME>
- <PROTOCOL>
<HROT>nUlleMNOT>
<VALUE2tep</VALUE>
- <TCP_FLAG>
- CMASK>
<HOT>null<MNOT>
<VALUE>ull</VALUE>
</MASK>
<COMP>nutic/COMP>
</TCP_FLAG>
- €SYN>
<HOT>null</MNOT>
<VALUE>nullc/VALUE>
</SYN>
- <TCP_OP>
<NOT>nulc/MNOT>
<VALUE>nuli</VALUE>
</TCP_OP>
- <ICMP_TYPE>
<hNOT>null<c/HOT>
<VALUE>nUll</VALUE>

7UN 719 uaagenans XML filnsas 19aud (3)

<SVALUE>SIFACE</VALUE>
</IN_IF>
<JUMP_TARGET>syn-flood </JUMP_TARGET>
<TARGET_EXT />
</RULE>
- <RILE n="29"> %
<CHAIN_NAME>syn-flood c/CHAIN_NAME>
- <MATCH>
- <UIMIT>
<vaLuES limit</VALUE>
<RATE>1/S</RATE>
<BURST>4</BURST>
</LIMIT>
</MATCH>
<HMP_TARGETORETURNC/IUMP_TARGE T>
<TARGET_EXT />
</RULE>
<RULE n="70">
<CHAIN_NAME>INPUT</CHAIN_NAME>
- <PROTOCOL>
<NOT>nullc/NOT>
<VALUE> lemp</VALUE>
</PROTOLCOA>
- <IN_IF>
<HOT>null<c/NOT>
<VALUE>$IFACE</VALUE>
</IN_IF>
<HIMP_TARGET>LOGC/IUMP_TARGET>
- <TARGET_EXT>
<LOG_PREFIX>"IPTABLES ICMP-IN: “"</LOG_PREF 2>
</TARGET_EXT>
</RULE>
- <RULE n="B81°>
<CHAIN_NAME>OQUTPUT</CHAIN_NAME>
- <OUT_IF>
<KROT>nuUlle/NOT>
<VALUE>SIFACE</VALUE>
</OUT_IF>
CHIMP_TARGE T>DROP</3UMP_TARGET >
<TARGET_EXT />
</RULE>
</TONFIG_CHAIND
</FIREWALL_CONFIG>

Ui 7-20 yaauenas XML AdmMsa319nguaa (4
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e library fioziuiiozdoainll#lums CLASSPATH vosTdsunsa fo
- jbeljar 151v04 Jbuilders
- xerces.jar 1{Ju library @115y DOM Tudamaos XML
- mm.mysql-2.04-bin jar i Tas s i U 19 umsAadegudoya mysQL

- jeesjdki3-112.ar 1 11 lumsidhsa
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asdeaalWs0ad Taeld IPtables

8.1 MHUANg

#

#a ipchains
modprobe —r ipchains

# load module GI'N°]
modprobe ip_tables
modprobe iptable_filter
modprobe iptable nat
modprobe conntrack

modprobe conntrack ftp

#enable forwarding

echo 1> /proc/sys/net/ipv4/ip_forward

#
s Jd d' IS | :;

# INUINHNUYDNNINUA

iptables -F

iptables -X

iptables -Z

a da a k4
# INQ8INNIVA nat A
iptables -t nat -F
iptables -t nat -X

iptables -t nat -Z

# policy
iptables -P INPUT DROP
iptables -P FORWARD DROP

## 11304 firewall M3150000 Q0019052

99



iptables -P OUTPUT ACCEPT

#
# constant variables

IN_IF="eth0"

EX IF="ethl"
IN_HOST="192.168.39.0/24"
FW_ADDR_IN="192.168.39.1"
FW_ADDR_EX="161.246.39.1"
NET_ADDR="161.246.39.0"
BROADCAST="161.246.39.255"
IN_NET _ADDR="192.168.39.0"
IN_BROADCAST="192.168.39.255"
IN_WEB_ADDR="192.168.39.2"
EX_WEB_ADDR="161.246.39.2"
IN_MAIL_ADDR="192.168.39.3"

EX MAIL ADDR="161.246.39.2"
CLASS_A="10.0.0.0/8"
CLASS_B="172.16.0.0/12"
CLASS_C="192.168.0.0/16"
CLASS_D_MULTICAST="224.0.0.0/4"
CLASS_E RESERVED NET="240.0.0.0/5"
LOOPBACK="127.0.0.0/8"

#
# protect chain 31 3ns9aeugthiuuminifaceg Mdhanaely

iptables -N PROTECT

## YJoadums attack

### land attack

HiH OENS ﬁ'muﬁmﬁmﬁﬁ source address = destination address = firewall address
iptables -A PROTECT -s $FW_ADDR _EX -d $FW_ADDR_EX -j DROP

### smurf attack

sttt a3 uinfnangi net address 10 broadeast address

iptables -A PROTECT -d $NET_ADDR -j DROP
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iptables -A PROTECT -d $BROADCAST -j DROP
iptables -A PROTECT -d $IN_NET_ADDR -j DROP
iptables -A PROTECT -d $IN._ BROADCAST -j DROP
### fragments
o < \ - ¥
#H Tunn log AU 3new Denew drop
iptables -A PROTECT -f -m limit -j LOG --log-prefix "FRAGMENTS: "
iptables -A PROTECT -f -j DROP

## tloanums attack 1neo 1 icmp

##4 ping flood

#a Taens$1na3uaims ping (iemp echo-request)

iptables -A PROTECT -p icmp --icmp-type echo-request -m limit \
--limit 3/s --limit-burst 15 -j ACCEPT

iptables -A PROTECT -p icmp --icmp-type echo-request -j DROP

#### icmp timestamp attack

iptables -A PROTECT -p icmp --icmp-type timestamp-request —j DROP

## icmp logging

#i## 1NR1YA3I9a0 U icmp packet jlniladanSenlmiideailoafiu

iptables -A PROTECT -p icmp -m limit -j LOG --log-prefix "ICMP: "
#H 1oAY icmp packet gﬂnm‘uﬁuq nlaily ping

iptables -A PROTECT -p icmp -j ACCEPT

## oafums attack Tae i udp

### diagnostic port attack

##t# disable small services at "/etc/inetd/conf"

#HHH way drop uﬁmﬁﬂ‘mff' small services port

#iHH# T-echo

H#HHH 9-discard

#### 13-daytime

##HH# 19-chargen

#iHHE 37-time

iptables -A PROTECT -p udp -m multiport --sport 7,9.13,19,37 -j DROP
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iptables -A PROTECT -p udp -m multiport --dport 7,9,13,19,37 -j DROP

## udp logging

st 1o l¥s1000u Tl udp packet iwuladnudenliniinasensy
iptables -A PROTECT -p udp -m limit-j LOG --log-prefix "UDP: "
iptables -A PROTECT -p udp -j DROP

## tloanums attack 1ne@1fE tep

### trojans

s Yaumsiiudin tog 13 & drop e

#i#H# deepthroat

iptables -A PROTECT -p tcp -m multiport --dport 41,999,2140,3150,6670,6771,60000 \
-m limit -j LOG --log-prefix "DeepThroat: "

iptables -A PROTECT -p tcp -m multiport --dport 41,999,2140,3150,6670,6771,60000 \
-j DROP

###H# subseven

iptables -A PROTECT -p tcp -m multiport --dport 2773,6711,6712,6713,7215,27374,27573,54283 \
-m limit -j LOG --log-prefix "SubSeven: "

iptables -A PROTECT -p tcp -m multiport --dport 2773,6711,6712,6713,7215,27374,27573,54283 \
-j DROP

###H# netbus

iptables -A PROTECT -p tcp -m multiport --dport 12345,12346,20034 \
-m limit -j LOG --log-prefix "NetBus: "

iptables -A PROTECT -p tcp -m multiport ~-dport 12345,12346,20034 \
-j DROP

###H back orifice (bo)

iptables -A PROTECT -p tcp -m multiport --dport 8787,31337,54320 \
-m limit -j LOG --log-prefix "Back Orifice: "

iptables -A PROTECT -p tcp -m multiport --dport 8787,31337,54320 \
-j DROP

### diagnostic port attack

iptables -A PROTECT -p tcp -m multiport --sport 7,9,13,19,37 -j DROP

iptables -A PROTECT -p tcp -m multiport --dport 7,9,13,19,37 -j DROP

### syn flood
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#as TaemysinaySunm syn packet
iptables -A PROTECT -p tcp --syn -m limit --limit 3/s --limit-burst 15 -j ACCEPT

iptables -A PROTECT -p tcp --syn -j DROP

## tep logging

## o193 I9@OU NI tep packet siuladanensmiinasuensy
iptables -A PROTECT -p tcp -m limit -j LOG --log-prefix "TCP: "
iptables -A PROTECT -p tcp -j DROP

## logging
iptables -A PROTECT -m limit -j LOG --log-prefix "OTHERS: "
iptables -A PROTECT -j DROP

#
# input chain

## drop invalid and illegal packets

iptables -A INPUT -m unclean -j DROP

iptables -A INPUT -m state —state INVALID -j DROP

## allow unlimited traffic on the loopback interface.

iptables -A INPUT -i lo -j ACCEPT

## 80U VUNMNANINNADIN internal network

iptables -A INPUT -i $IN_IF -s $IN.HOST -j ACCEPT

## drop uinINANSeavemsIo e NINMEHBNIAHNA
## Ao Tueyandlinevenaiamsivousald

iptables -A INPUT -i $EX_IF -m state --state NEW -j DROP

## Hoafumsasuuilas ip (spoofing)

st inSoamenonlaiimald ip address RmRUINTod 100814
iptables -A INPUT -i $EX_IF -s SFW_ADDR_EX -j DROP

# nSesnouon il private ip 14

iptables -A INPUT -i $EX_IF -s SCLASS A -j DROP
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iptables -A INPUT -i $EX _IF -s $CLASS B -j DROP

iptables -A INPUT -i $EX _IF -s $CLASS_C -j DROP

iptables -A INPUT -i $EX_IF -s $CLASS_D MULTICAST -j DROP
iptables -A INPUT -i $EX_IF -s $CLASS_E RESERVED_NET -j DROP
HiHt méammuan'lﬁﬁmﬂ%’ loopback address &

iptables -A INPUT -i $EX_IF -s SLOOPBACK

# HANTVUNANANDINN T BN
## Miluduniisvesmsiveunenainlaaniadinsreadies

iptables -A INPUT -i $EX_IF -m state --state ESTABLISHED -j ACCEPT

## RELATED packet jump to PROTECT
iptables -A INPUT -i $EX_IF -m state --state RELATED -j PROTECT

#
# forward chain

## drop invalid and illegal packets

iptables -A FORWARD -m unclean -j DROP

iptables -A FORWARD -m state --state INVALID -j DROP

# (from external to internal network)

## tosnumstlaouniasip (spoofing)

st 10 amenenlaiiimald ip address 1igafnSedinSseadly

iptables -A FORWARD -i $EX_IF -0 IN_IF -s $SfFW_ADDR_EX -j DROP

s 1n30amensenTaiimaly privateip 9 :

iptables -A FORWARD -i $EX_IF -0 $IN_IF -s $CLASS_A -j DROP

iptables -A FORWARD -i $EX_IF -0 $IN_IF -s $CLASS_B -j DROP

iptables -A FORWARD -i $EX_IF -0 $IN_IF -s $CLASS_C -j DROP

iptables -A FORWARD -i $EX_IF -0 $IN_IF -s $CLASS_D_MULTICAST -j DROP
iptables -A FORWARD -i $EX_IF -0 $IN_IF -s SCLASS_E_RESERVED NET -j DROP
st 10 amonenaliimald loopback address &

iptables -A FORWARD -i $EX_IF -o $IN_IF -s SLOOPBACK

o « o g 1 < A VA y
Htt m)musmﬂnne.‘mﬂumuwuwmﬂmmuﬂwmNTmmm“lwm
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iptables -A FORWARD -i EX_IF -o $IN_IF -m state --state ESTABLISHED -j ACCEPT

#(from external to server)

## pulAMuUBNIYUINIS web and mail server

iptables -A FORWARD -i EX_IF -0 $IN_IF -d $IN._ WEB_ADDR -p tcp --dport 80 -m state --state
NEW -j PROTECT

iptables -A FORWARD -i EX_IF -o $IN_IF -d $IN_MAIL_ADDR -p tcp --dport 25 -m state --state
NEW -j PROTECT

#(from external to internal host)

G o Ay & v o
## drop UNAINATNIBDIVDNITIYONAB NN UBNTINHUA
## A lioyandlinmeuenadamsiveunnld

iptables -A FORWARD -i $EX_IF -0 $IN_IF -d $IN. HOST -m state --state NEW -j DROP

## RELATED packet jump to PROTECT
iptables -A FORWARD -i $EX_IF -0 $IN_IF -m state --state RELATED -j PROTECT

# (from internal network to external)
## tloaiu trojans
w4 Taemstheiin log 13 uds drop fa
### deepthroat
iptables -A FORWARD -i $IN_IF -0 $EX IF -p tcp -m multiport --sport
41,999,2140,3150,6670,6771,60000 \

-m limit -j LOG --log-prefix "DeepThroat: "
iptables -A FORWARD -i $fN_[F -0 $EX_IF -p tcp -m multiport --sport
41,999,2140,3150,6670,6771,60000 \

-j DROP
##H# subseven
iptables -A FORWARD -i $IN_IF -0 $EX_IF -p tcp -m multiport --sport
2773,6711,6712,6713,7215,27374,27573,54283 \

-m limit -j LOG --log-prefix "SubSeven: "
iptables -A FORWARD -i $IN_IF -0 $EX_IF -p tcp -m multiport --sport
2773,6711,6712,6713,7215,27374,27573,54283 \

- DROP



### netbus

iptables -A FORWARD -i $IN_IF -0 $EX_IF -p tcp -m multiport --sport 12345,12346,20034 \
-m limit -j LOG --log-prefix "NctBus: "

iptables -A FORWARD -i $IN_IF -o $EX_IF -p tcp -m multiport --sport 12345,12346,20034 \
-j DROP

### back orifice (bo)

iptables -A FORWARD -i $IN_IF -o $EX_IF -p tcp -m multiport --sport 8787,31337,54320 \
-m limit -j LOG --log-prefix "Back Orifice: "

iptables -A FORWARD -i $IN_IF -o $EX_IF -p tcp -m multiport --sport 8787,31337,54320 \
- DROP

## geuSuinIinnINAwUBNERNG MENEAIHYA

#4 uiudin log Pineu e 3l¥nseney

iptables -A FORWARD -i $IN IF -0 $EX_IF -m limit -j LOG ~-log-prefix "FORWARD-OUT: "
iptables -A FORWARD -i $IN_IF -0 $EX_IF -j ACCEPT

#

# output chain

## tloafiu trojans

w4 Taamsthiin log 13 & drop #ia

### deepthroat

iptables -A OUTPUT -p tcp -m multiport —-sport 41,999,2140,3150,6670,6771,60000 \
-m limit -j LOG --log-prefix "DeepThroat: "

iptables -A OUTPUT -p tcp -m multiport --sport 41,999,2140,3150,6670,6771,60000 \
-j DROP

4 subseven

iptables -A OUTPUT -p tcp -m multiport --sport 2773,6711,6712,6713,7215,27374,27573,54283 \

-m limit -j LOG --log-prefix "SubSeven: "

iptabes -A OUTPUT -p tcp -m multiport —-sport 2773,6711,6712,6713,7215,27374,27573,54283 \

-j DROP

### netbus

iptables -A OUTPUT -p tcp -m multiport --sport 12345,12346,20034 \
-m limit -j LOG --log-prefix "NetBus: "

iptables -A OUTT'UT -p tep -m multiport --sport 12345,12346,20034 \
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-j DROP

### back orifice (bo)

iptables -A OUTPUT -p tcp -m multiport --sport 8787,31337,54320 \
-m limit -j LOG --log-prefix "Back Orifice: "

iptables -A OUTPUT -p tcp -m multiport --sport 8787,31337,54320 \
-j DROP

## pouSuinaioenininiodlnroadana

#4 uaiufin log e e 31¥nsa0nou

iptables -A OUTPUT -m limit -j LOG --log-prefix "OUTPUT: "
iptables -A OUTPUT -j ACCEPT

#
#NAT

## snat

iptables -t nat -A POSTROUTING -s $IN. HOST -i $SIN_IF -o $EX_IF -j SNAT --to $FW_ADDR_EX
## dnat

#t# web server

iptables -t nat -A PREROUTING -d $SEX._ WEB_ADDR -p tcp —dport 80 -j DNAT --to
$IN_WEB_ADDR

##H# mail server

iptables -t nat -A PREROUTING -d $EX_MAIL_ADDR -p tcp --dport 25 -j DNAT --to $IN_MAIL_ADDR

8.2 msidalisuInsreadvazyn 1 Linux Redhat 7.1 Suanlva)
13 Linux Redhat 7.1 AR#ANA fisadisiutu 0.1 s aunsodmualiiulaosa TudRvas
yansoaldlau
1. nsedadiulwéanud orpy Taotufindiude Indes 15818 wilufitios 1940
“rc.firewall”
2. i A “ro firewal Ty 13 lumwgn (path) /etc/re.d
3. Mnuames sy (permission) THING “rc firewall” §u 700 ol aunsniEndaae
(execute) 181 Iﬂvi‘l’f'ﬁﬁ%m’ﬂ"lﬂﬁ
chmod re.firewall 700
4. i]1ﬂifuﬁuﬁﬂﬁ1lm1i¢lﬁﬁ)§j‘llﬂﬁ “rc.fircwall” aq‘lu'lﬂﬁ rc.local Lﬁiﬂ‘lﬁﬁﬂ?ﬂ&

bt 1
“rc.firewall” QASUNNASINTMSYA Jetc/re.d/re. firewall
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