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Internet Security for Organization

Ms. Nisa Patanaponganan 41014230
Ms. Sunun Chokjaraskij 41014477
Mr. Worawat Limpoka Advisor

ABSTRACT

This article informs to the detail of Network Security System. By emphasizing for the
organization where has own network connects to the Internet. By studying, analysing, comparing
security technology, especially, Firewall which is essential to every organizations’ network. Trying to
attack the firewalled network by several methods. In advisory will advise to choose the firewall

products by considering from security aspect.
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® WUPS (Windows UDP Port Scanner)

= A

wups 1dmsuaununesaedi nlvisiszywinoavloniveaasd (1P Addres9 HAZFNVDN

T

s A v Ay A oA ° w yva v g v o ' 3 Y
WOIANLINABINIG Tﬂﬂuﬂlmﬁﬁﬂa FIWITONINITALNY lﬂﬂaﬂﬁaﬂmmu ﬁmSUGI’JE)EJNmﬂ%mu

wuUPS vzueradlugli 7-3

~ ‘WUPS - Windows UDP Pon Scanner
- htip:/fwvrw.bahnhof.sel ~winni/toolboxfwupst

| [Sansom]
Stgp‘portj h 40 l Stop Scan I

-an: [151.246.5.220

ﬁ;:th'D L

e

-

&1




90

~
UnNn 8

(v a o 4 ¢ ° a
ANENHMzYeINANI U 1S Ieaanhumaae uasmsneuiln

8.1 in3snininlad 89151 (Network Topology )

8.1.1  wiadsnInlnladnwiumaaeunpumesnid Wi eas

DR 2

Firewall Host r
ny0an 3

Weh Server
lﬂ‘?ﬁ\lﬁ; i
) FW-1
Extemnal Client 4
wi
Wingale
Internal Network
] ] 198.168.1.0 ,
] L i
161.246.5.214 161.246.5.200 i98.168.1.1 198.163.1.2
e 20 [ Jd 4
gL’a’: 8-1 uanssindsolnlnled dmsunageueumes lwsd s 0ad
o Q. o ad ‘T 7 QI dra' A'«l o u‘! | Y A'i ~ d'l A
AT TUALTD VLW ARV I NV HN W MINITNAT O LU LILR3UAILAS8Y 3 18584 i3}

1. lradudmeven (External Client)

ulnasusili 1ﬂaﬂ‘lumsmmmalu ( intemal network) l%i}ﬂﬂswﬁmwaﬂmmm;@N‘ma

a Y A g v A

InhnG 1aud 1Wsaad laad uazlaadudainsinad °ﬂﬁ|ﬁmw_iﬂmmmjml_1_iu@qu
- Wy : AMD Thunderbird
- wugawi o 256mnnzlugd
- msauauAsa ; 10/100 wnnz age i (Mb ps) 11y
- s2uYU{URMI  : Mandrake 8.1
2. "M‘fmazﬁaaﬁ { Firewail Host )
.

iunTeadswnesiiuTweadload  Taviadssassndnveunsodiiae e dulng

. ¥
)

08 lunsflastunsaieninly Tasilafnveansaaiiugd
- &y : AMD K6-2 350 MHz

- owdagawdi 384 wnnzlud

- miauauAs ; 10100 ANz Dagaiund 2 Ty

- ‘ngjﬂﬁﬂami : Window 2000 Server



91

< J %

3. laawunnely (Internal Client)
2\ 3 LA A s W 2 o Y3 d ad &
fhulaaudieglumevwnoly  Tasgalszasandnvouniesiine  1Hdududsines

A Yy a = I~ P I~ [ dy
(Web Server) o 1vu5ms Taeliailnvoanseutluaail
- C‘Tﬂ?ﬂg : Pentium3 450 MHz
Y TR REIR 384 wnng lud

o a 1 a =

- MsauauANus $10/100 wnngdaae v 1 1y

- izuuﬂﬁﬁama - Window 2000 Server

ad d‘ 1
IEMs¥oNnD
¥ aensoa (cross) 2 EUNBYIINTIFOUADAIL]
~ ' ' g < vy ne Pe o o @ a A V v Y
I meh | eesziinlnaduanioueniullsieaalaodd  dnsumagn¥eudenuAIsa oA
2 A o q ¥ 3 g Y a3 A = A A an &2 A A '
sodfmpazi lianusinly laudmiy 100 MHz H398190N191@oN0NITHUINADITONAD
v v Mo 2 2 v e B s . g
AUAIBFVAIUGD 100 MHZ N 1A Taoszy lehineamsayoimsauanail
i J 3 4
- lpawuamouen s 161.246.5.214

- vsheadleas 161.246.5.220

[89)

= ' oy e % Sy = Qv q 5 = s
a1ui 2 deszrdnlvieadleaanulandudniely  Tavszylofiueamsaveamsauan

E4

fail

\] Id 4 d
- lylsyeaaleda - 198.168.1.2

vy < o q
laawwuamaly ¢ 198.168.1.2

< acd A o (V3 L 4 oA <
8.1.2 winsninIwlagdrnsunaasumesavuealvlslean

3 O
M30an 2
Personal Firewall

n3oai 1 Tiny Firewall
External Client 150
Zonealarm
161.246.5.214 161.246.5.200

{ ad o w ¢ o
511 8-2 wanania3snIntwladdmsumesvuuealvlssead



92

& o @& A aa 1 A & Y A & &
FmsumansnIn Tnlatnnsduuuieiimsnageuiiu Ysznoualo1aiod 2 1n599 AD
J
1. 'lnaduanisnen ( External Client )
= g Jan Y 16 P . S w & A
Whulaawuan lildeglunisuieniolu ( internal network) lnggailszaannanvouniodiing
4 o a L4 o P=3 I~ 4 I~ v dy
ldmeyinins Taud s yead load Taslainueunsouiuaail
- %ﬁg : AMD Thunderbird
- WA 256 wanzlud
L4 = a " a =]
- PISANAUANNED : 10/100 ARz AR W 11U
- S&’Uijﬂf]ﬁamj : Mandrake 8.1
¢ o ‘ ¢ .
2. esSHuMealvlsIoad (Personal Firewall )
2 Y A sa g 8 o Yo c 5o
Hunseugivinesidlulvioaalead  Tasyeszasnuanvounsosiine  lnodulvs

% o & a s s a g A g v
1988 lumstleaniuaTeanoui e s dIULAAA (personel computer) IasliminvounTeudua

d}‘
H
- iy - AMD K6-2 350 MHz
- wdaeAanus 384 wanglud
4 < a s a
- NITALAUAIINLED - 10/100 LUNNEUARDIUIN | Gh_l
- 32pulRUams - : Window 2000 Server
ad d‘ 1
IFMILBBNAD

' Z 4 @ oA = [ z:y
AoMsALaNYeINd 2 InToaiuliaisn 161.246.5.0 Tasszylefieamsavosmsauaudail
v = (4
- lpawuanisuen : 161.246.5.214

Ll L4 o e
- lylstoaaleas  :161.246.5.220

a o y et & e
8.2 wandunlvlsleadnindnm
sreadnisnihmaseuinseinnuevimaadunsend ( Application Proxy ) @z
a I~ @ 5 = :J/ «
Yszinnamayfaduailndu ( Staeful Instpection ) waziinuowaos lwsd 1W510a8 ( Enterprise
. 7 o W < % .
Firewall ) UQZIWOIFUUDD 175000 ( Personal Firewall )
8.2.1 ZoneAlarm Pro V.3.0
8.2.1.1 Qmé’nymzmaa ZoneAlarm Pro
®  A2NABINITVBITZUY ( System Requirement )
a g = A = )
- lolidu NE e
P ¥
- szuuNsiwaes 486 4u'll
a wa a 4
- szpudfiansiuled o8/MENT/2000/XP
1l g
- RAM 8wnzlua (MB)

dy L:' v d a 4
- Heiiuavaad 10 wazlua



93

S| a o g a £ . & A yay S o
® Lﬂuwammmmmsm (Commercial product) cmmimﬂﬁnu sﬂumiﬂnuiwaﬂm
gy B
naapd ey
= 1 @ Aq ' @ a J o @ t:?
® ZoneAlarm Pro § 4 #unanqiildnegiumsanauuudunesiia fail
d
- 'Wsr00d
[ o 1 q ¥ LY, [
- aawmuauldsunsy vzfloaduTdsunsusivanIns duliliidwniladn
a ux: 1 A a N ¥
uazAnneglunioanounumes 1A
v | 1 v A @ 4 ' .
- msshmanuniludiudy  fevzlleatuniesninanuuneues cookie
[ ' [ v 4 a J
naznsTeldw (Pop up) Tamanann uazdiilosiuniosnnansld az
[ Y v <
Tagiadin1en 1IN ume

v

- A a ¢ | v o AYo y
= ﬂ1§‘ﬂ®ﬂﬂu®!ﬂﬁ 1Jnﬁmmimmﬂﬁuauaumasmm lag l'J o V]\Tﬂ?‘ﬁ)mm')

[

v ) Y = v A 4
Hagud 1“2%ﬂ%3%$y1ﬂﬂalﬂﬁﬂlﬂ

E v
' o ' a = @ [ oo S o '
e 1Fnuig nSoun el Wizard ¥aalunmsasuiln anfalumsdsuusaniaiag finldae

Y] f
ANy LAz bt

Overview
Welcome Blocked Intrusions T
: g ohe
g 60 Intrusions have been blocked since install Pro Tt erl
Overview You rf fioegiey Y 23 of those have been high-rated
fonedlarm Pro!
No further setup is
necessary — Zonellarm
Pro wiill alzrt you it you 4 Inbound Protection )-'
need to make any E \ | 7 5
atjustments. ' The firewall has blocked 22 access ._\c:?e.;’lolajm*;fb
; attempts 5 up to nate

See how Zoneblarm Pro is }
protecting you by viewing o Duthousd Protection | J :

W it Rt aticfi ; | ;
t:‘g"? ;""‘umy Stalisigpdaing *. 26 proqramfs] secured for Intemnet acfss R
rgnt. H % ; w iecmlese v

; i
: «y ~E-mad Piotection What's New ;
: * MailSafe is currently active at
0 suspect e-mail attachments quarantined Zone Labs
: fleorn Mhare

311 8-3 uanali/sunsuZoneAlarm Pro




8.2.1.2 M35ADUNN ZoneAlarm Pro

94

TumsdSuuaameineg TuTusunsy azesuioamuganien s ianuauly  Uude

[

v w =
NUANINYaANY Al

(< U [~ ad [~ ad =Y
A UHANS NV UNMUHANTN InTnlad

[~ ad [~4 ad
Tagl¥itads nneusnADILAIS NV

a 2 a¢ 4 2 ad 4 y 2 ) a v S A &
Mad waz dindsnnelufomiands nisiasavuniaiuInInlas wiounauysone

T ad nwy
mansnaeluliaie

Firewall

Uss this tab to add
computers and networks to
your Trusted or Blocked
Zone.

Firewall Example: Putacomputer or
network you want to share
| with into the Trusted Zone.

xampie: Put a computer
i that repeatedly ‘pings’ you
into the Blocked Zone.

All tratfic sources not listed
here arz in the Internat

ane by default. Netwarks
re automatically added to

€ Hilis e

Name

24, CENetwork

1. Local Hetwork 198.168.1.0:255.255.255.0

IP Address ! Site

161.246.0.0:255.255.0.0

Entry Type Zohe
Hetwork Internet
Hetwork Trusted

Entry Detail
Zone Mame
Zone
Entry Type
IP Address/...

CE MNetwvork

Internet

Metwork
161.246.0.0/255.255.0.0

L

Add >>

[

Edit

][ Remove |
Bj i

s,

51 8-4 uamsnuiadsnly uildaanudi

o :/l 1 o % j 4 4 ) [ @ -y s D
Mmsaamnissnmanulasansuedlisioan  dmsuanvlasansinoumesitg

s ad 3 o [ A a 3ya '
Wiadsn . @enuuuna1d (Medium)  wazFadh hsundanuay1dsn Taemsnaty

" ¥ v
Custom (H0LABNAIANAIALLD

Y A 2 o = A < s o
um;aamﬁmmgﬂﬂ 8-6  WOUADNWOIAINYINY

. = g My, ) ¥ oy \ )
NetBios “ﬁﬁlﬂu?ﬂﬂ@uﬂlﬁulﬂ"lﬁiﬂﬂm@ﬁfﬂuﬂﬁqﬂiuﬂ?iIﬂll@]ﬂ')ﬂ DoS @UuIN aqIU

2 4 S g 2 . v
Lﬂfﬂﬂﬁ@quulﬂUﬂﬁUa@ﬂﬂ'ﬁ Ping 1 U1UININNIGUDN



The tirevyall protects you
from dangerous tratfic. &

has ties T ; Visible but protected mode: Computers

can see your computer but cannot share
its 1esources. Incoming NetBIOS is
blocked This setting is recommended
for temporary use n the Intemnet Zone.

irternet Zona: For
Firewall protection from unknown
computers

i
i :::;:j:;io;z:;z’m STiasted Zone Seciy
Medium: Shaiing mode® Computets can see
Stacked Zone: For shutting - - gl your computer and share its
out untrusted computers. Med, resources  This sating is
‘r' ks recommended for the Trusted Zone
y:| The internet Zone cortains =

a¥ of the computers on the Custom

Web by defaut. Usethe

Zones tab to add Slecked Jot Seoily

computers to the Trustsd or

Blocked Zone ke [ Blocked Zone Mo communication is allowad through this Zone.

Use this page to set custom szcurity levels for the Intemet Zone. High
secuiity blocks all network traffic except authorized program traffic and
traffic indicated by a check mark.

Medium ecuiity settings for Internet zone

v Block incoming NetBIOS (ports 135,137-9,445)
Block outgoing NetBIOS (ports 135,137-3,445)
¥ Block incoming ping ((CMP Echo)
. Block other incoming ICMP
Block outgoing ping (ICMP Echo)
Block other outgoing IChP
- Block incoming IGMP

- Block outgoing IGMP

Resetto Defaut | OK ” cancel ||

{ o ¢ ¢
1/t 8-6 msdam W5 seadiaenio

95
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8.2.2  Tiny Personal Firewall V.2
8.2.2.1 Qmﬁﬂvmz‘vﬂdﬂny Personal Firewall

S| = g @ ' o dq Y v & v A £y Y v
Juma TuTaddwanulasasounvudiuiinlinuie  dadestuiidnndynynldedis

¥V
Vet @

o ¥ 4 A ) 2 ad s &
wugtuuy 19 1daMunseefinoedluszuumaisnuedesansuazinioduaauslay ( Stand Alone )
L a1 ow oA 2 Yy a ' . . a e 5 @ @ e
FIAARDNUOUADIIUAAIIMS 1FUTNTIINISP @199 Tiny Personal Firewall URsiauUANd1AyAl
®  ANABINITVIITTUY
- 586 Pentium Class
v 4
- RAM 16wnz lud
F S a o w7
- eiinuuasaada 1 wng lud
a wa a 4
- szuulfiansiulad 9x/2000/MENT
L4 ﬂ1§ﬂ‘§’3§]5ﬂﬂ1§uﬂ§ﬂ ( Intrustion Detection )
Uszneudie wizard N1FI0H0539zA0eA5I99UAINTs R hitae3 T
U = Y Y IJq Ya ; E% % l:l . a g 9 =) Y
nou uazwsowwioulny lFaaastenai i) vdmnaaasteyalniiseusesny
& 'dy Sq Y R =2 1 dyd
foonnlnitinz)szynd 19lus 1015071503509 ( Filter Rules ) 1ag Faluauin
annsnialianlddae (Disable)
< = o ) s g 9 ¥ <
fgUil 8- 7 dhmsnegouda ICMP uAmAai i - lumis lsanuasusn
V
Tiny Personal Firewall 3283 i3 9nRonssuiidaiimsdaden uazmadiualaves
=3 a 3 ' Py 4 o
Rz Iand oyl 14 TasAnnTeariuogni Create appropriate filter

rule and don’t ask me again ll@ztﬂﬂﬂﬁ?lﬂiﬂﬂﬂﬂu customize rule Lﬁ@ﬁ?ﬁuﬂﬂg

A1 AuAoInmIAaanIlugy 88
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Tiny Petsonal Firewall

Outgoing Connection Alert!

Time:  12/Mar/200204:37.01
Remote;  msgr-sh21. msgr hotmall.com [64.4.12.170]. port.
' 1863 - TCP.

Detals: "M essenget f;om your computer wants to connect to

rnsgr sb21 magr hotmad com [B4.4. 12, 1?0] port 1863

L*_L:.

Details about application

%3 c:\program files\messengerimsmsgs.exe

L Lo}

Pemit | Dy
v Crzate. apprbpriék# filter fule ‘and don't ask. me again

f‘ustorm (=¥ rT‘J} i

¥ a d’ 15 Y T
gil‘n 8-7 nrm59@@Un®n55un?wmygﬂnmnau

- Remote Endpoint-

(% Create e for any remote address

€ Create e for this reniote addiess onls {e4.412770

(= Treate s for any remiote port.

¢ Create s for this remots port oly: 1863

.) N Cancel |
&

d’ Yo Q’ a Y
31/7] 8-8 ?Wﬂ7ﬁuﬂﬂ{]!WMﬂ§JﬂWJﬂ'J73Jﬂf)\7ﬂ75

i o < 1% =
uaziiletmuangmanses ludriannsamlfonlddwanalugui s-9
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|| Rule Description | Protacal:

I={ Loopback___ UDP/TCP (Both) |
Emv & DNS UDP (Both)

RHY 48 Outgoing ICMP Echo Request  ICMP {In)

ANY 3 Incoming ICMP Echo Reply ICMP [Out)

{:}4.'; Local Security Authority Syste...  UDP (Both)

=% Local Security Autharity Spste.. TCP (Dut)

g =P ‘\windows Logon Application (... TEP [Ouw)

ANY =p Microsoft-DS TCP (Ou)
T8 Sewvices Applicstion UDP/TCP (Bath)
&= ICOEXE TCP (Out)

Ay 45 TCP (Both)

O ones TCF iln)

AHY %= |hcoming IP pratacal 2 Other-2 [In)
B+ Messenges TCP [Dut)

4’ =< o Y Y
517 8-9 nananangnisnses Ingasnsonmuanslyala

®  N15NIOIUDWWAIAYY ( Application Filter )

L EY

4 A @ [ a v da " Y .
WonvzileaiuiInsfunazuennamdunfigoinanugndea il Tiny Personal

£y £V}

Firewall 39001550 WOANAATY T lwizard NI 19U NLONNAIATY

’ 1 i B4
WeNEN bind WOIANEMIAARDAOMI UHIZATNNNNITNTBI NTUBETUBUNS
A

yq 99 ¥q 9 a o 3 4 !
v0aflieny  Aedldenuisneunnauennanduniunnngmansedld  uazizll

P | v A NG, 1 g s g ayyy
nsthumanuave wenwan g i ldwesa lnwiuilna1aaqe

® MDS Signature
A qv 1-lajna)~ 2\ & lll o g a o a4 A
LW'E)ITT!L’HI% @1 Inssunavaiees lieninsadasuandulonnamyunyeno

S aa @ =
T ldnsasaen Tasldaediuainoa MDs dwaadlu 317 8-10

Filter Rules | Microsoft Networking | Miseellansous -&SPD,l.icaﬁQ!)"§M.D5.1

W Check MD5 Signature:

-Application | Md5 [BINARY
T CAWINNTASYSTEM32ASERVICES.EXE B3709F4C5BI
T CAWINNTALOAD GM.EXE 59D7217F3D
$4 C:\PROGRAM FILESMCOACD.EXE 5C241936F51
& C:\PROGRAM FILES\INTERNET EXPLORERVIEXPLORE.EXE 5235F513868
T O AWINNTASYSTEM32\LS5 855 EXE 794087DA8D
T CAWINNTASYSTEM32AMS TASK EXE 424C79DEAC
T CAWINNT S YSTEM32ASVIHOS T EXE IER4AD53CF
$5 C:\PROGRAM FILESYTINY PERSONAL FIREWALL\PPWADMIN.EXE 510789E60FS
£3 C:\PROGRAM FILES\WINAMPAWINAMP.EXE 965E79CE57E
P4 C:\PROGRAM FILES\DAP\DEP.EXE 3DE47C21311
@) C:\PROGRAM FILES\REAL\REALPLAYER\REALPLAY.EXE AS4FOBRE 7FE

1/t 8-10 Tiny Personal Firewall imsnsinaevnennanyulagly MDs
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ad Ayy
® 11PAIAANITPD 1A ( Trusted Address )
vq ¥ ° Y o A4 A4 yvg
Al¥aunsoimuangminsealdios Tavenimuaueamsaniyede laily 1p
a A ) A 4 4 & & ad v
@1 130 1uTavea 1P nSerz¥eionuiiaisnlan lame
e msusmsvamsmialna
o a % l 9 v
ansaiimsaouilnu lesanudasanvaien ldnnszes Ina
8222 msnauiln Tiny Personal Firewall
Tumstfuuaeiienng lulUsunsy azesuiomuganien msilianuanls  1ufo
¥
nasuanuaeady Al
o u]: ' [ [ | 4 k4 A 5 ) Y
e imsmiaimssnmanudasansvedlvisieas  Tesannsoden nuamshiauld
3 ThuadagUin 8-11 fie
Ay a A v W o = W ¥ .
- Don’t Bother Me  Aommiganssuim NasanungRszy 1l Tiny
, gy i v 9y y q
Personal Firewall Nz livundiee lnasiang
I Ay a PRI v o o — W v .
- Ask Me First ﬂ@ﬂﬂ‘lf]ﬂﬂiim]ﬂﬂlﬂlimﬁﬁﬂﬂﬂi;]“ﬂizul’) Tiny Personal
<SPS . N
Firewall noz Uuntoe g ldauaaduls
= a o dy’:.'l 4 '
- Cut Me Off  Avaams lFnuiiasn vz ldeodduiinaotiie lidoams 1y

St Y W W - ~
UUHANITN ﬁ‘l@WliJﬂ'ﬂlllJa@ﬂﬂUlﬁl]']ﬂﬂflﬂ

P Tiny Personal Firewall .

Firewall Miscellaneous!

47" Fidwal Erabled

= Ask Me Fust:

Mo network activity will be permitted unless | give my
permission or have a fiter rule in place. Use this level when
pou want to review network actvity before allowing it ta
take place. ‘

b Advanced. !

oK. ’ Cancel Apply

{ K o
Ui 8-11 M310n14HuANITINGIUYOI Tiny Personal Firewall
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l I~ A [
o dollzdlunsadungmslfan Tasennsaiv, unsn, udly nieavnglaq 18 da

JU7 8-12

Firewall Configuration

Filter Rules I Microsoft Netwmkingl Miéce!laneous:l Application’s MD51

|| Rule Desciption | Protocol’ | Local: | Applic
L4 | oophack. UDP/TCP (Both}  [Any port]
Rm‘*; DNS UDP (Both) [Any port] [Any address][53)
RNY}{ Dutgoing ICMP Echo Request  ICMP (In] [Any] [Any address)
&l ANY 3% Incoming ICMP Echo Reply ICMP [Out) [Any] [&ny address] -
Eif; Local Security Autharity Syste...  UDP [Both) [Any port] [Any address][88] C:NwIk
M= Local Security Authority Syste...  TCP [Ou) fAny port] [Any addrzss]{Any part] CAWIK
g = “Windows Logon Application (.. TCP (Out) [Any port] {Any address];[389] CAWIN :J
ANt = MicrosoftDS TCP (Dut} [Any port] [Any address)[445] Anyap.
1% SewicesApplcation UDP/TCP (Bath) [y port]  [Any addiessidny port]  C:wib I_l
By |COEXE TCP (OuY) [Any port] [y address){Any port] C:\PR( —
RHY?.'; TCP (Both) [1339] [Any address][any port]
O @4_’: " 14 H {orgs mnit] 251 iy wont]
AHY = |ncoming IP potocol 2 Other-2 (In} [Any port] [161.246.5. 1) [Any port]
f&-’ Messenger TCP (Out) [Any poit] {Any address]{Any part]
41 J i
&dd. ] it Edit. | l Delete ¥ Ask for action when na rule is found
[—T] . Cancel Loy s
x ,44

{ w1 [ ; J
5UR 8-12 uananioaysuaanilnssead

£% o A & ) = A v ¥
m%zmmsmnuiama‘lm ﬂﬂﬂlji] Add  1ague Add UBVSUTAINTIID

Tugd 813
Filter rule

Description: ﬁrusl Olala03

Protocol Any -

Both directions ¥ !

Direction;

- Locat endpaint -

<~ Apphication”

~ Remote endpoint:

Address type: ] Single address 7 i
Hogaddress  [1512465213
—Rule valid
iAIways :_I

[~ Logwhenthis e match
I Display steit bos when this rue match

Cancel ‘

Ui 8-13 iinulgwreliny s read




8.2.4

8.2.4.1

WinGate

101

- Tiny Personal Firewall winsasudontild dmindinsefungiisimaerlias

ueraalugi 8-14

|Ytiny Personal Firewall-Log: =

 [12/Mar/2002 05:58:21] Rule 'ICQ.EXE" Permitted: Out TCP, locahost:3135:>
/ [12/Marf2002 05:59:02] Rule 'Internet Explorer’; Permitted: Out TCP, localhos
/ [12/Mar f2002 05:59:02] Rule 'Intermet Explorer’s Permitted: Out TCP, localhos
S [12/Mar /2002 05:59:13] Rule 'Outgoing ICMP Echio Request’; Blocked: In ICMF
W [12/Mar {2002 05:53:18] Rule 'Outgoing ICMP Echo Request’: Blocked: In ICMF
v/ [12/Mar,/2002 05:59:19] Rule 'Internet Explarer’: Permitted: Out TCP, localhos
/ [12/Mar/2002 05:59:20] Rule 'Internet Explorer’; Permitted: Out TCP, locahos
 [12/Marf2002 05:59:20] Rule 'Intermet Explorer”: Permitted: Out TCP; localhas
S [12/Mar /2002 05:59:22] Rule ‘Outgoing ICMP Echo Request”: Blocked: In ICMF
Y [12/Marf2002 05:52:26] Rule 'Outgoing ICMP Echo Request': Blocked: In ICMF
V [12{Mar/2002 05:59:28] Rule 'TCQ.EXE" Permitted: Out TCP, localhost:31<44->
v [12/Mar,/2002 05:59:29] Rule 'ICQ.EXE": Permitted: Out TCP, localhost:3146->
\,{ [12/Marj2002 05:59:20] Rule 'TCQ.EXE": Permitted: Out TCP, localhost:3149->

{ v oz J
g1l 8-14 ngaamsvmauludonlvld

AMANBYZ VDI WinGate

I~ < o i Ja 7 3
WuTsunsudmsumsuys o U esIug

v s 4
lvls10ea

NAT (Network Address Translator)

) Y R {
#111509an1591nMa 1na ld (Remote Administration)

=1 @ = < 1 E4
UM3datnuasaon wla

Checkpoint Firewall-1

AMANHMZYD Checkpoint Firewall-1

3 y <
Fhulvsreadiaugluny

= [ j [ k4
Ysznevudomalulagniannuiasadsuinuie 11 NAT, VPNs, tnesauuea s

J
a0

@ Y L% %
TIUITDIANT nnmalnald (Remote Administration)

U security policy NiaNIae

a @ =3 < ] 4
Imsdanuadasn lvla

IS Y A
UMDY
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A
UNN 9

msnaaevinsiean

d v é 3
9.1 mﬁﬂﬂaamwewuuaa"lﬂ‘n@aa ZoneAlarm Pro

a wa & o a ad s
5$UUﬂaUﬂﬂ1§ﬂﬂ1ﬂ1§'ﬂﬂﬁ8U : ')LIIW{ZOOO L“Iﬁwnﬁ)ﬁ

= d v I3 d Y
9.1.1 mslanfmessuueallsiead ZoneAlarm Pro @38 DoS
0.1.1.1 35103 uiTIU03 ZoneAlarm Pro 21nM13191AA 8 DoS

2 YV s 7 o o a == ] ~ ' 1 Y9
anmsaouinldlvdreasdmsnlauswees ialaniu Med muiina iy

v 9

$12e 82,12 TUsunsusiinsuEennesa NetBios w1dn ( 135,137-139,445 ) 10113 1a0

w va vl 1 q o D v IES ) & v g &

Saluss wlousudimldvasnnosaTCPiuIa@ay 10 101 131dd (viindonanilu Low Wy
T 1o B! =3

aolvead i oz hilimsudenwesalan)

9.1.1.2  Toufene killwin.c

203 P s ay 4 s . . R A s &
Dos W3 ilasavioanaz Jaud l1Anesa NetBios Session  HUABWBIA 139 ¥4
a wa, < % . J
szpuifiianisiuladin®y wdanesationld
=
Wan1slaNa

3 2 : g o pa % g
e ZoneaAlarm himsuasmerdld Tavzudadoudinudagyi o-1 uduimi

=)

< [
Fon 13da517 9-2

U

o lysheadlaaaiinyldanlng

[ ¢hodTanf a8 (Shel)VoIAUNFMHINITU killwin 92 Tlimsaovanedlan

ZoneAlarm Pro. Alert.
Protected

The firewall has blocked Intemst access to your
computer [MetBIOS Session) from 161.246.5.220 (TCP
Port 1533] [TCP Flags: S).

Time: 12/3/2545 2:23:56

AlertAdvisor (eris )

[ Don't show this dialog again

o)

M \ 4

~ vy A
31/7’) 9-1 HaANNITUIUANOHVDN ZoneAlarm
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Rating Date i Time Type Protocol Program Source P Destination IP Direction Action Taken  Count Sc.i!
High 2002:0311 09:41 Repeat Program ' TCPIP Serv {data) Allowed {once) 1 i
Medium 2002:03:11 0919 Firewall Icmp : 161.246.5.241 161.246.5.219 Incoming Blocked 1 QLA ¢}
Medium 2002:03:11 09:12 Firewall uop TCPIP Serv 161.246.5.219:68  255.255.255.255:67 . Outgoing Blocked 1 ohl-li ;
Medium : 2002:03111 09:05 Firewal IVIGMP {lype:1‘: . 161.246.5.1 223.0.0.1 Incoming Blocked 6 en;ek '
M.edbi.un.'l 2002:03:11 09:05 .Filew:lll uop TCPIP Serv 255.255.2;5".25;:67 lncomin.g Bl;c’l»(etgl 353 »
Medium : 2002:0341 09:05 Firewall uop ¢ 161.246.5.1:520 255.255.255.255:520 Incoming Blocked 3 eme
Hi’gh 2002:0341 08:44 Firewall TCP (flags:S} 161.2#.5.21&328i 161.246.5.219:139 [ Innomh’\g Blocked 1 '
Medium 20020311 03:39‘ Firewalt cmp 161.246.5.214 ‘ 161.248.5.219 Incoming Blocked 1
High 2002:0341 63:35 Firewall TCP (flags:S} 161.246.5.214£3232 161.246.5.219:80 ' Incoming Blecked 1
High 2002:03/11 08:35 Fir‘ewal( TCP iflags:S 181.245.".214;3282 161.246.5.212:80 Incoming Blocked 1 ”

High ' 2002:0311 03:33 Firewall . T‘CP lﬂ.\g;S"- 161.246.5.2183232 161.246.5.219:80 Incoming Blocked 1
High 20020311 08:32 Firewall TCP (flags:S} 161.246.5.214:3282 161.246.5.219:137 Incoming Blocked 1
High » 2002:0311 08:31 Firewall TCP {flags:S} 161.246.5.214:3232 161.246.5.219:139 lnct;ming Blocked 1
High 2002:0311 08229 Firewall TCP (flags:S. 161.246.5.214:3282‘ 161.246.5.219:139 Incoming Blocked 1
%
;] & ey Y % Saode SRR AR b TR .‘ .. % _rf'

P =~ & o Qv . N Yy v A k4
311 9-2 s1gazdeAN 1IN UTONNI (Logging) ilaudanoul’

9.1.1.3 Taudne synflood.c

el Taud lnnesa 10

=
Han1sloua

A 1 q o Y 4 a
n309 Wiaevausalag ngamsiauld suninzvgalaua

Py v ANy AN S, P v & A a
QTWEJSG]VIgﬂTi]11?1uug’ﬂﬁQUaaﬂL@']"l'Jﬂf]uﬂu']uuﬁ'J Lil@fnﬁiﬂllﬁ‘”q@]aq

KX Yy A & ) " aa % vy
ZoneAlarm %Q!L%Qlﬂ@uﬂluﬂ]ﬂﬁgﬂ9-3 'J'lilﬂ'liiﬁ]u@n’]wai@ﬁinmam 10 Um0

nw.ImyYy o Y =) Y A g
lildvaenerAnou sz lulimsusudonlaq

Protected
The firewall has blocked Intemst access to your

computer [TCP Port 10) from 161.245.5.214 [TCP Part
8721) [TCP Flags: 51

Time: 16/3/2542 7:47:26

Tst of 50 alerts EEEENNCD

AlertAdvisor More Info | ;

[T Don't show this dialog again

oK

= v A
JUN 9-3 H@AIMTUDAADUYDS ZoneAlurm



Jd v d d
9.1.2 PITUNINITUHRA1W$I00a ZoneAlarm
Mmsaeuin Iiwesdunoalnsioad ZoneAlarmyinamlulvua Med
A s Y v ¢ s A
Nmap Wosununesa ldnadnivesmsaunanesnoonini
- Port 23,80 Unoy
A A oA a s
- Port DU Mmaegnilawes

- Nmap Wawisoasemszuulfiansla

9.2 MINATdU Tiny Personal Firewall

szuvlfiamsihimsnadeu : 3uTa32000

9.2.1 mslaud Tiny Personal Firewall a8 DoS

9.2.1.1 M35183INUAIVD Tiny Personal Firewall 21011519408 DoS
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@ S qw
vaanniuly

=t o [~ . -
Tasfvload Tasunsuazsiimsuasnnesa NetBios V191 ( 135,137-139.445 ) 19113

o wa s 7 o ' ) o 2 A s o o .
Tﬂﬂ@ﬁiuh@ ﬂ]ﬂ!a@ﬂclﬁ}bhlﬁ']EJ@'E’I’HNTL!E‘)Q !Lazlliﬁﬂiﬂﬁﬂlﬂﬂﬂﬂwaiﬁmﬂﬁﬂﬂ NetBios

o L4 4 (%
031d  Tansz@ennuamsiinuved1Wsead muiite 8.2.2.2 (1@en Ask me first)

q @ A ' a o =4
Aoliusa uaz i lsandulanezUqus ( Deny ) H30oUAA (Permit ) taziimsvden

Wasa TCP Hu10t@aYy 10

9.2.1.2 TauAene killwin.c

It a P an A s d \ O A - )
Dos Inaiilasavleansz TaudliAnesn NetBios Session HUABWDIH 139 F9

0 v
seuvlfiamsiuTadinl wwidlawesaiiion 13

¥
HAN13 1aNA

= Y 1 o Y9q Y s ¢ 12 4 = yora =
e Imsuvanmaulugl o-5 Tulgaaduly uadudizeuginie linanaiie

y 4 S g o 9o Y
o 15 wewmnuintanuIiuruae1y lneuudd

4 e o 7 o a
Iylsq0ad Teadiian ldamlna

' =Y s a I o o s
o ¢hod Tow@d wad (Shel)uoadUNFN1110I5 51 Killwin 32 liTimsaevaueslas
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Tiny Personal Firewall

Incoming Connection Alert!

16/Mar/2002 09:43:44
161.246.5.214, port 26125 - TCP

Someone from 161, 246.5.214, port 26125 wants to 3
connect to port 135 owned by ‘Generic Host Pro»ess
for Win32 Services on your computer

Li;

T. etaﬂ> about apphbahon
f— f‘xwrnnt\system3”'\;w'..hmt Bxa

Le [

Pemit 1 Deng

- Create appropriats filtsr ruls and don't ask me again

= Y A =3 o A e J -
FUN 9-4 uanamsudunen uaz o1 i uved e gnlanAnine sn13s

9.2.1.3 Taufaae Synflood.c

'
@

G}

=S
Nan1slana

1913 Taud lUAnesa TCP wuieiav 10

inFoe lpouauasles ywndnzren lua
v A A o aa A o o = & o _ ' Y g s
LRURIUTINURNIATaINaUNIIOLBNASY gl 95 uvzuduilunesa

WY 10 Ny

a A A (7] v

— [ s A < = c.i: p &
L hidmesaiignTauiiu wdlanSelaeg 61 LildSumseuanavseudenien

3

Y ] YA o Ad o ° " Yes &
13 lungmisnse Tiny szududsuiuiinauuihaulnldsnass

9.2.2 M3aun¥ Tiny Personal Firewall

#m3saeuiln1i Tiny Personal Firewall #1391 luTnua Ask Me First #8391015u 14 Nmap

A o P v 7 s A
INBHUNUNDIA VlﬂWﬁaW'ﬁ‘UfN MITUNUWDINDDNUIND

- Port 139 11)Ang

- Port 23,80 Unoy

A = A ) 4
- Port 9u°) Mmdegnilaos

- Nmap d1509539M5zuuU{iams 18
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a v d d a J o 4 4
9.3 ajmwamsnageunaniomlvisieadriiamesduuealvisiend

9.3.1 agimwanslanfaIe DoS
AW 7 a;’f o Y . . ' J ch’/’ o
11nMsneasd land Ivsieaaniaedidie Killwine Usingdnluireaansdosdieuisn
Y wy A
Mumuld 119N
g o Y ya & yq ¥ o s A o . 4
- §115D ZoneAlarm WnldNmsasano1 3 TiuaenwesiReINy NetBios ¥4
Wi % 0 b ey W 2 ] o a4 ay L
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