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B(x)=b, x"" +b, ,x" 7 +...+b,x* +hx+b,
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MY1IPBANDA (VHDL)

VNI
JowALen (VHDL) 49319108121 VHSIC Hardware Description Language (VSHIC :
a 4 o .

Very High Speed Integrated Circuit) Li‘.lummﬂanmmasszﬂuqa (High Level Language)
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4.1 uuzvileYANea (Introduction to VHDL)
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leve) amsaldmuudvaiuldlagasen dlduiulsz@ninmluns@adeszniungui

Manuswiulditluedish

4.1.1 YeMmua (VHDL Requirement)
Tuiena15v8e DoD (Department of Defense Requriment for Hardware Description

A Q’: [-] o L L ,
Language) ¥9oonu1 ludouunsianil 1983 Taaedofmuadimiuniyt vHDL 13aail

4.1.1.1 anpyaznall (Generation Features)
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4.1.1.3 laus3 (Library Support)
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4.1.1.4 MuUMT9 (Sequential Statement)
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4.1.1.5 MINNUARUANVA (Generic Design)
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4.1.1.6 vﬁmm‘t’fegn (Type Declaration and usage)
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4.3 nanmsasnlunalauldnudieydiea

(General VHDL Modelling Principles)
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4.3.1 Top Down Design
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4.3.2 Modularity
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4.3.3 Abstraction
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4.3.4 Information Hiding
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U 4.6 nsgouswaziduai lisuihuvesszAy NAND ian

sFuwmahanvesdraey hidesaulsdt NAND 1nn szvheuednls sededu
mulusinls Tas NAND i aunsadoutunudanonIndiu 3y laus 3 diivonuuy
ﬂﬁﬂﬂaaﬂsxﬁuqﬁfum (NoLuARDI3 3 %zﬁ’;audeﬁuwnﬂmﬁwmm NAND i 1114
1Rednls Tavhidesmuleh NAND i szgnadhaunsWanimnoinls seTomisneds
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4.3.5 Uniforminity
. .. o a ] A 4 a 4 ’y
Uniforminity 1undnnisdnedunilafigaslumsesmvaiauiidiony VHDL
munwds msadnugavessie ludnvazadoiy Taolddan1w1 VEDL Building Block
midifansidousiaidediutu inslddenth finsldeTuro(Comment) gy ¥y

msiannTugamarudiledw

4.4 mﬁﬂsznanﬁumu‘lu‘%xwﬁuea (Basic concept in VHDL)
gﬂttuuﬁfug1uﬁ“la’f“lummswwﬁ'wqﬁﬂsznﬂu‘lu VHDL 1sznsudrudiusinua
mstifoura(interface) tnzdndmuasnuazFraarllaunssu(Architecture) Faueraalugali
47 msussnemsdouResziuAuAIeh ENTITY anmdaudovesesdissnounasd 1s
muluussnelianesanmisinde Suwnieniyn wesavesesisznoy dadnuazmenin
Mouenduq WU a1 gamgll Aaunsasandh W udmildsusy ludnvemsfimun
numziFaaniilaonssusziududavith ARCHITECTURE Suffudauiildussmonthi
msivesssslszoy wihimsiianiszduediudyaa Buynieninn uag
wisfimeioug A& mualluduveanisionsedsglii 4.7 msussoonihiives

pensenouvzisudundsmh BEGIN duduly

ENTITY component_name IS
Input and output ports.
Physical and other parameters.
END component_name;

ARCHITECTURE identifier OF compionent_name IS

Declaratuons.

BEGIN
Specification of functionality of the component
In terms of its input lines and as influenced
By physical and other parameters.

END identifier;

70 4.7 naminisdmuamsiyeudeuasanilaonssy

4.4.1 M3MMUAM3I¥ONAD (Interface Description)
v »
nsfimuamsieuseilluszivuugavesnisesnuvy  lussauiiszdesdmua
° LY a [y 4 4 v ] 4 o
woia dmiunsindenvesiilszneumouenduq dadrednluzui 4.8 vssiausnidiums

o 4 4 * 1 [ i A
fmuadevesssilsznovdaimualiitiude clock component AUAIBAIT1 PORT Lazde
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i ° o a ’
veanesnedlududiy IN ez OUT  famuaTnuaves yoaududuymneieniyn BIT

- b4
uamsmmmwanqa

CLOGCK
en ck

A packaged

Gomponent

ENTITY clock_componemt 1S
PORT (en: IN BIT; ck: OUT BIT);
END clock_component;

3 d 4 v
i 4.8 uameudonlassunsuinznisyssnoMsITouRoYss clock component

4.4.2 msﬁmuﬂgdxmnmmssmu (Architecture Description)
v A ¢ p b 4

mifinsinvesesdlsensussgnussoenioluduiinisussosase
° 1 o 4 o 4
Amuamvosiyg ey lumenyes clock component Tugilit 4.9 Faudumsussowly
o) a a 4 A ° o
BangAnssuil en hudunnuazil ok Whuewiyn PROCESS dumidududmunisussoe
Tudanganssy molulwsiammuald periodic Wumusinmsuduiy <o i

' ' Wy 1 ‘o o 4 @

en iy “1” A1wea periodic szgnABINALILAIRE e 1Ry clk Futhudyamueninn

3
@ (3

fde WAIT dmualidygmiauduee 1 Wwlashnf

ARCHITECTURE behavioral OF clock_component IS

BEGIN
PROCESS
VARIABLE periodic :BIT:= "0*
BEGIN

IF en="1"THEN
periodic := NOT periodic;
END IF;
ck <= periodic;
WAIT FOR 1US;
END PROCESS;
END behavioral;

U 4.9 uamnsUIITUTINgRNIINYDY Clock_component
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4.4.3 IWsunsudes (Subprogram)

msl¥iandunazInsGaeslu vEDL 0fSou18fumsidTilsunsudesluna@on

» ) ] 3 ?
Tsunsunmndugaiang ' mifigndsnduniegailanunaslasTusunsudesenaiinge s
TradearianiiTavaseild 1w dunliiladsumumsnseiluaunsyduiveiinade
2093033029399 Tuvaiun ¥ Tsunsudeslumsnlfousiiavesdoyanselumssm

’ ' o ey ' b4 4 o

Aminem udanee lilinade Inseadvesansanns

1 ‘o ¢ A 4 o A "o

1N 4.10 uaaamsldilsddu Insdinesien/doudoyasiia & oa Mums iy

{ ¢ o ° o a o °
U 4.11 uaaens 19 sddu Taodmuald x dhudanlswiladamumsnssiluaumsydu

TYPE byte IS ARRAY (7 DOWN TO ) OF BIT

EiROCEDURE byte_to_integer (ib: IN byte; oi: OUT INTEGER) IS
VARIABLE result : INTERGER :=0;

BEGIN
FORIINOTO 7 LOOP
IF ib(l} = *1* THEN
Result ;= result+2**1;
END IF;
END LOOP;
Oi :=result;

END byte_to_interger;

3N 4.10 uaans1¥Tnsdines

FUNCTION f(a, b, c: BIT ) RETURN BIT IS
VARIABLE x: BIT:

BEGIN
X:=((NOT a) AND (NOT b ) AND c);
RETURN x;

END f;

3N 411 uaaens Milensu

4.4.4 Tenlei31ne7 (VHDL OPERATORS)
MIussnuFnganssulu VHDL Afidnssiimnasinuazadinmaassuie

Aufumuseruaing ludgi 4.12
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PREDEFINED OPERATORS
LOGICAL OPERATORS : NOT AND OR NAND NOR XOR
OPERAND TYPE : BIT BOOLEAN
RESULT TYPE : BIT BOOLEAN

RELATIONAL OPERATORS := /= < <= > >=
OPERAND TYPE : any type
RESULT TYPE : Bolean

ARITHMETIC OPERATORS : +- */ ** MOD REM ABS
OPERAND TYPE : INTEGER REAL Physical
RESULT TYPE : INTEGER REAL Physical *

CONCANTINATION OPERATOR: &
OPERAND TYPE : array of any type
RESULT TYPE : array of any type

JUN 412 uansdansztlu vEDL

4.4.5 NAWMALANUNIOMNIEA (Timing and Concurrency)
ad a 4 '3 ar []
luresdiannseting  gunsainndezegluaniminioumsouane(always active)
] ’ = J ’ >
uazsziiiFowenudnnineidesdraueluyng mgmsaffifiatu VEDL iHununiilésy
MIvonUUUNUNBEINITauTsoeuuuIazMsReefuYeInaId M uN13 191u v
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° sy s o ] 8 1 Ao ° o v o o
MINURANTaumIsanuauensudua Insiraninismiinunishuiunuudidudds
o ] [y =1 °
naws  mindivawq Insiaraegnelulnssmsadiafvadunng Tnsadesianlundouq
fudau

4.4.6 o “agmuazv‘f'mﬂs (Signals and Variable)
ﬁ’agtymﬁtﬁmﬁﬁauﬁanmam{mn{ﬁ‘h’f"lunwdqvhm’fm_qauasﬁl‘?awmnmm’fm1
Auvatoeda msimuamIitudygnane 1¥dydnuel <= lunsdamuazaunseldid
AFTER w‘v"aﬁmum?’)maﬂumsff'whufiwaaﬁngq,nm I¥4 W <= AFTER 12 ns MuW9

fmuamvesdygia a vy w ndannnainly 12 ns.

Y o =
4.5 Insaaaveevauea
] y » .
lumsesauuussundlaea Sududnmsimuannnuialiodusunseialdoonu
’a ) z [ a‘:
Wy gunselardanrinlFanld wxdosdmdunouding mnouazluudassuaoy

v o J 3 ° 2 a °
doonuuuszdsinsinasunadns ganelundazdu Mmsmu@uauanus uduung
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b 4
Winszurumseonuuuludude Tyl Tassadeniseenuyy VHDL annsodowiu

unura1ddag i 4.13

={ Syatem Design j:__—:_‘"—'*—' System Simulation I

ol t-—-—--—-——-—-—-—:l
> Function Design Functlo; Simulation I
=

—
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/’/

e

>{ Design Entity l—/
|
1

Y 1] Y
| Graphic layout Tool |<—>L Routing Tool |<—>| Layout language tools |

= =

Design rule Circuit Parasitics Check
checking extraction extraction plots
T
Error
A YV vy
Bectical Logic Timming
rules checker simulator simulator :I,eegrl:gl
simulator
Y / Y Y
¥ OK y OK ¥y OK ¥y OK

/

Fabricate
Chip

JUN 413 JUuaaslnseadumseenuuueessanlaely VEDL

4

: H ad an & 4 &

1 414 wassvueenlndflslunsesnuuuszuvatasanag T Feduusn

Feenuuudmuauuannuialumsesanuudotounasiimsiann I ausodiwn g
] ¢ o A’l’ .’f Ayd =t ° sy Y

otauysal Aniuluduneuiiteinnuinduiidesnuvussdesadnguvussunly
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IBINOANTTUVIUNINTIVA DY mmmﬂumﬂu FNH?WNllUUﬂ?ﬂiH?{ﬂ'lﬁ\‘llﬁUn (Pseudo Code)
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I Design Idea —l

Y

L Bahavioral Design ]
. Flow Graph,Pseudo code ...
P
Y
[ Data Path Design ]
- Bus & Register Structure
Y .
l Logic Design —l

Gate Wirelist Netlist

Y

y

L Physical Design |

4
I Manufacturing ~'

Transistor List , Layout

Y

y
L Chip or Board ]

] E
31 4.14 wamaiuasumsBIRULLITLUASADA

»
Tuneuds hiluniseenuuuszumdunivesdoyn deenuvvazdosdmua
[] A S 9 ° ] Pr=} I'4 .
dmlszneuvesiimaed Joenuuuszdmuad IS mnosRegister) 1032993055NZ
. oo u’: = W ﬂ P Us ' [4 A ' @
(Logic) i uthnisnuafivszneusudiuszunfiauysel udazedlsznsuannsadeudedy
Y <4 g . qe . . g0 .
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A Yy 9 (- %) 4 £ ' o a o
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CONTROL
DATA
Procedure
ot
b > of mavement
of data
wain [ Reod ] N
fogic
Unk between
Logic -
> registers
and Buses.

30 4.15 uaasmseenuuszuudunvesdoya
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ﬂqvﬁ Cryptography
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Tuunil Idnandalss aanudunuosssuuadamandimlfisannaoaives
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5.1 dsziRuazanuilinyeans Cryptography
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5.2 NYUAUATNENNIVeY CRYPTOGRAPHY

5.2.1 MAsgrumsnsateya
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5.2.1.1 ﬁzﬂﬂfgiyllmaﬂi (Symmetric Encryption)
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S tric-Key Cryptosystem
Plaintext e y LIIprosy Plaintext
011001010 011001010
Ciphertext
222222222
Locking Key Unlocking Key
(Encryption) (Decryption)
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Symmetric Encryption ﬁﬁuu‘l%’ﬁuuunegnmmﬁ 1¥U Data Encryption Standard(DES)

International Data Encryption Algorithm(IDEA) RC2 11a¥ RC4 Hudu

5.2.1.2 szuuqq,umj (Asymmetric Encryption)
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danvITUNITHEN Key 4839 RSA (Key Generation for RSA)

#N1508312 Public-Key 499 RSA Cryptography aansavdaade i
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MSININAIRTNTB8ATHEVPI RSA (RSA Public-Key Encryption)
Aaai1nsid15Wd (Eneryption) Yeya (m) ifed il Tulaodsusziins
00ATHY (Decryption)

1 4
o

1. m3dhsWa (Bneryption) Feddamimsidhsitagaii
- 111 Public-Key ¥038dafin (n,e)
- Mnsasavdeudeya (m) Ineglusiaves [0, -1]
- WU c=m’modn
- nmsdedoyafifinimndhsie Cliphertex) ¢ g5y

2. MI0BAIHA (Decryption) Mamsiaaimdera (m) 910 Key (d ) Faffuvndail
- WKey d eosmnadeyn (m) 8f m=c’ modn

ar L

fredn 5.1 lediudhimsfenduauams  p =2357,¢=2551 mmsfmuousives

n = pg = 6012707 uaz ¢ = (p—1)(g —1) = 6007800 Mn15ABAAIVEY e = 3674911 waz
1$5an03 5104 Euclidean 1Al d = 42219149  ed = I(mod¢) fusa Public ¥a3fjrie
Y (2 = 6012707, ¢ = 3674911) itz Private voagFuiilu d = 422191

mad13fa (Encryption) deya (m) flawiiy 5234673 ddammsidhsiadeynlald

t 4
~

Exponentiation 113501101 14dai

c=m‘modn
=5234673*"*" mod 6012707
=3650502

A ] o 1 o o
Fefdohmsdedoya 3650502 Tdad145

3o

o . (3 [3 A\ é (3 o y
N1598AINA (Decryption) FIVNINMIATUIUNININGY ¢ mmmmmmm'lﬁmﬁ
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m=c®modn
=36505022"' mod 6012707
= 5234673

Fagsu18%udoya m iy 5234673

5.2.3 8ane3531484 EIGamal Cryptography (ElGamal Cryptography ;&Igorithm)
ElGamal Public-Key Cryptography seimsain Public-Key Q% Private-Key Tu
UV Asymmetric ﬁqn‘i%vuazﬁmuﬁu“lu’i‘] A7, 1985 1A ElGamal Tasmsthndiamans iu
3109 Discrete Logarithm Problem(DLP) y‘uﬂuﬂiﬁﬂﬂ‘lﬁﬂ{ﬁ{u,ﬁ‘mi’?‘m%ﬂﬂ‘lil‘l’l"liﬁ'ﬂ

o . 4 = o Y
(Encryption) a2 09ATH T (Decryption) Faliivnaail

dane3tumsaiig Key 9494 ElGamal Public-Key Cryptography

(Key Generation for ElGamal Public-Key Cryptography)

Tunsa$a Private taz Key 994 ElGamal Public-Key Cryptography @113 flﬁ”l‘lﬁ’l’ﬁ'Qf:

1. hnsdenmvessnaumme p ilvualnginng (Prime Number) uagifiona1ea

a Taofi o Wlumminiieglusavesimaudyluglap( zZ)

1 ° (] © a
2. denmupdi Uiy a,1<a < p-2 uazdnin 3 = O modp

3. Aaveunseld publicfie (p, OL, B)unz Key v a

M3 SNAURN1I00ATIHAVEY ElGamal ( EIGamal Public-Key Encryption)
Y1 o Y @ . 9 A o Yo Yo o o
HAIMINMIVITHE  (Encryption) YBya (m) twam‘lﬂ,uwsuTﬂugsummsnaﬂmﬂ
(Decryption)

: 9 o . . & 03 9 o W :
1. Ms1sAHA (Encryption) FRaansoimsidisdadail

- 1% public voefsufie (p, O, B)

- Mminsasavasudoya (m) IMeglusawes [0,),.., p—1)

° ] ° d 3
- Mmsidenavessmauay k lash 1<k<p-2
- AUl y =a*modp,8 =m-(a®) mod p

o 9ar

- shmsdedeyaifimsidnsda (Cliphertext) ¢ = (7,8) g3y

~

g e

@ . ° ° 4 ° ¥
2. msoAsHE (Decryption) MMsAmuvIdoya (m) 91nd Sed5uhAsil

A e
- 19 Key a o 3™ éafl * " mod p
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»
- Amnadoya (m) Al ¥ -Smod p

9o

v ] 4 s o & = 1
f10619 5.2 Wedfuilonsnummy p =2357 a =2 saflumninues Z,. @udenm

Y 357

» ¥y
Y84 Key N1 @ =1751 uazmurumisail

B = (X.amodp = 21751mod2357
18¢w0q Public dmivddathu p = 2357, = 2,8 = 1185

M3 Ha (Encryption) doya (m) Hawirty 2035 dauimsifensues K = 1520 uaz

t 4
o

o 9
fuaaldaaed

y =2 mod 2357 =1430
uag & =2035-1185"° mod 2357 = 697

Alddehmsdadoyn ¥ =1430,6 = 697 Tdadsy

o o’

y
N1300AIH (Decryption) A3 ulASudoya (7,6) wiowsimsdmaumasi

77 =1430%° mod 2357
=872

t 4
o o ° Yo a

U é °
PjiU'Yl"lﬂ']iﬂ'lH’JﬂlWlﬂ’l‘UfN m B msoinnula U

m=872-697 mod 2357

=2035

o &

pyanfSuiiauviiiy 2035

e

5.2.4 é’ane‘%‘ﬁwm Data Encryption Standard (DES)
o -3 A 'Q
DES ihanasigumsidistadeyasiianilsves Symmetric Encryption hnadulag
USHN IBM 1iiell a.e1.1977 Ao ldviimsdiudyealasnsensanm Inuvesansguasimua

dlumasgiu ANSI X3.92 ua X3.106 Tao DES gnoenuuunliiinulauld Hardware iy
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o as ar ° o v dvy °
Andsvdunzooasianienzls Software Mamdnvuzioadunld nsvamues DES o2
W J 1 a Y o o =Y é
ifhauny Block Cipher fin ihsWadeyaiiazngu nquas 64 Tin Tavldswaduvuin s6 Sads
@ L 3§ o Y o 9 i o
msidhsadeya DES fildmumsnaseusutiuiivensuiudumaidintadeyaiiasasy
4 a4
winfigasiianile
¥ o Y oy Y aa . &
m3siaves DES annsadsvadeyald 2 35 Electronic Code Block (ECB) @4
ol 1 4 L4 ]
Whsvadeyaiiazads aftos 64 Ia Tavldswaduuing s6 da sniudeya 64 da Mminn
@ 1 o ) 4 { ) aa & . ..
wWhsvaez hifudestudeyadiuduqfimaemy da8n3nilsfie Cipher Block Chaining
y 1
(CBC) spimadsHadoyanss 64 TasuiRvadiu uag 15 Waduvun s6 in arnduasefid
[] } 4
Joyaminudrsiezgn Exclusive OR (XOR) fudoyn 64 Tianeuminiudoneuudstai
wudsvia ilddeya 64 dalidenrmumiteusu guidisiadoyauds1ddennnu limdeudu
ﬂ v o 3 o a4
Wuraldmsianoeasiadeyaiusintsiy
° v o a 4 a0 & o aln’: 14
nndnusHaduene s6 daflsziisnuswaiidiuldidomuatseua 72,000 dw
o 4 o :: \ o L3 A o o o o
&usia Falumsdhsimiuswedusialantaniianiiu key dmsuidhsiaves DES
Tmaasdaiidnimnnuasisdaduiiden ndseusaransidhsiadoyandulundy
L [
W 16 A3 Jade ldhimsidhsiaves DES Wumadhsiantinaulasadugs vinudmsian
Y v o @ g (Y 1 o a
mMsaoasHa mindddesnsaoasianszdoumsianmoniiudwmdmsdanimenusiad
v o @ Yy e v Sy o ¥ Y o 9 o a '
gnaes dmivaudisadoyandesmsanulasasugezldmsidhsiadeyaiizonds
¥y . ]
Triple - DES Tasiivdanmainude asai 1 dhmsdisiadeyanuiad tazihwadwinld

Y n’: t @ & o w o g o o O
wudsiamuniasga DES a5 2 Wswadudwui 2 lunmsiths e smiuS niwadnid

b 4
04

LT le A ‘yl : ar Q (-] o i a A o U
1duudsria DES Bansanila asefi 3 Taoldswasudiaui 3 lumsithsyia desyasuns 3

undy o

‘st 4 or é 4 s 3 1 o
ailhitidunoadesdune Foilideyaiinamaoasivgetinludn daumedivfes

I 4 »
aeasHadeyaiifiazdu doundulusulddeyafuesnun

5.3 szuuanulasaibves Cryptography

& [ 9 -; XY o ¥ a Soiq ¥
LUEN'D'lﬂ?Z‘U'UﬂTnJllﬁﬂﬂﬂU'UEN‘Uﬂgﬁ‘UUOgﬂUﬂ'J'llJ‘lﬁJ‘]fﬂNﬁlﬂﬁizﬁ'l]ﬂﬂlﬂﬂ'lﬁﬁi'Yl‘l‘lf

o b o A o~ H Qo 1]
dmfumsidisiadeya Feszuundiamaninldiy Cryptography utssonifiu 3 szuu

¥ o A

AIUNUAND Integer Factorization System, Discrete Logarithm System ilag Elliptic Curve System

& a & o o
[ECC] a5 0951u10M4 3 53‘1]1]'19’1'?]\114

5.3.1 Integer Factorization System

a 9

- o sia ¥ o o 9 @ 9 P Y o o
lﬂu53U'Uﬂﬂlﬂﬂ']?m57l1‘lff'nﬂ5Ulﬂ15ﬂﬁﬂﬂy‘ﬁﬂﬂﬂﬂﬂﬂuTﬂUﬁﬂ'ﬂJu MIT Ghlﬁﬂﬁjﬂliﬁﬂ'l

L]
»

-

uazldGenmsidhsiadeyalaritandini RsA ansdedfndufio Ron Rivest, Adi Shamir

11092 Len Adleman
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3 aq dve o 1 ' 4 a [ o’:
RSA 1uilu3ims Cryptography fi{Sndusdrumsuatsdassaunnulasasoiuse
P 1 Y ' o o o b 4 ¥ £
Yusgiuanumndwlumsuondnlszaeuvess iy awnsauanasladedl A8 p
o A ] e’l‘ sa' ar (-3 (-3 lﬂl
$naumwizdesdl 1 uas p imiufinsasiuazfmuald n Wunaguvesimaummzd

| 4 b 4
AgaNIng Aaniud s ouaasmsiuendlsenou lddeil

n:pxq (5'1)

), L J 1 4 (- A L} ¥
AWTEMIAINGTI RSA 921)52n0UR0gU0Y (m,e) B9 e iTuimrudsegsenin 1
[] »
uoz »-1 Taoh n Wunagaivesinuumme afulumsad1aguos Public-Key 499 RSA 12
deudeniwessmaummy Wivnalngfivimenseildifannulasass Taovialluda

RSA 92 1% ue24 512-1024 a1

5.3.2 Discrete Logarithm System (DL)
a o : ] o P ° 3/ P
szuuatiacansiuuiivzaglugdvesms Tugladmamawy p Fgadmualineg

s 2 o =] ' v v e a o o
HAZISUNIUO g m&i‘lumu’mt¢m0g1ms’n 0 ?'N pluag y lﬂuﬂﬁﬂ‘}‘lﬁﬂlﬂﬂﬂ'lﬂﬂ'ﬁﬂﬂﬂ’lﬁ\?

Hd
=

A09U09 g A lanai

y=g"*(mod p) (5.2)

e x tﬂuﬁ1u1utﬁn°§w‘iﬂﬁtﬁﬂfjmm g Uaz y AU NIEUY Discrete Logarithm AAWHY
$UU Integer Factorization llﬁiﬂzﬁhﬂﬁuﬂﬂﬁ Discrete Logarithm ﬁyunzﬁmi modulo AU p
@OM1 Taher ElGamal I§thszuvadiamanfiuniinisidisiouny EiGamal a1dnuly
3Uuu VY3 Digital Signature Algorithm (DSA) HAZSIHIURWIE p ﬁnzﬁm':mmﬂu@hﬁyu‘

LABININAT 760 118

5.3.3 Elliptic Curve System

R , . : 4 »
SYULASAAAASULY Elliptic Curve 93¥,sadng (rp) uifugavy Ediptic

] s
te o o

b 4
Curve Tnsngdauinszsgnlugladao p aunsouaauiuaumslddai

¥* =x* + ax+b(mod p) (5.3)
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Taofinwes ab Wuswesdwawdnlag dndudraunsoadngddy iy lugdves
y
adiamaniausiiaFinie Field) TdAsegluzlves GFRY duiuninanududoulums

3799 (xy) VU Elliptic Curve sz¥h Idawasimuammmizanse ¥ 1alugaa 155-201 Ga

5.4 uaasmafSeunsusLUY Cryptosystem
Tao llamsonfSouifoussunves Cryptography 181u 2 dnvazfie anudasady

a o £ o dy
ua:ﬂszﬁnﬁmw ‘BQﬂ"lU']iﬂllﬁﬂQvlﬂﬂ\iu

5.4.1 anutasany
Tuﬁqi’fai‘iﬂﬂudowmmmﬂaaﬂﬁu‘luwquyﬁ Ap M3MAWsZUY Public-Key
Taoian'ld Fuilefinisnsrnaeuszuuves Public-Key Cryptography uddano3auiily
dmiunaceunNasafiuvedssul Integer Factorization Mag Discrete Logarithm 1%

§ano3uves Sub-exponential Time Hauaas laasi]
O(exp((c +o(1))(In n)*(In In n)*"*) (5.4)

P ¥ d' = ns' 9/
e ¢ dlusnai n Wunnavestanldam
dudanedtulddmiunaaeunnuasasvvesszun Elliptic Curve lugilves

Exponential Time 9131350102 197D

O(/p) (5.5)

o p ifufaTug Tavesszuy

Tugilii 5.4 wemmsnouifivunail§lumsiawszuy Ecc, RsA taz DsA Ta
Wasulasmwnnavesiafilgo c?aﬂ'ﬂumsﬁmamzuﬁm“lugﬂ MIPS Years Saifie
nailFlumsdnnaly 13 vudaanuewselumsysznianavesvsunissdinand 1
’t’i"luﬁ‘l’c’?ﬂﬂ'ﬂ 17417 (One Million instructions per second) fi“lﬁuaﬁmi‘lummgmTﬂav';"z"lﬂ
fiof 10 MIPS years ingiifhumanaiivld RsA uaz DsA aamlendt 1024 fin ae
ECC misldawmidi 160 fauazdanal@hunnavesdiniildimves Ecc sefivinainndi Rsa
1z DSA tﬁatﬁuszﬁ'vﬂamﬂaaﬂﬁ’u‘lﬁq«fuwﬁﬂﬁmmueishwmumﬂwjmﬁmﬁumn-{‘j’u
wu iile RSA uaz DSA e 2000 Saud Ecc sxldamidt 300 fin Aszduaranlasady

woavu2]
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4 , 4
ABNTITVYD Certicom ECC Challenge[2] %414 CPU Pentium 100 &sfianuainisa
o d’ ° Q'l \d s o g ° s . . ‘&
Tumshaudi 16,000 frdsde 1 IufidmSuAmna ECC U Finite Field F o G99z 1dimin
o o o o a 4 ° o 4 o a o
MINBATHE 15,550 Tudmiuneuiuaed 1 nTenihnm 24 Hrluazidiohneniaumes

AUV Network 9219 lunssnadssang s Su

M50 5.1 uaasiden ¥ msumhaeszuu Ecc Taou1433n15904 Pollard tho-method

4 d ,
yalasuntassmiuaives n 2]

Field size Size of n \/;; /2 MIPS years
(in bits) (in bits)
163 160 2* 9.6x 10"
191 186 2” 79x 10"
239 234 2" 1.6x 10°
359 354 ., 1.5x 10"

'
L) (.Y

A13197 5.2 uaAad s ¥ S U055 VY Integer Factorization [2]

5.4.2 Yszansom

Size of integer MIPS years
To be factored
(in bits)
512 3x 10
768 2x10°
1024 3x 10"

Tumsnaaeudssininmuseszuy Public-Key Cryptography YusnsoRosanld
Faoulu 3 Wadodunufe
- Computational Overheads A $1uIuATIlUMIAUI mswavuutlas Public Key
U Private Key
- Key Size 19 YHIAVB4 Public Key 1A% Private Key “7;1‘1’5'\1‘114

- Bandwidth fie vuavesdadeyaildlumsdheia
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4 ’ .’,’ [3 3 o [y o
FalumsifSouiouszumin swihmsSouifisuiszfinmnlasasonasigiulasia

[N

atlanan 1 lutaded 5.4.188% 160 Tad M3y ECC A1 1024 Tad M3y RSA tas DSA

COMPARISON OF SECURITY LEVELS
ECC and RSA & DSA

—e—ECC
'—&— RSA &DSA
. -
0 -2 + +
8 e g 8 3
A 2 & i &
- 8 - Ll -—
3
Time to Break Key (MIPS Years)
3 5.4 uamamsnSoufioussdunnunlaeassussssuul 2)
Term of
Security 1
(Year) (
100 pemmmme e A +--
|
|
Discrete Loparithm :
i
|
I
I
l
5 [ = —_ -'l_——-———"' —————————— T—"'
1 : ' ' * ] )
0 155 201 512 1024 Key Size (bit)

31 5.5 WSvuifvudszanSamuesdanessu(3]
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5.4.2.1 Computation Overhead

Tuudazszumiy Faiidnitemahelsmsfnnulszndaiiqga lu Rsa
115 Exponent 494 Public Key 1ag Private Key (&™) Avnadmiussi o
ﬂ%ﬂq‘lumsﬁ1u1mﬁauaac’§wzﬁﬂﬁn1m’hsﬁ'ﬁi’fagm‘%‘ﬁfu wazifioiimsidsunasgu
44 Finite Field (F,m) 134 §74 10 14 311 2 sz lfdaudmant (Arithmetic Module) (i

4 < 4 1 o . .
msiaouuas naganuiiezldvundasmuaiuuean1sfaiIn (Arithmetic) A2

5.4.2.2 Key Size

Tumsd 5.1 naasmsifSouioudunlsvesssuutazgues Key Tundazszuu [ 2]
4 . ; 4
FarlseneuTUdaw dausvesssuy (System parameter) U89 Key dalu ECC azfiumaiin

171 RSA uag DSA

M13197 5.3 uaasuaiae Key vosdaus luusazsszun [ 2]

System parameters Public key (bits) Private key
(bits) (bits)
RSA na 1088 2048
DSA 2208 1024 160
ECC 481 161 160

5.4.2.3 Bandwidth

b 4 '
% =

- Jd ’ o v @ 9 < b 4 '
nnszuuAtiamaaing 3 Anaran awnsoih dhsiadeyahnonnnngld ualu
] E 4
astindoyady udimnhszvuadamaniviszvmnlfaverni i iaunseldonuld
4

o o a ¢ da o o ] £ [V 4
ﬂ\‘lu‘N581]1]?]ﬂlﬁﬁ'lf‘fﬂ5llﬂﬁ&’iSUUﬂN‘ﬁ'ﬂyﬁ%’lﬂﬂ‘lu‘lﬂQ‘U‘ENﬂ151‘1’$‘0111°15~1“ﬂ’ﬂ4ﬂ\1ﬂ'151~1ﬁ 54

[]
=y

& o o o : ‘Q -
ung 5.5 FuSoudisuarmevesdoyail¥dmsunmsdrswan 2000 Sauas 100 In

'
=

M5 5.4 weraInINIvesteyaf 14dmSY Signature (e.g. 2000-bit) [ 2]

Signature size (bits)

RSA 1024

DSA 320

ECC 320
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1
I3

M3 5.5 uaanuevesdeyai lddmsumsidhife encryption 100-bit) [ 2]

Encrypted message
(bits)
RSA 1024
ElGamal 2048
ECC 321

11AN15M915041 Bandwidth ¥9452UUiUD ECC vzawsald iy Bandwidth
Sunauayldsafudel iy Joyafiduq ECC fewnsaldom1dd s1nfindraunssuy
adiamnanite 3 Alddmiy Cryptography ECC 1;'1y'uilzﬁﬂszﬁw?ququﬁﬂudamm
computational Overhead, Key Size 1102 Bandwidth éﬁlﬁﬂﬁﬂﬂﬂquﬁ’i‘l’fﬂu%zﬁﬂﬁ seuul

=4 o o ° ° ° 14 =1
ALY ﬂ']ﬁ\ﬂﬂﬂ'ﬁﬂ'lﬂ']uﬁ'l uaz‘nﬂﬂ‘ummm Code 12093

5.5 9an935uYe4 Elliptic Curve

Victor Miller 1iag Neal Koblite [4] 1#119138m3 Elliptic Curve Algorithm umlssgnd
1 uswiusane35uuoe Public-Key Cryptography ue 134199143931 ElGamal Public-
key Cryptography %@ﬂzﬁumf]u ElGamal Elliptic Curve N30 1‘]’1'\11u5"311ﬁn Menezs-Venstone
Public-key Cryptography ém’%’umﬂu Menezs-Venstone Elliptic Curve Lﬁaﬁ%z‘huammmm
Public I8¢ Private Key ﬁi%’xﬁnuumhuwnuﬁnfmﬁmm’i"um Taualuda Elliptic Curve

. {4
1140en 1A 2 ¥iinfle Supersingular Curve 1ta¢ Nonsupersigular Curve tgraaiiuiiv 1dwatl

finw 5.1 &1 Z, Wuemvesnsinmaniauimina O > 2 (GF (OQ)vundiamaaiauy

y
<~

$11R(Finite Field) Aun15U94 Supersingular Curve gu1sowou ldeadi
2 3
yo=x+ax+b (5.6)

il a,beZ,,b#0
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i 52§ Z, tharavesndiamaasauuiing O = 2 (GR(OL)uunsiamanfeuny

¥y
111 (Finite Field) ¥uN15909 NonSupersingular Curve #115aidou' 8@ a5

3

y2+xy=x +ax? +b

(5.7

xf'ia a,beZ,,b#0

1 4
nntinwdedusicunsouingamariiuuy abelian group

1 4
1) 151e30HIWMIUINYDY Elliptic Curve E 144311

oW §1 P = (x1, ;) € £ ihugauuaums (5.6) ud - P=(x,y; +a) P+O=0+P=P

dmfuyndes PeE §1 O(x,y0) € E oz Q=—P udd P+Q=(x3,y3) Lo

( 2
yeeiet- |
Sy NZ N (A X P # Q
x +x 1 2
x4+b2
1 P=0Q (5.8)
2
L a
Hay
y +ty
‘——l(x +x)+y +a  P#Q
x +x 1 3 1
x2+b
—1——(;: +x)+y + 4 P=0Q (5.9)
L a 1 3 1

" t 4

2) 151ANNINGIATUINYOR Elliptic Curve E 14A471

v P=(x,) e E Wugauuaumsfi 5.7 ud - p = (x;, y; + x) GMSuynA1v0e

PeEO+P=P+0=P § Q=(x3,y;)€E waz Q#-P udr P+Q=(x3,y3)
lﬁ.‘ﬂ
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2
y +vy y +vy
1 2 + 1 2+x + x P#Q
Xx +x Xx +x 1 2
3 2
x +5b
1 P =0 (5.10)
2
L a
Has
y +y
1——l(x +x)+y + x P#Q
x +x 1 3 1 3
__J 1 2 .
Y3'—
" Yy
x +1|x +-—lx + x P=Q 5.1D
1 1 X 3 3
L 1

o 3 ° b = 4
AUNAN msmmm‘lumsmmmqmu E {v’lyENﬂ'li Operation N3 NITVIN LATDULIOTY

muldndiamaniaunsiie Em

5.6 M3taen Elliptic Curve

msifien ECC sziflunsidonaiuningigiu IEEE P1363

A13199 5.6 HAMIMINATDUAININTIFIU IEEE 403 Testing random number

K T

160 34
161-163 33
164-166 32
167-169 31
170-173 30
174-177 29
178-181 28
182-185 27
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(iie K Anvu1av0eiinves Public-Key Lag T A 1321910015 NAT8UUDI Miller-Rabin [2 ]

5.7 miﬂszqnﬂ’h’hm ElGamal Elliptic Curve Public-Key Cryptography
5.7.1 NonSupersingular Curve
mnlszqnéi"l%’amﬁums Nonsupersingular 10& Supersingular 483 ECC 'lfu (MU PEY]
Uszynd ludu Hardware 138 Software 7114 [3] Tm“lu?‘nmﬁwuﬁ'ﬂﬁuf:'lﬁ'ﬂizqﬂﬁﬁl%'ﬂu“lu
#11 Hardware 119 ECC UUY NonSupersingular #9114a137150UTAIAUNITUUY

NonSupersingular feaunshn 5.7

5.7.2 E1Gamal Elliptic Curve Encryption
firanldeTuiondnmsves EiGamal uag NonSupersingular Curve 494 Elliptic Curve
uds s E(GF(27) ({hu9A¥83 ECC 11111 NonSupersingular 1oz P e E(GF(2")) ?Taii"'uvi
Hazimadons a Saldfmaumues Private Key 8@ R = aP Aei(Sender) vzeg)
vosdoyn (Plain text) M,, M, udhmsidensvesinaudiy k uazihga P fignimuals
MM Q=kP
‘f;"ﬂ ElGamal a2 Elliptic Curve araf lndinmans Discrete Logarithm Problem (1a2
ahurauundiamansauuding (GFR)) 14 uddernmsusoudfvuuuiaves Public-Key #
szinnlfamudniu $114 EiGamal fissetridevinaves Public-Key 7i1991u0zoglugae
512-1024 {i dElliptic Curve i 149 1uvzeglugas 155-201 T [2] daiudorinidausa
daSon v I8y E1Gamal Elliptic Curve Public-Key Cryptography céﬁwum‘um Public-Key
filFamozeglugae 155201
uAluamiiseiidonumg Public-Key #i 176 Dafie GF@"™) c?aag‘lmhqﬁmmsn‘l%"
awldamnasgu IEEE P1363 uagl¥aumisuuy NonSupersingular Curve Tumseadag

CRILTGR Elliptic Curve
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Z, =0 e @iay -, 4}
o' +a, 8 M ot 4oy = (X1 2109 Kire Pird Fian Paheon{ 22}

Prmitive , Gaeateg PudlicSecret
m3 Bata tize 176 bdt Calculation
Ganarate Public & Private Generate sat of {x,y) by
Key by EiGamal GF2'78) Elliptic Curve GFQ178)
B! Hb, s M+ b1+ g e a Mot e,

Pudlic tize 176 Wit AN /' Seeetsize 176 bit
Y \
Public Key |« Private Key l

Zasse™ le”.’l’)?(xl”)")'(x"’-’nl Z o™ {(x,,,.}.,,),(x.,.}.,.), (Kis )
EN N S A

¥

Encryption

¥
.4———-». N "

e — e - o
Channel
—————Sendet—— - +——Receivat———p-

Message

Mossage

A AR W Y FLE Y 4

t11} $11 ] t]
LA M S +d, Message(Plaintext) size 176 it

Message(Plaintext) tize 176 bit
3‘1]‘?1 5.6 LAAININITNINTUYBY ElGamal Elliptic Curve Cryptography Algorithm

3199 5.7 UAAIVUIALAL Key Y08 2415989 ElGamal 11a ElGamal ECC

Size of (n) Public key Private key
(bits) (bits)
ElGamal 1024 1024 1024
ElGamal ECC 176 176 x 2 176 x 2

5.8 WAN1INARBINIAIINAIAY (X,Y) YU Elliptic Curve
5.8.1 M3a319g (X,Y) U4 ECC
¥ v b 4
aunsauaasiunountsaingdauladgli 5.7 wienwansmsaduaagdwy

176,

(X,Y) ¥4 Elliptic Curve U4 GF(2'™) 1o l9dmsumsennuuu995madv Hardware U

. M ¥
FPGA 1uuni 7 uaaansil



dunaui 1

dunaui 2

duaaun 3

unauf 4

Eec

diunauit 5

dunauit 6

unaun 7

e

dunaui 8

18an Field (n) aguud 155-201 0in

'

WRanA1  A4,BeGF(2")

:

vitmsanogadu (xy) dovinli
¥ +xp =25+ Ax* + Bmod P(x) 1flua3e

'

vinnstiandgasy P(x,y)
dodmainiiunaui3

l
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a,ken Taudl ak Aa Public uat Key

l

VinMsEsI9A8aY R(X,Y) = aP(x,y)
uay  Q(x,y) = k(x,y)

l

aswgarsudmiuidisia (xX,y') = kR(x,y)

l

swgandudmiunaasia (XY = aQ(x,y)

? bed
314 5.7 wamsduneumsaduginy x, y) dmdumsidisdauazoeasia

o U d'
AIDYWIN 5.1

Field (n) =176

Elliptic Curve Public - Key Cryptography on GF(2*176):

yA2+xy = x"3+Ax"2+B Lag p(x) = x176 + x11 + x3 + x2 +1

Y =
YHUADUN 1
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y
HaAvUABUMSITISTaUaz0oRAsHE GF(2'™)

A = 6f4e a37¢ cb7c 6443 44de 2368 dba3 ¢524 bd4a €585 bbb6e YunoUN 2
B = 8a38 e3ed 1595 £58f a35e c0a2 dd61 d80a 8984 bc08 4191
Primitive = 0001 0000 00600 0000 0000 00600 0000 0000 0000 0000 0000 080d

Random point of ECC ( P(x, y) ): . Yunoui 3,4

x =9el5 2cda 8¢22 e6e8 23d7 674e 72e5 al95 44b2 35e7 c3dl
y = 8bf3 e7ed dbe0 3681 aa7b c488 1815 dbab ¢633 569a 43b3

(3o AB whidinlsednives Ece , p(x) Duarves Irreducible Polynomial Y484 GF(2”6)

5.8.2 N151280A1 Public-Key U84 Elgamal Algorithm
fes Public 1z Key tummnsoguidentddusd 0- (27 -1 wiolddmivadiey
404 Elliptic Curve s 1191206194 5.1 1ide
a =75 Funoud 5
k =100

R(x,y) = a " P(x, )

»
I

c548 8145 e2a3 7a25 8347 6¢ef3 ef67 1lcc 5859 ¢389 ael7
dec6 Odec 866d 09ba 2d63 779a a8f3 c836 255e 473¢ 4d9b

«
I

Ok, y) = k* Pxy)

b
1

edea 83c4 fbda eef0 8818 1414 5978 0c95 ¢76¢ e64a 6223
5bd7 13e9 Oce6 0212 cca5 3649 b952 433a 0212 9578 4b4a

«
I

Encryption
k-R=(x"y"): JUADUN 6,7
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x' = £874 8697 a7d1 73d5 da23 9933 615f 89d1 aef7 93af cle8
y' = 34ab ecbb a95f 327f fib2 50f2 c7a8 65d5 dd5a 471e 8422

a-Q=(x%y" Tuneui 6,8

(x")" = 78c4 832 64fe 4305 Tadc 2f3e 9cd2 88bd 8d1c e7ee be32
(y)™"" = f64c b612 cb58 5156 292d f8d1 060 6c8a adc 6772 a0b9

Key Generator

Message : M;;M,

< - Choose @ (Randomly)
- - R(Xy) =aP(xy)

Encryption
- Choose K (Randomly) .
- Q(x,y) = k P(x,y) Q Decryption
- kR(x,y) =(x",y"} P - (') =aQ(xy)
-m, =M, x /m -M, =m, (x')?
-m, =M,y ro2 B - M, =m,(y')*

Sender A Communication Receiver B

Channel

31 5.8 uansmsiszynalFauues ElGamal ECC

5.9 waaamsifSouney Time lumsinsHauasooviaved RSA ElGamal

Discrete Logarithm (EDL) 2 ElGamal Elliptic Curve(EEC)
Tumsiinsanaivesddns3u RSA EDL uag EEC annsofiesanidiugiuuy

¢ & Aa J o as ' : [ A:ly
‘UﬂﬁT'E)u]'EJ5l?‘lfﬂ'ﬂlﬂﬂ‘llﬂﬂ'lﬂ1ﬂﬂﬁﬂﬂiﬁﬂm'ﬁ’luu mmmuﬂm"lf’\'mu

A5 1N 5.7 HAAIANUFUFBUYDIOANDIFUUBY RSA

RSA

Public (n, e)

Key d
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A1319% 5.8 LAANNUTUSBUVBITANDTTUVBY RSA(AD)

n=pxq

¢=@-1Dx@-1)
Key Generator e €— Random

ged(e, ¢) =1

d = e—lmodd)
Encryption ¢c=m (mod n)
Decryption m= cd (mod n)

i ‘é o %4 =y L]
VAN 5.8 FUAAITIANUFUTBUYDIOANDSINYDY RSA  lumsaden1ves
. e g a & ’ ' a o
Public-Key WUIA1U0Y Public-Key INAYUIINAINOI # LAZAMDY 7 AADINAISHINGT
o & " '] J
UszneveemiBiusuninms p uag ¢ Fadmawawes p oz g udrezvldannsonsiue

} 4
¥9¢ Public-Key 18 dniurnmlumsadaives PublicKey vzutlsiulaoaseiy niswma

1 ! t o o s o
e (Tyey € T.) dmnanFdmsumadisauazesasiassdy e - T uag

NMUL

d* Ty

13190 5.9 LAAIANUFUFOUVDID NS TUYY EDL

EDL
Public p(x), O, [3
Key a

p(x) = Primetive Polynomial

O — Random € GF(2")

Key Generator
y a €<— Random €n

ﬁ = (lamod(b

Encryption Y= akmodp(x)

§=m-B*mod p(x)

Decryption m=y~ 4. 5mod p(x)
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H A o o = 1 ]
VAN 5.9 FuAIDINNUFUFoUYeIdanesiuves EDL lumsadienives
. t . a J A 1 A ﬂ ° d
Public-Key WUA1Y84 Public-Key IRATUINM51A00A1Y84 a uaz O Futusuaudy ()
n L4 z L] . Q) s L a
uaz GFQ2)aatunanlumsadienives Public-Key szutlsiulasassty niswam O

(T, € T,) dwnanlddmivmsdhsdauazoensviassiihu 2 - k - T T To,
a

Key
Wz Ty +a- Ty,

3197 5.10 LAAIANUFUFOUVBIDANDSTUVYDY EEC

EEC
Public x',y")
Key x',y)

p(x) = Primetive Polynomial

A, B 4— Random € GF")

Key Generator Gen —> #EC(x,y)

2 4 xy = x>+ Ax% + BinodP(x)
Select —> P(x, y) €# EC(x, y)
Select—> a,k € n

R(x,y) = a * P(x,y)

Qx,y) = k- P(x,y)

&',y') =k *Rx,y)

', y)" =a-Qk,y)

Encryption D) ar s’ frmod
m2 = sz (modn)
Decryption M1 = ml(X ) 1 (modn)
- \-1
M2 = Mz(y )~ (modn)

d' A ar L. = o o
VNAITNT 5.10 Faaaadnnududouvesdansisuves EEC nardmiunsadn
' . 4 ' o o o as ° ' ]
1984 Public-Key Yusgnumsainmaulsiulagasanunmisduim 3 daufie 1. dauvesms
9 to o ] ° ]
TINFAVNFAIMVUU EC (FEC(x,y)) 2. TIUUDINISAUIUAIVDY R(x,y) tag  Qxy)

» ]
3. AIVOIMSAIIUML (x,y") Lz (y’)" aaiunalunisadienives Public-Key Wu
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[ (] 4‘ 9 o o 9 LY o
NINY TKey oC TGEN_#EC(x,y) + 4TOEC munam‘hsmnmmimmmm..,naﬂsnmuti‘lu

2Ty, 82T, +2- T

iije Tt fio ol lumsguussd ity
Taen_secnyy N0 PO IFEMIUTHuTAvegidY (xy) fivnIaums BC fhiss
T Ao naflFlumsqa Ind Tudloadng »
Ty fio il lusnesaTnd Tudivading »
Toec fio ail9dmuAuInmre9Ms Point Double(PD) iz Point Add
(PA) UM EC (T,p+T,,)
T fie e 1¥dmIumInIsBueTaun RSA
T, B nmﬁ"l%'ﬁm%’nmsgm 0L $147u @ AT Diserete Logrithm (DL)
Tyey o nanlunisduniiad1vos Public-Key

M9 5.11 uaaemsifSouiounaidmiumsad1ea1vee Public-Key

Time
RSA ’CKey oC ’Ce_l
EDL TKey oC Ta‘
EEC TKey k< TGEN_#EC(x,y) + 4TOEC

t:i P d' 9 o o £y o @
AN 5.12 uﬂmmnﬂ?unmuunam‘l‘ﬁmnsumsmsnﬂuaznaﬂsnfmm RSA a2 EEC

[15]
RSA EEC
Encryption Decryption Encryption Decryption
€ " Tymu 4 Ty 2" Ty, 2 Ty 72Ty,
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M99 5.13 uaamsilSouifounan g msumsishsiauazoeasiaves EDL ua

EEC15]

EDL ' EEC

Encryption Decryption | Encryption Decryption

2:k-T,, + L T T2 Ty 2 Ty 2:Tyy 2Ty

ilosnududeuvessanasiuildlumsduniingves Public-Key #19fu39M 19 man
dmiumstunilanives Public-Key uandnfudte  deszusiumunnududouves
Sone3tuiuies SaSvsmudidudei RsA < EDL < EC duvinld RSA( T, ) < EDL(
Teey) < EC( T,) VAT 5.10 ez 5.11 nunailddmiudhata (Encryption) Lo
09AINA (Decryption) Y84 RSA nzﬂ{uag‘iﬁuvmmm ey d Y8 EDL ifuagiﬁ'mmmm k

HaL a 1azYoe EEC 921ia199N

59 aql

dievhmsnSeuioussunves Cryptography Wa 3 sruesinld Ece Sszing
mwﬁﬁuazﬁﬂ”nnmmz?‘hn§'mi’1'1iﬁm’fagaﬁﬁuumf¥u wiouavinaves Public-Key il
nnadnnduiiefiouty RSA Az EDL Tudanvewiafilddmsmdsta (Encryption) Hag

@ b, ! "o A: ¢ o
09ATNT (Decryption) Y99 RSA WWUYUDYNUYUIAYDY e I1a d Y93 EDL YUBYNUIUIAUDY k

[ ¥
S @

»
oz a wozyed EEC wiinnh auinluamivsiitudealdssuuadinsnansuuy ECC uag
. o 3 ° & ] {
19 Public-Key ¥119 176 1in ifonaaounisiiam AMNNIFM IEEE P1363 Failugaen

annsalFon1dd@dmsu Ece donnseenuuududhsiaunzasasiadoyaluuni 6 uas

760l
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s S
Tﬂi\iﬁ%!'l\‘llm%ﬁﬂ'lﬂﬂUﬂiiuﬂl'ﬂﬂﬁuﬁ‘ﬂﬂ'l'iﬂﬁ?]’f]ﬂll‘]J‘lJ

UNi

TuunilldnandaTnseaduuazaorilaonssuvesauiinmia #1&¥nsennuuy
Uszaoudlvduilsznouang fe ﬁauvaamsﬁ"amﬂ’x’aga (UART Module) d9UY8INU0
AET (Memory Module) aauvoamsinsvauazosaswa (Cryptography Module) Loz
AUYBINIIAIAN (Control Module) mmmuﬂmdauﬂsznauﬁmuﬂ'lﬁ'ﬁqgﬂﬁ 6.1 Tay

b
vanua 1agnsauegnisludn FPGA fivsdaufea

6 MHz

|

Computer Display FPGA EPF10K20

RS242|  uaRt B8bit | Memory
(———)| mopuLE (=  Module

; Bust Controt
2

-

ENCRY Control Module |&usContre|

W“‘ - CON_RTX Cryptography
o | | BT —
IN_RAM

—_—

OUT_RAM

— e

:; [ ] A ° ° o I'd
3U1 6.1 uaasduilsznoud1aq s iasmsmauusIanIinmTa

Tumsesnuuyldiimsesnuuuldaursmeidaiuungdedoyantaoanin
nowameiiy Rs232  Tauldeoadinmesinng 6 MEz Yimhiidudyananniinwes
mninniia vingiit 6.1 Yoyannaeniiunesfignaiesnin sudliadauvesnsdemsde
3A (UART Module) tiiovhnisutlasdeyadafiulusTasaoaves RS232 Wiludeyadsaea
wuvvuuving 8 Ja wdaSeda Tt 3dimizennudwn FPGA efiszrimsidhaaung

noasviadoyade )
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@ ° q’: ° + ‘o ‘o
HadFumeiamvesszuniu Mesnuuuiiinshauey 4 Maddude Heddums
a d o @ 7 o v 9
dhsviadeyaENCrRY)  Hadumsosasiadoya(DECRY) HadsunssudeyaN_RAM)
uazHanFunsdadoya(OUT RAM)
1y o a (n’: 1 4 y b 4
Tumsdedeyalifineuiianesiiu diuvesmsdearsdoya(UART Module) das

9 an

a » as a S A
Yoyoatnvaving 8 Ja MWidulyTasneaves RS232 ud1Redslifsneuaunesiieudana

ao 11/

6.1 TIUVBINITBM5UBYA(UART Module) :

ifiesnnszuudiviimsesnuumiiy szuunﬁﬁ'amsﬂaqaaqﬂsmmu Asynchronous
SENIABNAAABIINLIZUY T n50AMUA Baud Rate RIFeE  Iaofinoufunesld
nsoud ’J‘mlENﬂ‘liaﬂﬁalmvfm’a’uﬁ?gﬂﬂ'ﬁ UART (Universal Asynchronous Receiver
Transmitter) #0u318Mmsoonuuussuludiuiiuy FPGA 1wy UART e ldinse
senuneianesiuasszuylagdmun Baud Rate 199 megi 9,600 findosurit Tasmelu
UART lduiseeniilu 2 daulngjq fle dauvesmsiunazdiuvesmisdedoya TusTanea
U813 UIRLMITVUTENOUAIY Start Bit (1), Data Bit (8), Parity Bit (1), Stop Bit (1) taaq'ld
Fagufi 6.1

sTOP\START/ 00 M 03 302 }(03 W04 Wos W o X 07 / oomiry stop
11-817 FRAME |

| 1

3N 62 uaasTus Innenvesmsifenisdoya UART

)
o <t &4

11899 1N52UUAMUANITIINUYBY Baud Rate 137 9,600 Tiadesurii #ianud 6 wnnzisda

19 9 P )

1Y) u’;’ by P o [ 4 o o dw
Anlunesannnutildd miviuuazdsdeyaiie I duiusfudoyafivnnnaeufiines

9

TTOAIUINAIINRvRINTS ULz daYoua lAdeaunIsh 6.1

Y

Round = f(Hz) 6.1)
12x Buad Rate

Round = anudvesmssudedoya
f(Hz) = aud1Fu@Ese)

Buad Rate = 3wuianeiuif
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6.1.1 @IuveIMITudeya
] Y o o A o U
dafidevhmsiudeyaduiiulis Taneaves Rs232 udhmsasdoyaludu vum

8 Un eamunlde aunsouaaslddagalii 6.3

RS232
q01234567 Data Bt OUT

Parallel
8 bit

\
w

Yy
w »

Y
[

Y
)

31 6.3 umanisisdoynuuin 8 iin 11nTals Tnnen RS232

612 @ImMveImsdevoyn
t 4 ]
dauilideniimsuasfoyaving 8 fa IiflulisTanvaves Rs232 iedalyd

a 4 a 1 . o {
o uaes laudApaiNua31¥0 Star Bit Parity Bit a2 Stop Bit musauaasldnagidi 6.4

232
o|l1|2|3|4a|5]6/|7 s

Parallel
5 8 bit

311 6.4 nanamsulasdeyavina s 9a 10uTds Tanea RS232
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\ ¥ °
6.2 AIUVBINUIINNNYI(Memory Module)
Tumssenuuuniasanui annsesenuuumitonus1 1@ 2 uuy fis ROM uaz RAM
4 ] - 9 - ] o ~ Y ¢ o :ly 3 o ] o
FAazuuuimlFauiuand i uineiinusatuildinisesnuuumizsanus
4 o o J o o A
dhuwy RAM Melfdmiusnunzoudoyalumsidhsiaunzasasia dalaseaireves

. [ 12 A ] ar $ (Y \ 1 ['3
NUHIVAIUIIADNUINUWY llﬁﬁﬂvlﬂyﬂig‘l.lﬁ 6.5 UASUAAIAIDYNNMTOONULUNUIYANUNM

t 4
=t

1A 16 x 4 T 18Aa317 6.6 Tanadl

Din

Write s
Read

Dout

: 1 [ ¥ é
z‘dﬁ 6.5 LLTAIBIVDINUILAIIN il'lﬂﬂﬂ“ﬂ‘]fﬁﬁ’

A3

Az

A1

Ao
WRITE
READ

\] Y v v

1
1
—1 )
—
1
14—
S |
1
—
|
™
1D
e}
1
T
1
|
I
.
—
a— 1
—
s o N
-]
1.
s WD
ap— |
T
s 1D 1.
1 é

4

/

—

4 1 Dout

d' ] o T
gd‘n 6.6 LAAINVITNUIWATINIIVUIA 16 x 4 UA
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. : H
11199970 FPGA 1005 EPF10K20RC H$munan 19 msumsesnuuuianua 20,000 inauae
annsasmualdidumitsaruiuuy RaM aluldlinu 12,288 nalasudazinaazm
o ) ° o o 3 y ] ° { P
fumissanuivuia 1 9a antuszuuiidsenisesnuuunilsanusniviig 256 v e

MMITUATIEH (Synthesizable) U3 5zFUINAE 1A mmnAMTY 2048 1na

6.3 AIUVBIM TN IHAUAZEPATHA(Cryptography module)
danvesmsdhaianazoeasianiy I@imsesnuuuTasmsihgdducy) Feflvue

m fia yhnseenuuuihinsesqauuumaaiieynsi(Serial Constant Multiplier) Tuans3sof

Taimsesnuuuissidhsiauazesosasiadeyavia 176 fin mnaumsi 3.4 awse

(4
uerna Talugdvpsaunisaail

175 i 175 ; 175 ;
Ydx'=)ax-Y bx'mod p(x) 6.2)
=0 i=0 i=0
Taoii  a,,5,d, e GF(2)
175
A(x) = Zaix‘
i=0
175 R
B(x)=) bx'
i=0
175
D(x)=Y dx’
i=0

»
LY

Fafuiemnseenuuuiiudinvesmsithsiauazooasiassimualsl
A(x) Wlusvoq Public 138 Private Key U119 176 1n
B(x) dludeyavuin 176 iin
D(x) iudeyaitldidrswaSeudendn
#1983 Public 11a2 Private Key #i19dmimihmssonuuuiinldadniunniade 5.82 14

} 4
v83 (x,y) Tugtvesavguannail

Twﬁiuu‘]uaﬂg Y (Primitive Polynomial) p(x)

176 1 2
Polynimial : X~ +x 1 +x3 +x" +1
Hexcimal : 0001 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 080d
Binary : 0001 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000



Public
X
Hexcimal

Binary

Yy

Hexcimal

Binary

Key
’
X

Hexcimal

Binary

’
y

Hexcimal :

: 1111 0110 0100 1100 1011 0110 0001 0010 1100 1011 0101 1000 0101 0001

Binary

76

0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
1000 0000 1101

: 1874 8697 a7d1 73d5 da23 9933 615 89d1 aef7 93af cle8
:1111 1000 0111 0100 1000 0110 1001 0111 1010 0111 1101 0001 0111 0011

1101 0101 1101 10100010 0011 1001 1001 0011 0011 0110 0001 0101 1111
1000 1001 1101 0001 1010 1110 1111 0111 1001 0011 1010 1111 1100 0001
1110 1000

: 34ab ecbb a95f 3271 fib2 502 c7a8 65d5 dd5a 471e 8422
: 00110100 10101011 111011001011 1011 1010 1001 0101 1111 0011 0010

011111101111 1111 1011 00100101 0000 1111 0010 1100 0111 1010 1000
01101010 1101 0101 1101 1101 0101 1010 0100 0111 0001 1110 1000 0100
0010 0010

: 78c4 {832 64fe 4305 7adc 2f3e 9cd?2 88bd 8d1c e7ee be32
:0111 1000 110001001111 1000 0011 001001100100 1111 11100100 0011

000001010111 10100100 11000010 1111 0011 1110 1001 1100 1101 0010
1000 1000 1011 1101 1000 1101 0001 1100 11100111 11101110 1011 1110
0011 0010

f64c b612 cb58 5156 292d £8d1 0e60 6¢8a adc9 677a a0b9

0101 01100010 1001 0010 1101 1111 1000 1101 0001 0000 1110 0110 0000

01101100 1000 1010 1010 0100 1100 1001 01100111 0111 1010 1010 0000
1011 1001



77

(Y .’: o o J @ 9 o A
AIUUTINITOUIAT Public Key x ﬂ\?ﬂﬁ'l’nﬂﬂﬂﬂuﬂ‘l]l‘ﬂu'lﬂi)iﬁ,l"ﬁHﬁ‘llﬂgﬁ ﬂ\iglh’l 6.7

B((Lx) = (bobl ..o b174b175)

D(x)=(d,d, ... dy74d)35)

31 6.7 uaasrsesidhstadeya Tavrwes Public- Key (x)

CK
‘\ l Dx)
m—AXD—ID Q—
DFF

317 6.8 1eAI951ADAMYD Public-Key x, v, X, y’



78

° o o 4 o
Toynldgmiid linu 1T hisTmnesTaol¥ clock $1umm 176 gn Woasuudaezi

4
Yoynsonvinidaes Taold Clock Bndmau 176 gn AniuFedesld Clock $1mu 176 x 2

qmﬁah’s’ﬁms"un’fﬁﬁmmznaﬂsﬁm’fagafﬁm'm 176 Smiuies
u’i"mfummm’hsﬁ'ﬁuaznaﬂiﬁ'ﬁ%’agahu (x,y) sz 1¥hindeudulaslu 176 Sausney
vinsld Key x fou uazlu 176 ndaesinsld key y adusuly dafutiesnuuuls
2rsansonlfousves Key 18 Tauldudon con kEY ARUMINII e misasay
wusmsdiauazosasialfifuga@onduld dwaldimnunaiildauanasunsaoum
ndaunentesdeanndndan uaaaniseenuuy 18@efi 6.7 uazasesnisHaam
AININNUIN 0.5 gﬂﬁ 6.8 WAAINIIDBNAIYOI Public-Key x , y, x’ , y' ﬁmﬂuuﬁazdawm

D Filp-Flop

B(x)=(bby .- bydrizs)

" DI T

31 6.9 urasvsdazneasiadeyauuunlaoud 4

10 6.7 umanesdarinuazoeasiadeyalaviinensluglii 6.8 Wunesdmivdesudy
D FlipFlop @3 N0 M3130nf1w89 Public-Key x, y, x", y Tugi 6.7 amluzin 6.9

UAIMIABIMAUVIT UGN 6.7 10T 6.8

\
6.4 TIUVDINTINIVAN(Control Module)

] ° 93 o 14 . & L) J [}

aAMVeINIMSARPNIININIUNIATN State Machine oW dmYseneuudazdu
i lémeandosiuuisesnily dauvesmsaugumssuunz@oudeyasin uarT da
miswanui dmvesmsmugumsdsiaiazoeasiadoya uazdmvesnsarugums

[} Q’: A L L] H
NIMUVBITTUUNINUA FULTRIS0TIDOAVITINA 1 I UUNT 7

6.4.1 dmveamanwgumssmnazsiioudeyain UART ifambeanué
@oMMshnsduns e (Synthesizable) Hunessedung damvenisdoaiste

¥
yauu FPGA wunIdldswnunananua 752 100

6.4.2 SveamsnquMIKhsiaazasasfateya
Wudafnugumssnuaz@oudoyaninmisanuiuiemmsdhsiauazooa

s 2 (]
sadeya wiouisimuamives Public-Key e lfdmimdhniouazaonsitadeyafidin
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1u CRYPTOGRAPHY MODULE 11a2%1m3 Enable CRYPTOGRAPHY MODULE 1i8y11013
L
MMIAUATIEH (Synthesizable) 1TU9955fmnAUY  FPGA nuh @185 maminarianua

1,800 th#

6.4.3 HAAIAIUAIVANMIINNUVBITTVVNINIA
[ cl’o ] ' [ 9 o do 4 a :
Tudmiihmsaugudmlseneuudazamlimaumuiensudaiinamua 4
do @ dy *
Nanwuaal
d o v Y a I'4
1. WanTumssudoyannnounInes (IN RAM)
d @ ' [ a I'd
2. Wendumsdadeya ldnoununos (OUT_RAM)
3. Heddumsidsiadoya (ENCRY)

4. WanFumsneasiadoya (DECRY)

D.

19 IM5MINITUATIEN (Synthesizable) 11129935 2dunaUY FPGA Wy 13198 1umuna

fe

MHruA 200 1NA

6.5 aq1

° o 4 % Y ¥ A Y
MIPBNUVVLAZT10DINSMINUNYITuIs nmsa Taadiesessiunmoely FPGa el
WiTwminna@n - ausadhsiauazesasiadeyaldd  imgseduanlaeasivegly

v o a a o Y 4 ° (Y] Y U {1
seaunldald Wineiinusi - deldvnmsdunsiziidussesung udazdan 181

9y ¥

PMUIUNAAIT mummmiﬁams&’faaga(UART Module) 1,600 = 1NA TAIUVBINUIUAIND
(Memory Module) 2,048  In@ ’c’i’m‘ll'ENﬂ'lSl‘\’l"ﬁﬁﬂuﬂ:ﬂﬂﬂiﬁﬁ(Cryptography Module) 5,000
] A = L4
INA LAZAIUYINTAIUAN(Control Module) 2,752  1nA #951052190AY09 FPGA 1003

EPF10K20 tiarad lunianiuan a.



a
unn7

NINaaauttazNan1INAaol

v
unil ldnandimsnaaeuuaswamsnaaeuvesszuumsidisiadeya  Taomsnadeu
o (4 7o o 4 4 { a
AU $1a8InsM uagnaaouuugUnsel FPGA e EPF10K20 1na1939 law

¥ v
manaaeuin ldnaaeumsidhsiadeyansdeyadidnysuazdoyagnm

VNI

uaaed 1uYsenouveaszuuInti 109971 NIUVBIANITNAITAUN FPGA (1105
EPF10K20 mwluannsautseenidlu 4 daulnajq dwiu fe daumsdemsdoya(UART
Module) @IUUDINUIIAMYS I (Memory Module) @I3UVDINISINITHALAZDDATHE
(Cryptography Module) 1z 31¥0IN13AIUAN(Control Module) managouluudazdniy
18 Fros s lunmmaaey Taouaamavesnsnaasylugvesnm wioualdvnis
sammuAazdmddaeiy iveshassmetinuvesaunianmsatasuaaswamsnadenly

JUnuvvesiIdnEIHaznINae 1)

7.1 MINAABUAIUVRINABA3 VYA (UART Module)
UEAIUABAYDY UART 1AAs3Ui 7.1 uaznamlddmsumssu-dedoyalddegii 7.2

¥ v -
uaz7.3 wiownuaasvuneulumsnaneudegii 7.4

S |BNY

& |& |7

® |m 5

|2 |4
Data_InRX DataRDTY
CLK_RX BitCLKT
_— P
CLK_TX UART Data_outTX

r MODULE TN S

Data_InTX[7..01 Data_outRX[7..0]

31 7.1 uerasuAeANISH19IMYDI UART
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dayadumn rs232
Ref [1.788ms |[€I2] Time: (1.772ms J/nterval: [-16.0us |
1.788ms
Name: _Value: 1 Ous 1.0ms 1.5ms 2.0ms
g=DatanRX | 0O | | T 1 s
Ty e
- Enable_RX 1| doyn & o

-5 DataRdYT o || L.-é

S out R7.0]| HFF | 00 X FF EMBGB@EMD FF
6P bitCIKT (O I O I I O O ot O O

51 7.2 @A Timing Diagram M3s5udayaves UART

Ref |[38.4ms |[€]#] Time: |45.57ms | Interval: |7.17ms

daypunn s Ion
Name: _Value: 50.C 55.0ms 60.0ms
£ Ena_TX 1 Pt 3 / doyniawiwn rs132
S dataln_Tx[7.0) HF4 | 00 41 )/ N2 X 43 y & X
. & A OTD B g AT/ N R D
i data_outTx Y ™A m__ﬂ] ( f lﬂ_m Lﬂ_ﬂ]
@ |1 ] | v/ o e Bt v || |
-~ resetF 1

51 7.3 uaA3 Timing Diagram N3 d9%0Yav0s UART

Data_Out_RX[7..0]

LED Display
Computer Display
RS 232 UART ':
———) MODULE K——
1 1 -\.
-

Data_In[7..0]

H v ]
51N 7.4 uaasiuneunsnaaeudIuvIMsFomsdoya(UART Module)
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13N 7.2 wondeyaduynidunlsznoudivduues Start Bit(1) Data Bit(8) Parity Bit
A ' .w 1 o :
(1) uaz Stop Bit(1) Fammsudunie a1« 417 1§ clock Tumssudoyannua 11 gn wa

@ lsl a ‘: d' { ' = 4 o
ansnldeziiaiulu clock gadl 11 1317 74 wuhdeyadunn Mmsulaadulysla

’
o Iod

ADAVDY RS232 UAUMINY “41” “42” “43” pag “44” UazduIUNVIVDI XMITX LUAA

v o

M A o ' _ 1 a & A. 1
mMuveamsdedoyadaiionsimsds 9,600 dadeIuii FadoyazgniiudIuues Start Bit,

Parity Bit U102 Stop Bit HWadwihldezdeeenlumen data ouTX wazdaliuannads

aouiuaniaoly imhdmvesmsdomsdoyn (UART Module) Timsnaaeudazli

7.4 omssunazdedoya

7.2 MINAABVAIHVBIHUILANND (Memory Module)
UARAIUABAYDINUIIANUS AL Timing diagram dmFumssuAzioudoya wloua

v v
uaastuaeu lumMInaaeUEINYRIMINUANNSINIIN 7.5,7.6,7.7 10z 7.8

Data[7..0]

sy

Address[7..0] MEMORY

m— MODULE ﬂQ[I.O]

inclock
———’
outclock

WE
—_—]

< @ ' °
zﬂﬂ 7.5 LAANUARDATDINUILIAIINRN

Ref [3.2us |€I3] Time: Interval: [-1.835us |
Toymembemmu, gy dggaemiuamud 8 o

Name: _Value: | /seeléks 10us/ 1.5us 2.0us 2.5us

@ datal7.0] | H5 | 00 ([ 5 X)@LQ_LX 75 Y00 Y 41 XwX42X

= address[7.0] | HO3 | 00 X ‘*UT" g 0 ¥ o4 X )

= we 1 \-—/ #U0N Sampling :

@ inclock 0 [ ([—?f/ [ [] [

- outclock 0 ~—

= q7.0) H 00 00

31N 7.6 4aA3 Timing Diagam v0smsidoudoyavumizonnu
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Start: [0.0ns |[=]2] End: [200.0us | Interval: [200.0us |
shumbaaamboeanui ¢ Ia
Name: _Value: b7 5us 58.0us / 58.5us 59.0us 59.5us B0.(
= datal7.0] | HXX i XX
5= address[7.0] | HO1 w_Q_ o D @ Y B X o X
D we 0 o~ [ TR Slamping , Toymasnammbhuanui
& inclock 0 (1Y [ /1] M
9 outclock 0 Y7 1 M
5 o7.0] H 00 00 ~—" 0 8- L) 62 ¥ .-
|

310 7.7 u@@3 Timing Diagam ¥8471387U4BYAINNUIANINI

Computer Display FPGA EPF10K20
RS 282 UART 8 bit NeWory
MODULE <}:{> Module

3% 13

IN_RAM  OUT_RAM

i v
3N 7.8 naAtuABUMINATBUAIUYDINUILANNTIMemory Module)

nglit 7.6 uamsmadudoyanwumiasaad  lunsdoudeyalddyanannn
“inclock” 1iudayanas Slamping iterhideya iy B3 ludumisiisinguu Address vuna 8
fin 13t 7.7 uamsmssmdeynsenvnmiteau lun1s'é1mfu'l¢’f°l=x’f'ﬁiyaunmmﬂm
“inclock” 1Az “outclock” 1fudayay1as Slamping iierideyavia 8 Sasennndunisves
wiwanuiifisng wozifiehmanagoudauveamisanuiidsgli 7.8 Usingh

Mg uazlsudoyauuniten L FPGA 18

7.3 MINATBUAIUVRIM I aNAz00AIHEa(Cryptography Module)
nnmseenuuuNesmsshsiauazeeasialuiaden 63 awsouaasuionvesns
L
ihsWeauazooasadeya Timing Diagram tazdunoulumsnagevdiuvesmsidhsiauas

v v
poasHa lAdagIi 7.9, 7.10, 7.11, 7.12, 7.13 uag 7.14 wiounwaasmsnaaeuMsiswe
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uazmsoeasiadeya MXY) Taohi X uaz Y Jvuia 176 In Taoudaswanisnadenly

sives Acsil Ta uaznsiinlddaiaden 7.3.1 uaz 7.3.2

DATA_IN[7..0]

ﬁ

CLK
—— ]
ENA_OUT_KEY

e i MODULE d

RESET

EN_DE
—

CRYPTOGRAPHY READY_OUT[7..0]

i o @ @
3UN 7.9 uaasvdenvesmsitsiduazoeasiadeya

doyadaudhstia
Rot Cl e

Name: Value: J_ S 0. 30. A0.0us 50.0us 60.0us 70.0us 80
i data_in[7.0] | HOO a 00 ¥
- clk 1
- en_out_key 1 J

% en_de 0 doyantsmehis e
-r® data_ink 0

S eady_out[7..0]] HAS

5 seln2.0 | HO ]MNIIHHWIWHMMIWWMMWM ==—__a

AP sel_out2.0] | H1 WMMimﬂlﬂﬂﬂlﬂlﬂlﬂlﬂlﬂﬂlﬂﬂlﬂﬂﬂlﬂﬂlllﬂﬂlllllﬂlllﬂl@

~g con_out o ] |/ Tl Ky (2

“® cokey[2.0) | Ha [ A A = :
e

31 7.10 u@A3 Timing Diagram voamsithsfadoya



Doyeraumsoansia

Ref [136913us _____ |[€[=] Time: [147.2247us ] Inteval: [10.3117us

Name: _Value: lSO.lﬂus 160.0us 1700 180.0us  190.0us  2000us  2100us  2200us  °
5= data_in[7.0] | HOO | 00 00 ¥
- ck 1 %
9 en_out_key 1 :
- en_de 1 _]

/ doyandammsnansie

~£® data_ink 0

D eady_outl7.0]| HO7 [YX cl XIC a 3
® sel_in(2.0] | HO [0 00NN 8 ]
& selou2.0) | Ho JIKC 0 O
=g con_out 0 __J ! Private Key ()
D cokey2.0] | H2 [ 2 Y C 3 ) X
“i o e . @ 3
31]11 7.11 1A Timing Diagram Y93IN1300ATHAYOYA
Start: [159.0us______ |[[3] End: [159.2us ] Interval: [200.0ns ]
Toyedaumsihs i
Name: _Value: Ous Qus 60.0us 80. 0us Ous 140.0us
= data_in[7.0] | H1E a1 Y) 00 X 2 1) N )
clk 0
en_out_key 1
g en_de 0 bali l
e Key (x3)

s | o MMDMIIG /W |
e caoy_our of Wac [ YOOI A RO
EEPTENTE 00 ewiosess 20 caasoea

> sel_out[2.0] | HO 0 0 _
% con_out 1 A [
D co_key[2.0] | H3 [ (=t 3 X A= dv s ;

31N 7.12 4@ Timing Diagram v83m s sHadoya laogady (X,Y)

doyadoumsidhsne \
L
Stat: [00ns__ |[¢]3] End: [32004 | Interval: [320.0us ]
Name: _Value: 160.0us ¥ 1800us  200.0us  220.0us n Ous  280.0us  300.0

2= data_in[7..0] 1
- clk

- en_out_key
- en_de

=g data_ink 0
S eady_out[7..0]] HAD
S sel_in[2..0) H3
S sel_out[2..0) HO
-£» con_out 1
I co_key[2..0] H2

314 7.13 193 Timing Diagram Yoamsoeasiadeyalasgdiy (X,Y)
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Computer Display FPGA EPF10K20

RS 232 UART 8 bit Cnﬂpography 8 bit Memory
C,:;,’\ MODULE \rb'\y Module <}:{> Module
| | A A

ENCRY  DECRY

[ b4
3UN 7.14 uaastunpumINaToE UM AL 09ATHA(Cryptography Module)

7.3.1 MInageumsnaveya
Joyaivmadhsfaudasluzilves Acsi 13a
M(X,Y) = (4343 4343 4343 4343 4343 4343 4343 4343 4343 4343 4343,
4242 4242 4242 4242 4242 4242 4242 4242 4242 4242 4242)
Plaintext M(X) = 4343 4343 4343 4343 4343 4343 4343 4343 4343 4343 4343
Public Key P, = F8748697 A7D1 73D5 DA23 9933 615F 89D1 AEF7 93AF CIES
Cliphertext m(x) = 58AC 1267 4666 DFCC 97FF B061 0CC1 70EE F136 27B2 9B93

Plaintext M(Y) = 4242 4242 4242 4242 4242 4242 4242 4242 4242 4242 4242
Public Key P, = 34AB ECBB A9S5F 327F FFB2 50F2 C7A8 65D5 DDS5A 471E 8422

Il

Cliphertext m(y) DF6E B777 EF29 9101 7C07 FAGF 7BFB 25EE 4274 OEA7 8FAC

Vv
o 9

wudeyanmimsidisiaud iy
m(x,y) = (7D1D OEDA 4B83 6300 2FB8 2EC4 B35A D67B OD1A F82A C915,
DF6E B777 EF29 9101 7C07 FAGF 7BFB 25EE 4274 OEA7 8FAC )

1iiof1v9 43’ uaz ‘42’ voe ASCII Ida TAwiiy «C’ uaz ‘B> ansouaanadoyaluzl

v b4
A0NYIAITUgUN 7.16, 7.17, 7.18, 7.19 uaz 7.20 namsnadouldas 1AAe

CCCCcceeecececececececcececceccce

31U 7.15 uaasddnusine l9dmsumsidhatavina 176 Tafu Key x



X-OgFBi—y°al Apifi6™«

5N 7.16 uaaswamsnaaeumsidnsianngli 7.15

TugduuuAI9nYIUBI Times New Roman
xau[) grmw—OgaOuposa

3N 7.17 wamswanmisnagoumsitsianngli 7.15

Tugduyuddnys¥es AngsanaUPC

BBBBBBBBBBBBBBBBBBBBBB
31]?'1 7.18 uansisnyse 1 d S umsidhs avuae 176 Tnd Key y
Bn-wi) O|00o{0%1BtO§ 0~

31N 7.19 uaaswamsnadoumadsHanngin 7.18

TuguuuA28nys5¥e Times New Roman
3 o
Bnnwe)‘ L |40 {cw%Bt L1301

31N 7.20 uaaswamsnadoumndisHannglh 7.18

Tugduuudidnys¥es AngsanaUPC

7.3.2 MInaaeumsneasHadoya

Joyamihmsneasiauanslugilves Acsi Tda

Il

m(x,y) (7D1D OEDA 4B83 6300 2FB8 2EC4 B35A D67B OD1A F82A C915 ,

DF6E B777 EF29 9101 7C07 FA6F 7BFB 25EE 4274 OEA7 8FAC )

58AC 1267 4666 DFCC 97FF B061 0CC1 70EE F136 27B2 9B93

Cliphertext m(x)

Public Key P = 78C4 F832 64FE 4305 7A4C 2F3E 9CD2 88BD 8D1C E7EE BE32

K(x)

87
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Plaintext M(X) 4343 4343 4343 4343 4343 4343 4343 4343 4343 4343 4343

Cliphertext m(y) DF6E B777 EF29 9101 7C07 FAGF 7BFB 25EE 4274 0EA7 8FAC

Public Key P = F64C B612 CB58 5156 292D F8D1 OE60 6C8A A4C9 677A AOB9

K(y)
4242 4242 4242 4242 4242 4242 4242 4242 4242 4242 4242

Plaintext M(Y)

b4 '
antudeyanimsaeasiadeyazminy
M(X,Y) = (4343 4343 4343 4343 4343 4343 4343 4343 4343 4343 4343,
4242 4242 4242 4242 4242 4242 4242 4242 4242 4242 4242)

¥
ANInTAIHAYDINIIneAsHa lugldenys 1Ad ]

m(x,y) =

x = X-DOgFfBIl—y°al Apifi6>“

v= Bnewi)* 0|00 {0%iBtO§ 0~

M(X,Y) =
x= CCCCCCCCCeeeeecececece
vy= BBBBBBBBBBBBBBBBBBBBBB

90 Timing Diagram ¥0smsisviadeya aunsmdisiadeyaldiiaz 176 Talasly
Key i 1 dsdoyagndashllunsesTaold Clock $1uau 176 gruaskadngildvfaly
clock 176 gndalyl aunsauaaslddaguii 7.10 wiainmfummsmi’hsﬁﬁi’faya'lé’f‘én 176 1in
Tavld Key 1 2 uazwaﬁwfﬁtﬁﬂfunz;ﬁmfuﬁmmm‘lugﬂﬁ 7.12 aduiu e ludauvesnts
aeasafmiuAnfudmaasluglii 713 uaz7.14 esmanadeudauvesmsidhsia
wazaeasiadaaasluzilii 7.15 uu FPGA annsouaasmavesmsnaaey huiaded 7.3.1

=] @ @
uaz 7.32 Aawsadisiauazoeasiadeyald
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U
7.4 @IUVBININIVAYN (Control Module)

wieeniilu 4 dauvesmsmugumsemmaziloudoyanin UART lldmiasanus
damveImsnIuguUMsIsHaiazeasHadoyauas dIanueamsnILAUMINNINUYesT Y

: ' U ' Y o dy
YHUA mmsnummumm‘lﬂmu

7.4.1 GIUVBINIAIVANNTEIMIDIVEUTRYR9IN UART lilianiasanus

=] @ §
AWTUAAIVADAVDINIAIUANIAZ Timing Diagram  1AaagUN 7.21, 7.22 uay

¥

7.23
CLK_RX
S5 Stii CLK_W1
CLK_TX —
DATARDTY CLK_R1
DU—’M_MEM CON_RTX \\[1772>
G ——— WE1
N_RX_TX B
O R X MODULE PR 7
CON_RX K
CON_TX

i o '
3N 7.21 uaasudenvoInIsMIVRNMIBIULAZITEUdaYAIN UART

o — | 5 —
Name: _Value: | 40.0us 50.0us 60.0 70.0us 80.0us 90.0us
9 clk_rx T o
o datardty 0
9~ dum_mem 1 I
- con_rx_tx 1 |
B con_rx 0
s con_tx 0 I shundsraambuanud 3 fa UM Slamping
/
T add1[7..0] H 00 0 § 02 Do o4 X o5 X oafX o7 X o8 X o9 ¥
- clk_wi 0 | | LAY | | |
- clk_r1 0 | | | L/ ] | 1
~% wel

31N 7.22 uaas Timing Diagram v83msemudoyaseninnuaonnudr s UART TX
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Ref [3.2us |[EI2] Time: [1.365us | Interval: [-1.835us |
oy mbua i, goumgaambeamud 1 B
Name: "Va|ue: 'L A S 1.qUS/ 1.5IUS 2.qUS 2.5IUS

= datal7.0) | H55 | 00 ( 51 Yoo Y 52 JY o0\ 75 Y00 ) 41 Yoo ¥4
= address7.0) | HO3 [0 X ~or ¥ 02 X 03 X o4 X 05 )
T g : ¥ _/l - - :

- we 1 = m_m_,m Sampling .

- inclock 0 : [—[ : G—IY H I_I C [—l
i outclock 0 ? . ; ~—7 LF . Do

™ q[7..0] HOO0 L 00

311 7.23 u@A3 Timing Diagram ¥0aMsuudoya UART RX aquuniionnui

nngli 7.22 wansdauvesmsaauguassudeyannmitosanui lSidmvenisde
A 1 ' o ] ' - o o
@M39oYa(UART Module) Felddenrdmmisvonnizonnuimina 8 Saunzdayna
. P ' ¥ ' °
Slampling DBANNY “clk_w1” Liag “clk_r1” iWBAILANMISMTDYAINMIA1WE 910G
#i 7.24uamsdnvesmsmngumsitioudeyannminmdr diduveansdomsdoya
4 ° 11 o ' ' ° a ) %,
(UART Module) 44 1dvhmsasaidumisveamtizonnuswine 8 dauazdaain Sampling

90NN “clk_w1” iNoAILAUMsITouToyaaIUNI AT

7.4.2 MveIMIn UMM Hanaz sea T vaya
L
uaAsUALAMMNUYBIdNYBIMIMILgUNIsIKITHaNazooasTadoya wieuts

(@3 Timing Diagram 484 CON_A_KEY #9431/ 7.24 wag 7.25

CLK_S
CLK_SYS —_—
_ CLK_RO
N
ENABLE CON_A_KEY | CLK_WO0
i WEO
——>
RESET ENA_CH
b i
ADD_R[7..0]

31N 7.24 naasudenmsianuvesdmvesmsarugumsidsie
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CLK_S
CLK_SYS —
_ CLK_RO
SN
ENABLE | CON_A_KEY | CLK WO
—— WEO
e
RESET ENA_CH
B |
ADD_R[7..0]

" o ° 1 o
gﬂﬁ 7.24 ll'dﬂ\1'Ua@ﬂﬂ]iﬂ’]\nuﬁl@Qﬂ")u‘Uﬂﬂﬂ‘]sﬂ')ﬂﬂnn’ﬁﬁhﬁﬂﬁ

HAZ0OATHAYDYA(CON_A_KEY)

Ref. |0.0ns ||0-]-t] Time: |59.8us ] Interval: |69.8us |
Name: _Value: f0.0us 40.0us 60.0us 80.0us 100.0us 120.0us 140.0us

w— clk_sys 0
- ENABLE 0 l l munﬂqﬁhﬁima’mnﬂwmwuﬂ/ shumbfidivudoyauumuanuing o

- RESET 0

e ADD_R1(7.0]| Hoo- [ 00 CGXKXXERRXXKX KKK KRR KKK ARRK AKX ERRKKKI_KXXKK
R 8 o o

L% ENA_CH 0 oy 1 Slamping 1udoya
~e® CLK_RO 0 [LLLCLLLELLCLLLREEEEEH I
- CLK WO 0 LLCLLLLLA EEEERLLL LTS
e WEO 0 [ ] Juz
> ci s L ERNACR YA &AL

g‘ljﬁ 7.25 ud@9 Timing Diagram mm’dau‘umﬂﬁmm}umsm’fﬁﬁ'ﬁ

uaz0eAIHadaya(CON A_KEY)

UM 7.25 udasdIuveImImIuguMsIsiauasneasiadeya(CON_A KEY) lavdan

Auniveamizeanusvg 8 ia S 2 galasgausnldsmunudygu Slamping

“CLK_RO” uaz “CLK_W0” dmsusmdeyannmisanuiuionimsidisianseneasia
o ¥ P

doya uazganaswzldmiudyanu “cLK wo” iehszihdeyai ldvimsidhsianse

@ < @ o " a
poasvanal linu 13dsd iy
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7.4.3 HAATIUAIVANM INNUVBITZVUNINUA
o ° [ { o e 1 '
ﬁ'liﬂiﬂllﬁﬂﬂuaﬂﬂ‘“ﬂﬂﬂ'ﬁﬂw'luvlﬁ'ﬂ\igllﬁ 7.26 UaguaAd Timing Diagram U99LANY

Handumsian1ddalugii 7.27,7.28,7.29 uag 7.30

— > ENA_RX
IN_RAM —» ENA_TX
—_—> ——— CON_DATA_IN

———> CON_DATA_OUT
OUT_RAM CONTROL i, -

PRI - » CON_ADD
ENCRY SYS1 —— CON_M

ER I——  » CON_WE
DECRY MODULE [ > ENABLE
> ——— EN_DE

——— CON_RX_TX

F_—_—> CON_RX

——— CON_TX

517 7.26 uaAWABANITININYDI Control_SYS

O ——— N et

0.0ns
Name: Value:i 1,0‘us 20us  3.0us A.QUs S.Qus ﬂus 7.035 8.035 9.0us
B In_RAM o ] r
- Out_Ram
9 Encry
- Decry

el

Qo

=g Ena_Rx
- Ena_Tx
~g Con_Data_in
~5» con_data_out
-~ Con_M

-g» Con_we
-£® enable

£ en_de

£ con_Rx_Tx
~-g® con_RX
=g con_TX

T 1177

O 00 0O 0o o o o o o

314 7.27 uaaa Timing Diagram veaWlsnFumsiudoyaninnoniiames (IN_RAM)



S — | inona

Name:

1.D_us

2.QUs

A.QUs

S.QUs

8.Qus

7.QUs

8.Qus

Q.QUs

93

- In_RAM
= Out_Ram
w~ Encry
9 Decry

-£» Ena_Rx
~g» Ena_Tx
-g» Con_Data_in
~g con_data_out
-~ Con_M

~g2 Con_we
g3 enable

£ en_de

- con_Rx_Tx
~£» con_RX
- con_TX

0

o o -

O 0O 00 00 0o o o o o

" Value: I.

70

311 7.28 uans Timing Diagram YasanFumsdsdoya ldsneuiunes (OUT RAM)

% Ena_Rx
=% Ena_Tx
g2® Con_Data_in
g con_data_out
2% Con_M

£ Con_we
- enable

% en_de
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The Computational cost of encryption is a barrier to wider appli
cation of a variety of data security protocols. Virtually all resear
ch on Elliptic Curve Cryptography(ECC) provides evidence to s
uggest that ECC can provide family of encryption
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ABSTRACT

An architecture for bit serial-parallel
multiplication which operates in a composite field
GF(2'*)=GF ((2'")'®) is presented in this
paper. The modularity designed of such a
proposed structure makes it suitable and efficient
for VLSI implementation. This architecture trades
a reduction in resources with an increase in the
number of clock cycles.

KEYWORDS
Composite Field , Finite Field , Multiplication.

1. INTRODUCTION

The application of finite field mathematics has
increased its role in many modem digital
communication systems. Typical areas of
applications are cryptography schemes [1] and
error correction codes such as Reed-Solomon
code and other codes [2). According to the
development of VLSI design simplicity, many
complicated signal processing algorithms have
been mapped into hardware. In géneral to speed
up the operation, reduction in both physical
transistor size, algorithm complexity and circuit
dimension. In most hardware implementation, a
multiplier is considered to occupy major chip
area. However, application that the size of the
circuit is limited but not the operating speed, a
serial multiplier is more preferable.

The general description of a multiplier in
GF(2") for any arbitrary k is firstly given in
section 2. Its bit serial implementation is outlined
in section 3 before the composite field
multiplication and its implementation is detailed
in section 4. For ?articu]ar application, a
multiplier in GF(2")'® is taken as an example
case. Section 5 discusses the complexity of the
architecture suggested in section 4. The
generalization to other field size is also given
before the paper is concluded.

2. GENERAL MULTIPLIER IN GF(2%)
In the standard basis of element representation
in GF(2"), let the polynomial A(x) and B(x)
be defined as:

L]
AX)=a,+ax+...+a,_x*" and

B(x)=b,+bx+...+b,_x*"

where @; and bare field elements. The

product of A(x) and B(x) denoted by C(x)
can be similarly defined
C(x)=c°.+clx+...+ck_,x*_' where ¢, are
also field clements. P(x) is the irreducible

polynomial in such a field. The multiplication
operation can be further explained as follows:

C(x) = A(x)- B(x)mod P(x)

=Ax){l+he bl .+ ) mod AR)
= A(x)&, mod P(x) + A(x)bxmod P(x) +
et A(X)b, x mod P(x) (1)

From Equation (1), it can be noted that the
multiplication is performed recursively for k steps

(clock cycles) since the elements @; and b, are

an k-bit signal. Each step gives an intermediate
product.The hardware implementation results in &
computation blocks cascaded to each other as
shown in Fig.1.[7]

A basic computation cell comprises of 2
AND gates and a 3 input XOR gate. There are
cells which all are identical. Each is allocated for
each coefficient. The delay time in each
computing cell can be approximated to be the
time that signal propagates through an AND gate
and a XOR gate. Define T as computation period,

S as a complexity and T as a signal propagation
time. Excluding of latches, the bit-serial
multiplier yields,

Tbil—:erial = k
Shiseriat =K (28 yp + Sxor)
Thitmserial =K (T'AND + Tyor)

where T denotes the gate propagation delay
times.



k-1 k-2 Ea
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Fig.1 A Geﬁeral Purpose GF(2'®) standard basis mulﬁplier

3. CONSTANT MULTIPLICATION
GF (25

A constant or fix coefficient multiplier is much
simpler than a general purpose multiplier
described in section 1 since many unnecessary

terms can be made vanish. Consider an example
given in a field GF(2'®) where

P(x)=x"+x"4+x*+x*+1 is given as an
irreducible polynomial. Let the arbitrary constant
in such a field be AX)=af' =x"+x’+1. The
multiplication of A(x) and B(x) denoted by
C(x) can be written as:

IN

Register B

V2wV
"y

-t

C(x) = A(¥)B(x)mod P(x)

3
=" B(x)mod(x'® +x" +x*+x° +1) —
Register B holds the value of B(x) that will
fed serially into the multiplier. The multiplier
itself is a shift register type that the feed back
path has been wired according to the generator
polynomial, P¢x). The position where b, fed into
is determined by the constant term, which is X° +
X’ +1 in the above case. After k clock cycles, the
multiplication result becomes available in register
C.

pab -

PO)=x"°+x" +x°+x° +1

= Single bit DFF

Fig.2 A constant multiplier, 4(x) =@* = x'" +x* +1



4. THE COMPOSITE FIELD SERIAL -
PARALLEL MULTIPLIER

Consider a Galois fields GF(2¥) with k>1, an
element 4 of a composite field GF((2Y)™) can be
represented in the standard basis over GF(2") as
a
polynomial with maximum degree of m-J.
Similar to element in GF(2%), in polynomial form,
let A(y), B(y) and C(y) be defined, ie.

AY)=a,+ay+a,y’ +...+a T
B(y)=b,+by+by* +...+b, _y™
C'(y)=co+c,y+c2y2+...+c,,_,y"'".
Also be noted that a;,b;,¢; € GF(2") where

and

k-1 =
q, =Zapu” , b =Zﬂpv” and
p=0 p=0

k-1
&= 7, W;a,pyel,l.
p=0

Having Q(y) be an irreducible polynomial in
GF(2"), the multiplication in a composite field
GF((2")™) then can be written using the follow
expression:

Q0)=B0)- A)modQy)
Q0)={BAG)+ HBAO)+ W AD)+ HBAG) +

In a particular case of GF(176) which can be
written in the form of GF(2')'® and let

0=y +y"+ 30+ +1 be an
irreducible polynomial with degree 16. Such a
polynomial can be written in the way that

0=y +y"+) + Y+ () +y’ +1)
=)' +f ) +df.

The multiplication resulted polynomial C(y) then
becomes

Qy) = {{AP)+ HBAY) + VB AY) + U BAY) +....
Y(bsA()))-)} medQly)  __(5)
CO) ={((-(&s4(»))y + b A(Y)y +
(53 A(V))y + (b, A(y))y +
HBAGNy +5,A()} modQ(y).___(6)

and we have
(4)2)g, =D = gy +ay* +...
+a,("' +)° +9° +0™)__(7)

The circuit that implements Equations (6) and
(7) can be drawn as shown in Figure 3 below.

V(b A()))-)}mod Q) __(4)
Register C
y |
LS. {edq — i
Registet D
o0y .- O,
==
ad 16 " (] 3 21
b.b,...b“b,, m _._g(_y.)_i{_ty_:.}.’_t}.’.:f’ —
\ /

Register B

[d] @usaon bit DFF

Fig.3 A Serial-Parallel multiplier in GF(2")'¢



. Both A(y) and B()) are serially shifted in to the
multiplier unit, higher degree first. After 176
clock cycles, register B is loaded with B(y) while
register .D holds the partial product of
(yoa( y»am according to Equation (7). The

following 176 clock cycles, thé Equation (6) is
fully implemented and the register C can be
shifted out serially either ascending or
descending order. However, since resulted data

bits are available once the last ¢lock is over.
Register C can be also shitted out in a parallel
manner. Note that circuit shown in Fig 2 has been
incorporated in Fig 3 as a block with &’ label.
Each of 16 element of register D is detailed
in Fig 4. Each comprises of 11 flip-flops, feed
back path is wired according to the irreducible

polynomial P(x)=x"+x? +1.

Register D,

/
in_put[0..10]

out_put{0..10}

y/e eESNK

20 | b

[El = Single bit DFF

Fig 4. Detail diagram of each element of register D

5. COMPLEXITY

A composite filed multiplier denoted by

equations (6) and (7) and its implementation
given in Fig 3 and 4 can be elaborated in terms of
complexity and latency below.
Circuit Complexity: The multiplier requires 3
registers, each of 176 bits. Each register is
Divided into m sets, each of k bits. Minor
hardware pieces such as XOR and AND gates can
be assumed to 16 sets (m sets). Constant addition
block can comprise of a single m-bit register and
few XORs which could be neglected. Roughly
estimation:

S =3kmpep + Myop + M yyp + My

Latency: The multiplier requires 2x176 clock
cycles, to multiply 2 elements defined in
GF((2")'%. To be generalized: L =2km. The
minimum clock period seems to be determined by
the propagation delay time of a D flip-flop.

Let N =kxm, the proposed serial-parallel
multiplier detailed in section 4 above can be
applied to other composite field. Based on the
above estimation, the complexity can be tabulated
as below.

Table 1 Complexity and latency of a serial-parallel multiplier derived for composite field GF((2¥)™); m =16,

k=3upto17
Composite Field . Irreducible Polynomial, Hardware Complexity L
N k m px) DFF AND XOR
48 | 3 16 R S 160 16 16 96
80 5 16 X +xt+1 256 16 16 160
mz | 7 16 X +x° +1 352 16 16 224
176 | 1 16 Mrx?al 544 16 16 352
208 13 16 Bt rx+l 640 16 16 416
2712 | 17 16 X7 441 832 16 16 544




6. CONCLUSION

A bit serial-parallel multiplier that operates in
a composite field GF(2") where N =kxm is
proposed in this paper. Of its modularity
designed, such a multiplier can have good impact
in VLSI implementation either gate array or full
custom layout. Compared to a bit parallel
approach, a bit serial technique usually requires
less complexity but suffering from long time
execution. The low complexity of the bit serial-
parallel multiplier is particularly useful for the
application that requires low speed,- low power
and limited silicon area. Upon the current VLSI
technology, the speed drawback can be much
improved because of the smaller device feature
size. In this implementation, the multiplier takes
2km  clock cycle to deliver the output.
Obviously no matter what the choice of k or m is.
The computation time remains the same. On the
theory side, the choice of k and m effect the
irreducible in GF(2) and GF(2"). On the
implementation side, number of XOR and AND
gates are depending on m while the number of
DFF varies with 3mk +m or can be estimated

to 3mkif 3k>>1. Careful selection of
irreducible polynomial can effect in lower wiring
complexity. Swapping of m and k can result in the
slightly change of area complexity. For our
application we have chosen m as an even for
particular purpose. To verify the proposed
mathematics and its corresponding hardware, the
prototype design has been performed using
VHDL and its simulation facility.
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includes
FLEX 10KA

FLEX 10K

o Embedded Programmable
Logic Devicé Family

‘eatures... L

=+ "Data Sheet:

The industry’s first embedded programmable logic device (PLD)
family, providing System-on-a-Programmable-Chip (SOPC)
integration

- Embedded array for implementing megafunctions, such as
efficient memory and specialized logic functions

- Logic array for general logic functions

High density )

-~ 10,000 to 250,000 typical gates (see iahi . ! and ?)

- Up to 40,960 RAM bits; 2,048 bits per embedded array block
(EAB), all of which can be used without reducing logic capacity

System-level features

- MultiVolt™ 1/0 interface support

- 5.0-V tolerant input pins in FLEX® 10KA devices

- Low power consumption (typical specification less than 0.5 mA
in standby mode for most devices)

-  FLEX 10K and FLEX 10KA devices support peripheral
component interconnect Special Interest Croup (PCI SIG) PCI
Local Bus Specification, Revision 2.2

-  FLEX 10KA devices include pull-up clamping diode, selectable
on a pin-by-pin basis for 3.3-V PCI compliance .

- Select FLEX 10KA devices support 5.0-V PCI buses with eight or
fewer loads

~  Built-in Joint Test Action Group (JTAG) boundary-scan test
(BST) circuitry compliant with IEEE Std. 1149.1-1990, available
without consuming any device logic

Table 1. FLEX 10X Device Features

Feature EPF10K10 EPF10K20 EPF10K30 EPF10K40 | EPF10K50
EPF10K10A EPF10K30A EPF10K50V

Typical gates (logic and RAM) (1) 10,000 20,000 30,000 40,000 50,000
Maximum system gates 31,000 63,000 69,000 93,000 116,000
Logic elements (LEs) 576 1,152 1,728 2,304 2,880
Logic array blocks (LABs) 72 144 216 288 360
Embedded array blocks (EABs) 3 6 6 8 10

| Total RAM bits 6,144 12,288 12,288 16,384 20,480
Maximum user I/O pins 150 189 246 189 310

Altera Corporation 1

A-DS-F10K-04.1
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Table 2. FLEX 10K Device Features
Feature EPF10K70 EPF10K100 EPF10K130V EPF10K250A
EPF10K100A
l'ypical gates (logic and 70,000 100,000 130,000 250,000
RAM) (7)
viaximum system gates 118,000 158,000 211,000 310,000
.Es 3,744 4,992 6,656 12,160
_ABs 468 624 832 1,520
ZABs 9 12 16 20
lotal RAM bits 18,432 24,576 32,768 40,960
viaximum user 1/O pins 358 406 470 470

Jote to tables:

1) Theembedded IEEE Std. 1149.1 JTAG circuitry adds up to 31,250 gates in addition to the listed typical or maximum

system gates.

..and More
-eatures

v

- Devices are fabricated on advanced processes and operate with

a 3.3-V or 5.0-V supply voltage (see Tabic 3

- In-circuit reconfigurability (ICR) via external configuration
device, intelligent controller, or JTAG port

~  ClockLock™ and ClockBoost™ options for reduced clock
delay/skew and clock multiplication

~  Built-in low-skew clock distribution trees

- 100% functional testing of all devices; test vectors or scan chains

are not required

Table 3. Supply Voltages for FLEX 10K & FLEX 10KA Devices

5.0-V Devices 3.3-V Devices
EPF10K10 EPF10K10A
EPF10K20 EPF10K30A
EPF10K30 EPF10K50V
EPF10K40 EPF10K100A
EPF10K50 EPF10K130V
EPF10K70 EPF10K250A
EPF10K100

Altera Corporation
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ra Corporation

Flexible interconnect

- FastTrack® Interconnect continuous routing structure for fast,
predictable interconnect delays

- Dedicated carry chain that implements arithmetic functions such
as fast adders, counters, and comparators (automatically used by
software tools and megafunctions)

- Dedicated cascade chain that implements high-speed,
high-fan-in logic functions (automatically used by software tools
and megafunctions)

- Tri-state emulation that implements internal tri-state buses
Up to six global clock signals and four global clear signals

Powerful 1/0 pins

- Individual tri-state output enable control for each pin

- Open-drain option on each 1/0 pin

-~  Programmable output slew-rate control to reduce switching
noise

- FLEX 10KA devicessupport hot-socketing

Peripheral register for fast setup and clock-to-output delay

Flexible package options

- Available in a variety of packages with 84 to 600 pins (see
Tables 4 and 5)

- Pin-compatibility with other FLEX 10K devices in the same
package

- FineLine BGA™ packages maximize board space efficiency

Software design support and automatic place-and-route provided by

Altera development systems for Windows-based PCs and Sun

SPARCstation, HP 9000 Series 700/800 workstations -~

Additional design entry and simulation support provided by EDIF

2 0 0 and 3 0 0 netlist files, library of parameterized modules (LPM),

DesignWare components, Verilog HDL, VHDL, and other interfaces

to popular EDA tools from manufacturers such as Cadence,

Exemplar Logic, Mentor Graphics, OrCAD, Synopsys Synplicity,

VeriBest, and Viewlogic
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.Table 4. FLEX 10K Package Options & I/0 Pin Count  Note (1)

Device 84-Pin 100-Pin 144-Pin TQFP 208-Pin 240-Pin
PLCC TQFP PQFP PQFP
RQFP RQFP
EPF10K10 , 59 102 134
EPF10K10A 66 102 134
EPF10K20 102 147 189
EPF10K30 : 147 189
EPF10K30A 102 147 189
EPF10K40 147 189
EPF10K50 . 189
EPF10K50V 189
EPF10K70 - / 189
EPF10K100
. EPF10K100A 189
’ EPF10K130V :
EPF10K250A

Table 5. FLEX 10K Package Options & I/0 Pin Count (Continued) — Note (1)

| Device 503-Pin | 599-Pin 256-Pin 356-Pin 484-Pin 600-Pin 403-Pin
| PGA PGA FineLine BGA BGA FineLine BGA BGA - PGA
} EPF10K10
EPF10K10A 150 © 150 (2)
EPF10K20
EPF10K30 246
EPF10K30A 191 246 246
EPF10K40 i
EPF10K50 274 310
EPF10K50V 274 '
EPF10K70 358
EPF10K100 406
EPF10K100A 274 369 406
~ EPF10K130V 470 470
| EPF10K250A 470 470

Altera Corporation
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'otes to tables:

) FLEX 10K and FLEX 10KA device package types include plastic J-lead chip carrier (PLCC), thin quad flat pack
(TQFP), plastic quad flat pack (PQFP), power quad flat pack (RQFP), ball-grid array (BCA), pin-grid array (PGA),
and FineLine BCA™ packages.

) This option is supported with a 256-pin FineLine BCA package. By using SameFrame pin migration, all FineLine
BGA packages are pin compatible. For example, a board can be designed to support both 256-pin and 484-pin
FineLine BGA packages. The Altera software automatically avoids conflicting pins when future migration is set.

eneral
Jescription

Altera’s FLEX 10K devices are the industry’s first embedded PLDs. Based
on reconfigurable CMOS SRAM elements, the Flexible Logic Element
MatriX (FLEX) architecture incorporates all features necessary to
implement common gate array megafunctions. With up to 250,000 gates,
the FLEX 10K family provides the density, spced, and features to integrate
entire systems, including multiple 32-bit buses, into a single device.

FLEX 10K devices are reconfigurable, which allows 100% testing prior to
shipment. As a result, the designer is not required to generate test vectors
for fault coverage purposes. Additionally, the designer does not need to

manage inventories of different ASIC designs; FLEX 10K devices can be

configured on the board for the specific functionality required.

Table 6 shows FLEX 10K performance for some common designs. All
performance values were obtained with Synopsys DesignWare or LPM
functions. No special design technique was required to implement the
applications; the designer simply inferred or instantiated a function in a
Verilog HDL, VHDL, Altera Hardware Description Language (AHDL), or
schematic design file.

-

Table 6. FLEX 10K & FLEX 10KA Performance

Application Resources Performance Units
Used
LEs | EABs -1 Speed -2 Speed -3 Speed -4 Speed
Grade Grade Grade Grade

16-bit loadable 16 0 204 166 125 95 MHz
counter (1)
16-bit accumulator (1)| 16 0 204 166 125 95 MHz
16-to-1 multiplexer (2){ 10 0 |- 4.2 5.8 6.0 7.0 ns
256 x 8 RAM read 0 1 172 145 108 84 MHz
cycle speed (3]
256 x 8 RAM write 0 1 106 89 68 63 MHz
cycle speed {3;

Notes:

(1) The speed grade of this application is limited because of clock high and low specifications.
(2)  This application uses combinatorial inputs and outputs.
(3)  This application uses registered inputs and outputs.

Altera Corporation
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The FLEX 10K architecture is similar to that of embedded gate arrays, the
fastest-growing segment of the gate array market. As with standard gate
arrays, embedded gate arrays implement general logic in a conventional
“sea-of-gates” architecture. In addition, embedded gate arrays have
dedicated die areas for implementing large, specialized functions. By
embedding functions in silicon, embedded gate arrays provide reduced
die area and increased speed compared to standard gate arrays. However,
embedded megafunctions typically cannot be customized, limiting the
designer’s options. In contrast, FLEX 10K devices are programmable,
providing the designer with full control over embedded megafunctions
and general logic while facilitating iterative design changes during
debugging.

Each FLEX 10K device contains an embedded array and a logic array. The
embedded array is used to implement a variety of memory functions or
complex logic functions, such as digital signal processing (DSP),
microcontroller, wide-data-path manipulation, and data-transformation
functions. The logic array performs the same function as the sea-of-gates
in the gate array: it is used to implement general logic, such as counters,
adders, state machines, and multiplexers. The combination of embedded
and logic arrays provides the high performance and high density of

embedded gate arrays, enabling designers to implement an entire system
on a single device.

FLEX 10K devices are configured at system power-up with data stored in
an Altera serial configuration device or provided by a system controller.
Altera offers the EPC1, EPC2, EPC16, and EPC1441 configuration devices,
which configure FLEX 10K devices via a serial data stream. Configuration
data can also be downloaded from.system RAM or from Altera’s
BitBlaster'™ serial download cable or ByteBlasterMV™ parallel port
download cable. After a FLEX 10K device has been configured, it can be
reconfigured in-circuit by resetting the device and loading new data.
Because reconfiguration requires less than 320 ms, real-time changes can
be made during system operation.

FLEX 10K devices contain an optimized interface that permits
microprocessors to configure FLEX 10K devices serially or in parallel, and
synchronously or asynchronously. The interface also enables
microprocessors to treat a FLEX 10K device as memory and configure the
device by writing to a virtual memory location, making it very easy for the
designer to reconfigure the device.

Altera Corporation
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scription

For more information, sce the following documents:

Configuration Devices for APEX & FLEX Devices Data Sheet
BitBlaster Serial Download Cable Data Sheet
ByteBlasterMV Parallel Port Download Cable Data Sheet

Application Note 116 (Configuring APEX 20K, FLEX 10K & FLEX 6000
Devices)

FLEX 10K devices are supported by Altera development systems; single,
integrated packages that offer schematic, text (including AHDL), and
waveform design entry, compilation and logic synthesis, full simulation
and worst-case timing analysis, and device configuration. The Altera
software provides EDIF 2 0 0 and 30 0, LPM, VHDL, Verilog HDL, and
other interfaces for additional design entry and simulation support from
other industry-standard PC- and UNIX workstation-based EDA tools.

The Altera software works easily with common gate array EDA tools for
synthesis and simulation. For example, the Altera software can generate
Verilog HDL files for simulation with tools such as Cadence Verilog-XL.
Additionally, the Altera software contains EDA libraries that use device-
specific features such as carry chains which are used for fast counter and
arithmetic functions. For instance, the Synopsys Design Compiler library
supplied with the Altera development systems include DesignWare
functions that are optimized for the FLEX 10K architecture.

The Altera development systems run on Windows-based PCs and Sun
SPARCstation, and HP 9000 Series 700/800 workstations.

See the MAX:I-PL US II Programmable Logic Development System & Software
Data Sheet for more information.

Each FLEX 10K device contains an embedded array to implement
memory and specialized logic functions, and a logic array to implement
general logic.

The embedded array consists of a series of EABs. When implementing
memory functions, each EAB provides 2,048 bits, which can be used to
create RAM, ROM, dual-port RAM, or first-in first-out (FIFO) functions.
When implementing logic, each EAB can contribute 100 to 600 gates
towards complex logic functions, such as multipliers, microcontrollers,
state machines, and DSP functions. EABs can be used independently, or
multiple EABs can be combined to implement larger functions.
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