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2.6 malulagdmsumstleanumsaziiaduans [15]
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Applications
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(9) PSNR = 28.4507 dB t1ag NC = 0.8445

il ’\ 5 i = NPT
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ABSTRACT

In this paper, we describe a watermarking technique
for hiding a confidential two-dimension binary
watermark into a still image. Our technique is
applied to the frequency domain of the image
obtained by two-dimension DCT. The watermark is
embedded into the low frequency and stored
according to a zigzag format. Additionally, this
technique does not require original image to
recover the embedded signature. Esxperimental
results show that the proposed watermarking
technique is robust to various kinds of attacks.

1. INTRODUCTION

The growth of networked multimedia systems
has caused problems that images, music and movies
can be copied from the intemet easily. Digital
watermarking represents a viable solution to the
problem of copyright violation. One approach is to
add an invisible image to an image that can be uged
to provide solid proof of ownership. Digital
watermarking techniques have been developed to
meet the needs of these growing concerns. Digital
watermarking is the imperceptible marking of
multimedia data to brand ownership.

In order to be effective, an imperceptible water-
mark should meet the following requirements {1]:

Unobtrusive: The watermark should  be
perceptually invisible, or its presence should not
interfere with the work being protected.

Robust: The watermark must be difficult to
remove for an aftacker trying to counterfeit the
copyright of the data.

Readily extractable: The data owner or an inde-
pendent control authority should easily extract it.

Unambiguous: Retrieval of the watermark
should unambiguously identify the owner.

During the past few years, many watermarking
techniques have been developed. These techniques
can be classified either based on spatial domain
[2,3] or frequency domain [1,4] (e.g. DCT,
wavelet transforms). The spatial domain

Yuttapong Rangsanseri
Punya Thitimaj shima

Department of Telecommunications Engineering
Faculty of Engineering, King Mongkut’s
Institute of Technology Ladkrabang
Bangkok 10520, Thailand
Fax:+ 66-2 -326-9086
Email: {kryuttha, ktpunya}@kmitl.ac.th.

watermarking would be robust against noises and
JPEG compression as the transform domain
methods. Many schemes have found that the
transform domain approach has some advantages
because most the signal processing operations can
be well characterized in the frequency domain, and
several good perceptual models are developed in
the frequency domain. The technique proposed in
this paper is also based on frequency domain,

In this paper, we propose a technique in
frequency domain approach based on two-
dimension DCT that does not require original
image to recover the embedded signature. This
paper is organized as follows. In section 2, we
proposed the algorithm for embed and extract a
watermark. The experimental results and we
compare the characteristics of the robustness to the
various kinds of attacks such as filtering and JPEG
compression are shown in section 3. Finally, the
conclusion is given in section 4.

2. THE PROPOSED ALGOLITHM

In our method, the watermark is supposedto be a
two-dimension binary digital signature such as a
binary image. In general, the size of the watermark
should be much smaller than the size of the original
gray-level image. The watermarking process
consists of two main steps: watermark embedding
and watermark extracting, to be described as
follows.

2.1 Wateemark Embedding

Figure 1 shows a block diagram of the
watermark embedding process. First, the binary
signature image is scanned from left to right and
from top to bottom, to produce a bit sequence of
watermark S. The data pixels are valued as 1 and
the background pixels are valued as ~1:

s,ed-1,1} )

The pseudo-random sequence P which each
number cen take a value either 1 or -1 is

S = {5, 15t sM},
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Fig. 1: Watermark embedding process.

equiprobably generated with a secret key for
embedding and extracting of the watermark.
P={p,1<isM}, pel-11} @

The two-dimension DCT of an NxN image [ is
computed. The DCT coefficients are reordered into
a zig-zag scan, such as in the JPEG compression
algorithm. In order to obtain the perceptual
invisibility without loss of robustness, the lowest L
coefficients are skipped. Then, a watermark is
embedded in the last M numbers. The (L+1)th to
(L+M)th DCT coefficients are selected to generate
avector T = {ti, ISISM}.

The watermark is embedded into the vector 7, to
obtain a new vector T’ = {t,’, I<i<M }, according
to the following rule:

;i =t+a-p;-s; i=,2,....M 3)
i { l

i
where « denotes a magnitude factor which is a
constant determining the signature strength. The
value is selected to offer the best trade-off between
robustness and unobtrusiveness.

The vector T’ is then reinserted in the zig-zag
scan and the inverse DCT is then performed to
obtain the watermarked image /".

Original Signature Pseudo-
Image (/) Image Random f«— KEY
D(l_‘T (s)) W)
h 4
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Signature Image
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Fig. 2: Watermark extracting process.

2.2 Watermark Extracting

Figure 2 shows the block diagram of the
watermark extracting process. The watermark
extracting can be performed without knowledge of
the original image. Instead, a prediction of the
original value of the pixels is needed. The
watermarked image may be considered to be the
original image that is perturbed by the pseudo-
random noise. Thus, a prediction of the original
value of the pixels is to use noise-elimination
technique. In this paper we used a smoothing
technique.

The predicted image I can be obtained by
smoothing the input image /° with a spatial
convolution mask. In this paper we use a 5*5 mask
and all elements are equal to 1/25. The prediction
of the original value can be defined as:

i = '—“zik @

where c¢ is the size of the convolution mask.

The watermarked image and the predicted image
are DCT transformed independently. The (L+/)th
to (L+M)th DCT coefficients, reordered in to a zig-

zag scan, are selected to generaté a vector T and T
respectively.
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From (3), the estimate of the watermark S is

indicated by the difference between 7" and 7. The
equation can be represented as:

J; =’:—;i =a'/’i'§i )

Therefore, the sign of the difference between the
predicted and the actual value is the value of the
embedded bit:

sen(8,) = p, -5, 6)

The watermark can then be estimated by
multiplying  pseudo-random  number to the
embedded bit. If a wrong pseudo-random sequence
is used, the scheme does not work. Finally, the
watermark  sequence is rearranged as two-
dimension array to reproduce the signature image.

After extracting the embedded signature, a
similarity measurement between the original
signature S and the extracted signature S can be
evaluated by using the correlation value:

M

S8/
CorrelationValue (CV) = ’=’Lll 7

bs

7=l

3. EXPERIMENTAL RESULTS

Figure 3 shows the original “Lena” 256-gray
level image of size 512x512 and the signature
image is the logo of King Mongkut's Institute of
technology Ladkrabang (KMITL) which is a binary
image of size 128x128.

Figure 4 shows the watermarked image and the
extracted watermark image with the following
parameters: the amplitude factor 1s 30. the key is
500, L = 20% (52.429), M = 128x128 (16,384),
and the size of convolution mask is 5.

Fig. 3: The original image and the signature image.
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The distortion due to watermark embedding is
measured by the Peak Signal to Noise Ratio
(PSNR). The PSNR of the resulted image is equal
to 30.4534 dB. The CV values of the extracted
signature image that compared with referenced
signature image is equal to 0.9979.

To test and verify the robustess of our
algorithm, many image-processing operations such
as filtering and JPEG compression, were applied to
the watermarked image in Figure 4 and the results
of the extracting process are provided as follows.

3.1 Filtering

Smoothing filters are usually used for blurring
and for noise reduction. The watermarks extracted
after attacks by applying two popular filter types
including neighborhood averaging filter and median
filter, with a mask of size3x3, are illustrated in
Figure 5 and 6 respectively.

3.2 JPEG compression

Attack by JPEG compression is tested by
varying the quality factor from 10% to 70%. The
results of watermark extraction measured by the
correlation value are provided in Table 1. Also, the
watermarked images and the extracted watermarks
where quality factor equals to 60% and 30% are
shown in Figure 7 and 8 respectively.

Table 1: The CV values after JPEG compression
with different quality factors.

Quality | 70 50 20 10
CV 09955 | 0.9873 | 0.8506 | 0.5980

The results described above show that the
proposed watermarking technique is robust to
various kinds of attacks such as filtering and JPEG
compression.

Fig. 4: Watermarked and extracted watermark images.
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Fig. 5: Attack by 3x3 median filter.
(PSNR=33.4635 dB, CV=0.9254)

Fig. 6: Attack by 3x3 neighborhood averaging
filter. (PSNR=31.7948 dB, CV=0.9522)

Fig. 7: Attack by JPEG compression with 60%
quality factor. (PSNR=29.2579 dB, CV=0.9890)

4. CONCLUSION

In this paper, we have presented a watermarking
scheme for embedding a two-dimension binary
watermark into a gray-level image. Our technique is
applied to the frequency domain of the image
resulted from two-dimension DCT. The watermark
is embedded with a secret key into the low
frequency and stored according to a zigzag format.
The extraction of the watermark can be performed
without knowledge of the original image. but the
correct secret key is needed. Finally, since the
transform domain algorithm to encode the
watermark information is used, the information is
robust enough against JPEG compression and
ordinary image processing.

Fig. 8: Attack by JPEG compression with 30%
quality factor. (PSNR=29.1139 dB, CV=0.9473)
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