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ABSTRACT

Nowadays the security of data 1is very important. This
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2.4 nmsda¥refddevanfdang .

Tuvarn1siufr e foetioufiduns 56 Bits (i Sufdfdoensd
dmsva¥iefddoy (K) 5uuﬁuaﬂqﬁuguﬁ 2.6 0 usnflifler  Adazgn
Permutate #78M1919 Permutated Choice 1 ‘%Mlﬁﬂ\:flugﬂﬁ' 2.6 4 sonuifin
faya 2 gya udazgauna 28 Bits 1Fund1 co waz DO 1I0%u  co uar DO
segamywtumiedne 1 1 ff 2 Bits fuayfuadewoedunisni product Trans
formation Seugmetirumsisvessud 2.6 a dugafirefife n1s Permutate

¥28m1519  Permutated Choice 2 du¥isgudioya 28 Bits 2 yaiéifiudiddey

817 48 Bits deudav1i¥iuguil 2.6 9



Key

1,2,3,

- Lett shift

" 1,2,3,
Left shifts Left shifts
- |
Cn Dn
\\A
—}@rmuted choiceg—y K, =2, |
3,...,15
Left shifts Left shifts
Cie Dig

l )G;nnuted choice}—} Kis

uit 2.6 0 Inderdnuansnisadrefiddes 9 nfidindura 56 i

fgadtiont &1y
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Uit 2.6 #

| | seBiTs KkEY TED T0 64 B1TS |

. T BITS B, 16,24, 37,40, 48 56 60 .|
. »+ OF THE KEY ARE WOT USED) .33} -

’. ."‘
5749413325 1709], 63 55 47 39°31 23 15’
01 58 50 42 34.26 18 07 62 54 4538 30 22
10 02 59 51 43 35 27 14 06 61 §3 a5 37 29
P19 106052 4436f | 21 130528201204 '
> 9. — PERMUTED CHOICE | TABLES -
[ waesems ;] - - J woesers ]
— - Ti77 N -

M1579 Permutated choice 1 Seusnfidesnifiu co ffu

DO usazdiuyry 28 in
lteration  Number of i  Iteration =~ Number of i
1 1 9 1
2 1 10 2
3 2 11 2
4 2 12 2 _
5 2 13 2
6 2 14 2
7 2 15 2
8 2 16 1

¥ 4
A TINUTANIIUD uﬂﬂmaqn'ﬁwuiiaya"luu’x%’"lumﬁ'\u LW

n MUY 2.6 N
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E ;f_‘a (28 BITS) ‘ DI (28 BITS)

14 17 11 24 01 05~
) 03 28 15 06 21 10
PERMUTED | 23749 12 04 26 08
CHOICE 2 16 07 27 20 13 02
41 52 31 37 47 S5
-] 30 40 51 45 33 48
1444°49.39.56:34 53 %,
| 6:42750 36129 327

I

iSUBKEY Ki (48 BITS)
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e

sufl 2.6 ¢ n153%19 subkey Ki 910 Ci Har Di HIBAITIN

Permutated choice 2
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Uﬂﬁ 3 MSTIYSUNSY

nuniuds 9 u11dndrateifanstunns tévsdauuudne 9 soudisuvy  DES
vrudr  tupniiazidunisndrideifnrsirdrunassysunsuidisud SAuSUSUNSY
fag1¥iuniyr ¢ Seu1¥ compiler f@ Turbo C 2.0
as 4 o v ¥
A msususunsudruinanisidaisvg  Jaell
174 LA [}
druusnveesusunsuilifunisusenrdaraeiinne 9 Adiuiusunsy  Saudn
z ' N.All [ 74 a y t ¢ a ¢
ivd i Dudnae Ao driususunsy  fred19idu exisd 1P tHuunwniRsuves nag
adudnisufuer1sd PP tBuuwnifduveenisadudngafine exisd E iDuuwnifsu

ar ar 4
goan15vu1edn ozisd P i1duunni fuvoenisddudnveeverdyu p 1 Gudu

(goanesfuvee DES Usenow)

#include <stdlib.h>

$¢include <stdio.h>

typedef unsigned long Long;
typedef unsigned int Int;

typedef unsigned char Char;
Long F( Long R, char *Key );

Char IP[64] = {
58, 50, 42, 34, 26, 18, 10, 2,
60, 52, 44, 36, 28, 20, 12, 4,
62, 54, 46, 38, 30, 22, 14, 6,
64, 56, 48, 40, 32, 24, 16, 8,
57, 49, 41, 33, 25, 17, 9, 1,
59, 51, 43, 35, 27, 19, 11, 3,
61, 53, 45, 37, 29, 21, 13, 5,

63, 55, 47, 39, 31, 23, 15, 7 };



Char FP[64] =

40,
39,
38,
37,
36,
35,
34,

33,

8,
7,
6,
3,

4,

48,
47,
46,
45,
44,
43,
42,

41,

Char E[48] =

32,

4,

8,
12,
16,
20,
24,

28,

1,
S5,
9,
13,
17,
21,
25,

29,

2,

6,
10,
14,
18,
22,
26,

30,

Char P[32] =

16,
29,
1,
5,
2,
32,
19,

22’

7
12,
15,
18,

8,
27,
13,

11,

20,
28,
23,
31,
24,

3,
30,

4,

{
16,
15,
14,
13,
12,
11,

3,

11,
15,
19,
23,
27,

21,
17,
26,
10,
14,

9,

25

56,
55,
54,
53,
52,
51,
50,

49,

4,

12,
16,
20,
24,
28,

}s

24,
23,
22,
21,
20,
19,
18,

17,

3,

9,
13,
17,
21,
23,
29,

1

64,
63,
62,
61,
60,
59,
58,

57,

32,
31,
30,
29,
28,
27,
26,

25 };

23



Char S[8][64]

14, 4,
0, 15,
4, 1,

15, 12,

/¥ 82 %/

15, 1,

0, 14,

13, 8,

/* 83 */
10, o0,
13, 17,
13, 6,

/* S4 x/
7, 13,
13, 8,
10, 6’

3, 15,

/* S5 %/
2, 12,
14, 11,
4, 2,

= {

13”
7,
14,

8,

0,
4,

14,

11,

0,

2,
1,

12,

/*
1,
4,
8,

2,

3,
3,
0,

6,

S1
2,

14,

13,

4,

6,
15,
10,

3,

6,
12,

10,

== S[0] */
15, 11, 8,
2, 13, 1,
6, 2, 11,
9, 1, 17,
11, 3, 4,
2, 8, 14,
4, 13, 1,
3/ BN\ rg 3l
3, 15, 35,
4, 6, 10,
15, 3, 0,
9, =8\ \§/
6, 9, 10,
15, 0, 3,
11, 7, 13,
1, 13, 8,
i0, 11, 6,
7, 13, 1,
13, 7, 8,
14, 2, 13,

3, 10,
10, 6,
15, 12,

5, 11’

9, 7,
12, 0,

5, 8,
1.1’ 6’

1, 13’

2, 8,
11, 1,

4, 15,

1, 2,

4, 7,
15, 1’

9, 4,
| 8, 3,

5, O’
15, 9,

6, 15,

6,
12,
9,

3,

1,
12,

7,

12,

S,

C 2,

14,

3,
15,

12,

12,
11,
7,

14,

13,
10,
6,

12,

14,

12,

12,
14,

11,

5,
9,
3,

10,

11,
12’
Sy

11,

11,
1,
S,

12,

13,

3,

10,

9,
3,
10’

0,

11,

10,

5,

12,
10’

2,

24

0,
3,
5,
6, 1.
5, 11

11, .
2, 1!

14, ¢
2,

15, ]

14, 7
2, 1
4, 1€

14, ¢
8, 4
2, 14

14, ¢
8, €
0, 14
5, 3



25

/¥ S6 */
12, 1, 10, 15, 9, 2, 6, 8, 0, 13, 3, 4, 14, 7T, 5,
10, 15, 4, 2, 7,12, 9, 5, 6, 1, 13, 14, 0, 11, 3,
9, 14, 15, 5, 2, 8, 12, 3, 7, o0, 4, 10, 1, 13, 11,
4, 3, 2, 12, 9, 5,15, 10, 11, 14, 1, 7, 6, 0, 8,

/* ST */
4, 11, 2, 14, 15, o, 8, 13, 3, 12, 9, 17, 5, 10, 6,
13, o, 11, 7, 4, 9, 1, 10, 14, 3, 5, 12, 2, 15, 8,
1, 4, 11, 13, 12, 3, 7, 14, 10, 15, 6, 8, 0, 5, 9,

6, 11, t3, 8, 1, 4, 10, 7, 9, S5, O, 15, 14, 2, 3,

/* S8 %/
13, 2, 8, 4, 6, 15, 11, 1, 10, 9, 3, 14, S, O, 12,
1, 15, 13, &, 10, 3, 7, 4, 12, 5, 6, 11, O, 14, 9,
7, 11,0 4, =1;-9,712, 14, -2, 0, 65 10,13, 15, 3, 35,

2, 1,14, 7,"4,:.10, 8, 13,,/154 12,- 94 0, 3, S5, 6,

Char PC1{64] = {

57, 49, 41, 33, 25, 17, 9,

1, 58, 50, 42, 34, 26, 18,

1o, 2, 59, 51, 43, 35, 27,
19, 11, 3, 60, 52, 44, 36,
32, 32, 32, 32, /*¥ <- not used this 4 bits */
63, 55, 47, 39, 31, 23, 15,

7, 62, 54, 46, 38, 30, 22,

14, 6, 61, 53, 45, 37, 29,
21, 13, 5, 28, 20, 12, 4,

64, 64, 64, 64 }; /* <~ not used this 4 bits */

Char Keyrol[i6] = { 1,1,2,2,2,2,2,2,1,2,2,2,2,2,2,1 };

- 1

%%
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Char PC2[48] = {

14, 17, 11, 24, 1, 5,
3, 28, 15, 6, 21, 10,
23, 19, 12, 4, 26, 8,
16, 7, 27, 20, 13, 2,
41, 52, 31, 37, 47, 55,
30, 40, 51, 45, 33, 48,
44, 49, 39, 56, 34, 53,

46, 42, 50, 36, 29, 32 };

static Char SubKey[16]1[8];

Waridu pPermue4 (Tunrsnnasadudnuuy 64 in Fafoerdrunamui Sun
nsidisa fe dau Initial Permutation waz nisddudnmeufiry fe dau
Inverse Initial permutation Sen1sadudnnouusn uay neugafine g
suuvuftuandnafin  Sasdeguuuuidiu w151d1nes8841 Pattern

N5 uvesiedduiifoser dusiedFududrveesdnuadaifiu o wde 1 ( 91n
faddu Bit 419d1efl 1du nasafudvues Initial Permutation Dnusnvey
Yoyafignaduuds fle Onfl 58 weednify  Weddu pPermuss vz iFunierddu Bit g
310n s8 vesdeyarfntfuiiits  udrfeannis or bit Fudrfigrutfinnoginga

9

A 5 a ) 1
fru  dnilesgn snift left 1wifes 9 idedrudnidrunind uiiaN1581umN
finfl 64 Dl 1 (Rednfl 58 wesdoyaifn) 9zgn shift wraufiednil 1 109

@ ¢ W gll A v oA a4 v 9/ A 1
Werldu Permues W4 1dvenIsddudnmouiTudu was mouity  TAvLUABUAD
Pattern fdid11y Sen1sadudnnouusnid pattern vovdnfinmuat¥iu evisd

1P adrumoufinsazad Fp

/* Function : Permu6é x/
/* Duty : permutation a 64 bits block using defined pattern */

/¥ Input : long input[2] x/
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/* Output : long output[2] x/
/* Return Value : None (after final test) X/
Permu64 (Long input[2],Long output[2],Char *Pattern)

{

register int i;

for ( i=0; i<2; i++ ) {

output[i] "= output[il; /% Clear Output Words to OL *,
} /*¥ by xor itself ¥,
fbr ( i=0; i<=31; i++) { /* Input permu ‘bit 1-32 */
output[0] <<= 1; | /% shift left 1 bit */
if ( Bit( input, (int) Pattern[i] ) == 1) { /* 8rufridn »*/
output[0o] != 1; } /% OR BIT lﬂﬁﬁﬂﬂﬁﬂﬁﬁu %/
}
for ( i=32; i<=63; i++) { /% Input permu bit 33-64 %/
output[1l] <<= 1;
if ( Bit( input, (int) Patternf[i] ) == 1 )} {
output[1] (= 1; }
}

'

/* Function: Bit find the value of input bit 0 or 1 and return int
/* Input: Long 2 words = [1,2,...,32][33,34,...,62]
/% In{0] Inf1]

/* : And position of bit to find value 1...62 (Chart)



int Bit(Long InBit[2], Int Chart)

{

int Side,Pos;

Side

(Chart-1) / 32;

Pos (64-Chart) % 32;

return ( (InBit[Side] >> Pos) & 01 );

Werddudo1ufeo Werddu F  Sesveddullazusenoviudiy 3 Weddudeos q §n

Re
2

3 Werigufie

1. vieddu E (Tunasversdeya 32 Dn Adiiu 48 v Taurdgunuviinmua
1Ku¥r  Sevziurednazgnirddnfiuifevsruin

2. m5i¥1 s Box  druilex i dudanedfurunts t¥rsiiaununt sunud u
nsi¥rsiiduuy DES  Svszidboya 4 Dnurunuiitoya 6 dn 1ﬂa%ayaﬁ1uﬁauﬁ
1wuds  deyavslowrn 32 dniinifdw

3. aasddudn wuy 32 dn FEnaswwawinilsuiy nrsadudnuuy 64 Dnus

é [}
agnnrsddudnud 32 dn  wazazaduwninduiinmua1iiuesisd p

Long F( Long R, char *Key )

{

Char ER[8], S_Val;

Long Out, S_Out=0Q0L, Output=0L;

register int j,rc;

Expand( R, ER ); /* 1funieiddu Expand vsredoyasn

32 In 1filu 48 dn  x/

28



/%
/*
/¥
/*
/%
/*
/%
/*
/*
/*
/*
/*

29

v
for (j=0; j<8; j++) { /* duilifunrsifon s box */

rc = ER[j] ~ Keyljl;

re ( rc & 0x20 ) | ( ( rc << 4 ) & 0x10 ) !

( ( rc >> 1 ) & OxOF );

S_Vval = 8[jllrc];
S_Out = ( S_Out << 4 ) | S_Val;
}

Permu32( &S_Out, &Output, P ); /* ninrsdaduidnuvy 32 dn x/

return: ( OQutput );

This function is used for expand Right side in

function F from 32 -> 48 bits using defined pattern.

Function : Expand ( R, Output )
Input : Long R 32 bits input from function F
Output : char * Output ( 8 char = 64 bits but use 48 bits)
Use bits : R => [1,2,...,32] , Output => [x,x,1,2,3,4,5,6]

XX in Output is unused in program

Note : This function is not used array pattern but
programmed in other style for the reason of

more speed. */



Expand( Long R, Char #*Output )

{

#define CF2 Ox3F

Output[0]
Outputfi]
output[2]
Output[3]
Output[4]
Output[5]
Ooutput[6]

Output[7]

Permu32( long *Input, Long

{

register int ij;

¥Qutput =
for ( i=0;
*Qutput

*¥Qutput

v ) 1 o = o
I1nsusunsudreuuti fudquitifoafunistdngdinonsa

= ( (R> 27 ) | (R<<5))
= ( R > 23 ) & CF2;

= ( R> 19 ) & CF2;

= (R > 15 ) & CF2;

= (R > 11 ) & CF2;

= ( R> 7 ) & CF2;

= (R> 3 ) & CF2;

= ((R<< 1) § (R>31))

*Output, Char *Pattern )
v

0xO0L; g

i<32; i++) {

<<= 1;

'= Bit( Input, (int) Pattern[i] );

50

/% For clear first 2 bits => 00xxxxxx */

& CF2;

& CF2;

iaususunsudlu

a PA o
84 9 fie NISMIAN Subkey Haz JuUsunsuMINIsdudeyaifenInmTidiTHd o

ag1udIuUNIANUIN
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ES ENCRYPT
flow chart PITNINIUYeIHNiYU ENCRYPTION

START

adqudni Sudiu

v

MIUSBU (i) = O

pd
&<

\

L xor F(R,K;)

L

ddud1e L Ay R

YES

ddudra L U R

v

adudngafine l

END



DES DECRYPT

flow chart AISN"NIuYeIWeri¥y DECRIPTION

( START )

PMIUTBU(i) = 15

L
~

\

L xor F(R,Kj)

N

dgaudie L U R

\ Nom

i amag 1

ddudte L fu R

v

adudngafing

END
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1ndanasfulunis 1 4sHduuy DES 151du150u N 1 uuiTususunsy e
14 r
g Ldrsigsne audaeaisdeyatduds  aniusunsurumaiiiiaiiainisnn

%4
e TUsTUNSY  TAu1E8uineIW 1ch uazdguUlHAal
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1. W%y Expand A¥13a7Ussuin 6.25 %

2. NSi1Aon S box ¥i1IanUszuw 12.5 %

3. ¥eid¥y Permu32 A¥17a7USzNI 81.25 %

. [V M) ¥
(Hofai fudadiuluuogtran unisidrstidatdnadaeil

Permu64(1IP) 7.76 %
Expand 5.28 %
S_box 10.56 %
Permu32 68.7 %
Permu64 (FP) 7.76 %
z L fiwtddafeidy Permus2 ﬁ%x3a1ﬁUnﬁﬂﬁqﬁuﬂ:inﬁnﬂsu§uuiqnW?pﬁqwu
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Program Listing



Apprpendix A

File : DESA.C

Function : main encryption and decryption function.



#include
#include
#include
Long F(
Char DES_
{
60, 52,
62, 54,
64, 56,
57, 49,
59, 51,
61, 53,
63, 55,

<stdlib.h>

<stdio.h>

"B:\text\bitdef.c"

Long R, char *Key );

IP[64] =

58, 50, 42, 34, 26, 18,
44, 36, 28, 20, 12, 4,.
46, 38, 30, 22, 14, 6,
48, 40, 32, 24, 16, 8,
41, 33, 25, 17, 9, 1,
43, 35, 27, 19, 11, 3,
45, 37, 29, 21, 13, 35,

47, 39, 31, 23, 15, 7 };

Char IP[64] = { 58, 50, 42, 34,

60, 52,
62, 54,
64, 56,
57, 49,
59, 51,
61, 53,
63, 353,
Char DES_

44, 36, 28, 20, 12, 4,
46, 38, 30, 22, 14, 6,
48, 40, 32, 24, 16, 8,
41, 33, 25, 17, 9, 1,
43, 35, 27, 19, 11, 3,
45, 37, 29, 21, 13, 3,

47, 39, 31, 23, 15, 7 };

FP[64] =

10,

26,

18,

10,

2,



39,
38,
37,
36,
35,
34,

33,

7,
6,

5,

3,

2,

40,
47,
46,
45,
44,
43,
42,

41,

Char FP[64] =

39,
38,
37,
36,
35,
34,

33,

7,
6,
5,
4,.
3,
2,

1,

47,
46,
45,
44,
43,
42,

41,

Char E[48] =

4,
8,
12,
16,
20,
24,

28,

S,
9,
13,
17,
21,
25,

29,

6,
10,
14,
18,
22,
26,

30,

8,
15,
14,
13,
12,
11,
10,

9,

{
15,
14,
13,
12,
11,
10,

9,

{
7,
11,

15,

31,

Char DES_P[32]

29,

12,

28,

17,

48,
535,
54,
53,
52,
51,
50,

49,

40,
35,
54,
53,
52,
51,
50,

49,

32,

12,
16,
20,
24,
28,

32,

{

16, 56,
23, 63,
22, 62,
21, 61,
20, 60,
19, 359,
18, 38,

17, 57,

23, 63,

71 B,
20, 60,
19, 59,
18, 58,

L 75, s

i) 329
9,
13,
17,
21,
25,
29,

1 }s

16, 7,

24, 64,

31,
30,
29,
28,
27,
26,

25 };

16, 56,

31,
30,
29,
28,
27,
26,

2OTTIHR

3,

20,

4,

21,

32,

24,

3,

64,

32,



1,

2,
32,
19,

Char P[32]

29,
1,
S,
2,

32,

19

22,

15,
18,

8,
27,
13,

11,

12,
15,
18,

8,
27,
13,

11,

23,
31,
24,

3,

30,

28,
23,
31,
24,

3,
30,

4,

26,
10,
14,
9,
6,

25 };

{ 16, 7,

254 13

= {
r DES_S[8]1[64]
Cha

14,
0,
4,

13,

4,
15’
1,

12’

14,

8,

/* 81
13’ 1, 2,
7, 4, 14,
14, 8, 13,
8 2, 4,

b

8, 14, 6,
4, 7, 135,
7, 11, 10’

10, 1, 3!

20, 21,
== S[0] */
15, 11, 8,
2’ 13, 1’
6 v S—
3
9, 1, T,
11, 3, 4,
14’
8,
2,
47 13, l,
15, 4, 2,

3,

9,
12,
3,

11,

11,

12,

11,

14,

A-5

10’
S,



./* 53 */

10, O,
13,
13, 6,

1, 10,

/* S4 %/

7, 13,
13, 8,
10, 6,
3, 15,
/% S5 */
2, 12,
14, 11,
4’ 2’

11,

/* S6 */
12, 1,
10, 15,

9, 14,

7,

14,

11,

9,

0,

4,

1,

12,

10,

15,

14,

9,

9,

3,
5,

0,

1,
12,

11,

14,

8,

0,
6,
12,

10,

7
4,
10,

1,

9,

15,

15,

11,

1,

10,

13,

14,

9,

6,
3,

8,

9,

0,

13,

11,
13,
7,

2,

8,

1,

10,
0,

7,

10,
3,
13,

8,

1,
8,

13,

3,
3,
3,

10,

11,

4,

5,
15,

6,

14,

2,
7,
1,

4,

13,

0,

14,

12,

12,

5,

14,

8,
2,
3,

3,

13,

4,

14,
12,

3,

3,
12,
14,

11,

15,

10,

14,

10,

-3

12,

11,

12,

11,

11,
1,
S5,

12,

13,

6,

10,

14,
0,
1,

6,

A-6

4, 2,
11, 15,
10, 14,
5, 2’ 1
12, 4, 1
10, 14,
2, 8,
7, 2, 1
0, 14,
9, 8,
3, 0, 1
4, 5,
7, 5, 1
11, 3,
13, 11,
0 8, 1
10, 6,
15, 3,

8,

L,

2,

5,
9,
4,

4,

6,
4,

3,

1,
8,
6,

3,

1,



1, 4, 11, 13, 12, 3, 7, 14,
6, 11, 13, 8, 1, 4, 10, 7,
/* 88 %/
13, 2, 8, 4, 6, 15, 11, 1,
1, 15, 13, 8, 10, 3, 7, 4,
7, 11, 4, 1, 9, 12, 14, 2,
2, 1, 14, 7, 4, 10, 8, 13,
Char S[8]1([64] = {
‘ /* S1 == SIO] */
14, 4, 13, 1, 2, 15, 11, 8,
0, 15, 7, 4, 14, 2, 13, 1,
4, 1, 14, -84 13, 6, 2, 11,
15, 128 Brd b 9V S5
/% 82 %/
15, 1, 8, 14, 6, 11, 3, 4,
3, 13, 4, 7, 15, 2, 8. 14,
o, 14, 7, 11, 10. 4, 13, 1.
13, 8, 10, 1, 3, 15, 4, 2,
/* S3 %/
10, 0, 9, 14, 6, 3, 15, 35,
13 7 0, 9 3 1 6. 10,
13, 6, 4, 9 8, 15, 3, 0O,
1, 10, 13, o0, 6, 9, 8, 7,

15,

10,

9, 35,
10, 9,
12, 5,

0, 6,
15, 12,

3, 10,
104+ 6,
¥5¢/ 125

8 1 N

oA 7 o
124 0,

ga 8,
11, 6,

1, 13,

2 8,
11, 1,
4, 135

6,

0,

3,
6,
10,

9,

6,
12,

9,

15,

14,
11,
13,

0,

12,

11,

14,

14,

5,
0,

15,

3,
9,
3,

10,

35

14,

3,

9,
5,
10,

0,

11.

10,

9, 2,
3, 12,
t2, 17,
9, 2,
5," 8,
6, 11
0, 7,
3, 8,
5, O,
6, 13,
5, 10,
1. 3,
2. 15,
14, 9,
2, 8.
15, 1,
14, 7,
2, 12,



/%

/%

/%

/*

/%

S4 %/
7, 13.
13, 8,
10, 6,

3, 15,

S5 */
2, 12,
14, 11,

4, 2,

11, 8,

S6 x/

12, 1,

S8 */

14,

11,

9,

0,

11,
11,

13,

3, 0,
5, 6,
0. 12,
6, 10,
1, 7,
12, 4,
11, 10,
v 1,
15, 9,
2, 7,
54 Oge
12, 9,
14, 15,
7, 4,
13, 12,
8, 1,
4, 6,
8, 10,
1, 9,

15,

11,

15,

8,

1,

10,

119

14,

14,

10’

3,
15,
12,

0,

14,

15,

13,

6,

10,

14,

1,

6,

11,

11,

6,

13,

e .



2, 1, 14,

Long S_V2[8][64]

/¥

/* S1

/*¥ S1

/*¥ S1

/* S1

/*

/% 82

S1 == S[0]
row 0 %/
0xE0000000,
0x20000000,
0x30000000,
0x50000000,
row 1 ¥/
0x0,
0xE0000000,
0xA0000000,
0x90000000,
TOW 2 %/
0x40000000,
0xD0000000,
0xF0000000,
0x30000000,
row 3 x/
0xF0000000,
0x40000000,
0x50000000,

0xA0000000,

S2 %/
Tow O x/

0xF000000,

7, 4, 10,

= {
*/

0x40000000,
0xF0000000,
0xA0000000,

0x90000000,

0xF0000000,
0x20000000,
0x60000000,

0x50000000,

0x10000000),
0x60000000,
0xC0000000,

0xAQ0000000,

0xC00006000,
0x90000000,
0xB000000O0,

0x0,

8, 13, 15. 12, 9, 0,

0xD0000000, 0x10000000,
0xB000000OO, 0x80000000,
0x60000000, 0xC0000000,

0x0, 0x70000000,

0x70000000, 0x40000000,
0xD0000000, 0x10000000,
0xC0000000, 0xB0O0O0O0O0OO,

0x30000000, 0x80000000,

0xE0000000, 0x80000000,
0x20000000, 0xB0O0OOOOOO,
0x90000000, 0x70000000,

0x50000000, 0xO0,

0x80000000, 0x20000000,
0x10000000, 0x70000000,
0x30000000, OxEC000000,

0x60000000, 0xD000000O,

0x1000000, 0x8000000, OxE000000, 0x6000000,




/%

/¥

/¥

/*

/¥

/¥

VA:

S2

S2

S2

/¥

S3

S3

S3

S3

0xB000000,
0x2000000,
row 1 */

0x3000000,
0x2000000,
0x1000000,
row 2 */

0x0000000,
0x4000000,
0xC000000,
row 3 */

0xD0006000,
0xF000000,

0x7000000,

S3 */

row 0 %/
0xA00000,
0x300000,
0xC00000,
row 1 */
0xD00000,
0x400000,
0x500000,
row 2 */
0xD00000,
0xF00000,
0x200000,

Tow 3 %/

0x3000000,

0xD000000,

0xD000000,
0x8000000,

0xA000000,

0xE000000,
0xD000000,

0x6000000,

0x8000000,

0x4000000,

0xC000000, 0x0,

0x0,
0xF00000,

0x700000,

0x700000,
0x600000,

0xE0Q00000,

0x600000,
0x300000,

0xC00000,

0x900000,
0x500000,

0xB0000O,

0x0,
0xA00000,

0xC00000,

0x400000,
0x0,

0x500000,

0x4000000,

0xC000000,

0x4000000,
0xE000000,

0x6000000,

0x7000000,
0x1000000,

0x9000000,

0xA000000,

0x2000000,

0x9000000, Ox7000006i¢

A-10

P

0x0000000, 0x5000000, 0xA000000

0x7000000, OxF000000,
0xC000000, OxO,

0x9000000, 0xB0O0O000O, 0x5000000

0xB000000O, 0xA000000,
0x5000000, 0x8000000,

0x3000000, 0x2000000, OxF000000

0x1000000, 0x3000000,

0xB000000, 0x6000000,

0x5000000, OxE000000, 0x9000000.

0xE00000,
0x100000,

0x400000,

0x900000,
0x200000,

0xB000OO,

0x900000,
0xB000O0O,

0xA00000,

0x600000,
0xD00000,

0x200000, 0x800000,
~

0x300000,
0x800000,

0xF00000, 0x100000,

0x300000,
0x100000,

0xE00000, 0x700000,



/*

/%

/¥

/*

/*

/%

/%

S4

54

S4

S4

/%

S5

S5

0x100000,

0xA00000,

0xb00000,

0x0.

0x600000,

A-11

0x900000, 0x800000, 0x700000, 0x400000, 0xF00000, ———

0xE00000, 0x300000, 0xB0000O, 0x500000, 0x200000), 0xC00000,

S4 *x/

row 0 %/

0x70000, 0xD000O, deOOOO, 0x30000, 0OxO0,

0x60000, 0x90000, 0xA0000, 0x10000, 0x20000,

0x80000, 0x50000, 0xBO00O, 0xC0000, 0x40000, 0xF0000,

Tow 1 %/

0xD0000, 0x80000, 0xB0000O, 0x50000, 0x60000,

0xF0000, 0x0, 0x30000, 0x40000, 0x70000,

0x20000, 0xC0000, 0x10000, 0xA0000, OxXxEO0000, 0x90000,

row 2 x/

0xA0000, 0x60000, 0x90000, 0x0, 0xC0000,

0xB000O, Ox7600d; 0xD0000, 0xF0000, 0x10000,

0x30000, 0xE0000, 0x50000, 0x20000, 0x80000, 0x40000,

row 3 */

0x30000, OxF0000, 0x0, 0x60000, 0xA0000,

0x10000, 0xD0000, 0x80000, 0x90000, 0x40000,

0x50000, 0xB000O, 0xC0000, 0x70000, 0x20000, OXE0Q00, ———
S5 */

row 0 */

0x2000, 0xC000, 0x4000, 0x1000, 0x7000, 0xA000, O0xB0OO, 0x6000,
0x8000, 0x5000, 0x3000, 0xF000, 0xDOOO, 0xo0, 0xE000, 0x9000,
row 1 x/

0xE000, 0xB00O, 0x2000, 0xCO000, 0x4000, 0x7000, OxD000O, 0x1000,
0x5000, 0x0,. 0xF000, 0xA000, 0x3000, 0x9000, 0x8000, 0x6000,



/* 85 row 2 %/

/%

/%

/*

/%

/¥

/%

/%

S5

/*

Sé6

S6

S6

56

/%

S7

S7

A-12

—— —ten

0x4000, 0x2000, 0x1000, 0xB00OO, 0xA000, 0xD00OO, 0x7000, 0x3000,

0xF000, 0x9000, 0xC000, 0x5000, 0x6000, 0x3000, O0xO, 0xE000,

row 3 %/

0xB000O, 0x8000, 0xC000, 0x7000, 0x1000, OxE000, 0x2000, 0xDOOO,

0x6000, OxF000, 0x0, 0x9000, 0xA000, 0x4000, 0x5000, 0x3000;

S6 */

row. 0 */

0xC00, 0x100, 0xA00, OxF00, 0x900, 0x200,
0x0,  0xD00O, 0x300, 0x400, OxEQO, 0x700,
row 1 %/

0xA00, OxF0O0, 0x400, 0x200, 0x700, 0xCOO,
0x600, 0x100, 0xD0OO, OxEO00, 0xO, 0xB0O,
row 2 x/

0x900, OxE00, OxF00, 0x500, 0x200, 0x800,
0x700, 0x0, 0x400, 0xA00, 0x100, 0xDOO,
row 3 */

0x400, 0x300, 0x200, 0xC00, 0x900, 0x500,

0xB0OO, OxE0O0, 0x100, 0x700, 0x600, 0x0,

S7 %/

row 0 */

0x40, 0xBO, 0x20, OxEO, OxFO, 0x0, 0x30,
0x30, 0xCO, 0x90, 0x70, 0x50, O0xA0, 0x60,
row 1 %/

0xDO. 0x0, OxBO, 0x70, 0x40, 0x90, OxiC,

0xEO, 0x30, 0x50, 0xCO, 0x20, OxFO, 0x80,

0x600, 0x800,

0x500, 0xBOO,

0x900, 0x3500,

0x300, 0x800,

0xC00, 0x300,

0xB00, 0x600,

0xF00, OxAO00,

0x800, 0xDOOU,

0xDO,

OXlOo

0xAQ,

0x60,



/*

/*

/*

/*

/*

/*

S7

S7

/*®

S8

S8

S8

S8

1,
10,

19-,

row 2 %/

0x10, 0x40, OxBO, 0OxDO,

0xAO, OxFO, 0x60, 0x80,

row 3 *x/

0x60, 0xBO, 0xDO, 0x80,

0x90, 0x50, 0x0, OxFO,

S8 */

row 0 *x/

0xDb, Ox2, Ox8, O0x4, Ox6,

0xA, 0x9, 0Ox3, OxE, 0x5,

row 1 */

O0x1, OxF, 0xD, 0x8, 0xA,

0xC, O0x5, 0x6, 0xB, 0x0,

row 2 ¥/

O0x7, 0OxB, 0Ox4, Ox1, O0x9,

0x0, 0Ox6, 0OxA, OxD, OxF,

Tow 3 */

Oox2, 0Ox1, OxE, Ox7, 0x4,

OxF, 0xC, 0x9, 0x0, 0x3,
Char PC1[(64] = { 57, 49, 41,

58, 50, 42, 34, 26, 18,

2, 59, 51, 43, 35, 27,

11, 3, 60, 52, 44, 36,

32, 32. 32,

55, 47, 39, 31, 23, 13,

0xCQO,

0x0,

0x10,

0xEQ,

OxF,

0x0,

0x3,

OxE,

0xC,

0x3,

0xA,

0x5,

/¥ <- not used this 4 bits */

0x30,

0x50,

0x40,

0x20,

0xB,

0xC,

0x7,

0x9,

OxE,

0xS§,

0x8,

0x6,

0x70,

0x90,

0xAQ,

0x30,

Ox1,

0x7,

0x4,

0x2,

0xD,

0xB

0xEO,

0x20,

0x70,

0xco,
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7, 62, 54, 46, 38, 30, 22, ———
14, 6, 61, 53, 45, 37, 29,
21, 13, 5, 28, 20, 12; 4,

64, 64, 64, 64 }; /* <- not used this 4 bits */
Char Keyrol[16] = { 1,1,2,2,2,2,2,2,1,2,2,2,2,2,2,1 };

Char PC2[48] = { 14, 17, 11, 24, 1, 5,
3, 28, 15, 6, 21, 10,
23, 19, 12, 4, 26, 8,
16, 7, 27, 20, 13, 2,
41, 52, 31,.37, 47, 55,
30, 40, 51, 45, 33, 48,
44, 49, 39, 56, 34, 53,

46, 42, 50, 36, 29, 32 };
static Char SubKey[16][8]; e
/* Alpha note this function not require return value /

since the style of programming using long value in main function

encrypt for output already */

/* Function : Permué64 k)
/% Duty : permutation a 64 bits block using defined pattern */
/* Input : long input{2] */
/* Output : long output{2] : *x/
/% Return Value : None (after final test) : */

Permu64(Long input[2],Long output[2],Char *Pattern)
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( —

register int ij;

for ( i=0; i<2; i++ ) {

output[i] "= output[i]; /*¥ Clear Output Words to OL #*/
} /* by xor itself %/
for ( i=0; i<=31; i++) { -~ /% Input permu bit 1-32 %/

output[0] <<= 13

if ( Bit( input, (int) Pattern[i] ) == 1 ) {

output[0] 1= 1; }
}

for ( i=32; i<=63; i++) { /* Input permu bit 33-64 %/
output[1] <<= 1;

if ( Bit( input, (int) Pattern[i] ) == 1 ) {

output[1] = 1; }
} S

/* Function: Bit find the value of input bit 0 or 1 and return int */

/¥ Input: Long 2 words = [1,2,...,321[33,34,...,62] ¥/
/* In{0] In[1] */
/% : And position of bit to find value 1...62 (Chart) %/

int Bit(Long InBit[2], Int Chart)

{

int Side,Pos;



Side (Chart-1) / 32;

Pos (64-Chart) % 32;

return ( (InBit[Side] >> Pos) & 01 );

Long F( Long R, char *Key )

{

Char ER[8], S_Val;

Long Out, S_Out=0L, Output=0L;

register int j,rc;

Expand( R, ER );
for (j=0; j<8; j++) {

ER(j] © Keyl[jl;

rc
rc = ( rc & 0x20 ) | ( ( rc << 4 ) & O0x10 ) |

( ( Tc »>> 1 ) & OxOF );

S_Val = S[jllrc];
S_Out = ( S_Out << 4 ) | S_Val;
}

Permu32( &S_Out, &Output, P );

/* printf("Output = %1x",Output); */



/*
/*
/*
/*
/%
/*
/%
/%
/*
/*
/¥
/*

return ( Output );

-
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This function is used for expand Right side in

function F from 32 -> 48 bits using defined pattern.

Function
Input
Output

Use bits :

Note

more speed.

Expand( Long R,

{

#define CF2

Output{0]
Output{1]
Output[2]
Output[3]
Output[4]
Output([5]
Output{6]

Output{7]

Expand ( R, Output )

Long R

32 bits input from function F

char * Output

R => [1,2,...

XX in Output

This function

( 8 char

,32]

is unused in program

= 64 bits but use 48 bits)

, Output => [x,x,1,2,3,4,5,6]

is not used array pattern but

programmed in other style for the reason of

Char *Output )

0x3F

(

(

(

(

/*

s " =8 =~ X

C R

= =

*/

For clear first 2 bits => 00xxxxxx */

>>

>>

>>

>>

>>

>>

>>

<<

L)
23 )
19 )
15 )

11 )

Ro

Ro

*/
*/
*/
¥/
¥/

*/
*/
*/
*/
*/
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Permu32( Long *Input, Long *Output, Char *Pattern )

{

register int i;

¥*Output = 0x0L;
for ( i=0; i<32; i++) {
¥OQutput <<= 1;
*Qutput |= Bit( Input, (int) Pattern[i] );

}

void S_Key( Long Key[2] )

{
#define MARK28 OxFFFFFFFOL; /% use for clear last unused -4 bits %/

Long CD[2];

register int 1i;
Permu64( Key, CD, PCl );
CD[0O] &= MARK2S;
CD[1] &= MARK28;

for ( i=0; i<16; i++) {

CD[0] = ( CD[0] << (int) Keyrol[il]l ) ;



( cp[0] >> (28 - (int) Keyrol[il) ) & MARK28;

cD[1] = ( €D[1] << (int) Keyrol[i] ) i

( cp[1] »>> (28 - (int) Keyrol[i]) ) & MARK28;

KeyPermu( CD, i, PC2 );

}

KeyPermu( Long CD[2], int round, Char *Pattern)

{

regis;er int j,k;

for ( j=0; j<8; j++) {

SubKey[{round][j] = 0O; /% Clear Output to O */-

for ( k=0; k<6; k++) {

SubKey[round][j] <<= 1; /% Shift left 1 bits */
/% for filling next bits in */

SubKey[round][j] |= KeyBit ( CD, (int) *(Pattern++)

}

int KeyBit{ Long CD[2],int Pos )
{

int Side, Offset, Out;

A-19



. A-20

Side = (Pos-1) / 28;
Ooffset = 31 - ( (Pos-1) % 28 );
out = ( CD[Side] >> Offset ) & 01;

return ( Out );

DES_Encrypt(Long Input[2])
{
Long LR[2],Temp;

register int 1i;
Permu64 ( Input, LR, IP );

for (i=0; i<16; i++) { /*¥ Do 16 Iteration of Encrypt */

LR{O] "= F( LR[1], SubKeyl[i] );

Temp = LR[O]; /* Change side for next round %/
LR[O] = LR[1]; /* Left <- Right */
LR{1] = Temp; /¥ Left -> Right x/
}

Swap(LR) ; /* The final round x*/

/* don’'t change side #*/

/*printf("Before Permu Input is %31x %81x\n",Input[0],Input(1]); */
Permu64 (LR, Input,FP);
/J¥printf("Input is %S8lx %8lx\n",Input[0]),Input[ll); */

}

DES_Decrypt(Long Input[2])



{

Long LR[2],Temp;

register int i;

Permu64 (

for (i=15;
LR[O]
Temp
LR[O]
LR[1]
}

Swap(LR);

Input, LR, IP );

i>=0; i--) {

A-21

/% Do 16 Iteration of Encrypt */

"= F( LR[1], SubKey[i] );

LR[O];
= LR[1];

= Temp;

/% don’t change side %/

/*printf("Before Permu Input is

Permu64 (LR,

/*printf("Input

}

Swap( Long

{

Long Tmp;
Tmp =
LR{O]

LR[1]

Input,FP);

*LR )

LR[O]:

LR[1];

Tmp;

is %8lx %81x\n",

/* Change side for next round #*/
/*¥ Left:-<- Right *x/

/¥ Left -> Right %/

/* The final round %/

%31x %81x\n\n",Input[O0],Input(1]);%x/

Input[0],Input{1]); =*/



A-22

/* Function : Permué64IP */
/* Using : permutatioﬁ 64 bits block using DES IP pattern */
/* Remark : using shift method so it can’t modify easily x/
/* but much more speed than Permu64 x/

Permu64IP( Long Input[2] , Long Output{2])
{
register Char Tmp;

Char Temp[8];
register int i;
Output{0] = OL; Output[1] = OL;

for(i=0; i<8; i++) {

Temp[i] = 03

}
Tmp = (Char)(Input[1]); /* Bit 58 60 62 64 57 59 61 63
(Char)Temp[4] = Tmp & BIC;

(Char)Temp[0] = (Tmp << 1) & BIC;

(Char)Temp({5] (Tmp << 2) & BIC;

(Char)Temp[1] = (Tmp << 3) & B1C;
(Char)Temp[6] = (Tmp << 4) & BIC;
(Char)Temp[2] = (Tmp << 5) & B1C;

(Char)Temp[7] = (Tmp << 6) & BIC;



(Char)Temp[3] = (Tmp << 7) & BI1C;

Tmp = (Char)(Input[1]
(Char)Temp[4] 1= (Tmp
(Char)Temp[0] = Tmp
(Char)Temp([5] = (Tmp
(Char)Temp[1] = (Tmp
(Char)Temp[6] |= (Tmp
(Char)Temp[2] }= (Tmp
(Char)Temp[7].:= (Tmp
(Char)Temp[3] }= (Tmp

Tmp = (Char)(Input[1]

(Char)Temp[4] i= (Tmp
(Char)Temp[0] = (Tmp
(Char)Temp([5] = Tmp
(Char)Temp[1] = (Tmp
(Char)Temp[6] = (Tmp
(Char)Temp[2] != (Tmp
(Char)Temp{7] 1= (Tmp
(Char)Temp[3] != (Tmp

Tmp = (Char)(Input[1]
(Char)Temp[4] i= (Tmp
(Char)Temp(0] i= (Tmp
(Char)Temp{5] |= (Tmp
(Char)Temp[1] = (Tmp
(Char)Temp[6] {= (Tmp
(Char)Temp[2] = (Tmp

>>

>>

<<

<<

<<

<<

<<

<<

>>

>>

>>

<<

<<

<<

<<

<<

>>

>>

>>

>>

<<

<<

1) &

3)

R R R

4)
5) &
6) &
16;;
2) &

1) &

3) &

/% Bit 50 52 54 56 49 51 53 55 «x,
B2C;
B2C;
B2C;
B2C;
B2C;
B2C;
B2C;

B2C;

/* Bit 42 44 46 48 41 43 45 47 */
B3C;
B3C;
B3C;
B3C;
ﬁ3C;
B3C;

B3C;

. B4C;

B4C;
B4C;
B4C;
B4C;

B4C;



(Char)Temp[7]

(Char)Temp[3]

(Tmp

1
1

(Tmp

<<

<<

Tmp = (Char)(Input[0]);

(Char)Temp([4]
(Char)Temp[O0]
(Char)Temp[5]
(Char)Temp(1]
(Char)Temp[6]
(Char)Temp[2]
(Char)Temp[7]

(Char)Temp[3]

(Tmp

(Tmp

(Tmp

(Tmp

(Tmp

(Tmp

(Tmp

(Tmp

Tmp = (Char)(Input[0]

(Char)Temp[4]
(Char)Temp[O]
(Char)Temp([5]
(Char)Temp[1]
(Char)Temp(6]
(Char)Temp[2]
(Char)Temp([7]

(Char)Temp([3]

1= (Tmp

(Tmp
= (Tmp
1= (Tmp
1= (Tmp
1= (Tmp
1= (Tmp

= (Tmp

Tmp = (Chari(Input[O]

(Char)Temp[4]
(Char)Temp[0]
(Char)Temp[5]
(Char)Temp(1]

(Char)Temp([6]

1= (Tmp

>>
>>
>>
>>
)

<<
<<

<<

>>
>>
>>
>>
>>

>>

<<

<<

>>
>>
>>
>>
>>

>>

4) &

H
R

H
S

1)
2)

3)

8);
5) &
4) &
3) &
2) &

1) &

1) &

2) &

16);

5) &
4) &
3) &

2) &

B4C;

B4C;

BSC;

BS5C; -

B5C;
B5C;
B5C;
BSC;
B5C;

BS5C;

B6C;
B6C;
B6C;
B6C;
B6C;
B6C;
B6C;

B6C;

B7C;
B7Cs
B7C;
B7C;

B7C;
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(Char)Temp([2]
(Char)Temp[7]

(Char)Temp(3]

(Tmp

(Tmp

1= (Tmp

Tmp = (Char)(Input{0]

(Char)Temp[4]
(Char)Temp([0]
(Char)Temp[5]
(Char )Temp[1]
(Char)Temp[6]
(Char)Temp[2]
(Char)Temp[7]

(Char)Temp[3]

i

(Tmp
(Tmp
(Tmp
(Tmp
(Tmp
(Tmp
(Tmp

(Tmp

>>

<<

>>
>>
>>
>>
>>
>>
>>

>>

)

24);

7) &
6) &

5) &

3) &
2) &

1) &

B7C;
B7C;

B7C;

B8C;
B8C;
B8C;
B8C;
B8C;
B8C;
B8C;

B8C;

Output[0] = ((Long)Temp[0] << 24)

((Long)Temp[2] <<

8)

(Long)Temp[3];

Output{1] = ((Long)Temp[d] << 24)

((Long)Temp[6] << 8) |
}
/*¥ Function Permu64FP

/* Using

/* Remark

/% but much more speed than Permué64

Permu64FP( Long Input{2]

{

(Long)Temp[7];

?

permutation 64 bits block using DES

Long Output[2])

((Long)Temp[53] <<

using shift method so it can’t modify easily

A-25

((Long)Temp[1] << 16) |

16)

:'s/

IP pattern
*/
*/
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register Char Tmp; ’ S —

Char Temp[81];

register int i:

Output{0] = OL; Output{1] = OL;

for(i=0; i<8; i++) {

Temp{i] = 0;

}
Tmp = (Char)(Input[1] >> 24); /% Bit 40 39 38 37 36 35 34 33
(Char)Temp[7] = Tmp & B1C; / .

(Char)Temp[6] = (Tmp << 1) & BIC; )

(Char)Temp[5] = (Tmp << 2) & BIC;
(Char)Temp[4] = (Tmp << 3) & BI1C;
(Char)Temp[3] = (Tmp << 4) & BIC;
(char)Temp[2] = (Tmp << 5) & BIC;
(Char)Temp[1] = (Tmp << 6) & BI1C;

(Char)Temp[0] = (Tmp << 7) & BIC;

Tmp = (Char)(Input[0] >> 24); /% Bit § 7 6 3 4 3 2 1 %/
(Char)Temp[7] i= (Tmp >> 1) & BIC:
(Char)Temp[6] (= Tmp & B2C;
(Char)Temp[5] = (Tmp << 1) & B2C:
(Ghar)Tempi4] = (Tmp << 2) & B2C:
(Char)Temp[3] |= (Tmp << 3) & B2C:
(Char)Temp[2] = (Tmp << 4) & B2C;

(Shar)Temp[1] i= (Tmp << 5) & B2C;



(Char)Temp[O0] |

Tmp =
(Char)Temp[7] |
(Char)Temp[6] |
(Char)Temp{5] |
(Char)Tehp[4] !
(Char)Temp[3] |
(Char)Temp[2] |
(Char)Temp[1]

{Char)Temp[0] |

Tmp =
(Char)Temp[7] !
(Char)Temp[6] |
(Char)Temp[5] |
{Char)Temp[4] |
(Char)Temp[3] !
(Char)Temp[2] !
(Char)Temp[1] |

{Char)Temp[0] |

Tmp, =
(Char)Temp[7] |
(Char)Temp[6] |
(Char)Temp[5] |
(Char)Temp{4] |
(Char)Temp[3] |

(Char)Temp{2] |

"

(Tmp

(Char)(Inputf1]}

{Tmp

(Tmp

{(Char)(Input{0]

(Tmp
(Tmp
(Tmp

Tmp
(Tmp
(Tmp
(Tmp

(Tmp

(Char){Input{1]

(Tmp
(Tmp
(Tmp
(Tmp

Tmp

(Tmp

<<

>>

>>

>>

<<

<<

<<

<<

<<

>>

>>

>>

>>

<<

<<

<<

<<

>>

>>

>>

>>

>>

<<

4
Qo

5) &

16);
3) &
2) &

1) &

3);

4) &

2) &

1) &

1) &

B4C;
B4C;
B4C;
B4C;
B4C;
B4C;
B4C;

B4C;

B5C;
BSC;
B5C;
B5C;
B5C;

B5C;

/* Bit 48 47 46 45 44 43 42 41

/* Bit 16 15 14 13 12 11 10 9 *‘

|

/% Bit 56 55 54 33 52 51 50 49 x/



(Char)Temp[1l] }= (Tmp
{Char)Temp[0] ;= (Tmp
Tmp = (Char)(Input[0]
(Char)Temp[71 i= (Tmp
(Char)Temp[6] 1= (Tmp
(Char)Temp[5] |= (Tmp
(Char)Temp[4] (= (Tmp
(Char)Temp[3] i= (Tmp
(Char)Temp[2] i= Tmp
(Char)Temp[1] = (Tmp
(Char)Temp[0] 1= (Tmp
Tmp = (Char)(Input[1])
(Char)Temp[7] = (Tmp
(Char)Temp[6] = (Tmp
(Char)Temp[5] = (Tmp
(Char)Temp[4] = (Tmp
(Char)Temp[3] = (Tmp
(Char)Temp[2] 1= (Tmp
(Char)Temp[1] = Tmp
{Char)Temp[0] = (Tmp
Tmp = (Char)(Input{0])
(Char)Temp[7] 1= (Tmp
(Char)Temp{6] {= (Tmp
(Char)Temp[S] 1= (Tmp
(Char)Temp(4] 1= (Tmp
(Char)Temp{3] {= (Tmp

<<

<<

>>

>>

>>

>>

>>

>>

<<

<<

>>

>>

>>

<<

>

>>

>>

>>

3) &

8);
5)
4)
3)
2)

1)

1)

2)

1)

7)
6)
5)
4)

3)

BSC;

BSC;
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/* Bit 24 23 22 21 20 19 18 17 %/

B6C;
B6C;
B6C;
B6C;
B6C;
B6C;
B6C;

B6C;

/* Bit 64 63 62 61 60 59 58 57 %/

B7C;
B7C;
B7C;

B7C;



(Char
(Char

(Cﬁar

Outpu

(

yTemp[2] |= (Tmp >> 2) & B8C;
YTemp[1] i= (Tmp >> 1) & BS8C;
)Temp[O0] = Tmp & BSC;
t[0] = ((Long)Temp[0] << 24) | ((Long)Temp[1l] << 16) |

(Long)Temp[2] <<

8) i (Long)Temp(3];

t{1] = ((Long)Temp[4] << 24) | ((Long)Temp([5] << 16) |

Outpu
((Long)Temp(6] << 8) | (Long)Temp(7];
}
/* Function F */
/% The important part of DES */

Long F_V2( Long R, Char *Key )

{

Char ER[

81;

Long S_Out=0L, Output=0L;

register

register

Ex

fo

rc

rc

( ( rc >

S_Out

}

Char rc;

int j;

pand_V2( R, ER );
r (j=0; j<8; j++)
ER[j] " Key[jl;

( rc & 0x20 ) | (

> 1 ) & OxOF );

1= S_V2[jllrcl;

{

( rc << 4 ) & 0x10 )



/*
/%
/%
/%
/*
/*
/*
/*
/%
/%
/*
/*

Permu32_V3( &S_Out, &Output );

return ( Output );

This function is used for expand Right side in

function F from 32 -> 48 bits using defined pattern.

Function Expand ( R, Output )
Input Long R 32 bits input from function F
Output char * Output ( 8 char .= 64 bits but use 48 bits)
Use bits : R => [1,2,...,32] , Output => [x,x,1,2,3,4,5,6]
XX in Output is unused in program
Note This function is not used array pattern but
programmed in other style for the reason of
more speed. */

Expand_V2( Long R, Char *Output )

{

g#define CF2

0x3F /* For clear first 2 bits => 00xxxxxx */

register Char Tmp([4];

Tmp[0]

Tmp(1]

(Char)(R >> 24);

(Char)(R >> 16);

*/
*/
x/
%/
x/
x/
x/
*/
%/
%/
%/



Tmp[2] = (Char)(R >> 8); o
Tmp[3] = (Char)(R);

Ooutput[0] = ( (Tmp{O] >> 3) | (Tmp[3] << 5) ) & CF2;
Output[1l] = ( (Tmp[0] << 1) : (Tmp[1] >> 7) ) & CF2;
output[2] = ( (Tmp[0] << 5) ! (Tmp[1l >> 3) ) & CF2;
output[3] = ( (Tmp[l] << 1) ! (Tmp[2] >> 7) ) & CF2;
Ooutput[4] = ( (Tmp[1] << 5) ! (Tmp[2] >> 3) ) & CF2;
output{5] = ( (Tmp[2] << 1) ' (Tmp[3] >> 7) ) & CF2;
output[6] = ( (Tmp(2] << 5) | (Tmp(3] >> 3) ) & CF2;
output[7] = ( (Tmp[3] << 1) ! (Tmp[0] >> 7) ) & CF2;

Permu32_V3( Long *Input, Long *Output )
{

register Char Tmpin{8];

Char TmpOut(8];

Tmpin[O0] (char) (*Input >> 24);

(char) (*Input >> 16);

Tmpin[1]

Tmpin{2] = (char)(*Input >> 8);

Tmpin(3] (char) (*Input ):
TmpOut{0] = ((Tmpin[l] << 7) & BIC)
({Tmpin[0] << 35) & B2C)
((Tmpin[2] << 1) & ( B3C | B4C )) .
( Tmpin[3] & B5C) |

((Tmpinf{1] >> 2) & B6C) |



((Tmpin[3] >> 3) & B7C) |

((Tmpin[2] >> 7) & BS8C);

TmpOut[1] ( Tmpin[O0] & BiC) |
((Tmpin[1] << 5) & B2C)
((Tmpin[2] << 4) & B3C)

((Tmpin[3] >> 2)

Ro

B4C) |
( Tmpin[O0] B5C) |

((Tmpini2] >> 4) B6C) |

e R R

( Tmpin[3] B7C) |

((Tmpin{1] >> 6)

5

B8C);

TmpOut[2] ((Tmpin[0] << 1) & BiC) |

((Tmpin([0] << 6) & B2C) |

((Tmpin[2] << 5) & B3C)
((Tmpin[1] << 2) & B4C) |
((Tmpin[3] << 3) & B5C) |
((Tmpin[3]1 >> 3) & B6C) |
((Tmpin{0] >> 4) & B7C) !
((Tmpin[1] >> 7) & B8C);

Tmpout{3] = ((Tmpin[2] << 2) & BIC)
((Tmpin{1] << 3) & B2C)
((Tmpin{3] << 3) & B3C) |
((Tmpin[0] << 2) & B4C)
((Tmpin[2] << 1) & B5C)
((Tmpin[1] >> 3) & B6C)
((Tmpin[0] >> 3) & B7C) |

((Tmpin[3] >> 7) & B8C);
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*Qutput = ((Long)TmpOut[0] << 24) | ((Long)TmpOut{1l] << 16) |

((Long)TmpOut[2] << 8) | ((Long)TmpOut([3]);

DES_Encrypt_V2(Long Input[2])

{
Long LR[2],Temp; A

register int ij;
Permu64IP ( Input, LR );

for (i=0; i<16; i++) { /*¥ Do 16 Iteration of Encrypt */

LR[O] ~ F_V2( LR[1], SubKey[i] );

Temp = LR[O];

LR([(O] = LR[1]; /% Left <- Right ®/
LR[1] = Temp; /*# Left -> Right x/
}

Swap( LR ); /¥ The final round %/

/% don’t change side #*/

Permu64FP ( LR, Input );

}

DES_Decrypt_V2(Long Input[2])
{
Long LR{2],Temp;

register int 1i;
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Permu64IP ( Input, LR );

for (i=15; i>=0; i--) { /% Do 16 Iteration of Encrypt */
Temp = LR[O] ~ F_V2( LR[1], SubKeyl[i] );
LR{O] = LR[1]; /¥ Left <- Right_ */
LR[1] = Temp; /* Left -> Right x/
} -
LR[1] = LR[O]; /*¥ The final round =/
LR[O] = Temp{ ‘ /* don’t change side */

Permu64FP ( LR, Input );

}

/* this is F function use for UDES method */
Long U_F( Long R, Char *Key )

{

Char ER[8],S_Val;

Long S_Out=0L, Output=0L;

register Char rc;

register int j;

Expand_V2( R, ER );
for (j=0; j<8; -j++) {

ER{j] ~ Key[jl;

rce

TC ( rc & 0x20 ) | ( ( rc << 4 ) & Ox10 ) |

( ( rc »> 1 ) & 0xOF );
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S_Val = S[jllrc]; .
S_oOut = ( S_Out << 4 ) | S_Val;
}

Permu32_V3( &S_Out, &Output );

return ( Output );

UDES_Encrypt(Long Input[2])
{
Long LR[2],Temp;

register int i;
Permu64IP ( Input, LR );

for (i=0; i<16; i++) { /*¥ Do 16 Iteration of EncrypE %/

LR[O] ~ U_F( LR[1], SubKey[i] );

Temp = LR[O0];

LR{O] = LR[1]; /% Left <- Right %/
LR[1] = Temp; /* Left -> Right ®/
}

Swap( LR ); /* The final round %/

/* don’t change §ide */

Permu64FP ( LR, Input );

}
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UDES_Decrypt(Long Input(2])

{

Long LR[2],Temp;

register int 1i;

Permu64IP ( Input, LR );

for (i=15;
Temp
LR[O]
LR[1]

}

LR[O]

i>=0; i--) { /*¥ Do 16 Iteration of Encrypt */

LR[O] © U_F( LR[1], SubKey[i] );

= LR[1}; /¥ Left <- Right %/
= Temp; /¥ Left -> Right *x/
LR[1] = LR[O]; /*%¥ The final round */

= Temp; /% don’t change side %/

Permu64FP ( LR, Input );

}



A-37

Appendix B

File r Cryptkey . c

Function : recieve password key from user.



/******************************************************************/

/* CryptKey.c : File for find key for encrypt */
/* , . */
/* Last Update 12 January, 1993 */

/******************************************************************/

#include <conio.h>
#include <string.h>

#include <stdlib.h>

/* #include "bitdef.c"
#include "cursor.c"
#include "getkey.c"
#include "play.c"

#include "textbox.c" x/

#include "B:\text\bitdef.c"
#include "B:\text\getkey.h"

#include "B:\text\textbox.h"

#define MIN_PASSWORD_LENGTH S

#define MAX_PASSWORD_LENGTH 40
i

#define Errorsong play("T900 O3 CDCDs")

#define OKsong play("T1000 04 GA 05 Ds$")

/% Function : cryptkey %/

/* Input : char *k =%/
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/% For : get user key and find another key for crypt in memory %/



/* and do Subkey form it */ - —_

int InputEncryptKey(char *k , int func )

{

#define x1 10
#define x2 70
#define y1 9
#define y2 14
#define bkcolor LIGHTBLUE

#define txtcolor WHITE

char *Inputl,*Input2;
void *mi,*m2; /* memory pointer to allocated display box */

int retval;

/% Allocate memory for input 1 and 2 and */

/* Initial Key ’Inputl’ and ’Input2’ string to "\0"x/

Inputl = (char *)malloc(MAX PASSWORD LENGTH + 1):

Input2 = (char *)malloc(MAX_PASSWORD_LENGTH + 1);
strcepy(Inputl,”"); strepy(Input2,”"") ;

retval = 0;

do {
/* Input Password 1 and keep it in 'Inputl’ x/
do {

ml = malloc( 2% (x2+2-x1+1)%{(y2+2-y1) );
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gettext(x1l,y1,x2+2,y2+1,ml);
ExplodeInputBox(x1,y1,x2,¥2);

if ( func ==0 ) {
writetext(x1+14,y1+2,"Enter file encryption password",bkcolor<<4itxtcolor);

}

else {

writetext(x1+14,y1+2,"Enter file decryptibn password" ,bkcolor<<4txtcolor);

}
writeattr(x1+10,y1+3,BLACK<<4 | WHITE,40);

gotoxy(9,3);
‘textbackground (BLACK) ;

retval = Read_Password(Inputil);

puttext(xl,yl,x2+2,y2+1,ml);

if ( retval == -1 ) {
retval = 0;
free( ml );
free(Inputl);
free(Input2);
.retqrn(—l);
}

if ( strlen(Inputl) < MIN_PASSWORD_LENGTH ) ({
PassError();

}
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free(ml);

} while ( strien(Inputl) < MIN_PASSWORD_LENGTH );

if( func == 0) {
/* Input Password 2 for verification with Inputl #*/

do {

m2 = malloc( 2*(x2+2-x1+1)*(y2+2-yl) );

gettext(xl,y1,x2+2,y2+1,m2);

ExplodeInputBox(x1,y1,x2,y2);

writetext(x1+4,yl1+2,"Re~enter file encryption password for verification",

bkcolor<<4|txtcolor);

writeattr(x1+10,y1+3,BLACK<<4 | WHITE,40);

gotoxy(9,3);

textbackground (BLACK) ;

retval = Read_Password(Input2);

puttext(xl,yl,x2+2,y2+1,m2);

if ( retval == -1 } {

free{m2);

free(Inputl);

free(Input2);
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return(-1};

}

if ( strlen(Input2) < MIN_PASSWORD LENGTH ) {

PassError();
}
free(m2);

} while ( strlen(Input2) < MIN_PASSWORD_LENGTH );

(if( stremp( Inputl,Input2 ) ) {

PassUnequal();

} /% end of func == 1 %/

if ( func ==1 ) {

strcpy(Input2, Inputl);

}

} while ( strcmp( Inputl,Input2 ) );

strepy( k, Input2);

free{Inputl);

free(Input2);

#undef x1



#undef x2
#undef yl1
#undef y2
#undef bkcolor

#undef txtcolor

}

int Read_Password(char *ky)
{

#define MAXPASS 40

int i,ch; -

char kin[MAXPASS+1] = "";

CurOn();
for (i=0; ; i++) {
ch = get_key();

switch(ch) {

case KEY_ESC : return(-1);

case KEY_ENTER : strcpy(ky,kin);

return{0);
case ’\b’ cif (1 1=0 ) {
*(kin+i) = '\0’;
--ij
*(kin+i) = ’\0’;
putch(’'\b’);
putch(’\0’);

putch(’\b’);

._._i;
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break;
}
else {
—is

break;

default : if ( (i < MAXPASS) && (ch < OxFF) ) {
*(kin+i) = ch;
putch(’#’);

break;

else {
—ij

break;

ScramKey( Long Output[2], Char *Input)
{

int i,j;

Char TmpInput[MAX_PASSWORD_LENGTH + 1];

Long TmpOut[2];

strcpy( Tmplnput, Input );
for( i=MIN_PASSWORD_LENGTH, j=0;

(*(Input+i) != ’\0’) &% (i < MAX_PASSWORD_LENGTH); i++ yi++) {



¥(TmpInput+j) "= *(Input+i);
if(j>7) {ji=0;}

}

TmpOut[0] = ( (Long)TmpInput[0] << 24 )
( (Long)TmpInput[1] << 16 ) |
( {Long)Tmplnput[2] << 8 ) |

( (Long)TmpInput[3] );

TmpOut[1] = ( (Long)Tmplnput([4] << 24 )
( (Long)TmpInput[5] << 16 ) |}
( (Long)TmpInput[6] << 8 ) |

( (Long)TmpInput[7] );

Permu64IP ( TmpOut, Output );

/* Show error that password is too short %/

PassError()

{

S8
o

#define x1
#define x2 57
¢define y1 8
#define y2 16
#define style SINGLE
#define boxcolor WHITE

#define bkcolor LIGHTRED
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#define txtcolor YELLOW

void *ml;

Curoff();

ml = malloc( 2*(x2+2jx1+1)*(y2+2—y1) )

gettext(x1,yl,x2+2,y2+1,m1);

textbox(x1+12,y1+2,x2-12,y2-2,style,boxcolor,bkcolor, txtcolor ,NOSHADOW) ;
freeze(100);
textbox(x1+7,y1+1,x2-7,y2-1,style,boxcolor,bkcolor, txtcolor,NOSHADOW) ;
freeze(100);

textbox(x1l,y1,x2,y2,style,boxcolor,bkcolor, txtcolor,SHADOW) ;

gotoxy(7,1);
textattr{bkcolor<<4|txtcolor);

cputs(" Input Password Error \r\n");

textattr (bkcolor<<4|WHITE);
cputs{"\n Password must contain at least\r\n");
cputs (" eight character long\r\n");

writeattr(x1+8,y1+4, (bkcolor<<4) ; fxtcolor,5);
ErrorSong;
WriteOK(x1+10,y2-2,bkcolor,SHADOW) ;

getch();

WriteOK(x1+11,y2-2,bkcolor,NOSHADOW) ;
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OKsong;
WriteOK(x1+10,y2~2,bkcolor, SHADOW);

freeze(150);

puttext(x1l,yl,x2+2,y2+1,ml);

free( ml );
CurOn( ) ;

#undef x1
#undef x2
#undef yy
#undef y2
#undef style
#undef boxcolor
#undef bkcolor
#undef txtcolor

}

/* Show error that password that entered is not equal %/
PassUnequal ()

{

#define x1 17

#define x2 62

#define yt1 9

#define y2 18

#define style SINGLE

#define boxcolor WHITE

#define bkcolor LIGHTRED
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#define txtcolor YELLOW
void *ml;
CurOff();

ml = malloc( 2*(x24+2-x1+1)*(y2+2-y1) );

gettext (x1,y1,x2+2,y2+1,ml);

textbox(x1+20,y1+3,x2-20,y2-3,style,boxcolor,bkcolor, txtcolor,NOSHADOW) ;
freeze(100);
textbox(x1+15,y1+2,x2-15,y2-2,style,boxcolor,bkcolor, txtcolor,NOSHADOW) ;
freeze(50); ‘ '
textbox(x1+10,y1+1,x2-10,y2—1,style,boxcolor,bkcolor,txtcolor,NOSHADOW);
freeze(50);

textbox(x1,yl1,x2,y2,style,boxcolor,bkcolor,txtcolor,SHADOW) ;

writetext(x1+12,y1," Input Password Error ",bkcolor<<4 | txtcolor);

writetext(x1+12,y1+2, " "Passwords do not equal”,bkcolor<<4 | txtcolor);
'

writetext(x1+3,y1+4, 'Make sure that you remember the password"”,bkcolor<<4 | WHIT

writetext(x1+10,y1+5,"and type it in correctly.",bkcolor<<4 ; WHITE);

ErrorSong;

WriteOK(x1+14,y2-2,bkcolor,SHADOW) ;
getch();
WriteOK(x1+15,y2-2,bkcolor,NOSHADOW) ;
OKsong;

WriteOK(x1+14,y2-2,bkcolor,SHADOW) ;



freeze(150);

puttext( x1,y1,x2+2,y2+1,ml );

free( ml );
CurOn();

#undef x1
#undef x2
#undef y1
#undef y2
/#undef style
#undef boxcolor
#undef bkcolor
#undef txtcolor

}

writeOK(int x,int y)

{
writetext(x,y," OK ",LIGHTGRAY<<4 | BLACK);
writetext(x+10,y,"" ,RED<<4 ! BLACK):
writetext(x+1,y+1,"” " RED<<4 !BLACK);

}

/* function for making explode box of enter password and re-enter */
ExplodeInputBox(int x1,int yl,int x2,int y2)
{

#define style SINGLE
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#define boxcolor WHITE
#define bkcolor LIGHTBLUE

#define txtcolor WHITE

textbox(x1+25,y1+1,x2~25,y2-1,style,boxcolor,bkcolor, txtcolor ,NOSHADOW) ;
freeze(100);
textbox(x1+20,y1+1,x2-20,y2-1,style,boxcolor,bkcolor, txtcolor ,NOSHADOW) ;
freeze(50);
textbox(x1+15,y1+1,x2-15,y2-1,style,boxcolor,bkcolor, txtcolor,NOSHADOW) ;

freeze(50);
textbox(xl,yl,x2,y2,style,boxcolor,bkcolor,txtcolor,SHADOW);

#undef style
#undef boxcolor
#undef bkcolor

#undef txtcolor

}
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Appendix C

File : Read.c

Function : read,write data management and error handler.



#include
#include
#include
#include
#include
#include
#include
#include

#include

#include

#include

#include

/% #incl

#define

#define

#define
#define
#define

#define

<alloc.h>
<conio.h>
<dir.h>
<dos.h>

<io.h>

<string.h>'

<stdio.h>
<stdlib.h>

<time.h>

"B:\texg\g

"B:\text\t

"B:\text\b

ude "B:\tex

scolor WHITE
hibar sco
Errorsong
OKsong

Clickl

Main$s

etkey.h"

extbox.h"

itdef.c"

t\udes.c" %/

/* Select bar color */

lor<<4 | BLUE

play("T90003CDCD$" )
play("T100004GA0O5DS")
play("T500L3204EBS$")

play("T1000 04CADS")

/*¥ header file structer x/

#define

PROJNAME

"CRYPT 1.06"

/* pre header for all type not be encrypted */

struct phead {
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char projname(16];
int method;

}phead;

/*¥ main header for all type %/
struct header {

char attr;

struct ftime ftime;

long size;

char name[13];

char password[41];

int option;

}header; -

struct UDES {

char UDES_S[8]{64];

}UDES;

/* global variable */

static int vga; /* 1 if it is vga card %/
static int Func = 0; /% Function define 0 == Encryption %/
/% 1 == Decryption %/

/* 2 == Set Options */

/* | 3 == eXit x/
statif int Method = 0; /* Method define 0 == DES x/

/¥ [ == 2 %/

static int Option; /% Option define 0 == no options */

extern Char DES_S{8]{64];
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extern Char S[81[64];

Char Sbuff{8][64];

Initialize()
{
register int i,j;
if (getcrtmode() != 7) { /* color card %/

vga = 1;

Initcolor();

/*¥ Initchar(); %/

EqabLeBlink(O); /*¥ enable background intensify %/

}

/* init S box data #*/
for (i=0; i<8 ;i++) {

for (j=0; j<64; j++) {

UDES.UDES_S([il[j] = S[illjl;
Sbuff[i]{j] = S[illjl;
}
}
}

WriteFirstScr()

{

BlankScr();

FirstScr();



Demoname ()

{

#defin; x1 18

$define yi1 4

#¢define x2 62

#define y2 20

#define bkcolor LIGHTBLUE
#define txtcolor WHITE

#define boxcolor LIGHTGREEN

void *ml;
char *c = " \nEngineering Project Year 1992,1993\r\n\n"
" Data encryption program\r\n"
" Crypt 1.0 u\r\n\n"
" ' Advisor\r\n"
" Dr.Fusak Cheevasuvit\r\n\n"
" Produced by\r\n"
" Pornvit Saksobhavivat 32-1205\r\n"

" Saran Anantathavanich 32-1323\r\n";

Curoff();
ml = malloe( 2 * (x2+3-x1) * (y2+2-yl) );

gettext(xl,y1l,x2+2,y2+1,ml1);

/* make explode box */

textbox(x1+18,y1+6,x2-18,y2~-6,SINGLE,boxcolor,
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bkcolor,txtcolor ,NOSHADOW) ;
freeze(50);
textbox(xi+12,y1+4,x2—12,y2—4,SINGLE,boxcolor,
bkcolor,txtcolor ,NOSHADOW) ;
freeze(50);
textbox(x1+7,y1+1,x2-7,y2-1,SINGLE,boxcolor,
bkco{or,txtcolor,NOSHADOW);

freeze(50);

textbok(xl,yl,x2,y2,SINGLE,boxcolor,bkcolor,txtcolor,SHADOW);
textattr( bkcolor<<4 | txtcolor);

T pprintf("%s";c);

WriteOK(x1+16,y2-2,bkcolor,SHADOW) ;

getch();

WriteOK(x1+17,y2—2;bkcolor,NOSHADOW);

OKsong;

WriteOK(x1+16,y2-2,bkcolor, SHADOW) ;

freeze(150);

puttext(xl,yl,x2+2,y2+1,ml);

free(ml);

#undef x1
#undef y1
#undef x2
#undef y2
#undef bkcolor
#undef txtcolor

#undef boxcolor
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WriteOK(int x,int y,int bkcolor,int shadow)

{

writetext(x,y," OK

if ( shadow ) {

",hibar);

writetext(x+14,y,"",bkcolor<<4 | BLACK);

writetext(x+1,y+1,"dddddddddaddda",bkcolor<<4 | BLACK);

}
else {
writetext(x-1,y," ",bkcolor<<4 ; BLACK);

writetext(x,y+1,"

}

void WriteMenu(int position[7])

{

#define
#define
#define
#define
#define
#define
#define
#define
#define
#def'ine

¢define

x1 10
v1 5
x2 70
v2 20
bkcolor
boxcolor
txtcolor
normbar
normhide

normmenu

sdatb

LIGHTBLUE
WHITE
WHITE
LIGHTGRAY

normbar<<4 |

normbar<<4 |

bkcolor<<4 |

",bkcolor<<4 | BLACK);

normbar /% for hidding arrow */

BLACK

BLACK

/*%¥ normal menu attr %/

/* shadow attribute */
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#define expattr bkcolor<<4 ! WHITE /* eiplain attribute %/

ipt xposl,yposl,barsize;

Xposl = x1+45; position[0] = Xposl;
yposl = yl1+3; position[1] = yposl;
barsize = 18; position[2] = barsize;
position[3] = x1;
position[4] = yi1;
position(5] = x2;
position[6] = y2;

/* make explode box %/

textbox(x1+25,y1+6,x2—25,y2-6,SINGLE,boxcolor,
bkcolor,txtcolor,NOSHADOW);

freeze(50);

textbox(xl+20,y1+4,x2—20,y2—4,SINGLE,boxcolor,
bkcolor,txtcolor,NOSHADOW);

freeze(50);

textbox(xl+15,y1+1,x2—15,y2—1,SINGLE,boxcolor,
bkcolor,txtcolor.NOSHADOW) ;

freeze(50);

textbox(xl,yl,x2,y2,SINGLE,boxcolor,bkcolor,txtcolor,SHADOW);

/* write box header %/

writeattr(xl,yl,scolor<<4}scolor,xz—x1+1);
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'

writetext(x1+22,y1," Crypt Main Menu ",hibar<<4 | RED);

/% write selection box and explaination */

"

writetext(xposl,yposl, Encryption ",normmenu) ;
Tshadow(xposl,yposl,normmenu, sdatb, barsize);
writearrow(xposl,yposl,normhide,barsize);
writetext(xposl+barsize+5,yposl,

"Encryption, make a secret file.",expattr);

1"

writetext(xposl,yposl+3, Decryption ",normmenu) ;
Tshadow(xposl,yposl+3,normmenu, sdatb, 18);
writearrow(xposl,yposli+3,normhide,barsize);

writetext(xposl+barsize+5,yposl+3,

"Restore its original file.",expattr);

writetext(xposl,yposl+6," Options ",normmenu) ;
Tshadow(xposl,yposl+6,normmenu, sdatb, 13);
writearrow(xposl,yposl+6,normhidé}barsize);
writetext(xposl+barsize+5.yposl+6,

"Set various options of Crypt.",expattr);

writetext(xposl,vposl+9," eXit ",normmenu) ;
Tshadow(xposl,yposl+9,normmenu, sdatb, 18);
writearrow(xposl,yposl+9,normhide,barsize);

writetext(xposl+barsize+5,yposi+9,"Return to DOS.",expattr);

#undef xi1

#undef x2
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$undef y1

¢undef y2

#undef bkcolor

#undef boxcolor

#undef bkcolor

#undef normbar

#uﬁdef mormhide

#undef normmenu

#undef sdatb

#undef expattr

}

H €

H <

/¥ write text shadow of a bar #*/

*/* sd is shadow attr- %/

ITshadow( int''x, int y, int bkattr, int sdattr, int nelem)

{

|

writeattr(x,y,bkattr,nelem); /* write main attribute */
‘writentext(x+1,y+1,’4’,sdattr, nelem); /% write bottom attr */

writetext(x+nelem,y,"",sdattr); /* write back attr %/

/* write selection arrow with defined attribute %/

writéarrow(int x, int y, int attr, int width)

{

Iy

E

writetext(x,y,"".attr);

twritetext(x+width-1,y,"",attr);



GetEncryptName(char *Infile, char *Outfile, int Func)

{
#define x1 8
#define y1 9

#define x2 72

#def}ne v2 14

#define boxcolor WHITE
#define bkcolor LIGHTBLUE

#define txtcolor WHITE

static char NAME([4]1[11] = { "Encryption", "Decryption”,
"Encrypted" , "Decrypted" };

void *m1;
¥

strcpy(Infile,""); strcpy(Outfile,"");

ml = malloc(2*% (x2-x1+3) * (y2+2-y1) );

gettext(xl,yl,x2+2,y2+1,m1);

»

textbox(x1+25,y1+1,x2-25,y2—1,SINGLE,boxcolor,
bkcolor,txtcolor,SHADOW) ;
freeze(50);

textbox(x1+15,y1+1,x2—15,y2—1,SINGLE,boxcolor,
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bkcolor,txtcolor,SHADOW) ;

freeze(50);

textbox(x1+5,y1+1,32—5,y2—1,SINGLE,boxcolor,
bkcolor,txtcolor, SHADOW) ;

freeze(50);

textbox{(x1,y1,x2,y2,SINGLE,boxcolor,
bkcolor,txtcolor, SHADOW) ;

gotoxy(8,2); textattr(bkcolor<<4 | boxcolor);

cprintf("Type in file name for writing %s file to",
NAME[Func+21]);

writeattr(x1+3,y1+43, BLACK<<4 | WHITE,59);

gotoxy(2,3); textattr(BLACK<<4 | WHITE);
ReadFileName( Outfile );
if ( strcmp(Outfile,"") == 0 ) {
puttext(xl,yl,x2+2,y2+1,ml1);
free( m1l );
CurOff();
return;

}

puttext(xl,yl,x2+2,y2+1,ml);

}/* end if x/

free( ml );

CurOff():

#undef boxcolor

#undef bkcolor
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putch(’\b’); -
_....i;

break;.

else {
S

break;

default : if ( (i < MAXFILENAME) && (ch < OxFF).) {
*(kin+i) = ch;
putch(ch);

break;

else {
-—ij

break;

/% check possibility of read/write file of input and output file */
/% In is pointer to input file mamé */

/*%¥ Out 1is pointer to- output file name */

int CheckPoss( char #In, char *0Out )

{
struct ffblk ffblk;
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unsigned long Fsize;
struct dfree diskfree;
unsighed long Diskfree;
int Drive;
int manage,flag;
char drive[MAXDRIVE];
char dir[MAXDIR];.
char file[MAXFILE];

char ext[MAXEXT];

unsigned long avail;

unsigned int sclus, bsec;

/* No specified file then return */

0 ) +i (stremp( Out,"")== 0) ) {

if ( (stremp( In,"" ) =

return(-1);

/* if input file not exist #*/
if ( findfirst( In, &ffblk, FA_RDONLY !
FA_HIDDEN | FA_ARCH ) !'= 0 ) {
InFileNotExist();

return{ -1 );

if( access( Out, 0 ) == 0 ) { /* if outfile already exist *x/
manage = QutfileExist();

return( manage );
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/% find that drive has enough free space for writing %/

Fsize = ffblk.ff_fsize;

flag = fnsplit( Out, drive, dir, file, ext);

if ( flag & DRIVE ) {

Drive = drive[0] - "A’; /% drive A == 0 %/
}
else {
Drive = getdisk();
}
getdfree( Drive+l, &diskfree ); /% drive A: = 1 %/
avail = diskfree.df_avail; /* available cluster #/
sclus = diskfree.df _sclus; /% sector per cluster */
bsec = diskfree.df_bsec; /* byte per sector */
Diskfree = ( (unsigned long)(avail)*(unsigned long)(sclus)%

(unsigned long)(bsec) );

if ( Diskfree >= Fsize ) {
return(0);

}

else {
DiskNotEnough{ Drive );

return(-1):



InFileNotExist()

{

#define
#define
#define
#define
#define
#define
#define

#define

x1 20
yvi 7
x2 60
y2 16
style SINGLE

boxcolor WHITE
bkcolor LIGHTRED .

txtcolor WHITE

void *ml;

CurOff();

ml

= malloc( 2% (x2-x1+3) * (y2+2-y1)

gettext(xl,yl,x2+42,y2+1.ml);

textbox(x1+17,y1+43,x2-17,y2-3,SINGLE,boxcolor,

bkcolor,txtcolor,NOSHADOWf}

freeze(50);

textbox({(x1+15.y1+2,x2-15,y2-2,SINGLE,boxcolor.

bkcolor.txtcolor,NOSHADOW) ;

freeze(50);

textbox(x1+10,y1,x2-10,y2,SINGLE,boxcolor,

)G
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bkcolor,txtcolor,NOSHADOW) ;

freeze(50);

textbox(x1l,y1,x2,y2,SINGLE,boxcolor,bkcolor,
txtcolor, SHADOW) ;
writetext(xl+12,y1+2,"Input file error",bkcolor<<4 ! YELLOW )3
writetext(x1+8,y1+4,"Input file is not exist",
bkcolor<<4 | txtcolor);
.writetext(x1+5,y1+5,

"in defined drive and directory",bkcolor<<4 | txtcolor);

Errorsong;
WriteOK(x1+13,y2-2,bkcolor, SHADOW) ;
getch();
WriteOK(x1+14,y2-2,bkcolor,NOSHADOW) ;
OKsong;
WriteOK(x1+13,y2-2,bkcolor,SHADOW) ;

freeze(150);

_puttext(xl,yl,x2+2,y2+1,ml);

free( ml );

#undef x1
#undef y1
#undef x2
#undef y2
fundef style
#undef boxcolor

#undef bkcolor



#undef txtcolor

}

int
{

#define
#define
#¢define
#define
#define
#¢define
g¢define

#define

$#define
#define
#define
#define

#define

x1 20
y1 7
X2 60
yv2 16
style
boxcolor
bkcolor

txtcolor

normbar
normhide
normmenu
sdatb

hideattr

void *ml,#*m2;

int xpos[2].ypos,barsize,ch,i;

CurOff();

ml

OoutfileExist()

SINGLE
WHITE
LIGHTRED

WHITE

LIGHTGRAY

normbar<<4
normbar<<4
bkcolor<<4

bkcolor<<4

normbar

BLACK

BLACK

bkcolor

/%
/%
/%
/%
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for hidding arrow */
normal menu attr %/
shadow attribute */

hide by it background */

= malloc( 2% (x2-x1+43) % (y242-yl) );

gettext(x1l,yl,x2+2.y2+1.ml);

textbox(x1+17,y1+3,x2-17,y2-3,SINGLE,boxcolor,
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bkcolor,txtcolor,NOSHADOW) ; | T ——

freeze(50);

textbox(xi+15,y1+2,x2—15,y2-2,SINGLE,boxcolor,
bkcolor,txtcolor,NOSHADOW) ;

freeze(50);

;ex;box(x1+10,y1,x2—10,y2,SINGLE,boxcolor,
bkcolor,txtcolor,NOSHADOW) ;

freeze(50);

textbox(x1,yl,x2,y2,SINGLE,boxcolor,bkcolor,txtcolor,SHADOW);
Writetext(x1+12,y1+2,"Outﬁut File Exist",bkcoior<<4 i YELLOW );
Writetext(x116,yi+4,"Output file is already exist",

bkcolor<<4 | txtcolor);.
writetext(x1+5,y1+5,"In defined drive and directory",

bkcolor<<4 | txtcolor); iy

Errorsong;

xpos[0] = x1+3; xpos[1l] = x1+23;

‘Yypos = y2-2;

barsize = 15;

writetext(xpos{0],ypos,” Overwrite ",normmenu) ;
Tshadow(xpos{[0],ypos.normmenu.sdatb,barsize);
writearrow(xpos[0],ypos,normhide,barsize);
writetext(xpos{1],ypos,"” ‘Cancel ",normmenu) ;

Tshadow(xpos[1l],ypos,normmenu,sdatb,barsize);

writearrow(xposf[1],ypos,normhide,barsize);
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/*¥ Choose overwrite bar */

writeattr(xpos[0],ypos,hibar,barsize);

do {
ch = get_key();
switch ( ch ) {
case KEY_RIGHT
case KEY_LEFT : if (i == 0) {
writeattr(xpos[i],ypos,normmenu,barsize);
wrftearrow(xpos[i],ypos,normhide,barsize);
writeattr(xpos[++i],ypos,hibér,barsiée);
}
else {
writeattr(xpos[i],ypos,normmenu,barsize);
writearrow(xpos[i],ypos,nbrmhide,barsize);
writeattr(xpos[—-i],Ypos,hibar,barsize);
}

break;

case KEY_ENTER
m2 = malloc( (barsize+2)*2 );
Tshadow(xpos[i},ypos,hibar,hideattr,barsize);
gettext(xpos[i]-l,ypﬁs,xpos[i]+barsize—1,ypos.m2);
puttext(xpos{i], ypos, xpos[i]+barsize, ypos, m2);
OKsong;
puttext(xpos[i]—l,ypos,xpos[i]+barsize—1,ypos,m2);
Tshadow(xpos[i],ypos,hibar,sdatb,barsize);

freeze(150);
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free( m2 ); ———

break;
default : break;
}
}while (ch != KEY_ENTER );
puttext(xl,yl,x2+2,y2+1,ml);
free( ml );
if (i == 0) { return(0); }
else return(-1);
#undef x1

#undef ¥y1
#undef x2
#undef y2
#undef style
#undef boxcolor

tundef bkcolor

#undef txtcolor

#undef normbar
#undef normhide
fundef normmenu
#undef sdatb
#undef hideattr

}



DiskNotEnough(int Drive)

{

#define
#define
#define
#¢define
#define
#¢define
#define

#define

x1 20
yi 7
X2 -60
yv2Z 16
style
boxcolor
bkcolor

txtcolor

void *ml;

CurOff();

ml

SINGLE
WHITE
LIGHTRED

WHITE

= malloc{ 2% (x2-x1+43) * (y2+2-y1) );

gettext(x1l,yl1,x2+2,y2+1,ml);

textbox(x1+17,y143,x2-17,y2-3,SINGLE,boxcolor,

bkcolor,txtcolor,NOSHADOW) ;

freeze(50);

textbox(x1+15,y1+2,x2-15,y2-2,SINGLE, boxcolor,

bkcolor,txtcolor.NOSHADOW) ;

freeze(50);

textbox(x1+10,y1,x2—10,y2,SINGLE,qucolor,

bkcolor,txtcolor,NOSHADOW) ;

freeze(50);
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textbox(xl,yl,x2,y2,SINGLE,boxcolor,bkcolor,txtcolor,SHADOW);
writetext(x1+12,y1+2,"Not Enough Space",bkcolor<<4 ! YELLOW )
gotoxy(4,4);
textattr(bkcolor<<4|txtcolor);
cprintf("Drive %c: has not enough space\r\n\

1

for writing output file",Drive+65);

Errorsong;
WriteOK(x1+13,y2~2,bkcolor,SHADOW) ;
getch();
WriteOK(x1+14,y2-2,bkcolor,NOSHADOW) ;
OKsong;
WriteOK(x1+13,y2-2,bkcolor, SHADOW) ;

freeze(150);

puttext(xl,yl,x2+2,y2+1,ml);

free( ml );

#undef x1

jundef yl1

#undef x2

#undef y2

#undef style

#undef boxcolor

#undef bkcolor

#undef txtcolor

}



OpenFileError()

{

¢define x1 20

#define yl 7

#define x2 60°

#define y2 16

#define style SI&GLE
#define boxcolor WHITE
#define bkcolor LIGHTRED
#define txtcolor WHITE

void *mi;

CurOff();

-

mi = malloc{ 2% (x2-x1+3) * (y2+42-y1) );

gettext(xl,yl,x242,y2+1,ml);

textbox(x1+17,y1+3,x2-17,y2-3,SINGLE,boxcolor,
bkcolor.txtcolor ,NOSHADOW) ;

freeze(50);

textbox(x1+15,y1+2,x2-15,y2-2,SINGLE,boxcolor,
bkcolor,txtcolor,NOSHADOW) ;

freeze(50);

textbox(x1+10,y1,x2-10,y2,SINGLE,boxcolor,
bkcolor,txtcolor,NOSHADOW) ;

freeze(50);
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textbox(x1l,yl,x2,y2,SINGLE,boxcolor,bkcolor, txtcolor, SHADOW);

writetext(x1+10,y1,"

Open File Error ",bkcolor<<4 | YELLOW );

writetext(x1+2,y1+3,"Cannot Open input file or output file",

bkcolor<<4 | txtcolor);

writetext(xl+2,y1+4,"

bkcolor<<4|txtcolor);

Errorsong;

Disk may be write protected”,

WriteOK(x1+13,y2-2,bkcolor,SHADOW);

getch();

WriteOK(x1+14,y2-2,bkcolor,NOSHADOW) ;

OKsong;

WriteOK(x1+13,y2-2,bkcolor,SHADOW);

freeze(lSO);

puttext(xl,y1,x2+2,y2+1,ml1);

free( ml );

#undef

#undef

#undef >

#undef
#undef
#undef
#undef
#undef
}

x1

style
boxcolor
bkcolor

txtcolor

IllegalPassword()



{

#define x1 20

#define y1i 7

#define x2 60

#define y2 16

#define style SINGLE
#define boxcolor WHITE
#define bkcolor LIGHTRED

#define txtcolor WHITE
void “*ml;
Curoff()y

mi = malloc( 2* (x2-x1+3) * (y2+2-y1) )3

gettext(xl,yl,x2+2,y2+1,m1);

textbox(x1+17,y1+3,x2-17,y2-3,SINGLE,b0xcolor,
bkcolor,txtcolor,NOSHADOW);

freeze(gO);

textbox(x1+15,y1+2,x2—15,y2-2,SINGLE,boxcolor,
bkcolor,txtcolor,NOSHADOW);

freeze(50);

textbox(x1+10,y1,x2—10,y2,SINGLE,boxcolor,
bkcolor,txtcolor,NOSHADOW);

freeze(50);

textbox(xl,y1,x2,y2,SINGLE,boxcolor,bkcolor,txtcolor,SHADOW);

"

writetext(x1+10,y1," Incorrect Password R



| A-83
bkcolor<<4 | YELLOW ); ——
writetext(xi+2,y1+2," You attempt to decrypt the file",

bkcolor<<4 | txtcolor);

writetext(x1+42,y1+3," with Illegal Password",
bkcolor<<4 | txtcolor);
writetext(x1+2,y1+5," File Decryption ACCESS DENIED!",

bkcolor<<4itxtcolor);

writeattr(x1+22,y1+5,bkcolor<<4!YELLOW, 14);

Errorsong;
WriteOK(x1+13,y2-2,bkcolor,SHADOW) ;
getch();
WriteOK(x1+14,y2-2,bkcolor,NOSHADOW) ;
OKsong;
WriteOK(x1+13,y2-2,bkcolor,SHADOW) ;

freeze(150);

puttext(xl,y1,x2+2,y2+1,ml);

free( m1 );

#undef x1
#undef y1
#undef x2
#undef y2
#undef style
#undef boxcolor

#undef bkcolor



#undef txtcolor

}

int BadHeader()

{
#define

#define
#define
#define
#define
#define
#define

#define

#define
#define
#define
#define

#define

x1 18
vl 7
X2 62
v2 16
style
boxcolor
bkcolor

txtcolor

normbar
normhide
normmenu
sdatb

hideattr

void #ml,*m2;

int xpos[2].ypos.,barsize,ch,i;

CurOff();

ml

= malloc( 2% (x2~x1+3)

SINGLE

WHITE

LIGHTRED.

WHITE

LIGHTGRAY

normbar<<4
normbar<<4
bkcolor<<4

bkcolor<<4

normbar
BLACK
BLACK

bkcolor

* (y2+2-y1) );

gettext(xl,y1,x2+2,y2+1,ml);

textbox(x1+17,y1+3,x2-17,y2-3,SINGLE,boxcolor,

/*
/*
/%
/*
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for hidding arrow */
normal menu attr %/
shadow attribute %/

hide by it background */
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bkcolor,txtcolor,NOSHADOW) ;
freeze(50); -
textbox(x1+15,y1+2,x2-15,y2-2,SINGLE,boxcolor,
bkcolor,txtcolor,NOSHADOW) ;
freeze(50);
textbox(x1+10,y1,x2-10,y2,SINGLE,boxcolor,
bkcolor,txtcolor,NOSHADOW) ;

freeze(50);

textbox(xl,yl,x2,y2,SINGLE,boxcolor,bkcolor,txtcolor,SHADOW);
writetext(x1+14,y1," Bad File Header ",bkcolor<<4 , YELLOW.);
writetext(x1+5,y1+2,"This file may not encrypted by CRYPT",
bkcolor<<4 | txtcolor);
writetext(x1+5,y1+3," or it haé bad header.",
bkcolor<<4 ! txtcolor);
writetext(x1+3,y1+45,"Trying decryption may recieve bad data!",

bkcolor<<4 ! YELLOW);

Errorsong:

xpos{0] = x1+5; xpos[1] = x1+25;

ypos = y2-2;

barsize = 13;

writetext(xpos{0l,ypos,"” Cancel ", normmenu) ;
Tshadow(xpos{[0],ypos,normmenu,sdatb,barsize);
writearrow(xpos[O],ypos,normhide,barsize);
writetext(xpos[1],ypos,"” Continue: ",normmenu);

Tshadow(xpos[l],ypos,normmenu,sdatb,barsize);



writearrow(xpos([1l],ypos,normhide,barsize);

/% Choose overwrite bar */

writeattr(xpos[0O],ypos,hibar,barsize);

do {
ch = get_key();
switch ( ch ) {
case KEY_RIGHT
case KEY_LEFT : if (i == 0) ({
writeattr(xpos{i],ypos,normmenu,barsize);
writearrow(xpos{i],ypos,normhide,barsize);
writeattr(xpos[++i],ypos,hibar,barsize);
}
else {
writeattr(xposf{i],ypos,normmenu,barsize);
writearrow(xpos[i],ypos,normhide,barsize);
writeattr(xpos[--i],ypos,hibar,barsize);
}

break;

case KEY_ENTER

m2 = malloc( (barsize+2)*2 );

Tshadow(xpos{i],ypos,hibar,hideattr,barsize);
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gettext(xpos[i]-1,ypos,xpos[i}j+barsize-1,ypos,m2);

puttext(xpos[i], ypos, xpos[i]+barsize,

‘OKsong;

m2);

puttext(xpos[i]-1,ypos,xpos[i]+barsize-1,ypos,m2);



Tshadow(xpos[i],ypos,hibar,sdatb,barsize);

freeze(150);

free( m2 );

break;

default : break;

}while (ch != KEY_ENTER );

puttext(xl,yl,x2+2,y2+1,ml);

free( mi );

if (i == 0)

{ return(0);

else return(-1);

#undef
#undef
#undef
#undef
#undef
#undef
#undef

#unde’f

#undef
#undef
#undef

#undef

y2

style
boxcolor
bkcolor

txtcolor

normbar
normhide
normmenu

sdatb
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#$undef hideattr

}

Do_DES_Encrypt{(char #*Filein, char *Fileout)

{

#define x1 10
#define yi 9
#define x2 70
#define y2 14

#define bkcolor LIGHTBLUE

Long work[2],Filesize,Memleft,Allocsize;

register int count;

void *Fbuffin,*Fbuffout;

FILE *fin,*fout;

int finnum;
int ratio;

unsigned long i;

/* Key %/
Char UserKey[41];

Long Key[2];

/*¥ rteturn value from get key */

int retval:
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/* use for clock */

long start,now;

/*x file block */

struct ffblk ffblk;
/* pointer to header for encrypting header %/
long *p;

/* find file for initial ffblk */

findfirst( Filein, &ffblk, FA_ARCH | FA_HIDDEN | FA_RDONLY );

/* save old file in attr *x/

header.attr = _chmod( Filein, 0 7;

/* change filein attr to archieve for read write */

_chmod( Filein, 1, FA_ARCH );

fin = fopen( Filein ,"r+b");
fout = fopen( Fileout,"w+b");
if ( fin == NULL || fout == NULL ) {

OpenFileError();
unlink(Fileout);
return;

}



/% initial preheader file */
strcpy(phead;projname,PROJNAME);
phead.method = Method;

/* write file preheader */

fwrite( &phead, sizeof(phead), 1, fout );

/* find file size %/ .
finnum = fileno( fin );

Filesize = filelength( finnum );

Memleft = coreleft() / 2; -
if ( Memleft >= (Filesize + 8) ) {

Allocsize = Filesize + 8 - (Filesize % 8);

Fbuffin = malloc(Allocsize};
Fbuffout = malloc(Allocsize);
}
else {

Allocsize = Memleft - (Memleft % 8);
Fbuffin = malloc(Allocsize);
Fbuffout = malloc(Allocsize);

}

/* assign buffer to input file return O on success %/
setvbuf( fin, Fbuffin, _IOFBF, Allocsize );
/* assign buffer to output file */

setvbuf( fout, Fbuffout, _IOFBF, Allocsize);



/% Input eﬁcrypt key in string format */
.retval = InputEncryptKey( UserKey ,0);
if ( retval == -1 ) {

(ree( Fbuffin );

free( Fbuffout);

fclose(fin);

fclose(fout);

unlink(Fileout);

return;

1 ”

#% change the key string to two long int */

ScramKey( Key, UserKey );

/* Find subkey for encryption */

S_Key( Key );

/* Write scale box x/

A_Scale(xl, yl1, x2, y2);

/% save input file date and time size and name
getftime(finnum, &(header.ftime) );

header.size = Filesize;

strcpy( header.name, ffblk.ff_name );

strcpy( header.password, UserKey );

header.option = Option;

#/
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p = &header;

for( i=0; i < (sizeof(header)-(sizeof(header)%8)+8)/8; i++ )\{
DES_Encrypt_V2( p );
p += 23

}

fwrite(&header, (sizeof(header)-(sizeof(header)%8)+8),

1, fout );

time(&start);
i=0;
éo {
count = fread( (char *)work, 1, 8, fin);
/¥ if ( count != 8 ) { ((char *)work)[7] = —count; } */
DES_Encrypt_V2( work );

fwrite( (char *)work, 1, 8, fout);

if ( (i%250) == 0 ) {

time (&now) ;

ratio = ( (float) ftell(fin) / Filesize ) % 100;
Writeratio( ratio , now-start );

}

it++;
} while ( count == 8 );

/* write the buffer to disk */

flushall();
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/% restore input file attr *x/

Tchmod( Filein, 1, header.attr );

time(&now);
Writeratio( 100 , now-start );

freeze(500);

cputs("\r\n\n\n");
WriteOK(x1+23,y2-2,bkcolor,SHADOW) ;
getch();
WriteOK(x1+24,y2-2,bkcolor,NOSHADOW) ;
OKsong; -
WriteOK(x1+23,y2-2,bkcolor,SHADOW) ;

freeze(150);

FirstScr{);

free( Fbuffin );
free( Fbuffout );
fclose(fin);

fclose(fout);

#undef x1
#undef yl
#undef x2
¥undef y2

#undef bkcolor



Do_DES_Decrypt(char *Filein,

{

$define x1
#define yi
#define x2
#define y2

#$define bkcolor

10

9

70

14

LIGHTBLUE

char *Fileout)

Long work[2],Filesize,Memlieft,Allocsize;

register int count;

void *Fbuffin, *Fbuffout;

FILE ¥fin,*fout;
int foutnum;
int finnum,ratio;

Char UserKey({41];

Long Key[2];
int retval;

unsigned long i;



long start,now:

int validbyte;

Long endsize;

long *p;

/% return status from checkposs #*/

int status;

fin = fopen( Filein ,"r+b");
if ( fin == NULL ) {
OpenFileError();
return;

}

/¥ extract file pre ‘header */

fread( &phead. sizeof(phead),

if ( strcmp(phead.projname, PROJNAME)

status = BadHeader();

if (status == 0) {
return;
}
}

if ( phead.method !'= 0 ) { return;

fin

}
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/* Input encrypt key in string format %/
retval = InputEncryptKey( UserKey, 1 );
if ( retval == -1 ) {

/¥ free( Fbuffin );

free( Fbuffout); */

fclose(fin);

/*¥ fclose(fout});

unlink(Fileout); #*/

return;

}

/* change the key string to two long int */

ScramKey( Key, UserKey );

/% Find subkey for encryption %/

S_Key( Key );

/* extract file header */

fread( &header, sizeof(header)-(sizeof(header)%8)+8, 1, fin );

p = &header;

for(i=0; i< (sizeof(header)-(sizeof(header)%8)+3)/8; i++ ) {
DES_Decrypt_V2( p );

p += 23

/*¥ compare password %/
if( strcmp(header.password,UserKey) '= 0 ) {

IllegalPassword();
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return;

/* get original file name ¥/
strcpy( Fileout, header.name );
status = CheckPoss( Filein. Fileout ):-

if ( status !'= 0 ) { return; }

fout = fopen( Fileout,"w+b");
if ( fin == NULL |} fout == NULL ) {

openFileError();

unfink(Fileout); ‘
retufn:

}

finnum = fileno{ fin );

Filesize = filelength( finnum );

Memieft = coreleft() / 2 ;

if ( Memieft >= (Filesize + 8) ) {

Allocsize Filesize + 8 - (Filesize % 8);

Fbuffin = malloc(Allocsize);
Fbuffout = malloc{Allocsize);
}
else {

Memleft - (Memleft % 8);

Allocsize

Fbuffin

mal-loc(Allocsize);

Fbuffout malloc(Allocsize);



A-98

/*¥ assign buffer to input file return 0 on success */
setvbuf( fin, Fbuffin, _IOFBF, Allocsize );
/¥ assign buffer to output file */

setvbuf( fout, Fbuffout, _IOFBF, Allocsize);

A_Scale(xl, y1, x2, y2);

time(&start);

i = 0;

while ( !feof(fin) ) {
count = fread( work,1,8,fin );
DES_Decrypt_V2( work );

fwrite( work, 1, count. fout);

time{&now)

ratio = { (float) ftell(fin) / Filesize )} * 100:
Writeratio{ ratio . now-start );

}

P4+
3

/% This four line is extraneous :to the program %/

/% 1if it is deleted chsize and setftime mav errotr %/



fseek{ fout. -SL. SEEK_END ):
fread( work, 1, S. fout ):
validbyte = ({char *)work)[7];

endsize = ftell( fin ) - 8 + validbyte;

foutnum = fileno( fout ); /*¥ get the output file handle */

/*¥ this is true file size %/
endsize = header.size;
/*¥ restore its size *x/

chsize( foutnum, endsize );

/* restore its date and time %/

setftime( foutnum, &header.ftime );

/% write the buffer to disk */

flushall();

time (&now) ;
Writeratio( 100 , now-start );

freeze(500);

cputs("\r\n\n\n");
WriteOK(x1+23.y2-2,bkcolor,SHADOW) ;
getch(); |
WriteOK(x1+24,y2-2,bkcolor,NOSHADOW) ;
OKsong;

WriteOK(x1+23,y2-2,bkcolor,SHADOW) ;



freeze(150);

FirstScr();

free(Fbuffin );
free(Fbuffout);
fclose(fin);

fclose(fout);

#undef x1
#undef y1
#undef x2
#undef y2
#undef bkcolor
}

Do_UDES_Encrypt(char *Filein, char *Fileout)

{

#define x1 10
#define yl1 9
#definme x2 70
#define y2 14

#define bkcolor LIGHTBLUE

Long work[2],Filesize,Memleft,Allocsize;

register int count;



void #Fbuffin,*Fbuffout;

FILE *fin,*fout;

int .finnum;
int ratio;

unsigned long i;

/* Key */
Char UserKey[41];

Long Key([21;

/% return value from get key */

int retval;

/* use for clock #*/

long start,now;

/¥ file block %/

struct ffblk ffblk;

/% peinter to header for encrypting header */

long *p:

register int k,l:

/% find file for initial ffblk */

findfirst( Filein, &ffblk, FA_ARCH | FA_HIDDEN |, FA_RDONLY );
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Y% save old file in attr */

header.attr = _chmod( Filein, 0 );

/*¥ change filein attr to archieve for read write %/

_chmod( Filein, 1, FA_ARCH );

fin = fopen( Filein ,"r+b");
fout = fopen( Fileout,"w+b");
if ( fin == NULL !} fout == NULL ) {

OpenFileError();
unlink(Fileout);

return;

}

/% initial preheader file */
strcpy(phead.projname,PROJNAME) ;
phead.method = Method;

/* write file preheader */

fwrite{( &phead, sizeof(phead), 1, fout );

/% find file size */
finnum = fileno( fin );

Filesize = filelength( finnum );

Memleft = coreleft() / 2;
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if ( Memleft >= (Filesize + 8) ) { ' ———

Allocsize = Filesize + 8 - (Filesize % 8);
Fbuffin = malloc(Allocsize);
Fgﬁffout = malloc(Allocsize);

}

else {

Allocsize = Memleft - (Memleft % 8);
Fbuffin = malloc(Allocsize);

Fbuffout = malloc(Allocsize);

}

/* assign buffer to input file return O on success */
setvbuf( fin, Fbuffin, _IOFBF,; Allocsize );
/* assign buffer to output file */

setvbuf( fout, Fbuffout, _IOFBF, Allocsize);

/* Input encrypt key in string format */
retval = InputEncryptKey( UserKey ,0);
if ( retval == -1 ) {

free( Fbuffin );

free( Fbuffout);

fclose(fin);

fclose(fout);

unlink(Fileout);

return;

}

/* change the key string to two long int */



ScramKey( Key, UserKey );

/% Find subkey for encryption ¥/

S_Key( Key );

/* Write scale box %/

A Scale(x1l, y1, x2, y2);

/* save input file date and time size and name */
getftime(finnum, &(header.ftime) ); ‘
header.size = Filesize;

strcpy( header.name, ffblk.ff_name );

strcpy( header.password, UserKey );

header.option = Option;

/*¥ encrypt header */
p = &header;

for( i=0; i < (sizeof(header)-(sizeof(header)%8)+8)/8;

i++ )
{
DES_Encrypt_V2( p );
p += 23
}

fwrite(&header, (sizeof(header)-(sizeof(header)%8)+8),

1, fout );

/% init UDES pattern %/

for (k=0; k<8 ;k++) {




}
i++;

} while ( count == 8 );

/* write the buffer to disk */

flushall();

/* restore input file attr */

_chmod( Filein, 1, header.attr );

time (&now);
\
Writeratio( 100 , now-start );

freeze(500);

cputs("\r\n\n\n");
WriteOK(x1+23,y2-2,bkcolor,SHADOW);
getch();
WriteOK(x1+24,y2-2,bkcolor,NOSHADOW) ;
OKsong;
WriteOK(x1+23,y2-2,bkcolor,SHADOW) ;
freeze(150);

FirstScr();

/* restore data */
for (k=0; k<8 ;k++) {
for (1=0; 1<64; l++) {

Sbuff[k][1] = S[k][1];
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free( Fbuffin );
free( Fbuffout );
fclose(fin);

fclose(fout);

#undef x1
#undef y1
#undef x2
#undef y2

#undef bkcolor

Do_UDES_Decrypt(char *Filein, char *Fileout)

{

#define x1 10
#$define yl1 9
#define x2 70
#define y2 14

#define bkcolor LTGHTBLUE

Long work[2].Filesize,Memleft,Allocsize;

register int count;

void *Fbuffin, *Fbuffout;



FILE #fin,*fout;

int foutnum;

int finnum,ratio;

Char UserKey[41];

Long Key{2];

int retval;

unsigned long i;

long start,now;

int validbyte;

Long endsize;

long *p;

/% rteturn status from checkposs %/

int status;

register int k,l;s

fin = fopen( Filein ,"r+b");

if ( fin == NULL ) {
OpenFileError();

return;
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/* extract file pre header */
fread( &phead, sizeof(phead), 1, fin );
if ( strcmp(phead.projname, PROJNAME) != 0 ) {

status = BadHeader();

if (status == 0) {
return;
}
. :
if ( phead.method != 1 ) { return; }

/* Input encrypt key in string format */
retval = InputEncryptKey( UserKey, 1 );
if ( retval == -1 ) {

/% free( Fbuffin );

free( Fbuffout); */

fclose(fin);

/% fclose(fout);

unlink(Fileout); */

return;

/* change the key string to two long int */

ScramKey( Key, UserKey );

/% Find subkey for encryption %/
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S_Key( Key );

/* extract file header */

fread( &header, sizeof(header)-(sizeof(header)%8)+8, 1, fin );

p = &header;

for(i=0{ i< (sizeof(header)-(sizeof(header)%8)+8)/8; i++ ) {
DES_Decrypt_V2( p );

p += 2

/* compare password */
if( étrcmp(header.password,UserKey) 1= 0-) {
IllegalPassword();

return;

/*¥ get original file name %/
strcpy( Fileout, header.name );
status = CheckPoss( Filein, Fileout );

if ( status != 0 ) { return; }

/* extract file UDES header */

fread( &UDES, sizeof (UPES)-(sizeof (UDES)%8)+8, 1, fin );

p = &UDES;

for(i=0; i< (sizeof(UBPES)-(sizeof (UDES)%8)+8)/8; i++ ) {
DES_Decrypt_V2( p );

p += 23
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/% initial Sbox for decryption %/
y* init UDES pattern */
for (k=0; k<8 ;k++) {

for (1=0; 1<64; 1++) {

S{k][{1] = UDES.UDES_S[k1[1];

fout = fopen( Fileout,"w+b");

if ( fin == NULL 1}, fout == NULL ) {
OpenFileError();
unlink(Fileout);

return;

finnum = fileno( fin );

Filesize = filelength( finnum );

Memleft = coreleft() / 2 ;
e
if ( Memleft >= (Filesize + 8) ) {

Filesize + 8 - (Filesize % 8); ~

Allocsize

Fbuffin = malloc(Allocsize);
Fbuffout = malloc(Alklocsize);
}
else {

Allocsize Memleft - (Memleft % 8);

Fbuffin

malloc(Allocsize);

Fbuffout malloc(Allocsize);



/* assign buffer to input file return O on success
setvbuf( fin, Fbuffin, _IOFBF, Allocsize );
/* assign buffer to output file %/

setvbuf( fout, Fbuffout, _IOFBF, Allocsize);

A_Scale(x1l, yl, x2, y2);

time(&start);

i = 0;

while ( !feof(fin) ) {
count = fread( work,1,8,fin );
UDES_Decrypt( work );

fwrite( work, 1, count, fout);

if ((i % 250) == 0) {
time (&now) ;
ratio = ( (float) ftell(finm) / Filesize

Writeratio( ratio , now-start );

i++;

/* This four line is extraneous to the program %/

. AN
/¥ if it is deleted chsize and setftime may error
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*/

) % 100;

*/



fseek( fout, -8L, SEEK_END );
fread( work, 1, 8, fout );
validbyte = ((char *)work)[7];

endsize = ftell{( fin ) - 8 + validbyte;

foutnum fileno( fout ); /* get the output file handle */
/% this is true file size */

endsize = header.size;

/% restore its size */

chsize( foutnuT, endsize );

/% restore its date and time */

setftime( foutnum, &header.ftime );

/* write the buffer to disk #*/

flushall();

time (&now);
Writeratio{( 100 , now-start );

freeze(500);

cputs("\r\n\n\n");
WriteOK(x1+23,y2-2,bkcolor,SHADOW) ;
getch():
WriteOK(x1+24,y2-2,bkcolor,NOSHADOW) ;
OKsong;

WriteOK(x1+23,y2-2,bkcolor, SHADOW);



freeze(150);

FirstScr();

free(Fbuffin );
free(Fbuffout);
fclose(fin);

fclose(fout);

#undef x1
#undef y1
#undef x2
$undef y2
#undef bkcolor

}

A_Scale(int x1, int yl, int x2, int y2)
{

#define style SINGLE

#define boxcolor WHITE

#define bkcolor LIGHTBLUE

#define txtcolor WHITE

textbox(x1+25,y1+2,x2~25,y2-2,style,boxcolor,
bkcolor,txtcolor,SHADOW) ;
freeze(50);

textbox(x1+20,y1+2,x2-20,y2-2,style,boxcolor,
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bkcolor,txtcolor, SHADOW) ;

freeze(50);

textbox(x1+15,y1+1,x2-15,y2-1,style,boxcolor,

bkcolor,txtcolor, SHADOW) ;

freeze(100);

textbox(xl,y1,x2,y2,style,boxcolor,bkcolor,txtcolor,SHADOW);
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writetext(x1+1o,y1+2,"Mmmmmmmmmmmmnmmmmmmmmmmmmmmmmmmmmmmmmmmm",

bkcolor<<4|txtcolor);

writetext(x1+10,y1+3,"Time used 00:00:00

bkcolor<<4itxtcolor);

#undef style
#undef boxcolor
#undef bkcolor

#undef txtcolor

}

Writeratio(int ratio, long nsec

{

#define x 10
#define y 9

register int 1i;

gotoxy(45,3);

textattr (LIGHTBLUE<<4|YELLOW);

cprintf ("%3d%%",ratio);

)

Complete

) O%H ’



gotoxy(20,3);
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cprintf("%021d:%021d:%021d",nsec/3600, nsec/60, nsec%60 );

writentext(x+10,y+2,’ ’,YELLOW,(int)(ratio/z.S));

#undef x

#undef y

}

int handler(int errval, int ax, int bp,

{

#define
#define
#define
#define
#define
#define
#define

#define

int dri

char ;msg

textbox(x1+15,y1+3,x2-15,y2-3,SINGLE, boxcolor,

fre

x1 36
vl 12
X2 71
v2 21
style
boxcﬁlor
bkcolor

txtcolor

ve;

[22]7;

SINGLE

WHITE

LIGHTRED

WHITE

bkcolor,txtcolor,NOSHADOW) ;

eze(50);

int si)
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textbox(x1+12,y1+2,x2—12,y2—2,SINGLE,boicolor,
bkcolor,txtcolor,NOSHADOW) ;

freeze(50),;

textbox(x1+9,y1,x2-9,y2,SINGLE,boxcolor,
bkcolor,txtcolor,NOSHADOW) ;

freeze(50);

drive = (ax & O0xO00FF);
teitbox(xl,y1,x2,y2,SINGLE,boxcolor,bkcolor,txfcolor,SHADOW);
writetext(x1+11,y1+2,"Critical Error",bkcolor<<4 ! YELLOW);
writetext(x1+10,y1+4,"Device Error or",bkcolor<<4 i« WHITE);

sprintf(msg,"Disk Error on Drive %c:",drive +’A7);

writetext(x1+7,y1+5,msg,bkcolor<<4 | WHITE);

Errorsong;
WriteOK(x1+12,y2-2,bkcolor, SHADOW) ;
getch();
WriteOK(x1+13,y2-2,bkcolor,NOSHADOW) ;
OKsong;
WriteOK(x1+12,y2-2,bkcolor, SHADOW) ;

freeze(150);

FirstScr(}); /* clear box */
hardretn(-l); /* return calling program */
#undef x1
#undef y1

#undef x2



#undef
#¥undef
#undef
#undef
#undef
}

Option_

{

#define
#define
#dgfine
#define
#define
#define
#define
#define
#¢define
#define

#define

int xpo

/* menu

v2

style
boxcolor
bkcolor

txtcolor

Menu( int optionpos[] )

x1 10

y1 5

x2 70

v2 20

style SINGLE
boxcolor WHITE
bkcolor LIGHTBLUE
txtcolor  WHITE
normmenu LIGﬁTGRAY
tickcolor LIGHTRED

LAST 4

5,YpPOS;

position */

void *ml;

/

textbox(x1+25,y1+6,x2-25,y2-6,SINGLE,boxcolor,

¥ make explode box */

bkcolor,txtcolor,NOSHADOW) ;
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freeze(50);

textbox(x1+20,y1+4,x2-20,y2-4,SINGLE,boxcolor,
bkéolor,txtcolor,NOSHADOW);

freeze(50);

textbox(x1+15,y1+1,x2-15,y2-1,SINGLE,boxcolor,
bkcolor,txtcolor,NOSHADOW) ;

freeze(50);

textbox(x1,yl1,x2,y2,style,boxcolor,
bkcolor,txtcolor, SHADOW) ;
writeattr(xl,yl,scolor<<4|scolor,x2-x1+1);

writetext(x1+23,y1," Option Menu ", (scolor<<4)|RED );

"Xpos = x1+5;

yi+2;

ypos

/* yposition */

optionpos([0] = ypos+1;
optionpos[1] = ypos+2;
optionpos[2] = ypos+5;
optionpos{3] ='ypos+8;

/* ok xy position */

optionpos{4] x1+23;

optionpos{5] v2-2;
/* Xxposition %/
optionpos[6] ="xpos;

optionpos[7] = xpos+7;

textbox(xpos,ypos,x2—:,ypos+3,style,boxcolor,

bkcolor,txtcolor,NOSHADOW) ;
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writetext(xpos+5,ypos," Method ",bkcolér<<4:YELLOW):
writetext(xpos+7,optionpos{0],"DES",bkcolor<<4|txtcolor);
writetext(xpos+7,optionpos{1t],"U~-DES",bkcolor<<4|txtcolor);
writetext(xpos+20,optionpos(01],

"Use original DES pattern"”,bkcolor<<4 txtcolor);
writetext(xpos+20,optionpos{1],

"User modify DES pattern”,bkcolor<<4|txtcolor);

Tshadow(xpos,optionpos([2],normmenu<<4,bkcolor<<4,14);

writetext{xpos,optionpos{2],"” DES modify ",normmenu<<4); >

writearrow(xpos,optionpos[2],normmenu<<4normmenu, 14);

writetext(xpos+20,optionpos[2],TModify DES block using by",
bkcolor<<4|txtcolor);

writetext(xpos+20,ypos+6,"U-DES method",bkcolor<<4itxtcolor);

writetext{xpos+7,optionpos{3]."Verify",bkcolor<<4)txtcolor);
writetext(xpos+20,optionpos{3],

"Verify writing data to ensure'",bkcolor<<4|txtcolor);
writetext(xpos+20,ypos+9,"that the written data is correct'”,

bkcolor<<4, | txtcolor):

WriteOK{cptionpos[4].¥2-2,bkcolor,SHADOW) ;
writeattr(optionpos[4].v2-2,normmenu<<4,14);

writearrow{optionpos{4],y2-2.normmenu<<4 |normmenu.14);

/% write method indication */
writetext(optionpos{7]-3,optionpos{Method],"3",

bkcolor<<4!txtcolor);



if( getverify() == 1) {

writetext(optionpos{[7]-3,optionpos{[3],"3",

bkcolor<<4itxtcolor);

CuroOn();

window(1,1,80,25);

Option_Select( int optionpos{] )
{
int cur=d}

void *mi;

.CurOn();
window(1,1,80,25);

WriteOption( cur , optionpos };

for ( ;3 ) {
switch( get_key() ) ¢
case KEY_UP
if( cur t= 0 ) {
DeleteOption( cur, cptionpos );
cur--;

WriteOption( cur, optionpos );

break;
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}

if( cur == 0 ) {
DeleteOption( cur, optionpos );
cur = LAST;
WriteOption{ cur, optionpos ):

break;

case KEY_DOWN
if( cur !'= LAST ) {
DeleteOption( cur, optionpos );

cur++;

WriteOption( cur, optionpos );

break;
}
if( cur == LAST ) {
DeleteOption( cur, optionpos );
cur = 0;
WriteOption( cur, optionpos );
break;
}

case KEY_ENTER
case KEY_SPACE : if ( cur == 0 ) {
writetexf(optionpos[?]—3,optionpos[cur],"2",
bkcolor<<4|tickcolor);
Method = 0;
writetext(optionpos[7]-3,optionpos[1]," ",
bkcolor<<4itxtcolor);

break;
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}
if ( cur == 1) {
writetext(optionpos[7]-3,optionpos{cur],”"3",
bkcolor<<4|tickcolor);
Method = 1;
writetext(optionpos[7]-3,optionpos{0]," ",
bkcolor<<4:txtcolor5;
break;
}
if ( cur == 3 ) {
7* not verify set to verify %/
if( getverify() == 0 ) {
writetext(optionpos[7]-3,optionpos{cur],"3",
bkcolor<<4itickcolor);
setverify(1);

break;

}

/% already verify set to not verify */
if( getverify() == 1) {
writetext{optionpos[7]-3,0ptionpos[cur},"” ",
* bkcolor<<#4|tickcolor);

setverify(0);

break;

/% chage DES pattern ¥/
if( cur == 2 ) |

ml = malloc(2*%16);
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gettext(optionpos[s]—l,optionpos[2],6ptionpos[6]+13,' I —
optionpos[2],m1);

Tshadow(optionpos[s],optionpos[Z],hibar,
bkcolor<<4|bkcolor,14);

puttext(optionpos[G],optionpos[Z],optionpos[6]+14,-
optionpos[2],ml);

OKsong{

puttext(optionpos[6]—1,optionpos[Z],optionpos[6]+13,
optionpos{[2],ml);

Tshadow(optionpos[6],optionpos[2],hibar,
bkcolor<<4|BLACK, 14);

free(ml);

'S_modify(o);

/* write option menu */
Option_Menu( optionpos );

/* put bar selection */
WriteOption( cur, optionpos );

break;

if( cur == LAST ) {

/% WriteOK(optionpos[4],optionpos(S],bkcolor,SHADOW);
getch();*/
WriteOK(optionpos[4]+1,optionpos[S],bkcolor,NOSHADOW);
OKsong;
WriteOK(optionpos[4],optionpos[S],bkcolor,SHADOW);
freeze(150);

Curoff();



FirstScr();

return;

}

default

break;

} /% end of for loop #*/

#undef x1
#undef y1
#undef x2

#undef y2
#undef style
#undef boxcolor
#undef bkcolor
#undef txtcolor
#undef normmenu
#undef tickcolor

#undef LAST

}

DeleteOption(int menu , int optionpos(]

{

#define boxcolor
#define bkcolor

#define txtcolor
#define normmenu

gdefine tickcolor

WHITE

LIGHTBLUE

WHITE

LIGHTGRAY

LIGHTRED

)
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writeattr(optionpos[7]-3,optionpos[menu],
bkcolor<<4 txtcolor,12);
return;
}
if ( menu == 2 ) {
CurOff();
writeattr(optionpos[6],optionpos[menul],
normmenu€<4,14);
writearrow(optionpos[G],optionposfmenu],
normmenu<<4,normmenu, 14);

return;
}
if ( menu == 4 ) {
CurOff();
writeattr(optiohpos[4],optionpos[S],normmenu<<4,14);
writearrow(optionpos[4],optionpos{51],
normmenu<<4,normmenu, 14);

return;

#undef boxcolor
#undef bkcolor

#undef txtcolor
#undef normmenu

#undef tickcolor
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WriteOption(int menu, int optionpos{[] )
{

#define boXcolor  WHITE

#define bkcolor LIGHTBLUE

#define txtcolor WHITE

$define normmenu LIGHTGRAY

#define tickcolor LIGHTRED

if( ( menu == 0 ) || ( menu == 1 ) !! ( menu == 3 ) ) {

Curon();
gotoxy(optionpos[7]-3,optionpos[ﬁenu]);

writeattr(optionpos[7]-3,optionpos{menu],bkcolor<<4|tickcolor,12);
return;

}

if ( menu == 2 ) {
Curoff();
writeattr(optionpos[6],optionpos[menu],hibar,14);
return;

}

if ( menu == ) {
CurOff();
writeattr(opticnpos[4],optionpos{5],hibar,14);
return;

}

#undef boxcolor

#undef bkcolor
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#undef txtcolor e
#undef normmenu
#undef tickcolor

}

main()

{

void *ml;

char Infile[80],0utfile[80];

int menupos[7],
optionpos[8],

Status;

harderr( handler );

Initialize(); /* init program config and parameter */
WriteFirstScr(); /¥ Write first screen %/
Demoname( ) ; /% Demo program name %/

for ( 55 ) |

ml = malloc( (80%2) * (24) );

gettext(1,2,80,24,m1); /*¥ getbackground */
WriteMenu(menupos); /¥ Write menu box */
Func = MenuSelect(menupos); /* Select menu */

puttext(1,2,80,24,ml); /% putbackground */

free( ml );
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switch( Func ) {
/¥ Encryption Function %/
case 0 : GetEncryptName(Infile,Outfile,Func);
Status = CheckPoss(Infile,Outfile);
if (Status == 0) {
if (Method == 0) {

Do_DES_Encrypt{(Infile,Outfile);

}
if (Method == 1) {
Do_UDES_Encrypt(Infile,Qutfile);
}
}
break;

/* Decryption Function %/
case 1 : GetEncryptName(Infile, NULL, Func);
if (Method == 0) {

Do_DES_Decrypt(Infile,Outfile);

}
if (Method == 1) {
Do_UDES_Decrypt(Infile.Outfile);
}
break;

/* Set Option %/
case 2 : Option_Menu(optionpos);
Option_Select(optionpos);

break;



/¥ Exit to DOS x/

case 3 : ExitFunc(); break;

default : break;

} /% End of switch */

} /* End of for */
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APppendix D /

File. ¢ UDES.C

Function : File for change S box data.



#include

#include

#include
#include

#include

"conio.h"

"stdlib.h"

"B:\text\bitdef.c"
"B:\text\textbox.h"

"B:\fext\getkey.h"

extern Char S[8][64];

extern Char DES_S[8]{64]1;

extern Char Sbuff[8][64];

#define scolor WHITE

#define hibar scolor<<4BLUE :

#define OKsong play("T100004GAOSDS")

#define Clickl play("T500L3204EBS")

S_modify(int Snum)

{

#define x1 3

#define yi1 3

#define x2 76

#define y2 22

#define style SINGLE

#define boxcolor WHITE

f#define bkcolor LIGHTBLUE

#define txtcolor LIGHTGRAY

#define barcol LIGHTGRAY

#define select LIGHTGRAY<<4 | BLACK
#define Sbar 4
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#define bigbarlength 68 e

int i,j,k;

int xpos,ypos[4];

char msg[201;

int okxpos,nextpos,previouspos;

/% msg is location for displgy interchange data */
int msgxl,msgx2,msgy;

void *ml,*m2;

/% status for rniextbox O0: next 1: previous 2: Ok %/

int stat=0;

7% change status O : no input */
/* 1 : one input */
/* 2 : two input change process done %/

int chgstatus = 0;

/¥ first number of selection to change */

int first;

/% alloc mem for white bar and nextstatus¥%/

m2 = malloc(2%16%2);

textbox(x1+433,y1+8,x2-33,y2-8,style,boxcolor,bkcolor, txtcolor,SHADOW) ;

freeze(50);

textbox(x1+30,y1+6,x2-30,y2-6,style,boxcolor,bkcolor, txtcolor,SHADOW) ;



freeze(50);
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textbox(x1+20,y1+5,x2—20,y2—5,style,boxcolor,bkcolor,txtcolor,SHADOW);

freeze(50);

textbox(xl,yl,x2,y2,sty1e,boxcolor,bkcolor,txtcolor,SHADOW);
sprintf(msg," S-Box Number %d ", Snumt+ 1);

writetext(x1+30,y1,msg,bkcolor<<4:YELLOW);

/* Xpos X position for bigbar */
/* ypos y position for bigbar */

Xpos = x1+5;

y1+5; ypos[1] = y1+8;

ypos{0]

ypos[2] = y1+11; ypos[3] = y1+14;

/* display interchage data */

msgxl = Xx1+32; msgx2 = X1+41;

msgy y1+2;
window(xpos,ypos[01,x2,y2);
textattr(bkcolor<<4}txtcolor);
for ( i=0,j=0; i<64; i++,j++ ) {

cprintf(" %2d ",Sbuff[Snum][i]);

if ( (j == 15)&&(i<63) ) { j=-1; cprintf("\r\n\n\n"); }
}

window(x1+1,y1+1,x2—1,y2—1);

/% write change message *x/

writetext(msgx1—13,msgy,"Interchange and ",bkcolor<<4}boxcolor);



/* write big bar */

Write_S_Bigbar(xpos-2,ypos[0], select, bigbarlength);

/% write select choice */

Tshadow(xpos,ypos[0],hibar,select,Sbar);

/% write Next */
nextpos = x1+12;
writetext(nextpos,yZ—é," Next ",select);
Tshadow (nextpos,y2-2,select,bkcolor<<4;BLACK, 14);

writearrow(nextpos,y2-2,select]|((select)>>4),14);

/* write Previous */

previouspos = x1+30;

writetext(previouspos,y2-2," Previous ",select);
Tshadow(previouspos,y2—2,se1ect,bkcolor<<4:BLACK,14);

writearrow(previouspos,y2-2,select;((select)>>4),14):

/* write Ok */

okxpos = x1+4S;
WriteOK(okxpos.y2-2,bk¢olor, SHADOW) ;
writeattr(okxpos,y2-2,select.14);

writearrow(okxpos.y2-2,select|((select)>>4),14);

/% i refer to x position 1-15 for line 1-3 */
/% j refer to y position 1-4 4 is ok line */
/% k is x position of select bar */

for{ i=0,j=0,k=xpos;; ) {

A-135



A-136

/* write select arrow */

writearrow(k,ypos[j],hibar,Sbar);
switch( get_key() ) {

case KEY LEFT : if ( (j !'=4) ) {
/% delete old one */
Tshadow(k,ypos[j],select,select|((select)>>4),Sbar);

"non

writetext(k+Sbar,ypos{ijl, ,select);
writentext(k,ypos[jl+1,’ ’,select,Sbar+1);

/* delete arrow */

‘writetext(k,ypos[jl," ",select);
writetext (k+Sbar-1,ypos[j]," ",select);
if (i==0) {

i =163

k = xpos+(16*Sbar);
}

/* select new one %/
k -= Sbar;
1=
Tshadow(k.ypos[j],hibar,select,Sbar);
/% write select arrow */
writearrow(k,ypos[j],hibar,Sbarj;
break;

}

if (j==4){
if (stat '= 0) {

/% delete old */

writeattr(nextpos+(stat*18),y2-2,select,14);
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writearrow(nextpos+(gtat*ls),y2—2,se1ect:((select)>
/* write new */
stat-—;
writeattr{nextpos+(stat*18),y2-2,hibar,14);
break;
}
if (stat == 0) {
/* delete old */ .
writeattr(nextpos+(stat*18),y2-2,select,14);
writearrow(nextpos+{stat*18),y2-2,select|((select)>
/¥ write new %/
stat = 2;
writeattr(nextpos+(stat*18),y2-2,hibar,14);

‘break;
¥

break;
case KEY RIGHT : if ( (j !'= 4) ) {
/* delete old one */

Tshadow(k.ypos[j],select,select|{(select)>>4),Sbar);

[ L

writetext(k+Sbar,ypos[j], ,select);

writentext(k,ypos{jl+1,’ ’,select,Sbar+l);
/* delete arrow */

LA L

writetext(k,ypos{j], .select);

writetext (k+Sbar-1,ypos[jl," ",select);
if (i==13) {
i=-1;

~
]

Xpos-Sbar;
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}

/* select new one %/
k += Sbar;

i++;

Tshadow(k,ypos{j],hibar,select,Sbar);
/% write select arrow %/
writearrow(k,ypos([j],hibar,Sbar);

break;

if (j=4){
if (stat == 2) {
/* delete old */
writeattr(nextpos+(stat*18),y2-2,select,14);
writearrow(nextpos+({stat*18),y2-2,select| ((select):
/% write new */
stat = 0;
writeattr(nextpos+(stat*138),y2-2,hibar,14);
break;
}
if (stat !'= 2) {
/% delete old */
writeattr{nextpos+(stat*1S).y2-2,select,14);
writearrow(nextpos+{stat¥13).y2-2.select|{(select):
/% write new %/
stat++;
writeattr(nextpos+(stat®18),y2-2,hibar,14):
break:

}
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break;
case KEY_UP : if (chgstatus !'= 0) { break; }
if (j ==4) {

if

/* delete Ok bar */
-writeattr(nextpos+(stat*18),y2-2,select,14 );
writearrow(nextpos+(stat*18),y2-2,select|((select)>>4)
/* write new big bar */

j==3

Write_S_Bigbar(xpos-2,ypos[j],select,bigbarlength);

/¥ write select bar */

Ishadow(k,ypos[j],hibar,select,Sbar);
/* write select arrow */

writearrow(k,ypos[j],hibar,Sbar);

break;

(i 1= 4) {

/¥ delete select bar %/
Tshadow(k,ypos[j],select,select|((select)>>4),Sbar);
writetext(k+Sbar,ypos{j]," ",select);
writentext(k,ypos{jl+i,’ ’.select,Sbar+1);

/* delete arrow */
writetext(k,ypos[j]," ",select);
writetext(k+Sbar-1.,ypos(jl,” ",select);

/* delete old big bar */
Write_S_Bigbar(xpos~2,ypos[j],bkcolor<<4|txtcolor,bigbarlength);

/% if it is the top */



A-140

if (j==0) {

/* write bar at OK */

/* WriteOK(okxpos,y2-2,bkcolor,SHADOW); */

writeattr(nextpos+(stat*18),y2-2,hibar,14);

=4
}
else {
/* write new big bar */
J==3
Write_S_Bigbar(xpos-2,ypos[j],select,bigbarlength);
/* write select bar */
Tshadow(k,ypos[j],hibar,select,Sbar);

/% write select arrow %/

writearrow(k,ypos[j],hibar,Sbar);

}

}
break; -
case KEY DOWN : if (chgstatus != 0) { break: }

if (j==4) |
/* delete Ok bar */
writeattr(nextpos+(stat*18),y2-2,select,14 );
writearrow(nextpos+(stat*18),v2-2,select;({(select)>>4),14);

/* write new big bar */

=03
Write_S_Bigbar(xpos-2,ypos{j],select,bigbarlength);
/* write select bar #*/
Tshadow(k,ypos{j],hibar,select,Sbar);

break;
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}
if (jr=4) {
/* delete select bar */
Tshadow(k,ypos[jl,select,select|((select)>>4),Sbar);

"N

writetext (k+Sbar,ypos{jl], ,select);

writentext(k,ypos[jl+1,’ ’,select,Sbar+l);
/* delete arrow */

LA L

writetext(k,ypos[jl," ",select);

"ot

writetext (k+Sbar-1,yposijl], ,select);
/* delete old big bar %/
Write S_Bigbar(xpos-2,ypos[j],bkcolor<<4|txtcolor,bigbarlength);
/* if it is the top */
if (j==3) {
/* write bar at OK */

/* WriteOK(okxpos,y2-2,bkcolor,SHADOW); */

writeattr(nextpos+(stat*18),y2-2,hibar,14);

élse {
/% write new big bar #*/
jHt:
Write_S_Bigbar(xpos—2,ypos[j],select,bigbarlength);
/¥ write select bhar */
Tshadow(k,ypos[j],hibar,select,Sbar);

/* write select arrow %/
writearrow(k,ypos[j],hibar,Sbar);

}
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break;

case KEY_SPACE :

case KEY_ENTER : if( j!=4 ) {
/* hide shadow */
Tshadow(k,ypos[j],hibar,barcol<<4|barcol,Sbar);
/* move 1 char cell */
gettext(k-1,ypos[jl,k+Sbar-1,ypos[j],m2);
puttext (k,ypos{jl,k+Sbar,ypos{j]l,m2);

Clickl;

/* teplace */
Tshadow(k,ypos[j],hibar,select,Sbar);

pﬁttext(k—l,ypos[j];k+Sbar—1,ypos[j],m2);

chgstatus++;

/% put to change message %/
" if ( chgstatus == 1 ) {
puttext(msgxl,msgy,msgx1+Sbar,msgy,m2);
writeattr(msgxl.msgy,bkcolor<<4,YELLOW,5);

/* delete arrow */
writetext(msgxi+1,msgy,”" ".bkcolor<<4YELLOW):
writetext(msgxl+Sbar.msgy," ",bkcolor<<4)YELLOW);
first = i;

}

if ( chgstatus == 2) {
chgstatus = 0;
puttext(msgx2,msgy.msgx2+Shar,msgy . m2);
writeattr(msgx2.msgy,bkcolor<<4|YELLOW,5):

/% delete arrow %/
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writetext{msgx2+1,msgy," ",bkcolor<<4|YELLOW);
writetext(msgx2+Sbar,msgy," ",bkcolor<<4!YELLOW);

/* swab data */

S_swab( &Sbuff[Snum][first+{j*16)], &Sbuff[Snum]{i+(j*16)]1 );
/* display change */

/* put second data to first %/
puttext(xpos+(first*Sbar)-1,ypos{[j],xpos+(first*Sbar)+Sbar-1,ypos{j]l,m2);
writeattr(xpos+(first*Sbar),ypos[jl,select,Sbar+1);

/* delete arrow of the second data to be first */

writetext(xpos+(first*Sbar),ypos{j], ,select);

" on

writetext(xpos+(first*Sbar)+Sbar-1,ypos[jl, ,select);

/* put first data to second */
gettext(msgxl+1l,msgy,msgxl+Sbar,y1+2,m2);
puttext (k,ypos[j],k+Sbar-1,ypos{j],m2);

Tshadow(k,ypos[j],hibar,select,Sbar);

/* clear select number msg */

freeze(300);

writetext(msgxl,msgy," ",bkcolor<<4 | YELLOW);
writetext(msgx2,msgy," ",bkcolor<<4|YELLOW);

}

break;

if( j==4) {
if (stat == 2) {
WriteOK(okxpos+1.,y2-2,bkcolor,NOSHADOW) ;
OKsong;

WriteOK({okxpos,y2-2.bkcolor,SHADOW) ;



freeze(150); 4 _—

free(m2);
FirstScr();
return;

}

if (stat '= 2) {
Tshadow(nextpos+(stat*18),y2-2,hibar,bkcolor<<4!bkcolor, 14);
gettext(nextpos+(stat*18)—1,y2—2,nextpos+(stét*18)416,y2—2,m2);
puttext(nextpos+(stat*18) ,y2-2,nextpos+(stat*18)+15,y2-2,m2);
OKsong; I
freeze(100);
puttext(nextpos+(stat*18)—1,y2-2,nextpos+(stat*18)+16,y2—2,ﬁ2);
Tshadow(nextpos+(stat*18),y2-2,hibar,bkcolor<<4!BLACK,14);

freeze(100);
free( m2 });

/* next sbox replacement %/
if (stat == 0) {
if (Snum !'= 7) {

Snum++;

else {
Snum = 0;
}
FirstScr();
S_modify{ Snum );

return;
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' /% previous box */
if (stat == 1) {
if (Snum != 0) {
Snum--;
}
else {
Snum = 7;
}
FirstScr();
S_modify( Snum );

return;

} /¥ end if stat != 2 %/

} /* end if j == 4 x/
default : break;

}

#undef x1
#undef y1
sundef x2
#undef .y2
#undef style
#undef boxcolor
#undef bkcolor
#undef txtcolor

#undef barcol



A-146
#undef select —_ -
#undef Sbar

#undef bigbarlength
}

Write_S_Bigbar( int x, int y, int attr, int size )

{
writeattr(x,y-1,attr,size);
writeattr(x,y, attr,size);
writeattr(x,y+1,attr,size);
}

S_swab{ char *a, char *b)
{

int tmp;

tmp = *a;
*g = *b; -
*b = tmp;



File

Function
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Apprendix E

BITDEF .C

File contains bit values for using in DES algorithm.



/* BitDef.c

/* define the bit value for use in program %/

typedef unsigned long

typedef unsigned int

typedef unsigned char

/% B¥L -> define in long int 32 bits

#define BIL
#define B2L
#define B3L
#define B4L
#define BSL
#defirie B6L
#define B7L
#define BSL
#define BIL
#define B10OL
#define B11L
#define B12L
#define B13L
#define B1l4L
#define BI15L
#define BI16L
#defirfe B17L
#define B18L
#define B19L
#define B20L

#define B21L

0x80000000
0x40000000
0x20000000
0x10000000
0x08000000
0x04000000
0x02000000

0x01000000

0x00800000 -

0x00400000

0x00200000

0x00100000

0x00080000

0x00040000

0x00020000

0x00010000

0x00008000

0x00004000

0x00002000

0x00001000

0x00000800

Long;
Int ;

Char;

*/

*/
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#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

#define
#define
#define
#define
#define
#define
#define

#define

B22L

B23L

B24L

B25L

B26L

B27L

B28L

B29L

B30L

B31L

B32L

B1C
B2C
B3C
B4C
B3C
B6C
B7C

B8C

0x00000400
0x00000200
0x00000100
0x00000080
0x00000040
0x00000020
0x00000010
0x00000008
0x00000004
0x00000002

0x00000001

0x80
0x40
0x20
0x10
0x08
0x04
0x02

0x01
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Appendix F

File : Textbox.cCc

Function : drawing box in text mode.



/* -=
/* TEXTBOX.C : Routine to draw boxes in text mode
/*¥ The style argument determines the type of box drawn:
/* 0 = nobox x/
/* 1 = single-scored */
/* 2 = double-scored */
/%
/* boxcolor = color of box lines
/* bkcolor = color of background in the box
/* textcolor = color of text in box
/*
/* The shadow argument determines the shdow of box :
/* 1 = active shadow
/* others = nonactive shadow
/%
/% Written by Ton, Last update Friday January 1, 1991
/¥
/* this is difined in textbox.h */
/* #define NOBOX O
#define SINGLE 1
#define DOUBLE 2
#define SHADOW 1
#define NOSHADOW O
*/

#include <conio.h>

*/
*/
*/

*/
*/

*/
*/
*/
*/
%/
x/
*/
%/
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#include <dos.h>

#define SHADOWATTR 7

void CurSize(int start,int end);

void textbox (int left, int top, int right, int bottom, int style,

int boxcolor, int bkcolor, int txtcolor,int shadow )

{

register int i,X, Y, segment;

static bord []1[6] = {
{ 196, 179, 218, 191, 217, 192 },
{ 205, 186, 201, 187, 188, 200 }
};
if (style == 11 style > 2) return;

--style;

/¥xkxkrkrkrkkkkkx Initialize parameters for draw box ¥#kskkkkkxkxkxkk/

textattr (bkcolor << 4 | boxcolor);
JERxxkkxrkkxkikk Check 1f getcrtmode==7 monocrome mode Hk#dkkkkikkxx/

if ( getcrtmode() '= 7 ) segment = 0xb800; else segment = 0xb000;

JRRERERKRKRKKKERERKR KR Set DKCOlOT in DOX #kskskfikikkkskskshkkxkkkx/
window (left,top,right,bottom);

clrscer ();



window (1,1,80,25); /\'153.

/EERRRRERRRRREKRRRKRRKk% Draw Horizontal line xxxskkskkkdxsdxssk/
/* Draw Horizontal Top line %/
for (i = (top-1)*160 + (leftx2);

i < (top-1)*160 + (right-1)%2 ;i+=2)

{ pokeb(segment,i,bord[style][0]); }

/% Draw Horizontal Bottom line %/
for ( i = (bottom-1)*160 + (left*2);
i < (bottom-1)*160 + (right-1)#%2 ;i+=2)

{ pokeb(segment,i,bord[style][0]); }

JRERERRRRRRRRRRERKRRRRk* Draw Vertical lines kxskskkkkkikkkkkirxkks/
/% Draw Vertical Left line %/
for (i = (left*2)-2 + top*160;

i < (left*2)-2 + (bottom-1)*160 ; i+=160) -

{ pokeb(segment,i,bord[stylel[1]); }

/% Draw Vertical Right line %/
for (i = (right*2)-2 + top*160;
i < (right*2)-2 + (bottom-1)*160 ; i+=160)

{ pokeb(segment,i,bord[stylel}[1]); }

/% Top left corner */
pokeb(segment, (left*2)-2 + (top-1)*160, bord[stylel[2]);

/% Bottom left corner */
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pokeb(segment, (left*2)-2 + (bottom-1)*160, bord{style][5]);
/* Top right corner */
pokeb(segment, (right*2)-2 + (top-1)*160, bord[style][3]);
/* Bottom right corner ¥/

pokeb(segment, (right*2)-2 + (bottom-1)%160, bord[style][4]);

/**&******* Set textcolor in box kkkckkkkkkkkkk /

textcolor{txtcolor);

[RREERRRC IR KRR % DTaw the Shadow F¥¥KXRXXRKLHKKKKEKLXERRKK KRR /

if (shadow != 0) {

/* Bottom Shadow */

for(Y=left+2,X=1;X<=abs(right-left);X++,Y++) {
pokeb(segment, (bottom*160)+(Y*2)+1,SHADOWATTR) ;

}

/* Right Shadow */

for(Y=top+1,X=1;X<=abs(bottom=top) ;X++,Y++) {
pokeb(segment, ((Y-1)*160)+( (right)*2)+1,SHADOWATTR) ;
pokeb(segment, ((Y-1)*160)+( (right+1)%2)+1,SHADOWATTR);

}

}

window(left+2,top+l,right-2,bottom-1);

int getcrtmode()

union REGS reg;



reg.h.ah = 15;
int86{0x10,&reg,&reg);

return((int)reg.h.al);

void writeattr(int x, int y, int attr, int nelem)

{
int segment;

register int i;

if ( getcrtmode() != 7 ) segment = 0xb800;

--y; —=X; -

for (i=0; i<nelem; i++,x++) {
pokeb(segment, (y*160)+(x*2)+1,attr);

y
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else segment = 0xb000;

void writentext(int x,int y, char txt, int attr, int nelem)

{
int segment;

register int i;

if ( getertmode() != 7 ) segment = 0xbS00;

—¥i ==X;
for (i=0; i<nelem; i++,x++) {

pokeb(segment, (y*160)+(x*2), txt );

pokeb(segment, (y*160)+(x*2)+1,attr);

else segment = Oxb000;

void writetext(int x., int y, char *text, int attr )



{ —
int segment;
register int i;
if ( getcrtmode() != 7 ) segment = 0xb800; else segment = 0xb000;
-y —7X;
for (i=0; *(text+i) != ’\0’; i++,x++) {
pokeb(segment, (y*160)+(x*2),*(text+i));

pokeb(segment, (y*160)+(x*2)+1,attr);

/* enable foreground blinking or enable background intensity */

/*¥ BL = O enable background intensity */

/* BL = 1 enable foreground blink %/

void EnableBlink( int enable )

{

_AH = 0x10; /* function 10h */

_AL = 33 /* subfunction 3h */

_BL = enable;

geninterrupt(OxlO); /% call interrupt 10h */
}

/******************************************************/

/% Cursor Header File x/
/¥ CurOff -> No Cursor display */
/%  CurOn -> Restore Cursor (Normal Size only) */
/* CurSize(start,end) -> Set Cursor size */

/******************************************************/



void CurOff(void)

reg;
13

..1;

/% Interupt 10h Function 1 Set Cursor size %/

/% Start cursor */

/% End cursor (color=7,mono=13); */

int86(0x10,&reg,&reg); /% Call Interupt */

{
union REGS
reg.h.ah =
reg.h.ch =
reg.h.cl =
}

void CurOn(void)

{

int start,end;

if (getcrtmode()==7) {

CurSize(11,12); }

else
CurSize(6,7);

}

void CurSize(int start,int end)

{

union REGS

reg.h.ah

"

reg.h.ch

reg.h.cl =

reg;
13
start;

end;

/%
/%
/%

int86(0x10,&reg,&reg); /*

Interupt 10h Function 1 Set Cursor size %/
Start cursor */
End cursor (color=7,mono=13); #%/

Call Interupt */
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File : Textbox . h

Function : textbox header file.



#define
#define
#define
#define

#define

NOBOX O

SINGLE 1

DOUBLE 2

SHADOW 1

NOSHADOW O
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extern void textbox (int left, int top, int right, int bottom, int style,

i

extern

extern

nt boxcolor, int bkcolor, int txtcolor,int shadow );

int getcrtmode(void);

void writeattr(int x, int y, int attr, int nelem);

extern void writentext(int x, int y, char txt, int attr, int nelem);

extern void writetext(int x, int y, char *text, int attr );

extern void EnableBlink{ int enable);

extern

void CurOff(void);

extern void CurOn(void);

extern

void CurSize(int start,int end);



File

Function

APpprendix G

Screen . c

File for drawing background-display of program.
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#define- ColorRam 0xb800 /* Color Card videoram address %/
#define MonoRam  0xb000 /% Monocrome videoram address x/

#define MENUATTR 48 /* Cyan back + Black text */

#define BACKATTR (1<<4) + 15 /% Blue back + Lightgrey text */

#include <conio.h>

#include <dos.h>

static unsigned char oldcolor[16] = {

0,1,2,3,4,5,20,7,56,57,58,59,60,61,62,63 };.

static'unsigned char newvalue{16] = {

0,1,2,3,4,5,20,7,56,57,58,59,60,61,62,63 };

void BlankScr(void)

{
textbackground(BLACK) ;

clrscr();

void FirstScr{void)

{
int 1i;

unsigned int Vdo;

if ( getcrtmode() != 7) Vdo = ColorRam; /% Initial VideoRam */
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else Vdo = MonoRam:

for ( i=1 ; 1<=0x9f ; i+=2 ) { /* Write menu background */
poke(Vdo, i ,MENUATTR) ; /% Cyan + Black text */
}

for ( ;i<=0xeff ; i+=2 ) { /% Write  program backgrouné x/
pokeb(Vdo, i ,BACKATTR) ; /* Color Background BLUE */
pokeb(Vdo,i-1,176); /¥ Text W light gray */
}

for ( ;1<=0xfof ; i+=2 ) { /* Write Bottom Background */
pokeb(vdo,i,63); , /* Same Color as menu */
}

} /% End FirstScr Function */

void Changecolor(char oldcolor,char newvatue)

{

#define Palread 0x03Cl1 /* Palette register read port */
#define Palwrite 0x03CO
inportb(0x3DA);

outportb(Palwrite,oldcolor);

outportb(Palwrite.newvalue);

void EGA_ON()

_AX

0x1000;

_BX = 0x0f12;

geninterrupt (0x10);
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void Initcolor()

{
int i;
/* Chage color for using more interesting program */
/* 1t caused the screen off */
for( i=0; i<16; i++) {
Changecolor( i, newvalue[i] );

}

EGA ON(); /* Turn display screen on #*/
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Appendix H

File Getkey . c

Function .: Recieve key data.



#include <conio.h>

int get_key(void)
{
int chl,ch2;
chl=getch();
if (chi ==0) {
ch2 = getch();
return{ch2<<8 | chl);
, :
else

return((int) chl);
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File

Function

Getkey . h

Getkey header file.
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#define KEY_ESC
#define KEY_UP
#define KEY_DOWN
#define KEY_LEFT
#define KEY RIGHT
#define KEY_ENTER

#define KEY SPACE

0x1B

0x4800
0x5000
0x4B00
0x4D00
0x0D

0x20

extern int get_key(void);
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File

Function

Apppend ix

I

Play.c

Playing sound.



/******f**********************************************************/

/%
/*
/*

Play.h File for play song in program

Notes >

/* Special sign >

/% L n> n is note type defaults is 4 (Black note)
/* n = 1 is white note with no tial

/* MS > Music Staccato play 3/4 of notetime and
/%stop 1/4 of notetime */

/* MN > Music Normal play 7/8 and stop 1/8

/* ML > Music Legato play all notetime

/% On > n is number of octave (0 to 7) ,

/* default is 3 (Middle C) x/
/* S n > Scale for change sound to higher tone (0 to 7)
/¥ P n > Pause time n is like in L n

/¥ T n > Tempo number of blacknote in 1 minute

/* > (Dot) Time will be 3/2 of normal time

/* -

/* Written by Ton , Last Update Thursday 13,June, 1991

c¢,D,E,F,G,A,B

#,+ (Sharp); - (Flat)

*/
*/
*/
*/
¥/
*/
*/

*/
*/
*/

*/
*/
*/
*/
*/
*/

/*****************************************************************/

#include <stdlib.h>

#include <time.h>

#define
#define
#define
#define

#define

BaseOctave
BaseTempo
SharpIndex
RealTime

DotTime

3

120

60

60000

90000
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void freeze(int freezetime);
void play(char *Song);
int GetNum(char *Sng, int *Position);
static int Pitch[120] = { 0, 32, 37, 43, 45, 51, 56,
64, 75, 86, 91, 102, 112, 123,
128, 149, 171, 182, 203, 224, 246,
256, 299, 342, 363, 406, 449, 492,
512, 598, 684, 726, 812, 898, 0984,
1024, 1198, 1368, 1452, 1624, 1796, 1968,
2048, 2396, 2736, 2904, 3248, 3592, 3936,
4096, 4792, 5472, 5808, 6496, 7184, 7872,
0,0,0,
35, 40, 45, 48, 53, 59, 64,
69, 80, 91, 9%, 107, 117, 128,
138, 160, 181, 192, 213, 235, 256,
277, 320, 363, 384, 427, 470, 512,
554, 640, 726, 768, 854, 940, 1024,
1108, 1280, 1452, 1536, 1708, 1880, 2048,
2216, 2560, 2904, 3072; 3416, 3760, 4096,
4432, 5120, 5808, 6144, 6832, 7520, 8192,

0,0,0,0 };

void play(char #*Song)

{
int NoteType=4, Scale=0, Tempo=BaseTempo,Position=0,PlayFrac=7,

NoteTime, PlayTime, IdleTime, Octave=BaseOctave;



unsigned long int BaseTime=RealTime;
char Character, PitchIndex;

do { Character = toupper( Song[Position] );

switch ( Character ) { /* Current Position */
case 'A’ : case 'B’ :
case 'C’ : case ’'D’
case 'E’ : case 'F’

case G’ : PitchIndex = ( Character-66 ) + Octave*7 + Scale;

if ( Character==’A’ || Character=="B’ ) {
PitchIndex += 7; }
Positiont+;

switch ( Song[Position] )} { /* Next Position */

case '#’
case '+’
case ’-’ : PitchIndex += SharpIndex;

if ( Song[Position] == '-' ) {
PitchIndex—-; }

Position++; break;

case '.’ BaseTime = DotTime:
Position++;
break;
} /* End NextPosition */
NoteTime = (int)((BaseTime/Tempo)*(4.0/NoteType));
PlayTime = (int)( NoteTime*(PlayFrac/8.0) );

sound( Pitch[ PitchIndex ] );
freeze( PlayTime );

nosound () ;



freeze( NoteTime-PlayTime );

BaseTime = RealTime; /*Correct the time*/

break;

/¥*% End Case ’A’..’'G’ #xx/
case 'L’ : NoteType = GetNum( Song,&Position ); break;
case 'M’ : Positiont++;

switch ( Song{Position] ) {

case 'S’ : PlayFrac = 6; break;
case N’ : PlayFrac = 7; break;
case 'L’ : PlayFrac = 8; breéak;
default : break;
}
Position++; break;
‘case 'O’ : Octave = GetNum( Song,&Position ); break;
case 'P’ : IdleTime = GetNum( Song,&Position );

IdleTime = (int)((BaseTime/Tempo)*(4.0/IdleTime));

freeze(IdleTime);

break;
case 'S’ : Scale = GetNum( Song,&Position ); break;
case T’ : Tempo = GetNum( Song,&Position ); break;
default : Position++:break;

} /#%%%%x End of Switch Character #*%*%/
nosound( ) ;
} while ( Character != 'S’ ); /#x*x% FEnd of Do-While #%%%x%/

} /#%%%*%*% End Play Function #*x%xx%/

void freeze(int freezetime)

/*%% Function delay for an interval ##x/
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{

freezetime is millisecond form *%%/

clock_t start,end;

start = clock();

for ( ; ; ) {

end = clock();

if
}

(end-start)*55 >= freezetime ) break; }

int GetNum(char *Sng, int *Position)

{

char

»"4;1:"

Length, index, result{3]="";

*Position += 13 |

index = *Position;

for ( Length=0; Sng[index+Length]-’0'>= 0 &&
Sng[index+Length]-'97<= 0; Length++) {}
strncpy( result,&Sng[index],Length );
*Position += Length;

return ( atoi( result ) );
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