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THE SMART CARD IN APPLICATIONS

Phanom Slisatkom
Assoc.Prof.Dr.Manas Sangvorasil
Agdvisor
1996
Abstract
Now smart cards are comming to substitue magnetic cards in the applications which
require high security. Because less of durability and security of the magnetic card take it to easy
to counterfeit, copy or destroy the data in the card . So the smart card system is designed to reduce
these problems.
This thesis is about the software to communicate the data in smart card system, manage
the security in the card used in applications such as identification card, data card and electronic

purse card for registry the subject courses.
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CUSTOMER SERVICES
- SHOPPING

PACMBERSHIF

SHOPPING
STAMP CARD
BREFAID CAK

] 4
U7 2.12 mninmisaduns 1w lunsdevodum
° d Jd o a LY a LY a °
dumsiueraminmiamFluglveniasandn Jasduaa uazdnsinsaa 1
vy y Yy a ya_ o 4 ’ﬂ ¢ v Y
Wdnonsudeyamsldvimsvesdieting Futhulszlomistrmnlunanmsama uazds

3 9y A o
awselFlumsazauudy msaumls
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2.3.9 a’u‘léﬂméﬂﬁa (smart card TV)
Fumshaninmianlfanluszuumndais, Mssuasdgyanua Ny

Taodayaazgaidnsa durumonidaiiniemadionluffneasiia (decoder) DAY
I3 @aé’%’uv?minzé’faaﬁﬁmami'wms’ﬂ“?iﬁsﬁﬁ'ﬁ%z“l%“lummaﬂiﬁ'ﬂﬁ'ﬁg@ﬂﬁﬁNﬁﬂ
fuzunmd insussydeyafvisudderangusmaurecisum1d wenmniie1ndims
'ussqﬁaﬁuaﬂuﬁmzﬁa‘h’fﬂiﬁzfim?mimnnmﬁif"uﬂmuazmi%’u&iwﬁuﬁmmmﬁaﬁﬂﬁ'
$ndaw  Fuszuuiicuimsldudaluglsy Wy SKY CHANNEL , SKY MOVIES,
CANNAL+ ,PREMIERE ,CANNAL SATELLITE Lag8u 9

sw¥rodszmanimsurlUidau drsaeludl 1993

BELGIUM CAMEROON DENMARK EGYPT
FINLAND FRANCE GABON GERMANY
GUADELOUPE IVORY COAST LEBANON NETHERLANDS
NORWAY REUNION SENGAL SPAIN
SWEDEN SWITZERLAND TUNISIA UNITED KINGDOM

P J Jd o
3U% 2.13 mninmian
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LY ' LY a d
2.3.10 1 lumsSnmnanudasaseluszuuneniunes
o L4 L4 @ [ 4
Humsthaninmiaunlszgnalfludunsihvnnulasadslumsaeaisdoya
' a 4 ) Y 2 v 4 a '
sErinnouiImes mainudeya uazmadidedeya Falinaregduuusu
B Minicam Huinsesiildinuanuasasslumssudsdoyn Taveziimadhsiade
Yy aa 2 . 19 & J o 9 vy y o 9
yadu3Tiounsy (encrip lumsdadoya TaunTesneziudeyaldvzdeaimsnoasiaday
ac - : . a [ Yy A w ' n’: < w 9 y
F3m3AnTU(decript) HUVIRBINU tazIzABllTE (key) WinTuTeansaiudoyald
y d ¢ A v a d a '
B Smart Disk iflumninmiaiieglugtiuuvearuaanvug 3 .5 d1alaslunmsen
- Y 9y A w0 1 : < 3y 2 9 v
Aoudoyavzdsalisiarmuminiulsaunsaditadeyald
W Mirsa WuFilFlumsidhsWaiiuy RSA ez DES

M Software Lﬂusoftwareﬁol‘]ﬁuﬂ”lit‘lsh‘iﬁmm:ﬂﬂﬂiﬁ"d

MIRSA HYBRID SOFTWARE

{ d o ' o [ 4
U7 2.14 aninmsatumslszgndlFludumsinnanudasadslumsiemsdoyn
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o o d d
2.4 YUARUMINAATATANIINMSA
a Y] o 4 ] 9 q’/‘
mskaaTasausnmiaosutslaidiu 2 Tuaou
v
2.4.1 YUABUNTODNLUULIAZNANLAT Plastic card
a o o
2.4.2 MINAATUITNNITA
YUABDUMTRNUULNALHNAADAT Plastic card
: a L4 4 a g
1. YupoumsesnuuunaIaannialasldnissnsununeiyelumssenuuumNLLIANY
v Yy A A )
ABINITUBIRNAT H3oRRNUUL InLINBILBgAM

° . 9 A' = St = =1 Y s a d a P Y 9
2. #1015 Pre-Print laolHaSosnunniinnuazidoaveid Indifeanuaununese e lvgnan

o @ a
Wumwduuuamalumsdadule
¥ -l P o Y Y o P a o a JY )
3. TUADUMITUN uazs s mFuaudideiy - Fudumsfun laomsuonRunaunt
[ ¥ s - ~ ' a 4 ] [
uazAundatianeziidTumyeuderoon M INIHUUUAWIRBIAY
L4
4. APAIAATDNAI 9 AMUGNAIADINITITU
' o
B Luouuuvan (Magnatic Stripe)
M a1 lalaunsy ( Hologram)
o
W uovaiusu
a d o
B Wuviaayu
M ;1o
mInananInmia

y v
TumoumMskaannduaeuzt1lunvaClean room

11_]‘71 2.15 ﬁmClean room
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11ddeyauaznaaeuiion lum199 (Data loading and conditioning)
¥
~Huduneumslddeyanien aslumizsanudineluin

-naaeumMsiousudeya

ST T TR S S P

] v .
517 2.16 uaasiupsunis lddeyanaznaneuiien luasluzn
2 WITFUAUNANAAN (Drilling)

Q’J’ dyd o w & Y ] C4 ° 9 o | & a £

Fuppuiliianuddaann esnndigez luauysaonm Iddwnidnianainla
3 ulzFniaznaaoy (Embedding and test)

nagsumslsauvedlulasin

o a dqu v 2 4 v Y

-aaluTasdn Ml deenuuiiusuiniouzmlzidinugine

-MNINGINE

i luTasdnuuleng

' ¥
3UM 2.18 naastumeulumansswn
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unn 3
= d d
sazPsamgluaninmia
LY d d
3.1 AaulsznauveslATaIIINMIa

JUsznoudasdmlsznoy 3 daudsd
B uruwaaaAn (plastic support)

M 2192397 (printed circuit)

W 51 HauuTidues lulas T seed

autaa laaagy

Micragrocasscr chip o s+—— Printed circuit

Plastic suppart
~

317 3.1 Tnssafaveatiasaniinniia

wiunaaAniazawlsesezdeuiin laminAs I 1SO 7810, 7816-1 uas 7816-2
‘lniﬂﬂﬂiwawaé%ﬂ(Microprocessor chip)
TuTas Tuswaesflfigandauudazjundazuiineslidiulsznounas Insead

fuanaiaiu lufflszondleo1alulas TusisessUvoBull TB100 SPOM21
an1iaunssu(Architecture)

SPROM 21 Usznaudy

M CPU (Central Processing Unit)

B RAM (Random Access Memory) ¥U1A 128 Tust

B ROM (Read Only Memory) 3112 6 7 1alum

M EEPROM ( Electrical Erasable Programmable Memory) ¥11A 3 filalust

M ya50uAD 5 99 1AuN VCC Ground, Clock, Reset, IO



ROM
EEPROM

CPU

VCC

Clock

Reset

/O

18

vCC GRCUND

(@]
(XY ]
(6o}

E=2R0H

ROM

117 3.2 rordaonssuniyluluTasdw

enl S Tainod (register) niodmiuiAudoyadania ( temporary
storage)

iAuszuuduiiums (Operating System)
ff'm'lﬂqjtﬂu%uﬁvaaé’l%"l%’ﬁmi’uxﬁm’faqa wazdidaunilsgneaau
B dwmiuszuvduiunsiemsiamamieanus
antiumsauszurdutiums uaz muuawddoyaniolu (intemal
bus) QUnsalnmouen iannsadhtiadeyalumitsnnuilavaseld
ABIAUMI CPU

Aofuumrasnionsdu 5 Taan

aTaslud (synchronize) v TulasTsmzed anudgndmuadi
3.57 MHz dmiumsAaseiinanua 9600 bivs

Fyanedion 0 Tad dudnszduldiidiuneunsnvesmsiiny
TavszuuauiumsszdadonunousunIsTIan (answer to reset) UA2
sefufids

sadouAsuuaynsy finmuida 9600 bivs dmIuANNE 3.57 MHz

Taoi Tus Tnsaealumsdemntiuluauninsgiu 150 7816-3



> oy
mwmw] 3500
LN

Microprocessor

71 3.3 daulszneunelululnsdw

3.2 MIAaITNUN T UKUBAIING

e

s

nieaNusensautisentluuinuaieg awidou lulumsdin 1l

Kay
C——— Q-———l—' Secret zones

Access zones EPROM
AL I BN0N OR

& =
Work zones EEPACM

P Public zonses

Usar memory

MEMORY ZONES ACCESS

14
)

7 3.4 Aufiveamizsaudunianunsidde(memory zone access)
4 & y dd q 4 4 4 v ' -
NUNFY (secret zone) Foyaimulunuiitiwgainuidiuanudus liaunsag iy

b.

b4

' 1 4 y
'l Hundutazgridntalaslylns Tusmaesiviniu

dy ad 9 &£ d’ a dy vy o ' @ £
AUNAUN IS (access zone) Nunduilvz IAunaveInslanuesa (gnaes

] 1 v o a u’: ﬂ' N ' v oa A o g
wioligndey) Tasmsldsiafia 3 afseziflumsiiusvesmisldsiana Faazildtaign

lock
3 = = o ' & °
#un1Fa1u (working zone) 1A udoyalumsiszynaldnusing Famusafdmua

msdestulunmsdntanielun1d



4 4 . S Y 2 'Y a " W
AUNAIT 15U (public zone) HuNTiauTnddlae ludelimslasva
v v
MIVAATINUNYDINUILAU

L M L3 3 d' a J o [ a
unAI861391n1IAS TB-100 Wuf 3 AlaluAves EEPROM gninass laeszuuduiiy

2 . - - - . S -
ﬂ13ﬂd§ﬂ paysical lcgiczl
Qyzsz dyza
addzsss  addrcass
0s2%h _ raserved
0540h 0000 '
2716 bytas
=879 words
or user.daczz
CEFDER 0Aac3h
0FDCh
used by the Qperating SvsTem
LQESh cesarcved
LOEEh

ﬂ' o d’ :; ' o
311 3.5 mavaassivui luniauaus1 (Memory Map)
3.3 Tnssadnavesdeya

Tnssafrvesdoyanaudenvesmizsnaminlsznoudae

@ 1 o d 4 o a o ' 4
B 12'INd (header) WuduildidudoyaiialFlunmsiamsuazdredauion isu Fo

d & 0 v 2 .
vaen Foulyvlunsidiia

» ’
M ({lovnaulu (body) 1HiAudeyanldlunisldauaeg

Lol

U7 3.6 Tasadedoyalumilsanuh
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3.4lslnsnvanaryamia (Protocol and Command set)
4 o s &
TumsdouTlsunsuioiszvvanimasalisegndldonu Fadealinsidon
$ a t o ] k a L4 4 U Y] o -
Tdsunsuitefindofusenunsssnounumes wsesemtasauisnnisa uae lulasdnlu

LY 4 4 P t ] - o a . =
tasmninmia e lundazdiuseliszuuduiiunis (Opreating System) #1115 Iasnen

v
o’

(Protocol)'hlmsuantﬂéuu%’eqauazagﬂﬁ"m«ﬂmmmwm HazuonI NG HnTese LAY
aAuRazYila uAayy wionuazuSinAeed 1Us Tnsneauazgaidaiiunnareiungd o
U
Tols Tnsaealumsdsdoyaliindossimaunsnmia TLP224 veq BULL CP8
<ACK><LN><MESSAGE><LRC>
ACK Previous block acknowledge
LN Length of data
LRC  Longitudinal Redundancy Check
Salumsdemdaiussdoutlaoudiu ascr udaimuandhe 2 Tud 5y
mf‘hf?eAscn 60h Olh 4Dh 2Ch 03
unnidlu 3630 3031 3444 3243 03
gamdavesiasaaninmia PocketBook V 3.1
B ASK RANDOM
M CHANGE KEY
M CREATE FILE
M DECREASE
B EXTERNAL AUTHENTICATION
M GET RESPONSE
B GIVE RANDOM
M INCREASE
B INVALIDATE
B READ BINARY
B READ RECORD
B SELECT FILE
B UPDATE BINARY
B UPDATE CEILING
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M UPDATE RECORD
M VERIFY PIN
B WRITE BINARY
B WRITE RECORD
3.5 szuuanuasads (Security)

@ 9

LY g/ o 4 4 s 9 ¥ 9
anuilasasevosdoyalutasauninmiavensinszdn hildidfadeyalavass
Y wa Y 2 Y o w4
17 GalTTUUAIVRUNITINDNING LAz ST Haaall
SUYNIVAU (control systems)
a a s s & v 1
szuunuguues N fludsdug Aldtesiulva dlumfaudaz{useliszuuniy
guiidneiu daIngezidiudnuazvesnguelunstiuai q uazdeulvlunisiau
A}
YHAVDINYUIUALINT (type of keys and codes)
M manufacturing i@% personalization keys
MK : manufacturer key

PK : personalization key

M issuer authentication keys

IK : issuer key
SK : secondary key 130 secret keyf"f’m;Uﬂ’l{ml‘N‘ﬁﬁﬂ
EK : erase key

M card and terminal authentication key
AK : authentication key

M cryptographic keys

GK : MAC generation key
VK : MAC verfication key
GVK : MAC generation and verification key

M cardholder authentication codes
PIN : personal identification number

AID : alternate identification code
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Taolumsldamezegluginuvveafoululuia1vd iwu Amuahdowans K uaz PIN

Aoudsnuisaifioudoyald

ccarsol fields
|
{ 1 | ]

| maadar
[x 'I L. t T I DE ane2ger

3% 3.7 dau)ssnauvesssuunIugy
y
nRUIved TB 100 s MKuay PK szgainy BluduiomuesIddy TauInddy

< @
wilaIndsziiunmus 1 aendegl

One wccd header

— Two word key - —

4 oo
31 3.8 Tasadeves Wady
matIne
> - o o ] H d 1
Wlumsugasnauesia Tasnguesiaszganauiuiauuuuduiiniadan1iuds
A 1+ 1 a ¥ 4 e:sl =1 s Y & u-v @ ]
R 14 lddmda aungiidedimsdisvaitellesnsmisanfugguesvassudiiema

3 v o W [l 'y LV a 1 Y 4 ] .’,’ ] -~ ar é‘ “ o
msitsdaduanasuuuguih aidd il dmialuudazads imiloududivdudiauuuy

P 9 Yy v a 3y o @ A 1 o Y
quiimifadanlyd deyaidaldniaszgnasastaiteasnaeuiuilugguaniafigndes

nsoly
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DATf& ENCRIPTION STANDARD
DES ifumsidhsriadoyafildumsimouns Tao National Bureau of Standard Usziner

fmé"gam?m(ﬂﬂqﬂunﬂﬁ'uu%mflu National Institute of Standards and Technology) 1ull
1977 TaefgaimnoitelFhimsidhsvadoyamegstonasdoyavessyuaii liifeady
anuduseRuLsine Sane3iiuves DES fautasinendanesfiuLucifer Cipher WA
Tao 1BM Wil 1977 $e18Wanired iy National Security Agency (NSA) #11#DES v
vowsyTani uuas 183 un1sousuiiumnasg1uues American National Standards (ANSI)
1l 1980 Taeluszezdudufifedmuadmiu DES Aeff

H Jszduanulasaiogs

W fimsszyswazidenstieauysal uazdwdeanudile

B fsaneiiudesinnuasads uazaulasafedesliduiunam

1asasivusidanasny

Aldensoh I uesdauiasdmsy Application #1994

featilszdninmuazilsendaie lUl4fugunsaldidnnsofind 14

Ao uIIoAsNdOUAINGARD 1A

A" Xy
fignuileadu
Plaintext Joyanvziiwudsie

e

- 1 Yy w
ﬂuaﬂﬂ'luﬂ‘lim‘ﬁﬂﬁllﬁ?

4

Ciphertext

gueatoyavuia 64 Tni 1 lumsidsiadoya

P ] 2

Key

Permutation  MIsAdUAIMUIvBItoYaUAaziin

Break DES 11311 Key ‘?;ﬂzlﬂ?'lﬂ'u Plaintext 11 Ciphertext
AIN32UYB3 DES

DES fiumstifeyavin 64 in(Plaintext) nnszimstanun 16 seudnomailn
vosmsidsHadignimunalas key

DES nszviims lanthdoyauuia 64 in madudwmisdeya (initial Permutation)
udnnisdeyaidiu 2 ymi Sunyadeyadne L uazyadoyava R, vuia 32 In udniunnse

b 4 []
Mmsnanua 16 soudumaiaveamadisiafignimualas key Taslunisaszimsusay

1 4
o

sounaautuaunmsldasi

L=R,
R =L, XOR (R, ,K)
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, .
ndsninnisnszihmsiesey tideyanazygaunsanfundninnadusuniia(Final
. ¥ ar (ﬂ v o s @ . & o a A 3

Permutation) TAwadwsifudeyafiniunisidsia (Ciphertext) Fedanaiiiunnuaansa

t 4
uanaudunouladegy

CLEAR [ B
y
PERMUTATION
KEY _ PROOCUCT
| = |-
{6 STEPS )
Y
&m:%m { PERMUTATION | -1
Y
G ERSD | i
DES. ALGOR{THM

117 3.9 msdhsauyy DES



26

4
un 4
Tasau
I ;ﬂ < 9/ . °
assmtiumsdoulsunsulagldniu C uay Visual Basicarugumsiiniuyes
7 ¢ A o o o 4 ¥ o 1 ] [V Y
ainmiaiedt ldszgndldan Taslimshaufsuiestudulsznou 3 daudeil
& a L4
1. IN5BIABUNUADS
4 1 o L4 4 . e q J o
2. 13838 UTATAUIINAITA (Smart Card Terminal) TuTnssauilidinTosgutias
qu1innia TLP 224 489 BULL CP8
(Y 4 d e Y o 4 s 17 .
3. vasauinmsa lulassauiildiasauiinnisagu PocketBook V3.1 ¥84Solaic
TasmsifoursszniniaTonsuiuned uaziaisssmtasmninnisaléasgu

asdemsdoya RS-232 AUy Asynchronous n2111573 9,600 UO3A

i i@

- (] o o
U7 4.1 ddszneuszuutasauinaida

1 4
Taoms@ou Wsunsuauisautiesmiiu 2 daulngl q dadl
1. Tosunsudeslunasffeaisdoyaluszuuas Isunsudesyeagaiidenneg
.t a ¢ & 3 o 4 4 o o~ 4 o <t o
Isanouiiuaed injasgmtasaminmia uaz lulasFdludnsmninmia dszvuduiiv
A3 (Operating System) 11113 Tnsaoa(Protocal) lumsuanildendayanazyafiidivesauio
v o 4 Y P /4y a = 4w y v_
Fuiunmsfomsdoyaluszuuanimaialsfeddimaton Tdsunnuieiansdeyaldeglu

a0 o @ 3 1 Y 4 L4 o 4
EﬂuUUIﬂfiﬂﬁﬂﬂﬁ'ﬂﬂ‘]“uﬂ uaz‘:{ﬂﬂ‘lﬁqgnqq‘“aﬂlﬂgﬂQBTUUﬂiﬁu'ﬁﬂﬂ'ﬁﬂuﬁzu‘ﬂiﬁu'\sn
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msaoglugyl Opcode g 16 Fanuansi 1oy SedeednmsFouTdsunsuliyadh
FaoglugtusaTusunsudesiiiodemstinluidan
2. Tsunsulszgndldou duTdsunsuiiwannTasmsihTsunsudesandedil un
ouihu T sunsuieyszgnd 1damdng
41 Tunsudeslumafemaveyaluszumashlsunsuderveayasdaieg
4.1.1 Wsunsulumsaadeyamulilsinsnea

4 [ Y] . s o o y
Tds Tnsnvaveuasossuiinsaininnisa TLP224 Hanymeasil

<ACK><LN><MESSAGE><LRC><ETX>

ACK Previous block acknowledge iHiudIuvenyaisuduvssudendeya fia1 60n
3 i

LN Length of data A214017v83dBYRsIMLAEN
MESSAGE  fiduazdeyaniozas

) 4
LRC Longitudinal Redundancy Check TuafiilunasanvesnisXorvesdioyasuia

o
ufien
* J o =t

ETX dluduyenyaiugavesuien Gif1 03k

%}ﬂumsf'hf‘iﬁ'ufunzﬁ’fmlﬂ?ium’fau“a“lﬁ'a;,i“lu;ﬂ ASCII code 1d9110ctal codetining
Tud ABUETX) 1 unailuASCIT code 2 Tudigu
ACK LN MESSAGELRC ETX
-mmf?mscn 60h 0lh  4Dh 2Ch 03
uamily 3630 3031 3444 3243 03
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(o )

A 4

UTMESSAGEu6a
ACK,LN,LRC

A

uandaya 1lued
wasci 2lud

v

AaETXua"
ganannTdport

Cow )

v t 4
51#14.2 FLOWCHAR Tuarastunsuves ldsunsu lumsdedeyanu s lasaea
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4.1.2 Wsupsulumsiudeyamalysinsnea

-

= o o ar [ gsq‘;’ ;
timsinnduiuldsunsulumsdadeya Tasliduasuasil

>

e
A4

an
==
e

VUBDYAINport

Y

sdeya2 lud
duascr 1 'lud

A 4

HINACK,LN,LRC
sonliinasia
MESSAGE

C=0

v L4
31/fi4.3 FLOWCHARTuanatuasuves Ilsunsulumsiudeyamulds Tasaen
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4.1.3 Tlsunsugsaveayamdanieg
AuTdsunsunthms q niSsetumuionlvvesirdindoanis uddeluds

TsunsulumsdedoyanuTilsTnsasa uas Tsunsulumsiudeyadilinsfudeyanduy

=

JAMESSAGE
auaou lvveedids

nnnTevULazng

‘

dIMESSAGE 1183
Tdsunsumsaa
JoyaniuTils lnsaea

A 4

o

£
SuveyaninTusunsy
Sudoya

< STOP ) \

51#14.4 FLOWCHARTumasdunouves lsunsudosvnsgafiidaniang

[] [ 3 y
TumsdalfinTeesunaziashauauiidiszdedinisdegliluy MESSAGE Asil

<AMUUTIUDIMESSAGE><gAMA 1o unI B u><gaidevasing>
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INSTR, MEANING/REMARKS
6e Power up (and/or reset) smart card.
4D Power down smart card.
DA "Transparent” incoming instructon.
Cn receiving this instruction the TLP 224 NV sends to the
smart card the bytes constituting the incoming instruction
and then fanages -the "exchanges’ -according to- iSO standard
7816-3. )
08 "i’ransparent‘ outgoing instruction.
On receiving this instruction the TLP. 224 NV sends to the
smart card the bytes constituting the outgoing instruction
and then manages the exchanges according to [ISO standard
7816-3.
72 Read Phonecard.
BO Write Phonecard.

: o o S I s 7
JUH4.5 gamdsvsunIsseuinsaniinniia

. Comrmand #iQptcodes
ASK RANDOM -~ 84
ZANGEKEY {24n
CREATEFILE E0h
DECREASE 50k
EXTERNAL AUTHENTICATION| 82k
;= VRera P ONSE Coh
CGive RANDOM 8én
INCREASE 32k
INVALIDATE 04!
R=AD BINARY BOh
READ RECORD B2h
SELECT riLE Adh
UPDATE BINARY Dén
UPDATE CZILING Déa
PDAT=RECORD DCa
VERIFY 2IN 20k
WRITZ BINARY DOk
ARITz RETCORD DZh

ﬂ' o W @ [4 ¢
Zﬂﬂ4.6 FAATIVDILVATTUIINNIIA




Command | 84h

Pl ot used
P2 not used

. Foit

8-byte random number

L3

T T T

P o P ¥ d .1 w ]
7147 puypvesiide iimiadeduauiuugy

° I'l d‘l w M Y =Y
gﬂlmummauq@,ﬂmnmﬁamqm

] g o o 4 o ‘o . @
wudpamsIfindosdalivasaninnifangaiianu mngamidaldop code vosrifuiiu 4Dh

9230370 MESSAGE #d#
MESSAGE[0] = 1
MESSAGE[1] = 4Dh

ATWIVBIYRAIT

fdaveanTees iy

Yy v v A ' ' o @ 'K s ¢ o o & o
ﬂ’lﬂﬂﬁﬂ'lialﬂlﬂi'ENﬂ’l'u?Nﬂ'l’d\ivllnﬂ'Uﬂi'c’fll'linﬂ’liﬂ‘/l‘lsﬂﬂﬂ'lllﬂ'lﬁ#‘l‘“ﬂﬁnﬂi

[} S 1w 1 * 17 a’
wuldmiadesdamuuuguesnuissAsins MESSAGE Adil

MESSAGE[0] =6
MESSAGE[1] =DBh
MESSAGE[2] = FAh
MESSAGE[3] = 84h
MESSAGE[4] = 00h
MESSAGE(5] = 00h
MESSAGE[6] = 08h

mmmwm‘qﬂﬁﬁ'@

InstrUBagAf 1§ V8RS BIT 1M -
Classyssgafidavaetiag
Commandvmmﬁﬁ’wmﬁm

P1 uaaqﬂﬁﬁwmﬁ'ﬂs

P2 uaaagﬂmt’}'wmﬁm

P3 vBeyAfdnddns ’

: ' : Y b t o v & ¥ <t s/ Y 1 LY ;
ninduasumaifios 1y Wsunsudosveyamdsindausztonldamldstnazaindad

Tusunsudesvasgaddiveaniasutinsauiinaiia

M POWER_ON_CARD

M pOWER_OFF_CARD

1 o o LY 4 L4
T'Lliuﬂilwﬂ Uilﬂﬂ‘tzﬂﬂ'lﬁillﬂ\iﬁﬁiﬁﬂ'ﬁﬂﬂ'ﬁﬁ



33

M ASK RANDOM

B CHANGE KEY

B CREATE FILE

M DECREASE

B EXTERNAL AUTHENTICATION

B GET RESPONSE

M GIVE RANDOM

M INCREASE

B INVALIDATE

B READ BINARY

#l READ RECORD

B SELECT FILE

B UPDATE BINARY

M UPDATE CEILING

B UPDATE RECORD

B VERIFY PIN
uaﬂmnﬁ"ﬁaﬁTﬂmﬂs:Jtiau'iumm’hsﬁ'mmuDEsc‘?qﬁ]uTﬂiunmmmgmmmmm"lﬁ’f

81N Internet

4.1.4 Yunoulumsmau
4 ¢ 3 2 9 9 e 1 1 Y]
animmialiszuulumsdntedeyalasnisidnguesvaneg wunguesialuns

o) o

Weudoyn nguasialumssudeya wazfimaidhsvadiotlosminisdniunauosd
szniems Tasdhswatummumudahidaiids U imialuudaza it limiousuiy
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project file consist of

M form main
M form!
W form2
M form3
M form4
M forms
’ M formé
M form?7
M forms
M com.bas
M function.bas
M (1p224 bas

form main

Private Sub Command10_Click()
Dim q As Integer

« Dim aa, dm, x, result As String

q= openport(2, "9600,N,8,1")

q= PowerOn( result)
q= InsertCard( result, "Insert card into reader.")
'ShowText resuit
PowerOnFlag = True

Textl.Text = "faa40000029901"

dm = MakeCmdStr{ COMMAND_INCMD, Textl.Text)

q = SendCommand(1l, UCase( dm), result)
'‘ShowText result

Textl.Text = "fab000400f"



dm = MakeCmdStr( COMMAND_OUTCMD, Textl.Text)
q= SendCommand(1, UCase( dm), result)

% =Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

'textd.Text = result

‘ShowText result

Text5.Text = AsciiToChar( result)

'"Textl.Text = "100f"

*q = Read(Text1.Text)

Textl.Text = "fab000300f"

dm = MakeCmdStr{ COMMAND_OUTCMD, Textl.Text)
.q= SendCommand(1, UCase( dm), result)

x = Len(result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

text4.Text = AsciiToChar( result)

Textl.Text = "fab000200f"

dm = MakeCmdStr( COMMAND_OUTCMD, Text1.Text)
q= SendCommand(1, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( resuit, x) = "000000"

Text3.Text = AsciiToChar( result)

Textl.Text = "fab000100f"

dm = MakeCmdStr( COMMAND_ OUTCMD, Textl.Text)
q= SendCommand(1, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( resalt, x) = "000000"



Text2.Text = AsciiToChar( result)
Textl.Text = "fab000000f"
dm = MakeCmdStr( COMMAND_OUTCMD, Textl.Text)
q= SendCommand(1, UCase( dm), result)
x = Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
Textl.Text = AsciiToChar( result)
dm = MakeCmdStr( COMMAND_INCMD, "faa40000029902")
q = SendCommand(l, UCase( dm), result)

dm = MakeCmdStr( COMMAND_OUTCMD, "fab0000008")
g = SendCommand(1, UCase( dm), result)
x = Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
List1.List(0) = AsciiToChar( result)
dm = MakeCmdStr( COMMAND_OUTCMD, "fab0000808")
q= SendCommand(1, UCase( dm), result)
x = Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
Listl.List(1) = AsciiToChar( result)
dm = MakeCmdStr{ COMMAND_OUTCMD, "fab0001008")
q= SendCommand(1, UCase( dm), result)
x = Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
) Listl.List(2) = AsciiToChar( result)
dm = MakeCmdStr( COMMAND. OUTCMD, "fab0001808")



q= SendCommand(1, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

Listl.List(3) = AsciiToChar( result)
dm = MakeCmdStr( COMMAND_OUTCMD, "fab0002008")
q = SendCommand(1, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000" -

Mid( result, x) = "000000"

List1.List(4) = AsciiToChar( result)
dm = MakeCmdStr{ COMMAND_OUTCMD, "fab0002808")
q= SendCommand(1, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

Listl.List(5) = AsciiToChar( result)

dm = MakeCmdStr( COMMAND_OUTCMD, "fab0003008")
q= SendCommand(l, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

Listl.List(6) = AsciiToChar( result)

dm = MakeCmdStr{ COMMAND_OUTCMD, "fab0003808")
q = SendCommand(1, UCase( dm), resuit)

x = Len(result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

List1.List(7) = AsciiToChar( result)

dm = MakeCmdStr( COMMAND_OUTCMD, "fab0004008")



q = SendCommand(1, UCase( dm), result)
x =Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

Listl.List(8) = AsciiToChar( result)

dm = MakeCmdStr{ COMMAND_OUTCMD, "fab0004808")
q= SendCommand(1l, UCase( dm), result)
x =Len( result) - 6
Mid( result, 1) = "00000"

Mid( result, x) = "000000"

List1.List(9) = AsciiToChar{ result)
CloseCom

End Sub

Private Sub Command1_Click()
Dim g, 1,j As Integer, resuit As String
Dim PIN As String * 16
- Dim aa, dm, x, a, al, a2, a3, a4, a5, bl As String

q = openport(2, "9600,N,8,1")

q = PowerOn( result)

q = InsertCard( result, "Insert card into reader.")
'‘ShowText result

PowerOnFlag = True

dm = MakeCmdStr{ COMMAND_INCMD, "faa40000029901")
q = SendCommand(1, UCase( dm), result)



'Forml.Show

PIN = InputBox("Enter your PIN:", "PIN")
dm = MakeCmdSt{ COMMAND _INCMD, "fa20000008" & PIN)
q= SendCommand(1, UCase( dm), result)
result = Right( result, 7)

result = Left( result, 4)

result = result Xor 9000

q = Update(Text1.Text, "000010")

q = Update(Text2.Text, "001010")

q = Update(Text3.Text, "002010")

q = Update(text4.Text, "003010")

q = Update(Text5.Text, "004010")

CloseCom

End Sub

Private Sub Command?2_Click()
Dim q As Integer
- Dim t1, t2, t3, t4 As Long
Dim r5 As String
Dim aa, dm, x, rl, r2, r3, r4, result As String
q = openport(2, "9600,N,8,1")

q = PowerOn( resuit)
q = InsertCard( result, "Insert card into reader.")
‘ShowText result
PowerOnFlag = True
dm = MakeCmdStr{ COMMAND_INCMD, "fa200000089999999999999999")



q= SendCommand(1, UCase( dm), resuit)

dm = MakeCmdStr{ COMMAND _INCMD, "faa4000002¢f03")
q= SendCommand(1, UCase( dm), result)

'ShowText result

dm = MakeCmdStr( COMMAND_OUTCMD, "fab200040f")
q = SendCommand(1l, UCase( dm), resuit)
x =Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
¥l = Lef( result, 22)
r5 = Right(r1, 6)
Form2.Text2.Text = (HextoDec(r5)) / 100
main.Hide
Form2.Show
End Sub

forml

"Private Sub Commandl1_Click()

Form1.Hide
form3.Show

End Sub

form2
Private Sub Form_Activate()

Dim q As Integer



Dimtl, t2, t3, t4 As Long

Dim 15 As String

Dim aa, dm, x, rl, r2, 13, r4, result As String
Listl.Clear
Combol.AddItem "2¢"
Combol.AddItem "3c"
Combol.AddItem "4c"
Combol.AddItem "2d"
Listl.AddItem "01044102 PrajectIl (3)"
Listl.AddItem "01044105 Integrated Circuit Engineering (3)"
Listl.AddItem "01044106 Computer Network (3)"
Listl.AddItem "01044107 Active Network Theory (3)"
Listl.Ad.dItem "01044113 Digital Signal Processing (3)"
Listl.Addltem "01044119 Electronics Communicatic;n @)
Listl.AddItem "01044120 Fuzzy Set Theory (3)"
Listl.Addltem "01044122 Acoustics Engineering (3)"
List2.Clear
Text3. Text=""

Textl.Text=""

-End Sub

Private Sub Combol_Click()
Select Case Combol.Text
Case "4c"
Listl.Clear
Listl.AddItem "01044102 Projectll (3)"
List].AddItem "01044105 Integrated Circuit Engineering (3)"



Listl.AddItem "01044106 Computer Network (3)"
Listl.AddItem "01044107 Active Network Theory (3)"
List].AddItem "01044113 Digital Signal Processing (3)"
List].AddItem "01044119 Electronics Communication (3)"
List1.AddItem "01044120 Fuzzy Set Theory (3)"
Listl.AddItem "01044122 Acoustics Engineering (3)"

Case "3c¢"
Listl.Clear
Listl.AddItem "01043112 Electrnics Circuit ApplicationII (3)"
Listl.AddItem "01043107 Advanced Electronics Engineering (3)"
Listl.AddItem "01043108 Communication Network and Transmission Line (3)"
List!.AddItem "01043109 Power Electronics (3)"
Listl.AddItem "01043110 Signal Analysis (3)"
List1.AddItem "01043111 Electronics Laboratory III (2)"

Case "2¢"

Case "2d"

End Select

End Sub

Private Sub Command3_Click()
Dim b(9) As String * 8
Dim u2, unit As Double

Dimi, j, k

Fori=0 To Listl.ListCount - 1
k=0



For j =0 To List2.ListCount
If List2.List(j) = List1.List(i) Then
k=1
End If
Next j
Ifk < 1 Then
List2.AddItem Listl.List(i)
End If

Next i
Fori=0To9

b@i) =""

Next i

unit =0

Fori=0 To List2.ListCount - 1
b(i) = CutCode(List2.List(i))
ul = CutUnit(List2.List(i))
u2 = CDbl(ul)
unit = unit + u2

Next i

Textl.Text = unit

Text3.Text = unit * 50

End Sub

Private Sub Commandl_Click()
Dim b(9) As String * 8
Dim u2, unit As Double



Dimi,j, k
Dim d As String
Fori=0 To Listl.ListCount - 1
k=0
If List1.Selected(i) Then
For j =0 To List2.ListCount
If List2.List(j) = List1.List(i) Then
k=1
End If
Next j
Ifk <> 1 Then

List2.Addltem Listl.List(i)

End If
End If
Next i
Fori=0To9
b@)=""
Next i
unit =0
Fori=0 To List2.ListCount - 1
b(i) = CutCode(List2.List(i))
ul = CutUnit(List2.List(i))
u2 = CDbl(ul)
unit = unit + u2
Next i
Textl.Text = unit
Text3.Text = unit * 50
End Sub



Private Sub Command2_Click()
Dim b(9) As String * 8
Dim u2, unit As Double

Dim i, j

Fori=0 To List2.ListCount - 1
If List2.Selected(i) Then

j=i

End If

Next i

If List2.ListCount > O Then
List2.Removeltem (j)

End If

Fori=0To9

b@@) =""

Next i

unit =0

Foti=0 To List2.ListCount - 1
b(i) = CutCode(List2.List(i))
ul = CutUnit(List2.List(i))
u2 = CDbl(ul)
unit = unit + u2

Next i

Text]l.Text = unit

Text3.Text = unit * 50

End Sub



Private Sub Command4_Click()

List2.Clear

Textl. Text="0" .
Text3.Text="0"

End Sub

Private Sub Command6_Click()
Dim q, i, j, | As Integer, result As String
Dim r5 As String
Dimrl, r2; r3,r4 As Stﬁng
Dim PIN As String * 16
Dim aa, dm, x, a, al, a2, a3, a4, a5, bl As String

Dim cost As String

. Dimul As String

Dim u2, unit As Double

Fori=0To9
z(i)=""

Next i

unit =0

Fori=0 To List2.ListCount - 1
z(i) = CutCode(List2.List(i))
ul = CutUnit(List2.List(i))
u2 = CDbl(ul)



unit = unit + u2
Next i
Textl.Text = unit
costl = unit * 50 * 100

cost = hex(cost1)

For 1= Len(cost) To 5 -
cost="0" & cost
Next |
If cost <> "000000" Then
q = openport(2, "9600,N,8,1")
q = PowerOn( result)
q = InsertCard( result, "Insert card into reader.")
"ShowText result

PowerOnFlag = True

dm = MakeCmdStr( COMMAND INCMD, "faa40000029902")
q= SendCommand(1, UCase( dm), result)
Form4.Textl.Text = cost
Form4.Show
End If
End Sub



Private Sub Command1_Click()
Dim q As Integer
Dim aa, dm, x, result As String

main.Textl. Text =

"

main.Text2.Text =

"

main.Text3.Text =

main.textd. Text =
main.Text5. Text =""
;main.List].Clear
PowerOnFlag = False
q = openport(2, "9600,N,8,1")
q = PowerOn( result)
x = Left( result, 6)

'If x ="601000" Then

q = InsertCard( result, "Insert card into reade;.")
x = Left( result, 6)
If x ="601000" Then
main.Textl.Text = "faa40000029901"
dm = MakeCmdStr{ COMMAND_INCMD, main.Text1.Text)
q = SendCommand(1, UCase( dm), result)
'‘ShowText result
main. Textl.Text = "fab000400f"
dm = MakeCmdStr( COMMAND_OUTCMD, main.Text1.Text)

q= SendCommand(1l, UCase( dm), result)

- x=Len(result)- 6



Mid( result, 1) = "00000"

Mid( result, x) = "000000"

‘text4.Text = result

'‘ShowText result

main.Text5.Text = AsciiToChar( result)

"Textl.Text = "100f"

' q = Read(Textl.Text)

main.Text].Text = "fab000300f"

dm = MakeCmdSt{ COMMAND_OUTCMD, main.Text].Text)
q= SendCommand(1l, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

main.text4.Text = AsciiToChar( result)

main.Textl.Text = "fab000200f"

dm = MakeCmdStr( COMMAND_OUTCMD, main.Text].Text)
q= SendCommand(1l, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

main.Text3.Text = AsciiToChar( result)

main.Textl.Text = "fab000100f"

dm = MakeCmdStr( COMMAND_OUTCMD, main.Textl.Text)
q= SendCommand(1l, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( resutt, x) = "000000"

main.Text2.Text = AsciiToChar( result)

main.Textl.Text = "fab000000f"

dm = MakeCmdStr( COMMAND_OUTGMD, main.Text1.Text)



q= SendCommand(l, UCase( dm), result)
x = Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
main.Textl.Text = AsciiToChar{ result)
dm = MakeCmdStr( COMMAND_INCMD, "faa40000029902")
q = SendCommand(1, UCase( dm), result)

dm = MakeCmdStr( COMM:AND_OUTCMD, "fab0000008")
q= SendCommand(1l, UCase( dm), result)
x = Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000" -
main.List].List(0) = AsciiToChar( result)
dm = MakeCmdStr{ COMMAND_OUTCMD, "fab0000808")
q= SendCommand(l, UCase( dm), result)
x = Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
main.List1.List(1) = AsciiToChar( result)
dm = MakeCmdStr{ COMMAND_OUTCMD, "fab0001008")
q = SendCommand(1, UCase( dm), result)
x = Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
-main.List1.List(2) = AsciiToChar( result)
dm = MakeCmdStr( COMMAND_OUTCMD, "fab0001808")
" q= SendCommand(1, UCase( dm), result)
"x = Len( result) - 6

Mid( resuit, 1) = "00000"



Mid( result, x) = "000000"

main.List1.List(3) = AsciiToChar( result)

dm = MakeCmdStr{ COMMAND_OUTCMD, "fab0002008")
q= SendCommand(l, UCase( dm), result)

x =Len( result) - 6 .

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

main.List].List(4) = AsciiToChar( result)

dm = MakeCmdStr( COMMAND_OUTCMD, "fab0002808")
q = SendCommand(l, UCase( dm), result)

x = Len( result)~ 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

main.List1.List(5) = AsciiToChar( result)

dm = MakeCmdStr( COMMAND_OUTCMD, "fab0003008")
q= SendCommand(1, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

main.List].List(6) = AsciiToChar( result)

dm = MakeCmdStr{ COMMAND_OUTCMD, "fab0003808")
q= SendCommand(1l, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

main.Listl.List(7) = AsciiToChar( result)

dm = MakeCmdStr( COMMAND_OUTCMD, "fab0004008")
q= SendCommand(l, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000" -



Mid( result, x) = "000000"

main.Listl.List(8) = AsciiToChar( result)

dm = MakeCmdStr{ COMMAND_OUTCMD, "fab0004808")
q= SendCommand(1l, UCase( dm), result)

x =Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

main.List1.List(9) = AsciiToChar( result)

CloseCom

Else

MsgBox CardAbsent + "Please insert Smart Card and Click Read Card"
End If

form3.Hide

main.Show

End Sub

Private Sub Command2_Click()
form3.Hide
Form5.Show

End Sub

Private Sub Command4_Click()
Dini q As Integer

Dim dm, result As String
Dimrl, x, r5 As String



q = openport(2, "9600,N,8,1")
q = PowerOn( result)
q = InsertCard( result, "Insert card into reader.")
‘ShowText result
PowerOnFlag = True
dm = MakeCmdStr( COMMAND _INCMD, "faa40000029901")
g = SendCommand(l, UCase( dm), result)

dm = MakeCmdStr( COMMAND_OUTCMD, "fab000000f")
q= SendCommand(l, UCase( dm), result)
x = Len( result) - 6
Mid( result, 1) = "00000"
"Mid( result, x) = "000000"
Formé6.Text1.Text = AsciiToChar( result)
dm = MakeCmdStr( COMMAND_ OUTCMD, "fab000100f")
,q= SendCommand(1, UCase( dm), result)
x =Len(result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
Form6.Text2.Text = AsciiToChar( result)

dm = MakeCmdStr( COMMAND_INCMD, "faa4000002ef03")
q= SendCommand(1, UCase( dm), result)

'ShowText result

dm = MakeCmdStr( COMMAND_OUTCMD, "fab200040f")
q= SendCommand(1, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

8



rl = Left( result, 22)

r5 = Right(rl, 6)

Formé6.Text3.Text = (HextoDec(r5)) / 100
form3.Hide

Form6.Show
End Sub

Private Sub Command3_Click()
End
End Sub

from4

Private Sub Form_Activate()
cost = Textl.Text

Textl. Text=""

End Sub

Private Sub Command1_Click()
Dim q, 1, j, | As Integer, result As String
Dim r5 As String
Dimrl, r2, r3, r4 As'String
Dim PIN As String * 16
Dim aa, dm, x, a, al, a2, a3, a4, a5, bl As String



Dim b(9) As String * 8

Dim ul As String:

Dim u2, unit As Double

PIN = Textl.Text
dm = MakeCmdStr( COMMAND_INCMD, "fa20000008" & PIN)
q= SendCommand(1, UCase( dm), result)
result = Right( result, 7)
result = Left( result, 4)
result = ‘result Xor 9000
If result =0 Then
Y = datee
dm = MakeCmdStr( COMMAND_INCMD, "faa4000002ef03")
q = SendCommand(l, UCase( dm), result)
dm = MakeCmdStr{ COMMAND_INCMD, "fa30000008000000" & Y & cost)
t = SendCommand(1, UCase( dm), result)
result = Right( result, 7)
result = Left( result, 4)
result = result Xor 9000
If result =0 Then
dm = MakeCmdStr( COMMAND_INCMD, "faa40000029902")
q = SendCommand(1, UCase( dm), result)

q = Update(z(0), "000008")
q = Update(z(1), "000808")
q = Update(z(2), "001008")
q = Update(z(3), "001808")



q = Update(z(4), "002008")
g = Update(z(5), "002808")
q = Update(z(6), "003008")
q = Update(z(7), "003808")
q = Update(z(8), "004008")
q = Update(z(9), "004808")

dm = MakeCmdStr( COMMAND _INCMD, "faa40000029901")
q = SendCommand(l, UCase( dm), result)

dm = MakeCmdStr{ COMMAND_OUTCMD, "fab000000f£")
q= SendCommand(l, UCase( dm), result) b
x = Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
Forml.Textl.Text = AsciiToChar( result)
dm = MakeCmdStr( COMMAND_OUTCMD, "fab000100f")
q = SendCommand(1, UCase( dm), result)
x = Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000006"
Forml.Text2.Text = AsciiToChar( result)
dm = MakeCmdStr{ COMMAND_OUTCMD, "fab000200f")
q= SendCommand(l, UCase( dm), result)
x = Len( result) - 6
Mid( result, 1) ="00000"
Mid( result, x) = "000000"
Form]l.text4.Text = AsciiToChar( result)
dm = MakeCmdStr{ COMMAND_INCMD, "faa40000029902")



q = SendCommand(1, UCase( dm), result)

dm = MakeCmdStr{ COMMAND_OUTCMD, "fab0000008")
q = SendCommand(1, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

Form!.List1.List(0) = AsciiToChar( result)

dm = MakeCmdStr( COMMAND_OUTCMD, "fab0000808")
q= SendCommand(l, UCase( dm), resuit)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

Forml.Listl.List(1) = AsciiToChar( result)

dm = MakeCmdStr( COMMAND_OUTCMD, "fab0001008")
q= SendCommand(1, UCase( dm), result)

x = Len( result) - 6

Mid( resuit, 1) = "00000"

Mid( result, x) = "000000"

Forml.List1.List(2) = AsciiToChar( result)

dm = MakeCmdStr{ COMMAND_OUTCMD, "fab0001808")
q = SendCommand(1, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

Forml.Listl.List(3) = AsciiToChar( result)

dm = MakeCmdStr( COMMAND OUTCMD, "fabOOOZOdS")
q = SendCommand(1, UCase( dm), result)

x = Len( resuit) - 6

Mid( result, 1) = "00000"



Mid( result, x) = "000000"

Forml.List].List(4) = AsciiToChar{ result)

dm = MakeCmdStr{ COMMAND_OUTCMD, "fab0002808")
q= SendCommand(1, UCdse( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

Form.List].List(5) = AsciiToChar( result)

dm = MakeCmdStr( COMMAND OUTCMD, "fab0003008")
q= SendCommand(l, UCase( dm), result)
x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

Fonnl.L-istl.List(6) = AsciiToChar( result)

dm = MakeCmdStr{ COMMAND_ OUTCMD, "fab0003808")
q= SendCommand(1, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

Form1.List1.List(7) = AsciiToChar( result)

dm = MakeCmdStr( COMMAND_OUTCMD, "fab0004008")
q= SendCommand(1l, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

Form1.List1.List(8) = AsciiToChar( result)

dm = MakeCmdStr{ COMMAND _OUTCMD, "fab0004808")
q= SendCommand(1, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"



Mid( result, x) = "000000"
Form1.List1.List(9) = AsciiToChar( result)
q = openport(2, "9600,N,8,1")

dm = MakeCmdStr( COMMAND _INCMD, "faa4000002ef03")
q= SendCommand(1l, UCase( dm), result)

‘ShowText result

dm = MakeCmdStr( COMMAND_ OUTCMD, "fab200040f")
q = SendCommand(l, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

rl = Left( result, 22)

r5 = Right(rl, 6)

Form1.Text3.Text = (HextoDec(r5)) / 100

CloseCom

Forml.Show

Form2.Hide

Open "e:\proj97.doc” For Append As #1

g=Date & " " & Time

Print #1, g

g=Forml.Textl.Text & " " & Forml.Text2.Text & " " & Forml.text4.Text
Print#1, g

g = "Total cost " & Form2.Text3.Text & "Bath"

Print#1, g

) g = "Subject list"



Print#1, g
g = Forml.List1.List(0)
Print#1, g
g = Forml.List1.List(1)
Print#l, g
g = Form1.List1.List(2)
Print #1, g
g = Form1.List1.List(3)
Print#1, g
g = Form1.List1.List(4)
Print #1, g
g = Form1.Listl.List(5)
Print #1,'g
g = Forml.List1.List(6)
Print #1, g
g = Form1.List1.List(7)

Print#1, g

g="

Print#1, g
Close

End If

End If
Form4.Hide

End Sub



Private Sub Command2_Click()
Form4.Hide

End Sub

form5

Private Sub Form_Activate()
Picturel.Visible = True
Picture2.Visible = False

End Sub

Private Sub Command5_Click()
Form8.Show

Form5.Hide

End Sub

.Private Sub Command6_Click()

Dim q As Integer

Dim aa, dm, x, result As String
Picturel.Visible = True
Picture2.Visible = False
d = openport(2, "9600,N,8,1")
q= PowerOn( result)
q = InsertCard( result, "Insert card into reader.")
dm = MakeCmdStr( COMMAND_INCMD, "faa40000029902")
q = SendCommand(1, UCase( dm), result)



dm = MakeCmdSt{ COMMAND_OUTCMD, "fab0005008")
q = SendCommand(1, UCase( dm), result)
x =Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
result = AsciiToChar( resuit)
aa = Left( result, 1)
Ifaa ="1" Then
Picture2.Visible = True
Picturel.Visible = False
Else
MsgBox-"Your Card not permit to access"
Picturel.Visible = True
Picture2.Visible = False
End If
End Sub

Private Sub Command7_Click()
Dim q As Integer
Dim aa, dm, x, result As String
Picturel.Visible = True
Picture2.Visible = False
q= openport(2, "9600,N,8,1")
q= PowerOn( result)
q = InsertCard( result, "Insert card into reader.”)
dm = MakeCmdStr( COMMAND _INCMD, "faa40000029902")
q= SendCommand(1, UCase( dm), result)



dm = MakeCmdStr{ COMMAND_OUTCMD, "fab0005008")
q= SendCommand(1l, UCase( dm), result)
x = Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
result = AsciiToChar( result)
aa = Left( I'eSI;It, 2)
aa = Right(aa, 1)
Ifaa="1" Then
Picture2.Visible = True
Picturel.Visible = False
Else
MsgBox "Your Card not permit to access"
Picturel.Visible = True
Picture2.Visible = False
End If
End Sub

" Private Sub Command8_Click()

Dim q As Integer

Dim aa, dm, x, result As String
Picturel.Visible = True
Picture2.Visible = False
q = openport(2, "9600,N,8,1")
q = PowerOn( result)
q = InsertCard( result, "Insert card into reader.")
dm = MakeCmdStr( COMMAND_INCMD, "faa40000029902")
4= SendCommand(1, UCase( dm), result)



dm = MakeCmdStr( COMMAND_OUTCMD, "fab0005008")
q = SendCommand(1, UCase( dm), result)
x = Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
result = AsciiToChar( result)
aa = Left( result, 3)
aa = Right(aa, 1)
If aa="1" Then :
Picture2.Visible = True
Picturel.Visible = False
Else
MsgBox."Your Card not permit to access"
Picturel.Visible = True
Picture2.Visible = False
End If
End Sub

"Private Sub Command9_Click()

Dim q As Integer

Dim aa, dm, X, result As String
Picturel.Visible = True
Picture2.Visible = False
q = openport(2, "9600,N,8,1")
q= PowerOn( result)
q = InsertCard( result, "Insert card into reader.")
dm = MakeCmdStr( COMMAND_INCMD, "faa40000029902")
q = SendCommand(1, UCase( dm), result)



dm = MakeCmdStr( COMMAND_OUTCMD, "fab0005008")
q= SendCommand(l, UCase( dm), result)
x =Len( result) - 6
Mid( result, 1) = "00000"
Mid( result, x) = "000000"
result = AsciiToChar( result)
aa = Left( result, 4)
aa = Right(aa, 1)
Ifaa="1" Then
Picture2.Visible = True
Picturel.Visible = False
Else
MsgBox "Your Card not permit to access"
Picturel.Visible = True
Picture2.Visible = False
End If
End Sub

" Private Sub Image2 Click()
Form5.Hide
férm3.Show
End Sub

formé

Private Sub Command]_Click()



Form7.Show
End Sub

Private Sub Image2_Click()
Formé6.Hide
form3.Show

End Sub

form7

Private Sub Form_Activate()
Dim result As String

Dim q As Integer

cost = InputBox("Enter amount to debit:", "Debit")

If cost < "" Then
Textl. Text=""
Else: Form7.Hide
End If
q= openport(2, "9600,N,8,1")
q = PowerOn( result)
End Sub



Private Sub Command1_Click()
Dim q, i, ], 1 As Integer, result As String
Dim r5 As String
Dimrl, r2, 13, r4 As String
Dim PIN As String * 16
Dim aa, dm, x, a, al, a2, a3, a4, a5, bl As String

Dim b(9) As String * 8

Dim ul As String

Dim u2, unit As Double

i=cost

cost = cost * 100

cost = hex(cost)

For 1= Len(cost) To 5

cost ="0" & cost

Next |

If cost < "00000" Then

PIN = Textl.Text

dm = MakeCmdStr( COMMAND _INCMD, "fa20000008" & PIN)
q= SendCommand(1, UCase( dm), result)

End If

result = Right( result, 7)

result = Left( result, 4)

result = resuit Xor 9000

If result =0 Then
Y = datee

dm = MakeCmdStr( COMMAND_INCMD, "faa4000002ef03")



q= SendCommand(1l, UCase( dm), resuit)
dm = MakeCmdStr{ COMMAND_INCMD, "{a30000008000000" & Y & cost)
q= SendCommand(1, UCase( dm), result)

End If
result = Right( result, 7)
result = Left( result, 4)
result = result Xor 9000
If result=0 Then
dm = MakeCmdStr( COMMAND _INCMD, "faa4000002e£03")
q= SendCommand(1, UCase( dm), result)

'ShowText result

dm = MakeCmdStr{ COMMAND_OUTCMD, "fab200040£")
q = SendCommand(1, UCase( dm), result)

x = Len( result) - 6

Mid( result, 1) = "00000"

Mid( result, x) = "000000"

rl = Left( result, 22)

15 = Right(rl, 6)

Form6.Text3.Text = (HextoDec(r5)) / 100

CloseCom

Form?7.Hide

Open "e:\debit.doc” For Append As #1
g=Date & " " & Time

Print#1, g

g =Form6.Textl & " " & Form6.Text2.Text

Print #1, g



-

g="Debit" & i & "Bath"
Print #1, g
g = "New balance" & " " & Form6.Text3.Text & " " & "Bath”

Print#1, g

g="

Print#1, g
Close
End If
q = openport(2, "9600,N,8,1")
q= PowerOff{ result)
End Sub

Private Sub Command2_Click()
Form7.Hide

End Sub

form8
Private Sub Commandl_Click()
Dim q As Integer
Dim result As String
Key = Textl.Text
If Key = "key" Then
q = openport(2, "9600,N,8,1")
q = PowerOn( result)
q = InsertCard( result, "Insert card into reader.")
If Checkl.Value = 1 Then
a="31"



Else: a="30"

End If

If Check2.Value = 1 Then
b="31"

Else: b="30"

End If

If Check3.Value = 1 Then
c="31"

Else: ¢ ="30"

End If

If Check4.Value = 1 Then
d="31"

Else: d ="30"

End If

e = "30303030"
e=a&b&c&d&e

dm = MakeCmdStr( COMMAND_INCMD, "faa40000029902")
q= SendCommand(l, UCase( dm), result)
dm = MakeCmdStr{ COMMAND_INCMD, "fa200000089999999999999999")
q= SendCommand(1, UCase( dm), result)
dm = MakeCmdStr{ COMMAND_INCMD, "{ad6005008" & €)
q= SendCommand(1l, UCase( dm), resuit)
Else
MsgBox "Incorrect Permit Key:"
End If
Form8.Hide
FormS5.Show
End Sub

com.bas



Sub CloseCom()

On Error GoTo ErrorCloseCom

main!Comm].PortOpen = False 'Coml

Exit Sub

ErrorCloseCom:

End Sub

Function openport(ByVal CPort As Integer, ByVal Portset As String) As Integer '(v_chaine As
String) As Integer

'Open communication port that is selected by CurrentCom variable

‘input: CurrentReader (0=Daughther, 1=Lot, 2=Key)

'output: return open com port status (true=can open/false=cannot open)

On Error GoTo Error openport

'open comport

If main!Comm!.PortOpen = True Then main!Comm1.PortOpen = False

main!Comm1.CommPort = CPort

If Portset < "" Then main!Comm].Settings = Portset
main!Comml.InputLen = 0

main!Comm1.PortOpen = True 'open port

If main!Comm1.PortOpen <> True Then GoTo Error openport
openport = True

Exit Function



Error openport:

openport = False

End Function

Function ReadCom(s As String) As Integer
'Read from communication port which selected by CurrentCom variable
'input: none (s is the return string for read result)

‘output: return read status (true=can read/false=cannot read)

On Error-GoTo ErrorReadCom

‘check com port status

If main!Comm1.PortOpen = False Then
GoTo ErrorReadCom

End If

'read from communication port
s = main!Comm1.Input
ReadCom = True

Exit Function
ErrorReadCom:
ReadCom = False

'Resume Next

End Function



Function WriteCom(ByVal s As String) As Integer
"Write "s" to communication port that is currently selected by CurrentCom variable
‘input: s string tp send to reader

‘output: return true if write sucessfully

On Error GoTo ErrorWriteCom

'test the com port status

If main!Comm1.PortOpen = False Then
GoTo ErrorWriteCom

End If

'read from card

main!Comm!.Output = s

WriteCom = True

Exit Function
"ErrorWriteCom:
WriteCom = False

'Exit Function

End Function

function



Public Function AsciiToChar{ascii As String) As String
Dim a As String, i As Integer, b As String, ¢ As Integer
Dim d, e, f As String
Dim z(1- To 45) As Integer

"a = Text2.Text
a = ascil
"Textl. Text=""
Fori=1 To Len(a) Step 2
d =Mid(a, i, 2)
If d < "00" Then
f=f&d
End If
Next i
o=
Fori=1 To Len(f) Step 2
b = Mid(f, i, 2)
c=Val("&h" & b)
e=¢e & Chr(c)
'Textl.Text = Textl.Text & Chr(c)
‘Textl.Text=e
AsciiToChar=e
Next i

End Function

Public Function CutCode(iblock As String) As String
Dim code As String * 8
CutCode = Left(iblock, 8)

End Function



Public Function CutUnit(iblock As String) As String
Dim, unit As String * 1

unit = Right(iblock, 2)

CutUnit = unit

End Function

.

Public Function datee() As String
a = Date
dd = Day(a)
mm = Month(a)
yy = Year(a)
X1 = (mm And (&HS8))/ 8
X2 = ((yy - 1980) And (&H7F)) * 2
Y1 = hex(X1 Xor X2)
Y2 = hex(dd Xor ((mm And (&H7)) * 32))
datee=Y1 & Y2

End Function

tlp224.bas

Function SendCommand(LRC As Integer, dm As String, result As String) As Integer
Dim q As Integer
Dim s As String, Start As Single, rs As String

SendCommand = False
s= dm
Select Case LRC



Case 0 'do not put LRC at the end of command
Case | 'put LRC at the end of command

s=s & CalLRC(s)
Case Else

SendCommand = False

Exit Function
End Select
s =5 & Chr(3)

'flush remain input buffer
' result = Main!Comml1.Input
result=""
'send command to reader
q = WriteComi(s)
If q = False Then Exit Function
'do a delay loop here (1 sec)
Start = Timer
result =""
Do
'‘DoEvents
q = ReadCom(rs)
result = result & rs
If q=False Then Exit Function
Loop Until (Timer - Start) > 5 Or Right( result, 1) = Chr(3)
‘receive answer from reader
' result = Main!Comm1.Input
' q=ReadCom( result)
'If q = False Then Exit Function

SendCommand = True

End Function



~

Public Function MakeCmdStr{ctype As Integer, s As String) As String
Dim t As String, length As String
length = AsciiToHexStr(Chr(1 + Len(s) / 2))
t="60"
'CType is command type according to TLP-224 protocol
Select Case ctype
Case COMMAND _ICC_ ON  'ICC power on (if already on then off)
t=t & "046E" & s & "0000" 'where s is the delay time (from "00" to "FF")
Case COMMAND _ICC_OFF  'ICC power off
t=1t& "044D" & s & "0000" --may be wrong
Case COMMAND _INCMD  'incomming (to card)
t=t& length & "DA" & s
Case COMMAND OUTCMD 'outgoing (from card)
t=t& length & "DB" & s
Case COMMAND_VERSION  'version report
Case COMMAND WARM _ RESET 'warm reset
Case COMMAND_LED 'read statis
End Select
" 'add LRC and chr(3)
't=t& CalLRC(t) & Chr(3)
MakeCmdStr=t

End Function

Function InsertCard( result As String, msg As String)

Dim q As Integer



InsertCard = False
Do
q = PowerOn( result)
'‘ShowText " result=" & result
'If Left( result, 4) < "6010" Then 'error, no card
'If Left( result, 14) = "6004FB280300B4" Then
If Left( result, 4) = "6004" Then
q = MsgBox(msg, vbCritical + vbRetryCancel, "Error")
If q=vbRetry Then
q=False
Else
q = False
Exit Function
End If
End If
Loop While q = False
InsertCard = q

End Function

" Function PowerOff{ result As String) As Integer
PowerOff = SendCommand(1, "60044D010000", result)

End Function

Function PowerOn( result As String) As Integer
PowerOn = SendCommand(1, "60046E010000", resuit)

End Function



TLP 224 NV

GENERAL

The TLP 224 NV is fully compatible with the previous generation TLP 224
except for its fixed speed of 9 600 bauds.

It has been developed:

- to revitalise the offer
- to reduce prices

- to expand existing markets and open up new ones.

It accepts all cards complying with ISO 7816 and the French Télécarte
phonecard.

PHYSICAL DESCRIPTION

. Front panel:

1 Horizontal card insertion slot

.ZTgo LEDs under the Bull logo
reen : powe ; .

3 Yellor\fv :P;I drp%[\:/ere dup : %m:;sx.ozns :12ecmx 10 cm x 2.5 cm

4 "Insert card here" symbol - Weight : 200 g

S Fixing holes for incorporation in a Y,

%GNU
REAR VIEW r‘—\—é@/@i"
1T ‘:E]:l +12v

11
AN
e
L

1 8-way modular jack (for CBL 2842 cable)
2 +12 V DC input jack

3 Reset button accessible with a pointed object such as the tip of a pencil
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PHYSICAL INSTALLATION

The reader/encoder can be installed:

near the PC,
on the PC,
inside the PC.
r~ {/r ?

| | ]
! i
HE| :
y
i
Pl i

7 [N
— :IL ——
\ NN ——
: !
i 2
a i
"\ &= E N
/7 \\ ! '.
; four Velcro
NEAR THE PC: Apply the four ON THE PC: Use the fou

stick-on feet

strips to secure
the reader/writer
to the PC

In 3*1/2 floppy disk
drive bay

in 5"1/4 floppy disk

drive bay

The integration kit supplied includes the necessary mechanical fastenings.
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OPERATION AND USE

The TLP 224 NV manual insertion smart card reader/writer is connected to a workstation via
an RS 232 C asynchronous livgk operating at 9 600 bauds.

It accepts the following types of smart card:

CNET standard phonecards (T élécarte); CNET document:
ST/PAA/TPA/PRI/1069 - Edition 3.

- Cards fitted with the STM TS 1200 or compatible component.

- Microcomputer cards to the 1SO 7816-3 international standard, subject to the
following restrictions:

- card initial frequency : Fo = 3.579545 MHz,
- card working frequency : F = 1 (fs = fo),

- asynchronous dialogue mode only,

- low active reset only,

- 9600 bauds dialogue only,

- lcc (card) limited to 110 mA,

- lpp (card) limited to 50 mA.

The TLP 224 NV is a transparent card interface in the sense that it executes instructions and
generates responses but does not process the data. Cards are accessed using a set of six
commands, including two specifically for CNET standard phonecards.

. 2 ’5 NI e r—
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TLP224 NV
A

/ \
HOST INTERFACE MASK CUSTOM IC CCNNECTOR SMART
MICROPROCESSOR CARD
WCORKSTATION RS 232-C 63HCOSC4 L&£04 TLU0S21 IS0 7813
CNET
POWER SUPPLY ang ELECTRONICS

5 P—
T = |

cxternat «12v
300 mA adagrer

—

RS 232 C INTERFACE

Four signals constitute the dialogue between the TLP 224 NV reader/writer and the host
(workstation or PC):

ED  Data transmitted from TLP 224 NV.

RD  Datareceived by TLP 224 NV.

RTS Requestto send from TLP 224 NV.

DTR (Data terminal ready) TLP‘224 NV powered up.

MASK MICROPROCESSOR

This microprocessors manages the strobe (timing) signals and the dialogue with the host
and with the card.

CUSTOM IC

This IC manages the card power supply, programming voltage and clock signals.

It also protects the card interface against short-circuits.

T4
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CONNECTOR

The connector has two sets of 8 clamp ('touchdoWn") action contacts plus a “card
present” contact.

It accepts all smart cards, embossed or otherwise.

It accepts cards with the microchip in the following locations:

- top/recta/front according to the
- bottom/recto/front ISO 7816-2 standard
- bottom/verso/back

Insertion and extraction force < 7,5N

Service life > 100 000 operations

POWER SUPPLY AND ELECTRONICS

The external mains adapter provides.the +1 2V, 300 mA supply.

The electronics on the circuit board regulates the very low voltage and handles
microprocessor Reset generation and monitoring functions.

The microprocessor can be reset manually by pressing the Reset button at the rear of the
TLP 224 NV.
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COMMUNICATION PROCEDURE

RGST TLP224 NV ‘ CARD
APPLICATION SCFTWARE _ TYPE:
HOST 1 CARD
SENG CSMMANDE —> ' i

COMMAND PROCESSING
RECEIVE RESFONSE - Carg call

- Fhcnecsrd

- Response (status) - Smart Card

Each exchange has three phases:

- A command is sent from the Host to the TLP 224 NV.
- The TLP 224 NV processes the command.

- The Host receives from the TLP 224 NV the response relating to execution of the
command.
Exchanges are timed as follows:

The TLP 224 NV switches to receive mode:

- on power up (DTR signal),
- after sending its response.

The TLP 224 NV switches to transmit mode:
- when ready to send its response to the Host (RTS signal).
Dialogue takes place at 9 600 bauds.

Character format:

1 start bit,

8 data bits,
no parity bit,
1 stop bit.
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TRANSMISSION PRGTOCOL

Data is exchanged between the host and the TLP 224 NV in blocks, each made up of
binary characters on one byte:

2 header characters,

0 to 70 data characters,
1 LRC character,

- 1 ETX character.

2 BYTES 0 TO 70 BYTES 1 BYTE

f_h___‘ I/ 4 t
HEADER DATA LRC |ETX!

The two header bytes comprise:

S U

M

1010,0,0,0

u

AB, ! | gaaad>) WQ |
N J

{Lengrh of data to transmit
(excluding header, LRC and ETX)

I———-—>

1= End of dafa

1= Start of data 7

0 = ACK (Previous block acknawledge)

1 = NACK (Previous block negafive acknowledge)

-

Note:

The maximum block length compatible with the communication protocol is 70 bytes
excluding header, LRC and ETX characters.

The LRC (Longitudinal Redundancy Check) byte is the result of applying a series of
exclusive-OR operations to the header and data bytes.

During transmission on the ED or RD lines (TLP 2244 NV -> Host or Host —~> interface
controller), ail characters of the block to be transmitted (except ETX) are converted into
displayable ASCIl characters and therefore solit into two bytes.
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COMMANDS AND RESPONSES

The commands are sent by the application included in the Host software.

They are processed by the TLP 224 NV software.

Command format

- Parameters.
| Instr and N bytes I - Input data.
Response format
- Parameters.
| Status and N bytes l - Output data.
List of instructions
INSTR MEANING/REMARKS
6E Power up (and/or reset) smart card.
4D Power down smart card.
DA "Transparent” incoming instruction.

7816-3.

On receiving this instruction the TLP 224 'NV sends to the
smart card the bytes constituting the
and then manages the exchanges according

incoming
ISO standard

instruction

D8 “Transparent® outgoing instruction.

On receiving this instruction the TLP 224 NV sends to the
smart card the bytes constituting the
and then manages the exchanges according

outgoing
ISO standard

instruction

7816-3.
72 Read Phonecard.
BO Write Phonecard.

orldwide Smartcard Solutions & Systems
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STATUS

HOST/TLP 224 NV INTERFACE

STATUS MEANING/REMARKS

00 Command executed correctly.

(X} Byte receive error (with NACK message).

04 PDS 38 TLP 224 NV, unknown instruction.

05 LRC error. If error persists, check application and/or connections (with
NACK message).
08 Length (2nd header byte) does not match received length.

If error persists, check application (with NACK message).

TLP 224 NV/CARD INTERFACE

AO Card not supported by TLP 224 NV (with power up instruction).

A2 "Dumb* card (with power up instruction).

A3 Transterred byte parity error, card communication error (power up
instruction).

B2 "Dumb* card (with instructions other than power up).

E3 As A3, check card powered up (with instructions other than power u;ﬁ). '

E4 Inconsistent acknowledge byte from .card (wnth mcommg or outgoing
instruction).

ES Card has interrupted exchanges with TLP 224 NV, incorrect access attempt,

1 check instruction sequence, write address.

E7 TLP 224 NV tests ME1 and ME2 bytes sent by card.
WARNING | - If ME1 = 90 or ME2 = 0, TLP 224 NV sends this status to host. )

F7 Card "snatched". This status is sent once only.

F3 Card absent.

g : 1 3 ‘ n.-110D
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.
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.
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Electonic purse files (EP4) :
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~
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S.3. CREATZFILE:

3.4. DECREASE:
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PocikerBook V3.1 CARD USER'S MANU AL

2. CHARACTERISTICS :

l=> Asvnchronous card with [SO 7816-5 and 7816+ compliance: , |

1

[ => Muit-file with 2-byte iile identfiers and elecTonic purse management |

| => Different flie types: Tansparent (binary), record and electronic purses (2 types) |

=> Each file stores 2 kevs in its header, for secure access, with DES algorithm ]

=> Access conditons are separately defined, for each file, and for each access type (read.

write. update)

hanges mav be done in plain mode or ciphered mode. using a cryptogram Jr 20t ]

{=> Zxch

[=> Card becomes mute opiy after detecdon of EEPROM failure, after having semt a

| pardcular error message (A

| => 2-byte checksum protecis dvnamically the EEPROM content (system and user arees) J

=> Mirror zone (with checksum protection) prevents fom any incompiete operzmon
(accidental elecmical proolem. ...)

!:> Darta can be read from the card up to 233 bytes at once, wien, due 10 internzal limitations
| (mirror ared length). more than 16 bytes cannot be sent to the card siruitaneousty

Revision 1.} Uo7 eeL internai Devercoment P949
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PockarBoox V.1 CarD USER'Ss M2

3. GENERAL DESCRIPTION :

3.1. Memory oraanization overview :

’

PocketBook is a mic:: conuolled smart card . with 953 (Hex, .:89) -user ¥ee EEPROM
ovtes. for files storing.

On delivery, one mandzzory file exists in the card, called "embedder file". It is 40 bytes long,
and its idendiieris a.Lwavs 2F 00 (hex)

Here's an example o1 :nternal organisarion :

embed = fix Flrm\y

File: | Idendfier: | Size:
Embedder siie | 2F 00 ! 20
Userfile n* | \|//[EFDY_ | 80
Userfilen® 2 i EE02 | 264
Userfilen® 3 EF2a ] 120
Userfilen® 4 BRI ~] 80
Userfilen® 3 43 36 | 483
Useriilen® 6 NE 36N 125
Fres remaming area for new fiies | | 240

Table 1 : File organisation exampie

3.2. File creation:

The PocketBook card allows ta craate as many files as wanted. with the oniy limit of space

avai{zble for such files.
reauon of a new fife is protected by [K kev (Isst.e' Keav).

rourdifferenr file npes exist:
» Trmensparent fife ; the user accesses 10 dat by byte address 1o the unique field of the.
file
= Record fle - the dara are stored in fixed length fields. access is obtained by specifying
a record number.
- 531 E”Te : *‘ef'zronic purse (3-byte amounts. ceilings & balances). This type only exdists:

more.
» ED< fje : 2izcTonic purse (4-Hvie amounts. c2iiings & balances).

Record and purse ilies conwin rec. is. 233 is ti» maximum nabied number of records for
such niles. _ . _ e
The :ile crearion is processed by ¢ singie insTucdon operation. dara feid(s) are blank (0) after

cremtion. For more inTOMmInoNn. piecse ses shanter descricing the "CREATE FILE" *ommana

:pnun ~O)
A ﬂé carg ace baodsi g svswem JO0rofs thot 2czn 5 2 7aszn 'J.HIOUE iden L.ner.
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PeexetBook V2.1 CaRD USER'S MANUAL

Page 7/33

3.3. PocketBock command set:

PocketBook recognizes 18 different inswuctions. giving methods for direc: and secured
readings. writings and updatings to darz (to be) stored in it

¢

Commands in aipnabetcal order  Commands in numerical order
ASK RANDOM 84h 04h INVALIDATE
CHANGE KEY 24h 20h VERIFY PIN
CREATEFILE EOh |- | - 2¢h CHANGEKEY

DECREASE 30k 30k DECREASE
EXTERNAL AUTHENTICATION|  82h 32h INCREASE
GET RESPONSE Coh 82h  |EXTERNAL AUTHENTICATION
GIVE RANDOM 86k 84h ASK RANDOM
INCREASE 32h 86h. . GIVE RANDOM
INVALIDATE 04h Adh SELECT FILE
READ BINARY BOh 'BOk |  READ BINARY
READ RECORD Beh> [ S B2k -READ RECORD
SELECT FILE A4 Coh GET RESPONSE

UPDATE BINARY Déh DOk WRITE BINARY

UPDATE CEILING Dén D2h WRITE RECORD

UPDATE RECORD DCh Déh UPDATE BINARY

VERIFY PIN 20h Déh UPDATE CEILING
WRITE BINARY DOk DCh UPDATE RECORD
WRITE RECORD D2h EOh CREATE FILE

Table2 Table 3
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ZOCKEIDOON V2. LARD : USER'S MANUAL
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3.4. Answer-To-Res=t (ATR) sequence :

When powered on. PocketBook sends "Answer-To-Reser" sequencs. consisdng in 9 bvtes
descriped delow :

5Bh 260.00h Hi H2 H3-H4 HS H6 |

.

This sequence alwayvs oegins with 38h 26h 00h.

+ Byte HI contains MSB chip code : on V3.1. HI=06h for SGS-THOMSCN ST16601
o Byvte H2 contains LSB cnip code : on V3.1. H2=01h
 Byte H3 is the version number (high nibole) and the mask numbers (low nibole) : H3=31h
« Byte H4 is a user definable byte. but it must be written during prepersonalization phase of
card life. and cannot be further modified.
e Bvtes H3- Hé are status Dvies :
If an EEPROM aeramt has beeq detected. these bytes are 65h 01k, and card becomes
mute. 2lse : - g : o .
HS is always 90h. or 91h if life counter has reach its end of life value (more than
-30.000 wridngs into EEPROM) : life counter has a0 other effect on card use.
H6 stores in its high nibble the aumber of registered ¢ oaﬂ PIN presentanons-
i 2en possivle comoinadons of HI-HG are :

65 0lh: EEPROM defects. card is mute.

%0k OOk : No bad PN presentation. normal life period.

90h 10k : | bad PIN presentation registered. normai life period.

90h 20h : 2 bad PIN preseararions registered. dormat life period.

90k 50h: 5 bad PIN preseatations registered. normai lifs period. PIN is locked.
91h 00k : No bad PIN presentation. end of life period.

S91h 10k: ! bad PIN presentarion registered. end of life period.

S1h 20h: = bad PIN presentations registered. end of life perfod.

Olh 50k: 3 bad PIN presenrations registered. 2ad of life period. PIN is locked.

3.5. EEPROM protectionr bv checksum :

The whole EZPROM contents is protected by caic .aton of 2 checksum after every writng i
the EEPROM.

The checksum is made of a 16-bit 2ddiu.=. with loop back of everv outgeing (16th) carry bir

to bit 0.
This vaiue is checked in the very first stzps o1 - -ver or. When wrong. "Answer-To-Reser™
message is nrodified (ending with 6301). 2nd card oecomes mute. '
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3.6. EEPROM protection by mirroring mechanism :

Everv command that results in 2 change in EEPROM uses the mirroring mechanism : it
consists. pnor to the wriung of new data. in sa.vin_ old vaiues in a special EEPROM area. and
sering an EEPROM {lag 10 know that 2 programming is in progress. Then the new values are
written. and. if evervthing is correcz. the flag is reset.

This mechanism has the diSédvantage to slow down-the card operadom; but gives it a high
levei of security. thus it prevents from any partial writng or updating,' in all conditions. On
power on. the card operaung svstem tests this flag, and, if set, restcr2s old values in
E=PROM. .

For more protecion. EEPROM areas used by mirroring mechanism are protected by a
checksum (8-bit addituon. with loop back of outgoing (8th) carry bit to bit 0).

This checksum is verified-before restoring darta if mirror flag is set. in other cases, it is not
checkead.
.Checking is processed as follows: if stored checiksum doesn't correspond to the one calcuiated
with current checksum area. the card seads stams word 65 01 at the end of Answer-To-Reset

message, then becomes mute.

3.7. EEPROM life counter:

A 24 bit counter is implemaated in system EEPROM area, which is incremented by one at
very writdng or updadng of EEPROM. Its only purpose is t0 527 a flag in "Answer-To-Reset"
sequence (this flag is bit 0 of oyie HS). as soon as a threshold vaiue is reached.

When this flag appears in "Answer-To-Reset . it will never éiisappear. so the operzator is
informed that the card is'in end of iife period. thus more than 100.000 writes had occurred in
some =EPROM celis.

It's up 10 the operator 10 decide what consideration he: gvm to this flag, no. change will appear
in card opeération. except that EEPROM defecsr are subject 10 appear withour more advice.
However. the operatng sysiem checks if each _ZPROM programming has given a correct
resuit through two different elecwicai level reading verificazans : if a problem occurs. it sends
96-vr¥ status word to cancel command. or it sends 65-01 and ‘mures thecard: according to the
<. - @t which the defect appearez. :
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4. FILES STRUCTURE :

4.1.

Transparent files :

Hex Offse: Fields :
00h Identfier T/S1 S2
, 0<h ACr ACw | - ACu |7 KUC
Fiie Header | 08k Secret Key #
24 bvres 0Ch SKO
. 10k  Secret Key #1
14h X
-18k
Data Data
Area ; . feld
1
Tabie 4 : Trensparent fiie soucture.
Meaning of header fields : .
o Identiffer:

2-bwvie file idendfier. according to [SO 7816-4. FF-FF identifier is reserved for internal
use. and 2F-00 is reserved for "Embedder File" (see "Embedder dle"” descripton page
16).

T/S1:

Two informaron ars ;ored in this dyte : the 3 most significant oits contain "1 wiich
is the structure tvpe informatdon. and the 5 other bits are "S1" : the high part of size
informadon. For a transparent file. T is 000. Ses just below description of S2 for the
use of the 3 least significanr bits ("S1").

S2:

Second (low) par of the size information : S1:S2 is a 13-bit number the- Zves. in
bytes. the size of ZEPROM arez reserved for this file (header~body lengths.

ACr: \

Access condidons for reading. (p. 23)

ACw: _— -

Accsss condidons ror wrigng. (p.- 231

ACu: ‘

Accass conditons ror updadng. {p- 25}

KUuC: -

~evs Use Condidoans. Teils whica kev is 10 be used for sach access type. (p- 23)
SKO :

Secrer Kayv aumoer V. >e2 SKi {or use descriptdon Tpe.

SK1:

Secrer Ney numper . g
zccordifiz . ™ACx and N7 'C (Teids.

Available commands on iransgeraat fiies are: "READ 3INARY™. "WRITE BINARY"™ and
UPDATEZ 3INARYT.

Revisien (.U
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4.2. Record files :

Hex Ofisex: Fields
00k [dentifier T/S NB
~ 04h ACe ACw ACu KUC
Fiie rieader 08h Secret Key #0
24 byvtes 0Ch e SKO .
) 10h Secret Key #1
l4h SK1
18h ’
Dara Data records
Area -

Tabie 3 : Record file sTucuure.

Meaning of header Jelds .
o Identifier: )
2-bvte file idendfier. according to ISO 7816-+. FF-FF identifier is reserved for internal

use. and 2F-00 is reserved for "Emoedder File" (see "Embedder file" description page
16).

- T/S:
Two inforrmation are stored in this byte : the 3 most significant bits contain "I which
is the sucture type informadon. and the 3 other bits are "S" : the size of each record ;
S must be lower or eguai to 16. but not zzro. For a record file, T is 001.

« NB:
Number of records in this file: 9 <NB <253.
e ACr:
Access condidons for reading. (p. _1) _
e ACw: 4 .
Access conditons for wrigng. (p. 23)
o ACu: ’
Access conditions for updating. (p. 23)
« KUC:
Kevs Use C. adidons. Teils wiich kev s t0 be used for each access type (p-23)
e =N0:
Secret Keyv number 0. S22 SKi for use -sscripton.
« SKI:

Secret Kav number 1. Secrer Keys are used to protectaccess 1o file data_ according o
ACx and KUC fieids.

Available commands on record ilizs are: "READ RECORD". "WRITE RECORD" and
"LPDATZ RECORD™

—
- - -

Revisioa (.U 3T 86a lnternal Deveiopmeat P49

s man SOLS 0 SVART G ARDINDU S TRIES 2romwrT I CSRAGT 52 SUDHCIE] WITIOUL (TS WIS AINOrSSton-

[fotal P



Uoel'S MANUAL

4.3. Electronic purse files (EF4) -

4.3.1.

Header descriotion -

Data
Area

Hex OffSex: Fieids :

x 00h [dendfier T/S NB
j Q4h ACr ACi ACd ... KucC
5 08h Secret Key #0

0Ch SKO

10h Secrer Key £1

14h SK1

18h Ceiling

1Ch CP#1 CP#2 RFU CHK

20h '
j See below ;
' "Records descripton”

Table § : Eiectronic purse (EP4) file swucaure.

Meaning of header flelds :

Idenrifier :

2-bwvte file idendfier, according 10 ISO 7816-4. FF-FF identfier is reserved for internal
use. and 2F-00 is reserved for "Embedder File" (se= "Embedder file" description page
16).

T/S :

Two informaton are stored in this bvie : the 5 most significant bits contain "T™ which

is the structure type information. and the 5 other bits are "S" : the size of each record :
8 <S<16.Fora purse file. Tis 111 (EP4 type).

e« NB:
Number of records in this file : 2 < NB < 253.
e ACr: : z
Access conditons for reading. (p. 23)
« ACi:
Access condiz.. s for increzsing. (p. 23)
e« ACd:
Access conditons for decreasing. (p. 23)
« KUC:
Keys Use Condizons. Tells which kev is to be used for each accass type- (p. 23)
- SKO:
Secrer Ky number ). Se= SKi for use descripdon.
e SKI:
Seuret Ney number {. Secrsr Xavs are used 10 protect access 0 file data. according 1o
ACxaneXUL fleids. -~ 7 -
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4.4, Electronic purse files. (old type : EP3) -

441, Header description :

"~ | HexOffsex: - Fields : -
00R ldendfier .- SIT NB '
04h | ACr | ACE ACd | KucC
08h Secret Key #0

File Header 0Ch SK0
2 byvtes 10k "~ . SecretKev #l
4h. . - SK:
18k Ceiling CHK
‘ICh CP#1 CpP#z RFU RFU
20k
Data S \[//, Sés below :
Area "Records descripdon”
L ra

Table 8 : Elecronic purse (EP3) file swucture. -

Meaning of header fields :
o Identifier:
2-bvte file jdentfier. according t0 ISO 7816-4. FF-FF identifier is reserved for iaternal

use. and 2F-00 is reserved for "Embedder File” (see "Embedder file" descriptdon page
16).

e TIS:
Two informarion are stored in this byte : the 3 most significant bits contain "T™ whick
IS structure tvpe informarton. and the 3 other bits are "S” : size of each record. For a
parse file, Tis 611 (EP3 type). :

« NB:
Number of recarcs - this file: 2 <NB <235,
e ACr: - -
-Access conditions forrezc 2. (p. 23
. . = ACL: . S — — . . . -
o Access condidons forir -reasin T 5023 e en e R Y G p—
- ACd: : :
Access condirions for decreasing. (p. 23 T
« XRUC: -
Keys Use Condirions. Teils which hey is to be used for eazir access type: (p. 23
. SKO :
S ey number (. See SKX1 for use descripdon.
. SKI :

Secrer Key numimer [ Secrer Kevs 2re used (0 protect access 0 tile dara. according to
ACx 2nd"KUL iicids. -

» Ceiling :
3-byte ceiiing vaiue for “2nszctions in purse.

Revisioa (.1 [ s N4 lnteraal Deveionmenz P949
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« CHK:
Checksum of ceiling vaiue. This checksum shouid be calculated and checked by the
zpplication ; the card doesn't take any care of this value.
« CP#l:
Current pointer 10 last operation on purse.
. CPe2: . . :
Redundant current pointer to last operaton on.purse. for safe creration. Redundancy’s
checked by operating syvstem : if resuit is bad. it sends 6501 ana mutes-the card.
« RFU:
2 bvies reserved for future use.
Available commands on purse files are: "READ RECORD", "INCREASE™ and
"DECREASE". .
44.2. - Record description :
[Hex Add Flelds:
Fixed 0 Transaction number MSB date
Area . 4 LSB date |- ° Balance
Optional 3 0 to 8 opt-onal byte{s)
Arez X for applicaton data
Tabie 9 : Elecronic purse (EP3) record structure.
Meaning of record fields
o Transaction number:
3-bvte transaction counter.. incremented on every credit or debit operaton made on the
purse. The application can only read this value. There's. no check made by the card o
this counter. so it may: roll-over 1o’ (. if enough transactions. were performed o the
surse (224 = i5Mega-operations !! tharis h1=hly1mprobable)-
e Date(MSB&LSB):
- These data are given by application wifer increasing or aec"&smz purse. they b na.ve no
. mezning for the card. So any cm.,canbd stored -here: a=d may” ha.veno Imkmﬂ:r.a.
£ dare! " T T Lo T
i-w.—»- - s B-ahnce- R SR e s m e g egma e 7 DAL e r JEEpE
3 3-bvie purs:: current vatue mzmz'seﬂ.’v' thco.rdom systenL. _
~ Optionabbytes = = - -
é ' Qu file creatior. am opdonat arez can be specified for evers record- Onuonalaatz:wﬁl
g he auremmaticaily updated: while crediting or debiting purse. if sufficient darz: (more
tham § byvTes) are are givex to the "INCREASE or the "DECREASE” cofunang : if
there's not enough dara in the "TNCREASE™ or "DECREASE" command. da= field.
the remaining byvies are automariczily blanked to zero.
Reviswon i.l) y 7oAl internai Deveiopoment P49
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4.5, Embedder file:

This file is created during the prepersonalizarion phase of life. by the embedder. Its purpose is
to cancel cheart r1sks after card manufacturing step. It is idendfied by 2F 00, and strucnured as
a ransparent file. Therefore. its header size is 24 bytes long, and data area is 16 bytes long.

After its creanion and the wiTung of dara_ this file is mvahan:ed.. so darz will never more be

modifled. However. data ma¥ be read withour restricdon. L. e

'

Data written in this file give information about card manuracnmnb g and embedding.

Dara organisation is described here :

Hex Ofsex: Embedder file body :
0 Manufacnrer code . CHK SKCM/SNP
+ Customer code Embedder code Serial number (MSW) )
8 - Serizl mumber (LSW) Manufacturing day [Mamifacuming month|
C I\/[anm'an:tm1n~ vear )  Customer bytes '

Tabie 10 : Embedder file mapping.
Meaning of these oytes :

+ Manufacrurer code :
2-byte manufacuurer code is always FFh FBh.

« CHK:
The checksum is the number of reset bits in bvtes at offsets 5 to F.

o SKCM/SNP:
SKCM means "System Keys Change Mode™. and is stored i bits 6 & 7.
SNP means "Serial Number Presence”. and is stored i bit 0.
Sus I 1o F are reserved for futire use. and setio 0.

3\’P thxs . is set ! Tif ava.ha. <anar. num::;xssorea;m. owes 6109 eiseirisO_

- W E T e

-SKCM:-Bis 7-(named "SKCMI™ & 6 (named "SKCMZ")- controt-mode (cipheting.
cerufying) used 0 chan:e the systenr keys. (se= "Svszem: and dac. kevs chanzc.
chapter. page 24)

o Customercode:
This oyte. choser by SOLAIC SMART CARD INDUSTRIES. can be ser 0 any vaiue
betwezn 00h and Fro. according 10 the customer commercial file

+« Embedder code: -
The SOT_AICGSMART CARD INDUSTRIES® issuer code is A0k,

Revision Q. J 700 internal Deveiopment P949
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Serial number :
The serial number is written using a hexadecimal or BCD (customer choics} format,
it's incremeated for every card. SOLAIC SMART CARD INDUSTRIES guarantees that each
number is umque (only if SNP is set. and fora given customer numsber).

Manufacruring date+
The date written here is the prepersonalization dare, coded in BCD (i.e. Feb. 1281 94 is
coded [2h 02k 94h). - A

Customer bytes :

These bytes are customer-definable. They must be specified 10 be written during the
prepersonalization step, because the file is write-protected on card delivery.

%T’ne only available command on embedder fije is: "READ BINARY™, the commands
l "WRITE BINARY" and "UPDATE BINARY" are forbiddez since file is mnvalidated.

34

3

.
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5. EL. ECTRONIC PURSE MANAGEMENT :

Two types of electronic purses are impiemented in PocketBook smart card V3.1. We'll

discuss here only the EP4 type. descrived above. because old EP3 type differs only om
minimurz area of record structure: it's got only one counter. without blocking value. and has

an."applicauon date” 2 byte area.

Purse files are derivated from record files. with additionnal internal management : excapt for

records reading. an electronic purse file is automarically managed as a cyclic file, using the

CP {"Current pointer") byte (duplicared to safe operations) in the file header. Only readings

can (and must) be record-addressed. When crediting. or debiting a purse, the operaring system

updares the record following the curreat record. then increments the CP, or. if the current

record is the last one. it updates the first one. then sets the CP to 1.

A purse file must have at least 2 records. and could hold up to 235 records. if available -
EEPROM would permit it (on V3.1. if oniy one purse file is created, and no’ other file except
the embedder file. available area for records is 923 bytes : if no opdonal arez is required: max
number of records becomes 115 ...).

-

The issuer can create in the PocketBook card 2s many electromic purse files as the
EEPROM sir2 can store. Transactons are stored one by record. and a "Current Pointer”
always poinls 10 the last wansaction record, allowing to read directly the current purse
balance. ,

Two special commands are implemented for purse management, and replace standard record.
files commands "UPDATE RECORD" and "WRITE RECORD", which are forbidden for
these purse files. These commands are "INCREASE, to credit the purse; and "DECREASE”,.
tadeditit

The card operating system automatically rejects the "INCREASE™ commands that would
result im a. balance greater tham the ceflitg value stored in the file h&dcr and--the:
"DECREASE" commands thatwould rsulr iz a neganve: baia.nce

~Asne::zaL fomnlanon ozth:_"UBDAIE BINARY™ commznd., ed; 'UPDAI'E CEIU.N&m —~
(p-43),-allows to change a:purse file ceiling.

The wansactons are countad by the card, with: separate: 2-byte counters for credit and- debit
operadons. So the maximum value for these counters is 65535. Thns.,bcfgmcxwudngzdcbit
ot a credit command. the card checks the counter, if it is already equal to the maximum, the
command is rejected with exror 94h 20h (ses "Stamus words”™ chapter, page 27) -
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ecord organisation is described here :
Hex : Electronic Purse (EP4) record
0 Creditcounter Debit counter
A . Balance

TaEle 11 : Elecwronic purse:(EP4) record mapping. .

This figure only describes the 8 first bytes of a purse file record, which aré’ mandatory.
Optional bytes can be added after main part of the record. from 0 to 8 ; their use is free. They
can be updated with "INCREASE" and "DECREASE" command ; if these commands access
a record with less data than the record length, data will be first padded with zeroes to record
length. In fact. deta field of a wansaction command is composed of from 8 to record length

bvtes.

- .
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6. SECURITY MANAGEMENT :

6.1. Data exchanges :

6.1.1.  Global overview :
"
Data excnanges between the te'mmal and. the card may be done in 4 different ways : data may
be plain. ciphere<. cerufied or cerufied and ciphered.
Some commands permit the use of only one way (e.g. "VERIFY PIN" waits for text dara),
whereas other keep the choice between these modes, according to particular informarion (e.g.
"READ BINARY" determines the mode to be used with the current file ACr byte).

In order t0 use ciphered and/or certified mode. the data must be organized in 8-byte blocks,
because the cryvprographic a.lconthm used is the DES ("Data Encrvpdon Standard"™) which

works on 8-byte biocks: - . .

5.1.2. Datz ciphering :

When dara are sent 1o the FocketBook card in ciphered mode, the card operating system
first deciphers dara. with DES-! algorithm. using the key specified by the inswuction and the
cuzrent file header ACx byte (except for "CHANGE KEY" -p. 29- and "EXTERNAL
AUTHENTICATION" -p. 53-). then operates dara as nesded.

When data are 10 be sent by the PocketBook card in ciphered mode, they ar= first ciphered

with DES algorithm using the key specified by the instucton and the current iile header Acr
bvte.

6. 1:3. Data certifying :

Be*orc* sendme dzna to the PocketBook carct i cemned mode. the'external applicadon has
to-asic the card for 2 random §-byte vaiue (" ASK RANDOM™ -p. 28-). therr ta calculare: the
. esruricare. vith the principle of certfying described: below. \Wwhermn the: card: operating systenz. ..
recsives the certiffed damz. it first calculates ther same certficare. with the speciiied key and
sent randonr. therr compares the two certficates (the internat calculated and therecetved: one).
if equak the dama are thent processed as needed. else a statns word is renned. and no-operation:
is performed. - '

Befors axpecing from the PocketBook card dam in cerified mode. z random vaiue must be
sent to the card with "GIVE RANDOM" command (p. 33). Then the card operating systenr
caleriates the certiricate with the key specified by the currear fiie ACr and KUC bvtes. and:
sends the dara. foilowed by the cermincare. -

Upon recepfior. thé” appiicadon should csicuiate the dam cerificate in the same way, and

compare it with the card one.
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A certificare is calcuiated with the following algorithm :

Set RESULT to : random vaiue previousiy deciared

(" Ask Random"™ or "Give Random")
1

1

E ~ Setlto:0

Set RESULT to : RESULT xor BLOCKI]

i

Encrypt RESULT with DES & specified key

- i
Increment ]

No

Last block?

Caruficare is i RESULT

LY

Bv "specified key". we mean the key selectad with ACr. ACw or ACi, ACu or ACd and KUC
tv - 25 of current file. See "Access condidons” chapter (page 22) for details about these bytes.

The random vatue used as an inidalization block for cerafying darz is: sear to the card by a
| "GIVE RANDOM™ command (page 33) when reading detz. and given by am "TASK
s RANDOM" command. (page 28) in other cases.

When cerdfving dara. ar header block: czif. Zblock 0. is weated before the wue dara. This
block conrains information relative to the «.Tzut command and the current file. in order t@
prevent any certiéroate falsificaton '
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Block 0 iy buiit as foiiows (and represents the "Standard Block 0" appellation in the
commands descripdons)

. irrése of 2 "READ RECORD" command :

CLa || INS | Al A2 LNG |MSB-ID{LSB-ID| 0Ok

_ AL& A?represent.the logical address of the record ixx the Ole:
“Al:A%=(record numoer-1) x (record size)‘

. in case of all other commands :
CLA INS Pl P2 LNG |[MSB-ID| LSB-ID 00h

Pl & P2 come from [SO-command header bytes.

CLA & INS come from ISO~<ommand header byvtes, and MSB-ID:LSB-ID is the current file

ideadfien -
LNG is the useful data length. and is at most equal to P3-10h. In the case of an mmgoing
cerdfied command. LNG may be a non-modulo 8 vaiue, the last dara block being 0-padded.

6.1.4 Data certifying and ciphering.:

When data are to be exchanged in certfied and ciphered way, certficate is calcuiated priorto
the data ciphering. The cipaenng is processed on all blocks except the certficare one.

6.1.5. Key presentation :

Other security ievel(s) can be used for files dara accsss. by requiring one (or more) previous
kev(s) verification (passive or acuive for the PIN. and: active for the other keys). The next
chapter gives complete information Zbour how to- specify” access requirements. for darx
exchange:- .
Be careful that the keys are numbered 2 different way berween the "CHANGE KEY™ (p- 29)

0 thie "EXTERNAL AUTHENTICATION™ (p. 33) commands:

. ESt c=zurd 1S sTied T3 qumosT :
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8.2. Access conditions :

{ Accsss conditions are conmolled by 4 byies stored in the file header, therefore they are

[y

diiTerent for every fle.
These conmrol bvies. are named ACr (read), ACi (increase), ACd. (decrease) and KUC for

stecrronic purse files, and ACr, ACw (write), ACu (update) and KUC for other types of files.

They-are located at the same nosmons in all the files na.d.r. as described prevmmy, Le. ACr
is ar offser 4, ACi or ACw are aroffset 3. ACd or ACu atoffset 6 and KUC at ofset 7.

62.1. _"ACx"bytes: . -

All ACx bytes are bit-coded as foilows : ‘
PIN DK |-CER | CIPH DIS CHK | CHK | CEKX

\«{canm_ o of these bvres, wherm set

- PIN: PIN mnst have: besn suca:ssmllv presented (wub. "VERIE'Y
PIN" or EXTERNAL AUTHENTICATION" commands) prior to the data access.
« DK: A darz key (DKO or-DKI according: to KUC byte ; see next

chapter) must have been successtully presemted (with EXTERNAL
AUTHENTICATION™ commands) prior to the data access. A file's got two dam
keys. the number of the data key here requested: is stored in the KUC byte, see

below.
« CER: Darta must be cerufied.
- CIPH: Dara must be ciphered.
« DIS: Access is disabled.
: « CHK: Checksum of the 3 bits described here above, which should be

set and verified by application (the PocketBook card operzting systemr doesn't
c-anage these 3 bits). W= sudgest to-store in-theses bits the pumber of zexoed bits:
in the 5 sienificant bits. thar wilf be performed by any "IN VALIDATE" command

(p- 37 7
X Whern a ile is invalidated ("'E\I'V-XI;ED ATE™ cammand:.‘p:}ﬂ". ACw and ACu (respecavely
& ACL and ACE or 2.purse tie) are ser 0 UCHL i.c. D[S is set. otier (four) bits are zeroed- so
- CEKIS+, | - S oo e -

bemm eglTmarme eeeasee w s o

- ——

“Xompies of AL .. coding can be found in the "PocketBook samples” chapter. o 52

1 -

- .
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6.2.2. "KUC” byte :

KUC means Kev Use Conditions.

There's one KUC byte per file header, and it's mainly used to choose which betwesn the two
darz keys DK1 and DK2 must be taken into account for each data access type (reading,
writing/crediting or undauno/aeomno) It also ailows w0 specify 2 secumy mode for changing

the data Le\ s

KUC bytes are bit-coded s follows :
DRKCMI1|DKCM2| RFU' | ACr-Kn | RFU |ACwi-Kn| RFU |ACwd-Kn

Meaning of these bytes :

« RFEU: "REU bits are "Reserved for Future Use™.

« DKCMI1: When set, bit DKCM2 has no mezning, and keys can be changed
in plam text mode. If zero, kﬂv change mode is specified by DKCM2 byte.

- DKCM2: Useful only if DKCMI is reset. In. this cass, when set, key

change must be done in cerdfied and ciphered mode, when reset, key change must
be done in ciphered but nor certified mode.

« ACr-Kn: This bit gives data key number (0 or 1) for DK condition in AC

e ACwW/A-Kn: This bit gives data key number (0 or 1) for DK condition in
ACw ( or ACt if purse-file).

e ACwd-Kn: This bit gives data key number (0 or 1) for DK cond.mon in ACu
( or ACd if purse file).

Exampies of KUC coding can be found in the "PocketBook samples” chapter, p. 52.

6.2.3. Svstem and datz kevs chanage -

Systern keys ( IK, UK, CCK and PIN) and data keys (DKO and DK in every. file headerj cam:
be changed. according to the conditons written in the "SKCMi™ bits in embedder file (p- 16)
for system kevs and in the "DKC\'ﬁ" bItS m "KUC™ file h&aer byte (p 23) for data keys.-

Bctorc a ke.v can be chan;cL it most have been succssﬁzlly presented, except for the dama )
keys which require [K presentation. .

Notice that these bits. have the same names and. the same paositions (bu:s 6 & 7) lnth:n:‘ )
respective byte.

The table below shows the required mode to change a key.

- 0
1

Tapie 12 : Sysiem & darz keys change mode.
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6.3. Keys description :

Kevs exist in PocketBook at wo different levels. There are, frst, the system keys, which
are stored in EEPROM system area. The system keys are :

« PIN: Personal Idenrfication Number

« CCK: ChangeCeiling Key

« UK: Uniocking Key )

« IK: Issuer Key. v

The other kev level is the file level : every file gets two local keys called DK0 and DK1 :
"Data Key number 0" & "Data Key gumoer 1"

All these keys camr be presented t0 the card with the "EXTERNAL AUTHENTICATION™
command (p. 33)- The PIN can also be verified in plain mode with the "VERIEY PIN"

command (p. 46)-

The PIN and the DKi can be used as conditions o access to the files data, according to the
fles header ACx and KUC bytes (p- 22)-

The CCK must be correctly presented before performing a modification.of the ceilling in a
purse file. operation done with a special case of "UPDATE BINARY™ command, called
"UPDATE CEILING” - se= this command o get more informarion about ceiling change on p-
45-. ;

The UK has the only use of unlocking the PIN bad presentations coumter when locked by 3 or
more wrong active or passive PIN presentations. To unlock a locked PIN, the UK must be
correctly presented, and this must be followed by a good active or passive presentation of the
PIN.

The [K must have besn presented. prior i any file creation.

- Thernghts of a key preseuration are

e for PIN, CCK and IK, acquired for the whole session ;

- forUK,chuiredt’csrthewholemon,ex@tinonewsa:thcrightsofUKare
lost after the next PIN preseatation, on & card in locked-PIN states )

« for DKQ and DK1, valid umtdl the next "SELECT FILE™ command. or the:end of

the: sessiom

Examples of key values can be found in the "PocketBoak samples™ chapter, p- 52-

-~
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5.4. EEPROM protection mechanism -

-

T power-on. the PocketBook card checks for EEPROM defec

cts, before compieton of
"Answer-To-Reset" sequencs sending. These checks follow the next scheme :

Card Power om

Send Standard ATR- Send ATR ended
ended with 9xh vOk with 65k 01k
Normal operarion Cardis ch“# i
) ) : amute state -
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7. STATUS WORDS :

Starus word : Meaning :

65k 0lh Critcal problem it EEPROM ; card is mute.

67h 00h Bad PZ in [SO-command header.

6Bh 00k Bad Pl and/or PZ im [SO-command header. -

6Dh 00h ‘Unknown command (bad INS in. [SO~command header).

6Enr O0h Bad. command class (bad CLA in ISO-command header).

90k 0Oh No error. éxecution is compiete.

94h 10h INCRE..SE command results.in balance exceeding celing, or

) DECREASE command results in negative balance.
94h 20h INCREASE command results in1 credit counter overflow, or
DECREASE command results in debit counter overflow.

96h 10k Physical problem during EEPROM writng (type 1).

96h 20k Physical problem during EFPROM writing (type 2).

9hn 30h | Physical problem during EEPROM writng (type 3).

98h 10k Wrong PIN presentation, 15t twy.

98h 20m Wrong-PIIN presentation. 28< try. .

98h 50k Wrong PIN presentation. last (or more” v, PIN is locked.

98h 40k File-or record size too higit or too small.

98k S0h File doesn't exists. or file already exdsts. or idendfier is forbidden.

98h 60h "GIVE RANDOM™ or "ASX RANDOM' command not previousty run.
, 98h 70h Wrong ceruficate or.
( " | in case of svstem commands? ; key not presented. or wrong key.
- |98R 80n Access conditions are ot fulfilled. or fle is invalidated.

98k 90k Command is not applicable to current files

- Table 13 : Stamus words.

SCREATE FILES. INVALIDATT. "CHANGE RKIVY™. "SXTERNAL AUTHENTICATION™ & "UPDATE.

CZILINGT
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8. COMMAND SET :

NoT4: In every command containing a Pl and/or 2 P2 parametar specified as "not used”, we
swongly recommend ta set ivthem to 00h. as they may become used in further versions. and

ascending companbiity. will. in such cases, be guaranresd by esping previous versions
characteristics with null values. where "not used” paramete's previousty exist

8.1. ASK RANDOM : i

Asks thecard foran 8-bvte random value. : .

E%,/
Command | 84k . -
Pl not used. . - -
P2 not used. : N
P3 08k o +

DATA 8-byte random number
Table 14 : "ASK RANDOM™ command

This command must be nm before any actve key authenticarion. or certified writng or~
updatng.

A randorz value is valid only for the next instuctiorr.

Possible status words for "ASK RANDOM" are::
o 6x-00 if there is some wrong byte(s) irt the ISO-command header.
» or90-00 if the command’s successfully completsd._

Rn-zsmn i - )T sag interaas Development 2949
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8.2. CHANGE KEY :

Allows to modify or inidalize any secret kev of the card.

Byte | Conten

i Fah
i|24h
not used L
Key aumber: 0h: UK ' Olh:PIN 02h: IK

03h.: DKO 04h : DK1 05h : CCK
P35 18k if cernfied mode. eise 08h
DATA Tf cernfied mode : standard Block 0 (p. 22).
8-bvie new key (plain or ciphered).
[f cernfied mode. 8-bvie certficate (p-21) -

Taole 15 : "CHANGE KEY" command.

Before being changed. a key must have been successfully presented, éxcept for the dama keys
(DK1), which expect 2 previous valid IK presentaton. [n the case of an inidalizadon, the key
10 be presented is the virgin one (00k ... 00h).

In certified and/or ciphered modes. the kevs are ciphered or signed by their own old value,
except for the data keys (DKJ). which are ciphered or sicned by IK (see "System & dara keys
change" p. 24).

The change mode is selected by the SKCMi bits of "SKCM/SNP" byte inr Embedder file (p-
16) header for all keys. excent for the datz kevs (DKi). for which the mode is driven by the
DK CMi bits of KUC byte (p- 23) inx the current file header.

3e careful that.the keys are rmbered 2 different wav berween this command and the
"EXTERNAL AUTHENTICATION" command.- B

% Possible status words for "CHANGE KEY " are:

«  6x-00 if there is some wrong bytets) i the [SO~ommand header.

e  or 96-x0 if mirror writing defects.

e or63-01 if case of akey writng defects.

. or98-60 ifmo "ASK RANDOM" has besz previousty run (in certfied mods),

.  or98-70 if something is wrong in the ciphering or it the certficate. or if the old (or
virgin if initalizadon) key basntbesn previuosty verified

. or 90-00 whea the change has besa done-
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8.3. CREATEFILE:

Enables. 1o crezte 2 new iiie in EEPROM. if the file total size is lower or equal to the
emaining fres memory spacs.

3vte - |Coutents

Class FARh
Command | EOk
PI not used
P2 notused _ . .. -
P3 18h far wansparent or record dle ( or 10h. for ascending comparipility),
1Ch for Electromic purse file ( or 14h. for ascending compaubility).
DATA Transparenifite |  Record File | EP3Pursefile | EP4Pursejile
0lh MSB fle-ld : = : g
02k LSB fiie-Id .
03h T(000)-ST § T(001)-S - JT(OTD-S JT(111)-S °
04h s2 4/ - INB ' .
05n ACr
06 ACw {ACI
07h ACu {ACd
08h KUC
09h-10k |DKO
11h-19h |DKi (oniy if P3218h)
19b-1Bh | non existent 3-byte Cetling 3 MSB bytes of
value ceiling value
ICx nou existent CHK . LSB of cefiing value:

Tabie 16 : "CREATE FILE” cormmand. -

Before creating a file. the IK must have besn successiully presented.

Transparent tiles have their size coded in the byvtes T/ST and ST thar gives.a 13-bit oumber:
the maximum thearedcal size for 2 Tansparent file is then 21 3=8192 bytes.

Do not forget thar user tre= spacz or EEPROM (for V3.1) at delivery is only 935 byes. The
additional capabiliry is for next generadons of the PacketBook smartcard.

Fe- ascending compadbility the P3 byte can hoid the values 10k or 14k in place of 18k or
1Ch I these casas. DK is cutomancally nfled «with OFFa's.

In :he cose of an 23 purse Siie. the "Cailing vaiue” is a 3-byte value. and the fourth byteis a
cheviksum dyvte. which must de handied by the erminai appiicaton.

~zny flles a5 .anted con becfeated. with the oty limit of the EEPROM available space.
‘g the user mIUSWTE forger hiar 2 {lie connot te deleted once successtully created.
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Possibie starus words for "CREATE FILE " are :

-

6x-00 if there is some wrong byte(s) in the [ISO-command header,

or 96-x0 if mirror writing defects,

or 63-01 if file header writing defects,

or 98-40-if the ricvant file size or its record size is.too short or too Ion..,

or 98-50 if the relevant identifier is already allocated to'a file; or if it is forbidden,
or 98-70 if the IK has not been previously successfuily presented,

or 90-00 when the file creation has been done.

-
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8.4. DECREASE:

Enables to debit an electronic purse iile :

Commeand | 50h

- |PI 00b (not checked in not cerufied modes)
. |P2 04h (not checked in not cerufied modes)
3 if piain text mode : from 08h to 10k

if ciphered uncertfied mode : 08h or 10k
if cerafjed (ciphered or not) mode: 18k or 20k

DATA EP3 | EP4
If cerdfied mode : standard Block 0 (p. 22).
01k-03R |00k B
04h MSB darte 00h
03k 'LSB date MSB amount
06h-08L | 3-bvte amount 3 low bvtes of amount
fOh-rec size| Free use additional bytets) (0 or 8-bvte if cerdfied and/or cipnered mode)

If cernified mode : §-bvie certficate (p. 21).
Table 17 : "DECREASE" command.

To be ailowed to perform a "DECREASE” command. the access conditions specified in the
curreat file header ACd and KUC bvtes must be fuifilled.

Before debirng the purse. the card checks if this will revuit neither in a negative balance, nor
i a debit counter overilowtfor EP4 oniy : ¢ check is performed on EP3. counter:

Possible status words for "DECRFEASE" are:
» 6x-00 if there is some wrong bvte{s) in the ISO-command header.
« or94-1Q if the debit Would resuit in a negarive balance.
»  or94-20 if the debit Would resuit in o Jebit counter overflows.
« or96-xQ if mirror writng defects.
« or63-01 if purse datz updaring defects.
- or 98-60 if no "ASK RANDOM™ has besrr rum prior ta a cpnered: and/or certfied
debit
+ 0or98-77 if scmething is wrong in the cipnering or in the cerificate,
e or98s 1 h ccess conditons area't fuifiiled.
e 0r98 % .fihecurrent :ile is not a Jurse riie:
+ or 9000 when the debi has bezx sone.

“Remmecers 2n "INCREASE™ . mmand. 2ven with 2 2270 amount r2sets d22it counter.,
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8.5. EXTERNAL AUTHENTICATION :

Cnables to preseat any key. by cipnered way, thus without wensit of key Tue value.

- Byvie | Contents

i o e

"Ciass FAh .

.Commz=x |82h C -

.d

P! not used

P2 Key numper: Oh: UN " 0lh:IK 02h : DKO

03k : PIN 04k : DK1 05k : CCK

S 4 08h -

‘DATA  |8°byte.random given dv previous "ASK RANDOM" ciphered with the secret
key.

Taole 18 : "EXTERNAL AUTHENTICATION" command.

This command must have beea performed on the IK key prior to run 2 "CREATE FILE" (p-
10) or an "INVALIDATE" (- 37) command. .

For PIN z.thendcarions. an EEPROM mzpped ratificadon counter increments ot every bad
;active or passive) presentation. up (0 3. When it reaches this value. the card gets in a locked-
DN state. where all the commands expecung a good PIN presentation are foroidden, all an
{7X presentarion foilowed by a good PIN presentarion are successfully performed.

Be careful thar the keys are numbersd 2 differsmr way berween this commznd and the
"CHANGE KEY" command.

L Possible status words for "EXTERNAL AUTHENTICATION are :

' . 6x-00 if there is some wrong byte(s) in the ISO-command header.

or 96-x0 if mirror writng defects (PIN authendcartion on:),

e or65-01 if countes - Titng defects (PIN anthentication only).

. or 98-10:98 20 or Y8 30 for respectively first. szzond and third or more bad PIN
presentation -active and passive ("VERIFY PIN™) presentations merged-.

. or98-60 if no "ASK RANDOMT has besn previously run.

. or 98-70 if something is wrong in the ciphering (except for PIN. for which the
resuit is 96 x0): bad key or tad calcuiagon.

. or 90-00 whez the key presentatom has succesded.
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8.5. GETRESPONSE:.. 1. .

Gives information aoout the curzent file.  :

Command | COh

P1 not used

P2 not used

P3 Olhtw0o 170

DATA Transparentfile, |  Record File | EP3 Purse File | EP4 Puwrse file:

Olh 33n =
02k ° |P5-02h :

03a MSB ((S1:52)-18h) §MSB (S = NB)

04h LSB ((S1:52)-18n) JLSB (S * NB)

03k MSB Id (current file)

06n LSB 1d (current file)

07h 0<h

08h ACr

0%k ACw ACi

AR ACu ACd

0Bh KUC

0Ca 0lh

0Dk P3 -0Dh

0Bz |T(=0) T 1=1)  IT=) [T=

OFn 00k 4S1

10k 00h ‘ . |MSB ceiling

1lh 00h { Mid bvie catiing. Highmid byee c=ting

IZh 00h " §LSB ceiling Low mid bvee ceiine

I3t Q0h ' —t—t— O L {LSB cetiing.

R |00k ' CP (Z])

13k 00k 1CP (£2)

16 0ok iRFT (00l

17% 00k ) REU (00h)

Tabie "9 : "GE: RESPONSE” cormmeand.

[n czse of an EPS purse e, "CRNT is not caecked by the card.
As many files «s wunted ¢2a Se created, with the ondy {imit of EE?ROM avaiizbie spacs. but

user mustT torge that a fiie cannot o= deizted. oncs succsssiuily created.

Pas<ipie status words ior "GET RESPONSE™ 2
o ox-00) iithere is some wTong M\

¢
Ll
+ar 2000 when the m2sgonse s Sesn correciy seat
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8.7. GIVE RANDOM:

Gives the card an 8-bvte random vaive. for the next ourgoing certfied command.

Bvte j Contents

Class FAh g

Command | 86h -
Pl _ |notused

P2 not used

P3 08h

DATA 8-bvte random numoer

Taole 20 : "GIVE RANDOM" command.
This cormmand must be run before any certfied reading .

A random value is vaiid only for tiie next command.

Possible status svords for "GIVE RANDOM” are :
e 6x-00 if there is some wrong bvte(s) in the ISO-command header.
« 0or90-00 if the command's successfuily compiered.
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8.8. INCREASE:

Allows 10 cradit an eiecTonic purse file :

Bvte . |Contems
Comman |32h e
d
Pl 00h (niot checked i not cerufied modes)
bo|p2 04h (not checked in not certified modes)
i [P3 if plain mode : from 8k to 10k
! if ciphered uncertified mode : 08h or 10k
' if cernified (ciphered or not) made : 18h or 20k
| DATA EP3 i EP4
If cerufied mode : standard Block 0 (p. 22).
01h-050 |00k ’
04h MSB date {00k
03n LSB date {MSB amount -
N6h-08h |3-bvie amount 13 low bytes of amount
OSbrec size | Free use additicnal byte(s) (0 or 8-bvte if cerdfied and/or ciphered mode)
If certified moae. 8-byte cerificate (p. 21).

Tar'a 21 : "INCREASE" command.

To be aliowed to merform an "INCREAST” command. access condidons specified in the
¢urrent dle header ~Ci and KUC bytes mus: be fulfilled.

Before crediting the purse. the card checks if this will neither result in a Halance grearer than
the cailing. nor irr a credit counter overfiow (for EP4-only : no check is performed on EP3
counteri.

Possitic .zruswords for "TNCREASE  are : '
« 0x-00 if there is sorm= wrong bytets) in the [>.)-command header.
o or94-10 if the crex:: would resuit in a balance greater tham the ceiling.
e or 94-20 i¢ she creqir wouid resuit in a credit counter overflow....
o or96-x0 ir mitror wridng defects.
e or 6301 if purse darz updaring defec
e orvs-00if -2 "ASK RANDOM" has besn run pricr © a certiified credit.
. or98-70 if something is wrong in the ciphering or in the certificate.
o or 98 8y if the 2ccess condidons aren't fniftiled.
'« orY8 90 if the current Hie is not 3 purse fie.
o orY0-00 When the cTdit has besn done.
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8.9. INVALIDATE:

Forbids definidvely all the modificatons in wansparsat and record files (wridngs and
updatngs). and in purse files (credit. debit and cetiing updaung).

Command | 04k

Pl not used
P2 not used
P5 00h

Tabie22 : "INVALIDATE" command.

>rior to this command exscution. a vaiid presentation of the IK must have been performed. So
a file invaiidation mayv be done only under the appiicarion issuer control:

This command has as resuit to set ACw and ACx. or-ACi'and ACd 10 the value OCh te. it
sets the DIS bit. resets all other significants bits and set the 3-bit CHK field to 04h. No more
access except readings can be further done on that file. Moreover, for a purse file, it disables

the possibility 1o updare the ceiling value.

Care must be raken. 2s an invalidated file can never be rehabiiitated.

Possible status weords for "INVALIDATE" are:
o 6x-00 if there is some wrong byte(s) = the [ISO-command header.

o or96-x0 if mirror witting defects.
« or635-01 if ACx wriang defects.
or 98-70 if the IK has not been previously successtully presented
e 0r90-00 if command's successtully compieted.
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8.10. READ BINARY :

Enables to read data from transparent fles.

Bvie

| Contents.

Cless Fah

Command | BOk

Pl MSB reading address inside-file

P2 L SB reading address inside file 4
3 01h to OFFh if plain text mode.

08h 1o F8h modulo 8 if ciphered mcerﬁﬁe& mode
18k 1o F8h modula 8.if certified (ciphered or not) mode

If certfied mode. standard Block 0 (p
Dazra read.
Tf certified mode. 8-bvte certficare (p: 21).

Table23 : "READ BINARY" command-

L2 . - )

Before reading a fiie. the access conditions specified in the current file header ACrand KUC
bytes must be rulfilled.

£ the reading must be done in cerified mode. 2 "GIVE RANDOM" command must have besa
performed prior 10 this cormand. else a 98 60 error will be renrned

Dossible status words tor "READ BINARY™are:: .
e 6x-00 if there is some wrong bye{s) in the [SO-command header.
« including 6B-00if wying to read aftet the end of the file.
. or98-60 if no "GIVE RANDOM" has been performed priorto 2 certified reading,
« or 98-80 if the access conditions arenot faifilled. or if the DIS bit in the ACr byte
has beer: set at file creanon.
e or 98-90 if the currer “ile is nota wransovarent tile.
e or Y0-00 when the re. .ing has been done.
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8.11. READ RECORD :

Enzbles 10 rez= data from record and purse dles.

3

| Contents

Commeand | B2k ' : o

P1 00h if reading of the current record (P2=04h).
or XX for racord qumber 10.be read (P2=04h),
or no meaning if P2 bvte is different from 04h

P2 04h for a direct access reading (with record numoer mn P1),
or 02h to read the nextrecord (sequental way),
or 03h to read the previous record (sequenual way)

P5 0lhto S if plain mode.
u8h or 10k if ciphered uncerified mode . ..-
18k or 20h if cerdfied (ciphered or not) mode

DATA  |If cernfied mode. standard Block 0 (p. 22). *
Data read.

If cernified mode. $-bvie cerdficare (p. 21).

Taole 24 : "READ RECORD" command.

i
Berore reading a file. the ac. ss conditions specified in the current file neader ACr and KUuC
bites must be fultilled.
If the reading mustbe done in certffed and/or ciphered mode. 2 "GIVE RANDOM"” command

must have been pertormed prior to this command. eise 2 98 60 error will be returned.

Ouly one record may be read at once:

Tnc records are numbpered rom 1 1o NB.
*Uher the last record hias been read. reading the next record will return: the record aumper 1. In

_i& same way. wher .ae 1irst record has besn read. reading the previous record will remuorm the
record number NB.
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For the seguendal readings. 2 current pointer exists in RAM. On record files, afier the die

seiacrion. and before the Irst "READ RECORD", it points 10 & a0 existent pseudo record,
located before the record numper i, and after the record numoer NB. So a reading of the
current record (P1=0. P2=4) cannot be done uatil a next or previous record reading has besn

performed. eise it resuits inan inexistent record access, with the status word 6B 00.

However. on purses files. this' current pointer must not be mistaken with the file current
pointer writen in the file header. used to poimt to last-credited or debited record ; 0
differentate them. we'll temporarily call the RAM pointer RCP: "réad current pointer” . After
the purse file selecton. and before the first "READ RECORD", RCP is set to CP value ; then
RCP is managed the same way IS for a classical record file, but every "INCREASE" and
"DECREASE" command increments CP in the file header. then copies it back to RCP.

This mezns. in pardcular. that after each wansaction (debit or credit), the reading of the current
record (P1=00. P2=04) gives the lest modified record contents, which :onrains the purse

baiance.

Only sequendal readings. writings or updatngs affect this current poimter, 1.2.
"READ/WRITE/UPDATE RECORD" commands with P2=2 or P2=3 and "INCREASE" and
"DECREASE" commands on purse iles. .

Possible status words for "READ RECORD" are :

.  6x-00 if there is,some wring byie{s) in the 1SO-commangd header,

« including 6B-00 if one wants 10 reed an inexistant record (P 1 greater than NB), or
to read (record fies oniy) the current record . without having previousiy read the
aext ot the previous record.

e or 98-60 if no "GIVE RANDOM?" has besn performed prior 10 & ciphered/certified
reading.

e or98-80 if the access condidons are ot fulfilled. or if The DIS bit in the ACr byte
has been set at file creanon. ’

e or98-90 if the current file is 2 wansparent file.

«  or 90-00 wiien the reading has besn one.
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8.13. UPDATE BINARY :

Enables to update the data 1o a gansrarent file.

Byvte | Contents

Command { D6n

Pl MSB updating address inside file
P2 SB updating address inside fiie
P3 0lh to 10h if plain mode.

! 08k to 10k modulo § if ciphered uncertfied mode

18h wa 20h modulo 8 if cerdfied (ciphered or not) mode

DATA Tf certified mode. standard Block 0 (p. 22).

Data 0 update ‘ 3-pvieor 16-ovie block if cerufied or ctpnered mode).
Tf certified mode. 8-bvie ceruficate (p- 21).

| Table 26 : "UPDATE BINARY" command.

Before updating a file. the access conditions specified in the current file header ACuand KUC
bvtes must be fulfilled.

Updating data first erases old data if necessarv, then writes the new value(s).
Due o the card interaal limitatons (mirror area size), ar most 16 bytes can be updated at once.

[f the updating must be dome in cerdried and/or ciphered mode. an "ASK RANDOM"
command must have been performed prior 0 this command. else a 98 60 error will be

returned.

Dossible. status words for "UPDATE BINARL ™ are:
«  6x-U0 if thers is some wrong byTets) in the ISO-command header.
‘ . inciudine 6B-00 if one ies 0 update bytes atter the end of the fle-
e or 96-x0 if mirror wridng defects.
« or63-01 if dara writing defects.
. or98-50 if no "ASK RANDOM" has been run prior © a cerufl
« or 98 70 if the signature is incorrec
or 98-80 it the access condidons 272 not fuifilled. or if the DIS bit in the ACu Syte

ed upuatng.

\aaaiiona i
.

IS sew
. or 98-90 if the curreat fiie is not 2 Tansparent one.
. or 90-00 when the ugdating hos eea done.
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8.14. UPDATE CEILING :

Enzbies 0 update ceiiing vaiue in purse fiies hea

Command | Déa

Pi FFn

Pz FFn

P35 18h (ciphered and cerufied mode) ‘

DATA EP4 purse file | EP3 purse jile

01b..08h | Stzndard Block 0 (p. 22V,

09h..0Ca | +-bvie new ceiiing {3-bvte new ceiling followed by CHK.
ODh..10 |00k (padding)

TIE. 180 | 8-bvie cerdficate (p. 21),

Tabie 27 : "UPDATE < EILING" command.

Berore updating a purse file ceiling, the CCX ("Change Ceailing Key”) must have besn
succe: stullv presented (with "EXTERNAL AUTHENTICATION™ comma.na)-

Updaridg data first erases oid data if necessary. then writes new value(s).

Due :0 the mandatory ciphered and cerdfied mede of this command. an "ASK RANDOM"
comrmand must kave bean pertormed before it. 2ise 2 98 60 error will be returned. The CCK
("Change Ceiling :lav") is the oniy key that can be used for ciphering and certifying with this

comumand.

If the new ceiling value is lower than the current bz.ance. the command will be re;cc:ed with
the 9+ 10 status word.

Possiole status words tor "UPDATE CEILING” are ;

e 6x-U0 if there is some m'ong pyiets) in the [SO-command header.

s or 96-x0 if mirror writng defecs.

e« or63-01 if new ceiing writng defec -

e or94-10 if the ceiiing updaring would result i a cetiing lower than the balance.

o 0or98-50 if no "ASK RANDOM?" has been run prior 10 a cetling umdating (ctphered
_and cartifled mode oniv.

e 0r98-70 if something goes wrong in the cipaering or the cordficare: or if CCX nas
“noL se=n previousiv presented.

« or98-80if [ue DIS bu +dizne ACu hvie is set.

e 0r98-90 ii"the -'.zrre'zr file is not = purse e,

¢ or 90-00 when (e cetiing uc@::r.a has been done.
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8.15. _PDATE RECORD :

Can be used 10 update data into the record fles.

Bvte

| Contents

Commiand | DCh

Pl 00k if updating or the current record (P2=04h),
or XX for record number to be updated (P2=04h),
or no meaning if P2 is different ffom 04h -

Pz 044 for a direct access updatng (with record number in P1),
or 02k to update the next record (sequental way),
or 03h to update the previous record (sequential wav) .

P3 Olhtw S pria..n text mode, ‘ ]
08k or 10k if ciphersd uncerdfied mode
18h or 20h if cerufied (ciphered or not) mode

DATA If cerufied mode. standard Block 0 (p. 22).

Data to update (8-bvte or 16-bvte block if certified or ciphered mode).

[f cerufied mode. 8-byte cerdficare (p. 21).

Table 28 : "UPDATE RECORD" command.

Before updating a file. the access conditdons specified in the current file header ACu and KUC
bvtes must be fuifiiled.

Undatng data first erases oid data i7 necessary. then writes new value(s).'

Only one record can be updarad at once.

[f the updaung must be done in certified and/or ciphered mode. an "ASK RANDOM"
command must have: been :as.-'rorme:'. prior to this command. else 2 98 60 ‘srror “wAll be

-2rurned
The records are numbered onr i 10 NB.

When the :ast record has been updared. updaring the next record will modify the record
aumbper |. In the same way. when the {Irst rex «d has besn updated. updaring the previous
record will modify the record number NB.

For sequendai updatings. 2 cwrrent sointer exists in RAM. which points inidally (after file
selecuon) (0 a non-existent pseudo-record. iocated before the record number 1. and after the
record. number NB. So an uodaung of the curremt record (P1=0. P2=4)just zfter the fle

sefeciion canngt pe done uni. eI or previous record urdating has besm performed. else it
resuits in an inexistent recora sccess. with stams word 68 00.

Oy sequential rexdings. wiitings or updatngs arfec: this current pointer. i.e.
"READWRITEUPDATE RECORD” commands with P2=2 or P2= '
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Possible status words for "UPDATE RECORD" are :
+  6x-00 if there is some wrong bvte(s) in the [SO-command header,
. including 6B-00 if Tving to update an inexistant record (P1 greater than NB).
o or 96-x0 if mirror writdng defects,
. or65-01 if data writing defects. _
o or 98-60 if no "ASK RANDOM" has been run prior. to &-<cichersd/certified
updating.
« or98-70 if sometning goes wrong in the ciphering or the certificate,
. or 98-80 if the access conditions are not fulfilled. or if the DIS bit in the ACu byte

is ser.
e or98-90 if the current file is not a record file,
o or90-00 when the updanng has besa done.
Revisioa 1LY ULy TG0l lnternas Developmens P949
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8.16. VERIFY PIN :

Enabies to presant amy key, in plain-text way.

Byvte Contents

Class _ |Fan - ~ | S
Command | 20k

Pl Not used

p2 Not used

P3 08h

DATA 8-bvte PIN value.

Taple 29 : "VERIFY PIN" command.

An EEPROM mapped regiswerion counter ncrements. on everv bad (active or passive)
presentaton. up i 3. When ir's reached this value, the card gess in a locked-PIN state, where
all ¢rmmands expesdng a good PIN presentation are forbidden, ull an UK presentation
follo'+ 2d by a good PIN presentarion are successiully performed. )
If the plain PIN value shouid aot Tansit berwesn the card and the terminal, the "VERIFY
PIN" could advantageousiy be replaced by an "EXTERNAL AU’[HE.\—'IC ATION"
command. which exploits a random value ciphered bv the PIN ; to get more derails. ses

"EXTERNAL AUTHENTICATION™ de escripdon (p- 33

Possible status words for "VERIFY PIN" are

e 6x-00 if there *: some wrong byte(s) i the ISO-command header,

o or 96-x0 if mirror wiitng defects.

«  or635-01 if ratficatton counter writng defects.

o or 98-10798 20 or 98 30 for ressectvely first. second and third or more bad PIN
preszartation -active ("EXTERNAL AUTHENTICATION" on PIN) and passive
presemtatons merzed-.

e 0orY%0-00 wher the 2IN verification has succeeded.
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8.17. WRITE BINARY :

Enables 1o wtite data in wanspareat files.

Contents

FAh
Command | DOh '
P1 MSB writng address mside Ale '
P2 LSB writng address inside file
3 01h 1o 10k if piain mode.

08h o' 10h modula 8 if ciphered uncertfied mode.
18h 10 20h modulo 8 if cerafied ( ciohered or not) mode
DATA If cerufied mode. standard Block 0 (p. 22)
Dara o0 write (8-bvte or !6-bvte dlock 1f cerufied or cmnerca mode). -
If cerufied mode. &-ovte cevincare (p. 21). :
Table 30 : "WRITE BINARY" command.

-

Before writing a file. the access conditions specified in the current fle header ACw and KUC
bvtes must be fulfilled.

Writng data writes the new value(s). without previous erasing of the old dara_ e.g. if an 8-byte
area had been serto hex 00 00 AA AA 33 33 FF FF. and if the suing 0A 3F 0A 3F 0A 5F 0A
3F is wrinten. the result suing in that area is 0A 5F AA FF 3F 5F FF FF.

Due to card internal limitations (mirror arez size). at most 16 bvtes can be written at once.

If the wridng mu-i be done in certified andfor ciphered mode. an "ASK. RANDOM™ command
mus- ~ave been performed prior 1o this corr=:and. else 2 98 60 error will be recurned

Possiole status words for "W RITE BINARY " are :
o 6x-00 if there is sume wrong miets) im the ISO~command header.
o including 6B-00 if aving to writeafterth2 end of the file.
e or 96-x0 if mirror wiitng deicuts.
e or63-01 if guedata EEPROM writing defects.
« 0or98-60 if no "ASK RANDOM™ has been run prior 0 a ce:tmed. wiiting.
o 0or98-70if somczhing ¢oss wrong in the ciphering or the certificate.
« 0r 98-80 if the aczsss conditons are not fulfilec. or if the DIS bit in the ACu byte
IS st
e Or 98-90 if the current tile is =, 2 mansoareat e
« 0r90-00 wi .z the wikeiig hos peen v
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8.18. WRITE RECORD :

Enabies to write data in record files.

Byte | Contents

Class FAh

Command | D2h

PI 00h if writng of the current record (P2=04h),

or XX for record number 0 be written (P2=04h).
or no meaning if P2 is different from 04h J
04h for a direct access writdng ( with record nurmoer in P1),
or 02h to write the next record (sequendal way),
- ’| or 031 to wate'the previous record (sequental wav)
p3 O1h to S if plain'mode. /
08h or 10h if ciphered uncertfied mode
. 18h or 20h if certfied (ciphered or not) mode
DATA If cernfied mode. standard Block 0 (p. 22). .
Dara to write (8-byte or [ 6-bvie block if cerufied or ciphered mode).
[f cerdied mode. 8-byie ceranicare (p. 21).
Tabie 31 +"WRITE RECORD" command.

o
19

Beror. writing a file. the accsss conditions specified in the current file header ACw and KUC
bytes must be fuifilled.

Writing data writes new value(s). without previous erasing of old data. e.g. .. 'an 8-byte record
had been set to hex 00 00 AA AA 33 35 FF FF. and if the suing 0A 5F 0A 5F 0A SF 0A 5F is
WTItIen. the resuit swing in that record is 0A 5F AA Fr 5F 5F FF FF. :

" Oniy one record can be Written at oncs. e

[£ the writing must be done in cerurizd mode. an "ASK RANDOM" command must have been.
serTormed prior to this command. 2ise a 9§ 00 error will be remurned

e a
.
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The recorcs are numbered Tom | to NB.

For sequendal writings. a cwrent pointer =Xists in RAM. which points initally (after file
selection) t0 a non-existent pseudo record. located before the record number 1. and after the
record number NB. So a-writing of the current record (P1=0. P2=4) -just after the file selecdon
cannot be done untl & next or previous record writing has besn ce"rormea. ise it results in an
Inexistent record access. with status word 6B 00. , e

Only seguential readings. writdngs or updatngs afz'e~ dns' current pointer. i.e.
"READ/WRITE/UPDATE RECORD" commands with P2=2 or P2=3 .

When the last record has been written. updating the next record will modify the record
number |. In the same way. when the first record has been updated. updating the previous

r-cord will modify the record number NB.

Possible status words for "WRITE REC . D" are
« 6x-00 if there is some wrong byte(s) in the [SO-command header,
- including 6B-00 if wving to write an inexistant record (P1 greater than NB),
» or 96-x0 if mirror writdng defects.
» or&5-01 if wue data EEPROM writung defects.
« 0or98-60 if no "ASK RANDOM™ has been m prior to a ciphered/cerified writing,
» or 98-70 if something goes wrong in the civhering or the certificate.
 or 98-80 if the access conditions are not fulfiiled. orif the DIS bit in the ACu bvte
is set.
« or 98-90 if the current 1ile is not a record file.
» or 90-00 when the writdng has been done.

y T oraas Internal Deveiopment P949

Revision 1.4
2 IZTnOLDR Suiicaied WiIthou! (S WITHSn UIONSInon.

- Ve ., - . N

SIS OTONUSH Iy MUsLie Y R .

/
j-3
’

TRii~ crope



PockerBook V3.1 CARD USER'S MANUAL
Page 50/33

8. PERFORMANCES :

Here's a global overview o: 2xecution imes for main cornmands. in many cases (different dara
iengrhs. different modss).

Times are in milliseconds. anc inciude the wansmission deiavs betwesn crad and card reader
at 9600 bauds. : . ..

These tmes are for global zppreciation only, they cannot be guaranteed, as they depend on the
EEPROM fiie swucture.

Due o the 16-byvie page EZPROM erasing/writng internal algorithm. a more than one byte
access 1o EEPROM can has important execution time variations, according 1o its address : if
stored in oniv one page. it'll be faster than if in two pages. For example. sampies obtained for
16-bvte plain-text "WRITE BINARY" command vary from 67.28ms to 80.46 ms (414

sampies. average vaiue is 76.18, ahd o' is 2.85 (¢ . ‘2mple standard deviation)).’ T

Another phenomenon can influence a bit more the variation of these resuits : it is due to
erasing automaric suppression when the new dara do no imply en old. data erasure. This last
characterisdc is increased by the use of an EEPROM mirroring mechanisnr.

The dmes have besn evaiuated from mean values, with from 50 (some daw lengths for
‘READ BINARY™) to mu=than 10.000 sampies ("ASK RANDOM?" has been sampled more
than 284.000 tmes). accurding to tvpe of command, with a samples mean number near to
750. Sampie standard deviatons vary from 0.005 ("ASK RANDOM") up w 13. So high
vaiuves apply for commands erasing/writing EEPROM. when the paging mechanism appears
(see the paragraph above). .
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Pags

in

i/3
2

i

Command  jData iength [Plain text iCipnered fCerufied iCip. Caruf.
| ASK R-NDOM 18 21.47 idna* {dna ddna
CHNCEREY |8 70.41 187.00 idna {163.4¢
CREATEFLE j16 - 24 89.90/7100.32 dna kina. doa
CrRe~TEFL:E 20 © 28 97.91 < 108.35 idna - idna idnz
[DeReASE(EPIN / 7<n<id (ILT8/8T00Fa*1965122.45 /dna  {162.89 /"dna 19926/ dna
DeReE=SE(EPI)L6 118.46 §155.39 i195.83 £250.80
Dere S=(EPAIR 7 7<a<l6 |10299/86480+w*2038 {122.71 /dna |163.12/dna  §199.248 / dna
[DecrReSE(FEPA16 119.40 J133.49. 195.82 250.96
[EXTERNALAUTEAR dna 59.65 dna dna

GET R=spoNsSE j0<n<24 10.771+-0*1.36Z |dna idoa idna

GivE RANDOM 8 20.99 Idna jdna idna
INCREASE(EPS)I / 7<n<lé [9962:841160*1867[118.98 /dna {159.32/dna 119551/ dna
INCRE2SZ:ZP3)16 , 114.00 J151.19 - . 4192.08 4632
INCREASE(EPANS / 7<n<l6 |10074/86442+0716994118.96 /dna  {159.07/dda  {195.33/dna
INCREASE (EP9)16 113.62 J151.10 {191.31 246351
INvaLDaTe 0 151.76 dna idoa | kina

[R=2D BINARY 10.683+n*1.382  {10.775+0*3.675 §51262+0%3.677 IBS+r=50
[READ RECORD 0<n<17 10.720+n*1.582  |dna idna kina

[R=+D RECORD |8 21.62 020 180.72 i117.94
[R=+D RECORD §16 72,52 #69.58 1110.14 1165.84
SeL=cTFiLs {0 9.33 ldna ldna idna
Szm=ctriz 2 1328 ldna idna idna
UPDATEBINARYI0<n<9 148.494+n*1.911 idoa 1115.765+n*0.903 idna
UPDATEBINARY{S<H<I7 48.494+n*1 911 Idna {14656%+0*0.735 dna
TUPDATEBINARY & 64.22 87.12 1123.15 160.66
(UPoATEBRNARY |16 7635 120.00 158.3Z [714.66
UPDaTERECCROI0<n<17 48.760—n*1.986  idna” idoa idna
[UPDATERECCRO IR 63.02 8321 126.09 156.91
UPDATER. . ROUI6 - |78.02 119.42 153.69 20928
VERIFYPIN 8 97+ idna jdna idna

WRITE Bvary l0<a<y 6. +70~n*1.87F  iduma 1113375+070.62Q ldna
WRIEBNARY[8<n<l17  [6470—n*1.875 idoa {144.154+n%0.641 idna

WRITE BRNARY 18- 61.73 [19.96. {127.2 1164.78
[WRITE BONARY L6 76.18 11457 I37.7% . 21535
WRITERECORD0<n<17  H9.173—7 ..397 Idna dna dna

WRITE RECORD 18 6038 179.99 {124 61 {135.66
WRITER=CORDE 6 69.60 j111.80 {131.91 207.13

Tapie 32 Giobal overview of average axecution tmes (in ms).

(A1 20es not ZopIn.
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CKETBOOK CARD SAMPLES :

To avoid the reaiisation of existing PocketBook applicadons clones. samples smart cards
that are delivered contain 3 fiies 10 il compietely the EEPROM area.

There is no way to create new iiles on such sample cards.

These 3 files are the foilowing :

L4

~

The embedder ile. with idendfier 2Fh 00h as described in its chapter (p. 16) ; the
system keys can de changed in plain mode, and there's no serial number ; this fie
is invalidated (ACr=03h : ACw=ACu=0Ch ; KUC=80h) . [24+16 bytes].

Hex Oftsex: Sample card embedder file body :
0 FraFBh CHK 80h
-4 - |- Frm - ACh . . FFaFFR
& EERERN// Mzmitacaiing day| - Mantoremooh
C Mzmmacnmng vear FFh FFh FFh

Table 35 : Sample cards embedder file contents.

An electonic purse file (EP4 type), called EFn 10h, with 11 records, and an 8-byte
opdonal area per record. Access condidons are : certified reading (ACr=24h),
cerufied and cipnered increase under DKO conwol (ACi=72h), decrezse under PIN
contol (ACd=34h). It is iniualized with a ceiling of 100.000.000 wunirs, and a
balance of 29.710.000 units (decimal values). and its dara keys can be changed in
ciphered and certfied mode (KUC=40h). [32+176 bytes].

Anotner elecwomic purse file (EP3 type), called EFh Olh, with 17 records, no
optonnal area. Access conditons are. set to : plain—text reading under PIN and
DK contol (—\C'=C3h) ce ifled increase-under DKO conmoi (ACi=63h), and
DKO-ciphered decrease under PIN “contol (ACd=93h). It is inidalized with a.
ceiling of 1.000.000 units. and a balance of 297.100 units (decimal values). and its
data keys can be changed inm ciphered wreertfied mode (KUC=10h). [532+136
bvtes].

A record file. with 9 13-bvie records. called 80h 80h. reading under PIN control

(AC=34h). wmiung under DKO conmol (ACw=44h) and updating under PIN and

DKI conmoi {ACu=CZh). zil in plain-iext mode. Records are all zeroed. excepr

r'.rs* and last ones. and the daw kavs can be changed in ciphered and certified mode
KUC=41h). [2+-133 mesi.
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A wansparent file thart {lls aimost the whole remaining area, thar is 1o say a 360-
bvte data area, cailed EFh 00h. Access condidons are DK1-ciphered reading under
PIN conmoi (AC=93h). certifled writing under PIN and DK control (ACw=D2h)
and ciphersd certfied updating under PIN and DK conrrol (ACu=Eih). Daza field
Is zeroed. except 16 first and 16 last bvtes. and the data keys can be changed in
plain mode (KUC=51h). [24+392 byvtes].

) -

Z bytes remain free. not usable at ail since the minimum size to create a fle
(wansparent or record without body) is 24 bytes.

This 3-file szucrure will allow 1o test almost all PocketBook capabilites and performances.
with or witheur DES use ("EXTERNAL AUTHENTICATION™. ciphering, certfying). -

Keys are sat 10 these values :

PIN =00 00 00 00 000000 00

UK =00 00 0000 0000 00 00

[K =000000000000 0000
DKO=112233445566 77 88 (all fles)
DK1=01 25 4567 89 AB CD EF (purse files)
DK1=FF 00 AA 55 FO OF A5 3A (other Sles)

Purses counters. as well as life counter. conrain nom-zero vaiuss. due to the opexations
performed to create and test this swucture.
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