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Nowadays, many organizations use the computers in networking environment for

sharing the resources. Performance for improvement and maintenance is very important. In order

to do this, the Network Monitoring and analysis data packet program are developed. The

program receives captured packets from packet driver . The input could be filter by frame type,

protocol or address and then save into file or display the analytic result in real time mode.
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2.2 LAN (Local Area Network)
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® ANYWUSYBINYYIN (Signaling Technique)
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medium and sending that transmitting
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2. Token Passing
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Station A te walting trenem and has
recsipt of the token so it ol the token
can transmit

7 e

(information propagawe
in bolt directione)
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Security

Specifies how secret the Datagram is
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Destination unreachable Package could not be delivered

Time exceeded Time to live field hit 0

Parameter problem Invalid header field

Source quench Choke packetl

Redirect Teach a router about geography

Echo request Ask a machine if it is alive

Echo reply Yes, I am alive
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Simple Mail Transfer Protocol (SMTP)
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Transport Control
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2.5.2 SPX UHALHN
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(Design of Network Monitors)
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(Netware LANs Performance and Troubleshooting)
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Initial Packet Driver

PacketCount =0
Revlength=0

Key Pressed ?

no

Read Key

v [

PacketCount = 1

Time out?

< Display

Start Timer
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Key=277?
(ESC Key)

yes
yes
no
no
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futoyanaly Buffer
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Start /\

Search packet driver

Get Driver Information

l

Display Driver
Information

Set packet driver

Set RCVmode

END
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yes

Start

Set interrupt = 0X60
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Get Interrupt vector

Signature = 'PKT DRVR'

interrupt Packet Driver = interrupt

yes
interrupt +1 <= 0X80

Increse interrupt

no

END

A15HIAT interrupt U84 packet Driver
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Start

y

AH =DRIVER_INFO

AL =O0XFF

BX = Handle

DL = number(0)

Call Interrupt Packet Driver

A

Info.Version =BX
Info.Class =CH
Info.Type =DX
Info.Number =CL
Info.PName = Ptr(DS,S1)
Info.Functionality = AL

driver _resuit = DH

END

@ 1 o o 4 C4
5Uﬂ1‘llﬂuua‘llﬂﬁll‘l“lﬂlﬂﬂ"lﬂinﬂi
(Packet Driver Information)
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AH = ACCESS_TYPE(2)
AL = access.class(1)

BX = etype(FFFFH)

DL = number(0)

DL:SI = @Typefield

CX = packet_type(0)

ES:DI = @pktReceiver

Call Interrupt Packet Driver

Handle = AX

driver _resuit = DH

END

v
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Start

y
AH = SET_RCV_MODE(20)
BX = Handle

CX =Mode = 6 (all packets)
Call Interrupt Packet Driver

driver_result = DH

END
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Start

AH =6
BX = Handle

ES:D! = @addr(hardware Address)
Call Interrupt Packet Driver

driver_result = DH

END

FuamieaYNeyYey Hardware
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® SET FRAME TYPE FILTER
® FRAMETYPE
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® PROTOCOL TYPE
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® SHOW CONFIGURE ALL
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MANUIN N

slunuduiveasiazInslanea

Destination Address 6 Bytes
Source Address 6 Bytes
Type 2 Bytes
Data 46-1500 Bytes

Destination Address 6 Bytes
Source Address 6 Bytes
Length 2 Bytes
Data 46-1500 Bytes (Sudude OXEEFF)

Destination Address 6 Bytes
Source Address 6 Bytes
Type 2 Bytes
DSAP 1 Bytes
" SSAP 1 Bytes
' Control 1 Bytes
Data 43 - 1497 Bytes

Destination Address

Source Address

Type

DSAP

SSAP

Control

Organization Code




Ethemet Type

2 Bytes

Data

38 - 1492 Bytes

on

Check Sum

Length

Transport

Packet Type 1 Bytes
Destination Network 4 Bytes
Destination Host 6 Bytes
Destination Socket 2 Bytes
Source Host 6 Bytes
Source Socket 2 Bytes

Data

Version + Header Length 1 Bytes (1/2 Bytes + ? Bytes)
Type Of Service 1 Bytes
Length 2 Bytes
Identifier 2 Bytes
Flag 3 Bytes
Fragment Offset 13 Bytes
Time To Live 1 Bytes
Protocol 1 Bytes
Header Check Sum 1 Bytes
Source Address 4 Bytes
Destination Address 4 Bytes
Option Variable
Data




i !\'et

Hardware Type 2 Bytes
Protocol Type 2 Bytes
Hardware Address Length 1 Bytes
Protocol Address Length 1 Bytes
Operation Code 2 Bytes
Send Hardware Address 6 Bytes
Send Protocol Address 4 Bytes
Target Hardware Address 6 Bytes
Target Protocol Address 4 Bytes

Control 1 Bytes
Data Type 1 Bytes
Source ID 2 Bytes
Destination ID 2 Bytes
Sequence Number 2 Bytes
Acknowledgement Number 2 Bytes
Allocation Number 2 Bytes

Data

Request Type 2 Bytes
Sequence Number 1 Bytes
Connection Number Low 1 Bytes
. Task Number 1 Bytes
Connection Number High 1 Bytes

Data




Request Type 2 Bytes
Sequence Number 1 Bytes
Connection Number Row 1 Bytes
Task Number 1 Bytes
Connection Number High 1 Bytes
Completion Code 1 Bytes
Connection Status 1 Bytes
Data

Type

Code

Check Sum

Data

ICMP Message Types

0 Echo Reply

3 Destination Unreachable
4 Source Quench

5 Redirect

8 Echo

11 Time Exceeded

12 Parameter Problem
13 Timestamp

14 Timestamp Reply
15 Information Request
16 Information Reply




“Bitio-and Edtio, Reply Mess

1 Bytes (0 or 8)

Type

Code 1 Bytes
Check Sum 2 Bytes
Identifier 2 Bytes
Sequence Number 2 Bytes

Data

1 Bytes (0 or 8)

Type

Code 1 Bytes
Check Sum 2 Bytes
Identifier 2 Bytes
Sequence Number 2 Bytes

Type

1 Bytes (3,4 or 11)

Code 1 Bytes
Check Sum 2 Bytes
Unused 4 Bytes
Data

Type

1 Bytes (5)

Code 1 Bytes
Check Sum 2 Bytes
Gateway Internet Address 4 Bytes

Data




1 Bytes (12)

Code 1 Bytes
Check Sum 2 Bytes
;’oimcr 1 Bytes
Unused 3 Bytes
Data

Timestamp and Timestamp Reply Message

Type 1 Bytes (13 or 14)
Code 1 Bytes
Check Sum 2 Bytes
Original Timestamp 4 Bytes
Receive Timestamp 4 Bytes
Transmit Timestamp 4 Bytes

Source Port 2 Bytes
Destination Port 2 Bytes
Sequence Number 4 Bytes
Acknowledgement Number 4 Bytes
Header Length 1 Bytes
Code Bits 1 Bytes
Windows 2 Bytes
Check Sum 2 Bytes
Urgent Pointer 2 Bytes
Option Variable
Data

2 Bytes

* Source Port

Destination Port 2 Bytes
Length 2 Bytes
Check Sum 2 Bytes

Data




Command 1 Bytes
Version 1 Bytes
Zero 2 Bytes
Address family ID 2 Bytes
Zero 2 Bytes
Address Family ID 2 Bytes
Zero 2 Bytes
IP Address 4 Bytes
Zero 8 Bytes
Distance to network n 4 Bytes

Can Repeat from first Address Family Id
Fields




SARUIN Y

SOURCE CODE
program ether;

{

Compiler : Turbo Pascal 7.0
OS8-Version : MS-DOS 6.22
Last edit : May,10,2000

Version 1.0

}
{83-} { stack checking off }

{$F+} { force far calis }
uses Dos,Crt,Screen,KeyBoard,Win,menu1,dir2:
type

hwaddr = array[0..5] of byte;

ipaddr = array[1..4] of byte;

frame = Amay[00..1524] of Byte;

{ the information returned from a Get_Driver_info() call. }
drvinfo = record
version : word;
e_class : byte;
e_type : word;
number ; byte;
_hame : pointer;
functionality : byte; { 1=basic, 2=basic+extended }

end;

{ Specification of parameters for access_type() call }

eth_drv_access = record

class : byte;
etype : word; {...of interface }
number : byte; { ...of the interface }

packet_type : pointer; {...two-byte type spec. }
packet_type_length : word;  {...of above data. }

receiver : pointer; { ...to ether_receiver routine }



end;
{the data of upper layer}

cupture_upper = record

value : word; {quantity packet of upper layer}
size : word; {quantity data of upper layer}
end;
const
window_c = $30;
text_c =$30;
text_c_inv = $1f;
tab = #24;
var
src_all : boolean; { status of source address filter }
des_all : boolean; { status of Destination address filter }
ip_src,ip_des, { specified ip address}
ip_src1,ip_src2, { rang address of source ip address }
ip_des1,ip_des2 : ipaddr; { rang address of destination ip
address }
ip_add_src,ip_add_des : byte; { value of menu protocaol filter }
des_add,src_add : string; { specified mac address}
menutime : byte; { value of menu timeinterval}
cap_ok : boolean; { status of filter packet}
capture_up : array[0..16] of cupture_upper; { Array of size and quantity
packet}
filtereth : array[1..4] of boolean; { status of frame type filter}
filtemet : array[1..3] of boolean; { status of protocol type filter}
Hour,Minute,Second,Sec100 { pressent time }
,Hour2,Minute2,Second2,Sec1002 : word; { capture time }
value_array  : array[00..1000] of integer; {array of quantity packet}
size_array : array[00..1000] of word ; {array of quantity data}

value_all : word; {sum of quantity packet}



size_all : word;

timeAssing :integer;

maxtime :integer ;
menu_show : byte;

dataf : array[0..40000] of byte;
long : array[0..250] of word;
line : array[0..60] of string[801;
sline,pline  : byte;

datafp1,datafp : word;

longp,longp1  : integer;
driver_intr,

driver_Result : byte;
driver_loaded : boolean;
Regs : Registers;
TypeField : Word;
showPacket

,RCVpacket :frame;
Reviength : Word;
PacketCount  : Word;

Layer2, layer3,Layerd : string;
P_Type
,Slayer3,slayer4 : word;

my_address : hwaddr;
save_data : boolean;
k_scale,

g,h,i,jk: integer;

st : string;

{ The receiver procedure:
{$s-}
PROCEDURE pktReceiver; ASSEMBLER;
ASM
PUSH AX
PUSH BX

{sum of quantity data}
{value of time assignment}
{max time }
{value of menu display pattern}
{array of raw data}
{array of length packet}
{array of string buffer}
{pointer of string buffer}
{ pointer of raw data }
{ packet length }
{ interupt vecter }
{ Result of Call Function }
{ Status of driver (load or not) }
{ Register }
{ Length Field}
{ RCV buffer for analysis}
{ Rev buffer }
{ Length of packet }
{ Packet counter }
{name of protocol }
{field type of ethemnet}
{start byte of layer}
{address of interface}
{status of saving data}

{max scale}

{ Push registers onto stack }



PUSH CX
PUSH DX

CMP AX,0001 { AX=1 means frame copied }
JZ @@FrameCopied

CMP AX,0000 { AX=0 means allocate memory please }

JZ @@AllocMemory

JMP @@EXIT { Invalid register contents for AX so exit}
@@AllocMemory:

MOV DX,0 { ES:D! = 0000:0000, we don't want the packet }
MOV ES,DX

MOV DI,0 { We don't grab the packet }

MOV DX,SEG PacketCount  { Set correct data segment }
MOV DS,DX

MOV DX, PacketCount

CMP DX, 0

JNZ @@Exit { buffer is not free ! }

MOV DX,SEG rcvPacket

MOV ES,DX

MOV DI,OFFSET rcvPacket

MOV DX,SEG revlength

MOV DS,DX

MOV SI,OFFSET Revlength

MOV WORD PTR DS:[SI],CX  { Store length of frame in PacketLength }

JMP @@Exit

@@FrameCopied:



MOV DX.SEG PacketCount  { Set correct data segment }
MOV DS.DX

MOV PacketCount,1 {SetFlagto 1}
@@Exit:

POP DX { Pop registers from stack }
POP CX
POP BX
POP AX
END;
{85+}

function Access_Type( access : eth_drv_access ) : word;
{ Initiates access to packets of IEEE 802.3 type.

Some typical values for the fields of 'access".

class = 1 packet class (802.3)

etype = $ffff packet type ($ffff=match any incoming)
number =0 packet number (O=first device)
packet_type = 0:0 seg pointer to packet type spec

typelen= Q to match ail packet

begin
Regs.AH ;= 2; { select function }

with access do begin

Regs.AlL := class; { packet class (802.3) }
Regs.BX := etype; { packet type ($ffff=match any) }
Regs.DL := number; { packet number (0=first device) }

Regs.DS := Seg( packet_type ); { seg pointer to packet type spec }
Regs.Sl ;= Ofs( packet_type ); {ofs " " " " "}

Regs.CX := packet_type_length; {typelen= 0 to match all packets }
Regs.ES := Seg( receiver” ); { seg & ofs of receiving routine }
Regs.DI := Ofs( receiver” );

end;



Intr(driver_Intr,Regs );
driver_Result := Regs.DH;
access_Type := Regs.AX;

end;

PROCEDURE SetRCVmode(handle,Mode : Word);{ Sets the receive mode of the driver }
begin

Regs.AH = 20;

Regs.BX ;= Handle;

Regs.CX := Mode;

Intr(driver_Intr,Regs );

driver_Result := Regs.DH;

end;

procedure Get_Driver_Info( handle : word; var info : drvinfo );
{ Returns some information on the assigned packet driver}
begin
Regs.AH = 1;
Regs.AL := 255;
Regs.BX := Handle;
Intr(driver_Intr,Regs );
With info do begin
version := Regs.BX;
e_class := Regs.CH;
e_type := Regs.DX;
number := Regs.CL;
_name := Ptr( Regs.DS,Regs.SI );
functionality := Regs.AL;
end;
driver_Result := Regs.DH;

end;



procedure Get_Pkt_hwaddr( handle : word;var addr : hwaddr );
{ Get the hardware address of the card, write it into ‘addr’}
begin

Regs.AH := 6;

Regs.BX := Handle;

Regs.ES := Seg( addr );

Regs.DI := Ofs( addr );

Intr(driver_intr,Regs );

driver_Result := Regs.DH;

end;

function Driver_Present : byte;
var ij.c: byte;
vec : pointer;
sstr: string(13];
{ search for an ftp spec. packet driver between interrupts $60 and $80 }
begin
ji=0;
fori:= $60 to $80 do
begin
GetintVec( i, vec );
sstr{0] := Chr(8);
for ¢ := 3 to 10 do sstr{c-2] := Chr(mem([Seg(vec”™).Ofs(vec™)+cl);
if (sstr="PKT DRVR") thenj:=i;
end;
Driver_Present :=j;

end;

function hex_byte( s1 : char ) : byte; { change charecter(0-9,A-F) to byte}
begin
case s1 of
'0': hex_byte :=0;
"1': hex_byte := 1;



'2' . hex_byte := 2;
‘3': hex_byte ;= 3;
‘4’ : hex_byte := 4,
'5': hex_byte := 5;
‘6" : hex_byte := 6;
‘7' hex_byte := 7,

'8': hex_byte :=8;
‘9' . hex_byte := 9,
‘A" : hex_byte :=10;
‘B': hex_byte :=11;
‘C': hex_byte :=12;
'D': hex_byte :=13;
‘E': hex_byle :=14,
‘F': hex_byte :=15;

function Get_hex(i : byte ) : string;{ returns hex digit where i is a nibble }

var t: byte;
y,l: char,
begin
t:=imod16;
i:=idiv16;

if (t<10) then | := chr(t+48) else | := chr(t+55);
if (i<10) then u := chr(i+48) else u := chr(i+55),
Get_hex := Concat( u,! );

end,

function Word_hex(i: word) : string; {change word to string(heximal)}
var str: string;

begin



1: Writeln( 'Basic driver functions present.' );

2: Writeln( ‘Basic + extended driver functions present.' );

5: Writeln( 'Basic + high-performance functions present.’ );

6: Writeln( 'Basic, high-performance + extended functions.' );
end;
end;

end;

procedure fwriteln(s1 : string);{ write result of anlysis to string buffer}
begin

line[sline] := s1;

sline := sline+1;

end;

function strr(s1 : word) : string;{ change word to string(decimal)}

var st: string;

begin
str(s1,st);
strr .= st;
end;

function twohex(b1,b2 : byte) : word;

begin
twohex := (b1*$100 + b2);

end;

function disbin(b1 : byte) : string;{chang byte to string(binary)}
begin

case b1 of



0 : disbin :='0000",
1 : disbin :='0001",
2 : disbin :='0010"
3 : disbin:="'0011";
4 : disbin :='0100",
5 : disbin :='0101",
6 : disbin :='01105
7 : disbin:="'0111%
8 : disbin :="1000",

9 :disbin:="1001",
10 : disbin :="1010",
11 : disbin := 10117,
12 : disbin := *1100",
13 ; disbin := "1101",
14 : disbin := "1110";
15 : disbin :="1111%
end;

end;

function chrr(b1 : byte) : char,

{ change byte to charecter}

begin
if b1 > $80 then b1 := b1-$80;
chrr:= chr{b1);

end;

function kbyte(b1 : longint) : integer; {change longint to integer}
var divl,mod1,div2,mod2,div3,mod3 : integer;
begin

divl := b1 div 1000;

mod1 := b1 mod 1000,

div2 := mod1 div 100;

mod2 := mod1 mod 100;



str:= Get_hex(hi(i));
str := concat(str,Get_hex(lo(i)));
Word_hex := str;

end;

function String_hwaddr( a : hwaddr ) : string;{change 6 byte (hardware address) to
string}
begin
String_hwaddr := Concat( Get_hex(2[0]),":', Get_hex(a[1]),"",
Get_hex(a[2]),"', Get_hex(a[3]),"',
Get_hex(a[4]),:', Get_hex(@a[5]) X%

end;

procedure write_driver_info( info : drvinfo );{ display information of packet driver }
var count: byte;
by : byte;
n_seg, n_ofs : word;
begin
with info do begin
Write( 'Version: ',version, '. ');
Write( 'Class: ‘,e_class, . ')
Write( 'Type: ".e_type,". ')
Write( ‘Number: ',number, *. ');
Write( '_name: ' );
count ;= 0;
repeat
by := Mem[Seg(_name"):Ofs(_name”)+count];
if by <> 0 then Write( Chr(by) );
inc(count);
untit ((count>70) or (by = 0));
Writeln;
write( 'Functionality: ' );

case functionality of



div3 := mod2 div 10;

mod3 := mod2 mod 10;

if mod3 >=5 then div3 := div3+1;
if div3 >=5 then div2 := div2+1;
if div2 >=5 then divl := divi+1;
kbyte := div1;

end;

procedure filterprotocol;{ set Filter mac address }

var key : char;
msg : array[1..4] of string ;
old : array[1..4] of boolean;
begin

fori:= 1104 do old[i] := filtereth[i};
k=1

msg[1}:='1 ETHERNETIl ' ;
msg[2] :='2 ETHERNET 802.2" ;
msg[3]:='3 ETHERNET 802.3"' ;
msg(4]:='4 ETHERNET SNAP ' ;
Cursoroff;

SetwinHeader('SELECT ETHERNET?);
SetWinAtir($30);

SetBoxAttr($30);

SetCharAttr($30);
Setboxstyle(double);
SetHeadAttr($30);
Windowopen(25,10,55,16);

repeat

for i:=1to4do

begin

gotoxy(4,i*1);

SetAttr($30);

ifi = k then setAttn($7f);

if filtereth(i] then st:="[X]'else st:="[1;



write(st,msg[i});

end;

setAttr($40);
if k = 5then setAttr(S7e);
gotoxy(12,5);
write(" OK ');

key := readkey;

case (Key) of
up_key : ifk=1thenk:=5elsek:=k-1;
Dn_Key : ifk=5thenk:=1elsek:=k+1,
PgUp_Key : k:=1,
PgDn_Key @ k:=4;

return_key:

if (k >0) and (k <=4) then
if filtereth[k] = true then filtereth[k] := false else filtereth[k] := true;
esc_key: fori:=1104 do fitereth[i} := old[i]

end;

until (key = esc_key)or((key = return_key) and (k = 5)) ;
windowclose;

end;

procedure filterprotocol2;

{ Set filter protocol }

var key : char;
msg : amray[1..3] of string ;
old : array[1..3] of boolean;
begin

fori:=1to3do old[i] := filterneti};



k:=1;

msg[1]):='1 IPXPROTOCOL ' ;
msgf2] :='2 ARP PROTOCOL *;
msg[3]:='3 P PROTOCOL ' ;
Cursoroff;

SetwinHeader('SELECT PROTOCOL');
SetWinAttr($30);

SetBoxAttr($30);

SetCharAttr($30);
Setboxstyle(double);

SetHead Attr($30);
Windowopen(25,10,55,15);

repeat

for i:=1to3do

begin

gotoxy(4,i*1);

SetAttr(530);

if i =k then setAttn($7f);

if fiternet[i] then st :='[X] else st:="[ ]}
write(st,msg[il);

end;

setAttr($40);

if K = 4 then setAttr(§7e);
gotoxy(12,4);

write(" OK *);

key := readkey;,

case (Key) of
up_key : ifk=1thenk:=4elsek:=k-1;
Dn_Key : ifk=4thenk:=1elsek:=k+1;
PgUp_Key : k:=1;
PgDn_Key : k:=3;

retum_key:



if (k >0) and (k <=3) then
if filtermet[k] = true then filternet{k] := false else filternet[k] := true;
esc_key: fori:=1to3 do filternet[i] := oldli]

end;

until (key = esc_key)or((key = retum_key) and (k = 4))
windowclose;

end;

procedure desired(b1 : byte).

{ write desired access to string buffer}

begin
fwriteln( ..."+stm((b1 and $10)div$10)+'.... = Exclusive Access ');
fwritein( ... “+strr((b1 and $08)div$08)+'... = Deny Write %
fwriteln(’ ... ."+strr((b1 and $04)div304)+.. = Deny Only PX
fwriteln(" ... ..'+str((b1 and $02)div$02)+'. = Write Permission ‘);
fwritein( ... ..."+strr((b1 and $01)div301)+' = Read Permission ‘);
end; .

procedure dosatt(b1 : byte);

{ write dos attribute to string buffer}

begin
fwriteln("  ..'+strr((b1 and $20)div320)+'. .... = Archive )
fwriteln("  ...'"+strr((b1 and $10)div$10)+' .... = Directory ),
fwriteln(’ ... '+strr((b1 and $08)div308)+... = Volume Label’);
fwritein( ... .'+strr((b1 and $04)div$04)+'.. = System ')
fwritein(' ... ..'+tstrr((b1 and $02)div302)+'. = Hidden );
fwriteln(" ... ... ‘+strr((b1 and $01)div$01)+' =Read Only ),

end;



procedure netwareatt(b1 : byte);

{ write netware attribute to string buffer}

begin
fwriteln("  .*+strr((b1 and $40)div$40)+'.. .... = Sharable );
fwriteIn('  ..'+strr((b1 and $20)div$20)+'. .... = Archive ');
fwriteln("  ..."+strr((b1 and $10)div$10)+' .... = Directory );
fwritein(' ... ‘+strr((b1 and $08)div$08)+'... = Excute Only ‘),
fwriteln(" ... .'+strr((b1 and $04)divs04)+'.. = System *);
fwriteln(' ... .. ‘+strr((b1 and $02)div802)+. = Hidden )
fwriteln(" ... ..."+strr((b1 and $01)div301)+" = Read Only *);

end;

procedure checkall(spacket :frame);{ analysis layer of frame packet }
var packet_long  : word;
begin

LAYER2 :="",

LAYER3:=""

LAYER4 :=""

SLAYER3 :=0;

SLAYER4 :=(;

packet_long := (sPacket[12]*$100) + sPacket[13];
if packet_long > 1500 then

begin
layer2 ;= 'E_II';
slayer3:= 14 ;
end
else

if (sPacket[14] and sPacket[15] ) = $ff then
begin
layer2 := 'E_802.3}
sLayer3:=14 ;
end

else



if (sPacket[14] and sPacket[15] ) = $aa then
begin
layer2 := 'E_Snap';
sLayer3:=22 ;
end
else
begin
Layer2 := 'E_802.2";
sLayer3 := 17,

end;

if layer2 = 'E_H" then P_Type := twohex(sPacket[12],sPacket[13]);
if layer2 = 'E_Snap' then P_type := twohex(sPacket[20],sPacket[21]);
if (layer2 = 'E_802.3") or (Layer2 = ‘E_802.2') then P_type := $8137;
case P_type of
$0800 : begin
Layer3 :="IP",
slayerd := (slayer3)+((spacket[slayer3+0] mod 16 )*4);
end;
$0806 : Layer3:='ARP"
$8137 : begin
Layer3 :='IPX}
slayer4 := slayer3+30;
end;
else Layer3 := 'UNKNOW";

end;

if layer3 = 'IPX' then
case sPacket[stayer3+5] of

$01 : Layer4 :='RIP

$02 : Layerd :
$03 : Layer4 := 'ERROR};

‘ECHOY

$04 : Layer4 :='PEP
$05 : Layer4 := 'SPX
$11 : Layerd := 'NCP;



else layerd ;= 'UNKNOWN",

end;

if Layer3 = ‘IP' then

case spacket[slayer3+9] of

$01 : Layerd := 'ICMP;

$06 : Layerd := 'TCP';

$11: Layerd := 'UDP';

else Layerd := 'UNKNOWN"
end;

end;

procedure checklayer2; { analysis information in datalink layer}
begin
fwritein(' datalink (‘+ayer2+";
fwriteln(" FRAME #'+strr(longp1)+' size is ‘+strrlong[longp1])+'bytes?);
if (tayer2 = 'E_II") then fwritein(' Ethernet type is Ox'+get_hex(showPacket[12])
+get_hex(showPacket[13])+' (‘+layer3+")");
if (layer2 = 'E_Snap') then fwriteln(' Ethemet type is Ox'+get_hex(showPacket[20])
+get_hex(showPacket[21])+' (+layer3+)');
fwriteln(' Destination station : Ox'+ get_hex(showpacket[0])+ get_hex(showpacket
)
+ get_hex(showpacket[2])+ get_hex(showpacket[3])
+ get_hex(showpacket[4])+ get_hex(showpacket[5]));

fwriteln(' Source station : 0x' + get_hex(showpacket[6])+ get_hex(showpacket[7])
+ get_hex(showpacket[8])+ get_hex(showpacket[9])
+ get_hex(showpacket[10])+ get_hex(showpacket[11]});

end;

procedure checkarp;{ analysis information in ARP protocol}



begin
if layer3 = 'ARP" then

begin

case twohex(showpacket[slayer3+6],showpacket[slayer3+7]) of
1,2 : fwriteln(" ARP PACKET");
3,4 : fwriteln(' RARP PACKET');

else
writeln(' UNKNOW PACKET");

end;

if twohex(showpacket[slayer3+0],showpacket[slayer3+1]) = 1 then st := (' ( Ethemet

else st:=";

fwriteln(' Hardware Type : "+strr{twohex(showpacket[slayerd+0],showpacket
[slayer3+1]))+st);

fwriteln(" Protocol Type : '+strr(twohex(showpacket[slayer3+2], showpacket
[slayer3+3D)));

fwriteln(' Hardware Address Length : ‘+strr(showpacket[slayer3+41));

fwriteln(' Protocol Address Length : "+strr(showpacket[slayer3+51));

case twohex(showpacket[slayer3+6],showpacket[slayer3+7]) of

-—

: st:= ((ARP Request) *);
2 :st:= ('(ARP Response) ");
3 :st:= ((RARP Request) *);
4 :st:= ('(RARP Response)");
else st:= (' ),
end;
fwriteln(' Operation Code : '+strr(twohex(showpacket{slayer3+6],showpacket
[slayer3+7]))+
¢ tst);

fwriteln(" Send Hardware Address ;0x'+get_hex(showpacket[slayer3+8])+get_hex
(showpacket{slayer3+9])

+get_hex(showpacket[slayer3+10])+get_hex(showpacket
{sfayer3+11J)



+get_hex(showpacket{slayer3+12])+get_hex(showpacket

{slayer3+131));

fwriteln(" Send Protocol Address:['
+stmr(showpacket[slayer3+14])+'. " +strr(showpacket[slayer3+15])+".'

+str(showpacket[slayer3+16])+.'+strr(showpacket[slayer3+171)+7);

fwriteln(' Target Hardware Address :0x'
+get_hex(showpacket[slayer3+18])+get_hex(showpacket[slayer3+19])
+get_hex(showpacket[slayer3+20])+get_hex(showpacket[slayer3+21])
+get_hex(showpacket{slayer3+22])+get_hex(showpacket{slayer3+23]));

fwriteln(* Target Protoco!l Address:{’
+str(showpacket[slayer3+24])+'. +strr(showpacket[slayer3+25])+".'
+str(showpacket[slayer3+26])+'.'+strr(showpacket{slayer3+271)+7);
end;

end;

procedure checkipx;{ analysis information in IPX protocol}
begin
if Layer3 = 'IPX" then
begin
fwritein(' IPX N

fwriteln(" Check Sum : Ox'+get_hex(showpacket[slayer3+0])+get_hex(showpacket
[slayer3+1])};

fwriteln(* Length : ‘+stm(twohex(showpacket[slayer3+2],showpacket
(slayer3+3]))+* (Ox'+

get_hex(showpacket[slayer3+2])+get_hex(showpacket{slayer3+3])+') bytes’);

fwriteln(' Transport Control : Ox'+get_hex(showpacket(siayer3+4]));

fwriteln("  '+disbin(showpacket[slayer3+4] div 16) +* .... Reserved');

fwriteln(" ... '+disbin(showpacket{slayer3+4] mod 16)+' Hop Count');

fwriteln(" Packet Type : '+strr(showpacket[slayer3+5])+' (0x'+get_hex(showpacket
[slayer3+5])+' +layerd+')");



fwriteln(* Destination Network : Ox'+get_hex(showpacket[slayer3+6])+get_hex
(showpacket[slayer3+7])
+get_hex(showpacket[slayer3+8])+get_hex(showpacket
(slayer3+9]));
fwriteln(' Destination Host  : Ox'+get_hex(showpacket[slayer3+10])+get_hex
(showpacket[stayer3+11])
+get_hex(showpacket[slayer3+12])+get_hex(showpacket
[slayer3+13])
+get_hex(showpacket[slayer3+14])+get_hex(showpacket
[slayer3+15)));
case twohex(showpacket[slayer3+16],showpacket[slayer3+17]) of
$0451 : st := (* (File Server)');
50452 : st := (' ( Service Advertising )');
$0453 : st := (' (Routing Information )");
$0455 : st:= (' ( NetBIOS Packet )');
$0456 : st:= (' ( Diagnostic Packet )");
else st:=""
end;
fwritein( * Destination Socket : Ox'+get_hex(showpacket[slayer3+16])+get_hex
(showpacket[slayer3+17])+st);
fwriteln(' Source Netwok 1 0x' +get_hex(showpacket[slayer3+18])+get_hex
(showpacket[slayer3+19))
+get_hex(showpacket[slayer3+20])+get_hex(showpacket
[slayer3+21]));
fwriteln(" Source Host : Ox' +get_hex(showpacket[slayer3+22])+get_hex
(showpacket[slayer3+23])
+get_hex(showpacket[slayer3+24])+get_hex(showpacket
[slayer3+25])
+get_hex(showpacket[slayer3+26])+get_hex(showpacket
[slayer3+271));
case twohex(showpacket[slayetﬁ+é8],showpacket[slayet3+29]) of
$0451 : st := (' ( File Server)");
$0452 : st := (* ( Service Advertising )");
$0453 : st := (* ( Routing Information )");
$0455 : st := (' ( NetBIOS Packet )");



$0456 : st := (' ( Diagnostic Packet ));
else st:=""
end;
fwriteln( ' Source Socket : Ox'+get_hex(showpacket[slayer3+28])+get_hex
(showpacket[slayer3+29])+st);

end;

end;

procedure checkip;{ analysis information in IP protocot}
begin
if layer3 = 'IP' then
begin
fwritein(' 1P ;{0x'+get_hex(showpacket[slayer3+7]));}

fwriteln(" Version : '+strr(showpacket[slayer3+0] div 16 ));

fwriteln(' Header Length : '+strr(showpacket[slayer3+0] mod 16 ));

fwriteln(' Type Of Service : '+strr(showpacket[slayer3+11));

fwriteln(' Tota! Packet Length : '+strr(twohex(showpacket[slayer3+2],showpacket
[slayer3+3])));

fwriteln(' Identifier : '+strrtwohex(showpacket[slayer3+4],showpacket[slayer3+5])));

fwritein(" Fiag : “+strr(showpacket[slayer3+7] and 07)+

' Fragment Offset : ‘+strm((twohex(showpacket[slayer3+6],showpacket

[slayer3+7])) shr 3));

fwriteln(" Time To live (second) : '+strr(showpacket[slayer3+8]));

fwriteln(" Protoco! : '+strr(showpacket[slayer3+9))+' (‘+layerd+")");

fwriteln(' Header Check Sum : Ox'+get_hex(showpacket[slayer3+10])+get_hex
(showpacket[slayer3+11]));

fwriteln(' Source Address  : ["+strr(showpacket[stayer3+12])+".'+strr(showpacket
[slayer3+13])+

' '+strr(showpacket[slayer3+14])+'.'+strr(showpacket[slayer3+15])+'');

fwriteln(* Destination Address : ['+strr(showpacket[slayer3+16])+".'+strr(showpacket

[slayer3+17])+
*'+strr(showpacket[slayer3+18])+'.'+strr(showpacket[slayer3+19])+'T);
end;

end;



procedure checkncp; { analysis information in NCP protocol}
begin
if layer4 = 'NCP' then
begin
fwriteln(’ NCP Y

if (showpacket{slayer4+0] = $33) and (showpacket[slayer4+1] = $33) then
begin

fwriteln(" Action : 0x3333 (Response)');

fwriteln(' Sequence Number : ‘+strr(showpacket[slayer4+2]));

fwriteln(" Connection ID : '+strr(showpacket[slayerd+3]));

fwritein(' Process ID  : '+strr(showpacket[slayer4+4]));

if (showpacket[stayer4+6]) = 00 then st := (" (OK)")

else st :=(" (Failed)’);

fwriteln(* Status : OxX'+get_hex(showpacket[slayer4+6])+st);

end;

if (showpacket[slayer4+0] = $22) and (showpacket[slayer4+1] = $22) then
begin

fwriteln(" Action 1 0x2222 (Request)’);

fwriteln{" Sequence Number : "+strr(showpacket[slayer4+2]));

fwriteln(" Connection 1D : '+strri(showpacket[slayer4+3]));

fwriteln(" Process ID  : '+strr(showpacket[slayerd+4]));

case showpacket[slayer4+6] of

$03:
begin
fwritein(' Command : OxX'+get_hex(showpacket[slayer4+6])+' (Lock File)");
fwriteln(' Dirtrory Handle : Ox'+get_hex(showpacket[slayer4+71));
fwriteln(" Lock Flags  : Ox'+get_hex(showpacket[slayer4+8]));
fwriteln(* Timeout : “+strr{twohex(showpacket[slayer4+10],showpacket
[slayerd+9]));
st := (" Filname : "+chr(96));
=0

while (i < showpacket[slayerd+11]) and (showpacketslayerd+12+i]<>0) do



begin

st := st + (chrr(showpacket[slayerd+12+i]));

=i+,
end;
st := st +(chr(39));
fwriteln(st);
end;
S04 : begin
fwriteln(' Command
fwriteln(" Timeout
[stayerd+8])));

end;

$07 : begin

fwriteln(' Command

: Ox'+get_hex(showpacket[slayer4+6])+' (Lock All File)');

: ‘+strr(twohex(showpacket[slayerd4+7],showpacket

: Ox'+get_hex(showpacket[slayerd+6])+ (Unlock File)');

fwriteln(' Dirtrory Handle : Ox'+get_hex(showpacket[slayer4+7]));

st:= (' Filname : "+chr(39));

=0

while (i < showpacket[slayer4+8]) and (showpacket[slayer4d+9+i]<>0) do

begin

st := st +(chrr(showpacket[slayerd+9+i]));

fr=i+1;
end;
st := st+(chr(39));
fwriteln(st);
end;
$13 : fwritein(' Command
D))
$14 : fwriteln(' Command
Clock)"),
$18 : fwriteln( Command
Exit)');
$19 : fwriteln(' Command

$1a : begin

: Ox'+get_hex(showpacket[slayer4+6])+' (Get Station

: Ox'+get_hex(showpacket[slayer4+6])+' (Read Server

: Ox'+get_hex(showpacket[slayer4+6])+' (Peocess

: Ox'+get_hex(showpacket[slayer4+6])+ (Logout)');



fwriteln(" Command : Ox'+get_hex(showpacket[slayer4+6])+' (Lock Byte
Range));
fwritein(' Handle : Ox'+get_hex(showpacket[slayer4+8])+get_hex(showpacket
[slayer4+9])+
get_hex(showpacket[slayerd+10])+get_hex(showpacket
[slayerd+111));
fwriteln(' Position : Ox'+get_hex(showpacket[slayerd+14])+get_hex(showpacket
[slayerd+15])+
get_hex(showpacket[slayer4+16])+get_hex(showpacket
[slayerd+171));
fwriteln(' Record Size : Ox'+get_hex(showpacket[slayerd+18])+get_hex(showpacket
[slayer4+19])+
get_hex(showpacket[slayer4d+20])+get_hex(showpacket
[slayer4+21]));

end;
$1E : fwriteln(’ Command : Ox'+get_hex(showpacket[slayer4+6])+" (Unlock Byte
Range)’);
$21 : begin

fwritein(' Command : Ox'+get_hex(showpacket[slayerd+6])+' (Negotiate Buffer
Size)");

fwritein( Requested Buffer size : ‘+strr(twohex(showpacket[slayerd +7],showpacket
[slayer4+8])));

end;
$3E : begin

fwriteln(" Command : Ox'+get_hex(showpacket[slayer4+6])+' (Set Dirertory
Handle)");

fwriteln( Directory Handle : Ox'+get_hex(showpacket[slayer4+71));

st:= (" Path : "+chr(39));

i=0;

while (i < showpacket[slayer4+8]) and (showpacket[slayer4+9+i]<>0) do
begin

st := st+(chmm(showpacket[slayer4+9+i));

i=i+t1;



end;

fwritein(st+(chr(39)));

end;
$3F : begin

fwriteln(' Command : Ox'+get_hex(showpacket[slayer4+6])+" (Search));

fwnteln(' Databyte : Ox'+get_hex(showpacket[slaverd+71));

fwriteln(' Unknown Word - Ox'+get_hex(showpacket[slayer4+8])+get_hex
(showpacket[slayer4+9]));

if (twohex(showpacket[slayerd+11],showpacket[slayer4+10]) = $ffff) then st := (’
(Find First)")

else st:= (' (Find Next '+strrtwohex(showpacket[slayer4+11],showpacket
[slayer4+10])+)");

fwriteln (' Entry Number : ‘+str(twohex(showpacket[slayer4+11],showpacket
[slayerd+10]))+st);

fwriteln(' Netware Attribute : 0x'+get_hex(showpacket{slayerd+12]));

netwareatt(showpacket[slayerd+12]) ;

st:= (' Filename : '+chr(39));

i=0;

while (i < showpacket[slayerd+13]) and (showpacket[slayer4+14+i]<>0) do

begin

st := st + (chrr(showpacket{slayerd+14+i));

i=i+1;

end;

fwriteln(st+chr(39));

end;

$40 : begin

fwriteln(’ Command : Ox'+get_hex(showpacket[slayer4+6])+' (Find Unique)');

fwriteln(" Entry Number : '+strr(twohex(showpacket[slayer4+8],showpacket
[slayerd+71)));

fwriteln(' Directory Handle : Ox'+get_hex(showpacket{slayer4+9])+get_hex
(showpacket[slayerd+101));

fwriteln(' Dos Attribute : Ox'+get_hex(showpacket[slayer4+11]));

dosatt(showpacket{slayer4+11]);

st:= (' Pathname : '+chr(39));



=0

while (i < showpacket[slayer4+12]) and (showpacket[slayer4+13+i]<>0) do
begin

st := st+(chmr(showpacket{slayerd+13+i]));

i=i+1;

end;

fwriteln(st+chr(39));

end;

$41 : begin
fwritein( Command : Ox'+get_hex(showpacket[slayer4+6])+' (Open FCB)");
fwriteln(* Directory Handle : Ox'+get_hex(showpacket[slayer4+71));
fwriteln(' Dos Attribute : Ox'+get_hex(showpacket[slayer4+8]));
dosatt(showpacket[slayer4+8]),
st:= (" Filename : '+chr(39));
i=0;
while (i < showpacket{slayer4+9]) and (showpacket[stayer4+10-+i]<>0) do
begin
st := st+(chrm(showpacket[slayerd+10+i]));
i=i+1,
end;
fwriteln(st+chr(39));
end;
$42 : begin
fwriteln( Command : Ox'+get_hex(showpacket{slayer4+6])+' (Close)');
fwriteln(' Handle : Ox'+get_hex(showpacket[slayerd+8])+get_hex(showpacket

[slayer4+9])+
get_hex(showpacket[slayerd+10])+get_hex(showpacket
[slayerd+11]));
end;
$43 : begin
fwriteln(" Command : Ox'+get_hex(showpacket[slayer4+6])+' (Create)’),

fwriteln( Directory Handle : Ox'+get_hex(showpacket[slayerd+71));

st:= (' Filename : '+chr(39));



i:=0;

while (i < showpacket[slayer4+8]) and (showpacket[slayer4+9+i}<>0) do
begin

st := st+(chrr(showpacket[slayer4+9+i]));

j:=i+1;

end;

fwriteln(st+chr(39));

end;

$44 : begin
fwritein(" Command : OX'+get_hex(showpacket(slayer4+6])+' (Delete)’);
fwriteln(' Directory Handle : Ox'+get_hex(showpacket[slayerd+71]));
fwriteln(" Data Byte : ‘+strr(showpacket[slayer4+8])+' Byte');

st:= (' Filename 1 '+chr(39));

ii=0;

while (i < showpacket[slayer4+9]) and (showpacket{slayer4d+10+i}<>0) do
begin

st := st+(chrr(showpacket{slayer4+10+i]));

i=i+1;

end;

fwriteln(st+chr(39));

end;

$45 : begin
fwriteln(' Command : Ox'+get_hex(showpacket[slayer4+6])+' (Rename)’);
fwritein(* Directory Handle : 0x'+get_hex(showpacket[slayer4+71]));
fwritein(' Data Byte : '+strr(showpacket[slayer4+8])+' Byte');

st:= (" SourceName : '+chr(39));

=0

while (i < showpacket{slayer4+9]) do
begin

st ;= st+(chrr(showpacket[slayerd +10+i));



fr=i
end;

fwriteln(st+chr(39));

st:= (" TargetName : '+chr(39));

=0

while (j < showpacket[slayerd+9+2+i]) and (showpacket[slayerd+10+i+2+j]<>0) do
begin

st := st+(chrr(showpacket{slayer4+10+i+2+]));

ji=j+;

end;

fwritein(st+chr(39));

end;

$46 : begin
fwriteln(' Command : Ox'+get_hex(showpacket[slayer4+6])+" Set File
Information)’);
fwritein(' Netware Attribute : Ox'+get_hex(showpacket[slayer4+7]));
netwareatt(showpacket{slayerd+7]);
fwritein(' Directory Handle : Ox'+get_hex(showpacket[slayer4+8]));
fwriteln( Dos Attribute : Ox'+get_hex(showpacket[slayer4+9]));
dosatt(showpacket[slayer4 +9]);
st := (' Filename : '+chr(39));
=0
while (i < showpacket[slayer4+1 0]) and (showpacket[slayer4+11+i]<>0) do
begin
st := st+(chmr(showpacket[slayerd+11+i]));
fi=i+1;
end;
fwriteln(st + chr(39));
end;
$47 : begin
fwritein(' Command : Ox'+get_hex(showpacket[slayerd+6])+' (Get File Size)");



fwriteIn(' Handle :Ox'+get_hex(showpacket[slayer4+8])+get_hex(showpacket

[slayerd+9])+
get_hex(showpacket[slayer4+10])+get_hex(showpacket
[slayerd+11]));
. end;
$48 : begin
fwriteln(’ Command : Ox'+get_hex(showpacket[slayer4+6])+' (Read)');

fwriteln(" Handle : Ox'+get_hex(showpacket[slayerd+8])+get_hex(showpacket
[slayerd+9])+
get_hex(showpacket[slayerd+10])+get_hex(showpacket
[slayerd+11]));
fwriteln(' Position : Ox'+get_hex(showpacket[slayerd+14])+get_hex(showpacket
[slayerd+15])+
get_hex(showpacket[slayer4+16])+get_hex(showpacket
[slayer4+171));
fwriteln(’ Byte to Transfer : Ox'+get_hex(showpacket[slayerd+18])+get_hex
(showpacket(slayerd+19]));
end,
$49 : begin
fwritein(' Command : Ox'+get_hex(showpacket[slayerd+6])+' (Write)");
fwriteln(" Handle : Ox'+get_hex(showpacket(slayer4+8])+get_hex(showpacket
[slayer4+3])+
get_hex(showpacket[slayerd+10])+get_hex(showpacket
[slayer4+111));
fwriteln(' Position : Ox'+get_hex(showpacket[slayer4+14])+get_hex(showpacket
[slayerd+15])+
get_hex(showpacket[slayer4+16])+get_hex(showpacket
[slayer4+177));
fwritein(' Byte to Transfer : Ox'+get_hex(showpacket[slayer4+18])+get_hex
(showpacket{slayer4+19]));
end;
$4b : begin
fwritein(' Command : Ox'+get_hex(showpacket[slayer4+6])+' (Set File Time)");



fwriteln(' Handle : Ox'+get_hex(showpackel[slayer4+8])+get_hex(showpacket

[slayer4+9])+
get_hex(showpacket[slayer4+10])+get_hex(showpacket
[slayer4+11]));
end;
$4c : begin
furitein(' Command : Ox'+get_hex(showpacket[slayer4+6])+' (Open)’);

fwriteln(" Directory Handle : Ox'+get_hex(showpacket[slayerd+7]));
fwriteln(' Dos Attribute : '+strr(showpacket[slayer4+8]));
dosatt(showpacket[slayer4+8]);
fwriteln(' Desired Access : '+strr(showpacket[stayer4+9]));
desired(showpacket[slayer4+9]);
st:= (' Filename : '+chr(39));
=0,
while (i < showpacket[slayerd+10]) and (showpacket[slayer4+11+i]<>0) do
begin
st := st+(chrr(showpacket[slayerd+11+i]));
i=i+1;
end;
fwritaln(st + chr(39));
end;
$4d : begin
fwriteln(' Command : Ox'+get_hex(showpacket[slayer4+6])+' (Create New
File)";
fwriteln(" Directory Handle : Ox'+get_hex(showpacket[slayer4+7]));
fwriteln(' Dos Attribute : '+strr(showpacket[slayer4+8]));
dosatt(showpacket[slayer4+8]);
st:= (" Filename : '+chr(39));
=0,
while (i < showpacket[slayer4+8]) and (showpacket[slayer4+10+i]<>0) do
begin
st := st +(chm(showpacket[slayerd+10+i]));
f:r=i+1;
end;

fwriteln(st+chr(39));



end;

$17 : begin
fwniteln(" Command : OX'+get_hex(showpacket[slayerd+6])+ (Access
Control)");
fwriteln('-——ACCESS CONTROL PROTOCOL——--Y;
case showpacket[slayer4+9] of
$00 : begin
fwriteln(" Function Code : Ox'+get_hex(showpacket[stayer4+9]}+' (Login)");

st:= (' Usemname  :'+chr(39));

ii=0;
while (i < showpacket[slayer4+10]) do
begin
st ;= st+(chmr(showpacket[slayerd+11+i]));
=i+
end;
fwriteln(st+chr(39));
st := (' Password : '+chr(39));
=0
while (j < showpacket[slayer4+11+i]) and (showpacket[slayerd+12+i+j]<>0) do
begin
st ;= st+(chrr(showpacket[slayerd+12+i+]));
jr=p+1
end;
fwriteln(st+chr(39));
end,
$11: fwnteln(' Function Code : Ox'+get_hex(showpacket[slayer4+9])+' (Check
Server Version)'),
$16 : begin

fwnteln(" Function Code : Ox'+get_hex(showpacket[slayer4+9])+' (Get

Connection Information)");
fwriteln(' Connection ID : 0x'+get_hex(showpacket[slayer4d+10]));
end;

$35: begin



fwriteln( Function Code : Ox'+get_hex(showpackei[slayerd+9])+' (Get Trustee
Mapping)’);

fwriteln(' Object Type  : Ox'+get_hex(showpacket[slayer4d+10])+get_hex
(showpacket[slayer4+117));

st:= (' Usemame : '+chr(39));

ii=0;

while (i < showpacket[slayerd+12]) and (showpacket[slayerd+13+i]<>0) do

begin

st := st +(chrr(showpacket[slayer4+13+i]));

P=i+1;

end;

fwriteln(st+chr(39));

end;

$36 : begin

fwriteln(" Function Code : Ox'+get_hex(showpacket[slayerd+3])+' (Mapp
Trustee To User)");

fwriteln(" Object ID : Ox'+get_hex(showpacket[slayerd+10])+get_hex
(showpacket[slayerd+11])

+get_hex(showpacket[slayerd+12])+get_hex(showpacket

[slayer4+13]));

end;

$37 : begin

fwriteln(" Function Code : Ox'+get_hex(showpacket[slayer4+9])+' (Search
Bindery For Objec)");

fwriteln(" Search Key  : Ox'+get_hex(showpacket[slayer4+10])+get_hex
(showpacket[slayer4+1 1])

+get_hex(showpacket[slayer4+12])+get_hex(showpacket

[slayer4+13]));

fwriteln(" Object Type : Ox'+get_hex(showpacket[slayerd+14])+get_hex
(showpacket[slayerd+15]));

st:=( Name : '+chr(39));

=0

while (i < showpacket[slayerd+16]) and (showpacket[slayer4+16-+i]<>0) do



begin

st ;= st+(chrr(showpacket[slayerd+17+i]));
=i+,

end;

fwriteln(st+chr(39));

end;

$3f : begin
fwriteln(" Function Code : Ox'+get_hex(showpacket{slayer4+9])+' (Check
Object Password)");
fwriteln(" Object Type : Ox'+get_hex(showpacket[slayer4+10])+get_hex

(showpacket{slayerd+11]));

st:= (' Usemame : "+chr(39));

ii=0;

while (i < showpacket{slayer4+12]) do
begin

st := st+(chrr(showpacket{slayer4+13+i]));
fr=i+1;

end;

fwriteln(st+chr(39));

st := (' Password : '+chr(39));
j:=0;
while (j < showpacket[slayerd+13+i]) and (showpacket{slayer4+14+i+j]<>0) do
begin
st := st+(chrr(showpacket[slayer4+14+i+]));
jr=i+
end;
fwriteln(st+chr(39));
end;
$3D : begin
fwritein(" Function Code : Ox'+get_hex(showpacket[slayerd+9])+' (Get Trustee

Mapping)");



fwriteln(" Object Type : Ox'+get_hex(showpacket[slayer4+10])+get_hex

(showpacket[slayerd+111));

st:= (" Object Name :'+chr(39));

ii=0;

while (i < showpacket[slayer4+12]) and (showpacket[stayer4+13+i]<>0) do
begin

st := st+(chmr(showpacket[slayerd+13+i)));

fr=i+1;

end;

fwriteln(st+chr(39));

fwriteln(" Segment : OxX'+get_hex(showpacket[slayer4+13+i])+get_hex

(showpacketislayerd+14+i}));

st:= (' Property Name : '+chr(39)),
=0
while (j < showpacket[slayer4+15+i]) and (showpacket[slayerd+16+i+j]<>0) do
begin
st ;= st+(chrr(showpacket[slayerd+16+i+]));
jr=irg
end;
fwriteln(st+chr(39));
end;
else fwriteln( ‘Undecode Acess Control’);
end;
end;
$16 : begin
fwritein(' Command : Ox'+get_hex(showpacket[slayer4+6])+' (Directory
Control)");

fwriteln(* DIRECTORY CONTROL PROTOCOL——;

case showpacket[slayer4+9] of
$00: begin
fwritein(' Frame Length : Ox'+get_hex(showpacket[slayer4+8]));



fwriteln(' Operation : Ox'+get_hex(showpacket[slayer4+9])+' (Set Current

Directory));

$01

fwriteln(' Directory Handle : Ox'+get_hex(showpacket{slayer4+10]));
fwriteln(' Data Byte : Ox'+get_hex(showpacket{slayer4+11])).

st:= (' Path : '+chr(39));

=0

while (i < showpacket[stayer4+12]) and (showpacket[slayer4+13+i]<>0) do
begin

st := st+(chrr(showpacket[slayer4+13+i])),

=i+

end;

fwriteln(st+chr(39));

end;

: begin

fwritein(" Data Byte : Ox'+get_hex(showpacket[slayer4+8]));

fwriteln(" Operation : Ox'+get_hex(showpacket[slayer4+9])+' (Get Current

Directory)');

fwriteln(' Directory Handle : 0x'+get_hex(showpacket{slayer4+101));
fwriteln(' Data Byte : Ox'+get_hex(showpacket{slayer4+11]));

end;

$12: begin

fwriteln( Data Byte : Ox'+get_hex(showpacket[slayer4+8]));

fwriteln(" Operation : Ox'+get_hex(showpacket[slayer4+9])+' (Create Permanent

Directory Handle)");

fwritein(' Directory Handle : Ox'+get_hex(showpacket[slayer4+10]));
fwriteln(" Drive name : '+chr(showpacket[slayerd+11])+"");

st:= (" Path : '+chr(39));

i:=0;

while (i < showpacket[slayer4d+12]) and (showpacket[slayer4+13+i]<>0) do
begin

st := st+(chmr(showpacket[slayerd+13+i]));

=i+t

end;

fwriteln{st+chr(39));

end;



$13: begin
fwriteln(" Data Byte : Ox'+get_hex(showpacket[slayerd+8]));
fwriteln(" Operation : Ox'+get_hex(showpacket[slayer4+9])+' (Create Directory
Handle)");
fwriteIn(" Directory Handle : Ox'+get_hex(showpacket[slayerd+10]));
fwriteln(' Drive name . '+chrr(showpacket[slayer4+11])+"");
st:= (' Path . '+chr(39));
=0
while (i < showpacket[slayerd+12]) and (showpacket[slayer4+13+i]<>0) do
begin
st := st+(chrr(showpacket[slayer4 +13+i]));
br=it,
end;
fwriteln(st+chr(39));

end;

$14 : begin
fwriteln(' Data Byte : Ox'+get_hex(showpacket[slayer4+8]));
fwriteln(" Operation : 0x'+get_hex(showpacket[slayer4+9])+' (Delete Directory
Handle)’);
fwriteln(' Directory Handle : Ox'+get_hex(showpacket[slayer4+10]));

end;

$15: begin
fwriteln(" Data Byte : Ox'+get_hex(showpacket[slayer4 +8]));
fwriteln(" Operation : Ox'+get_hex(showpacket[slayer4d+3])+ (Get Volume

Information)');

fwriteln(" Directory Handle : Ox'+get_hex(showpacket[slayer4+101));
fwriteln(' Data Byte : Ox'+get_hex(showpacket[slayer4+11]));
end;

else begin
fwriteln(" Data Byte : Ox'+get_hex(showpacket[slayer4 +8]));
fwritein(' Directory Control : 0x'+get_hex(showpacket[slayer4+9]));
fwriteln(" Directory Handle : Ox'+get_hex(showpacket[slayer4+103));



fwriteln(' Data Byte : OX'+get_hex(showpacket(slayerd+11]));
end;
end;
end;
end;
end;
end;

end;

procedure checktcp;{ analysis information in TCP protocol}
begin
if layer4 = 'TCP' then .
begin
fwriteln(’ TCP Y

case twohex(showpacket[slayer4+0], showpacket[slayer4+1]) of

05 :st:=' (Remote Job Entry)"
07 :st:=' (Echo Service)
09 :st:=' (Discard)"

11 :st:="' (Active Users)’;

13 :st:=" (Day Time);

15  :si:="' (NetStat),

17 :st:=' (Quote of The Day);
20 :st:=' (FTP Data),

21 :st:="' (FTP Control)"
23 st
25 :st:=' (SMTP),

' (TELNET)}

37 :st:="' (Time),
53 :st:=' (Name Server)'
else st:=' (UNKNOWN)'
end;
fwritein(" Source Port = Ox'+get_hex(showpacket[slayer4+0])+get_hex(showpacket
[slayer4+1])+st);
case twohex(showpacket[slayer4+2], showpacket[slayer4+3]) of
05 :st:=' (Remote Job Entry)"
07 :st:="' (Echo Service)'



09 :st:=' (Discard)}

11  :st:="' (Active Users)"

13 :st:=' (Day Time)'

15  :sti=" (NetStat),

17 :st:="' (Quote of The Day)',
20 :st:=' (FTP Data);

2i :st:="' (FTP Control)’

23 :st:=' (TELNET):

25 :st:="' (SMTP);
37 :st:=' (Time),;
53 :st:

' (Name Server)';
else st:=' (UNKNOWNY);

end;

fwriteln(' Destination Port = Ox'+get_hex(showpacket[slayer4+2])+get_hex
(showpacket[slayer4 +3])+st);

fwriteln(" Sequence Number = 0x' +get_hex(showpacket[slayer4+4])+get_hex
(showpacket[slayer4+5])

+get_hex(showpacket[slayer4+6])+get_hex(showpacket

[slayerd+7]));

fwriteln(" Acknowledgement Number = Ox'
+get_hex(showpacket(slayerd+8])+get_hex(showpacket{slayer4+91)

+get_hex(showpacket[slayerd+10])+get_hex(showpacket

[slayer4+1171));

fwriteln(' Header Length = ‘'+strr{showpacket[slayer4+12]));

fwriteln( Code Bits = ‘+strr(showpacket[slayer4+13]));

fwriteln(" Windows = 0Ox'+get_hex(showpacket[slayerd+14])+get_hex(showpacket
[slayerd+15]));

fwriteln(' Check Sum = Ox'+get_hex(showpacket[slayer4+16])+get_hex
(showpacket[slayer4+177]));

fwriteln(" Urgent Pointer = 0x'+get_hex(showpacket[slayerd+18])+get_hex
(showpacket[slayerd +19]));

end;

end;



procedure checkudp;{ analysis information in UDP protocol}
begin
if layer4 = 'UDP' then

begin

fwriteln(' UDP 0
case twohex(showpacket[slayerd+0],showpacket[slayerd+1]) of
05 :st:=' (Remote Job Entry);
07 :st:=' (Echo Service)":
09 :st:=' (Discard),
11 :st:=' (Active Users)’,
13 :st:=' (Day Time)'
15  :st:="' (NetStat);
17  :st:=' (Quote of The Day)';
20 :st:=' (FTP Data)
21  :st:=' (FTP Control)';
23 :st:=' (TELNET),
25 :st:=' (SMTP);
37 :st:i=' (Time),
53 :st:="' (Name Server)'
else  st:="' {(UNKNOWN)'}
end;
fwritein(' Source Port = 0x'+get_hex(showpacket[slayer4 +0])+get_hex(showpacket
[slayerd+1])+st);
case twohex(showpacket[slayer4+2],showpacket{slayer4+3]) of
05 :st:=' (Remote Job Entry)"
07 :st:=' (Echo Service)"
09 :st:=' (Discard)’
11 :st:=' (Active Users)"
13  :st:=' (Day Time)",
15  :st:=' (NetStat);
17 :st:=" (Quote of The Day)";
20 :st:=' (FTP Data)!
21 :st:=' (FTP Control)'
23  :st:=' (TELNET),
25 :sti=' (SMTP)



37

tst:=" (Time)',
53 :st:=' (Name Server)’
else st:=" {(UNKNOWN)';}
end;

fwriteln(* Destination Port = 0x'+get_hex(showpacket[slayer4+2])+get_hex
(showpacket[slayerd +3])+st);

fwriteln(" Length = 0Ox'+get_hex(showpacket[slayer4+4])+get_hex(showpacket
[slayerd+5]));

fwritein(" Check Sum = 0x'+get_hex(showpacket[slayerd+6])+get_hex(showpacket
[slayer4+7]));
end;

end;

procedure checkicmp; { analysis information in ICMP protocol}
begin

if layer4 = 'ICMP" then
begin

fwriteln(’

{ICMP Y
case showpacket[slayer4+0] of
0:
begin

fwritein(* Type =

“+strr(showpacket[slayer4+0])+' (Echo Message)');

‘+strr(showpacket[slayer4+1]));
fwriteln(' Check sum

0x'+get_hex(showpacket[slayerd+2])+get_hex
(showpacket[slayerd+3]));

fwriteln(" Code =

fwritein(’ Identifier = 0x'+get_hex(showpacket[slayer4 +4])+get_hex
(showpacket[slayer4+5]));

fwriteln( Sequence Number = 0x'+get_hex(showpacket[slayerd+6])+get_hex
(showpacket[slayerd+7]));

end;

8:
begin
fwriteln(* Type =

fwriteln(' Code

1

‘+strr(showpacket[slayerd+0])+' (Echo Reply Message)');
‘+strr(showpacket[slayer4+17));



fwriteln(' Check sum = 0x'+get_hex(showpacket[slayerd+2])+get_hex
(showpacket(slayerd+3]));

fwriteln(" Identifier = Ox'+get_hex(showpacket[slayerd+4])+get_hex
(showpacket[slayerd+5]));

fwriteln(' Sequence Number = 0x'+get_hex(showpacket[slayerd4+6])+get_hex
(showpacket(slayerd+7]));

end;

3:
begin
fwritein(" Type = '+strr(showpacket[slayer4+01)+' (Destination Unreachable
Message)");
case showpacket[slayerd+1] of
0:st:="' (Network Unreachable)";

1:st:="' (Host Unreachable)’;

2:st:="' (Protoco! Unreachable)';
3:st:="' (Port Unreachable)’;
4:st:="' (Fragmentation needed and DF set)’;
5:st:="' (Source Route Failed)’;
elsest:="'"
end;

fwriteln(' Code = ‘'+strr(showpacket{slayerd+1])+st);
fwriteln(' Check sum = 0x'+get_hex(showpacket[slayerd+2])+get_hex
(showpacket[slayerd+3]));
fwriteln(' Unused = Ox'+get_hex(showpacket[slayerd+4])+get_hex
(showpacket[slayerd+5])
+get_hex(showpacket[slayer4+6])+get_hex(showpacket[slayer4+71));

end;

11:

begin

fwriteIn(* Type = '+strr(showpacket[slayer4+0])+' (Time Exceeded Message)");
case showpacket[slayer4+1] of

0:st:="' (Time To Live Exceeded In Transit)";



1:st:="' (Fragment Reassembly Time Exceeded)’,
else st:=""

end;

fwriteln(' Code =

‘+strr(showpacket[slayer4+1])+st);
fwriteln(' Check sum =

Ox'+get_hex(showpacket[slayerd+2])+get_hex
(showpacket[slayerd+3])):

fwritein(' Unused = Ox'+get_hex(showpacket[slayerd+4])+get_hex
(showpacket[slayerd+5])

+get_hex(showpacket[slayerd+6])+get_hex(showpacket[slayerd+71]));
end;

4.
begin

fwritein(* Type

"+strr(showpacket[slayerd+0])+' (Source Quench Message)’);

‘+strr(showpacket[slayer4+1]));
fwriteln(' Check sum =

fwriteln(" Code =

Ox'+get_hex(showpacket[slayerd+2])+get_hex
(showpacket[slayerd+3]));

fwriteln(" Unused = Ox'+get_hex(showpacket[slayerd+4])+get_hex
(showpacket[slayerd+5])

+get_hex(showpacket[slayerd+6])+get_hex(showpacket[slayerd+7]));
end;

15

begin

fwriteln(* Type

“+strr{showpacket[slayerd+0])+' (Information Request
Message)');

fwriteln(’ Code

‘+strr(showpacket[slayerd+1]));
fwriteln(" Check sum = Ox'+get_hex(showpacket[slayerd+2])+get_hex
(showpacket[slayerd+3]));

fwriteln(' Identifier = Ox'+get_hex(showpacket[slayerd+4])+get_hex
(showpacket[slayer4+5]));

fwriteln(' Sequence Number = 0x'tget_hex(showpackel[slayer4+6])+get_hex
(showpacket[slayerd+77));

end;



16:

begin

fwritein(’ Type = ‘+strr(showpacket{slayer4+0])+' (Information Reply
Message)');

fwriteln(" Code = '+strr(showpacket{slayerd+1]));

fwriteln(' Check sum = 0Ox'+get_hex(showpacket[slayerd+2])+get_hex
(snowpacket[slayer4+3]));

fwriteln(' identifier = 0x'+get_hex(showpacket[siayerd+4])+get_hex
(showpacket{slayerd+5]));

fwriteln(' Sequence Number = 0x'+get_hex(showpacket[slayer4+6])+get_hex
(showpacket[slayerd+7]));

end;

5:
begin
fwriteln(" Type = '+str(showpacket[slayer4+0])+' (Redirect Message)’);
case showpacketfslayerd+1] of
0:st:="' (Redirect Datagrams For the Network)";
1:st:="' (Redirect Datagrams For the Host);
2:st:="' (Redirect Datagrams For The Type Of Service And Network)';
3:st:=" (Redirect Datagrams For The Type Of Service And Host)’;
elsest:=""
end;
fwriteln(" Code = '+strr(showpacket[slayerd+1])+st);
fwriteln(' Check sum = Ox'+get_hex(showpacket[slayerd+2])+get_hex
(showpacket[slayerd+3]));
fwriteln(' Gateway Intemet Address = ['+strr(showpacket[slayerd +4])+".'+strr
(showpacket[slayerd+5])+
\+strr(showpacket[slayer4d+6])+'"."'+strr(showpacket
[slayerd+T77)+'T");

end;

12:

begin



fwriteln(' Type = ‘+strr(showpacket[slayerd+0])+' (Parameter Problem
Message)');

case showpacket[slayerd+1] of

0:st:=" (Pointer Indirect The Error)’;

else st:=""

end;

fwritein(" Code = '+strr(showpacket[slayerd+1])+st);

fwriteln(" Check sum = 0x'+get_hex(showpacket[siayer4+2])+get_hex
(showpacket[slayer4+3]));

fwriteln(" Pointer = '+strr(showpacket[slayer4+4]));

fwriteln(' Unused = Ox'+get_hex(showpacket[slayer4+5])+get_hex
(showpacket[slayer4+6])

+get_hex(showpacket[slayer4+71));

end;

13:
begin
fwriteln(" Type = ‘+strr(showpacket[slayerd+0])+' (Timestamp Message)");
fwriteln(" Code = '+strr(showpacket[slayerd+1]));
fwriteln(" Check sum = 0x'+get_hex(showpacket[siayerd+2])+get_hex
(showpacket[slayerd+3]));
fwriteln(" Original Timestamp = Ox'+get_hex(showpacket[slayer4d+4])+get_hex
(showpacket[slayerd+5])
+get_hex(showpacket[slayerd+6])+get_hex(showpacket[slayerd+7]));
fwriteln(' Receive Timestamp = Ox'+get_hex(showpacket[slayerd4+8])+get_hex
(showpacket[slayer4 +9])
+get_hex(showpacket[slayerd+10])+get_hex(showpacket[slayer4+111));
fwritein(" Transmit Timestamp =
Ox'+get_hex(showpacket[slayer4+12])+get_hex(showpacket[slayer4d+13])
+get_hex(showpacket[slayerd+14])+get_hex(showpacket[slayerd+15]));

end;

14 :

begin



fwriteln(" Type = '+strr(showpacket[slayer4+0])+' (Timestamp Reply
Message)");
fwriteln(" Code = '+strr(showpacket[slayerd+11));
fwritein(" Check sum = Ox'+get_hex(showpacket[slayerd+2])+get_hex
(showpacket[slayer4+3]));
fwriteln(' Original Timestamp = 0x'+get_hex(showpacket[slayer4+4})+get_hex
(showpacket[slayer4+5])
+get_hex(showpacket[slayer4+6])+get_hex(showpacket[slayerd+71));
fwriteln(' Receive Timestamp = Ox'+get_hex(showpacket[slayer4 +8])+get_hex
(showpacket[slayer4+9])
+get_hex(showpacket[slayer4+10])+get_hex(showpacket[slayerd+11]));
fwriteIn(" Transmit Timestamp =
Ox'+get_hex(showpacket[slayerd+12])+get_hex(showpacket[slayerd+13])
+get_hex(showpacket[slayer4+14])+get_hex(showpacket[slayer4+15]));
end;
end;
end;

end;

procedure showraw;{ Show raw data }
begin
setwinattr($1f);
SetHeadAttr($1f);
setBoxattr($1f);
setcharattr($1f);
setwinheader(' DATA ETHERNET *);
setboxstyle(2);
h:= (long[longp1] div 16);
ifh>18thenh:=18 ;
windowopen(2,4,78,h+7);
k:=0
g:=0;
key := dn_key,;
repeat

if (key = up_key) or (key = dn_key) then



begin
forj:=1toh+1 do
begin
gotoxy(1,j);
write(get_hex(g div $100),get_hex(g mod $100));
fori:=2to17 do
begin
gotoxy(i*3.j);
if i > 9 then gotoxy((i*3)+2,j);
write(get_hex(showpacket[g]),");
gotoxy(i+55,);
if i > 9 then gotoxy((i+57),j);
if showpacket[g] >32 then write(chr(showpacket[g]))else write(.");
g:=gH
end;
end;
gotoxy(1,h+7);
write(' '),
SetAttr($35);
write(" Press Key ‘,char(24),char(25),' to Up and Down View This Page Press
Key Enter to EXIT (')
SetAttr($1f);

end;

key := readkey;,
if (key =dn_key) then
if (k+304 < longflongp1]) then
begin
k:=k+16;
g:=k;
end
else

key :=#0;

if (key =up_key) then



if (k-16 >=0) then
begin
k:=k-16;
g:=k
end
else
Kev := #0;
until (key = Return_key) or (key = esc_key);
key := null_key;
windowclose;

end;

procedure showtime(hour,min,sec : word);{ Show time }
var times,h,m,s : string;
begin

str(hour,h);

if hour < 10 then

h := concat('0',h);

str(min,m);

if min < 10 then

m := concat('0',m);

str(sec,s);

if sec < 10 then

s := concat('0',s);

write(h,":',m,"",s);

end;

procedure Init;

{ Check for presence of packet driver, get and store hardware address,
print info.}

var X . byte;

driver_info : drvinfo;



access :eth_drv_access ;
begin
TextColor( Yellow );
Write( 'ETHERNET ' );
TextColor( LightRed );
x ;= Driver_present;
if (x <> 0) then begin
Writeln( 'Packet driver located at interrupt 0x’,Get_Hex( x) );
driver_Intr:= x;
Get_Driver_Info( 0, driver_info );
Write_Driver_{nfo( driver_info );
Get_Pkt_hwaddr( 0, my_address );
Writeln('Card address is *,String_hwaddr(my_address));
Driver_loaded := true;
end else begin
Writeln( 'Packet driver not found.' );
Driver_loaded := false;
readkey ;
exit;
end;
with access do begin
class := driver_info.e_class;
etype := $ffff; {...of interface }
number:=0 ; {...of the interface }
packet_type := @typeField;  {two-byte type spec. }
packet_type_length:=0 ; {...of above data. }
receiver := @pktReceivenr; {...to ether_receiver routine }
end;
Access_Type(access) ;
SetRCVmode( 0,6);

end;

procedure savebuffer; { Save buffer to disk }

vaf filvar : text;



namef : string;
i :integer;
begin
checkfile(namef);
Assign(filvar,namef) ;
rewrite(filvar);
writeln(filvar,longp);
fori:= 1 tolongp do
writeln(fitvar,long[il);
writeln(filvar,datafp);
fori:= 1to datafp do
begin
write(filvar,Get_hex(dataf{i]));
if (i mod 50) = 0 then writeln(filvar);
end;
close(filvar);
windowclose;
save_data := false;

end;

procedure savedata; { check siveing data}
vark : byte;
key : charn,
begin
SetwinHeader('SAVE DATA";
SetWinAttr($1f);
SetBoxAttn($1f);
SetCharAttr($1 f).;
Setboxstyle(double);
SetHeadAttr($1f);
Windowopen(23,10,57,14);
writeln(' The data has not been saved yet’);
write (' Save it now ?');
k =1,

repeat



setAttr($7e);
gotoxy(10,3);

if k=1 then
begin
setAttr($40);
write('<YES>"),
end

else

write(' YES *);

setAttr(§7e);
gotoxy(20,3);

if k = 2 then
begin
setAttr($40);
write(" <NO>');
end

else

write(' NO ");

key := readkey;
case (Key) of
tkey : ifk=1thenk:=2elsek:=k-1;
n_Key : ifk=2thenk:=1elsek:=k+1;
retum_key : if k = 1 then savebuffer;
end,
until (key = retum_key)or(key = esc_key) ;
windowclose;

end;

procedure loadbuffer; { Load file form disk to buffer }

var filvar : text;



namef,p : string;
i integer;

s1,s2 : char;

begin

if (save_data) and (longp >= 1) then savedata;
ReadDir("™.nmt',p,Namef);

if namef <> #27 then

begin

namef := concat(p,namef);
Assign(filvar,namef) ;

reset(filvar);

readin(filvar,longp);
fori:=1tolongp do
readin(filvar,long[il);
readin(filvar,datafp);

fori:= 1 to datafp do

begin

read(filvar,s1);

read(filvar,s2);

dataffi] := (hex_byte(s1)*16)+hex_byte(s2);
if (i mod 50) = 0 then readin(filvar);
end;

close(filvar);
setwinHeader('LOAD");
SetWinAttr($1f);

SetBoxAttr($1f);

SetCharAttr($1f);
Setboxstyle(double);
SetHeadAttr($1f);
Windowopen(25,10,55,13);
writeln(' LOAD DATA );
Delay(500);
windowclose;

end;



end;

procedure showscale_v;{ display scale of quantity packet}
var i,j : integer;
maxt : integer;
begin
maxt := maxtime,
forj:=1to10do
begin
gotoxy(1.);
write(' : %
end,
k_scale := 10;
fori:=1to 9do
begin
if value_array[maxt] > 100 then
k_scale := 100;
if maxt - 1 >= 0 then maxt := maxt-1;
end;
gotoxy(1,1);
textcolor(red);
writein( QUANTITY (PACKET)";
textcolor(white);
writein("  #";
writein('  Baw);
writein('  Baw');
writeln(’  Bow");
writeln(’  Bow);
writeln( B,
writeln(’  Baw);
writein('  Bew);
writeln(" B
writeln('  BoW);

writein(" B,



write(" 0
nqa999999999999999999999999999999999999 9999999499949 99999999 9¢
qa’);

textcolor(red);
writeln(TIME");
textcolor(green);
j:=10;
fori:=1to 10 do
begin
gotoxy(1,2+i);

write(j*k_scale);

procedure showgraph_v;{ display graph of quantity packet}
var div1,div2,mod1,mod2,mods,i,j : byte;
maxt : integer;
bégin
maxt := maxtime;
forj:=1to 09 do
begin
if j = 1 then textcolor(red) else textcolor(brown);
if k_scale = 10 then
begin
div1 := value_array[maxt] div 10;
mod1 := value_array[maxt] mod 10;
end;
if k_scale = 100 then
begin
div1 := value_array[maxt] div 100;
mod1 := value_array[maxt] mod 100;
div2 := mod1 div 10;
mod2 := mod1 mod 10;
if mod2 >= 5 then div2 := div2+1;



mod1 := div2,
end;
if mod1 <= 3 then mods := 0;
ifl mod1 > 3} and (mod1 < 8) then mods := 1;
iftmod1 >= 8) then
begin
aivl = divi+1;
mods := 0,
end;

if divl >10 then

begin
divl :=10;
mods := 0,
end;

fori:=12 downto 3 do
begin
gotoxy(*7,i);
write( 0 [0
end;
fori:= 12 downto 13-divl do
begin
gotoxy(*7,i);
write¢J O O
end;
if mods = 1 then
begin
gotoxy(j*7,13-divi-1);
write(");
gotoxy(j*7,13-div1-2);
end
else
gotoxy(j*7,14-div1-2);
if (value_amay[maxt] >= 1) and (value_array[maxt] < 4) then
begin
gotoxy(j*7,12);



write(");
gotoxy(i*7,11);
end;
if maxt <> 0 then write(value_array[maxt]);
gotoxy(j*7,14);
if maxt <> 0 then write(maxt);
if maxt < 1 then maxt := 0 else maxt := maxt-1;
end;

end;

procedure showscale_s;{ display scale of quantity data}
vari,j: integer;
maxt : integer;
begin
maxt := maxtime;

forj:=1t010do

begin

gotoxy(1.j);

write(' %
end;
k_scale := 1;

fori:=1to 9do
begin
if kbyte(size_array[maxt]) > 10 then
k_scale := 4,
if maxt - 1 >= 0 then maxt := maxt-1;
end;
gotoxy(1,1);
textcolor(red);
writeln(*  SIZE (KILOBYTE) );
textcolor(white);
writein(C  #";
writein('  Bru);
writein('  Bru);

writeln('  Brw);



writeln("  Bow);
writein('  Bew");
writeln('  Beu");
writein('  Bew);
writein('  Beow');
writein('  Bow);
writeln('  Bew);
write(" 0
N99999999999999999999999999999999999949999999999999999999 9999999
a’);
textcolor(red);
writeln('TIME");
textcolor(green);
j:=10;
fori:=1to10do
begin
gotoxy(1,2+i);

write(j*k_scale);

procedure showgraph_s; { display graph of quantity data}
var div1,div2,mod1,mod2,mods : byte;
maxt : integer;
begin
maxt := maxtime;
forj:=1t0 09 do
begin
if j = 1 then textcolor(red) else textcolor(brown);
if k_scale = 1 then di\}1 1= kbyte(size_array[maxt]) ;
if k_scale = 4 then
begin
divl := kbyte(size_array[maxt]) div 4;



mod1 := kbyte(size_array{maxt]) mod 4;
if mod1 > 2 then div1 := div1+1
end;
fori:=12 downto 3 do
begin
gotoxy(*7.,i);
write¢ OO,
end;
fori:= 12 downto 13-div1 do
begin
gotoxy(*7,i);
write¢J O OY;
end;
gotoxy(j*7,14-div1-2);
if ( divl = 0) then
begin
gotoxy(j*7,12);
write('__");
gotoxy(j*7,11);
end;
if maxt <> 0 then write((size_array{maxt]));
gotoxy(j*7,14);
if maxt <> 0 then write(maxt);
if maxt < 1 then maxt := 0 else maxt := maxi-1;
end;

end;

procedure showdatalink; { display pattern ‘frame type’ of capturing}
var long : word;

layer2 : string;
begin

textcolor(white);

long := (rcvPacket[12]*$100) + rcvPacket[13];

if long > 1500 then layer2 := ‘Ethernet lI' else



if (revPacket[14] and revPacket[15] ) = $ff then layer2 := 'IEEE 802.3' else
if (revPacket[14] and rcvPacket[15] ) = $aa then layer2 := ‘Ethernet Snap’ else
layer2 ;= "IEEE 802.2";

showtime(Hour,Minute,Second);
write(" Desc : '+ get_hex(showpacket[0])+ get_hex(Rcvpacket[1])
+ get_hex(Revpacket[2])+ get_hex(Revpacket[3])
+ get_hex(Rcvpacket[4])+ get_hex(Rcvpacket[5]));
write(' Src: ' + get_hex(Rcvpacket[6])+ get_hex(Rcvpacket[7])
+ get_hex(Revpacket[8])+ get_hex(Revpacket[9])
+ get_hex(Rcvpacket[10])+ get_hex(Rcvpacket[11]));
writeIn(' Type : [',get_hex(Rcvpacket[6])+ get_hex(Rcvpacket[7]),] ' layer2);

end;

procedure showprotocol_as;{ display background pattem ‘protocol upper layer’ }
begin

gotoxy(1,1);

writeln(’ DISPLAY PROTOCOL UPPER LAYERY);

writein('29299900000900900008900000000000005 000000090000 £0D020008

ﬂﬂﬂﬂéﬁﬂﬂﬂﬂﬂﬂﬂﬁm

writeln(‘tWProtocol Upper Layertu PACKET®W SIZE tuProtocol Upper Layertu
PACKEToW SIZE tw);

writelin('N9020000099000000000) 0000000000000 0NENDDNDNADNNDENDY

ﬂﬂﬂﬂﬂﬂﬂﬂﬂ@ﬂﬂﬂﬂﬂﬂ%
writeln('ow Remote Job Entry 4 o td Telnet 147} 147} o),
writeln('o Echo Moo o STMP Moo w);
writeln('tw Discard 473 473 o Time 1471 o ),

writeln('tl Active Users 473 n U Name Server 37} 37} W),

writeln('tu Daytime 47! u W TFTP 3PS, 37 ')
writeln(‘tu Netstat n 1471 L WWW(HTTP) o n ),
writeln(*td Quotd 47} 37 e Sun RPC 137} u nY);
writeln('tw FTP_Data 4P o7 tWOTHER PROTOCOL 4 4

writeln(‘td FTP (Control) ¢ 147} 147} u 3] nY);



write (‘99899909999009080000400000004800008894000000000000000099
£0YDNNDD8A4DDDDDRADN');

end;

procedure showprotocol; { display pattem ‘protocol upper layer' of capturing}
begin
checkall(rcvpacket);
if (layer4 = 'TCP") or (Layer4 = 'UDP') then
begin
case (twohex(showpacket[slayerd+0],showpacket[slayer4+1])or(twohex
(showpacket[slayer4+0],showpacket[stayer4+1]))) of
05 : begin
inc(capture_up[0].value);
capture_up[0].size := capture_up[0].size+rcviength;
end;
07 : begin
inc(capture_up[1].value);
capture_up[1].size := capture_up[1].size+rcviength;
end;
09 : begin
inc(capture_up[2].value);
capture_up[2].size := capture_up[2].size+rcviength;
end;
11 : begin
inc(capture_up[3].value);
capture_up[3].size := capture_up[3].size+rcviength;
end;
13 : begin
inc(capture_up[4].value);
capture_up[4].size := capture_up[4].size+rcviength;
end;
15 : begin
inc(capture_up([5].value);
capture_up[5].size := capture_up[5].size+rcviength;

end;



17

20

21

23

25

37

83

69

80

: begin

inc(capture_up[6].value);

capture_up{6].size := capture_up[6].size+rcviength;
end;
: begin

inc(capture_up[7].value);

capture_up[7].size := capture_ up[7].size+rcviength;
end;
: begin

inc(capture_up(8].value);

capture_up[8].size := capture_up{8].size+rcviength;
end;
: begin

inc(capture_up[9].value);

capture_up(9].size := capture_up[9].size+rcviength;
end;
: begin

inc(capture_up[10].value);

capture_up[10].size := capture_up[10].size+rcviength;
end;
: begin

inc(capture_up{11].value);

capture_up[11).size := capture_up[11].size+rcviength;
end;
: begin

inc(capture_up[12].value);

capture_up[12].size := capture_up[12].size+rcviength;
end;
: begin

inc(capture_up(13].value);

capture_up[13].size := capture_up[13].size+rcviength;
end;
: begin

inc(capture_up{14].value);

capture_up[14].size := capture_up{14].size+rcviength;



end;
111 : begin
inc(capture_up[15].value);
capture_up[15].size := capture_up[15].size+rcviength;
end;
else  begin
inc(capture_up(16].value);
capture_up[16].size := capture_up[16].size+rcviength;
end;
end;
end;
fori:=0to8do
begin
gotoxy(23,5+);
write(capture_upli].value);
gotoxy(31,5+);
write(capture_up(il.size);

end;

fori:=9to 16 do

begin
gotoxy(61,5+i-9);
write(capture_upfi].value);
gotoxy(69,5+i-9);
write(capture_up(i].size);

end;

end;

procedure checkfilter; { filter packet income }
var src_mac,des_mac : string;
src_ip,des_ip : ipaddr;
begin
checkall(rcvPacket);

if (layer2 = 'E_II') then if (filtereth[1]) then cap_ok :=true else



begin
cap_ok ;= false;
exit;

end;

if (layer2 = 'E_802.2") then if (filtereth[2]) then cap_ok := true else
begin

cap_ok := false;

exit;

end;

if (layer2 = 'E_802.3") then if (filtereth[3]) then cap_ok := true else
begin

cap_ok := false;

exit;

end;

if (layer2 = 'E_Snap') then if (filtereth{4]) then cap_ok := true else
begin

cap_ok := false;

exit;

end;

if (layer3 = 'IPX') then if (filtemel[1]) then cap_ok :=true else
begin

cap_ok ;= false;

exit;

end;

if (layer3 = 'ARP") then if (filternet[2]) then cap_ok :=true else
begin

cap_ok := false;

exit;

end;



if (layer3 = ‘IP") then if (filtemet[3]) then cap_ok := true else
begin

cap_ok ;= false;

exit;

end;

des_mac := ( get_hex(rcvpacket[0])+ get_hex(rcvpacket[1])
+get_hex(rcvpacket[2])+ get_hex(rcvpacket[3])
+get_hex(rcvpacket[4])+ get_hex(rcvpacket[5]));

src_mac :=( get_hex(rcvpacket[6])+ get_hex(rcvpacket[7])
+get_hex(rcvpacket[8])+ get_hex(rcvpacket[9])
+get_hex(rcvpacket[10])+ get_hex(rcvpacket[11])); .

if (src_all = false) then if (src_add = src_mac) then cap_ok := true else
begin

cap_ok ;= false;

exit;

end;

if (des_all = false) then if (des_add = des_mac) then cap_ok := true else
begin

cap_ok := faise;

exit;

end;

if layer3 = 'IP' then

begin
fori:=1to 4 do src_ipli] := rcvpacket[slayer3+11+i];
fori:=1to4 do des_ip[i] := rcvpacket[slayer3+15+i];

end;

if layer3 = 'ARP' then

begin
fori:=11to4 do src_ip[i] := rcvpacket[slayer3+13+i];
fori:=11t04 do des_ip[i] := rcvpacket[slayer3+23+il;



end;

if (layer3 = "IP") or (layer3 = 'ARP') then
begin
case ip_add_src of
1. cap_ok:=true;
2: if (sre_ip[1] = ip_src[1]) and (src_ipi2] = ip_src[2])
and (src_ip[3] = ip_src{3]) and (src_ip(4] = ip_src[4]) then
cap_ok :=true else
begin
cap_ok := false;
exit;
end;
3. begin
fori:=1to4 do
begin
if (src_ipli] >= ip_src1{il) and (src_ip[il <= ip_src2(i]) then
begin
cap_ok :=true;
if (sre_ipli] > ip_src1[i]) and (src_ipli] < ip_src2[i]) then exit;
end
else
begin
cap_ok := false;
exit;
end;
end;
end

end,;

case ip_add_des of
1. cap_ok := true;
2: if (des_ip[1] = ip_des[1]) and (des_ip[2] = ip_des[2])
and (des_ip[3] = ip_des[3]) and (des_ip[4] = ip_des[4]) then

cap_ok :=true else



begin

cap_ok := false;

exit;

end;

3: begin

fori:=1to4do

begin
if (des_ip[i] >= ip_des1[i]) and (des_ip[i] <= ip_des2[i]) then
begin
cap_ok := true;
if (des_ip[i] > ip_des1[i]) and (des_ip{i] < ip_des2[i]) then exit;
end
else
begin

cap_ok := false;

exit;
end,
end;
end
end;
end;

end;

procedure message_ip ; { check vaule of ip address and show message}
begin
SetwinHeader(");
SetWinAttr($1f);
SetBoxAttr($1f);
SetCharAttr($1f);
Setboxstyle(double);
SetHeadAttr($1f);
Windowopen(23,10,55,13);
writeln(' Range of data is 000-255 ),
readkey;

windowclose;



end;

function showtext(byt : byte) : string;
var st,st1 : string;

begin

if byt < 100 then st := '0";
if byt < 10 then st := '00;
str(byt,st1);

showtext := st+st1;

end;

function showip_add(bty : ipaddr) : string; { change 4 byte to ip address }
begin
showip_add := (['+showtext(bty[1])+".'+showtext(bty[2])+".'
+showtext(bty[3])+".'+showtext(bty[41)+']");

end;

function ip2text(ip1 : ipaddr) : string;
var ipt,temp : STRING;
divl,mod1 : byte;
begin
ipt :=",
fori:=1to4do
begin
temp:="
Str((ip1[i] div 100),temp) ;
ipt := ipt+temp;
temp ="
str(((ip1[i] mod 100) div 10),temp);
ipt := ipt+temp;
temp:=";
str(((ip1[i] mod 100) mod 10),temp);
ipt := ipt+temp;
ip2text := ipt;



end;

end;

var keyl :char
procedure read_add_ip(b1 : ipaddr ; x,y : byte; var b2 :ipaddr) ;{ get ip address from
user}
-var old_add : STRING;
char_add : string;
K: byte;
temp,code : integer;
begin
k:=1,
char_add := ip2text(b1);
repeat
fori:=1to4 do
begin
val(char_add[1+((i-1)*3)]+char_add[2+((i-1)*3)]+char_add[3+((i-
1)*3)],temp,code);
if (temp > 255)and ( (k < (1+((i-1)*3))) or (k > (3+((-1)*3)))) then
begin
message._ip;
char_add[3+((i-1)*3)] := char_add[2+((i-1)*3)];
char_add[2+((i-1)*3)] := char_add[1+((i-1)*3)];
char_add[1+((i-1)*3)] := "0
end;
end;
fori:=1to12do
begin
case i of
1,2,3 : gotoxy(x+i,y);
4,56 : gotoxy(x+i+1,y);
7,8,9 : gotoxy(x+i+2,y);
10,11,12 : gotoxy(x+i+3,y);
end;

SetAttr($3A);



ifi = k then setAttr($4B);
write(char_add[il);
end;
key1 := readkey ;
case key1 of
It key : ifk=1thenk:=12elsek:=k-1;
it Key : ifk=12thenk:=1elsek:=k+1;
home_Key : k:=1;
end_Key @ k:=12
'1,'2,'3.,'4,'5'6",'7",'8','9",'0" :
begin
char_add[k] := key1;
ffk=12thenk:=telse k:=k+ 1,
end;
esc_key :char_add := ip2text(b1);
end;
until (key1 = tab) or (key1 = esc_key) or (key1 = return_key) or (key1 = up_key) or
(key1 = dn_key);
fori:=1to4do
begin
val(char_add[1+((i-1)*3))+char_add[2+((i-1)*3)]+char_add[3+((i-1)*3)],temp,code);
b2[i] := temp;
end;
SetAttr($3a);
gotoxy(x,y);
write(showip_add(b2));

end;

procedure filter_add;{set filter of menu protocol filter }
VAR MSG : ARRAY[1..7] OF STRING[22];
old_ip_src,old_ip_des : BYTE;
old_src_add,old_des_add : string;
kk : byte;

begin



Kk :=1;

old_ip_src :=ip_add_src;

old_ip_des :=ip_add_des;

MSG[1]:= "' ALL ADDRESS

MSG[2] :=* SPECIFIED

MSG[3]:= ' RANGE ADDRESS FILTER 3
MSG[4] := * ALL ADDRESS

MSG[5] := ' SPECIFIED

MSG[6] := * RANGE ADDRESS FILTER:";
SetwinHeader(ADDRESS FILTER);
SetWinAttr($30);

SetBoxAttr($30);

SetCharAttr($30);

Setboxstyle(double);

SetHeadAttr($30);
Windowopen(16,7,64,21);

gotoxy(1,1);

writeln(qqqSOURCE ADRESSAAQq9qAq9999q99999999999q7 X
writeln('tu w);

writeln('tu ),

writeln('tod w);

writeln('tu o)

writeln(ng7qq9q 99999 999qqaa9aqTRRaaaaIRqaTERaGa9ae
wiiteln(qqqDESTI MATI @ ADRESSAAQAAAAAAIN99AAqaaaH »

writeln(‘t )
writeln('nd uY;
writeln(‘eu )
writeln('tu w);

write('Nqqqq9q599 99999999990 INN TN 99998 )
K:=1;
repeat
FOR1:=1703 do
begin
gotoxy(3,1+i);
SetAttn($31);



if i =k then setAttr($7f);
st:="()"
if (ip_add_src =) then st:="'(0)";
write(st + msg[il);
if i =2 then
begin
SetAttr($3A);
write(showip_add(ip_src));
gotoxy(3,5);
write(showip_add(ip_src1));
Setattr($31);
write(' TO');
SetAttr($3A);
gotoxy(24,5);
write(showip_add(ip_src2));
end;
SetAttn($31);
if k =7 then setAttr($71);
setAttr($40);
if k=7 then setAttr($7e);
gotoxy(21,13);
write(" OK");
end;
FOR1:=4TO 6 do
begin
gotoxy(3,4+i);
SetAttr($31);
if i =k then setAttr($7f);

if (ip_add_des =i-3) then st := '(0)*;
write(st + msg[il);
ifi=5 then
begin
SetAttr($3A);
write(showip_add(ip_des));



gotoxy(3,11);
write(showip_add(ip_des1));
Setattr($31);
write(' TO");
SetAttr($3A);
gotoxy(24,11);
write(showip_add(ip_des2));
end;
end;
key := readkey;
case (Key) of
up_key : ifk=1thenk:=7elsek:=k-1;
Dn_Key : ifk=7thenk:=1elsek:=k+1,
PgUp_Key : k:=1;
PgDn_Key : k:=6;
esc_key : begin
ip_add_src := old_ip_src;
ip_add_des := old_ip_des;
end;
tab : begin
if (k = 2) and (ip_add_src = 2) then read_add_ip(ip_src,23,3,ip_src);
if (k =5) and (ip_add_des = 2) then
read_add_ip(ip_des,23,9,ip_des);
if (k = 3) and (ip_add_src = 3} then
begin
kk:=1;
read_add_ip(ip_src1,3,5,ip_src1);
repeat
if (key1 = tab) and (kk = 1) then
begin
read_add_ip(ip_src2,24,5,ip_src2);
kk:=2;
end;
if (key1 = tab) and (kk = 2) then

begin



read_add_ip(ip_src1,3,5.ip_src1);
kk = 1;
end;
until (key1 = esc_key) or (key1 = retumn_key) or (key1 = up_key) or
(key1 = dn_key);
end;
if (k = 6) and (ip_add_des = 3) ther
begin
kk =1,
read_add_ip(ip_des1,3,11,ip_des1);
repeat
if (key1 = tab) and (kk = 1) then
begin
read_add_ip(ip_des2,24,11,ip_des2);
kk:=2;
end;
if (key1 = tab) and (kk = 2) then
begin
read_add_ip(ip_des1,3,11,ip_des1);
kk := 1,
end;
untit (key1 = esc_key) or (key1 = retum_key) or (key1 = up_key) or
(key1 = dn_key);
end;

end;

return_key: begin
case k of
1 :ip_add_src:=1;
2 :ip_add_src:=2;
3 :ip_add_src:=3;
4 :ip_add_des:=1;
5 :ip_add_des:= 2
6 :ip_add_des:=3;

end;



end;

end;

untit (key = esc_key) or ((k = 7) and (key = retum_key));
windowclose;

end;

procedure assigntime;{menu set time interval }
var iold,k : byte;
key : char,
msg : array[1..5] of string ;
st string;
begin
old := menutime;
k=1,
msg[1]:="' 1 SECOND' ;
msg[2]:=' 10 SECOND' ;
msg[3]:=" 30 SECOND' ;
msgl4]:="' 1 MINUTE" ;
msgi5]:=' 5 MINUTE" ;
Cursoroff;
SetwinHeader('SELECT TIME");
SetWinAttr(window_c);
SetBoxAttr(window_c);
SetCharAttr(text_c);
Setboxstyle(double);
SetHeadAttr(window_c);
Windowopen(30,10,55,17);
repeat
for i:=1tob5do
begin
gotoxy(4,i);
SetAttr(window_c);
if i = k then setAttr($7f);



if i = menutime then st ;= '(0)" else st:="'()"
write(st,msg[i]);
end;
setAttr($40);
if k = 6 then setAttr($7e);
gotoxy(10,6);
write(' OK'*);
key := readkey;
case (Key) of
up_key : ifk=1thenk:=6elsek:=k-1;
Dn_Key : ifk=6thenk:=1elsek:=k+1;
PgUp_Key : k:i=1;
PgDn_Key : k:=5;
return_key : if (k > 0) and(k <= 5) then menutime ;= k;
Esc_key : menutime = old;
end;
until ((key = return_key)and(k = 6))or(key = esc_key) ;
windowclose;

end;

var fmenu1,fmenu2 : integer;

procedure menufilter(k : byte);
var key :char;
msg : amay[1..2] of string;
fmenu : integer;
Xy :byte;
begin
if k=1 then
begin
msg[1]:=' FRAMETYPE ';
msg[2] := ' MAC ADDRESS ' ;
X = 40;
y :=6;

fmenu ;= fmenu1;



end;
if k = 2 then
begin
msg[1] ;="' PROTOCOL TYPE *;
msg[2]:="' IPADDRESS ';
X =40,
y =T
fmenu := fmenu2;
end,
SetWinAttr (choice_c);
SétBoXAttr (choice_c);
SetCharAttr(choice_c);
SetBoxStyle(single);
SetWinHeader(");
Windowopen(x,y,x+21,y+3);
repeat
for i:=1to2do
begin
gotoxy(2,i);
SetAttr(window_c);
if i = fmenu then setAttr($71);
write(msg(il);
end;
key := readkey;
case (Key) of
up_key : iffmenu = 1 then fmenu := 2 else fmenu := fmenu - 1;
Dn_Key : if fmenu =2 then fmenu:= 1 else fmenu := fmenu + 1;
PgUp_Key : fmenu:=1,
PgDn_Key : fmenu:=2;
end;
until (key = retum_key) or(key = esc_key) ;
case k of
1: fmenu1 := fmenu;
2 : fmenu2 := fmenuy,

end;



windowclose;

end;

function read_add_mac(st : string ; x,y : byte) : string;
{get mac address from user }
var char_add : string;
keyl :charn;
k : byte;
begin
k:=1;
char_add := st;
repeat
fori:=1to12do
begin
gotoxy(x+i,y);
SetAttr($3A);
ifi =k then setAttr($4B);
write(char_add[i]);
end;
key1 := readkey ;
case key1 of
It key : ifk=1thenk:=12elsek:=k-1;
n_Key : ifk=12thenk:=1elsek:=k+1;
home_Key : k:=1;
end_Key : k:=12
'1.,'2,'3,'4,'5','6','7",'8",'9','0','A','B",'C",'D",'E",'F":
begin
char_add[k] := key1;
ifk=12thenk:=1else k:=k +1;
end;
‘a,'b','c!,'d'e",'f":
begin
fori:=1 to 32 do dectkey1);
char_add[K] := key1;



ifk=12thenk:=1else k:=k+1;
end;
return_key,up_key,dn_key : read_add_mac := char_add;
esc_key : read_add_mac :=st;
end;
until (key1 = esc_key) or (key1 = retum_key) or (key1 = up_key) or(key1 = dn_key);

end;

procedure filter_add_mac; {menu set mac filter}
var MSG : ARRAY[1..6] OF STRING[20];
old_src_all,old_des_al! : boolean;

old_src_add,old_des_add : string;

begin
old_src_all :=src_all;
old_des_all := des_all;

old_src_add := src_add;
old_des_add := des_add;
MSG[1]:=‘ALL ADDRESS
MSG[2]:= ' SPECIFIED Y
MSG[3]:="ALL ADDRESS
MSG[4]) := ' SPECIFIED
SetwinHeader(ADDRESS FILTER');
SetWinAttr($30);
SetBoxAttr($30);
SetCharAttr($30);
Setboxstyle(double);

SetHead Attr($30);
Windowopen(16,9,64,19);

gotoxy(1,1);

writeln(qqqSOURCE  ADRESSOqqqqqqqqaaqqqaqaaaqaqaaaaan x
writeln('tu oY),

writeln('cu )

writein(nqaqqqRqq9q a9 aggaaaRa99RR9 99999999 99999999 )
writeln(qqqDESTI BATI @1 ADRESSAAQ99999999999999999q# »



writeIn(‘eu o),
writeln('tu ),
write(n9A9999999999999999999999999999A9999 9999999 ):
K:i=1;
repeat
FOR1:=1T0 2 do
begin
gotoxy(3.1+i);
SetAttr($31);
ifi =k then setAttr($7f);
st:="()%
if ( = 1) and (src_all = true) then st := ‘(0)*;

if ( =2 ) and (src_all = false) then st ;= '(0)";

write(st + msgf(il);
if i =2 then
begin
SetAttr($3A);
write(' ',src_add);
end;
SetAtin($31);
if k=5 then setAttr($7f);
setAttr($40);
if k=5 then setAttr(§7e);
gotoxy(21,9);
write(' OK ");
end;
FORI:=3TO 4 do
begin
gotoxy(3,3+i);
SetAttr($31);
ifi =k then setAttr($7f);
st:="()"
if (i = 3) and (des_all = true) then st :='(0)';
if (i = 4 ) and (des_all = false) then st := '(0)"



write(st + msg[il);
if i =4 then
begin
SetAttr($3A);
wrnite(' ',des_add);
end;
end,
key := readkey;
case (Key) of
up_key : ifk=1thenk:=5elsek:=k-1;
Dn_Key : ifk=5thenk:=1elsek:=k+1,
PgUp_Key : k:=1;
PgDn_Key : k:=4;

esc_key :

begin

src_all := old_src_ali;
des_all := old_des_all;

src_add := old_src_add;
des_add :=old_des_add;
end;
tab : begin
if (k = 2) and (src_all = false) then src_add := read_add_mac
(src_add,24,3);
if (k = 4) and (des_all = false) then des_add := read_add_mac

(des_add,24,7);

end;
retum_key:
begin
case k of
1:src_all := true;
2 : src_all := false;
3:des_all:= true;
4 : des_all := false;
end;

end;



end;
until (key = esc_key) or ((k = 5) and (key = return_key));
windowclose;

end;

procedure show_status; { show configure all }
begin
SetwinHeader('SHOW STATUS ALL');
SetWinAttr($30);
SetBoxAttr($30);
SetCharAttr($30);
Setboxstyle(double);
SetHeadAttr($30);
Windowopen(1,4,80,24);
gotoxy(1,1);
SetAttr($31);

writeln('

9999999999999999999999999999 999999 TIMEQQqqqqq 9989999999999 99999
99999999 qW;

writeln(* tW ),

writeln(’
NN9Y999999999999999999999999999999999 999999999 999 994
9999999999

Wﬁteln('.ql’]qFR'\NE TYPE H LTERL’]qqqqqqqqqqqqﬂqqqquROT QCOL HUOER
9999999999999999);

writeln(' n‘}qquRAME TYPquqqqqqqqqqqqqqqqqqqﬂ&}qqqqPROTOCOL TYPE

999999999999999 9w );
writein(’ eued Ul uad);

writeln(' tuoW [aBlalial} e,
writeln(’ tuey N ned');

writeln(' U

UNNAAQqAa9999gRaaRaaqaaaRagRaaagage):

witeln(' uNQAQqAAA A9 AAGRUARSOURCE
ADDRESS (IP ADDRESS)qaqqmes);



writeln(' e SOURCE ADDRESS (MAC ADDRESS)qqq‘Nm!;u
o),
writeln(* Uty 471471001 nn);

writeln(’ tun

BB RRRRERRERRRRERRRE D RRRR U RRRRRRRRRY

writeln(' 04999999999999999999999999 999G ADESTINATION
ADDRESS (IP ADDRESS)L‘]‘NN');

writeln(' g DESTINATION ADDRESS (MAC ADDRESS)Wrutu
o),
writeln(’ Uty [3F14¥140) nunu’);

writeln(’ fund

B RRRE R RE B RRERRE R ERRE R LR R
writeIn(’ UNQAQAq A ANAANAGIqIAI NI qIq Y
o),
write('
U DR R R BN R B RN BN AU RN RN L RR N R R U RR U AR U RRE U RRR RRRLL

Q999999999
SetAttr($36);

gotoxy(3,2);
write(' TIME INTERVAL = )
SetAttr($39);
write(timeAssing,' SECOND");
SetAttr($37);
st:="()}
if filtereth[1] then
begin
st:="(X)"
SetAttr($36);
end;
gotoxy(6,6);
writeln(st," ETHERNET (1),
SetAttr($37);
st:="'()"
if filtereth[2] then

begin



st :='(X)"
SetAttr($36);
end;
gotoxy(6,7);
writeln(st,' ETHERNET 802.2";
SetAttr($37);
st:="();
if filtereth[3] then
begin
st:="(X)"
SetAttr($36);
end;
gotoxy(8,8);
writeln(st,' ETHERNET 802.3");
SetAttr($37);
st:="();
if filtereth[4] then
begin
st:="(X)";
SetAttr($36);
end;
gotoxy(6,9);
writein(st,' ETHERNET SNAP");
SetAttr($37);
st="();
if filternet[1] then
begin
st :="(X)5
SetAttr($36);
end;
gotoxy(43,6);
writeln(st,' IPX PROTOCOL *);
SetAttr($37);
st:="()5
if filternet[2] then



begin
st :='(X),;
SetAttr($36);
end;
gotoxy(43,7);
writeln(st,” ARP PROTOCOL');
SetAttr($37);
st:="'()%
if filternet[3] then
begin
st:="'(X)"
SetAttr($36);
end;
gotoxy(43,8);
writeln(st," IP PROTOCOL");
SetAttr($36);
gotoxy(7,12);
if src_all then writeln(’ ALL ADDRESS')
else
begin
write(’ SPECIFIED );
gotoxy(7,13);
write( ADDRESS: ");
Setattr($39);
writeln(src_add);
end;
SetAttr($36);
gotoxy(7,16);
if des_all then writeln(’ ALL ADDRESS ")
else
begin
write(' SPECIFIED *;
gotoxy(7,17);
write( ADDRESS : ');
Setattr($39);



writeln(des_add);
end,
SetAttr($36);
gotoxy(43,11);
case ip_add_src of
1: writeIn(' ALL ADDRESS ');
2: begin
write(' ADDRESS FILTERY;
gotoxy(41,12);
write('  ADDRESS : "),
Setattr($39);
write(showip_add(ip_src));
end;
3: begin
write("  ADDRESS RANGE FILTERY);
gotoxy(41,12);
Setattr($39);
write(showip_add(ip_src1));
write('-');
write(showip_add(ip_src2));
end;
end;
SetAttr($36);
gotoxy(43,15);
case ip_add_des of
1: writeln(’ ALL ADDRESS %);
2: begin
write(' ADDRESS FILTERY);
gotoxy(41,16);
write("  ADDRESS : '),
Setattr($39);
write(showip_add(ip_des));
end;
3: begin

write( ADDRESS RANGE FILTER');



gotcsxy(41 ,16);
Setattr($39);
write(showip_add(ip_des1));
write(*-");
write(showip_add(ip_des2));
end;

end;

readkey;

windowclose;

end;

procedure capture; { capture packet data }
var value_p,size_p,sec_use : word;
full : boolean;
begin
if (save_data) and (longp >= 1) then savedata;
maxtime := 1;
datafp :=0;
longp :=0;
full :=false;
setwinattr($11);
setHeadAttr($1f);
setBoxattr($1f);
setcharattr($1f);
setwinheader(’ DATA ETHERNET *);
setboxstyle(2);
windowopen(1,3,80,9);
value_p :=0;
size_p = 0;

value_all := 0;

size_all :=0:
sec_use :=0;
Init;

IF Driver_loaded = true then

begin



GetTime(Hour,Minute,Second,Sec100);
setwinattr($1f);
SetHeadAttr($1f);
setBoxattr($1f);
setcharattr($1f);
setwinheader(' ETHERNET );
setboxstyle(2);
windowopen(1,9,80,24);
case menu_show of
1: showscale_v;
2: showscale_s;
5: showprotocol_as;
end;
repeat
IF KeyPressed THEN Key := ReadKey;
IF (PacketCount = 1)or(key = 'a') THEN
BEGIN
checkfilter;
if (datafp+rcviength+1 < 40000 ) then
begin
if cap_ok then
begin
inc(value_p);
size_p := size_p+rcvlength;
value_all := value_all+1;
size_all := size_all+rcviength;
TextColor( green );
case menu_show of
5: showprotocol;
6 : showdatalink;
end;
datafp := datafp+1;
longp := longp+1;
ji==0

for i := datafp to datafp+rcviength do



begin
dataffi] := rcvpacket[f];
It
end;
datafp := datafp+rcviength;
long[longp] := reviength;
end;
end
else
full := true;
Revlength :=0;
PacketCount := 0;
key :="'0";
end;
GetTime(Hour2,Minute2,Second2,5ec1002);
if (menu_show = 1) or ( menu_show = 2) then
begin
textcolor(7);
gotoxy(60,1),
showtime(Hour,Minute,Second);
end,
if (second2 <> second) then
begin
inc(sec_use);
second := secondz;
hour :=hour2;
minute := minute2;
end;
if sec_use = timeAssing then
begin
value_array[maxtime] := value_p;
size_array[maxtime] := size_p;
case menu_show of
1: begin

showscale_v;



showgraph_v;
end;
2: begin
showscale_s;

showgraph_s;

end;
end;
value_p :=0;
size_p:=0;
sec_use :=0;

maxtime := maxtime+1 ;

end;

until (Key = #27)or(full);

save_data = true;

if full then

begin
SetwinHeader(");
SetWinAttr($1f);
SetBoxAttr($1f);
SetCharAttr($1f);
Setboxstyle(double);
SetHeadAttr($1f);
Windowopen(25,10,55,13);
writeln(’ Data is Full');
readkey;
windowclose;

end;

writeln(datafp);

WindowClose;

end;

WindowClose;

end;

procedure ABOUT;{ display message about }

var ch:char;



begin
if activemenu = true then windowclose;
activemenu := false;
DisplayMainMenu(0);
SetWinAttr (871);
SetBoxAttr ($7f);
SetCharAttr($71);
SetBoxstyle(double);
SetHeadAttr(57f);
setwinheader(' ABOUT ');
Windowopen(18,5,62,20);
GotoXY(0,2);
writeln;
SetAttr($7b); Write('" Network Monitoring Tool');
SetAttr(§74); Writeln(' Version 1.0%;
writeln;
SetAttr($7a); Writeln(’ Authorized %
SetAttr($79); Writeln(' Mr. Manoch Pichpol 1D 41012019 Y;
Writeln(" Mr. Sarayut Chanmuangthai ID 41012023 ');

writeln;

SetAttr($7a); writeln(' Advisor’);

SetAttr($79); writeln(’ Mayuree Lertwatchakul %
Writeln(' Pituk  Thammawarin Y

{ﬁﬁ*ﬁﬂttttttttt o k buttomttt*tﬁ*ﬁﬁii***t}

gotoxy(16,13);
SetAttr($1f); Write( [JOK );
SetAttr($70); write(");
gotoxy(17,14);
SetAttr($70); write(BBBBBBBB');
repeat
ch :=readkey;
until (ch = esc_key) or (ch = return_key) ;

windowclose;



end;

procedure HEL P;{display message help}
var ch:char;
begin
if activemenu = true then windowclose;
activemenu := false,
DisplayMainMenu(0);
SetWinAttr (371);
SetBoxAttr ($7);
SetCharAttr($7%);
SetBoxstyle(double);
SetHeadAttr($7f);
setwinheader(' HELP ),
Windowopen(2,4,79,23);
GotoXY(0,2);
SetAttr($74); writeln(' REAL TIME MODE');
SetAttr($71); writeln(* Descreption : The program will capture data packet and show the
resuit');
writeln(' in real time mode');
SetAttr{$74); write(" ',char(9));
SetAttr($75); write(' Step1');
SetAttr($71); write(* Set Configuration');
SetAttr($76); writeln(' (hot-key Alt-O)");
SetAttr($74); write(' ',char(9));
SetAttr($75); write(' Step2');
SetAttr($71); writeln(’ Set Time interval'’);
SetAttr($74); write(' ',char(9));
SetAttr($75); write(' Step3');
SetAttr(371); write(' Set Frame type filtter and Mac address filter');
SetAttr($74); writeln(' or');
SetAttr($71); writeln(’ Set Protocol filtter and IP adress filter);
SetAttr($74); write(' ,char(9));
SetAttr($75); write(" Step4');
SetAttr($71); writeln(* Select display pattern of captured result as you want’);



SetAttr(574); write(* ',char(9));
SetAttr($75); write(' Step5');
SetAttr($71); writeln(' Press ESC key to finish capturing');
SetAttr($74); write(* ',char(9));
SetAttr($75); write(' Step6');
SetAttr($71); writein(* Press F2 if you want to save captuning data’);
writeln;

SetAttr($74); writeln(* VIEW FROM SAVED FILE");
SetAttr(871); writeln(* Descreption : The user can view captured data from file after
captured');

writeln(’ in real time mode');
SetAttr($74);write(' ',char(9));
SetAttr($75); write(' Step1");
SetAttr($71); writeln(' Load data from file by press F3');
SetAttr($74); write(' ',char(9));
SetAttr(375); write(' Step2');
SetAttr($71); write(* Select display pattemn from view submenu by press F4');

T (1o | et e
gotoxy(35,17);
SetAltr(81f); Write¢ LJOK *);
SetAttr($70); write(");
gotoxy(36,18);
SetAttr($70); write(BBBBBBBS');
repeat
ch ;= readkey;
until (ch = esc_key) or (ch = retum_key) ;
windowclose;

end;

procedure showdata; { analysis protoco! and display}

begin



if longp > O then

begin
setWinAttr ($1f);
setBoxAttr ($1f);
SetCharAttr($1f);
SetBoxstyle(double);
setwinheader(' Detail Packet ');

Windowopen(1,3,79,24);

datafp1:=1;
longp1 = 1;
key := Lt_key;
repeat

if (key = Lt_key) or (key = Rt_key) then

begin
pline := 0;
j:i=0;
sline ;= 0;

for i := datafp1 to datafp1+long[longp1] do

begin
showpacket[j] := dataf[i] ;
=

end;

sline :=0;

gotoxy(1,1);

checkall(showpacket);

checklayer2;

checkarp;

checkipx;

checkip;

checkncp;

checktcp;

checkudp;

checkicmp;

end:

if (key = Lt_key) or (key = Rt_key )or(key = Up_key ) or (key = Dn_key) then



begin
cirscr;
if sline < 18 then
fori:= 0to sline-1 do
writeln(line[i]) else
fori:= pline to pline+18 do writeln(line[i});
gotoxy(1,20);
write(' );
SetAttr($35);
write(char(255),char(27),char(26),' = Select Packet, ',char(24),char(25),
' = View This Page, Enter = View Code, Ecs = exiTly:
SetAttr($16);
end;
key := readkey;
if key = return_key then showraw;
if key =.Dn_key then
if pline+20 <= sline then
begin
pline := pline+1;
clrser;
end
else key := null_key;
if key = Up_key then
if pline-1 >= 0 then
begin
pline := pline-1;
clrser;
end
else key := nuli_key;,
if key = rt_key then
if longp1 < longp then
begin
datafp1 := datafp1+long[longp1];
datafp1 ;= datafp1+1;
longp1 := longp1+1;



end
else key := null_key ;
if key = it_key then
if longp1 > 1 then
begin
datafp1 := datafp1-long{longp1-11;
datafo1 := datafp1-;
longp1 := longp1-1;
end
else key := null_key;
until (key = esc_key);
key := null_key,
windowclose;
end
else
begin
SetwinHeader(");
SetWinAttr($1f);
SetBoxAttr($1);
SetCharAttr($1f);
Setboxstyle(double);
SetHeadAttr($11);
Windowopen(25,10,55,13);
writeln(’ Data is empty");
readkey;
windowclose;
end;

end;

procedure graphdatalink; {display statistic of frame type}
var eth: array[1..4] of real;

per : real;

layer2 : string;

div1 : real;

graph,g1,g2 : integer;



packet_long : word;
begin
fori:= 1104 doethfi]:=0;
if longp > 0 then
begin
setWinAttr ($11);
setBoxAttr (G1f);
SetCharAttr($1f);
SetBoxstyle(double);
setwinheader(' Graph (Data link) *);
Windowopen(1,3,79,25);
datafp1 := 1;
longp1 :=1;
for k:=1to longp do
begin
ji=0
for i := datafp1 to datafpt+long[longp1] do
begin
showpacket(j] := dataffi] ;
=i+
end;
packet_long := (showPacket[12]*$100) + showPacket[13];
if packet_long > 1500 then eth[1]:=eth[1]+1 else
if (showPacket[14] and showPacket[15] ) = $ff then eth[2]:= eth[2]+1 else
if (showPacket[14] and showPacket[15] } = $aa then eth[3] := eth[3]+1 else
eth(4] := eth{4]+1;
datafp1 := datafp1+longllongp1];
datafp1 := datafp1+1;
longp1 := longp1+1;
end;

gotoxy(10,16);

writeln('q9qq Q999999999 999999999999999999999999999999999999999999999
99’



writeln(' ETHENET_{l ETHERNET_802.3 ETHERNET_SNAP
ETHERNET_802.2";

setattr($14);

writeln;

writeln(’ Quantity of packet (frame type)");

per := (longp / 100);

forj:=1to4 do

begin
div1 ;= eth[j}/per;
if divl = 0 then graph := 0;
if (div1 > 0) and (div1 <= 5) then graph := 1;
if (div1 > 5) and (div1 <=10) then graph := 2;
if (divl >10) and (div1 <=15) then graph := 3;
if (divl >15) and (divt <=20) then graph := 4;
if (div1 >20) and (divl <=25) then graph := 5;
if (div1 >25) and (div1 <=30) then graph := 6;
if (divl >30) and (div1 <=35) then graph := 7,
if (div1 >35) and (div1 <=40) then graph := 8;
if (divl >40) and (divl <=45) then graph := g;
if (divl >45) and (divl <=50) then graph := 10;
if (div1 >50) and (div1 <=55) then graph := 11;
if (div1 >55) and (div1 <=60) then graph := 12;
if (div1 >60) and (div1 <=65) then graph := 13;
if (divl >65) and (div1 <=70) then graph := 14;
if (div1 >70) and (div1 <=75) then graph := 15;
if (div1 >75) and (div1 <=80) then graph := 16;
if (divl >80) and (div1 <=85) then graph := 17;
if (divl >85) and (div1 <=90) then graph := 18;
if (div1 >90) and (div1 <=95) then graph := 19;
if (div1 >95) and (div1 <=100) then graph := 20;
{graph :=20; }
g1 := graph div 2;
g2 := graph mod 2;
setattr($13);

fori:= 15 downto 16-g1 do



begin
gotoxy(j*15,i);
write¢ 3 O O 0O 0Oy,
end,
gotoxy(j*15,16-g1-1);
if g2 > 0 then
begin
gotoxy(j*15,16-g1-1);
write(");
gotoxy(j*15,16-g1-2);
end;
write(eth(il/per :1:2,' %');
end;
readkey;
windowclose;
end
else
begin
SetwinHeader(");
SetWinAttr(31f);
SetBoxAttr($11);
SetCharAttr($17);
Setboxstyle(double);
SetHeadAttr($1f);
Windowopen(25,10,55,13);
writeln("  Data is empty');
readkey;
windowclose;
end;

end;

procedure graphnetwork;{display statistic of protocol type}
var net: amray[1..4] of real;
per : real;

layer2 ; string;



d

iv1l : real;

slayer3,graph,g1,g2 : integer;
packet_long  : word;
begin

fori:=1to 4 do netfi] := 0;

if

longp > 0 then

begin

setWinAttr (81f);
setBoxAttr (31f);
SetCharAttr(S1f);
SetBoxstyle(double);
setwinheader(' Graph Network Layer ');
Windowopen(1,3,79,25);
datafp1 :=1;
longp1 :=1;
for k:=1to longp do
begin
ji=0
for i := datafp1 to datafp1+iong[longp1] do
begin
showpacket(j] := dataffi] ;
=i
end;
packet_long := (showPacket[12]*$100) + showPacket[13];
if packet_long > 1500 then layer2:='E_lI' else
if (showPacket[14] and showPacket[15] ) = $ff then layer2 := ‘E_802.3'else
if (showPacket[14] and showPacket[15] ) = $aa then layer2 := 'E_Snap' else
Layer2 := 'E_802.2";
if layer2 = "E_II' then P_Type := twohex(showPacket[12],showPacket[13]);
if tayer2 = 'E_Snap' then P_type := twohex(showPacket[20],showPacket[21]);
if (layer2 = 'E_802.3') or (Layer2 = 'E_802.2') then P_type := $8137;
CASE P_type of
$0800 : net[1]:= net[1]+1;
$0806 : net[2] := net[2]+1;
$8137 : net[3] := net[3]+1;



else net[4]:= net{4]+1;
end;
datafp1 := datafp1+iong[longp1];
datafp1 := datafp1+1;
longp1 := longp1+1;
end;

gotoxv(10,16);

writein('qaq a9 aq999999999 999999999999 999 999999999 999999 9999999949

a9
writeln(' (P ARP IPX OTHER ')
setattr($14);
writeln;
writeln(’ Quantity of packet (protocol)®);

per := (longp / 100);
forj:=1to 4 do
begin
div1 := net[j)/per;
if divl = 0 then graph ;= 0;
if (divl > 0) and (div1 <= 5) then graph := 1;
if (div1 > 5) and (div1 <=10) then graph := 2;
if (divl >10) and (divl <=15) then graph := 3;
if (div1 >15) and (div1 <=20) then graph ;= 4;
if (div1 >20) and (div1 <=25) then graph := 5;
if (div1 >25) and (div1 <=30) then graph := 6;
if (divl >30) and (div1 <=35) then graph :=7;
if (div1 >35) and (div1 <=40) then graph := §;
if (divl >40) and (div1 <=45) then graph := §;
if (div1 >45) and (div1 <=50) then graph := 10;
if (div1 >50) and (div1 <=55) then graph := 11;
if (div1 >55) and (div1 <=60) then graph := 12;
if (div1 >60) and (div1 <=65) then graph := 13;
if (div1 >65) and (div1 <=70) then graph := 14;
if (div1 >70) and (div1 <=75) then graph := 15;
if (div1 >75) and (div1 <=80) then graph := 16;



readkey;
windowclose;
end;

end;

procedure DoMenu;
begin
case statusMenu of
1: begin

case (ChoiceMenu[StatusMenu]) of

1 : begin
closemenu;
loadbuffer;
end;

2 : begin
closemenu;
savebuffer;
end;

4 : begin

if (save_data) and (longp >= 1) then savedata;

quit;
end;
end;
end;
2 : begin

case {ChoiceMenu[StatusMenu]) of
1 : begin
closemenu;
menu_show := 1;
capture;
end;
2 : begin
closemenu;
menu_show 1= 2;

capture;



end,

3 : begin
closemenu;
menu_show := 6;
capture;

end;

4 : begin
closemenu;
menu_show := 5;
capture;

end;

5 : begin

closemenu;

menu_show := 1;

capture;
end;
end;
end;
: begin

case (ChoiceMenu[StatusMenu]) of
1 . begin
closemenu;
assigntime;
case menutime of
1 :timeAssing := 1;
2 itimeAssing := 10;
3 :timeAssing := 30;
4 :timeAssing := 60;
5 :timeAssing := 300;
end;
end;
2 : begin
menufilter(1);
case fmenu1 of

1: begin



closemenu;
fiter_add_mac;
end;

2: begin
closemenu;
filterprotocol;

end;
end;

end;

3 : begin
menufilter(2);
case fmenu2 of

1: begin
closemenu;
filter_add;

end;

2: begin
closemenu;
filterprotocol2;

end;
end;

end;

5 : begin
closemenu;
show_status;
end;
end;
end;
4: begin
case (ChoiceMenu[StatusMenu]) of
1: begin
closemenu;

showdata;



end;

2: begin
closemenu;
graphdatalink;
end;

3: begin
closemenu;
graphnetwork;

end;
end;
end;
5: begin
case (ChoiceMenu[StatusMenu]) of
1: help;
3: about;

end;

end;

end;

end;

procedure processkey(key : char);
begin
if FuncKey then
case (Key) of
F3_Key : begin
if (activemenu = true) then closemenu;
loadbuffer;
end;
F2_Key : begin

if (activemenu = true) then closemenu;



savebuffer;
end;
F1_Key : begin
if (activemenu = true) then closemenu;
HELP;
end;
end
else
if (activemenu = true) and (Key = Return_Key) then DoMenu;
if (key = Esc_key) then
if activemenu = false then quit else
begin
DisplayMainMenu(0);
activemenu := false;

windowclose;

end;

end;

begin
datafp :=C;
longp :=0;

menutime := 1;

timeAssing := 1,

fmenut :=1;

fmenu2 := 2;

fori:= 1 to 4 do filtereth[i] := true;
fori:= 1 to 3 do filternet[i] := true;
ip_add_src := 1;

ip_add_des := 1;

cap_ok := true;

src_all := true;

des_all := true;

src_add := 'FFFFFFFFFFFF",
des_add := 'FFFFFFFFFFFF



save_data := false;

intmenu;

repeat
ReadFuncKey(key);
Testkey(key);
processkey(key);

until Finish;

end,





