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SSH( Secure Shell)
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ABSTRACT

This thesis represents the security development of telnet program which provides strong
authentication and data encryption mechanism.

This program works as front-end application in Windows system which connect to secure
shell server in Unix system. Data packets in network will be saved from eavesdropping because
every packets are encrypted by a secret key. It makes sure that only authorized sender and
receiver can understand that data.

Program was written based on SSH protocol standard. SSH version 1.2.23 was used as a
server. We used “ Microsoft Studio Visual C++ 5.0 as developing tool. We hope that our project

is useful for those who are interested in the security of data transferring area.
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2.2.3 M5 Initial Permutation
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31/ 2.5 uanemmihaia DES Tuugazaagianua 16 afy
(a) Initial Permutation (IP)

Output bit 1 2 3 <+ 5 6 7 8 9 10 11 12 13 14 15 16
Form inputbit 58 50 42 34 26 18 10 2 60 52 44 36 28 20 12 4
Output bit 17 18 19 20 21 2223 2425 26 27 28 29 30 31 32
Form inputbit 62 54 46 38 30 22 14 6 64 56 48 40 32 24 16 8
Output bit 33 34 35 36 37 38 39 40 4] 42 43 44 45 46 47 48
Form inputbit . 57 = 49 41 33 25 17 9 1 59 51 43 35 27 19 1] 3
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Output bit 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64
Form input bit 61 53 45 37 29 21 13 5 63 55 47 39 31 23 15 7
(b) Inverse Initial Permutation (IP")
Output bit 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Form input bit 40 8 48 16 24 24 64 32 39 [/ 47 15 55 23 63 31
Output bit 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32
Form input bit 38 6 46 14 54 22 62 30 37 5 45 13 53 21 61 29
Output bit 33 34 35 36 37 38 39 40 41 42 43 e 45 46 47 48
Form input bit 36 i 44 12 52 20 60 28 35 3 43 11 51 19 59 27
Output bit 49 50 51 52 53 54 55 SO [ 58 59 60 61 62 63 64
Form input bit 34 2 42 10 50 18 58 26 - 33 1 41 9 49 17 57 25
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Output bit 1 2 3 4 5 6 7 8 9 10 11 12
Form input bit 32 1 2 3 4 5 4 5 6 7 8 9
Output bit 13 14 25 16 17 18 19 20 21 22 23 24
Form input bit 8 9 10 11 12 13 12 13 14 15 16 17
Output bit 25 26 D 28 29 30 31 32 33 34 35 36
Form input bit 16 17 18 19 20 21 20 21 22 28 24 25
Output bit 37 38 39 40 41 42 43 44 45 46 47 48
Form input bit 24 25 26 Y 28 29 28 29 30 31 32 1
(d) Permutation Function (P)

Output bit 1 2 3 4 5 6 7 8 9 10 11 2 13 14 15 16
Form input bit 16 7 20 % 29 12 . 28 17 1 157 28 26 5 18 31 10
Output bit 17 18 19 20 T2 O . WESS ) 26 27 28 29 30 31 32
Form input bit 2 8 24 14 32 27 3 9 19 13 30 6 22 11 4 25

1IN 2.1 UAPN permutation Y94 DES

a Hq v ' = a a v a a v o =
Iﬂﬂﬂﬂ K ﬂsl‘n“lmmaziamzmmm 48 UAUAZDUNANATUVN(R)UUVUIA 32 UH AIUUDY
1 a

v = a EUR~ a
ADIUNITVOIYUYUINIIN 32 Uﬂ1ﬁl'ﬂu 43 UA

L& = o a d44 4 v ) 5 p
expansion FITIUNINITVIADY 16 VAVINUVHUIUDIATUUINR) m%xmwa‘n"l,

v

Tagldmsanlanmssimua

Yt ot

ANUUVUIN 48 VAN

permutation LD

a

o o Ay Yo o sU A ' L . P a
XOR nu K, Tavazihwai Idruludeilafduiifondn Substitution 182 Permutation Haninsanas

HAGWSNIULIR 32 19



a a J a 9 U a a
6 UAUAzHANDIMWATIA 4 Ta FIa13 198181992003 DES S - box 1auiiasms lumsuilassu
a I~ J a o f oA a 9 a o
wauua 6 daldnmoihuemiyaviin 4 dadaiine MIUNUALINUAZUAGANIYRIDUWALIT
3 1 ° a I o 1 [ 4 1 1 1w
Lflumxmuwmumuazm 4 UaA3INa NN Y UM IMUIUBIR DA LN U S, ﬁfﬂﬂ’ﬂﬂ‘ﬂ 011011
a o Aa a 3 & QA I~ o 1 Y P
(V19 6 UR) 310 UIVALTNLASUATANIOYINAD 0 LAy 1 mrﬂimumuwamm%ﬂmmm 01

A A a A oA A Yo 1 o JA o o W o i d
HIDNDLUDY AT 4 UANTINANNIHADAD 1101 ﬂzhlﬂ@ulﬁu\j“ll@ﬂﬂ@ﬁlmﬂﬂ ADANUNN 13 AIUUAIN

Iau Substitution 921/52NOUAINTNUDI S — box 8 FU(S, - S,) A4S —box VziiTUNAVIIN

o 1 P o oa q IS
AMWNUIUDIN 1 HaznDaNNN 13 Cl'LlGﬂiNﬂf) 0101

5U& U

L

HMTY row 0 V04 S,

R (32 bits)

|

|

K (48 bits)

—0

19eiT0AzIBEAd M5 S — box  operation #31U31/921EAINIH permutation

51} ('s2. ) s3] /54 LF; s8
|
P)
[TazbE 7]
31 2.6 vaaamsMuIN f(R,K)
Column Number
Row 0 1 23 4 5 6 7 8 9 10 11 12 13 14 15 Box
0 14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7
pofisf 7426 2junlols |38
2 4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0
3 13 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13
0 15 1 8 14 6 11 3 4 9 7 2 13 12 0 5 10
1 3 13 4 7 15 2 8 14 12 0 1 10 6 9 11 5 5
2 0 14 7 11 10 4 13 1 5 8 12 6 9 3 2 15 i
3473354518 1798y Bnd Tlksmsdastioi2adadtofesrndiaTvesidaahsandssiniaiilJle




Column Number Box
Row 0 12 3 4 5 6 7 8 9 10 11 12 13 14 15
ol 10 09|16 |3 |15 5|1 |17 ]1|4]2]s
7ol ol lales|io|l2]s|s|wullals]|>
2| B 6 49| 8153 o |12 1251017
3|t f o 6| 98| 7| 4l15]1a|3|uls]| 2|12
ol 7| B 14| 30|69 1w0]| 1] 285 |1u|l12|4a]is
1| B 8[| 5| 6 | et TG | 2 | 12| 1|10 149 |S5,
2|10 6 9| o0 WA {aN\WA/BLT ™NN14| 5] 2] 8] 4
313 (150 | 610 1 {13894 |5 |11 2 | 14
o| 2 | 2| 44 =TT AR DoV I RS E~ LS T (NN | 0 | 4| 9
1 14| 11 |fF (T ten ) do NS il (WO AN 9 | 3 | 6 s,
2| 4| 2 Q17 JEOEURY Y |k G\ il &P 176 VN3 | o | 14
sl 8 jn2| 7wl 2|Blselisfolo|1w0]|as]|s |3
o 12| 1 {hosd 150 &N > | aEEsRsiems 1 KIS (@ {]7 | 5 | 1
1|10} 15 AR S27 WlinR N 3 |4 1 vyl 14 o/l 11 | 3 | s
21 9| 18| BN\ | LDEANEIPR| BV I D! WPl 3| 1] 6 %
31 4 | 3 | 2NNZ¢9 N\ &s/ Lo LDl &P VA | o | 3 | 13
ol 4 |11 24150 8|13 |12l 7510 6]1
P Bl o 1|7 4afo | 111014305 |12]2]15|38]|6]|S
2| V|4 3123 7@ l10]|15]6 | 8|ol|s | 9] 2
3|6 |1 38| 1| 410|795 |olis]1a]l2]3]12
o | B 28| 4 |6 |15 1 10|93 |w1a|ls5]|ol|12]7
pf s 8|03 |74 125 ]6/|11]ol]14]o9]2 s,
2 7|49 24206 w0135 3]5s5]|s
32| 1t |74 w08 | 1|l1s5|12l9lol3]s5 ]| 6] n

1518 2.2 UaeN S- box



<
2.2.5 M5a31908 (Key Generation )
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31/ 2.7 U@aen13n Permutation Choice

(a) Permuted Choice One(PC-1)

Output bit 1 2 3 4 5 6 7 8 9 10 11 12 13 14
From input bit 57 49 41 33 25 17 9 1 58 50 42 34 26 18
Output bit 15 16 17 18 19 20 721 22 23 24 25 26 27 28
From input bit 10 2 59 51 43 29 27 19 11 3 60 52 44 36
Output bit 29 30 31 32 33 34 35 36 37 38 39 40 41 42
From input bit 63 55 47 39 31 23 15 7 62 54 46 38 30 22
Output bit 43 44 45 46 47 48 49 50 51 52 53 54 55 56
From input bit 14 6 61 53 45 37 29 21 13 5 28 20 12 4
(b) Permuted Choice Two (PC-2)

Output bit 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
From input bit 14 17 11 24 1 5 3 28 15 6 21 10 23 19 12 4

Output bit 17 18 19 20 21 22 23 24 25 26 27 28 29 30 3] 32
From input bit 26 8 16 7 27 20 13 2 41 52 31 37 47 55 30 40




Output bit 33 34 35 36 37 38 39 40 41 42 43 44 45

46 47 48
Frominputbit 51 45 33 48 44 49 39 56 34 53 46 42 50 36 29 32
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Iteration number 1 2 3 4 5 6 7 8 9 10

: 2 2 2 5 )
Bits rotated L : 2 2 2 2 2 2 1 22 2 2 2 1
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2.2.7 1%i4@ CBC ( Cipher Block Chaining )
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2.3.1 Triple DES 1% CBC (3DES_CBC Mode )
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2.4 M THaUUY RSA
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MFITULNTYINNNVVAAAY (Public-Key Crytosystem) mauﬁmlﬂliJﬂummﬁﬂﬂﬁf)mumﬁummau(

IS a

a 1 1 @ a
Secret-Key Cryptosystem) lao@undnuaazauszdesiinyu 2 siafe nauadiudamio Insimad

L

. @ a s . ] @ =<4 <
(Private Key) (1aznauad15150en5oWUDARRAI(Public Key) Taonauadaudiezgninyiilunau

€

1 .;’,' <1 = 1 v o v o w
v daunyuamnsusiuszdawe i lnsn landesmsduenais iudau  msianuvessiaay

o "y { Y o o o v ' o
nanmsNdeyangmdisiadudronmuemsisuzvesdla wgnoeasialddlenmuadiudives
L4

9 s
Tuminiy msinuvesssuuwuuanadmusaesue lddne 11

e 2D

Public Key 494 B Private Key 994 B

Plaintext Ciphertext Plaintext

J i/ 2.13u@nsiunouN 1511 Public - Key Cryptosystem

2.4.1 KAanNISNIIHUYDI RSA

v q 9 o Aty o a ' o S =
ﬂﬂ‘ﬁ p A q l‘]d_lu%']u')ulﬂw'lgﬂuﬂ']u']ﬂ TﬂEJ‘YI n= p*q LiEJﬂ’JﬂiJ@aﬁ(modulus) VIOUUI

@en e nustosnd n uazliansoms -1 dasir  MlF d Wudmnduves e lu

adlamaasszunluglagiu (p-1)(q-1) e
e*dmod (p-1Xg=1) =1 .o (1)

Tusviar RSA 11U (n,e) ﬁﬂﬁuuaﬂﬁé(public key) and ﬁﬂllWSl’mﬁET(private key) din'ldan

IS

Ay Yy g g oy, o >
Ma1uLUa p,q i)m?JQmmﬂuﬂ’ﬂiJﬁllﬂi@gﬂWﬂWiHWM

Yy a y 19 v o 9y = a v v W 9
feSmdesmsdetonasadudd m L Inyad esmzadiesdady c voe m ldlaons

o

' .
@ v o @ =

] e A {.] v a ad o A dlrl Y
(114 ¢ =mmod n d(n,e) | UNVUANATVYDIYYY (UDUYYN LATVIDNTITIHAAY ¢ (VIISDIATHAIN

EI)

4 Yy [ @ o 1 o Y
21UPAANT m IAN38 d INTIZANUFURUT Iuauns(1) 52194 e,d ag n 9z 19

C=m ™ odn = m o )
=\ J a ;’,’ Y s :/I LY Y wvAa o o &
pazmszliuaygiviniuda d yalimnivezoeasiald  quawiddiglszmsnils
A [ ) Y v 9 ad g v 9 o
Y04 RSA foninaums (2) lumenduiudusudswadaeInsanid siannsoneasiadleiuy
a Yy 1w wva ¥ { o = 4 <
anndladruduiu  quandadeilieddinld rRsa Huszlominamszlumsldmaguszuy

aa Yy Y
Adnoalaondiy



71U 2.14 nanenssHauwy RSA

4 I 9 v
A06199URDUMTINITHaLDL RSA FaldumoulumsniKey dadl
1 AN IR WIZ AR UM o p =7, q = 17
2. n=p*q=7*17=119

3.9 (p=1)(g-1) =96

4 o v o o 1 § 1 it d
417800 e Fallnnuduiussua (p-1)(q-1) 7 ldad 1 18hedn Tuitisesld s

'

= v A

5. Aame d JaduiuSuauns ¢ * d = 1 mod 96 FsAfigndesfio d =77 ileaain
77%5=385=4*96+1

A911U Public Key A1 {5,119} azlif Private Key fio {77,119}

v W

ad o o Ay ad A ' o a ' Y]
APMMNYINT RSA NIINNUANTAADNITHIAT d UWBININAUNITN (1) 131913M1A7 d ]lﬂ

Y 1A | . 1 @ :/I ° o 1 '
WInNgA p e q LA p Ay q 1Ju prime number i p*q = n MUUNTMAWITNT RSA ﬁu’og

' E4
AUMIUENAIUTZNOUUD n IGN LLG]’J%ﬂWiLLUﬂﬁ’J‘]JSZﬂE]‘]J"UE’N n ﬁu“lmwmaﬁm%“umﬂ n 1A

@

% o q ' Ya o q
w1 RRivest Idfmaa13lul) 1992 Jnededlditudszinn 83 SwmSvyaniglumsionds

[

v Y ¥ v
dszneuwes n Al 512 40 midevanadldluowian suiudmsudouaniaud

Q¥

=

! =

1 o Y <
w1nn 3 o1 uiudeald n fHliannis 700 w5e 1000 14



20

< Y1 1 Y oA o So I ¥ v oo q <%
wirulanlinmsishmSenensiia RsA nsutludeslymsonmasluszuulugla Fams
.. & B . : o o 2 g 2
snfianiuannseildTasmsldrmsguszuulug Tandoounsuiy  dniunnudivesianis
£y o R d? @ < < ' = S| ' Y &
Az 00ATHANIVUNUAMNG VeI UT UL Tug Talluediunn  feutlugasoudeniives
A = o ad o o Y &
RSA 1ionfSsumounudianid 1wy DES marzdogiumsguluszunlug Tadsaoudnsgaonile
=) = g U A s o [ Y 1% ! o e ‘3‘:’
WisuivurumanmusmSeadudummisly DES 18TmsUsznafudmsy n A si2
a Y ) <4 U ' kY o Y v Y 4 J
A MITHAUVY DES 921590791 RSA Uszana 100 i1 dusiansitnsiadovenanis uas
< = = v Y ° Y vy ¢ 4 o v
81913909109 1000 03 10000 LAILAANBULVBINIT MINImsnsHaslearsaus Taeialluda
v Y N T =2 o A Yy Ay ' A 2
mneams msdhsimsnhinmsoeasiaduiusTaindon 1 ¢ fantoonin d uagteninius
v q Y a a1 A o 4 99 J 4 Y o o a ' A o
il e vosamFnynaulanosiuiieldmsauasvo 1esiihdmiamsnudazaulidny s
Y @
AdIBAL
A Ay 2y a4 oA - = to & o a g a 2
099N DES uaz RSA Uveavedsiuanainu 39 lusuiludhswaaialawianiiae
wngaulugnanmsel laoalilids DES sxgaldlumsidimiadoyaiiivalugmsizsan
2 4 5 & Sy L o o
5annTuvuzARSA wgnlgluszundemsi linainuddeamsanuilaeadogelunmss rsa
@ q Y1 @ A a L~ 2 % @ 1 (g a Y v Y da
dagnlssauiy DES tomFugaandaiunas i Wudenmsissgnidisiadae DES Tasfiad
v
g @ 1 [ 1 ] 1 [ ' <
e DES vzgnidnafiaday RsA udada llfofunsodsludeuualuinemss DES eduiorine

ad Y

v 2 aq oY 1 o a A Yo g
LLﬂT’VHﬂﬂ1illﬁﬂlﬂﬁﬂuﬂﬂﬁ1nﬁE)Wﬂﬂf)ﬂ”l\iﬂﬁ'ﬂﬂﬂﬂlwmwa m}a‘lunimwwﬁmazgsmﬂuuﬂﬂa

u

= @ v a a LR @ 1 @ o
e W nsada luneniiamesdiudmiodoyadmdluamnimmsa

2.5 MINMUIUUDY MD5

@ a2 A9 9 o : Y 1 A Y =) a
L‘ﬂu@ﬁﬂ'ﬂi‘l‘m‘ﬂi‘]ﬁﬂW message digest VINUVDAIINNG LWchl‘HfJ@ﬂlﬂiJ“Ulﬂﬂ 128 Ua TﬂEJ

) Y = a _— ' %
input 92 YNIANITNAZUADN 9 Az 512 Un Taolidunsuse il
:; 4 b ) { kY Y
Wi 1 : (N Padding Bits fonauezdesgnaoiiu i ianusafignTug Tadae 512 uda1d
X W a @ < 1 a 4 Z
448 vn lidanTenuliiay padding 1511 Tneddnyasiiumin 1 audae 0 suasy meldiion

64 daimae (512 av 448 ) Tdvuia vesdoau@mauda )

U d’ a q 1 Y A 1 a 64
UHN 2 : IAUNIINETD 1ﬁﬂl‘l‘l1ﬂﬂ}®ﬁJE]ﬂ’JUJT@IEJi]%iJﬂ']‘lllLﬂu 2

v

B

¥
v I3

1 Aa ) ¢ o s a & g o o
TUN 3 : MruanINves MD Uvlives Tiiveseziiving 128 da o unasniveanis

hash TaoiWidesisuduszalsznoudae 32 Sa'lud 4 1 (A B.C.D) Gaiidsie il

A = 01234567
B = 89ABCDEF
C = FEDCBA98

D = 76543210



Message Length

(K mod 2%
<t+— 512 bits * n blocks —p
<4— K bits P>
message 100...0 ¥
Y, Y, Yq Yn-l
9 0 ®0 0

—

[ 1]
128- bits digest

31/ 2.15 uaAIMsAIMINMUY MD5
:’J d’ % b a < Y :1’
U 4 : DszUIHMIANIsTenY 512 Davden ualavesnszuiumsianuailszney
H @ 1 q @ Y <
A0 459Uv9n5 UMM NATIERU Tnouaassouae 19 arTummzvesiy Taolvisiy F,GH tag I
5 9 1 1 P [ 1Q d @ { 1
Taolugil £, £, f, .f Tumsvendwdazseuldnszuaums imioutuualdilassumeluiiuands
i (F,G,H,])
' Ya a g ) A o S
uaazsevvz lFdunAuUIa 512 Uavaenlumsiams(y,) was 128 Taivlivlesiitia
) [ U Y < q 1 9 =1 9 1
AB,C.D uagyinmsdwaam lutivivies luuaazsevezdeatimsld 1 lu 4 vee 64 arluaisia T
3 Y X . = T I . " {
[1...64] Fagnerdramoinileddu sine Tao T( i ] vzlandusiuiufiuues 232 * abs@sin( 1)) Taof i 5

‘Vi‘lhmﬂu radians



Yaq

— 128

N

ABCD * fr(ABCD, Y, T[1...16]) )

v v

ABCD ~ fc(ABCD,Yq,T[17...32]) j

4—(—!4—

.

¢ A 4 A ¢
J

’

v \ 4 4

Yy vV

ABCD * fu(ABCD,Y,,T[33...48])
ABCD " filABCD,Yq,T[49....64]) 7

wl YY V¥

[III?
fm

MD qtl

31 2.16 nszvaumsihlunileudonves MDs

.

a b ¢

- A

X[k]

T[i]

31] 2.17 U@anIsNH i operation YO MDS5 [abed ks i ]



o
(U8}

Ty a € b+ CLSs(a + g(b,c,d) + X[k] + Tli]

liaz

Round Primitive function g G(b,c,d)
FF F(b, c,d) (b.c)v(b.d)
FG G(b, ¢ d) (b.d)v(c.d)
FH H(b, ¢,d) bDcDd
FI I(b, c,d) c@0.d

=1

VUA 5: Output

1
Y Y o

° J :;I a 4 3 1 ° Y
Memynn ldanmsiasusn (128 9a ) Fae Idith A,B,C,D Tnuuiims wseaiy
¥ '

o o o =1 Y [ T g a v
vaonoa ldauasunanue Faz ldnadniuuia 128 Jadau



v

=
Unn3

mwaamaaiﬂmmumamﬂ

A s o q Yq Y 3 a 7o : A ¥
mawn Ao TUsunsudszgndni g 1dannse  dendurumesiueala ieveld

]
It [

vinsninleadla q fiuesealivSnmsiegielnauazlf s Tanea TCP / 1P Tumisfeaso

b

1 Ja @ 4 a 3 o
ﬁxH’mmasuuaaﬂ‘um?m]ﬁ'mmsuuq HULIDI

3.1 mamniauedels

' 4 3 4
manmiuTusunsudszynaminusguusuioindinduves s Tanea TCP / 1P faifu

Y vq 9 1 = ! A 1 £y =) a 1 @ g : ' o
voyannglyneuizdenn llussuuinievivezdesiimsindnialudu ¢1s 4 dagd

DATA

Telnet
header

DATA

<+—— Telnetmessage ——»

NEP
header

Telnet
header

DATA

4+——— TCPmessage —— 5

IP TCP Telnet
’ header header header s \
< IP packet >
Ethernet P TCP Telnet DATA | Ethernet
header header header header [ tailer
14 20 8 4 400 byte 4

<
<

7U3.1 uansdnuaveunsuyy TCP/IP

Ethernet frame

v
AIUI1AZI08AVDI TCP message A1)

A\ 4




i o

16-bit

~ 16-bit
- Spurgefqr’( number | Destina}ign Port number »
32-bit Sequence number
32-bit Acknowledgement number
awt &bt | ebt | 1emit

Header Lenght | Reserved | Flags '} Window Size
16-bit J 16-bit

TCP check sum ' Urgent pointer

Option (if any) & Padding

Data ( Variable length, if any )
( Telnet message )

71 3.2 uaasa I 1802408AY09 TCP message

[

9
TIUTWAZIBYAVD IP Packet L33l

4-bit AL 8-bit 16-bit
s Header .
Version Length . | TYype of Service Total Length
16-bit 3-bit 13-bit
Identification Flags Fragment Offset
8-bit 8-bit 16-bit
Time to Live Protocol Header Checksum

! 32-bit Source Address

32-bit Destination Address

Option ( if any ) & Padding

Data ( variable length )
( TCP message )

71 3.3 uansaIuswazOEAVE WA IP

1 J a :// @ 1 4 a J [ :/‘ o
TIUNDIAUINTUDIUNAIUNUY IQUV]’J‘lﬂLLaﬂ]’J’ﬂS‘,’OgﬁW@iﬂ‘Uiﬂﬁmﬂi 23 ANUU MIM

a U 9 o w 4 Pai d'l Y a PR =) 9
N1IANADITADINTSNINUNDIN 23 Vllﬂ3@\311’7U5ﬂ15lﬁ“ﬂ1’11‘ﬂ’13Lﬁﬂﬂcl‘lfillﬂlﬂinwlﬁlu‘ﬂ

= %4 [ &’ b4 | Y
3.2 !‘ﬂ@!uﬂuﬁﬂﬂﬂ1'§ﬂ1ﬁ1ulﬂﬂﬂﬂuaﬂﬂl\‘ﬂﬁﬂ]q
I AG1FAITRIES “telnet < host id W58 host name >” 9L

=)

1. MAToInAld (Client) sxvimsisuTdsunsumanm



26

o

4 yqw a 1o 4 g9 a Y a 1 nyy A& qv a
mamnnasod [ znnnudaneiuniesliuims - Maade ldinieeliusmsey
@ 1 < a
AU (ACK ) nay 01414 fezudsianwaiaudesnain (ABORT) Tusunsulal
Y a 1 ny y 4 99 vg o A oA Y a Yy A 99 a
3. ddadeldudr  mieadldnezveriimsAndoduiniealiuims Tneduaiealifusns
Y a < 1w @ 3 1 {
wioulnuImsudrnzdadyain (ACK ) aounduu wieuiiads Escape Character i

o 4

vl lumsiunesiuearaiiou ( Virtual Terminal)

=}

: v oy o y
4. nsedliiioldsudyy i ( ACK ) asundundangsoteyaningldfiazfouie
o 1 Y o [ 1 3 v A Y a
uazsiaiuudimsdadoyamaniullifinseeliusns
N . A 4 o 1 o o 1 g a )
5. wsesliuimsvzasnaeuFeuazsiarkuiaziimsaeunduidensy ( Login )

5 & ' o 3 g ' 4 '
dusonTo luTasdiduSefvzidgnszuiumsveuad ( Shell process ) fio'lal

3.3 Network Virtual Terminal (NVT)

4 3 S wa A 99 Yo 2 a o 4 Y a <
wesnmanlumadgia e ldinisaoaduiunTesliusnslag e mammney
o I~ a ] § g Ja 9 S a a
mmsaendusd NVT el dldeuisaldinesiueavesnu lunisdensudiluldusmsuay
o2 A Y a v
gUnsalouq veunsealiusas1d
3.3.1 In59051 9024 aNM 509 NVT

19

o ~ 1 a o Ia
NVT (fundnmsnldfdsdoyassniauerniniuveunesiuoa ( terminal application )
~ T 4‘( @ U A £ Y £ v 1 1 d' a wva
nogamuAseanuuazAnTunaneuiu 49ldun anuuanailusesweeszunl§iinsos) anes
i nuuanarelwseslils Tnnoan 19 usef Uy (Upper-Level) RNIGETEIGE NG ERTLIERN

4 JNB & 1 o q Y a o do ' A Y a a o
RTDINUUU FINANNITVDI NVT U ﬂmﬂﬁua‘]J“wmﬂ%u‘niuag‘uumiaﬂ‘vmmma:uaﬂwam%u

2 Y A

Ao 1 A Y a Ly A 1 @ a 1w 9 & g A
‘Vliuﬂg‘llutﬂ‘i@ﬂclﬁﬂﬁﬂ']'3GINMTCNLL’JﬂaallWﬂNﬂuﬁWll']iﬁmﬂﬂ@ﬂ‘l!"lﬂ %Qﬂiﬂ%ﬂﬂlﬂ%@uiﬂiuﬂﬁﬂ
Ao 1 24 Y a Ay a 1w A o 1 A q Y a o
mamwmuaguumaaﬂ%mmsmamﬂﬂaﬂu Telnetd VWI'NWHBQUuLﬂ‘i@\ﬂWUiﬂWiuulﬂﬂ
(2 o 1 Ja { o a o :J‘ { 9 a
HANNIIVDINITNI NVT ﬁ@g’ﬂ stwaamasuuaaﬁiuuaﬂwam%u 2 ﬁﬂﬂ\‘lﬂﬁﬁﬂ
¥
- ] a 3 @ . 4
aonutwilu 2 mosiuea Ae physical Terminal AU logical Terminal
p ‘ A Ia Ao a o 3 a = . . Ao
Physical Terminal A9 1N05UUDANTULOYWAAFUIIUIT ) %3 Physical Terminal NIU
a < 3/, 1 @ A Yo Ay Y
LL@‘lJWﬁLﬂ‘]fu N9 2 D1UANAIAU IUHaTY 9 LﬁﬂﬂllﬂﬂﬁﬂhlﬂﬂﬁTJiﬂllﬂ'J
Ia a o 1 a 1
Logical Terminal faimaiiuoalunnuialaomneimuainasgiuan q lunsaadeld
A o & A A i X A 2 A o Y 2 o q ¥ .
MUBUNUMI 2 1T UazlUD Logical Terminal UHIATDING 2 mipuAuLavi v Logical
i & A o Yy v . . 1 A4 g v Aa
Terminal N4 2 Lﬂiﬁ)ﬂﬂﬁlﬂuqmm? logical Terminal ﬂmmmazmsmﬂﬂzxmﬂmaga ( MAP Data ) na@
1w ;’,' q Y = . . A Y @ 3 a < Ao '
aonuiiy Tegluguuui Physical Terminal vounsoanuouinle duiuelwindu nIueyUY
. . ci 1 1Y = a 1 d‘ 9 Y Y T [P=] ﬁ'
Physical Terminal N$119AU mmmz‘ﬁmmuazuamﬂaﬂumagaﬂu"lﬂ E]EJN\‘llJllﬂin”ILiﬂﬂﬁﬂWWLl’Jﬂ

v ' A ) = v Y o A o e awva v '
ABUUDIUAAZIATOUVINUNYIVDAUAY anzmﬂ’ﬂaﬂm’i‘ﬂﬂaﬂ‘VlWllﬂﬂH‘ﬂNﬂg‘iMLLa’Jmfﬂzum

a o = ' o
noUwdnuames (Application Layer ) eeniilu 2 1awosgore (Sublayer) fagal



S Command L » Command ™~ = =
| Abpplication ~ termmnal *TT----- terminal Application |
| ayer terminal | : termimal | ayer |
Transport ™\ communication® =~ =~~~ "~ > communication ~ Transport
Layer o o Layer
Internet Internet
; Layer Layer ‘
' Physical Physical
f Layer Layer |

L ]

31 3.4 vandlnseasamsi NyT

' g 4 v
< 1 A o a o @ 1 a = J
Command Terminal 1iuiaesdae ( sublayer ) muuaﬂwmmuuuq DY Taviawes
1 dy a FY 1 A oo T & Lol dy < = " :
YOUU ISUTNINLINADUAI 9 AMIANTDINTUDY  FUAWDTUDYU ﬂllﬁﬂﬂ!ﬁﬂf’)u Physical Terminal
TG

p g 7 ey Y oa & Y Ay oA w2
Terminal Communication L‘ld_l‘L!1aLEJE]'§EJE]EWI‘VH“HL!WlLLiJﬁQfTQLL’Jﬂﬁ?JlJ‘V]Llllm&JfJuﬂuﬂd 2
A § Y < ~ w A ) A | [ 4 v v v Aa 1 o
e liilunasguuaoiiu e lieUnaindy e 2 mma‘mgﬂﬂu“lﬂuazuﬂawmgammaﬂu
ENRT: 8/ ) & 7T Aad p
1wa§1ugﬂ11uuw physical Terminal Y84auBu41 19 YuawesvosilfSeuiaiion Logical Terminal
TR
3.3.2 mamauuazes Usuved NVT lumaun
o Q’ d’ 9Jq Yo d’ Ia d' a 1 9
MIMIUILITUNNLH IFTUmMan mes iuoavonues Nauisaaadotnlyly NVT
4; Y a :isl a 19 Y 1 ~ 2 1 v Aa 19 ;’,’ ° Yvq Y
vounsoalnuTmsndesmsezindedns Idedei Idnauudy NVT faadedaoiy i lngld
A vq ¥ sa A A Y a B> A ' s Yq Y 2 Y a 3
milould l¥imes dueavumsounsoaliusmsiusse 9 uagdnsaingldnuumaioaliusasiiu
a 2 B a o 4 3
959 9 U U eINIs SNy
A v Yo 4 2 a = 74 ' sa . .
waldmiunmldsamuaiy AM003IARDQUNIl lUdINVO UNDTNUBA (Terminal Device)
a ' 2 s & a ' a [P g s g o '
1399 gz lsidugdnsaifdiuduna Cuudludiug ) wazes Isifugunseifidueminn (15u e
d' a o @ :/l < ° EL 1 sa a 1 3,' =& I=P=) a 4
PN, IATOINUN ) AUU NVT noziraesgUngal luaiuaounes iueass ) maniu seniusufiumn
& a A a 24 s NS - Ty AN Yo A Q9 a ]
Lﬂu@uwﬂuamﬂimwnwmummwﬁ IAFOINURIENURDA NN IAs UL A5l US s UTe
A A g9 a ) a g Y v ci £ ' o 2 Y a
mmmﬂiaﬂwmmmmuﬁmuazuﬂuwnwﬂ%miNmamumﬂzmmﬁmaﬂ"lﬂmmiaﬂwmms
A [ T Ja = Y 3 I~ Ia a 2 Y a o
uounuINNesiueanlvegiiu WumesTusasse q vuniosliusmstiues
& ' A q§ Y a o 2 9Yq Yo & ° )
uazmaamﬂ“lmmazmimclwmmiun%zmahmmumn auiumsoeimild NVT aou
o ) sa ) Y YR o ) ¥ & an yda Y] o v
auvInuaNIWIIAaNYBINEs Iueavewusazd 1999 1d1n Fa35udnne lHpoUtunsgaiute
A sa Yq Y 1 vy 3 @ q A g a 1o &
AnINUAazImes Hueaazd Iunazaudosms Tavazsiinisanassuluneuiivinmsandony sae
2 v ¥ &
UTUN NVT 105 o1 138206196 971
- poUvunaoudnyaz Ao ANV NVT

& ~ 1 o 1 v W [ =~
- eeUFunidendee i NVT imsdadasnesnduin 18Rl R uuusenwnse

U

'
~

oA ' 1y 2 o A A A 1y
aaﬂ‘nmaaﬂiwmmﬂzﬁwmgmﬂum3mmﬂmmmzt,aaﬂiwmawaya

ATAIONYS



28

v A a'.z 4’4 = ) c:; 1 1 qw =1 1 q ! Q’ A
Llaifﬁlﬂlla@l]“ﬁu@u 9 8n ﬂ']'ﬁ"’U@‘VH@'EJLIJ“D'UW'N“] IMaIu ﬁ'llﬂﬁﬂla@ﬂ'ﬂ%giﬂw‘lﬂﬁjﬂﬂﬂu
Sy v & S 4 & L my Yo o v
@@ﬂﬂl]ﬂ °1Nﬂ1§ﬂﬂﬁ\‘ﬂﬂiﬁﬂﬂﬂ%?ﬂ@@ﬂﬁhuuu cI/]'IL],?’]IS"’]EJFl‘]fﬁ'155]°1J5U'EJQGUEJS‘;T:nll WILL, WON’'T, DO uag

DON’T 11194

' ¥V
S 1 @

g ¥ A v Y £ v Y oy & Aa
“WILL X~» L‘]_‘"L!‘U’[’)ﬂTIll‘ﬂﬁ'ﬂﬂ?ﬂﬂ?l&ﬂlﬂﬂ'luﬁuiTﬂﬂﬂ’lﬂ'ﬂﬁ\ﬂlﬂ1@1U6ﬂ®ﬂ§’ﬂu1’iu\3ﬂﬂﬂﬁa
¥V

Y ' o o &L Yoy £ o o ] o Y
P38 G]HL@J%XV]WE]?J‘IJ‘HHX %QQW@ﬂﬂWHWUQH@MSUﬂWiW?@i’JlJ‘IfL!‘LlH NITADUNAVNINIY “DO X

'Y a 9 £ ' o o o 3 < [ 1
Lmﬂ1'0ﬂmu‘ﬂud"limamumﬁmaaﬂwuu NITABUNAVNIN “DON’'T X”

]
o a

3 v A P v = Ao v Yty £ '
“DO X~ Lﬂusllflﬂ'ﬂllﬂﬁﬂIﬂﬁlﬂ1u1ﬂﬂ’lu’ﬁu@ Iﬂf]‘ﬂlluﬂ@\‘iﬂ?iiﬁ@ﬂﬂ?u‘ﬁui%ﬂWﬂ’liﬁﬂﬂﬂ
Y o < Yo Y a v & o o ° < g o v
12Meld} ‘Vn@ﬂﬂ‘]fu X {1‘}’71111 Iﬂﬂﬂ?ﬂﬂﬂWHﬂuQuu@@Uiﬂﬂ?i‘Vﬂ@@ﬂ‘lﬂu X NALADUNAVUINWY “WILL
'Y Ay £ ' o o o o o ' o & o '
X" meaﬂmuwuﬁw@wmaaﬂ%u X ﬂi]z%’lﬂ’liﬂ@l]ﬂa‘l‘lllﬂ’ﬂ “WON'T X” HUIDY IR

VOUNAUN 99UTU ( Telnet option ) lanaaaer 14 luais1audn

3.4 Inuamsdedoyaveamaun

Ha0INNN1AAAD5EHI1IAIFIV0UNIUN (Telnet: Command)  UUIAS 0415055 51
4 a £y < & @ @ :/’ < ° ]
ATZUIUNITVOI Telnetd VUIATIIRUTMIHED Aoztinsanasentduriy nemiuoziinmsds
Y =& 19 A & ) @ a ] A
Yoy ¥4 Inuamsasdoyanitumdveunamnlydinszuaumsves Telnetd 1wlieg 2 Inuafo
1 = @ " A 1Y v @
Tnuamsasdoyaiiazssia(Inun linc-ata-time) tiazTnuamsadsdoyaiiasironys (Inua
character-at-a-time)
1 v =) w
3.4.1 Tnuamsasdeyauuuiiazussia
¥ = dy 19 =1 @ A 1 ‘& 96 YA ci:r‘d§J v ]
msdetoyalulnuall sgdsdoyaiiazyssva fe gallod 15umMInandvuussvialvy
. 9 1y A Y a Y A Y a Y A Y a 2 o
“New line” Masnnaavoyaninniodldusns lulhnsesliusmsuds mieeliuSmsfezaevsy
v A 2 3 = vy for 2 ) &
(ACK) vayanadauiumniiu g lifimsdadonanunauin ( Echo ) 1iouaasnauuntiinens o
luSmausedila msznsuaasmaunisalduimszgnasuguaisiveunisaldusmains
A [ " Y [ 2 0 Y oa 2 A Y a Y
wosnn ldawsasensdadonnunduuninasesliusmsle - maznioddusnsioidesse
ash A o ) . = y v v o'y v A1 o A v
MINARdINBIULTTIATHI “New line” eazdsdoya sniudsedoanuiidandumoinnioalst
a Y g v T 4 a ¢9 " yq v ac A 2 3 ' ) &
113miumﬁghﬂﬂmwumaﬂmmuwuwm"lﬂwmnﬂwzﬂﬂﬂmwamumimlm “New line” 4
yﬂ ) & ' A g v vy Aa  ¢a Yqa Yo W 1 & W da 2
anuedatiuarnzitums liazainiidldezuidonnuinuie a1z 1969 himudeanunium
w4
o o A q Y a P y v A gy A Y a & A A
Ao T ldiAemgasaidanan mstetoyalulnuaiiveliinseslduTamadlunsen
[ :j Y dyd [P=1 YA I a ]
AwAuMsHanIas - auiumsdeteyaluTvnuatitehifilymums 1 $adaeman  Backspace
A oAy Yy ) o ° Ia vq ¥ Y9 Yo
N30 Delete IW51z08199 19na1ldudn mstamsuaanazii laomosiueaved 19 ozl

Yo ' 1y Yy A qv a A VoA oy
L’]Ijuﬁjﬂ1ﬁuﬁ31ﬂ$ﬁﬂﬂlﬂy’aqﬂ1ﬁlﬂSﬂﬂclﬂﬂ'iﬂ”lilllﬂllﬂimiﬂﬂﬂ’JEJ



29

' 19 = v oA A 1Y dy A 1Y Y
wamsmveyauyuhazussiantdymae mydefeyaluluuail Wedsdoyaludun
v himunsondulludludeyadin1den TeildhiaunsaldTusunsuszinn Word wie Editor

FY & ' v SO ¥y v < Yy Yo
IdlumanmInuadl msrzmsdadoyanuuil bismsoud lvdoyaiidaludr e

I “ABCD”

lnatous

YNISAARII “ABCD” 113109 Enter

i ACK “ABCD”
ABC <

S il
R ILaal “ABCD” Fsnes

N

, @z lulimsdadoya)
e

4 ad o
Tnaous s Wios

MNINARII1 “CDEG™ usdalaing Enter

71U 3.5 uanalnuanisastoyauvy line-at-a-time

3.4.2 Tnuanisaateyauuuiayfonys

' (R]
I @ A 3 ~

1Y q qy 19 1 = g Yt = 1
miﬁwaya‘luTﬂmmzﬁwagam:maﬂyi ﬂﬂﬂzﬁﬂﬂuﬂﬂwﬁl‘ﬁuﬂ1iﬂﬂﬂ81ﬂﬂ Hagag

U

1 4
v =<

£ ~ @ 1, XU A o o d'cu 1 d‘{ q Y a [ ]

UVDYANATAIONHT cmmiﬁwaga“lui‘ﬂmmﬂmwmmamwmuagnumsaﬂ%mmsawﬂmmm
Y A @ d’ Y a v A 1 0 Y d' Y a [ Ty
T@Nﬁﬂﬁﬁqﬂﬂﬂlﬂiﬁ)ii’ﬁ‘uifﬂi‘U‘L\l‘UﬂﬂTW‘V]‘HVI!.mﬂziﬂzlﬁlﬂi@\iclfﬂ‘l]iﬂ?iﬁ@ﬂiﬂllﬁzﬂ'ﬂ‘ﬂ@ﬂ?ﬂl

U

213

navn1¥399zuanIna LI NI

¥ 1
ISR

1 9 =4 Y 1 1
YoRveamsdedeyalulnuatl Adedldaunsoudladoyaiide i dinoniinmsdede

U

v
Y o

! a v v A = a v W [ 3 =) !
aiu 'IﬂMﬂfﬂiﬁ'\HL‘U‘U‘Vlﬂ%'}JﬁSV]@]L‘WiWSﬂJ@iJﬂ‘V]lel‘IJLLﬁ’Juu UUHIAUNGY 1 AIDNHT AIUULTIDIEN

B
td

y
i 4 ¥V
toya hludldoyaiids luudumaniuld udadromaiitanldnsdedoyalu Tnuaiiaunsald

4 v
NuTUsunsudwan Word w5 Editor 1d 39 I¥msdadonalulnuail WuiionlFiuluilegiu

b4
Ao

1 1 ' v v =1
udmsdadoyaly Tnuamsdawuiiazdsnusinidaymie nsuaaimauuIon N0
1Y dy u’/’ Y Y ~ 1 @ A Y a @ aﬂz’
madaveyalulnuail Wizdeuaasmndonnuiigndindumnnniealdusms satumsuaa
= 1 o Yy A yg v B !
nav19ed 193 liannsaild wy ifed1dna Key backspace 1A Host @1 ASCIT 494 backspace

[ q Y 4 g a c 4 q a 9 Y
naunlrnsealduimsveadld udunTealdusnisvesdld vsuanaravos Key backspace 0011




30

] ' '
ISt a A

S : : : :
11l character 499 ASCII 404 backspace & 11 Idihu i 1d dosnsdadand 1y doamsite 1%

o 2 o o @ o 9
Move Cursor ﬂa‘u"lﬂwmmaﬂyma:au Character UUAY

v
v W

=2 Y A o sa & oy ] o Y
ANUU ﬂGG]@\]NfﬂﬁVI'IL‘V]'EJﬁNu@ﬁlﬁﬂaum%i’ﬂﬁT}ﬂ\?iu?i3511@@]@[11]

] —

ACK “A” + Echo “A”

V 4 ad 4
lnaoud F5Wies
NINMIAARII “A”

q’;jij 3.6 !mﬂ@jﬁwﬂﬂ 1 ssr'e%zgmmu character-at-a-time

da
3.5 mosiueata@iey ( Virtual Terminal)

° Isa I~ 1 ] =1 v w
mawalunisiunes iuoataiiou mwawmimsﬁ’aga“luTwmmsm%gamzmaﬂm
A Y a vq ¥ A Y a A
MILAAINAVUIDNINUBUATBI 1T VTNIIVR IR 1Tz gnnrunu TasnToalius ms HALD 9910
4:1 Y a d' B 1 [ a ¥, avg 9 1 A [ d' d' 4:1
nealduimsuaziniesliuimsegvilnaiu . msAadeiiild TasinunSothofigeu Toaunio

:zl < T 3 1 A 1 dy o v A Y a 1
N IGN YINTT VDY ANTULIATDUIYULDI 'Wlsl'ﬂLﬂiﬂ\iﬁl'ﬂ'ﬂ5ﬂ’li"lilﬂ"llﬂiﬂﬂ’ll‘ﬂﬁ]Mﬂ?illﬁﬂ\‘mﬁ‘ﬂ’ﬂfl

2 9

& Y a Y Y o = T v £9)5 a o Ia A
lﬂi@\jclclﬁ_lﬁﬂ']ﬁﬂ’JUﬂ’ﬁﬁ\ﬂ]ﬂﬂ’J]llﬂanJ1LWfJQaﬂ1Qlﬂﬂ')llﬂ ANUUIIADINUNTITNUNDTUUDALITUDU

v A ygY  ac a A Y a Vo o A g o 31 o @
15U 1ioR 1 vAARdbackspace unuiiasoaliuimsveaaiidnus M backspace navINAFIS TN

e

o

& Y a b Y, ' s % o W v o 3 v £ o o oA A
lﬂia\‘inl‘])"ﬂiﬂ'li‘Vﬂﬂ'lﬁﬁﬂ‘(’Jﬁ'lllﬁu\‘ilﬂa‘il“]fﬂﬁﬂ@ﬂﬂﬁﬂﬂﬁﬂ 1 A2DNHTUNU L‘I_J‘Llﬂu %Qﬂ?ﬁﬂﬂlﬂiﬂﬂqﬁ

'

a v 9

a o Ia L y:’l [ I~ gt o 1
usmsliunesiueaaioumarihin sslidnumzilugavesiidann TaseziSududo “escape”
& @ Y ' d’ )i A q Y a ;’f U Aa -2
character #39zAnaIAUIDI sznunioliuTmsuazniodldusnsfumnouninnsofunouusn

o o = ) o & Aq v . 7a a4 Ay va
( ﬁeumnaqaaﬂwmm UUIBY ) wwmaﬂmﬁwﬂlﬁﬂumsmmaﬁuuaammumam Ilmei

' ]
1 a ~

fvualidunasgiudng  Mmnonatomasg waiidonldsumnniigaldud wesg

Y Y

< Y o T 99
as20a VT dalumanuanldlified1a Code v09 VT 100 1314047



31
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[Feb 11, 1999]
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0 SSH_MSG NONE

This code is reserved. This message type is never sent.

1 SSH_MSG_DISCONNECT

string Cause of disconnection
This message may be sent by either party at any time. It causes the immediate disconnection of
the connection. The message is intended to be displayed to a human, and describes the reason for

disconnection.

2 SSH_SMSG_PUBLIC KEY
8 bytes anti_spoofing_cookie
32-bit int server_key_bits
mp-int server_key_public_exponent
mp-int server_key_public_modulus
32-bit int host_key_bits
mp-int host_key_public_exponent
mp-int host_key_public_modulus
32-bit int protocol_flags
32-bit int supported_ciphers_mask
32-bit int supported_authentications_mask

Sent as the first message by the server. This message gives the server's host key, server key,
protocol flags (intended for compatible protocol extension), supported ciphers mask (which is the
bitwise or of (1 << cipher_number), where << is the left shift operator, for all supported ciphers), and
supported_authentications_mask (which is the bitwise or of (1 << authentication_type) for all supported

authentication types).The anti_spoofing_cookie is 64 random bits, and must be sent back verbatim



by the client in its reply. It is used to make IP-spoofing more difficult (encryption and host keys are the

real defense against spoofing).

3 SSH CMSG_SESSION KEY
1 byte cipher_type (must be one of the supported values)
8 bytes anti_spoofing_cookie (must match data sent by the server)
mp-int double-encrypted session key
32-bit int protocol_flags  Sent by the client as the first message in the session.

Selects the cipher to use, and sends the encrypted session key to the server. The anti_spoofing_cookie
must be the same bytes that were sent by the server. Protocol_flags is intended for negotiating

compatible protocol extensions.

4 SSH_CMSG USER

string user login name on server

Sent by the client to begin authentication. Specifies the user name on the server to log in as.
The server responds with SSH_SMSG_SUCCESS if no authentication is needed for this user, or
SSH_SMSG_FAILURE if authentication is needed (or the user does not exist). [Note to the
implementator: the user name is of arbitrary size. The implementation must be careful not to

overflow internal buffers.]

5 SSH_CMSG_AUTH_RHOSTS

string client-side user name

Requests authentication using /etc/hosts.equiv and .rhosts (or equivalent mechanisms). This
authentication method is normally disabled in the server because it is not secure (but this is the
method used by rsh and rlogin). The server responds with SSH SMSG_SUCCESS if authentication
was successful, and SSH_SMSG_FAILURE if access was not granted. The server should check that the
client side port number is less than 1024 (a privileged port), and immediately reject authentication if it is
not. Supporting this authentication method is optional. This method should normally not be enabled in

the server because it is not safe. (However, not enabling this only helps if rlogind and rshd are

disabled.)
6 SSH_CMSG AUTH_RSA
mp-int identity_public_modulus

Requests authentication using pure RSA authentication. The server checks if the given key is
permitted to log in, and if so, responds with SSH SMSG_AUTH _RSA CHALLENGE. Otherwise, it
responds with SSH_SMSG_FAILURE. The client often tries several different keys in sequence until
one supported by the server is found. Authentication is accepted if the client gives the correct response

to the challenge. The server is free to add other criteria for authentication, such as a requirement that the



connection must come from a certain host. Such additions are not visible at the protocol level.

Supporting this authentication method is optional but recommended.

7 SSH _SMSG AUTH_RSA CHALLENGE
mp-int encrypted challenge

8 SSH CMSG AUTH _RSA RESPONSE
16 bytes MD5 of decrypted challenge

This message is sent by the client in response to an RSA challenge. The MDS5 checksum is
returned instead of the decrypted challenge to deter known-plaintext attacks against the RSA key.

The server responds to this message with either SSH_SMSG_SUCCESS or SSH_SMSG_FAILURE.

9 SSH_CMSG _AUTH_PASSWORD

string plain text password

Requests password authentication using the given password. Note that even though the
password is plain text inside the packet, the whole packet is normally encrypted by the packet layer. It
would not be possible for the client to perform password encryption/hashing, because it cannot know
which kind of encryption/hashing, if any, the server uses. The server responds to this message with

SSH_SMSG_SUCCESS or SSH_SMSG_FAILURE.

10 SSH_CMSG_REQUEST PTY

string TERM environment variable value (e.g. vt100)
32-bit int terminal height, rows (e.g., 24)

32-bit int terminal width, columns (e.g., 80)

32-bit int terminal width, pixels (0 if no graphics) (e.g., 480)
32-bit int terminal height, pixels (0 if no graphics) (e.g., 640)
n bytes tty modes encoded in binary

Requests a pseudo-terminal to be allocated for this command.This message can be used
regardless of whether the session will later execute the shell or a command. If a pty has been requested
with this message, the shell or command will run on a pty. Otherwise it will communicate with the
server using pipes, sockets or some other similar mechanism.

The terminal type gives the type of the user's terminal. In the UNIX environment it is passed to
the shell or command in the TERM environment variable.

The width and height values give the initial size of the user's terminal or window. All values
can be zero if not supported by the operating system. The server will pass these values to the kernel if
supported.

Terminal modes are encoded into a byte stream in a portable format. The exact format is

described later in this document.



The server responds to the request with either SSH_SMSG_SUCCESS or SSH_SMSG FAILURE. If
the server does not have the concept of pseudo terminals, it should return success if it is possible to

execute a shell or a command so that it looks to the client as if it was running on a pseudo terminal.

11 SSH_CMSG WINDOW SIZE

32-bit int terminal height, rows
32-bit int terminal width, columns
32-bit int terminal width, pixels
32-bit int terminal height, pixels

This message can only be sent by the client during the interactive session. This indicates that
the size of the user's window has changed, and provides the new size. The server will update the
kemel's notion of the window size, and a SIGWINCH signal or equivalent will be sent to the shell or

command (if supported by the operating system).

12 SSH CMSG_EXEC_SHELL

(no arguments)

Starts a shell (command interpreter), and enters interactive session mode.

13 SSH_CMSG_EXEC CMD

string command to execute
Starts executing the given command, and enters interactive session mode. On UNIX, the

command is run as "<shell> -c <command>", where <shell> is the user's login shell.

14 SSH_SMSG SUCCESS
(no arguments)
This message is sent by the server in response to the session key, a successful authentication

request, and a successfully completed preparatory operation.

15 SSH_SMSG FAILURE

(no arguments)

This message is sent by the server in response to a failed Authentication operation to indicate
that the user has not yet been successfully authenticated, and in response to a failed preparatory
operation. This is also sent in response to an authentication or preparatory operation request that is not

recognized or supported.

16 SSH_CMSG_STDIN DATA

string data

Delivers data from the client to be supplied as input to the shell or program running on the
server side. This message can only be used in the interactive session mode. No acknowledgement is

sent for this message.




i7 SSH_SMSG_STDOUT DATA

string data
Delivers data from the server that was read from the standard output of the shell or program
running on the server side. This message can only be used in the interactive session mode. No

acknowledgement is sent for this message.

18 SSH_SMSG STDERR DATA

string data

Delivers data from the server that was read from the standard Error of the shell or program
running on the server side. This message can only be used in the interactive session mode. No

acknowledgement is sent for this message.

19 SSH_CMSG_EOF

(no arguments)

This message is sent by the client to indicate that EOF has been reached on the input. Upon
receiving this message, and after all buffered input data has been sent to the shell or program,
the server will close the input file descriptor to the program.This message can only be used in the

interactive session mode.No acknowledgement is sent for this message.

20 SSH_SMSG EXITSTATUS

32-bit int exit status of the command

Returns the exit status of the shell or program after it has exited. The client should respond
with SSH_CMSG_EXIT CONFIRMATION when it has received this message.This will be the last
message sent by the server. If the program being executed dies with a signal instead of exiting nor-
mally, the server should terminate the session with SSH_MSG DISCONNECT (which can be used to

pass a human-readable string indicating that the program died due to a signal) instead of using this

message.

21 SSH_MSG_CHANNEL OPEN_ CONFIRMATION
32-bit int remote_channel
32-bitint local_channel

This is sent in response to any channel open request if the channel has been successfully
opened. Remote_channel is the channel number received in the initial open request;local_channel is the
channel number the side sending this message has allocated for the channel. Data can be transmitted on

the channel after this message.

22 SSH_MSG_CHANNEL OPEN FAILURE

32-bitint remote_channel

This message indicates that an earlier channel open request by the other side has failed or has



been denied. Remote channel is the channel number given in the original request.

23 SSH_MSG_CHANNEL DATA
32-bit int remote_channel
string data

Data is transmitted in a channel in these messages. A channel is bidirectional, and both sides
can send these messages. There is no acknowledgement for these messages. It is possible that either
side receives these messages after it has sent SSH_ MSG_CHANNEL_CLOSE for the channel. These
messages cannot be received after the party has sent or received

SSH_MSG_CHANNEL CLOSE CONFIRMATION.

24 SSH_MSG_CHANNEL CLOSE

32-bit int remote_channel

When a channel is closed at one end of the connection, that side Sends this message. Upon
receiving this message, the channel Should be closed. When this message is received, if the channel is
already closed (the receiving side has sent this message for the same channel earlier), the channel is
freed and no further action is taken; otherwise the channel is freed and
SSH_MSG_CHANNEL_CLOSE_CONFIRMATION is sent in response. (Itis Possible that the

channel is closed simultaneously at both ends.)

25 SSH_MSG_CHANNEL CLOSE CONFIRMATION

32-bit int remote_channel
This message is sent in response to SSH MSG_CHANNEL CLOSE unless the channel was

already closed. When this message is sent or received, the channel is freed.

26 (OBSOLETED; was unix-domain X11 forwarding)

27 SSH_SMSG X11 OPEN

32-bit int local_channel

string originator_string (see below)

This message can be sent by the server during the interactive session mode to indicate that a
client has connected the fake X server. Local channel is the channel number that the server has
Allocated for the connection. The client should try to open a connection to the real X server, and
respond with SSH_ MSG_CHANNEL OPEN CONFIRMATION or
SSH_MSG_CHANNEL_OPEN_FAILURE.The field originator_string is present if both sides specified
SSH_PROTOFLAG_HOST_IN_FWD_OPEN in the protocol flags. It contains a description of the host

originating the connection.

28 SSH_CMSG_PORT FORWARD REQUEST

32-bitint server_port



string host_to_connect

32-bit int port_to_connect

Sent by the client in the preparatory phase, this message requests that server_port on the server
machine be forwarded over the secure channel to the client machine, and from there to the specified host
and port. The server should start listening on the port, and send SSH_MSG_PORT_OPEN whenever a
connection is made to it. Supporting this message is optional, and the server is free to reject any
forward request. For example, it is highly recommended that unless the user has been authenticated as

root, forwarding any privileged port numbers (below 1024) is denied.

29 SSH_MSG PORT OPEN
32-bit int local_channel
string host_name
32-bit int port
string originator_string (see below)

Sent by either party in interactive session mode, this message indicates that a connection has
been opened to a forwarded TCP/IP port. Local channel is the channel number that the send-
ing party has allocated for the connection. Host_name is the host the connection should be be forwarded
to, and the port is the port on that host to connect. The receiving party should open the connection, and
respond with SSH_MSG_CHANNEL_OPEN CONFIRMATION or
SSH_MSG_CHANNEL OPEN FAILURE. It is recommended that the receiving side check the
host_name and port for validity to avoid compromising local security by compromised remote side
software. Particularly, it is recommended that the client permit connections only to those ports for
which it has requested forwarding with SSH_CMSG_PORT FORWARD_REQUEST.The field
originator_string is present if both sides specified SSH_PROTOFLAG_HOST IN FWD_OPEN in the

protocol flags. It contains a description of the host originating the connection.

30 SSH_CMSG_AGENT_REQUEST FORWARDING

(no arguments)

Requests that the connection to the authentication agent be forwarded over the secure channel.
The method used by clients to contact the authentication agent within each machine is implementation
and machine dependent. If the server accepts this request, it should arrange that any clients run from
this session will actually contact the server program when they try to contact the authentication agent.
The server should then send a SSH_SMSG_AGENT _OPEN to open a channel to the agent, and the
client should forward the connection to the real authentication agent. Supporting this message is

optional.




31 SSH_SMSG AGENT_OPEN
32-bit int local_channel.
Sent by the server in interactive session mode, this message requests opening a channel to the

authentication agent. The client should open a channel, and respond with either

SSH_MSG_CHANNEL OPEN_CONFIRMATION or SSH_MSG_CHANNEL OPEN FAILURE

32 SSH_MSG IGNORE

string data

Either party may send this message at any time. This message,and the argument string, is
silently ignored. This message might be used in some implementations to make traffic analysis more
difficult. This message is not currently sent by the implementation, but all implementations are required

to recognize and ignore it.

33 SSH_CMSG _EXIT CONFIRMATION
(no arguments)
Sent by the client in response to SSH_SMSG_EXITSTATUS. This is the last message sent by

the client.

34 SSH_CMSG X11 REQUEST FORWARDING

string x11_authentication_protocol
string x11_authentication_data
32-bit int screen number (if SSH_PROTOFLAG_SCREEN_NUMBER)

Sent by the client during the preparatory phase, this message requests that the server create a
fake X11 display and set the DISPLAY environment variable accordingly. An internet-domain display
is preferable. The given authentication protocol and the associated data should be recorded by the
server so that it is used as authentication on connections (e.g., in . Xauthority). The authentication
protocol must be one of the supported X11 authentication protocols, e.g., "MIT-MAGIC-COOKIE-1".
Authentication data must be a lowercase hex string of even length. Its interpretation is protocol
dependent. The data is in a format that can be used with e.g. the xauth program. Supporting this
message is optional.

The client is permitted (and recommended) to generate fake Authentication information and
send fake information to the server. This way, a corrupt server will not have access to the user's
terminal after the connection has terminated. The correct authorization codes will also not be left
hanging around in files on the server (many users keep the same X session for months, thus protecting
the authorization data becomes important).

X 11 authentication spoofing works by initially sending fake (random) authentication data to

the server, and interpreting the first packet sent by the X11 client after the connection has been opened..



The first packet contains the client's authentication. If the packet contains the correct fake data, it is

replaced by the client by the correct authentication data, and then sent to the X server

35 SSH_CMSG_AUTH RHOSTS RSA

string clint-side user name
32-bit int client_host_key_bits
mp-int client_host_key_public_exponent
mp-int client_host_key_public_modulus

Requests authentication using /etc/hosts.equiv and .rhosts (or equivalent) together with RSA
host authentication. The server should check that the client side port number is less than 1024 (a
privileged port), and immediately reject authentication if it is not. The server responds with
SSH_SMSG_FAILURE or SSH SMSG_AUTH _RSA CHALLENGE. The client must respond to the
challenge with the proper SSH CMSG AUTH RSA RESPONSE. The server then responds with
success if access was granted, or failure if the client gave a wrong response. Supporting this

authentication method is optional but recommended in most environments.

36 SSH_MSG_DEBUG

string  debugging message sent to the other side

This message may be sent by either party at any time. It is used to send debugging messages
that may be informative to the user in solving various problems. For example, if authentication fails
because of some configuration error (e.g., incorrect permissions for some file), it can be very helpful for
the user to make the cause of failure available. On the other hand, one should not make too much
information available for security reasons. It is recommended that the client provides an option to
display the debugging information sent by the sender (the user probably does not want to see it by
default). The server can log debugging data sent by the client (if any). Either party is free to ignore any
received debugging data. Every implementation must be able to receive this message, but no

implementation is required to send these.

37 SSH_CMSG_REQUEST COMPRESSION

32-bitint gzip compression level (1-9)

This message can be sent by the client in the preparatory operations phase. The server
responds with SSH_SMSG_FAILURE if it does not support compression or does not want to compress;
it responds with SSH_SMSG_SUCCESS if it accepted the compression request. In the latter case the
response to this packet will still be uncompressed, but all further packets in either direction will be

compressed by gzip.

38 SSH_CMSG MAX PACKET SIZE
32-bitint maximum packet size, bytes (4096-1024k)



This message can be sent by the client in the preparatory operations phase. The server
responds with SSH_SMSG_FAILURE if it does not support limiting packet size, or with
SSH_SMSG_SUCCESS if it has limited the maximum packet size (as determined by the value in the

size field) to the specified value.

39 SSH_CMSG_AUTH_TIS
(no arguments)
This message starts TIS authentication. The server responds with SSH_SMSG_FAILURE or

SSH_SMSG_AUTH TIS CHALLENGE.

40 SSH_SMSG AUTH _TIS CHALLENGE
string tis challenge
Server sends TIS challenge to user and client should show it to user and ask for response,

which is sent back using SSH CMSG AUTH TIS RESPONSE message.

41 SSH_CMSG_AUTH TIS RESPONSE

string user response to tis challenge

When client receives SSH_SMSG_AUTH_TIS CHALLENGE and ask users response to
challenge it sends it back this message. The server answers with SSH SMSG_FAILURE or

SSH_SMSG_SUCCESS.

42 SSH CMSG_AUTH_KERBEROS

string authentication info

Client sends authentication info to server, which replies with
SSH_SMSG_AUTH_KERBEROS_RESPONSE message having correct response data encrypted with

the session key.

43 SSH_SMSG_AUTH KERBEROS RESPONSE

string response data
Server replies to SSH_CMSG_AUTH_KERBEROS message with this message so that the

response data is encrypted with session key.

44 SSH_CMSG HAVE KERBEROS TGT
string kerberos credentials
Client sends kerberos credentials to server and the server replies with SSH_SMSG_SUCCESS

or SSH SMSG_FAILURE.
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ANSI/VT100 Terminal Control
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Device Status

The following codes are used for reporting terminal/display setting , and vary

implementation :

Query Device Code <ESC>[c
Requests a Report Device Code response from the device.

Report Device Code <ESC>[{code}0c

Generated by the device in response to Query Device Code request.

Query Device Status <ESC>[5n
Requests a Report Device Status response from the device.

Report Device OK <ESC>[0n

depending on the

Generated by the device in response to a Query Device Status request; indicates

that device is functioning correctly.

Report Device Failure <ESC>[3n

Generated by the device in response to a Query Device Status request;indicates

that device is functioning improperly.
Query Cursor Position  <ESC>[6n

Requests a Report Cursor Position response from the device.



Report Cursor Position <ESC>[{ROM} ; {COLUMN!}R
Generated by the device in response to a Query Cursor Position request;

Reports current cursor position.

Terminal Setup

Theh and 1 codes are used for setting terminal/display mode,and vary depending on the

implementation. Line Wrap is one of the few setup codes that tend to be used consistenly:
Reset  Device <ESC>c¢
Reset all terminal setting to default.
Enable Line Wrap <ESC>[7h
Text wraps to next line if longer than the length of the display area.
Enable Line Wrap <ESC>[71

Disable line wrapping.

Fonts

Some terminals support multiple fonts: normal/bold, swiss/italic,etc. There are a variety of special

codes for certain terminals; the following are fairly standards:
Font Set Go <ESC>(

Set default font.
Font  Set Gl <ESC>)

Set alternate font.

Cursor Control
Cursor Home <ESC>[{ROW};{COLUMN}H

Sets the cursor positon where subsequent text will begin. If no row/column parameters
are provided(ie.<ESC>[H), the cursor will move to the home position , at the upper left of the

screen.



Cursor Up <ESC>[{COUNT}A

Moves the cursor up by COUNT rows; the default count is 1.
Cursor Down <ESC>[{COUNT}B

Moves the cursor down by COUNT rows; the default count is 1.
Cursor Forward <ESC>[{COUNT]C

Moves the cursor forward by COUNT columns; the default count is 1.
Cursor Backward <ESC>[{COUNT}D

Moves the cursor backward by COUNT columns; the default count is 1.
Force Cursor Position <ESC>[{Row};{COLUMN}f

Identical to Cursor Home.
Save Cursor <ESC>[s

Save current cursor position.
Unsave Cursor <ESC>[u

Restores cursor position after a Save Cursor.
Save Cursor & Attrs <ESC>7

Save current cursor position.
Restore Cursor & Attrs <ESC=>8

Restores cursor position after a Save Cursor.

Scrolling
Scroll Screen <ESC>[r
Enable scrolling for entire display.
Scroll Screen <ESC>[{start};{end}r
Enable scrolling from row {start} to row {end}.
Scroll Downn <ESC>D

Scroll display down one line.



Scroll Up

<ESC>M

Scroll display up one line.

Tab Control

Set Tab

<ESC>H

Sets a tab at the current position.

Clear Tab

<ESC>[g

Clears tab at the current position.

Clear All Tabs <ESC>[3¢g
Clears all tabs.

Erasing Text

Erase End of Line <ESC>[K

Erases from the current cursor position to the end of the current line.

Erase Start of Line <ESC>[1K

Erase

Erase

Erase

Erase

Erases from the current cursor position to the start of the current line.

Line
Erase
Down
Erase
Up
Erase
Screen

Erase

<ESC>[2K

the entire current line.
<ESC>[J

the screen from the current line down to the bottom of the screen.
<ESC>[1J

the screen from the current line up to the top of the screen.
<ESC>[2]

the screen with the background color and moves the cursor to home.




Printing

Some terminals support local printing:

Print Screen <ESC>[i
Print the current screen.

Print Line <ESC>[1i
Print the current line.

Stop Print Log <ESC>[4i
Disable log.

Start Print Log <ESC>[5I

Start log; all received text is echoed to a printer.

Define Key
Set Key Definition <ESC>[{key};”{string}’p
Associates a string of text to a keyboard key.{key} indicates the keys by its ASCII

value in decimal.

Set Display Attributes
Set Attribute Mode <ESC>[{attrl};...;{attrn}m

Sets multiple display attribute settings. The following lists standard attributes:

0 Reset all attributes
1 Bright

2 Dim

3 Underscore

4 Blink

5 Reverse

6 Hidden



40
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42

43

44

45

46

47

Foreground Colors

Black
Red
Green
Yellow
Blue
Magenta
Cyan

White

Background Colors

Black
Red
Green
Yellow
Blue
Magenta
Cyan

White
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NVT CODE

Name Code | Meaning

NULL 0 No operation

Line Feed(LF) 10 Moves theprinter to the next line keeping the jsame
horizontal postion.

Carriage Return (CR) 13 Movesthe printer to the left margin of the current line.

Bell (BELL) 7 Produces a sound or a visible signal.

Back Space (BS) 8 Moves one character position back toward the left.

Horizontal Tab (HT) 9 Moves to the next vertical tab position. How vertical
tab positions are determined is not specified.

Vertical Tab (VT) 11 Moves to the next vertical tab position. How vertical
tab positions are determined is not specified.

Form Feed (FF) 12 Moves to the top of next page, keeping the same

horizontal position.




TELNET Commands

Command Code Function Requested

Interrupt Process (IP) 244 Terminate the current process.

About Output (AO) 245 Stop sending output for a process but allow the
process to run to completion.

Are You There (AYT) 246 Requests a response from the server that the server
is still active.

Erase Character (EC) 247 Delete the last character of output.

Erase Line 248 Delete the current line of output.

Break 243 NVT character BRK.
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http://www.ssh.net/
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http://rsa.com/
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http://www.interhack.net/pubs/des_key_crack






