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Special Topic , Remote Computer Control Over TCP/IP

Students Jarun Khan 38054110
Nittaya Jindathongprapa 38054128
Adyvisor Mr. Praiboon Pantarakpong
Department Mathemetics and Computer Science
Year 1998
Abstract

The special project, “Remote Computer Control Over TCP/IP Links” is developing 2
application programs, the Master’s application (Run on expert’s PC) and the Puppet’s application
(Run on user’s PC). Which these 2 applications must be run on Microsoft window operating
systems, And it’]l communicate with each other via TCP/IP protocol. These application programs
are developed with Microsoft Visual C++ 6.0.

The communication between these 2 applications is when we catch clicked or keyboard
pressed in the working area of the Master’s application; we send it to the Puppet’s application
and make. it happen on the Puppet’s computer. Another main communication; since the event
happens on the Puppet’s computer. There might be some change of desktop happen. Then it
must send that updated desktop to the Master’s application to update its working area.

This special project will help we control the computer remotely via TCP/IP protocol. So
it makes us save times and we don’t have to have a large number of customer supports for

servicing your clients.
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14). Padding

fluuna 0-3 T 1dudrufii I ¥vuaves option iWusuaumves 32 ia

15). Data
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1). Application Layer (Layer 5)
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2). Service Layer (Layer 4)
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4). Network Layer (Layer 2)
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5). Link Layer (Layer 1)
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2.2 Windows Sockets

Window Socket fin dauaadefuiadsa milouihuduniviuszninluTasvenn
Suladifaisn uazdaelduonndindu aunsofasesudnuiinisn’ld fsiiiaidsa
ueWNAIAFUNININGT MvaYU Window Sockets m1614 15 Tanead197 11 Transmission
Control Protocol / Internet Protocol (TCP/IP), Xerox Network System(XNS), Digital Equipment
Corporation’s DECNet protocol, Internet Packet Exchange/Sequence Packet Exchange
(IPX/SPX), 0 nxdTﬂﬂﬁfugmué’a'nzﬁ'mﬁﬁmquTCP/IP wie TisTanenlaqfimunse
#1913 2AY Window Sockets 14Taun15 implement 131% DLL(Dynamic Link Library) &
Socket 923281 Tdsunsumes hisubudemawiutdadsariauediels mse Sockets 'Id
Samsaauniulimuands

Microsoft Foundation Class Library (MFC) siue Yuns Tusunsufy Window Sockets
API Taofl 2 class 1919 nitelutfufie class CSocket SumposansmoatunsidouTdsunsy

msfemsteyauuiaisaly

2.2.1 #enuvey Socket

Socket finda1en1avesn1sieasdoyn Socket Aol type taz@oe5 W0 g U process A

o @ o U

mfaihauey Sueededi1g8radeuiu Taoita1u Socket szdomsdoynfiu Socket #25uA
(@ifdarieueg) 1 Communication Domain it1fuTau1d IP %28 Socket amnsnNvawiia
18T 2 wilafie
1) Socket WUV Stream.
- shedudeyaiiozde Ty Taghidmuaveuwaveusaesa nie iy
15A935A (%’agaﬁdm‘s’amﬁ a stream of bytes) A stream 925152z AUTIdOYA
gndaialmeneetugndesTaeteyaluaduiuun: lifimsdedeu
2) Socket UUY Datagram
- mivayunisdsdeyaiihusaesaud lisulsziuin 1dde ldwaz doyaen

= L & =y [ :I o
wlimsaduiuniestelimsasdeyadiiuld

vneg  luinatiadie 19U XNS. Stream onmfuayumsdedoyaifiusneia (Stream

of record)
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2.2.2 The Socket Data Type

Socket Y84 MFC 9¢%¥®UA? handle ¥84 Window Sockets |3 lunauidahison
.Y 5 LY é L
SOCKET iloufivhl¥iu HWND #e510azidonves SOCKET wwiiogludeyaves win32

SDK %'l

1. ms‘l%' Sockets

1 4
I

Sockets 1ingn1Flunisdearsdoya 3 dnwasi
* Client/Server models
* Peer-to-Peer scenarios (%M Chat Application A9
o 9

* 11591 Remote Procedure Call (RPC) TatT¥uswndinsunsudeyautammaniu

m3Fenldfatdu A

2.2.3 Stream Sockets

Stream sockets 1§lunsdadeyalusnvosdihidhusnesads steam of bytes §
awnsodsldememadaunzuly socket @UIRY) stream 1‘4’yﬁ1msm§eﬁa"lﬁ"iwzgnﬁq
atngndes Tiaduiuunslidr unzdelufedanivey  Tao steam Seaunsasamsda
uazFudeyavuralng 1888 ndrems e T Tanealuniaiiaimisesormuandeyaliegiu
VUIATANAITH class CSocket 9zSamstAnunzsanios

msﬁ"amﬂ’fﬂgmmu Stream ﬁgunflunm‘%mﬂ’fayauun Connection-Oriented.
Stream uszdesiinisiFoudfustruFanu $1 Socket A Foan15IFENABAY Socket B 1E2
Socket A szfeaiimsdesventsifoude 1uis Socket B 1182 Socket B vzdosneniunie
ﬂﬁmﬁmﬁ'ﬂwa'tfuq milousumsTnsdw : FrrdedigSonudafsuszdesiumeizay
fu'ld uazmsﬁuwuwz"lliﬁlﬁméﬁu(f’hé’uﬂ"lﬁ"lﬁ'uﬂéumzﬁﬁmmLﬁwﬁuﬂ%zmaﬁ'u
t‘i1ﬁwmnﬁua‘ﬁvj’ﬁq"lﬁ‘ﬁuunzﬁﬁﬁfgﬁqﬂﬁmﬁmﬁﬁuﬂmﬂ"lﬂuzunxgndQ"lﬂﬁaé’%'uuﬂuw

o {a '
f72 ﬂmqu'ﬂ'a‘nﬂﬁ' stream socket Huniieuna datagram socket.

2.2.4 Datagram Sockets
LY [ ) (X% o v 9 [}
Datagram sockets nivayunisdadeynasiny Tashifuilsziuideyaszgndalyl

-_ ' P} [] 9/ P=} LY P} :, 1 4 s
maUNQnﬁmma"luuazﬂaynmwmsﬁnununsa°1n‘ﬁ"awm1m1ﬂvaaxiﬂasﬂﬁ:"lﬁ'mms

[ 1 4 t {ya o
Unfleadnur wiwuavewsaeinez luginiwuaidiusmua
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nsflemsdoyanuy datagram Hun1sfemsdoyauuy connectionless isuudes

& 1 Qs 1 I 4 [ d 3
adnnsi¥euns Taosaiou (Hoeny datagram message 1184 socket Mifmuafvzansaile
asfeyniulduds uay Datagram Socket defimimamnsalumsdedoyauvunszae

(Broadcasting message)

2.2.5 N131%¥ Socket /1Y Archive

\] y - i o o é
Tudiiszesuanenumsdneaema@ouTsunsudae class CSocket ¥4 class
1 4 ]
CSocket HatiuayunsyeulussAuiqand class CAsyncSocket. Class CSocket 1@ 195211

N3 Serialization Y84 MFC Tun1sds9®3ya32 1319 Object CSocket WU class CArchive

2.2.6 The CSocket Programming Model
11519 CSocket Ann1sardauazifFouns object v89 MFC 1@ 0y

asuaause' il
) ada object CSocket
2) 1% object frﬁ 474 handle SOCKET
dmTuRa client TAon211092 1% default parameter Tumsardae tazdmsy object CSocket
Fuih server 9z@BeAMUAE@Y port IHdae
Tava'l1oza18943182 socket iU server 9ABY Listen uaz#a Client ‘1) connect
Server
3) 81 socket 18U server 1500 CAsyncSocket::Listen() Lﬁﬂléumﬁ 85UM5 n‘}"}amia llﬂzlfi’é]
¥oswoniniFenseidunlfiFon CAsyncSocket::Accept) w‘«"e%‘unn%’awm’fuq
-39 -
&1 socket 1T client WiSon CAsyncSocket::Connect() 0¥ 1T1F0uABISAINY socket
ﬁnﬂu server
8 afa object CSocketFile uf’i’avf}am%’ﬁu object CSocket
5) afn object CArchive §M5UNS load (receiving) %30 save (sending) uﬁ’m#am% object
CSocket Tﬂtl‘?i CArchive liansaléiu datagram sockets 18
6) 1% object CArchive IfodanTesudoynsenin socket Hidoudiu

[ L d
7) 112170 object CArchive, CSocketFile, CSocket lilaias oaun1s 14



2.2.7 Sequence of Operations
[ 4 ¥ [ L4
Tudruflvznandsdwuduasumsadaasdomsdoynsznin socket NI

server UQY client
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Server Client
a1 socket. Csocket sockServer; CSocket sockClient;
SockServer.Create( nPort ); SockClient.Create();

// *nPort 15y UINT # 18719118

1aY port #19& // 41 connect A3y

Y11 connection.

SockClient.Connect( strAddress,
nPort);

'
Y

// *strAddress Ai® String fisin IP
Address ﬂg'
*nPort 15 UINT #1 188 1m1ua 13neu

P =4
W server 7ﬁv // Create YU

a$14 socket 714)
DY Accept

connection.

Csocket sockReceive;

SockServer.Accept( sockReceive );

ada file object.

CsocketFile file( &sockServer );

o514 archive

Carchive arIn( &file, CArchive::load );

&
- 139 -

Carchive arOut( &file, CArchive::store );

Carchive arIn( &file, CArchive::load );

A
- 139 -

Carchive arOut( &file, CArchive::store );

¢ archive 1Un15

danTeiudeyn

Arln << dwValue;
-~
-H1ig -

arOut >> dwValue;
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2.2.8 ﬁ'aadnms‘h’f Sockets 11 Archives

4
Tudauilvziuaadaed19ms Serialize %’euamu socket l‘i’l"lfj object CArchive.

void CBlabberView::PacketSerialize(long nPackets, CArchive& arData, CArchive& arAck)

{
' if (arData.IsStoring())

{
CString strText;

for(int p = 0; p < nPackets; p++)

{
BYTE bValue = (BYTE)(rand()%256);
WORD nCopies = (WORD)(rand()%32000);

// send header information
arData << bValue << nCopies;
for(int ¢ = 0; ¢ < nCopies; c++)
{

// send data

arData << bValue;

Text.Format("Received Packet %d of %d

(Value=%d,Copies=%d)",p,nPackets,(int)bValue,nCopies);

// send receipt string
arData << strText;

arData.Flush();

// receive acknowledgment

arAck >> strText;



-

// display it

DisplayMessage(strText);

CString strText;
BYTE bCheck;
WORD nCopies;

for(int p = 0; p < nPackets; p++)
{
// receive header information
arData >> bCheck >> nCopies;
for(int ¢ = 0; ¢ < nCopies; c++)
{
// receive data
arData >> bValue;
if (nCheck !=bValue)
AfxMessageBox("Packet Failure");

// receive receipt string and display it
arData >> striText;

DisplayMessage(strText);

Text.Format("Sent Packet %d of %d

(Value=%d,Copies=%d)",p,nPackets,(int)bValue,nCopies);

// send acknowledgment

2-15
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arAck << strText;

arAck.Flush(Q;

Y3819 : Object CArchive arAck 97i1911as 38y arData &1 arData 1§ lun1sda arAck

o= 19 lunssy

2.2.9 Sockets 111971 Archive 8g14ls

InR18818 PacketSerialize 11134 object finioufuns Serialize T4 MFC W'l
yauanafuinedoyalildgnidu1flu object CFile wie disk ' lludifu object
CSocketFile ﬁl#ﬂuﬁﬂ socket 91

Class CSocketFile funeannianiiau191n class CFile ud Imiuayuammngg
111996719984 CFile (%Y Seek, GetLenght, SetLenght, 410<) ﬂ‘lilﬁ‘ufl’ﬂyﬂm CSocketFile 9
Zouftuiilu sequence HAifioea NN 15T CSocketFile Aumeagaiauiifiien CFile fudsdosiy
AuaNAYeN CFile JHaue, Lﬁﬂﬂmﬁuﬂmun1mﬁ1ﬁy finction 484 CFile #i CSocketFile ‘hi
[} ﬁmqu QN override 1147 throw exception 'ﬁ%ﬂ’j‘l CNotSupportedException AauNNNY

CArchive, CSocketFile, Socket
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Client Server

CArchive CSocketFile CSocket CSocket CSocketFile CArchive

Sending Data

CArchive CSocketFile CSocket CSocket CSocketFile CArchive

Receiving Data Sending Data

o o (] 9! v [y = o I
ATt ae 1 lideetanissenzideaves socket daodaee Kfisead
X - \ .

socket, file 11 archive Yunudveav/sudoyarin archive.

Tavaln object CSocket 1H1 two-state object AiDliM@ITNIUS 7D asynchronous (AD UL
1/n@) uaz synchronous 1ii®  socket agﬂuﬂmuz asynchronous ﬂ'ummsn%’uﬁtynpm

' cicv o W ] H o Y as t-:i

asynchronous 910 framework nm°luwz*nuummmmmwaynuunznﬂauuﬁn1uzxi‘lu
synchronous 1UMINEAINIT socket liaasaFudayan asynchronous 188noundaims

o d
N1 1UYDIADTUL synchronous WIATD

CMySocket::OnReceive()

{
...
ar >> str,

..

22885406
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& CSocket Wildadraflunuy two-state object Suenamnsasudyanudulden
ﬁmmmswmunnmqnwmmmnuwuummmag ninfediiueniuTudygnlin
OnReceive THURY ‘nuummm OnReceive Bgl‘]ﬂlﬂ‘lii‘u fi1 str 919 archive 'Ht'l‘lim‘lﬁlmﬂﬂﬂﬁ

recursion 14 #41iu CSocket N"lﬁﬂaqnumqmsmnqumH“iﬁﬂau state

2.2.10 n151¥ Class CAsyncSocket

class CAsyncSocket 18aouUn15¥i191Uv99 Windows Sockets API 15’(§e"lé’ﬁ1"lﬁ'1u
very low level) il Tsunsuesania g umsdoudemiedsannsoiansiy event
JutaiinidazaansetuTag hisududemsuseaziduaves AP usegnla

3514 CAsyncSocket

4 .
1) a1 object CAsyncSocket Fallneadaufo
CAsyncSocket sock;
sock.Create(); // Use the default parameters
-
-39 -
CAsyncSocket* pSocket = new CAsyncSocket;
int nPort = 27,
pSocket->Create( nPort, SOCK_DGRAM );
2) 1 socket Fuiihu server Wisin1s Listen BremsBonilafdu CAsyncSocket:Listen udile
ﬁms%’awamnmaman’hnﬂmsunﬁquu CAsyncSocket::Accept ovouiumideave
-~
-139 -
b4 ’ . *
#1 socket ﬁuﬁ‘lu client 1‘]’5"‘7‘05‘3'11 CAsyncSocket::Connect e livimsiFeusefiy server
socket 1114 listen y00g1A
3) FansnisAemsdeyadasfladFuues CasyncSocket foun15¥191UV8s  Windows
Socket API 5]

4) ¥11m18 object CAsyncSocket

2.2.11 P159an15HU CAsyncSocket

; 2 T
ifio object Y84 CAsyncSocket IAgNAF19UU object HIZIANIAY handle SOCKET

A o’ o/ o/ L | ]
e TalsunsuesannsotamInUANYMLAI 9 Y84 Socket 1FU



2-19

- Blocking Mode
- Byte Ordering
- Converting String

J L] % -
Faznaniwazivsaluiadedalyl

22.12 MsduneanauenineIn cass socket @14
115 A UNBARI AT OUBA class 1910 class CAsyncSocket 178 CSocket W11

a Qe Y 1 ' dy ) . o o
TsunsumesannsafiuguauiAveaiuiu uazlyu class Mawz virtal Hafsudn
. &, . <
AWII0 override Tavufie OnReceive, OnSend, OnAccept, OnConnect, 1182 OnClose Fuilu
a FEe 4 - . . G‘I’ g . .
ANy MYy callback e Fuiiieina notification Y84 socket event UUC| Uazdail virtal function
1 4

. P Py i o @
(advance overridable) 483 CSocket ¥ MMFC seunilafsuilile socket fdaAuNaIAIN

- I's
nulald

2.2.13 Socket Notifications

su A

v dy 2y ] [y P o *] A - 4
TudruiivzeTuioinoaf Ui uf framework (SUNNGUINN socket HIBINAIMANITY
L] o dy
#1949 Adil
& OnReceive : 92 notify ifafitoyaidunluilimesnnnsil socket Bndrudsdoyn
2 ) H - o .
nuazansaiudeyniuldTasnsGenileddu Receive
& OnSend : 92 notify i1 socket AvvziFuddoYR .
® OnAccept : 9% notify 1% socket Suwuifeunefiy socket fil4 Listen 13 uaz
P o A o P o
aunsaBen Wefdu Accept iitosensumsfesvenisifondetiu’ld
] P A [ ]
. v W . -]
& OnConnect : 92 notify il socket 1 |i&f031ADA socket i Listen sod 1591182

& OnClose : 92 notify tion15i¥eude lagnlans

2.2.14 Blocking
Socket annsadunuy “blocking mode” M30 “nonblocking mode” '8 Manduves
socket A0g 1 blocking mode 9211 return shlanaundnzvinuvestiudnds niefuiuuuy

« . " S a1 v oo oaad ' a
nonblocking mode uﬂ‘WQﬂW“zﬂUﬂ']ﬂﬂUﬂu‘n ‘INﬂ15ﬂ5?“ﬁﬂuﬂ’]ﬂ?1“”ﬂ“ﬂ1ﬂﬂ3ﬂvlﬁl%1ﬂ



v 9
ﬂdf?‘ffﬂ GetLastError autudimn socket vflu block mode GetLastError 9% AU

WSAEWOULDBLOCK nauatile socket § block #3® fi1d4 process 8¢

2.2.15 Byte Ordering

TunFesnsuiunesnianiilasnssuaniueniins ST esd 1AL byte (Byte

Ordering) NANAY 15U luin509ATEQA Intel AR byte Il byte A1(ITINI1 “little-Endian™)
] »

ueinTeeaszgauunduney INady (5ond1 “big-Endian”) dMFU CAsyncSocket U

9
TUsunsues vz @e99An1s byte ordering 184 U@ IMTY CSocket 1@vamsauil 31dués

2.2.16 Converting Strings

psdemsseniuennamdunldvnavesudas byte Tu sting MU 9w

1 4

ANSI, Unicode #5® MultiByte Character Sets (MBCS)) Programmer 9¢A84111la4 string ina1il
Iawsadeasiuldediegndes (@1 1dsunsumes1¥ class CAsyncSocket udd My

L4
CSocket Yumsuyagvzgauiadriu class CString)

2.2.17 WB3A UAZUPAIASTT YD Socket

1). Wodn

v ¥
= o

4 ° T Y] v Y] ] [V J

wosatlununlFimuas 1diy socket udnzaa Tase: litimund v uRadu

¥ [} [} 9

wioufu my weimezgnifeununenniinduiiaiuayy Window Sockets @41l

~ o A ¢ a [] :’ [ ° 9 o a & :i ° [y

Socket YaaNNAAF UM aR Tty i ldaansalitenndmsuiiaudy
Socket lanaisaIndeuniu

2). Socket UBAIATH
Socket UANZAIVZAAABNY Internet Protocol (IP) Address Tuiiaiisn Taevia

TdusmasaezilSoualioudemnios 19U "www.kmitlac.th" #30 “161.246.10.21”
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2.3 mssamsnIulald

23.1 Qi
weneraduduyanfedoynidufivsmadvaveaenndindy  Suladfiudumude
. 4w o A &4
NN 9 mgmssiimuandesnisnisaeuaues  waaududunlsTaseadwyianiled
H
izneulifsdmdmdredwesnmaniu fudiumniinesvesnaas Taofinsifined

Y a &
WIUNVWDAIFYUAUY 9

1. n1m%'nuazmsﬂszmawammm

¥
o daa 9 [

= J -] ! e A
’JNTﬂ’Jﬂﬁ:Hﬂ'liﬂ%,'lﬂlilﬂlﬂi]llu‘/]ﬂﬂi NUBUHAWINIYITE LY "lmmzni‘lumimau

o v

o ad A A A ' o o .y 4 ] CAPR.Y A
A MINARY MIvdY 9 MevenufenHinTUNTaRIIUTAIdeBungnITel (Buya) #
o &' - o { 4’ 1 Y 1 3 : o [N
mavy  Tasdulmadenrhwmaefiadnyuma i ladh il lufivesssuy  vimiud gy

[) ] ) F
Tldsfvesenndmsuiimnzaude’lll  fnunzvesiivesennamsuituuutney
[ P Y dA a o a q ¥ 1A - &
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dauniseenfie wenwatasuiudfsesnliliosTaeSunldieisu GetMessage 9INATUA
v o/ o o a a1 I o .
wonuee uazds ludeilendualsz§13uTaadare  roileddu DispatchMessage

HwaaoesduniuTaaddeenisds lFaansuilsesiuTnad laoase tnufiozang
a =) ::‘l o~ - o a t-! Aa o o o
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19 Tagmwzdulad nazuewndindusedunameriinfidaoflaidu SendMessage Fane
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A NveymaIRafvgImilenAe M3 lFHaAdY CreateWindow uonvINRzfhy
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v o a o o A o v S a o [
dan lldsilandnlszdduland  udrsesuniilaiduivziansfummanade  waas
WM_CREATE v lirhuniewndinsuiae
13V g 11 A A - Jd 1 o’: a 3 [ = @ -4
uan hileniifsdu Tardmmiviaansordanae il fuennimsues o
aunsoadmaandadslilfifavesauies unzfveenndindusu q Tdivusu
wonndins Uz 19iandu GetMessage TugUliled sy WinMain ifodunmasesnain
Avesdenwaindues Heidu GetMessage vzhvmTasisunngiludfmmaoniely

ad 2 A 1 1 1 a o a A’
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14de
ol ¥u WiinMain vewewnansy @5 ummaninfunds Adesldisoniladsu
) y v
DispatchMessage (euanuauumas naznsaavaianiulyIdfladsudsziriulaada o
° [ dy ﬂ J Yo PE o & P \ o‘l, s
maviurutl szdumstemsmuguldiuiliidudseiiuTadNezanammaniu wda
: ') 1 o : L o’ Q'I o/
vnivhaungdesiunmasiifoviesnds AdwmsmuguadulUIdiadsundnlu

uennAInTY eauumaede U ludunlszananane i
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mwnsadunmaonludduedielshld

[
o

' v as ¢ & a ¢ v W o & o asd
dumsivdeyaninadueiatiuiuTardezsudunludnyaivessvinvesfidnng &
y 3 ¥ y
WueRealin1s 19U TranslateMessage  (iWeutlassyiavashdmaniuliifuswavesd
o 4 s o 1 o - : - {
onws deutlasldudrlansunzdanmasvesdaueud il wienlasiadisnysig

y
Wnadunituwisiinesveuuaaniv

2, msuﬂmmzﬁmmmmm

L

o o o H { 1
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