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ABSTRACT

This research aims to find the most effective method to watermark any text images of any
languages. The ultimate goal is to create the absolutely invisible or zero watermarks with more
robustness, higher hiding capacity and simultaneously identifying any change of its original texts
which generally are the limitations of most text-image watermarking methods. The testing with
many text images of Thai, English, Chinese and Arabic languages shown that the cross-ratio
theory is one of the most effective method to breakthrough these limitations, especially applying
the cross ratio of four collinear points for both horizontal and vertical lines which virtually run
across text-image character-skeleton lines, so called the double cross-ratio methodology, for
finely marking and detecting the zero watermarks on these line-character intersection points. This
method is strongly proved its effectiveness of creating invisible-zero watermarks and
enhancement of precisely tracing and retrieving the zero-watermarking positions and additionally
increasing the watermark robustness and text-image integrity verification performance, even
though it has been attacked and tampered with some geometric distortions and randomly text
modifications. These double cross-ratio applying for horizontal and vertical lines have
watermarking precision more than the single cross-ratio line, because two cross-ratio lines can be

used as the cross-checking lines of each other. To embed zero watermark, the intersection points

I



which all reference horizontal and vertical lines virtually run across all character-skeleton lines
will be used as the zero watermark embedding positions, one intersection for one specific zero
watermark pixel. Each intersection point is defined as one hiding-bit of zero watermark, so that
the more reference horizontal and vertical lines plotting, the more points of intersection would be
got and increasing the hiding-bit capacity for watermark embedding while this capability is the
disadvantage of many text-image watermarking methods. Therefore, the 11 or multiple layers of
crossed lines were created for enormously increasing these intersection points. In addition, if all
positions of intersection points are collected, these points will act as identity reference points of
all original characters for proving their integrities whether they are modified. From our testing, it
has suggested that 11 layers of crossed lines are suitable for applying for only a small amount of
sensitive documents, especially the important contract documents, but in case of general
documents with a lot of pages, only five layers (7th to 11th layers) of the main grid layer and
shifted grid layers are enough to apply at the reliability level up to 99 percent, except for the text

reordered and deleted manipulations.

Keywords: cross ratio, double cross-ratio methodology, zero watermark, watermarking, text
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CHAPTER 1

INTRODUCTION

1.1 Statements of Problem

At present, creating and embedding watermark in a text image is still has many limitations,
especially the lower of its robustness against variety of attacks as well as its capacity to hide more
volume of watermark data, according to the nature of content, language and text itself that mostly
written in black color. This nature gives a little variation space to hide a big volume of invisible
watermark data, hence let it so easy to be seen and destroyed by some simple attacks. A lot of
research has tried to propose their algorithms for hiding a lot of watermark data in the text image
but they could apply only with some specific language and still get only small hiding-bit data
capacity and could not be strong enough to survive from those attacks. Therefore, this research
aims to find a new concept for solving these problems and get rid of most sensitive weak points
by applying the cross ratio theory together with the character-skeleton line intersection to build up
the novel effective watermark robustness against some specific sensitive attacks, especially the
projective-geometric distortion and text manipulation which rarely found in other research.
Moreover, this applying also simultaneously increases watermark hiding-bit data capacity, makes
watermark totally invisible without modifying the original text image, effectively watermarks any

multi-language text image and sensitively identify any change of the original text integrity.

1.2 Research Objectives

The main objectives of this thesis are to
1. Find the novel method to effectively zero watermark any text images in any
languages.
2. Get more remarkable hiding-bit data capacity of watermark.
3. Make zero watermark surviving from the specific sensitive attacks; affine
transformation and text manipulation.

4. Identify any change of the original text image.



1.3 Scope and Limitation of The Study

The scopes and limitation of the study are:
1. Studying only the grayscale text image
2. Testing with Thai, English, Chinese and Arabic text images
3. Testing with text image size of 1240x1754 pixels and 150 dpi of resolution

1.4 Results

The benefits of the research are as follows:
1. To create the novel text-image zero watermark
To create the text-image zero watermark which robust to many possible attacks

To increase the hiding-bit data capacity of text-image zero watermark

v

To create the text-image zero watermark which can be applied to any text images in
any languages

5. To create the text-image zero watermark which can be simultaneously detected the
text copyright and integrity of some specific text images of sensitive documents such

as contract papers, title deed or land certificates, etc.

1.5 Research Methodology

To apply the cross ratio theory of four collinear points for the horizontal and vertical lines
which virtually run across text-image character-skeleton lines, so called the double cross-ratio
methodology, for finely marking and detecting the zero watermarks on these line-character
intersection points. This applying has watermarking precision more than the single cross-ratio line
has, because two cross-ratio lines can be used as the cross-checking lines of each other. To embed
zero watermark, the intersection points which all reference horizontal and vertical lines run across
all character-skeleton lines will be used as the zero watermark embedding positions, one
intersection for one specific zero watermark pixel. Each intersection point is defined as one
hiding bit of zero watermark, so that the more reference horizontal and vertical lines plotting, the
more points of intersection would be got and consequently increasing both robustness and hiding-

bit data capacity for watermark embedding. In addition, if all positions of intersection points are



collected, these points will act as identity reference points of all original characters for proving

their integrities as well.

1.6 Organization of Thesis

The remaining chapters of this thesis are organized in the following way.
Chapter 2 provides background of digital text image watermarking and cross ratio of four

collinear points.
Chapter 3 presents applying cross ratio for text image watermarking.

Chapter 4 contains experimental results; their results and analysis.

Chapter 5 presents conclusion and recommendation.



CHAPTER 2

LITERATURE REVIEWS

This chapter is divided into two sections, Section 2.1 provides background of digital
watermark and cross ratio theory which mainly applied to this research and Section 2.2 is the

related works reviewed for knowledge representation.

2.1 Backgrounds

This section addresses background of digital watermark and an overview of its
methodology. In addition, theoretical background of cross ratio theory of four collinear points and
Hough transform method are described. These definitions, theories and methods are applied in

this research to enhance overall performances of the digital watermarking process.

2.1.1 Digital Watermark

Digital watermarking is one of the processes of hiding data for protecting copyright of
digital media either in forms of audio, video, text, etc. There are two categories of watermarking;
visible watermarking and invisible watermarking. The major purpose of watermarking is to
protect copyright of media through creating various forms of obstructions to violators.

An illicit re-distribution and reproduction of information content (s) and copyright violations
can be avoided by applying text watermarking methods. Watermarking solutions for image, audio
and the video images are already in place and a number of research groups are working in these
domains. However, the watermarking methods for text documents, especially text image, are very
scarce. Text document watermarking is the most difficult kind of watermarking; this is due
largely to the relative lack of redundant information in a text file, especially text image, as
compared with a picture or a sound file. The structure of text documents is identical with what we
observe, while in other types of documents such as in picture, the structure of document is
different from what we observe. Therefore, in such documents, we can hide information by
introducing changes in the structure of the document without making a notable change in the

concerned output.



In image watermarking imperceptibility is achieved by exploiting the “redundancy” in
images and the limitations of the human visual system. Similarly in case of audio and videos,
redundancy of sound waves and video frames can be utilized to embed watermark. We need to
find similar redundancy in text to hide information. The binary nature, block/line/word patterning,
which provides demarcation between foreground and background, text meaning, structure, style,
language rules, are some of the eminent addressed in any text watermarking algorithm, However,
it still has the limitations of the hiding data process, especially for a black and white text image
file. Main limitations are making digital watermark invisible on text and increasing a hiding-bit
capacity to have enough volume for embedding all watermark data they want.

Mostly, text image is embedded with the visible watermarking for indicating the ownership
of such media. In case of making invisible watermark, a text image must be embedded with
slightly hiding data in order to difficultly observe. The ideal solutions for watermarking should be

easily processed, robust, and imperceptible.

2.1.2 Watermarking Techniques for Text Documents [1]

A text, being the simplest mode of communication and information exchange, brings various
challenges when it comes to copyright protection. Any transformation on text should preserve the
meaning, fluency, grammaticality, writing style and value of the text. Short documents have low
capacity for watermark embedding and are relatively difficult to protect. Text watermarking
algorithms are also dependent on text size, its language, rules, grammar, conventions and writing

styles. The description of work done in each category of text watermarking is as follows:
2.1.2.1 Image-based Techniques

In this approach towards digital text watermarking, the text image is used to embed
the watermark bits. Text should be treated as text instead of an image. The approach is not
resistive to text reproduction (re-typing) attack. With effective and increasing use of OCR
(Optical Character Recognition) nowadays, these methods are totally a failure. The use of OCR
can destroy the changes made by shifting words upward and downwards, to the document
margins, to the fonts, serif and features of the text. Also, watermark can easily destroyed by a
simple “copy paste to notepad” attack. In this way, all the changes made in text structure, feature

and font to embed watermark will get destroyed.



2.1.2.2 Syntactic Techniques

Text is composed of sentences. Sentences are composed of words, and words can be
nouns, verbs, articles, prepositions, adjectives, adverbs etc. Sentences have different syntactic
structure which depends on language and its conventions. Applying syntactic transformations on
text structure to embed watermark has also been one of the approaches towards text watermarking
in the past. The syntactic solutions are more applicable to agglutinative languages like Korean,

Turkish and Arabic than English language.
2.1.2.3 Semantic Techniques

The semantic watermarking schemes focus on using the semantic structure of text to
embed the watermark. Text contents, like verbs, nouns, prepositions, words spelling, acronyms,
sentence structure, grammar rules, etc. are exploited to insert watermark in the text.

The text watermarking, based on semantics, is language dependent where language is
not something static. With the passage of time, language varies and hence the security and
copyright solution provided by digital watermarking based on semantic will have limited strength.
The semantic techniques for digital watermarking use natural language processing algorithms to
analyze text meaning and to perform transformation. NLP is an immature area of research; hence,
text watermarking using semantics does not give a practical and complete text watermarking
solution. The synonym based techniques are not resilient to the random synonym substitution
attacks. Also, synonyms may not always be giving the exact meaning of the word hence
destroying the value of the text. The sensitive nature of some documents e.g. legal documents,
poetry, and quotes do not allow us to make semantic transformations randomly
because in these forms of the text, a simple transformation sometimes destroys both the semantic

connotation and the value of text.

2.1.2.4 Structural Techniques

Structural schemes of text watermarking are the recently used watermarking approach
which uses text structures to embed watermarks. In this scheme, text is not modified when the
watermark is embedded in to it. These types of text watermarking schemes are robust zero
watermarking [2], [3]. A text watermarking technique to protect copyrights of text documents by

using existence of double letter (aa-zz) in the text, have been proposed. The algorithm is a



combination of encryption, steganography and watermarking, and provides a robust solution for
text watermarking problem. To overcome the shortcoming of, another algorithm using double
letters and preposition has been proposed. The structural algorithms are not applicable to all types

of text documents and the algorithm use an alphabetical watermark [4].

2.1.3 Zero watermarking technique

A zero-watermarking algorithm is the one which does not change the characters of original
data, but utilize the characters of original data to construct original watermark information. As a
new digital watermark system, zero watermarking can resolve conflict between imperceptibility
and robustness of digital watermark [5]. Thus, any watermarking algorithm that does not change
the characters of original data, but utilize the characters of original data to construct original
watermark information, such as syntactic and structural techniques mentioned above, can also be

classified as a such type of zero-watermarking algorithm.

2.1.4 The Cross Ratio of Four Collinear Points

The cross-ratio is a basic invariance in projective geometry (i.e., all other projective
invariance can be derived from it). Here brief introduction to the cross-ratio invariance property is
given.

Let A, B, C, D be four collinear points (Three or more points A, B, C,... are said to be
collinear if they lie on a single straight line [6]) as shown in Fig. 2.1. The cross-ratio is defined as
the “double ratio” in Eq. (2.1).

AC-BD
BC-4AD .1

(4,B;C,D)=

where all the segments are thought to be signed. The cross-ratio does not depend on the selected
direction of the line ABCD, but does depend on the relative position of the points and the order in
which they are listed. Based on a fundamental theory, any homography preserves the cross-ratio.
Thus central projection, linear scaling, skewing, rotation, and translation preserve the cross-ratio
[7]. This is the main reason that it has been efficiently applied to embed and detect any watermark

on any text image.



Figure 2.1 Collinear points A, B, C, and D

2.1.5 The Hough Transform Method

The Hough transform method involves transforming each of the figure points into a straight
line in a parameter space. The parameter space is defined by the parametric representation used to
describe lines in the picture plane. Hough chose to use the familiar slope-intercept parameters,
and thus his parameter space was the two-dimensional slope-intercept plane [8].

The set of all straight lines in the picture plane constitutes a two-parameter family. If we fix
a parameterization for the family, then an arbitrary straight line can be represented by a single
point in the parameter space. For reasons that become obvious, we prefer the so-called normal
parameterization. As illustrated in Fig. 2.2, this parameterization specifies a straight line by the
angle @ of its normal and its algebraic distance p from the origin. The equation of a line

corresponding to this geometry is defined as in Eq. (2.2).

p=x,c080+y,sin@ 2.2)

N

\a

<~

Figure 2.2 The normal parameters for a line.

Suppose now, that we have some set { (x,, y,), .. . ,(x, ,) } of n figure points and we want
to find a set of straight lines that fit them, as shown in Fig. 2.3. Thus, this method can be applied
to helpfully detect angles and edges of any scanned watermark-embedded text document during

watermark detecting process.
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Figure 2.3 Projection of collinear points onto a line.

According to Eq. (2.2), therefore possible to associate with each line of the image a pair
(p,6) which is unique if 0 € [0,72') andpeR,orif B e [0,272') and p>0. The (p,0)
plane is sometimes referred to as Hough space for the set of straight lines in two dimensions.

Applying the Hough Transform to a set of edge points (x, y) results in an 2D function
C(p,0) that represents the number of edge points satisfying the linear equation
p=xcosf+ ysin 6. In practical applications, the angles € and distances p are quantized, and
we obtain an array C( o ,6; ). The local maxima of C(p; ,6;) can be used to detect straight line

segments passing through edge points.

Let us consider a rectangle with vertices P, = (x,, y,), P, = (x, y,), P, = (x, y,) and P, = (x,,
¥4, with PP, and P,P, being parallel sides with length a, as well as P,P, and P P, with length b.
Also, let us assume that the origin of the coordinate system is located in the center of the

rectangle, as shown in Fig. 2.4,



This material is reserved for educational use only, not allowed for commercial use.

Forbidden to modify the content, and cite the document when use.



This material is reserved for educational use only, not allowed for commercial use.

Forbidden to modify the content, and cite the document when use.



This material is reserved for educational use only, not allowed for commercial use.

Forbidden to modify the content, and cite the document when use.



This material is reserved for educational use only, not allowed for commercial use.

Forbidden to modify the content, and cite the document when use.



This material is reserved for educational use only, not allowed for commercial use.

Forbidden to modify the content, and cite the document when use.



15

replace one sine wave. Signals have been encoded in phrases, waves, and frequencies of sine
waves. The algorithm can do both non-blind modes for inserting signals, spaces between letter
should also been changed, feature coding.

Min Du et al. [23] proposed a text digital watermarking algorithm based on human visual
redundancy. According to that the human eye is not sensitive to the slight change for text color,
watermarks were embedded by changing the low-4 bits of RGB color components of characters.
This proposed method has good invisibility and robustness which depending on its redundancy.

However, this research tested its robustness against word deleting and modifying only.

Second Technique: Embedding text watermark by text character/letter feature
modifying, for example, Brassil, et al. [17] have used the letter adjusting by reducing or
increasing length of letter; such as, increasing length of letters b, d, or h. For principle applying to
extract hidden data out of document can be done by comparing hidden data document against
original document. The limitation of this process is that the hidden data will be so little robust to
document passing through document processing.

Applying arithmetic expression to replace characteristic of letter with close component has
developed by W. Zhang et al. [19] which has applied arithmetic expression to replace
characteristic of letter with close component (in square form) which the hiding is done by
adjusting sizes of those characters in document file. This process is robust against attacks or
destruction and unable to observe. The test referred that the mentioned hiding is durable and
more difficult to observe than those of the line-shift coding, word-shift coding, and character
coding but has not presented the robustness testing information in the research document.
However, this research has only been applied to Chinese characters and subject to be further
researched since the process has tested only the character replacement attack, has not yet been
tested against durability to various forms of watermark attacks.

Shirali-Shahreza et al. [21] has applied changing of characters in Persian that a number most
characters have their distinction in their peaks (Persian letter NOON) of these characters for
hiding. Due to  defects in using OCR in reading Persian and Arabic text image; therefore, reading
of printed text from these characters for extracting hidden data is considered complicate,
especially after attacking that has not yet been tested.

Suganya et al. [22] proposed to modify perceptually significant portions of an image to

make the algorithm that watermark is hidden in the point’s location of the English letter i and j.
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first few bits are used to indicate the length of the hidden bits to be stored. Then the cover
medium text is scanned to store a one, the point is slightly shifted up else it remains unchanged.
However, this research did not refer to any robustness testing result.

Third Technique: Watermarking with semantic schemes or word/vowel substitution
and using text structure itself; Topkara et al. [25] has developed a technique for embedding
secret data without changing the meaning of the text by replacing words in the text by synonyms.
This method deteriorates the quality of the document and a large synonym dictionary is needed.

Samphaiboon et al. [24] proposed a steganographic scheme for electronic Thai plain text
documents that exploits redundancies in the way particular vowel, diacritical, and tonal symbols
are composed in TIS-620, the standard Thai character set. The scheme is blind in that the original
carrier text is not required for decoding. However, it can be used with only Thai text document
and its watermark data is so easy to be destroyed by reediting with a word processing program.

The following presenting research has been focused on the text image, scanned, copied or
saved from an original document paper, watermarking, with the cross ratio theory in collinear
point type applying, in order to overcome the above mentioned limitations of text image
watermarking, especially the hiding-bit capacity, robustness and language dependency. Thus,
there are four main objectives of this study, the first is to study the new way to make zero
watermark on text image that is not depending on some specific languages, the second is to
increase remarkable hiding-bit capacity for virtually embedding digital watermark, the third is to
test its robustness against various types of attack, particularly geometric distortion such as
scaling, shearing and rotating and other manipulations; data compression, noise signal adding and
brightness, contrast, scale, sharpness and blur adjusting, and the fourth is to find the way to verify

its integrity.



dwinveayanan uizsouindimanisiy

e e e

CHAPTER 3

ANALYSIS OF DIGITAL WATERMARKING
FOR TEXT IMAGE

3.1 The Experiment Concept and Plan
3.1.1 The Experiment Concept

According to the statements of problem and research objectives, in the Section 1.1 and 1.2
respectively, the concept of this watermarking experiment can be defined as follows.

1. Find the novel way to embed watermark with slightly modifying or without modifying
any original text images of any languages, the later so called zero watermarking technique. Here,
we plan to use space between text lines, words and characters and intersection points which
reference lines run across the skeleton lines of each character.

2. Explore watermarking strength contributions, such as hiding bit capacity, robustness and
integrity verification, of some specific crossed or grid lines; main and shifted horizontal (H),
vertical (V) and double (H & V) lines, which run across the skeleton lines of each character and
create considerable reference intersection points for effectively marking and detecting some zero
watermarks throughout a text image page.

3. Prove the crossed-line intersection watermarking efficiency and effectiveness of hiding
bit capacity and integrity verification and robustness after making some geometric attacks, such
as sharpness, JPEG compression, blur, contrasting, shearing, rotation, noise signal adding and
scaling, and text manipulations, including text adding/inserting, reordering and deleting of each
type of crossed line.

4. Close some vital loopholes or weaknesses of each crossed-line intersection and build up
their performance by combining all types of crossed line to create the multi-layers of zero

watermarks which act like the finely crosscheck mesh.

76543
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3.1.2 The Experiment Plan

Regarding to the experiment concept mentioned above, In this section, a method for deriving
such reference crossed-intersection points is detailed and the experiment plan has been defined as

shown in Table 3.1.

3.2 The Cross Ratio Theory Definition and Application

To apply the cross ratio to digital image watermarking, three reference points are required.
According to the Eq. (2.1) and Fig. 2.1, we can specify the definition for applying the four-
collinear point cross ratio to efficiently embed and detect watermark as follows.

C,C,is line from an origin point C,to a destination point C, where a=1, 2, 3,4 and

b=1,2,3,4.

Cr = (AC/BC)/(AD/BD) = (AC*BD)/(BC*AD)

R = (AC/AD)/Cr
BA= AD - CD/(I-R)

DsB is distance of BA/AD is equal the value of BA/DA.
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grayscale, and white color, grayscale equal or higher than 245, of text image background would
be changed into black color at zero grayscale.

2. After that dilate all text character pixels until they have Jjoined together and turned
into the white-color strips. Then, erode or fill in the black color into the white-color strips for
compensating the dilated pixels which expanded out of the actual boundary of text content
borders.

3. Use Hough transform function to detect four angles and edges of four side borders

of a text content and then find the Hough peaks for identifying the coordinates of four corners.

This method will give us the certain text image angles and edges so that identify all
four reference corners, sides and its reference center point, D of a text image where the left and
right diagonal lines intersected, as described under the Section 3.4.1.1. This main reference
center would bring us to trace back to other reference lines and finally all watermark embedded

lines, as explained in the Section 3.4.1.2, 3.4.1.3 34.14,3.4.1.5,3.4.1.6 and 3.4.1.7.

3.4.2.2 Embedded Watermark Identifying

Once the four corner points are detected watermark embedding points, on the text
image J g » must be identified. Each point can be calculated by using the method similar to that of
the embedding stage (see Egs (2.3)). To extract the values of the pixels corresponding to those
watermark embedding points, a watermark can be detected by using the correlation coefficient

detector as described in the Section 2.1.7.

3.5  Method 2: Applying The Single Reference-line Intersection of Horizontal
Line and The Cross Ratio Theory to Increase The Hiding-bit Capacity and
Original-text Verification Performance of Text-image Watermark with Zero

Watermark Embedded

Since the Method 1 is based on the actual watermark embedded between text lines, so that
they have given us considerably low hiding bit capacity of watermark secret data and so easy to
be destroyed by copying process. Thus, in the Method 2, we have tried to solve these weak points

by applying the horizontal crossed-line intersection which virtually ran across the skeleton lines
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of each character. Under this method, the text watermarking process is based on three sub-
processes; the first one is to define watermark marking positions and its hiding-bit capacity with
line intersection, the second one is to match the cross-ratio reference points with zero watermark
marking positions for easily tracking the zero watermark marking points after a text image has
been attacked and the last one is to detect the zero watermarks and verify its integrity with the

matching percentage method.

3.5.1 Hiding-bit Capacity for Watermark Marking

Able to calculate the watermark hiding-bit capacity by following the procedure as described

below.

3.5.1.1 Identify and draw the lines for the top, Liop-Border » and bottom, L

‘Bottom—Border »

borders of each text line (see Fig. 3.4).

3.5.1.2 Find and draw the main-middle line, L, ... » between the top and

bottom border lines of each text line.

3.5.1.3 Find and draw the top-middle line, Ly psiaae > between the top-border line

and the main-middle line.

3.5.1.4 Find and draw the bottom-middle line, L ostom-mtiaare » DEtWeen the bottom-

border line and the main-middle line.

3.5.1.5 Detect each prominent intersection position of each horizontal line which
runs across each text-character skeleton line or blank area where its tone is less or equal and
higher than 245 grayscale level. These prominent positions would be specified as the embedded
bits; one or zero, of invisible zero watermarks if their tones are lower than 245 or equal and

higher than 245 respectively.
3.5.1.6 Count all intersection positions on each page of each language.

3.5.1.7 Define each intersection position as 1 bit so that total of intersection position

of each page means the capacity of hiding bit for hiding watermark data.
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3.5.2 Invisible Zero Watermark Marking Scheme
To apply the cross ratio to text image watermarking, three reference points are required. The

watermark marking process under this method can be proceeded by applying the embedding

scheme as described in the Section 3.4.1.

h
t~
>}
hY

l LBaltam — Border |
(©)

Figure 3.4 (a) Notations of horizontal lines intersect two diagonal lines. (b) and (c) Notations

of virtual five lines intersect text character lines.
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However, under this method the watermark virtually marking at the selected
intersection points which the horizontal crossed lines run across the skeleton lines of each

character, as shown in Fig. 3.4 (a), (b) and (c).

3.5.3 Invisible Zero Watermark and Integrity Detection Scheme

3.5.3.1 Identify Angle and Edge of a Watermark-embedded Text Image

The angle and edge of a watermark-embedded text image can be identified by the
process as described in the Section 3.4.2.1 This process will give us the certain text image angles
and edges so that identify all four reference corners, sides and its reference center point, D of a
text image where the left and right diagonal lines intersected, as described under the Section
3.5.1. This main reference center would bring us to trace back to other reference lines and finally
all watermark embedded lines, as explained in the Section 3.5.2 and then eventually detects the

zero watermark embedded points.
3.5.3.2 Identify the language type of a watermark-embedded text image

According to the watermark embedding patterns are depending on the specific type of
language so that after the main reference lines of a text image detecting, we have to identify the
type of language by applying the reversed aspect ratio as described under the Section 3.3.

Based on this ratio application, the average reversed aspect ratio, as shown in Eq.
(3.25), of each language would be explored in advance in order to use it as the reference identity
of each specific language by following the brief procedure specified below.

1. Split each character of each language text image sample set; English, Thai,
Chinese, and Arabic, by applying the histogram technique.

2. Select only the text row of each language that its height is higher than the
mean height value but lesser than the highest value.

3. Capture only characters of each language that have grayscale value lesser

than, mean value, 250. Then, we would get the results as shown in Figs. 3.5 ~ 3.8.
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4. Detect height and width of each selected captured character of each language
and then calculate its reversed aspect ratio, Rr, by applying the Eq. (3.1).

5. Calculate the average reversed aspect ratio, ARr, of each language by
applying the Eq. (3.2) and find out the reference identity of each specific language; English, Thai,

Chinese, and Arabic.
3.5.3.3 Zero Watermark Detection

After the four corner points are detected, watermark marking points must be
identified. Each point can be calculated by using the method similar to that of the marking stage
(see Eq. (3.7)). By extracting the values of the pixels corresponding to those watermark marking
points, a watermark can be detected by using any of the existing watermark detectors. Here, we
adopt the basic matching percentage method as described in the Section 3.5.3.4 to compare each
detected watermark positions with its originally marked positions, one-by-one, till cover all

specified positions. Predefine the set of cross-ratio values, to be used in subsequent steps.



Figure 3.5 The example of the captured characters of the watermarked English text image.
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Figure 3.6 The example of the captured characters of the watermarked Thai text image.
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Figure 3.7 The example of the captured characters of the watermarked Chinese text image.
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Figure 3.8 The example of the captured characters of the watermarked Arabic text image.
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3.5.3.4 The Matching Percentage

The matching percentage is applied for comparing the watermark embedded position
with the watermark detected position, one-to-one, and then count all the matched positions to

calculate the percentage of matching by using Eq. (3.7).

D , 3.7
MPW_Z "”"y)loo G7)

D Py

where MPW = Matching percentage of watermark embedded position detection which

corresponding to the selected intersection point for embedding watermark.

D, = Detected watermark at position x,, y, .
P, = Prominent Intersection points at position x,, y, which were selected to embed
watermark.

3.6 Method 3: Applying The Single Reference-line Intersection of Additional
Vertical Line and The Cross-ratio Theory to Increase More Watermark-
hiding Capacity and Original-text Verification Performance of Text-image

Watermark with Zero Watermark Embedded

After studying the structure of character skeleton lines of English, Thai, Chinese and Arabic
languages, in the Method 2, we had found that some character skeleton lines of some languages,
such as English and Thai mostly have their skeleton lines in the vertical direction which the
horizontal crossed line could not run and cut along them. This limitation of the horizontal line
means some text manipulations, such as text adding, reordering and deleting, would not be
detected. Thus, the Method 3 has been designed for exploring the advantages of the vertical
crossed line. Like two methods described above, the text watermarking process is based on two
sub-processes; the first one is to match the cross-ratio reference points with zero watermark
marking positions for easily tracking the zero watermark marking points after a text image has
been attacked and the last one is to detect the zero watermarks and verify its integrity with the

matching percentage method.
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3.6.1 Invisible Zero Watermark Marking Scheme

To apply the cross ratio to text image watermarking, three reference points are required. The
watermark marking process under this method can be predefined the set of cross-ratio values and
find the image center by following the steps and equations as described in the Section 3.4.1. After

that, follow the steps as described below.

3.6.1.1 Find each of the primary-level watermark marking points (T Cr, andTCg) on
the right diagonal line (see Fig. 3.9 (a)) as described by Egs. (3.5) ~ (3.6) below. Those points can
be identified by using two comner points of the left diagonal line (C, and C,), in combination
with the image center point D, and the predefined cross-ratio values (C,). Here, (xy) =(
XrerisYrer i hi=1,2, A=C, C,=(x,,y,), B= ICr,,C= D,andD=C5=(x,,y,).

3.6.1.2 Find each of the primary-level watermark marking points (73 Cr,) on the right
diagonal line (see Fig. 3.9(a)) as described by Egs. (3.5) ~ (3.6). Those points can be identified by
using two cormner points of the left diagonal line (Ciand C,), in combination with the image

center point D, and the predefined cross-ratio values (C, ).
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3. Repeat steps, as described in the Section 3.7.1, for finding each secondary-level
watermark marking point (Eh;, ) at the prominent horizontal crossed-line intersection position
where each horizontal line runs across a text-character skeleton line or blank area and its tone is
less or equal and higher than 245 grayscale level if we need more effectively embedding and
detecting. These prominent positions would be specified as the embedded bits; one or zero, of
inv{sible zero watermarks (E#, , ) if their tones are lower than 245 or equal and higher than 245

respectively, as shown in Figs 3.17(b)-(c).

4. Find each of the primary-level watermark marking points (7Cr;) on the right
diagonal line as described by Egs. (3.5) ~ (3.6) below. Those points can be identified by using
two corner points of the left diagonal line (C,andC,), in combination with the image center
point D, and the predefined cross-ratio values (C,).Here, A=C, C,=( X;,Yeh B=1TCry,C
=D,andD=C,, C,=(x4,y,).

5. Find each of the secondary-level watermark marking points (VC,_, ) on the line (see
Fig. 3.18) as described by Egs. (3.5) ~ (3.6) below. Those points can be identified by using two
corner points of the line C; C,, C; C,, in combination with the image central point VCr; and the
predefined cross-ratio values (C, ).Here, 4=C, OR C;=(x,,y;) B=V, ,C=VCr,oR VCr,

and D= C,0R C, =(x,4,y,).

6. In case of vertical line, detect each prominent intersection position of each vertical
line which runs across each text-character skeleton line or blank area where its tone is less or
equal and higher than 245 grayscale level if we need more effectively embedding and detecting.
These detected prominent positions would be specified as the embedded bits; one or zero, of
invisible zero watermarks (Ev,; ) if their tones are lower than 245 or equal and higher than 245

respectively, as shown in Fig. 3.18 (b)-(c).

7. In case of double (H & V) lines, each pair of Cverps Yvers) Covcrais Yveras) level
find an intersection, (x;,¥;), of crossed line of each level drawn across (X ucris Yrcrs)
(X uermysYuems)s by applying’ Egs. (33) ~ (34). For each pair of

Kycris Yvers) (Xycr2, Yvcray) find an intersection | (X ponks Vi) , of crossed line of each

X X X =(xyr;
level drawn across ( HerLy s Yherw) ( HCrR,l!yHCrR,I), (x, ¥ =( VCrl,I’yVCrl,l)’

(%2, ¥,) = (xVCrZ,i > yVCrZ,I) , (x3,73) = (xHCrL,I’yHCrL,I) , (x454) = (xHCrR,i’yHCrR,I) )

8. Detect each prominent intersection position of each double (H & V) line which

runs across each text-character skeleton line or blank area where its tone is less or equal and
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higher than 245 grayscale level if we need more effectively embedding and detecting. These
detected prominent positions would be specified as the embedded bits; one or zero, of invisible
zero watermarks (Evh, ) if their tones are lower than 245 or equal and higher than 245

respectively, as shown in Fig. 3.19(b)-(c).

3.8.2 Watermark Detection Technique

3.8.2.1 Identify Angle and Edge of a Watermark-embedded Text Image

To detect a watermark from the text image, the four image corner points must first be
detected. These angle and edge of a watermark-embedded text image can be identified by

following the process as described in the Section 3.4.2.1.

3.8.2.2 Identify The Language Type of a Watermark-embedded Text Image

The language type of a watermark-embedded text image can be identified by

following the procedure as described in the Section 3.5.3.2.

3.8.2.3 Detect The Watermark Bits at The Embedded Intersection Points

Like the Method 2, the matching percentage method, as described in the Section

3.5.3.3, will be used to detect the marked zero watermark.

3.8.2.4 Translate The Watermark Bits into The Embedded Secret Data

After getting the extracted bit values of each redundant block or layer, the next step is
to translate them into characters or embedded watermark secret data, as shown in Fig. 3.15 (Step
5), and then compare them with the original embedded secret data. These comparisons will be

done block by block or layer by layer and then check the percentage of matching.
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3.8.2.5 Verify Text Image Integrity and Changing

If the extracted data does not match with the original embedded secret data, the
unmatched bits would lead us to their positions, (x, y,), where we can check their modifications,
as shown in Fig. 3.15 (Step 6), such as some new text adding, reordering or deleting. This would
help the copyright owners to trace back any change which be done with their original text images.
At the same time, this technique can also prevent the copyright owners to be forced to accept their
ownership with any fake text images which have been proved that embedded their verified
watermark secret data. This situation may happen if they have applied the physical watermarking
technique such as inter-word or line shifting, which some hackers may observe and know how to
manipulate them by avoid touching the watermark embedding positions. That means the right
watermarked data is still detected and extracted even them have been modified. This mistake
acceptance would rarely occur under this new technique because all text characters are finely

marked, stored and detected, so that a little bit change can eventually be identified.



CHAPTER 4

EXPERIMENTAL EVALUATION

4.1 Experimental Results of Method 1:
Applying The Actual Watermark Embedded Between Text Lines and The

Cross Ratio Theory to Build up The Robustness of Text-image Watermark

Under this computer simulation experiment, 35 grayscale multi-language text images, size
of 1240x1754 pixels and 150 dpi of resolution, were used to add 20 different invisible actual
watermark patterns of length 100 bits, Ol is 3, block size of watermark 5x5 pixels/watermark
pattern bit, as described in Section 3.4 of Chapter 3. The cross-ratio values used for watermark
embedding and detecting were 120 values.

The results of experiment for digital embedding in 35 grayscale text images of four tested
languages; English, Thai, Chinese and Arabic, applied with 20 various watermark patterns (see
Figs. 4.1 ~ 4.5), through measuring of watermark values from correlation coefficient by fixing
threshold value equal to 0.5 (if there are watermarks in text images with threshold value from 0.5
onward, if there is no watermarks its value must be less than 0.5) revealed the reasonable

watermark robustness enhancement of the cross-ratio applying.

L d
where a, b represent the || imunmofmmimsaon
tho rest of the protocal. |\ oy umedfiurmaney
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Figure 4.1 Show some invisible actual watermark pattern bits which were embedded between
each text line of English, Thai, Chinese, and Arabic text images.
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358 R, Beauxis ct al.

We believe that the probability of error is a central notion for information-hiding,
and we expect that it will be thoroughly explored in the next future.

In [33] we have characterized the Bayes risk in terms of the solution of certain sys-
tems of equations demed from the matrix of the channel. This has lead to an algorithm
to compute the maximum value of the Bayes risk. Furthermore, it has allowed us to
improve functional bounds on the Bayes risk.

In [32] we have studied how the operators of m, affect the probability of error, In
purticular, we have churucterized constructs thut have the property of not decreusing the
degree of protection, and that can therefore be considered safe in the modular construc-
tion of protocols. As a cuse study, we apply these techniques to the Dining Cryptogra-
phers, and we ure able to derive u generalizution of Chaum’s strong anonymity result
for the Dining Criptographers. More precisely, we have shown that the Dining Cryptog-
raphers on an arbitrary graph (where the nodes are the cryptographers and the arcs are
the coins) is strongly anonymous if and only there is a spanning tree formed entirely of
fair coins.

6 Computing the Matrix Associated to a Protocol

In this section we show how to compute the matrix associated to a protocol specified in
7p, using our (very preliminary) r, model checker VAMP (http: / /vamp.gforge.
inria.fr/).

We consider the protocol for the DC represented in Table 1. Assume we want to
compute p(o]s;), where 8; represents the fact that the cryptographer  is the payer, and
0 is of the form outall{y,, 1. y2). We redefine the Masrer to be

(1) . Mg (0) . Fig2 (0)

Then, we run the resulting process DC in VAMP, with query 0. VAMP gives as result
the (unconditional) probability of executing o in the new specification, which corre-
sponds to the conditional probability {v|s;) in the orlginal specification.

We have computed various channcl matrices, for different values of the probability
p that a coin gives heads (we assume that cach coin is biased in the same way), The
results are shown in Fig. 3.

Finally, from the matrix, we can compute the capacity. This can be done, in general,
by using the Arimoto-Blahut approximation algorithm, or, under certain symmetry con-
ditions, we can upply a formula (see [22] for more details).

In this case we could apply the formula bccause the conditions are satistied. The
resulting graph is displayed in Fig 4, As upcctcd when p = (.5 the protocol is
strongly anonymous and the relative loss of anonymity is 0. When p approaches 0
or 1, the attacker can deduce the 1denuty of the payer with increasingly high proba-
bility, so the capacity increases. In the extreme case where the coins are totally biased
the attacker cun be sure nbout the payer, and the camcxty takes its maximum value of
log 3.

Figure 4.2 Show some invisible actual watermark pattern bits which were embedded between

each text line of English text image.
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Figure 4.3 Show some invisible actual watermark pattern bits which were embedded between

each text line of Thai text image.
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Figure 4.4 Show some invisible actual watermark pattern bits which were embedded between

each text line of Chinese text image
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Figure 4.5 Show some invisible actual watermark pattern bits which were embedded between

each text line of Arabic text image
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Firstly, tested the controlled text image without watermark by comparing with watermark
pattern could obtain value of correlation coefficient = 0, while the image with watermark pattern
obtained value of correlation coefficient = 1.

After that testing the cross-ratio watermarking robustness with nine attacks, including three
projective-geometric distortions; shearing, scaling and rotating and five image manipulations;
compression, sharpness, contrast, blur masking and noise signal adding. Under this testing, all
watermark embedded text images had been routinely detected their edges and angles by applying
the Hough transform method, as described in the Section 3.2, Before watermark carefully
detecting. The actual watermark detecting results can be classified their effects into three groups
as follows:

Group I: No effect on actual watermark robustness has been found under attacking of
sharpness which shown the correlation coefficient = 1, for all percentage of sharpness filtering
variation, range 0 — 100% (see Table 4.1).

Group II: Very low effect on actual watermark robustness has been found under attacking
of compression, at the range 60 — 100 % of JPEG compression quality, scaling, at the range 11 —
60% of scaling factor (see Fig. 4.6), blur, at the range 3x3 — 13x13 of blur filtering mask size,
contrasting, at the range 1 — 45%, shearing, at the range 0 — 0.05 and rotating, at the range of
angle between 1- 4 degrees (see Fig. 4.7) which shown the acceptable correlation coefficient
values between 0.5 - 1, for all kinds of attacking values specified above.

Group III: High effect on actual watermark robustness has been found under attacking of
Salt & Pepper noise signal adding, at the range higher than 1.5%, and Gaussians noise signal
adding, at all ranges shown unacceptable correlation coefficient values which mostly near “0”. It
has shown that noise disturbing signals is the most complicated factor to affect watermark

detecting, if there are more disturbing signals, detecting for watermarks can be lower to be done.
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Figure 4.6 Correlation coefficient of watermark detection after scaling attack.
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Figure 4.7 Correlation coefficient values of watermark detection after rotating attack.

4.2 Experimental Results of Method 2:
Applying The Single Reference-line Intersection of Horizontal Line and The
Cross Ratio Theory to Increase The Hiding-bit Capacity and Original-text
Verification Performance of Text-image Watermark with Zero Watermark

Embedded

Since the Method 1 is based on the actual watermark embedded between text lines, so that
they have given us considerably low hiding bit capacity of watermark secret data and so easy to
be destroyed by copying process. Thus, in the Method 2, we have tried to solve these weak points
by applying the horizontal crossed-line intersection which virtually ran across the skeleton lines
of each character.

In this experiment, the images used for testing are 35 grayscale multi-language text images.
Each of grayscale text images, size of 1240x1754 pixels and 150 dpi of resolution, was used to
make reference horizontal crossed-line intersections with text-character skeleton lines, so called

the single reference-line intersection of horizontal line, as described in Section 3.5 of Chapter 3,
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in order to mark them as a position for zero watermark marking, one intersection defined as one
bit of zero watermark data. The cross-ratio values used for zero watermark marking and detecting
for one 50 text-line page was approximately about 33,500 values.

The results of experiment for digital marking on 35 grayscale text images of four tested
languages; English, Thai, Chinese and Arabic, applied with 35 various zero watermark patterns,
through measuring of watermark values from the percentage of matching zero watermark
positions, one-to-one, between its original watermarked positions with the attacked one. This
virtually-embedded watermark is detected if found the grayscale level of a character skeleton line,
at the virtually-marked intersection position, is less than 245.

At first, tested of the controlled virtually-watermarked text image without attacking by
comparing with the plotted zero watermark positioning pattern, it got 100% of matching
percentage or zero percentage of error.

Under the watermark detecting process, all watermark embedded text images had been
detected their edges and angles by applying the Hough transform method, as described in the
Section 2.1.5 of Chapter 2. After that the type of language had been identified with the aspect
ratio applying, as described in the Section 3.3 of Chapter 3. These language type identification
results gave us the average reversed aspect ratio range of each language type; English, Thai,
Chinese, and Arabic.

From the above results we can roughly conclude the reversed aspect ratio range (Rr) and the
average reversed aspect ratio (4Rr) of each tested language as shown in Table 4.2. Hence, these
ranges and averages would be used as the reference reversed aspect ratio range (Rr) and the
reference average reversed aspect ratio (4Rr) of each tested language; English, Thai, Chinese or
Arabic, for identifying the language type of the other tests as well. So that the more quickly a
watermark embedded text image of one specific language could be identified its language

identity, the more efficiently to find out the watermark embedding pattern.
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Table 4.2 The range of reversed aspect ratio of the tested languages

Type 'Revérl's:éd'Aspect‘Ratio Range (Rr) Average Reversjed Aspect
(Rr)
it . 5
English 1.7767 - 1.8659 1.8089
Thai 1.9320 - 2.0871 2.0042
Chinese 1.0982 - 1.3421 1.2208
Arabic 1.0260 - 1.0828 1.0508

On testing, it begins with the virtually embedding process which each reference horizontal
crossed line is virtually run over each text-character skeleton lines of each text character of each
language to mark the intersected positions for virtually watermark marking. This embedding step
revealed that this text character-line intersection watermarking technique can effectively create a
novel zero watermark on any text images of any languages without any actual watermark really
embedding, as per the requirement of the first objective, as specified in Section 1.2 of Chapter 1.

This horizontal-line-intersection zero watermarking method also overcomes the limitation of
hiding-bit capacity, as required in the second objective. It has shown that one page of English text
image, comparing with the other languages, can be contributed the biggest volume of hiding-bit
capacity, up to 33,500 bits (see Fig. 4.8). This breakthrough came from the nature of the English
text font itself let it has number of characters on one text line and number of text lines on one
page more than the other three languages. However, these hiding-bit capacities contributed by
Thai, Chinese and Arabic texts with this intersection technique are still significantly larger than
other existing watermarking techniques such as inter-word shifting, line shifting, letter
characteristic changing, text color changing, vowel recreating and synonym substituting which
can contribute its hiding-bit capacity just only low-to-moderate level capacity, at range 25 - 2,500

bits/A4-page.
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Figure 4.8 The hiding-bit capacity (bits/page) contributed by the horizontal crossed line.

The experiment revealed that the volume of watermark hiding-bit capacity varies according
to the number of skeleton lines of each text character of each language, font size, number of
characters/letters per text line, number of text lines per page and number of reference horizontal
crossed lines which able to prominently draw across each text character. These factors would
directly contribute the text hiding-bit capacity of watermark embedding of each language. This
means the more text character — reference horizontal line intersection points are selected to mark
for watermark, the more hiding-bit capacity of watermark would be got.

The Geometric and image manipulation attacks have shown the remarkable achievement of
the third objective, as specified in Section 1.2 of Chapter 1, with the effect of the cross ratio
theory to strengthen the text-image watermarking robustness, under the horizontal crossed-line
intersection, against some possible attacks such as compression, sharpness, noise signal adding,
shearing (see Fig. 4.9) and rotating (see Fig. 4.10). The results have shown that these attacks did
not significantly affect the watermark detecting. They affected the virtually embedded watermark
detecting just only 0.5 — 4.5 percent of error. This means the matching percentage of watermark

detecting is mostly higher than 95.5 %.
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Figure 4.10 The error (%) level of horizontal crossed-line watermark detection after rotating
attack.

Figs. 4.11 ~ 4.13 have shown another achievement of the fourth objective, as specified in
Section 1.2 of Chapter 1, with the effect of the cross ratio theory to strengthen the original-text
verification performance against some possible manipulations such as text adding, reordering and
deleting. The results have shown that the horizontal line intersection method with the cross ratio
theory applying can sensitively detect even a few changes such as 1 - 10 text groups adding,

reordering and deleting which found the maximum level of 1.25%, 2.2 % and 3.0 % of errors

respectively.
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Figure 4.13 The error (%) level of horizontal crossed-line watermark detection after text

deleting.

4.3 Experimental Results of Method 3:
Applying The Single Reference-line Intersection of Additional Vertical Line
and The Cross-Ratio Theory to Increase More Watermark-hiding Capacity
and Original-text Verification Performance of Text-image Watermark with

Zero Watermark Embedded

After studying the structure of character skeleton lines of English, Thai, Chinese and Arabic
languages, in the Method 2, we had found that some character skeleton lines of some languages,
such as English and Thai mostly have their skeleton lines in the vertical direction which the
horizontal crossed line could not run and cut along them. This limitation of the horizontal line
means some text manipulations, such as text adding, reordering and deleting, would not be
detected. Thus, the Method 3 has been designed for exploring the advantages of the vertical
crossed line.

Similarly, the experiment of Section 4.2, 35 grayscale multi-language text images were used
to test. Each of grayscale text images, size of 1240x1754 pixels and 150 dpi of resolution, was
used to make reference vertical crossed-line intersections with text-character skeleton lines, so
called the single reference-line intersection of vertical line, as described in Section 3.6 of Chapter
3, in order to mark them as a position for zero watermark marking along the vertical lines, one

intersection defined as one bit of zero watermark data. The cross-ratio values used for zero
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watermark marking and detecting for one 50 text-line page was approximately about 38,000
values.

The results of this experiment for digital marking on 35 grayscale text images of four tested
languages; in English, Thai, Chinese and Arabic, applied with 35 various virtual watermark
patterns, through measuring of watermark values from the percentage of matching virtual
watermark positions, one-to-one, between its original watermarked positions with the attacked
one. This virtually-embedded watermark is detected if found the grayscale level of a character
skeleton line, at the virtually-marked intersection position, is less than 245.

The first step is tested of the controlled virtually-watermarked text image without attacking
by comparing with the plotted virtual watermark positioning pattern, it got 100% of matching
percentage or zero percentage of error.

The testing begins with the virtually embedding process which each reference vertical
crossed line is virtually run over each text-character skeleton lines of each text character of each
language to mark the intersected positions for virtually watermark marking, This embedding step
revealed that this text character-line intersection watermarking technique, applied with the
vertical lines, can also effectively create a real invisible watermark on any text images of any
languages without any actual watermark really embedding, like working with the horizontal lines.

Moreover, this experiment shown that the reference vertical line intersection on the Arabic
text page could contribute invisible virtual watermark hiding-bit capacity up to 40,000 bits, a little
bit higher than the hiding-bit capacity of the horizontal line (see Fig. 4.14). This higher capacity
came from the characteristic of the Arabic characters which mostly have many longer horizontal
skeleton lines than other languages.

The geometric and image manipulation attacks have shown the achievement of the third
objective, as specified in Section 1.2 of Chapter 1, with the effect of the cross ratio theory to
strengthen the text-image watermarking robustness, under the vertical crossed-line intersection,
against some possible attacks such as compression (see Fig. 4.15), sharpness, noise signal adding
and shearing. The results have shown that these attacks affected the watermark detecting in the
low level, about 0 — 14 percent of error. This means the matching percentage of watermark

detecting is mostly higher than 86 %.
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Figure 4.15 The error (%) level of vertical crossed-line watermark detection after

compression attack.

Figs. 4.16 ~ 4.18 have shown the achievement of vertical line intersection with the cross
ratio theory applying for strengthening the original-text verification performance against three
manipulations; text adding, reordering and deleting. The results have shown that the vertical line
intersection method with the cross ratio theory applying can sensitively detect even a few changes
such as 1 - 10 text groups adding, reordering and deleting which found the maximum level of

0.32%, 0.60 % and 1.3 % of errors respectively.
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Figure 4.16 The error (%) level of vertical crossed-line watermark detection after text adding.
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Figure 4.17The error (%) level of vertical crossed-line watermark detection after text reordering.
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Figure 4.18 The error (%) level of vertical crossed-line watermark detection after text deleting.

4.4 Experimental Results of Method 4:
Applying The Double Reference-line Intersection of Vertical and Horizontal
Lines and The Double Cross-ratio Method to Increase Maximum
Watermark-hiding Capacity and Original-text Verification Precision of Text-

image Watermark with Virtual Watermark Embedded

According to the Method 2 and Method 3, even each horizontal and vertical line would be
fixed with the specific interval, but the intersected points run across the character skeleton lines
and space could not be fixed, depending on text written on each page, so that we got the random
intersection point pattern which is difficult to embed and detect watermarks. Moreover, it could
not be sure that these crossed-line intersection points have covered throughout a text image page.
Hence, we thought that the double or grid lines of horizontal and vertical lines would help us to
solve this problem. Under this experiment, the intersection points of horizontal and vertical lines
which exactly lied on the character skeleton lines or space would be counted as the marking point

of the zero watermarks.

The 35 grayscale multi-language text images, size of 1240x1754 pixels and 150 dpi of
resolution, still have been used in this experiment. Here, each of these grayscale text images was
used to make both horizontal and vertical crossed-line intersected with text-character skeleton

lines, so called the double reference-line intersection of vertical and horizontal lines, as described
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in Section 3.7 of Chapter 3, in order to exactly mark them at the main reference positions, where
these three lines; horizontal, vertical and text-character skeleton lines crossed each other at the
same points, for virtually watermark marking under directed by the cross ratio theory, here so
called the double cross ratio method according to applying to both vertical and horizontal lines.
One main intersection defined as one bit of virtual watermark data. The cross-ratio values used
for virtual watermark marking and detecting for one 50 text-line page was approximately about
240,000 values.

The results of this experiment for digital marking on 35 grayscale text images of four tested
languages; English, Thai, Chinese and Arabic, applied with 35 various virtual watermark patterns,
through measuring of watermark values from the percentage of matching virtual watermark
positions, one-to-one, between its original watermarked positions with the attacked one. This
virtually-embedded watermark is detected if found the grayscale level of a character skeleton line,
at the virtually-marked intersection position, is less than 245.

The first step is tested of the controlled virtually-watermarked text image without attacking
by comparing with the plotted virtual-watermark positioning pattern, it got 100% of matching
percentage or zero percentage of error.

The testing begins with the virtually embedding process which each reference horizontal and
vertical crossed line is virtually run over each text-character skeleton lines of each text character
of each language to mark the main intersected positions for virtually watermark marking. This
embedding step revealed that this text character-two-line intersection watermarking technique,
applied for both horizontal and vertical lines, can effectively create a real invisible watermark on
any text images of any languages without any actual watermark really embedding, like working
with individual horizontal and vertical lines.

Moreover, this experiment also shown that the reference horizontal and vertical line
intersection on every text page of any language could generate invisible virtual watermark hiding-
bit capacity up to 240,608 bits, including intersection points which either horizontal or vertical
lines intersected character skeleton line or horizontal and vertical lines intersected each other on
the blank area (see Fig. 4.14). This enormous capacity came from the watermarking program
counted every intersection points, not depending on type of language, which all points could be
used for virtual watermark bits embedding.

The geometric and image manipulation attacks have shown the remarkable achievement of

the third objective, as specified in Section 1.2 of Chapter 1, with the effect of the cross ratio
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theory to strengthen the text-image watermarking robustness, under the double (H & V) crossed-
line intersection, against some possible attacks such as compression, sharpness, noise signal
adding and shearing (see Fig. 4.19). The results have shown that these attacks did not
significantly affect the watermark detecting. They affected the virtually embedded watermark
detecting just only 0 — 0.5 percent of error. This means the matching percentage of watermark

detecting is mostly higher than 99.5 %.
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Figure 4.19 The error (%) level of double (H & V) crossed-line watermark detection after

shearing attack.

Figs. 4.20 ~ 4.22 have still shown the achievement of horizontal and vertical line
intersection with the cross ratio theory applying for strengthening the original-text verification
performance against three manipulations; text adding, reordering and deleting. The results have
shown that the horizontal and vertical line intersection method with the cross ratio theory
applying can still sensitively detect even a few changes such as 1 - 10 text groups adding,
reordering and deleting which found the maximum level of 0.28%, 0.38 % and 0.36 % of errors

respectively.
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adding.
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Figure 4.21 The error (%) level of double (H & V) crossed-line watermark detection after text

reordering.
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Figure 4.22 The error (%) level of double (H & V) crossed-line watermark detection after text

deleting.

The above results shown that the amount of percent of errors detection were depending on
the exact positions which selected for virtual watermark embedding or data collecting. For
example, the intersected positions of double reference lines, vertical and horizontal lines, which
run across or intersect each other on the blank area of a text image, would be used as a blank
reference point for trapping any addition text from the text adding attack. That is why the double
reference lines have more effective than the single reference line. However, in case of text
reordering and deleting, the horizontal single reference-line intersection watermarking can do
better than the others. For the hiding-bit capacity comparison, the double reference-line
intersections is the best, with the enormous volume up to 240,608 bits (see Fig. 4.14 and Fig.
4.23), because all intersections of either vertical or horizontal lines, or both of them, with and
without the character skeleton lines intersected, or intersected each other, were totally collected.
This means it has the bit volume enough for storing the redundant virtual watermark bits and also

has enough data to locate the text changing point on every area of a text image page.
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Figure 4.23 The hiding-bit capacity contributed by double (H & V) crossed line.

4.5 Experimental Results of Method 5:
Applying The Single Horizontal, Vertical and Double Reference-line
Intersection and The Double Cross-ratio Method to Create The Multi-layer
Watermarking for Increasing Maximum Watermark-hiding Capacity and
Original-text Verification Precision of Text-image Watermark with Zero

Watermark Embedded.

Lessons learned from the previous four methods, let us know a lot about strength and weak
points of each crossed-line intersection watermarking method. Therefore, the Method 5 was
planned to get rid of those weak points and combine their strength points of three crossed-line
intersections; horizontal (H), vertical (V) and double (H & V) lines, together and then set up the
pack of eleven crossed-line intersection watermarking layers which help us to overcome the main
limitations of the grayscale text image watermarking, especially the hiding bit capacity and

integrity verification.
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4.5.1 The Tested Text Images of Multiple Languages

The set of 35 text images of grayscale multi-languages; Thai, English, Chinese and Arabic,
size of 1240x1754 pixels and 150 dpi of resolution, had been tested in this experiment, as shown

in Fig. 4.20.

4.5.2 The Number of Crossed-line Intersection Layers for Imperceptivity
and Hiding-bit Capacity Testing

To get a remarkable volume of hiding-bit capacity for watermarking, at first, each page of
these grayscale-text images had been virtually created their three main crossed-line intersection
layers, consisting of main horizontal, vertical and double (H & V) crossed-line layers, as
described in Section 3.8 of Chapter 3 and shown in Figs. 3.11 and 3.12 (a), (b) and (c). After that
each layer had been derived into eight 2-pixel shifted crossed-line intersection layers, including
two shifted horizontal crossed-line intersection layers (see Fig. 3.12 (a-1) ~ (a-2)), two shifted
vertical crossed-line intersection layers (see Fig. 3.12 (b-1) — (b-2)) and four shifted double (H &
V) crossed-line intersection layers (see Fig. 3.12 (c-1) — (c-4)). These are totally 11 crossed-line

intersection layers for testing and contributing the watermark hiding-bit capacity.

4.5.3 The Tested Watermark Secret Data Embedding

Under this testing, the prominent crossed-line intersection points; the points where the main
and shifted single horizontal, single vertical or double (H & V) line run across the text-character
skeleton lines and the blank areas, created on each crossed-line intersection layer mentioned
above, would be selected to embed the watermark secret data bits, one selected prominent
intersection point for one embedded data bit with the cross ratio controlling. Here, the
“COPYRIGHT” word would be used as the secret data bits for embedding on each crossed-line
intersection layer, as shown in Figs. 3.15 and 3.16. One word of “COPYRIGHT” needs 72 bits;
010000110100111101010 00001011  0010101001001001001010001110100100001010100,
which could be calculated the number of redundant watermark-data blocks (nWDB) on each layer,

given the bits spared for gap between each redundant block as 80 bits, by applying the Eq. (3.36).
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Figure 4.24 The examples of (a) Thai, (b) English, (c) Chinese and (d) Arabic text images, at

resolution of 150 dpi.

4.5.4 The Geometric and Image Manipulation Attacking for Robustness Testing

Since a text image may be easily attacked with many possible ways. Thus, eleven
watermarked crossed-line intersection layers have been tested with three projective-geometric
distortions; shearing, scaling and rotating and five image manipulations; compression, sharpness,

contrast, blur masking and noise signal adding, in order to check their robustness.

4.5.5 The Manipulating Attacks for Embedded Watermark Detection and Integrity
Verification Testing
Three text-group manipulations, including 10 text groups adding, reordering and deleting
manipulations, had been used to test the embedded watermark detection and integrity verification

testing. The percentage of matching had been used as the measurement of this testing.

4.5.6 Results

The first testing result was came from the embedding and detection testing of the controlled
watermarked text images without any manipulation attacking by comparing the plotted watermark
positioning pattern and then extracting the embedded secret data; it got 100% of matching
percentage or zero percentage of error. From the testing, we can briefly its result according to its

objectives, as follow.
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4.55.1 The Language Independent Testing Result

From testing, it has clearly shown that this multiple crossed-line intersection layer
technique could be applied to all Thai, English, Chinese and Arabic text images. According to,
under this technique, it needs only the crossed-line intersection points where the virtual reference
lines run across text-character skeleton lines to embed watermark data bit without physically
modifying its original text images and using any special technique for handling any specific
language. However, each tested language has affected only the number of created intersection

points due to its different character skeleton line structure.

4.5.5.2 The Imperceptivity Testing Result

According to these crossed lines are the virtual lines drawn only in the program process,
not really drawn on each page of text images. Thus, nobody would absolutely observe them after
these text images were completely zero watermark embedded, eventually, with a lot of secret data
bits. On the other hand, they still exactly look like their original text images before watermarking,
as shown in Fig. 4.24.

4.5.5.3 The Hiding-bit Capacity Testing Result

The testing revealed that the 7th, 8“’, 9“', 10" and 11" layers of the main and shifted double
(H & V) line intersections could generate their maximum volume of hiding-bit capacity up to
240,608 bits/layer/A4 page of text image (see Fig. 4.25 and Table. 4.3) while the 1%, 2", 3"‘, 4“',
5" and 6" layers of the main and shifted single horizontal and vertical line intersections could
generate their maximum volume of hiding-bit capacity just only 77,334 bits/layer/A4 page of text
image. This means the double (H & V) crossed-line layer, for one page of text image, could
embed watermark up to 1,582 redundant data blocks/layer/A4 page of text image and the single
horizontal and vertical crossed-line layers could embed redundant watermark data block just only
508 blocks/layer/A4 page of text image, according to Eq. (3.36) and one defined redundant block
of 72 bits of COPYRIGHT secret data with given 80 bits of Gbb.

However, if considering for each language, this experiment has shown that the Arabic

language has generated high hiding-bit capacity under both single horizontal and vertical crossed-
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line intersection layers (see Table 4.3). Anyway, these languages did not affect their hiding-bit
capacities under the double (H & V) crossed-line intersection layer since all intersection points,
either they run across text-character skeleton lines or blank areas, have been counted.

From the above results, they could be concluded all hiding-bit capacities generated by
eleven main and shifted crossed-line intersection layers as shown in Table 4.3. To count the total
of hiding-bit capacity per page of text image under this technique, we would calculate by totally
counting all hiding-bit capacities of all layers as concluded in Table 4.3. Here, you can see the
Arabic language could totally generate the maximum hiding-bit capacity per page up to 1,545,738
bits/A4 page of text image or can be embedded the redundant watermark secret data,
COPYRIGHT, up to 10,169 blocks for one A4 page of text image by which applying Eq. (3.36),

with given 80 bits for gap of each block.

4.5.5.4 The Robustness Testing Result

Figs. 4.25 ~ 4.27 and Table 4.4, revealed that the 7"', 8“', 9m, 10" and 11" layers of the
main and shifted double (H & V) line intersections did very well, up to 99 percent of watermark
bit detection, under the geometric attacks; rotation, shearing and scaling, and some image
manipulation attack such as compression, contrasting, sharpness and noise (salt & pepper) signal
adding, excepted only blur attacking.

Table 4.4 has concluded the watermark matching percentage comparison of the
embedded watermark based on the layers of main and shifted single horizontal (H) and vertical
(V) lines and double (H &V) lines intersections after geometric and image manipulation attacks,
such as rotation, shearing, scaling, contrasting, compression, sharpness, blur and noise signal
adding. Here, we can conclude that the double (H & V) lines are strongly contributing to the zero

watermark robustness.
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5.1.2 Method 2: Applying The Single Reference-Line Intersection of
Horizontal Line and The Cross Ratio Theory to Increase
The Hiding-bit Capacity and Original-Text Verification
Performance of Text-image Watermark with Zero

Watermark Embedded

The second experiment has disclosed that the more number of horizontal crossed lines
intersected each text character of each text line on each page of a text image, the more hiding-bit
capacities and marking positions of zero watermarks increasing. This means more rooms for
hiding redundant confidential data of watermark on each crossed line, especially for languages
that have a lot of characters per line and have many lines per page such as Thai and English
languages would create more line intersections, thus get more capacity for hiding bit of
watermark. However, the experiment has shown that many intersection points could not be used
for virtually watermarking due to their difficulties of detection. Therefore, only some prominent
intersection points have been selected for marking watermarks.

This experiment has shown that its robustness can be enhanced with the cross ratio theory of
four collinear points applying. This robustness came from mathematical mechanism of cross ratio
theory which able to effectively refer to its original zero watermark embedded positions even it
has been attacked with some geometric distortions such as rotation and scaling.

However, this experiment also shown that some error could occur in case of small font size
and small gap between each text line which sometime made some of five horizontal reference
intersection lines overlapped or located nearly in the same level. These results revealed that the
suitable gap between each horizontal reference crossed line should not less than three pixels,
otherwise its intersection points, for zero watermark embedding, would be gone after attacking
with the above mentioned geometric distortions (see Table 4.4 and Table 5.1). This bad effect is
caused by small interval between each line which difficult to detect these zero watermarks after
distortion attacking,

The small interval affects to the detection of its integrity or modification of its original text
image as well, except only drawing the horizontal reference lines under suitable interval, such as

more than three pixels, and directing watermarking plotting with the cross ratio theory. This
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optimum horizontal line interval would reasonably strengthen the original-text verification
performance against some possible manipulations such as text adding, reordering and deleting.
The results have shown that the horizontal-line intersection method can sensitively detect even a
few changes of text reordering and deleting. This detection can eventually pinpoint to the exact

position of text changing on each page of each text image.

5.1.3 Method 3: Applying The Single Reference-line Intersection of
Additional Vertical Line and The Cross-Ratio Theory to
Increase More Watermark-hiding Capacity and Original-
text Verification Performance of Text-image Watermark

with Zero Watermark Embedded

The experiment clearly shown that a real invisible watermark on any text image of any
language without any actual watermark really embedding can be effectively created with the text
character-vertical line intersection watermarking technique. It also recovered that the reference
vertical-line intersection on the Arabic text page could generate a big volume of invisible zero
watermark hiding-bit capacity up to 38,000 bits (see Table 4.3 and Table 5.1), lower than the
hiding-bit capacity of the horizontal. This capacity came from the Arabic characters skeleton
itself which mostly have many longer horizontal skeleton lines than other languages, so that has
more chance to frequently intersect with the vertical reference line.

However, the vertical line intersection with the cross ratio theory applying does not
outstandingly build up the original-text verification performance against three manipulations; text
adding, reordering and deleting, comparing with the horizontal line which do better. This
subordinate is caused by the interval space between each character and the character skeleton line
structure, from vertically view angle, which almost the same so that left or right character
reordering may be looked like it stands still in the same intersected position if it is replaced by the
character which has similar character skeleton line.

Thus, it should be crosschecked with other single horizontal reference lines and/or double,
vertical and horizontal intersected, reference lines, in order to pinpoint to specific position of text
has been tampered with. The geometric and other attacking test results (see Table 4.4 and Table
5.1) revealed that vertical crossed-line robustness has the same strength and weakness as the

horizontal crossed line.
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5.1.4 Method 4: Applying The Double Reference-line Intersection of Vertical
and Horizontal Lines and The Double Cross-ratio Method
to Increase Maximum Watermark-Hiding Capacity and
Original-text Verification Precision of Text-image

Watermark with Zero Watermark Embedded

This experiment, with double (H & V) reference-line-intersection watermarking technique,
can effectively create a real invisible watermark on any text image of any language without any
actual watermark really embedding. Moreover, this experiment also shown that the reference
horizontal and vertical line intersection on every text page of any language could generate
invisible zero watermark hiding-bit capacity up to 240,000 bits (see Table 4.3 and Table 5.1).
This bit count is including all intersection points, both with and without the character skeleton
line intersected the intersection point of the horizontal and vertical lines.

It found that the horizontal and vertical line intersection with the cross ratio theory applying
was very effectively robust for surviving from geometric and other image attacking. In addition, it
worked very well for verifying the new text adding (see Table 4.4 and Table 5.1). Because the
intersected positions of this double (H & V) reference lines have run across or intersect each other
on the blank area of a text image which would be used as a reference point of blank area and for

trapping any addition text from the text adding attack and also precisely pinpointing to the exact

position of text adding.

5.1.5 Method 5: Applying The Single Horizontal, Vertical and Double
Reference-Line Intersection and The Double Cross-
Ratio Method to Create The Multi-layer Watermarking
for Increasing Maximum Watermark-hiding Capacity
and Original-text Verification Precision of Text-image

Watermark with Zero Watermark Embedded.

The above results have shown that the multiple layers of crossed-line intersections with the

cross ratio theory applying could effectively increase the hiding-bit capacity and simultaneousty
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improve other watermarking performances as well (see Table 5.1). Belows are the technical

discussions of these achievements.

5.15.1 Language Independent Achievement due to The Crossed-line

Intersections

This achievement came from the applying of crossed-line intersection which used the
horizontal, vertical and double (H & V) lines run across the text-character skeleton lines and
blank areas on each page of text image and then created the intersection points for embedding
watermarks. However, even though this experiment had been tested with only four languages;
Thai, English, Chinese and Arabic, but it is able to absolutely presume that it can apply to other
languages as well since this new technique does not need to modify any text alignment, syntactic
or semantic structure. According to every language has its own character skeleton lines so that
these skeleton lines could be created the intersection points whereever the reference lines virtually
run across them, even the blank areas. Thus, it’s not depending on any type of language.
However, the number of text-character skeleton lines of each language would affect the number
of intersection points. That means the more text-character skeleton lines, per one character, the

more intersection points would be created.

5.1.5.2 Watermark Imperceptivity Achievement due to The Virtually

Crossed Lines

As mentioned above, since this watermarking technique is based on the intersection layers of
the virtual horizontal, vertical and double (H & V) reference lines vitrually run across text-
character skeleton lines and blank areas and then create the intersection points for embedding
watermark secret-data bits, one point for one bit, without actually modifying any text alignment,
syntactic or semantic structure of any character and text image, so called zero watermark,
therefore it would not leave any physical clue to be seen or be easily traced them back thereafter.

Thus, all embedded watermark could not totally be seen or observed by anyone.
5.1.5.3 Remarkably Hiding-bit Capacity Creating Achievement due to The
Multiple Layers of Crossed-line Intersections

Under this new technique, the hiding-bit capacity would depend on the number of

intersection points which horizontal, vertical and double (H & V) reference lines, text-character
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skeleton lines and blank areas on each layer virtually created. One created intersection point
means one bit capacity to embed one secret data bit of watermark. However, under the practical
way, we do not use every intersection points but select only the main prominent points by
screening them with the grayscale level which must lower than 245, for bit “one”, or equal and
higher than 245, for bit “zero”. This selection would help us to still easily detect them after facing
some possible attacks such as word adding, reordering and deleting. From this experiment, you
would see that, for one given language, the hiding-bit capacity would be varied according to
number of virtual crossed lines created on each layer and, of course, also be varied according to
the number of crossed-line intersection layers that you could create on each page of text images.
However, we have found that number of crossed lines would be limited if they have gaps or
interval space between each line less than three pixels. Actually, the cause of this limitation is the
accuracy problem of grayscale measurement which you have to give them some space or
tolerance for clearly identifying the adjacent two points. Moreover, the number of intersection
points would be also directly varied according to the drawing pattern of each crossed line such as
the upper-shifted horizontal crossed lines could generate the hiding bits up to 77,334
bits/layer/A4 page of text image, while the right-shifted vertical crossed lines could generate only
38,132 bits/layer/A4 page of text image, as shown in Table 4.3. However, these both single lines
have still generated just small level scale of hiding-bit capacity since one single line run across a
blank area would be counted just only one bit, while comparing with the double lines, generated
up to 240,608 bits/layer/A4 page of text image, would be counted all H & V intersection points
which run across all blank areas. Totally, eleven layers can generate hiding-bit capacity up to
1,545,738 bits/A4 page of text image. Under this technique, you can also create more intersection
points, for more hiding-bit capacity, by shifting these main crossed lines, for example plus more
two pixels from each main crossed-line origin to new positions in the left and right or up and
down directions, in the condition that, on each layer, these new created intersection points must
not be located on the same position of the intersection points of main crossed lines. In addition,
the hiding-bit capacity would be varied according to the type of language because it could affect
the number of text characters contained on one page. This means the more complication of text-
character skeleton lines, the more intersection points would be created on each layer. That is why,
from this testing, the Arabic language could generate the highest hiding-bit capacity, as shown in
Table 4.3.
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5.1.54 The Embedded Watermark Surviving from Geometric and Other
Attacks due to The Cross Ratio Bonded All Crossed-line Intersection

Points Together.

Table 4.4 and Table 5.2 have concluded that the main and shifted double (H & V) crossed-
line layers did very well about the robustness against the geometric attacking; rotation, shearing
and scaling, and the other image manipulations such as compression, contrasting, sharpness, blur
and noise signal adding. This is because the intersection points of the main and shifted double (H
& V) crossed lines had been fixed with the same interval and distance throughout their layers and
these intersection points had been mapped to the specific points of the blank area and character
skeleton lines. Thus, these lines act like the grid lines which easily predefined with the fixed cross
ratio values for embedding zero watermarks at any specific intersection points and vice versa, it‘s

also easy to trace and detect these values back after they had been attacked.

5.1.5.5 Integrity/Change Verification Capability Achievement due to All

Crossed-line Intersection Points of All Layers Collected

Another significant achievement of crossed-line intersection technique is the capability of
integrity verification or change detection. As mentioned above, even though you have already
identified your ownership copyright watermark data from text images, it does not mean they are
the real or original ones. Therefore, it is nesscessary for us to verify their integrities as well.
From this experiment, as results shown in Table 4.5, you would see that the finely and totally
collected crossed-line intersection points could simultanneously detect some changes or
modifications of their original text images as well. Here, the key success factors are creating
many intersection points throughout each layer of each text-image page as much as you can and
then collect all identified bits of these intersection points. Thus, any change or modification such
as some words added, reordered or deleted, they would be easily detected. However, this
capability would depend on the type of crossed-line intersection which the experiment showed
that the double (H & V) line intersection was very effective for verifying the new text adding (see
Fig. 4.29). Because the intersected positions of this double reference lines, vertical and horizontal
lines, have run across or intersect one another on the blank area of a text image which would be
used as a reference point of blank area and for trapping any additional text from the text adding

attack and also precisely pinpointing to the exact position of the new text adding. While, for the
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text reordering and deleting, the single horizontal reference-line would do better than the single
vertical reference line and double crossed lines. This advantage performance is very usefull for
approving the originality and integrity of sensitive paper images such as cheque, land license

certificate and significant trade contract documents.

Thus, we can conclude that the multiple crossed-line intersection layer technique is the new
breakthrough of text-image watermarking. It can overcome many limitations of other text-image
watermarking techniques such as the limitations of hiding-bit capacity, imperceptivity and
language dependency which are the main weak points of many existing watermarking techniques
(see Table 5.3). In addition, it also give us more performance of integrity verification which other
techniques never done before. Actually, with the cross ratio theory of four collinear points applied
for controlling their embedded positions, this crossed-line intersection technique can also presume
that it will enhance the robustness of the embedded watermarks for being well detected after they
have been attacked with some geometric distortions such as shearing or rotating as well. This is
due to this theory is based on the projective geometric invariance so that it can effectively to
recalculate back to all original watermark embedded positions.

Even though our proposed zero watermaking technique has overcome the main difficult
limijtations of text image watermarking, but it still has some weak points and limitaions to
effectively use it in the real world. Table 5.4 shows some disadvantages and limitations of our
zero watermarking technique for whom want to apply it should be aware, such as a lot of
computer resources and time consuming when apply it to many pages of text image, such more
than 25 pages.

However, for effectively using, it might not be necessary to apply all eleven layers,
especially whenever apply it with many pages of general document images. Because, from the
Table 4.4, it has shown us that the five layers of the main and shifted double (H & V) crossed
lines, including 7th, 8th, 9th, 10th and 11th layer, are the most effective layers and reliable up to

99 percent under some specific geometric attacks.
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5.2 Recommendation

Even this research has tried to do many experiments, it still has many ways to apply and get
benefits from these multi-layers of crossed-line intersections and four-collinear-point cross ratio,
especially to get more hiding-bit capacity by applying more pattern crossed-line intersections
such as using the diagonal lines, sine-curve lines and some unique barcode lines. In addtion, the
real identity of the original text image is also proved by directing them with the relative vector
among the crossed-line intersection points in order to get more efficiency of verifying some
original text modifications and enhance its robustness. For example, two double (H & V) crossed-
line intersection points may be selected and virtually drawn the lines connect one another, with
storing their relative vector data, to form the unique web or mesh network of virtually
watermarking points, by locking with the cross ratio format, of each text image. This unique mesh
network will be acted as the fingerprint of watermarking pattern which can effectively use for
both its integrity verification and watermark retrieval afier it has been attacked. Thus, our next

researches, we have planned to focus on these advanced techniques.
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technique can aljo prévént copytight owners from accepting ownérghipof toun-
térfeit text ithages8 that embedding their verified secrét watérmark data.

4 Expégerimrents

4:1 Text Infages: Tested in Four Languagss.

We tested sset of 35 foxt images of prayscale multi-leriguage fext, {eluding
Thei, Englich, Chiese and Arebic, witht & size of 1,240 % 1,754, pixels amd &
resolution.of 150.dpi.

42 Testing the Number of grid-Line Intersection Iayers for, Hifling-
Bit Redundaney

To obtain a high hiding-bit redundaney for watermarking; each page ofithese
grayscale-textrimages, we-first virtually ereated the three grid-line intersection
layers, containing the horizontal (H), vertical (V) and.double{H & V) grid-line
layers, as jn'Figs, 4,5 and 6. There are three total grid-lins jntersection Jayers
for testing and confributing, the watermark hiding-bjt redundapcy.

1.3 Text Ithaged Tested. in Four Languages

I this test, the profinentgrid-line ittérsection points crsated on etich grid-line
intetiection, lpgr desierfbed 4bove, i.e., the points whers the hetizontal, single
vertienl ot dauble {H & V) grid lines run across the toxt-character skeleton
lines #0d blank arens, were selected to embed the watermark secret data bits.
Oue selected prominent intersection pelnt represettted ome embreddad data bit
with cross-ratio contrdlling. Hete, the word COPYRIGHT was &ndoded in
thé séetet datis bits-to be embedded in each grid-line intefgection layer. Hach
instence .of COPYRIGHT tequires 72 bits; 010000110100111101020000010110
010301D01001001001010001110100100001010100.

#4 Teiting for Hobigtness against Manipulation Attacks an Erbed-
ded Watepttiark Detection

Three text-group manipulstions, including 10 text gropps with additions re-
ordering and feletion menipnlations, were used to test fhe enfbedded water-
mark detection, and infegrity verifigation scheme. The’percentage of myptching
was used ag fhe criterion for this testing.

5 Results

The testing revealed that the'doubley(H & V) grid line jnfersections genetnted
a maximum hiding-bit redundapcy volume of 240,608 bils/lnyer A4 page of
text imege (Table 3), whereas the single horizontal sud vertital grid:line inter-
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sections gehetated. & maxinfuin hiding-bit. redundancy volume of only 75,329
bits/Tayer /A4 pagé of Text image.

Table 3: The hiding-bit redundancy volume of each langusge and layer.
Layer Type:of Grid Hiding-bit Redundahey [bitg)
No. Litie liiterséétiot ~ Thai  English Clinese  Arabic,

1st Horizontal (H) 64278 65,125 61,614 175320

Bnd _ Vertical (V). 35237 32,449 30,820 38,053
8rd Double (HX V) 240608 240,608 240,608 240,608
Total 337,120 338,182 333,051 353,900

With Tespect to each language, this experiment demonstrated that Arabic
text generales high hiding-bit redurtlancies: under bokb gingle borizontal and
vertical grid-lige igtersection, layers (Table'3). The tested, languages did nob
affect. thejr hiding-bit xedundaneies under the donble (H & V) grid-lirg jnfer-
seetiort Jayer, €5 »ll intersectioh points, whether running, abross text-charecter
gkelétpn lines ar blank areas, were counted.

The sbove fesults describe the hiding-bit redundancies Eeéngrated by thtpe
Cg{ri -lire irfters&ation lagers, a8 in TaBle 3. To count the fotal hidihg-bit re-
dundency per text imsge page using thiy techniqte, we Wotld cotnt all the
hidfihg-bit redyindsncies in all Jayets, s in Table 3. Arabic seript generates ftie
mxirum hiding-bit redundanty ger phge: ap to 353,000 bitafAd bags of text
imhaps:cah be hiddet.

After the three text manipulation tests, with 10 text groups added, re-
ordered and deleted, each layer.could be used to detect and extract the em-
bedded watermark and verify 1ts integrity or modification, measured as an
error percentage, es summarized in Table4.

Teble 4: The perfosmance of embedded watermark detection and in-
tegrityfchange verification of each grid-line intersection leyer after the text
images were aftacked using text-group:addition, reorderfing end deletion.

Layer Type.of AvE. % of Error Detectad’ After
No. Gtid.Line Attacking with 10, Téxt-Group
Manipulgtions

Adding Reoi&ering Deéleting ™

ist Hofizontel (H)  0.0468 07549 13091
20d_ Vorieal (V) DOB08 07652 14775
3id  Dpuble HE& V) 0.0661 0.0924 0.0628
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The xésults showed that the hotizortal and vertical grid-line intésection
layers dresttitable for detectingithe embedded watermark data, COPYRIGHT,
énd jehtifying théit integrity after-the testad chatfges undét the 10 text-group
feofdering atid deletion menipitlation attacks, which detected érror pétentages
uprto 0.76% and 1.37%, respectively, equivalent to 99.24% ahd 98.63% matche
ing percentages (Table 4). The double (H & VY grid-line intersection. layer
ig better for detecting the embedded watermark deta and identifying their in-
tegrity after changes under a 10 text-group addition manipulation attack, with
0.07% error and. 99.93% matching percentages (Table 4).

6 Discussion

The above results dethonstrate that tha iise of multiple grid-fivie intétsection
layérs, besed oh the érdss-ratl theoty, cen efféctively increase text Hiding-
bit redithdéngy énd situltarieously itpréve sther watefrfiarking pérformanteé.
Applyltig the. érods-tatio with geid-line technigue, the hiding-bit redundandy
depends one'the number of intersection points that are virtually created in
each layer by the horizontal, verticel end double (H. & W} reférence gridlines,
text-character skeleton lines and blank areas. Qne virtusl fhtersection point
equates to one bit of secret watermark dete embedding capadity,

In. practice, every intersection point cannot be used; only the prominent
points are selected by screening-their grayscale levels, which. must lower than
245, for & one bit, or higher than 245, for a zero bit. This selectior allows the
user 1o essily detect the points after fading manipulation attacks; e.g:, word
addition; reordering or deletion. :Our results indicate thatfor agiven language;
the hitling-bit capacity varies depending on the number of virtual grid lines
interseetions created in each layer and the number of grid-line intersection
layers created.on each text imsge page. However, we found that the number
of grid lines is limited when the gaps or interval spaces between each line are
less 4han 3 pixels. This limitation vccurs due to the ‘grayscale measurement
accyraey proklem, which requires space o tolerapce to clearly idenfify two
adjgcent pointg,

Angther significant achieyement of the grid-line intersectjon with cross:
rebio applying technique is its jntegrity verification and ¢hange detectjon qa-
pability: As deseribed above, althpugh ownership copyright aatermark data
¢ap be identifled from text images, they arp not necesgarily the rea} or orig-
imp] watermarks: It ig thus necessary to- verify their integrity, Bpsed on the
resulty of this expariment, 45 reparted in Table 4, the fitiely collected crossed-
ling iptersection points can be-used to pimultaneously defect geyeral changes
or modifications in'their otiginal text fmages: The key syceeps fectors bre the
creation of g3 many intersection points throughqut ench Jayer ‘of ‘each text-
imag¢ page as' possible and then the callection of all the identified bits of these
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iftetsectidn pdints.

Any céhanges or modifications, i.e., added, reprdered pr deleted words, sire
easily degected nnder the applying of the cross-ratia theory. However, this
capability depends on the type of grid-line intersection; gur dats show fhat
theidatible (horizontal and vertival) grid-litie interssction was the most-effective
fot, vérifying, added fext. The interagetionsiof donble reférence g¥id limes, 5
vertical axfd horizghtal grid lities, running acrdss or intetséeting.one ancther on
the blank ares of a text image are used as refefence polnty for Blank sfens to
trap any ‘sddilionel text from the text-addition stttk end preissly pipoint
theexast posifion of the new text. For text reotdering and deletion, the single
borizontal and. vertical referencesgrid lines perform begterfhan tha double grid
fthes. This performence tdvantage is ussful for #&ppidying the ariginality and
Integrity of sensitive study images mefuding chetks, land Titense tortificates
and sighificent $rade contract documents:

7 Conclusigns

It can be concluded that the cross ratio theory applying with the mulfiple
grid-line intersection layer techuique is a new-breskthrough.in text-image wa-
termarking that-overcomes the watermark redundeancy increasinglimitations of
prior textdmage watermarking lechniques. Fhis method also provides better
integrity verification performance, & shortcoming of: other techniques: ‘With
the eross-rafio theory. of applying four collinear points $o control their sm-
hedded pogitipus, this grid-line inferseption techpique carr also enhance the
robystness-of the embedded watermarks to allow for rqbust detection after gn
a}tack baged on text manipylgtions,
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