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Abstract

Characteristics and properties of complex networks have been studied
intently over the past decade. But, the study of behaviors of complex network in
robotic field is very limited, especially in the real world experiments. This research
deals with behaviors of mobile robots under the theme of complex networks both in
real world and cyber world. The behaviors of the robots under investigation are the
botnet (short for roBOT NETwork) in the cyberspace and the robotic network in the
real space.

The study found that several behaviors are useful for alerting Internet users
against botnet attack threats. To study behaviors of the mobile robots, a new model
of the non-embedded complex robotic network is proposed. Simulation and
experiment are also performed. In summary, this research confirms that behaviors of
two kinds of robots forming complex networks as the dynamical system in the
cyberspace and the real space, which are represented by the botnet and complex
robotic networks, respectively, fall into one of characteristics of behaviors: fixed
point, periodic, or chaos. The phenomena lead to the conclusion that the complex
systems behave deterministically even though they seem to be appeared randomly

to the observers.
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Chapter 1

Introduction

1.1 Background

This dissertation is concerned with behaviors of mobile robots under the
theme of complex networks both in real world and cyber world. Real world
networks such as transportation networks, electronic circuit networks, ecological
networks, and so on can be found everywhere all around us. And the cyber
networks such as artificial neural networks, social networks, and so on are now
spreading widely using the Internet infrastructure. The complex network phenomena
[1-5] are inspired the development of this study in order to introduce the theme to
field of robotics.

The understanding of the behavior of complex networks gives benefits for us.
The Internet as a complex network not only brings advantages but also dangerous
threats. The investigation and analysis on behaviors of the botnets—robot networks
used by hacker for malicious purposes— recommend us to counter against their
threats. On the other side of real space, the investigation and analysis of the
behavior of complex robotic networks can give innovations for the industrial
applications. Remark that the term “botnet” is short for roBOT NETwork and “robotic
network” is for real space. Would it be a connection via the complex network for

robots as the terms are coincident in both for cyberspace and real space?

To compare different and common features of botnet traveling through the
computer network and robots traveling around the robotic network, we first consider
the physical structures of both types of robots. In cyberspace, the terms of a robot
or a robot-network is well known as a botnet. The botnet is a set of infected and
compromised computers (bots/robots) connected to the Internet which is controlled
remotely by an authorized user (botmaster), and employed for nefarious purposes

[1-5]. Whereas in real space, the terms of robot refers to electro-mechanic device



that performs tasks autonomously or semi-autonomously. Especially in this research,
a two-wheeled differential-drive mobile robot is used. This mobile robot is popularly
utilized in the research field of mobile robotics due to its simplicity. It performs a
simple move such as forward, backward, turn right and turn left, and be able to
communicate primitively. Convocation of the mobile robots forms a robotic
network. This type of scheme is the theme represents a complex network in real
space via interaction among them.

Robot networks in both of cyberspace and real space have different features.
Botnets propagate through computer networks connected by wired or wireless links.
Botnet, physically and behaviorally, are not tangible objects that can be seen
directly with human eyes. Its behaviors can be seen indirectly from chaos or
damages as a result. Meanwhile the robotic networks in real space consist of mobile
robots are connected commonly used wireless links in particular way. And of the
robotic network can be physically and behaviorally seen directly with human eyes.

The topics are discussed more below.

1.1.1 Botnet

Internet malware threats have increased and have become extremely
sophisticated, they are also becoming commercialized [6, 7]. Highly organized and
coordinated attacks by botnets are able to make malicious activities such as
distributed denial of service (DDoS), e-mail spam, and click fraud [7]. To scale up the
botnets, bots infect additional computers by sending malware, using various
strategies such as self-replicating worms, email viruses, or password guessing. The
botmaster can then send arbitrary commands to the botnet to take control of
victims. These commands are issued using one of two control mechanisms [2, 6]. The
first method involves a centralized architecture, in which the bots in the botnet
communicate with a central Command-and-Control (C&C) server. Most botnets use

Internet Relay Chat (IRC) servers as C&C servers. The C&C server forwards commands



received from the botmaster to all bots in the botnet. In the second method,
botnets use a distributed control mechanism via a Peer-to-Peer architecture.
Fortunately, botnet activity can be traced by the observation of malware
footprints of several bots spread across the network. This method is used in the
“honeypot" system. In [4], McCarty gave an example of the implementation of a
honeypot that captures useful data about computer attacks in the network. The
honeypot is a decoy host pretending to be a vulnerable computer that looks
attractive to the attackers, ie, a host dedicated to receiving attacks [5]. The
honeypot records every inbound packet as an item in an access log, comprising
Timestamps, Honeypot ID, Source/Destination port number, Source IP address, Hash

value (SHA1), Malware namei, and Malware file name.

In [8], Wilson reported malware developers improve their technique using a
modern skill, open-source, collaborate modular and reusable malicious codes for
designing newer versions of malware for different criminal purposes. Overcoming the
highly organized and coordinated malware threats by botnets on the Internet is

becoming increasingly difficult.

For the foregoing threats, we have been motivated for contributing to
overcome the problem. A honeypot is a powerful tool for observing and catching
malware and virulent activity in Internet traffic. In this research, we investigated 94
independent honeypots that have observed malware traffic on the Japanese tier-1
backbone. The observations were coordinated by the Cyber Clean Center (CCC). The
CCC DATAsets for 2009 comprise the access logs of attacks between May 1, 2008 and
April 30, 2009. Because botnets use systematic attack methods, the sequential
behavior of malware downloaded by honeypots have particular forms of coordinated
pattern. One problem is the difficulty in identifying particular patterns from full

yearlong logs because the dataset is too large for individual investigations. Thus, we

The malware name is derived from the malware signature used by commercial anti-virus

software (Trend Micro).



propose the use of a data-mining algorithm to overcome this problem. We
implement the PrefixSpan algorithm to analyze botnet-attack logs. This is an

underline of the scope of study for botnets under investigation.

1.1.2 Complex Robotic Network

Behaviors of complex networks in the real space have a wide range of
possibilities stemmed from steady-state fixed point, periodically and sequentially
repeated pattern, and continuous route to chaos. When a small difference in the
initial condition is applied to a deterministic system, then a nearby trajectory diverge
exponentially fast. Thus, this kind of system is called a chaotic system. Chaotic
systems have attracted attention from researchers due to potentially real-world
applications such as encryption technique [9-11], secure communication [12, 13] and
in robotics. Exploration of the chaotic dynamics in robotics ranging from laboratory
to commercial scales has been achieved [14]. Chaos system is also involved in the
design path-planning as algorithms for stationary obstacle avoidance with chaotic
dynamics using a neuron model [15]. In general, designers use a standard map to
generate a trajectory of mobile robot [16]. However, non-repeatability trajectory of
chaotic dynamics guarantees a mobile robot to navigate throughout the whole
workspace [17]. Hence, implementation of chaotic dynamics for a robot searching
and patrolling is alternatively suitable [18, 19]. For better areas coverage, multiple
robots working together can cover more workspace faster than that of using the
single one [17, 20]. To implement such chaotic behaviors, an ordinary mobile robot is
embedded with a chaotic equation similar to the initial work of Nakamura and
Sekiguchi [21]. Consequently, the robot moves chaotically following the dynamics of

the equation.

Cooperation of chaotic mobile robots in the network becomes important due
to robustness in term of a robotic network and effectiveness in term of the area

coverage planning. Some researchers propose methods based on chaos



synchronization [17, 20]. However, this method has a short coming that the duty
cycles of the robots’ controllers in the real application are intensively burdened by
the computational cost of running chaotic equation while performing chaos
synchronization at the same time. A challenge appears to answer an emerged
question is how to make a network of cooperation among ordinary mobile robots
behaved chaotically without chaotic equations or extra chaotic circuits embedded
into the robots. In doing so, a network must become a special complex network in
which the dynamics of the global behaviors of the system emerged from a strongly
interconnected among the agents. In fact, networks of dynamical systems have been
used to model a wide range of complex systems [22]. Dynamics behavior such as
chaos not only can be found in large networks, but also in a minimum complex
network composed of the number of elements as small as four indicated by a wide
variety of chaotic strange attractors [23].  This body of knowledge enables us to
transform a group of four ordinary robots into a minimum complex network
possessing chaotic behavior.

With the aforementioned motivation, a part of this research aims to bridge
the gap between the theory of complex network and the implementation of chaotic
mobile robots. Computer simulation and experiments have carried out to study the
chaotic behavior of complex robotic network that established with strong
interactions among robots obey the inverse square law of distance in the real space.

This summarizes the scope of work under investigation.

1.2 Objectives

The objectives of this research are:
(1) to discover the sequential patterns or behaviors of malware attack in botnets;
(2) to discover a new method to alert the network users against the threats of the

spread and the malaware attack from botnet, and



(3) to develop and study chaotic behaviors of a non-embedded mobile robotic

network.

1.3 Contributions

Our contributions can be divided into two domains. The behaviors of the

robot in the cyberspace and the real space have been investigated. This research

brings contributions for each domain of botnets and complex robotic networks.

1.3.1 Contributions in Botnet

1)

Detect the coordinated malware servers that are source of frequent
sequential attack patterns.

Classify and characterize the frequent sequential attack patterns based on
IP-address and timestamps.

Classify the group of sequential attack patterns based on the time
duration of attacks.

Classify the sequential attack patterns based on how some common
patterns are in attacks over computer networks.

Recommend some potential applications such as Intrusion Detection and

Prevention System (IDPS), botnet firewall, and tracking botnets.

1.3.2 Contributions in Complex robotic network

1)

2)

3)

Design a mathematical model of the non-embedded complex robotic
network.

Design and construct a physical two-wheeled non-embedded complex
robotic network.

Carry out the simulation of the non-embedded complex robotic network.



4) Compare the embedded and non-embedded chaotic mobile robot in
terms of its area coverage.
5) Perform experiment on the non-embedded complex robotic networks for

confirming the correctness of the proposed model.

1.4 Dissertation Outline

As mentioned earlier, this research is concerned with behaviors of vulnerable
robots in complex networks both in cyber and real space. The study carries out
simulations, experiment, and analysis on botnets and complex robotic networks. In
this chapter, we have introduced the background of the robots in both domains.

Objectives and contributions have also been described.

Chapter 2 presents literature review. Several methods for exploring behaviors
of malware attack in botnet and various approaches for detecting and analyzing
botnet attacks are introduced. Chaos system and applications, particularly in the

embedded chaotic mobile robots are also discussed.

Chapter 3 discusses the analysis on behaviors of sequential patterns of
botnet attacks. Malware traffic on the Japanese tier-1 backbone observed with 94
independent honeypots is investigated. Data mining algorithm namely PrefixSpan is
implemented to reveal the behavior of botnet attacks. The sequential attack
patterns of malware in botnet are exposed. Classifications of malware attacks are

also described.

Chapter 4 proposes a model of the complex robotic network and the
simulation. We explore behaviors of the complex robotic network in several possible
different conditions and scenarios. Simulation and numerical analysis of the
dynamics of the proposed model are presented. Chaotic behaviors are proved with

the existence of the positive value of the largest Lyapunov exponent. A possible



potential application of complex robotic network for area covering is also performed

and evaluated.

Chapter 5 presents the realization of experiment of the non-embedded
complex robotic network. The experimental setup and the results of the non-
embedded complex robotic network are shown and discussed. Hardware, software,
and other components of the robot are illustrated. Estimations of the largest
Lyapunov exponents from time series data, which is generated from the robots’

trajectories, are presented at the end of the chapter.

Chapter 6 gives conclusions of this research. It summarizes the contributions

and recommends some promising future works.



Chapter 2

Literature Review

2.1 Introduction

This chapter deals with two main parts. Firstly, we discuss about botnets and
several methods for exploring behaviors of malware attack in botnet. Secondly, we
mention about chaos system and applications on chaotic mobile robots. The former
part of this chapter is limited and focused on various approaches for detecting and
analyzing botnet attacks from a traffic flows or dataset. The honeypot technology for
capturing malware activity is also discussed. The latter part deals with the chaotic

robots traveling in real space.

In the real space, phenomena of chaos emerge from a deterministic system
that exhibit non-periodic behavior that depends sensitively on the initial conditions.
Although the interesting applications of chaotic systems in the complex world are
diversified, this chapter focuses merely on the applications of chaotic field of chaotic
mobile robots. We will find out later on the next chapters that we can substitute
the similar behaviors of this system by using a group of ordinary robot forming a

complex system.

2.2 Honeypot and Various Approaches of the Analysis on Botnet Attacks

To expatiate upon the theme, we first begin with botnet in this subsection and
then review the chaotic behaviors of mobile robots to form a complex network in
the next section. The term bots is sort of robots, in the cyberspace it is a self-
regulating malicious code that functions as a slave for botmasters [5, 24]. A collection
of compromised computer (bots) in the Internet that are controlled by botmaster for

a bad purpose is called botnet [6]. Usually bots spread through the Internet via email
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in mail groups or mailing lists. When the user executes the malicious program by
clicking an attached file at the email, it will automatically infect the vulnerable
computer. Another method is network users click a link in a web page that the web
server has defaced by hackers [3, 25]. A total bandwidth and a huge size of botnet
become a terrible threat and it hard to against. In [4], McCarty mentioned that IRC
server reported 4.752 hosts were joined in the channel. In addition, 15.164 unique
hosts occupied the network traffic over a period about 10 days. Suppose that
bandwidth for each bot is 56kbps with botnet scale around 15,164 bots attacking at
the same time would give result in 850 Mbps at its victim. It is effective way to

cripple the target such as any e-commerce site.

2.2.1 Honeypot

To fight against the botnet, we must have useful information about the
botnet attack. There is a powerful tool that is called a honeypot. This is a kind of a
host that pretends to be a vulnerable computer for receiving attacks. This trick
addresses for capturing malware activities in a machine that has been compromised
by attackers. Datasets have been captured by honeypots are valuable information

about techniques, strategies and motivations of attackers [5, 26, 27].

Vulnerabilities give a crack to the attacker to infiltrate into a victim’s
computer after the attacker found its weaknesses. Furthermore, some computer
worm such as Warhol worm is able to attacking all most vulnerable victims under an
hour, probably no more than 15 minutes which is impossible for making counter
responses immediately [28]. To learn how the attacker utilizes vulnerabilities a
computer system one can develops a host in the network to observe what happen
in it. If the host system is dedicated without any purposes, then anytime the
outsiders want to try for contacting it, they seem to be suspected. The important
values come up from the host being attacked, probed, compromised; and thus the

host such this is called a honeypot [2]. Defensive approach most have implemented
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in the network security that aims to keep the attacker out of the system. Unlike the
defensive approach, honeypot is about keeping the attacker inside of the system,

and behaves that seems to be attractive to the attacker [5].

There are two categories of honeypots based on the interaction between
honeypots and the attacker. A high-interaction honeypot provides a real system that
the attacker can interact with. In contrast, a low-interaction honeypot simulates only
some parts of network services. Another difference is physical and virtual honeypots.
A physical honeypot is a real machine on the network with its own IP address. A
virtual honeypot is simulated by another machine that responds to the network

traffic sent to the virtual honeypot.

A honeypot has several advantages such as data value, resources, and
simplicity. Data value arises from the honeypot because any connection inbound to
the honeypot is most likely a probe or attack, and honeypot only harvest small

amounts of data, but high-value data.

Resources are another issue in network monitoring system. Resource
exhaustion can happen when a security resource has not continually works because
its resources are overwhelmed. Because the honeypot captures and monitors a few
events, the honeypot typically do not have problems of the resource exhaustion.
The honeypot requires minimalist resources to be developed, low investment of
money in the hardware. It does not require the new technology, vast amounts of

RAM or chip speed, or large disk drives.

The simplicity is the best achievement to be considered as the biggest
advantage in the honeypot. The honeypot does not need a sophisticated algorithms
to develop, and signature database to maintain. One can drop the honeypot
somewhere in his/her organization and then sit back and wait. If outsider connects to

the honeypot, check it out.
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Several disadvantages also come to the honeypot such as narrow field of
view, fingerprinting, and risk. It does not replace any security mechanisms, in other
words it is a complement for enhance the overall security architecture. The
honeypot only monitors a particular activity which is predefined. A honeypot has a
microscopic effect on the value of the data harvested. It only focuses closely on the

data of known value.

The honeypot probably cannot behave exactly the same as the real system.
Sometime the attacker is able to catch an anomaly behavior of the honeypot. For
example, the honeypot may be designed to emulate an NT IS Web server, but the

honeypot also has certain characteristic that is identified as a Unix Solaris server.

The honeypot can introduce a risk of its environment. When the honeypot
has compromised, it can be used to attack, infiltrate, or harm other systems or
organizations. Each honeypot has different level of risk. The simpler the honeypot,

the less the risk; it depends on how the honeypot was built and deployed.

2.2.2 Some Approaches of the Analysis on Botnet Attacks

The honeypot gives benefits to those who work for network security. It can
distract attackers from more valuable machine on the network; provides an early
warning about a new attack and exploitation trends; or allows in-depth examination
for attackers during and after the exploitation against the honeypot.

The study of datasets collected from honeypots provides valuable
knowledge on the attacking behavior of botnets. Heuristic techniques for the
detection of malware involved in botnet coordinated attacks provide useful
information for determining the characteristics of and relationships between botnet
attacks. In [29], Kuwabara, et al. reported that the botnet sends packets containing
particular messages indicating malware. A message such as MZ, PE, DOS, and “Ithis

program cannot be run in DOS” or “M/indows Program” appear in files downloaded
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use Trivial Files Transfer Protocol (TFTP). A compromised computer establishes
communication to the C&C server in order to join in the botnet. A message such as
NICK or JOIN was captured on the traffic flows when the IRC protocol is used. These
messages indicate that the bot tried to apply its nickname and want to join into the
channel. Along his investigation 13 kinds of malware have exposed. Generally bot
attacks pass three phases [3]: (1) Scanning/Searching, scanning for vulnerable
computers, (2) Infection, bots spread malware for infecting victims (indicated as
vulnerable computers), successfully infect victims has an effect of victims become
new bots, (3) join to the channel, new bots submit themselves to the botmaster and
ready for receiving commands.

Nowadays the botnet developer continuously improves techniques more
sneaky. Most popular centralized technique of botnet used IRC channels [30], then
expanded to the popular applications such as HTTP protocol [31]. But the
centralized technique has a weakness of single point of failure. Considering the
weakness, a robust botnet implements a distributed P2P-architecture instead of the
centralized one, if the one of the C&C server peer collapses, then others can

substitute it [6, 25].

Many threats come from the Internet such as Deniel-of-Service (DDoS), click
fraud, and phishing are parts of botnet attacks. These distributed attacks have
triggered by botmaster through the Internet. Guofei Gu, et al. [32] explained a
mechanism for monitoring network perimeter to detect the Internet malware
infections that caused by botnet. Because botnet uses mechanism C&C channel to
communicate and distribute attacks, it has two-way communication or dialog among
botmasters and bots. During the infection process, the communication sequence
intently occurs. The system monitor is called BotHunter. He proposes a method that
called dialog correlation strategy, the process of bot infections are modeled as a
group of traffic flows such as target searching, infection exploit, binary egg download

and execution, command and control channel establish, and outbound scanning that
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bartered between internal host and external entities. If there is a correlation among
inbound scan, intrusion alarms, and outbound communication pattern, then it’s a

strong indication that a local host is successfully infected.

In [33], Guofei Gu, et al. presented a general framework of botnet detection
that not subject to botnet C&C protocol and construction, and without any prior
information of botnets. The framework uses clustering and cross-correlation
techniques to identify a botnet. A filtering process is needed to eliminate
unnecessary traffic flows. The next step is to cluster the flows based on similarities
between malicious and communication activities. If a host belongs to both clusters,
then it is strongly identified as part of a botnet. Another approaches based on
clustering, Thonnard and Dacier in [34] utilize graph-based clustering method for
investigating datasets of Internet network traffic collected by honeypots based on
similarities of time-signature. Closely similar patterns of time-signatures clustered
within certain time duration at several different sensors reveal coordinated activities
come from the same root cause. They noted that the “shape” of time series may
have significant information such as a routine diurnal/nocturnal activity pattern
probably a sign of botnet propagation. They have found that an appropriate similarity
measure on time series analysis enables the identification of several worms and

botnets activities.

Another attempts to detect botnets based on network traffic flows was study
by Lu Wei et al. [35]. Lu Wei et al. reported noted about 40% unknown network
flows were found on a large-scale WiFi-ISP network over a half-year period that might
be caused by malicious activities or a new botnet traffic. To identify and classify the
unknown flows, they proposed an automatic probing of botnet communities. Using
cross-association clustering and N-gram algorithm for investigating the normal
network traffic flows on large-scale WiFi-ISP network. its process needs three steps to
accomplish the goal. First, classify the input network flows based on a payload

signature to get the unknown flows. Secondly, examines the unknown flows based
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on cross-association clustering method to classify it into application communities
such as P2P community, HTTP Web community, Chat community, Data Transfer
community, Online Games community, Mail Communication community, Multimedia
(streaming and VoIP) community and Remote Access community. Finally, using N-
Gram algorithm to define whether the network flows are generated by humans or
bots. They claim successfully achieve an automatic application for classifying
network application communities and a generic method to distinguish malicious

activity between humans and botnets.

Because botnet is controlled by botmaster in a systematic and coordinated
way, botnet generates activities with similar behavior patterns. Let us take a look at
the spam activities. We are annoyed with receiving email spam for advertising some
products market. A lot of spam emails are routinely sent to our inbox every day. It is
quite possible that spammers systematically send the spam emails to targets.
Nowadays spammers have choices for spamming, because botnets are
commercialized and powerful for spreading spams [7, 8, 24]. Husna et al. in [36]
investigate the behavior patterns of spammers based on the core similarities within
spamming, particularly their temporal characteristic. Principal component analysis is
applied to a feature set to determine which characteristics are important for the
highest diversity in the spamming patterns, such as the active time, the content
length, and frequency of emails. Clustering methods are then used to classify
spammers into botnet groups based on behavior similarities. They claim that this
method enables us to recognize botnets precisely from their similar behavior when

spamming a domain.

2.3 Chaotic Mobile Robots

A chaotic mobile robot is a mobile robot that behaves chaotically based on a
chaotic system embedded into the mobile robot controller [14, 17-21, 37-40]. The

chaotic mobile robot usually is implemented into two-wheeled mobile robot.
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Because its simplicity and ease of controlling, the two-mobile robot becomes
popular in chaotic robotic field. Fundamental of chaos and mobile robots will be

given as follows.

2.3.1 Chaotic System

Chaos is phenomenon that deals with inherent unpredictability in the
behavior of complex natural system [41]. It is a part of foremost subject known as a
dynamics. This subject relates to dynamically changes of the system [42). Behaviors
of the chaotic dynamic system externally seem to be non-periodic and random.
However, this phenomenon comes up from deterministic systems generated by
physical or mathematical law, instead of noisy driving forces. Chaos is famous with its
definition as a deterministic system exhibits non-periodic behavior that depends

sensitively on the initial conditions.

2.3.1.1 The Dynamic System as an Ordinary Differential Equation (ODE)

The dynamical system can be expressed mathematically as a differential
equation. This subsection deals with a temporal behavior represented by ordinary

differential equations (ODEs). General framework for ODE is stated below [42]:

x.'l = fl(xlr o :xn)
: 2.1

xn = fn(xll lxn)
the over dots denote differentiation with respect to t. Thus x; = dx;/dt; it says that
how the system evolves in time. And then the problem at hand is described as
functions fi, -, f,. The number of variables involved in the system is denoted with n

and the variables are stated as x;, -, x,,.
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Fig. 2.1 Trajectory on phase space X;-X(1+x) Where k=1

In a nonlinear system, the nonlinearity can be linearized by a small angle
approximation f(x) = x for x € 1. This assumption converts the problem to a linear
one. The solution would be a pair of functions x,(t) and x4 (t), Where 0 < k <n.
Figure 2.1 shows geometrical representation of the solution that can be done by
plotting the solution (x;(¢), x4 (1)) corresponding to a point evolved along a curve

on the abstract space with the coordinate(x,, x(+x))-

2.3.1.2 Equilibrium and Stability

The term equilibrium of a system is a state of the system which does not
change [43]. To estimate the equilibrium of the system in the dynamical system, it
can be done by setting all derivatives to zero. Fixed points are denoted by x*
defined by fix)=0. The synonym of fixed point is steady, constant or rest of solutions.

If x=x initially, then x(®)=x for all time.
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dx/dt
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Fig. 2.2 Vector field on phase portrait of f{x)

)

A

Figure 2.2 shows a vector field of a one-dimensional system % = f(x) on the
real line, it simply draws the graph of f{x) and then use it to sketch the vector field,
where the xy-axis are x and x, respectively. The solution of x = f(x) is started from
arbitrary initial condition x, and is observed how it is carried along the flow. A path of
the solution is called trajectory based on x,, and the diagram as shown in Fig. 2.2 is
called a phase portrait.

If >0, then the arrows flow to the right, otherwise to the left. The other
state is x = 0 which is no flow, so that’s why is called fixed point. As shown in Fig.
2.2, there are two kinds of fixed points; solid black dots represent stable fixed points
(also often called attractors or sinks, because the flow is toward them) and open
circles show unstable fixed points (known as repellers or sources). The equilibrium
defines stability of a system, if all sufficiently small disturbances away from a point
dump out in time, then it is called stable or equilibrium point. In contrast, if

disturbances grow in time, then it is called unstable point.

2.3.1.3 Chaos Definition
Chaos is the phenomenon of occurrence bounded aperiodic long-term
behavior in completely deterministic nonlinear dynamical systems with high

sensitive dependence on initial conditions [44, 45).
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Aperiodic long-term behavior means when t - « trajectories do not converge
to equilibrium points, periodic points or quasiperiodic orbit. It forces an open set of
initial conditions for leading to aperiodic trajectories; or probably, it given a random
initial condition and thus the probability of aperiodic trajectories occurred is nonzero.

Deterministic means the system does not be influenced by any random or
noisy inputs or parameters. The aperiodic behavior comes up from the nonlinearity
of the system itself.

High sensitive dependence on initial conditions means as time goes on,
trajectories nearby points diverge exponentially fast, i.e., the system has a positive

Lyapunov exponent number.

2.3.1.4 Attractor and Strange Attractor Definition
The chaotic behavior of the system can be observed on phase space. When
the chaotic behavior comes up on an attractor, it will be the most interest to be
observed. Generally speaking, an attractor is all trajectories of a set near neighbor
points converged to a chaotic region [44, 46]. An attractor can be defined as a set A
with the following properties:
a) Ais an invariant set: any trajectory x(t) that starts in A stays in A forever.
b) A attracts an open set of initial conditions: there is an open set U containing
A such that if x(0) € U, then the distance from x(t) to A tends to zero when
t » ~. This condition confirms that A attracts all trajectories that start
sufficiently close to it. The largest such U is called a basin of attraction of A.
c) Ais minimal: A does not have a subset that confirms conditions a)and b).
A simple attractor can be explained as points and circle like curves called limit
circles (an isolated closed trajectory). Attractors that exhibit sensitive dependence on
initial conditions, and have a great detail and complexities, it is called a strange
attractor. For example, Lorenz’s attractor is the famous one of as a strange attractor,

as shown in Fig 2.3.
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Amax =t EiZg In 'A,f—‘;*ll‘—' (2.2)
where t is the number of iterations of the flows over which the average is taken.

To estimate the largest Lyapunov exponent from the experimental data, we
cannot be directly as the calculation of dynamical differential equations. Due to the
experimental data usually one dimensional time series, it has to be reconstructed
into the attractor that properly unfolded. Time-delay coordinate of a phase space is
frequently implemented to overcome this matter [50-54]. Given a scalar time series
x(to), x(ty), x(t2), -+, x(t;) where x(t;) € R is a measurement taken at time t; = t, + iAt.
One dimensional time series can be embedded into a higher dimensional space m

using time-delay embedding 7 yields vectors X € R™ as

X = (x(t)' X(t+1) "y x(t+(m-1)r))- (2.3)

The time-delay embedding = defines the quality of the reconstruction. When
t is chosen too small the trajectory of the time-delay coordinate appears to be a
straight line with angle 45° on the phase space, and thus x¢) and x4gn-1r) Will be
indistinguishable. In opposite, if 7 is too large, then the trajectory will fill out all
spaces in phase space which is not represent the true attractor. Fraser et al. [55]
recommends for using the first minimum of the mutual information to choose a
proper time-delay embedding.

Whereas a choosing of the minimum embedding dimension is another case, if
it follows m>D where D is a fractal dimension of the attractor, then the proper time-
delay coordinate will carry out the same dimension as the original attractor [52, 56].
To estimate an appropriate embedding dimension m for a vector £,, Kennel et al.
[53] proposes a method which is based on the number of false nearest neighbors
points. The idea is the time-delay coordinates in R™ unfolded properly when the
number of false nearest neighbors is falling down to zero. In [57], Cao implements

the mean value of the number of nearest neighbor to estimate the minimum
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embedding dimension m. The mean value stayed constant when the embedding
dimension m, has increased to the higher dimension m;, i.e, if my increases to m;
and the mean value of the number of nearest neighbor stays constant at m,). And
the term my+1 is the minimum embedding dimension.

From Eq. (2.3) with a proper m and T as described, Wolf [58] explains how to
estimate the largest Lyapunov exponent number. Initially denote a fiducial point and
its nearest neighbor in phase space and calculate the Euclidean distance between
two points L(ty). As the two points evolve at t; , the Euclidean distance becomes
L'(tJ). The evolution time is kept in a time short enough ensuring to probe the
structure of attractor in a small area. The large time evolution will lead an error
estimation of A,... Next, two criteria, a small distance L(t;) from evolved fiducial
point, and a small angular distance 6, between the evolution and replacement point
are considered to pick up new data point. This process is iterated until the fiducial
trajectory has scanned all data file. By doing so, the largest Lyapunov exponent can

be estimated as

_ 1 M L' (tg)
T tm—to <R L(tk—y)

(2.9)

Amax

where M represents the total number of replacement steps. Figure 2.4 shows the
illustration of the evolution and replacement method used to estimate the largest

Lyapunov exponent from experiment data

L)

fo

Fig. 2.4 Illustration of the evolution and replacement of Wolf’s method to estimate

the largest Lyapunov exponent number
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2.3.2 Two-Wheeled Mobile Robot

A wheeled mobile robot is widely used from a high school workshop to a
university labs scale. Discussion about wheeled mobile robots is widely available in
many literatures. It has many types based on drive technology such as differentially
drive, car-like, omnidirectional and syncho drives. This chapter focuses on the

differentially drive or two-wheeled mobile robot.

2.3.2.1 Differentialtly Driven Two-Wheeled Mobile Robot

A differentially driven wheeled mobile robot (WMR) has two main parts that
make it different to the other types. A WMR is built by two driving wheels, and one
or more castor wheels in the front or rear side to support the balance of the robot’s
body. According to two wheels independently installed in the body structure of the
robot, it requires a good coordination between two wheels of the right and left to
achieve the desired motion. Benefits from the structure and configuration are its
simplicity and able to adapt in many different conditions. Moreover, it is ease to
construct and to control [59]. Figure 2.5 shows a general structure of the two-
wheeled mobile robot.

Y
A

Y

Fig. 2.5 The general structure of two-wheeled differential driven mobile robot



24

The concept of differential driven to control the motion of the robot arises
from differential rate and rotaries of two wheels of robot on the right and the left. If
both wheels roll at the same speed, then the robot will move forward in the straight
line. The robot will move backward by rolling both wheels to the opposite direction.
By slowing down or speeding up one wheel and keep the other in the constant

velocity will make the robot turn right or turn left.

2.3.2.2 The Kinematic Model of the Two-WMR

Kinematics is the study of mathematics of the motion to deal with only
geometry aspects and mechanical behaviors without any consideration of forces that
affects the motion. This subject is important for designing and controlling the
wheeled mobile robot. Two-WMR has constraints attached on its mobility, and this

concept leads us to understand the mobile robot motion.

Vay

Va

6 X

Fig. 2.6 Kinematics and local coordinate system where D is a diameter of the
robot, w, defines an angular velocity, and vgvge Vg, are robot’s velocity, right and

left velocities, respectively

Figure 2.6 shows kinematics and the local coordinate system of the two-
wheeled mobile robot. The robot moves with velocity vz and angular velocity w,.

The robot motion on the workspace is controlled from differential velocity between
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the right wheel vgg and the left wheel vi,. The conversion of the robot’s velocity v

to both velocities vgg and vi, are stated in Egs. (2.5) and (2.6) below [60],

D.w D.w
Vpr = Vp + - R VRL = Vg — £ (2.5)

Solve for vk and w,

VRR™VRL
Wg = —2 , (2.6)

The curvature p of the trajectory is obtained from the holonomic relation between

the velocity vz and the angular velocity w, then

p=-R 2.7

WR

The coordinate transformation is important part of the study of a rigid body
motion on the global coordinate. The robot as a rigid body has a fixed coordinate
system (x’,y’) and has the common origin (0,0) with the global coordinate system
(X,Y) on workspace. Wherever the robot moves and rotates, its new coordinate is
limited to the global coordinate system X and Y. The motion of the robot in a two-
dimensional workspace must respect to the restrictive equation. Assume a point A in
the X-Y plane has a coordinate A(x,y) as shown in Fig. 2.7. A new coordinate axes (X’-
Y’) on the same workspace can be created by simply rotating the original coordinate
axes with an angle @ at its common origin, that is (0,0). Suppose a point Alx,y) is
transformed into a new coordinate system (X’-Y’) plane. Thus, the transformation

becomes
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x'=xcosf + ysinb

y' = —xsinf + ycos & 28)

Y
v A
Y
\\ Alx.y) )
\ Alxyy’) ,,,X
\ @ -
L S -7
vV e -7
vV e -~
\ I -
g .-
\ _-"

Fig. 2.7 Coordinate transformation, where X-Y plane is the global coordinate system

and X’-Y’ is the local coordinate system of the central mass/robot

Positions of the robot along its trajectory can be determined with an assumption, at
time 0 the robot’s position is Py=[x4 Ve Go]T. If the robot moves with the velocity vq

and angular velocity wg, then the next position P is a function of P=f{P, v wgdt).

® P{xp,ys)

i Polxayo)

(0,0) );o
Fig. 2.8 The coordinate system of the moving robot, where Py(x,y,) is the initial
position of the robot, it moves with velocity vz and movement angle 6, away from

the X axes into the new position Px,,y,)
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In case of the robot moves from the initial position Py=[xay5 GO]T at time ¢ to
the next position at t+dt, the trajectory is a circular arc with radius p, as shown in Fig.
2.8. Therefore the coordinate transformation of the new coordinate system is defined

as follow

x' = xcos @, + ysin 6, — x, cos 8, — y, sin 6y,

y' = —xsinfy + y cos 6y + x sin 8y — y, cos 6. (29)
Whereas the inverse transformation is
x =x"cosOy—y'sinb, + x,,
0= Y SINFo T Xo (2.10)

y =x"sinfy + y' cosy + y,.

ICfi

wadt

R PIxXny’)

Fig. 2.9 The circular arc around the instantaneous center of rotation (IRC)

The initial position P, of robot is located in the origin of the transformed

coordinate system as shown in Fig. 2.9. A new position after time interval dt is

x' = psin(wgdt),

"= p(1 — cos(wgdt)). @11)
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Applying the inverse coordinate transformation yields

x= :—R (sin(wgdt) cos 8y — (1 — cos(wgdt) sin 6,)) + x,,
R

VR /. : (2.12)
Y=o (sin(wgdt) sin 8y + (1 — cos(wgdt) cos 8y)) + Vg .
And
0 = wprdt + wy. (2.13)
For wg — 0 the new position is calculated from (2.11) by using 1’Hospital’s rule
; _ vt (2.14)
Applying the inverse coordinate transformation yields
3= dt sy e 215
And
0 = 0,. (2.16)

Dividing both sides of Egs. (2.15) and (2.16) by dft, but ignore x, and y, to get the

sifting at dt. If dt tends to zero, then finally yield

x' = vg cos,,

, ) (2.17)
y' = vgsinf,,

and

9, = (OR. (218)
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2.3.3 Embedded Chaotic Mobile Robot

Dynamic systems in chaos and their implementations have been studied
intensively [10-15]. The implementations have been boarden to many fields such as
encription [10, 11], secure communication [12, 13], and robotics. In the robotic field,
a study of mobile robot attracted attention to many researchers is to explore chaotic
dynamic systems ranging from laboratory to commercial scales [14]. Changkyu, et al.
[15] study on path-planning algorithms for stationary obstacle avoidance implement
the chaotic dynamics by using a neuron model. Generally robot designers use a
standard map to generate mobile robot trajectory [16]. The chaotic mobile robot has
advantage from non-repeatability in term of trajectories of the chaotic dynamics to
accomplish area coverage [40]. Other implementations of chaotic dynamics for
searching and patrol can be seen in [18, 19]. To generate chaotic behaviors, most
chaotic robots are programmed by chaotic equations similar to the initial work of

Nakamura and Sekiguchi [21].

2.3.3.1 Single Chaotic Mobile Robot

Single chaotic mobile robots with various implementations and applications
have attracted much attention from researchers. To understand its concept, one can
start from the work of Nakamura & Sekiguchi [21]. The work in [26] presents a
method to control the motion of a mobile robot based on a chaotic system. The
chaotic equation is embedded into the controller of the mobile robot to drive the
direction of robot’s motion. It has been proved that a chaotic system can guarantee
the robot behaved chaotically. The robot can explore all workspace that given due

to its chaotic behavior.

Let us start from the three-dimensional chaotic equation of Lorenz. Chaotic
system is part of a dynamical system, and thus it can be represented by an ODE as

mentioned in Eq. (2.1). Lorenz’s system is stated below
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1;1 =o(l, — L)
Ly =Li(p—L3) — Ly, (2.9)
Ly =LiL, — BL3

where L,, L,, and L; are state variables regarding to Lorenz attractor and o, p, and 8
are coefficients or constants. To achieve the chaotic strange attractor, one can set
initial conditions L, =10,L, =11, and L; =10; and set coefficients ¢ =10,8=
g,and p=28. The Lorenz’s attractor can be seen in Fig.2.3.

A two-wheeled mobile robot can be modeled mathematically by adopting
Egs. (2.17) and (2.18), then the state equation of the mobile robot is able to write as

follows:

x vcos8 0
H = [v sin 6 0] o) (2.20)
2 0 1

where v [m/s] is the linear velocity of the robot and w [rad/s] represents the angular
velocity. Whereas (x [m], y [m]) is the position of the robot on the workspace and 6
[rad] defines the angle of the robot.

Chaotic behavior of mobile robot can be achieved by embedding the chaotic
equation in Eq. (2.19) into the mobile robot equation in Eq. (2.20). Thus, the state

equation of chaotic mobile robot becomes

Ls LiL, —BLz | (2.21)
X vcosl;
VL vsinL,

L:1 o(Ly — Ly)
L, ‘lq (p—L3)— L

In the numerical simulation, Eq. (2.21) is treated as the dynamical system of

the ODE by using the fourth-order Runge-Kutta integragor [61]. Figure 2.10 shows the
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The algorithm is a simple as follows. When the robot hits the wall, the robot
will be reflected back inside the workspace. Employing the law of refelction, the
reflection angle is the same as the incident angle. Figure 4.2 illustrates the mirror
mapping technique. According to the figure, the mobile robot hits the wall with an
incident angle a., and then maps to the new position with the angle is exactly equal

to the incident one.

Suppose that Xies Xighs Ymax aNd Ymin are the edges of the workspace for left,
right, upper and lower on Cartesian coordinate, respectively. Initially, the robot
position is (x,y,), if the next position (x;,1,yi.1) Will cross the border, then the mirror
mapped point when the robot crosses one of the border is (x;, Vi, it can be

defined as follow;

left: Xy = 2X10pe — X141y Yim = Vi

Tight: Xy = 2X00 = XGr1yy Vi = Vi

upper: x,, = x;, Yim = 2Ymax ~ Y1y < “n
lower: x;,, = x;,, Yim = 2 min = Y1y

In a situation that the robot collides to each other, a simple strategy is
implemented. Assume that each robot has a circle shape with radius 0.04m and a
safe area with the radius 0.08m from its center of body. When two or more robots
move coincide into this area, then robots stop in the current position to avoid
congestion. Next, each robot waits for a new free-congestion path generated by the
evolution of the dynamic system. This idea is very simple, stops in the current
position and generates a new path. This simplicity is suitable because the chaotic

behavior of the robot does not pay attention to a specific path or destination.
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4.5 Numerical Calculation of the Non-Embedded Complex Robotic Network

Dynamical system is something that deals with change, in which a system
such non-embedding chaotic robot network in Eq. (4.6) evolves in time. To
enumerate efficiently the solution of such system, a method of numerical
calculation should be selected. One of the famous and broadly implemented is the

fourth-order Runge-Kutta method.

The fourth-order Runge-Kutta integrator is widely used in the numerical
calculation for a solution of the ODE of dynamical system including of the
embedded chaotic mobile robot. Generally, Runge-Kutta integrator traverses a
solution along an interval by mixing the information from several Euler-style steps
that each involving one evaluation of the right-hand f’s, and then using the
information obtained to find a Taylor series expansion up to some higher order. This
method is easy to implement into a computation, and fastest method for evaluating

the cheap f; [61]. Fourth-order Runge-Kutta method defines the following formula;

k, = hf(tnf pn)

k, = hf (tn + 2h, p, + 2k, )

ks = hf(tn + 3R, pp + 3k;) . (4.8)
ks = hf (tn + 2h, pp + 2ks)

Prs1 = Pn + kg + 3k +3ks + 2k

In each step the derivative is executed four times. Firstly, f; is evaluated at the
initial points. The second and third are executed at midpoints. At last is executed at

a trial endpoint. From these derivatives the final point is defined.

Equation (4.8) is an evolution machine for generating trajectories of robots. In
order to generate trajectories, Eq. (4.8) evaluates Eq. (4.6) for each step size h
propagates in time. Thus, the trajectory of robot " is achieved from last two parts of

Eq. (4.6), that is (xy;). In case of the robot forbids traveling beyond a predefined
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workspace, the last fifth part of Eq. (4.8) pnyq = pn + 2ky + 2k, + 3ks + 2k, requires to be

improved. By doing so, Eq. (4.8) can be defined specifically for this purpose as

k1 = hf(tnr pn);
k2 = hf(tn + th, py + 2k1);
k3 = hf(tn + %h, pn -+ %kz);

(4.9)
ks = hf (tn + 2h, pn + 2ks);
Pn+1=Pnt+ %kl + %kz + %k3 + %kal-: for p, = si;
Pn+1 = Pnt Cn(%k1 + 3k + 3ks + §k4),f07‘ {pn = xilpn = yi}
The coefficient ¢, is toggle between 1 and -1 that can be described as
1 {(xi < xleft)l(yi < ylower)}
Cp = ) (4.10)
-1 {(xi > xright)l(yi > yupper)}

In the other words, the coefficient ¢,, plays the role of the motion direction
of robots when they collide to the wall/boundary. Consequently, when the robot i
moves beyond the left or lower than the boundary, coefficient ¢, can make the

robot i return back into the workspace.

The solution of the numerical calculation above will generate trajectories of
four non-embedded chaotic mobile robots. The trajectories come up from strands of
the solution of x; and y; (the last two part of Eq. 4.6) in the Cartesian coordinate.
Behavior of robots creates chaotic trajectories on the workspace that can be

observed in the computer simulation.

4.6 Computer Simulation

Computer simulation aims to visualize the behavior of the non-embedded

complex robotic network in the form of trajectory. This dynamic visualization of
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trajectories is able to reveal the state space of the system observed visually.
Adopting this benefit, four non-embedded chaotic mobile robots network are
simulated into 2-D of Cartesian coordinate. Solutions of Eq. (4.6) are evaluated by

Eg. (4.9) for some duration of times, and are plotted.

This work provides the Graphical User Interface (GUI) to make the simulation
friendlier to be operated. The GUI has been developed by using C++ programming
language. It is able to record trajectories of four robots into the text files for further

investigation.

This research defines some constraints of the physical body of robot and its
environment to satisfy the simulation purpose. The robot is assumed to have a circle
shape with radius 0.04m. The environment is set as a flat workspace. To simplify the
simulation, the velocity for each robot is set to a constant linear at 0.05m/s. Since
the chaotic system sensitively depends on the small difference in the initial
condition and thus six different initial conditions are defined based on the orientation
of robots in the Cartesian coordinate. With this in mind, a term scenario (P) for a set

of each different initial condition is used.

Table 4.1 Initial conditions of robots’ orientation angles of six scenarios

Scenario # Initial Conditions Figure
P, s; = 5.4978, s, = 3.7525,s; = 2.3562,s, = 0.7854 4.3(a)
P, s; = 2.3562,s, = 0.7854,s; = 5.4978,s, = 3.7525 4.3(b)
P sy = 2.3562,s, = 3.7525, 53 = 2.3562,s, = 0.7854 4.3(c)
P, s; = 5.4978, s, = 0.7854, 53 = 2.3562,s, = 0.7854 4.3(d)
Ps s; = 5.4978,s, = 0.7854, 53 = 2.3562,5, = 3.7525 4.3(e)
Ps s; = 2.3562,s, = 3.7525,s; = 0.7854, s, = 3.7525 4.3(f)
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.
,@(L;o @Jb

Fig. 4.3 Initial conditions of robots’ orientation angles of six scenarios

The initial location (starting point) on the Cartesian coordinate for each robot Gy in
(4.6) are set to the same for all scenarios, and these are given as follow: x; = —0.5,
y1 = 0.5, x, = 0.5, y, = 0.5, x3 = 0.5, y; = —0.5, x, = —0.5, and y, = —0.5. Simultaneously,

initial conditions of the angle orientation for each robot is described in Table 4.1 and

/@

illustrated in Fig. 4.3.

Fig. 4.4 Complete graph represents the interaction of robots in the network, where
R;-Rq are 14" robots, respectively. Weight of the link between Robots i and j is

marked as /;
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Robotic network interact each other via links that assumed to be established
by transmitting and receiving energy among them. Consequently, the quality of the
link becomes important to preserve robots interaction in the network. This research
evaluates the interaction quality based on the inverse square law of distances among

robots that will be explained in the next section.

4.7 Evaluation Criteria: the Interaction Quality and Area Coverage
4.7.1 The Interaction Quality

According to the inverse square law, the weight of the link between two
robots decays exponentially due to robots move apart each other. This yields the
proportional effect toward the interaction among robots in the network. The weight
here is defined as a distance between two robots in the workspace. Figure 4.4 shows
a complete graph represents the interaction of robots in the network. Our conjecture
is the interaction quality has proportional relationship to the chaotic behavior. Here
we introduce a method to quantify the association of the interaction quality of
robots for the minimum complex robotic network emerged chaotic behaviors.

We now define I, as the average of the interaction quality among robots at
a certain time. In a Graph point of view, maximum number of possible links or edges
in the complete graph is w, where N is the number of robots or nodes. Then, we
can obtain I,,gthrough the summation of all weight and take the average using a

formula written below

N 1
lgyg = N(N ) (21:#] Zj=1 %) ; (4.11)

where r; is the distance between robot 7" and jth at the certain time.



74

In order to obtain the average of the total interaction quality among robots
during a slot of running time, we accumulate the I,,, and take the average relative
to the number of steps. The average of total interaction quality among robots during
a slot of running time is defined as &g,,4. For this purpose, £,,4 can be expressed as

follow

favg Zn—l (N(N 1)< l:t] Z} =1 z)) (4.12)

where K is the number of steps in the slot of time.

This research brings two cases of evaluation for the robot network behaviors.
First case is robots’ behaviors in the open-workspace that represents a low effect of
an environment. Second case is robots’ behaviors in the closed-workspace that gives
a picture of the environment makes a contribution for robots’ behaviors. The next
two sections will sequentially discuss both cases open-workspace and closed-

workspace, respectively.

4.7.2 The Area Coverage

Many researchers have proposed to implement the chaotic mobile robots
toward the home appliances such as lawn mowers or floor-cleaners and industrial
applications [14, 18]. Such applications acquire area coverage property. We now
evaluate the trajectory performance of the mobile robots for effectiveness in this
sense. The area coverage C, is a ratio of the total coverage of an area A, in which
the mobile robot's trajectory passes through to the total reachable area Ay, as

described below
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Ca

o (4.13)

Remark that the index C, defined herein is measured numerically for the
areas coverage not via frequency of visiting routes. In other words, it is a capacity
measurement, not the informative one. This is because we are now interesting in
areas coverage. This formula will be used to evaluate the performance on non-
embedded chaotic robot networks. The last section of this chapter will discuss the

implementation of this formula in (4.13).

4.8 Analysis Behaviors of the Non-Embedded Complex Robotic Network on

Open-Workspace

Open-workspace simulates a condition of robots interact each other in a free
flat workspace. The free flat workspace assumes the square area is unlimited for
robots exploration. Initial conditions and positions of robots follow the configuration
that mentioned in Chapter 4.6. The running time of robots is defined as 83min, and it
is sliced into three sequential time slots for evaluating the interaction quality. Three
slots of time are 0-16min, 17-41min, and 42-83min. For each slot of time the
trajectory of 1" robot on scenarios P1-Pg are captured and plotted as shown in Fig. N~

N v

4.5.

Figure 4.5 shows trajectories, which are observed within the first 16min, seem
to behave chaotically around the neighborhoods of the initial conditions. For the
second slot time from 17" min to 41"'min robot tends to move away from the group
recognized as weak interaction. The last slot of time 42"min through 83"min shows
the movement of robots totally lost their interaction and move along steady
positions and keep moving obey the first law of Newton.

Let us look more into the cause of this phenomena quantitativelly. Figure 4.6

shows the average of total interaction quality among robots spanning along the three
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slots of time. The &4, continues decreasingly as the time goes on. This represents
the mobile robots freely move farther away from each other in the boundless area.
As the robots evolve in time, the distances among them increase to make the
average of total interaction quality decreases asymptotically. Chaotic movement of
robots cannot be preserved if the average of the total interaction quality among the

mobile agent robots §g,,, decrease below 0.5 as shown in the Fig. 4.6.
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Fig. 4.5 Trajectories of robots have been captured within three different slots of time

on six scenarios: (a)f) represent trajectories of scenario P;-Ps, respectively
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Both simulation and experiment show the average (Avg) of the LLEs are
positive, as shown in Table 5.1. Hence, this means that it is chaos. This average is
taken from the number of time replacements from x; to Xit,,,» Which are varied
from 5% to 10% [58] of the total evolution. The average of the LLEs of the
simulation for each scenario varied from 0.045 bits/s through 0.07 bits/s, and the
average of all scenarios is 0.05 bits/s. The experiment reports that averages of the
LLEs for each scenarios lay down between 0.084 bits/s and 0.12 bits/s, and the

average for all scenarios is 0.099 bits/s.

Table 5.1 The LLEs of the non-embedded complex robotic networks: simulation

versus experiment

Robot at Simulation Experiment
Range Average (Avg) Range | Average (Avg)
scenario P,
bits/sec bits/sec bits/sec bits/sec
P, at Robot 1 | 0.06-0.07 0.07 0.10-0.13 0.12
P, at Robot 1 | 0.05-0.07 0.063 0.10-0.15 0.11
P; at Robot 1 | 0.03-0.06 0.05 0.09-0.11 0.10
P, at Robot 1 | 0.04-0.06 0.05 0.06-0.12 0.089
Ps at Robot 3 | 0.03-0.06 0.045 0.07-0.10 0.084
P¢ at Robot 3 | 0.03-0.05 0.047 0.07-0.10 0.095

The difference in the LLEs between the simulation and experiment is 0.04
bits/s. Clearly, the LLE of the non-embedded robotic network on experiment is a
little bit larger than the simulation. There are some reasons can be explained. Firstly,
noise comes from environment adding more randomness to the trajectory data.
Particularly in the experiment, the robot utilizes infrared transceivers to
communicate, and thus it has some risks of noises generating from the ambient such

as lighting and light reflection from the wall. Secondly, the robot does not have any
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mechanism of controlling speed, which is designed as simple as possible with
manually tune. Consequently, it gives a contribution of perturbation that comes
from differential speed of the left and the right of motors that drive the robot. Next

section concludes the discussion.



Chapter 6

Conclusions and Future Work

In this chapter, Section 6.1 presents the conclusion of this dissertation.

Section 6.2 gives recommendations for the future work.

6.1 Conclusion

This research contributes in the field of complex networks and robotics. Two
types of robots formed complex networks are under investigation and analysis:
botnets on the Internet and mobile robotic network. For botnets, the bots
propagates through cyberspace and the networks are formed physically by inherent
interconnect of the Internet structure in real space. For mobile robots, the robots
navigate through real space while forming a complex network via communication in
information space or cyberspace. Both cases focus on behaviors of botnets and the

robotic network.

Firstly, for the study of botnets, the CCC Datasets for 2009 and 2010
comprised the access logs of botnets' attacks, collected by 94 independent
honeypots since May 1, 2008 through May 31, 2010 on the Japanese tier-1 backbone,
are investigated. The PrefixSpan data mining algorithm is implemented to reveal the
sequential behavior of coordinated pattern of botnet attacks. The CCC Dataset is
filtered to fit the input data of the PrefixSpan method, and then the PrefixSpan
discovers frequent sequential attack patterns based on the sequences of malware

downloaded by honeypots.

The sequential attacks 3-pattern is further investigated based on IP-address and
timestamps in order to understand the attack behavior of the botnet. In doing

so, this research gives a classification and characteristics of the sequential attack
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pattern of malware in the botnet. Several groups of source IP address of sequential
attacks 3-pattern of malware are classified by using symbols AA,...As for
representing IP pattern code, and then IP pattern of the sequence of source IP
address of malware attacks are defined by using symbols S,,S, and S; associated to
the source IP address, as shown in Table 3.4. Another classification is based on the
malware downloaded timestamps. The name is similar to the source IP address.
Symbols E;, E,...E; represent the time pattern code, meanwhile the timelines of
honeypots downloading the malware are marked with symbols 7,7, and 75, as
described in Table 3.5. For example, if pattern Ps,4, is of type AsFs as shown in
Table 3.6, the first and third malware items are downloaded from the same source IP
address (As), and the second and third malware items are downloaded at the same
time (E5). The investigation from two groups of attacks, which are shown in Table 3.6,
we found that some attack patterns come from a unique host and some patterns

attack from different hosts. Figure 3.5 illustrates how the coordinated attacks work.

Classification of sequential attack patterns based on time duration of attacks
gives great information about how the botnet attacks behave in a certain time
period. This classification shows the coordinated attacks are performed by multiple
sequential patterns within a short period. Further investigation is conducted in two
categories based on the malware sequence, which are called duplicate—it has the
same malware appearing more than once in it—and nonduplicate. In particular, we
discover the duplicate attack patterns are distributed uniformly within a year, and
some malware comprise those pattern has the ability to disable some services on
systems running Windows 2000 and Windows XP such as Internet Connection
Firewall and Internet Connection Sharing. They listen to various ports and connect to
an IRC server, and their potential for damage and propagation is rated as medium to
high [69]. Regarding the botnet attack, we conjecture that the distribution diagram
shown in Fig. 3.6 can be considered a distribution of the C&C activity of a botnet

system. However, in case of nonduplicate attack patterns, they attacked intensively
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for a short period, less than a month in a whole year, and the frequency of attack in
a day is greater than the duplicate sequential attack 3-pattern. In addition, entropy
analysis helps for discovering the most common sequential attack patterns involved
in coordinated attacks. The entropy states about the probability of a particular

sequential attack pattern attempts to attack all honeypots under investigation.

In the study of botnet, we reveal several behaviors that are useful for alerting
Internet users against botnet attack threats. A vigilance and sensitivity against threats
of botnet attacks can be established by understanding the behavior of the spread of
malware from its source IP address and malware downloaded timestamps. Source IP
addresses of malware play the important role in the investigation of botnet attacks.
Some malware are sent by botnet through a unique source IP address and others
from multiple of source IP address. Equally important, the botnet attacks are
performed with multiple sequential attack patterns within a certain period—less than
a month. The evidence, which are explained above concludes that the botnet

employs a collaboration and coordination strategy to attack victims.

Secondly, for mobile robots, the new model of the non-embedded complex
robotic network is proposed. This robotic network aims to substitute the embedded
chaotic robots for generating chaotic movement. Traditionally, chaos has been
implemented on a single and multiple chaotic mobile robots by programming
chaotic equations into the robots’ controllers. However, this method has a drawback
in fixed chaotic patterns, self-localization and path planning. This research proposes a
method for chaotically robotic network by implementing a simple interaction among
robots. Four two-wheeled mobile robots compose a complex robotic network. Their
interactions (links) are dynamically changed obeying the inverse square law of
distance. The model is represented as the first Order Differential Equation (ODE)
dynamical system. The fourth-order Runge-Kutta method is employed for numerical
computation. The simulation results show the complex robotic network behaves

chaotically due to high interaction among robots. Indeed the robotic network cannot
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preserve the chaotic behavior when they lost their interactions. The proposed model
for non-embedded complex robotic network is confirmed that it has property of
chaos that is indicated by the positive value of the largest Lyapunov exponent. On
performance comparison with the embedded counterparts, the proposed non-
embedded complex robotic network is evaluated by exploring unknown terrain. The
proposed scheme provides better area coverage than the embedded Lorenz's and

Armnold's systems.

Thirdly, the experiment implementation is developed to validate whether the
proposed non-embedded complex robotic network is practically and correctly
performed. The robot’s structure is a two-wheeled mobile robot (2-WMR), and it is
equipped with a very simple communication system based on infrared light. To cope
with congestion against the wall and other robots, three mechanical bumpers are
installed in the front side of each robot. The brain of the robot is supported by
PSoC® microcontroller CY8C29446-24PX1 by Cypress. Each robot behaves very
simple; the robot moves forward to a constant speed when there are no signals from
other robots. The robot tumns right or left depending on where the strongest
interaction comes from. Four 2-WMRs travel inside the 1.5x1.5m’ workspace, and the
overhead camera captures trajectories of the robots run underneath. In a simple
case, a mobile robot moves inside the workspace behaved like a bouncing ball
because there are no agents around. In the other case, the four robots move inside
the workspace while interact to each other creating chaotic trajectories. The
visualization of chaotic trajectories from both simulation and experimental results
look similar. The largest Lyapunov exponent estimated from the time series data in
the experiment shows positive and is greater than zero. This indicates that the

system is chaos.

In summary, behaviors of two kinds of robots forming complex networks are
investigated both in the cyberspace and the real space, which are represented by

the botnet and the complex robotic networks, respectively. We are interested in
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behaviors of the complex networks in term of characteristics of the behaviors: dead
fixed point, periodic, or chaos. We found in the case of cyberspace that the
sequential attack patterns of malware in the botnet are an example of the periodic
behavior of complex network. For real space, in case of no other agents around, a
robot would move with constant velocity and the case corresponding to a
phenomenon of steady state in complex network. In contrast, a phenomenon of
chaos can happen when complex robotic network has high interactions. All above
phenomena lead to the conclusion that they come from a deterministic law. In the
establishment of botnet on the Internet, the attacker or a programmer of malware
systematically develops a specific malware with special function to work in
coordinated manner and in sequence. Likewise, in simulation for the case of non-
embedded complex robotic network, each robot is programmed to have the inverse
square law interaction. Note that terms of “systematically develop” and “program”,
mentioned in italic words, are evidence of the complex network comprises
deterministic system elements. Undoubtedly, the deterministic system can establish
chaos when the interaction is beyond the threshold of linearity as evidence by strong

interaction among the robots both in simulation and experimental results.

6.2 Recommendations for Future Work
6.2.1 The real time sequential attacks pattern monitor

Throughout this dissertation in particular at the botnet attack, we found some
valuable information steams from the classification of the sequential attack pattern
based on time duration of the attack. According to this research, attacks or infection
occurred for a certain period of time around 20 to 25 days. At the zero day (first day
of attack), the new sequential attack patterns appear continuously to establish the
botnet. In this research, the information is achieved by mining the static dataset,
which is collected by honeypots. it will be a challenge to achieve the information in

the real continuous time. By doing so, the information can be used for alerting
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people who are responsible for the network security and the defense. Moreover, it is
possible to integrate the firewall system to improve the performance of blocking

malicious activities.
6.2.2 Complex robotic network searching team

In this research, the non-embedded complex robotic network shows chaotic
behaviors in a condition of high interaction strength among the agents. The
predefined workspace is set physically to achieve this condition. However, this may
not be exact the real world, in which the assigned workspace is a square shape with
limited area. To enhance the system, a candidate method can be improved by
enhancing performance of the communication system. The communication system
with wide area coverage such as Wi-Fi or Wi-MAX is able to substitute the physical

border in the real-world applications.

Searching and rescue teams in large unknown area need a lot of team
members to work effectively. Searching in the unknown terrain with chaotic system
guiding pattern has been studied in [17, 19, 40]. However, those studies are limited in
a closed workspace. The advantage of the non-embedded chaotic robotic network is
the chaotic behavior emerging from their interactions. For this reason, we
recommend developing an expanding interaction competency to establish a virtual
space based on the communication area coverage. And thus the workspace would

become a flexible size.

Finally, the chaotic robot team for searching in the large unknown area can
be developed. Every time a robot moves beyond a certain distant limit from the
center of the network, the robot is programmed to heading back into the center of
the network. Consequently, the chaotic behaviors of the robotic network can be
preserved inside the virtual workspace. This concept is possible to be extended to
chaotic searching along the predefined path, in which the chaotic robotic network

will behave chaotically while move toward the target point.
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