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ABSTRACT

This thesis proposes the new optical cryptography system which uses the
noiselike signal generated by the PANDA ring resonator to form the secure
communication for the information security.

Firstly authors begin by presenting the study of related theoretical
backgrounds such as dark and bright solitons, related optical devices, theories of the
cryptography, noises and chaos-based communication. Then, the investigation of the
dynamic behavior of the dark-bright soliton propagation and collision within the
PANDA ring resonator is presented, followed by the designed optical cryptography
system using purely compact optical devices is proposed. In this thesis, the authors
use the combination of the noiselike signal, secret key and encryption-decryption
keys for securing the communication. The noiselike signal is obtained from the
dynamic states of the dark-bright soliton propagation and collision within the PANDA
ring resonator, the secret key is derived from the noiselike signal which is obtained
from the optical add/drop filter, and the encryption-decryption keys are derived later
from the secret key which propagates through the add/drop filter too. The noiselike
signal is sent to the receiver via the separate channel for a noise synchronization,
and both the transmitter and receiver use the same noiselike signal to create the
secret key. The secret key and encryption-decryption keys are not distributed over
the optical network so they are safe from eavesdroppers. The encryption key is used
by Optical Power Modulator for masking the information signals and the decryption
key is used by Optical Power Demodulator for unmasking the received signals
(ciphertext). The eavesdroppers without the valid decryption key cannot recover the
original information signals.

Finally, mathematical simulations are conducted and their results have been
shown that the proposed optical cryptography system can be used to form the
“noiselike” communication for the information security over the high bandwidth

optical network without any electronic control circuit is required.
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CHAPTER 1
INTRODUCTION

1.1 Motivation

The amount of information transmitted over optical networks has seen an
enormous surge over the last decade. This process is likely to continue considering the
demand for a greater variety of services and a faster user experience. One central issue
of modern optical communication is its security. The main issue is how to conceal the
content of .messages transmitted through insecure channels to unauthorized users or
transmitted through insecure channels to unauthorized uses or in other words, to
guarantee privacy and confidentiality in the communication.

Noiselike and Chaos-based communications have entered the scene and have
become popular, evolving from a theoretical concept and an experimental
demonstration to an almost ready-to-use technique where successful field experiments
have been reported [1-4]. The chaos-based communication takes the advantage of the
complex behavior of chaotic dynamical systems to “hide” or “mask” information called
chaos-based cryptography. Then, a system similar to (or inverse of) the transmitter is
necessary at the authorized receiver to recover the message. Privacy relies on the
difficulty to recover the message without the appropriate receiver. Many different
implementations of this basic idea have been proposed in the open literatures. An
overview of the different methods presented so far can be found in the literatures, but
many of them are still complex and involved many components, so the search for the
simple and compact system still remains.

1.2 Goal of this thesis

Over the past decade, optical devices have become increasingly important as
integrated components for advanced optical technology and have been widely used as
optical sensor [5], signal processing [6], optical communication [7], and secured
communication [8-10]. To overcome the more compact device, the micro and nano
devices are suggested to form the new era of micro and nano communications, where
recently, a small optical device known as a microring resonator in the form of an optical
add/drop filter [11-13] has been recommended and shown that the transmitted signals
over the optical networks can be suppressed with the noiselike signals which later can
form the secure communication, and it can be possible to be fabricated [14]. In addition,



the use of a PANDA ring resonator has been reported [15,16], in which the investigation
of such a device has shown the interesting results [17]. One of the interesting aspects is
the dynamic behavior of the dark-bright soliton propagation and collision within the
PANDA ring resonator, in which such dynamic behavior can be possibly used to form the
noiselike signal for the secure communication.

The primary goal of this thesis is to propose the optical cryptography system
which primarily applies the noiselike signal obtained from the dynamic behavior of the
dark-bright soliton propagation and collision within the PANDA ring resonator to secure
the optical communication. Secondarily the proposed system must have the ability to
keep the security keys secretly away from the eavesdroppers. Finally the proposed
system is realized using only compact optical devices, it is also expected to assist in
relieving the optical network from undesirable latencies caused by processing related to
Optical to Electrical (O/E) and Electrical to Optical (E/O) conversion, in which all the
encryption and decryption processes are performed all optically so that the high
security communication can be successfully formed without any electronic control

circuit is required.

1.3 Scope of work

The scope of this thesis is defined and shown as follows, anything else that is
not mentioned in the below scope of work is out of scope which is not included in this
thesis.

1. The necessary theories such as the soliton, nonlinear optics, related optical
devices, cryptography, noises, and chaos-based communication are studied.

2. The dynamic behavior of the dark-bright soliton propagation and collision
within the PANDA ring resonator is investigated.

3. The noiselike signal must be obtained from the PANDA ring resonator and
applied for the secure communication.

4. The new optical cryptography system is designed and proposed. Only the
compact optical devices are used in the design. The detail of the proposed system must
be described.

5. The mathematical simulations are conducted, and the simulation results must
be presented in detail.

1.4 Expected results
1. Necessary theories and mathematical backgrounds of the soliton, nonlinear



optics, related optical devices, cryptography, noises, and chaos-based communication
are understood.

2. The cryptography, noises, and chaos-based communication are understood.

3. The dynamic behavior of the dark-bright soliton propagation and collision
within the PANDA ring resonator can be used to form the noiselike signal.

4. The secure communication in the form of the “noiselike” communication can
be formed between the transmitter and receiver.

5. The proposed system has the ability to keep the security keys secretly from
the eavesdroppers.

6. The original information signal must be recovered correctly by the receiver.

7. The compact optical devices are only used in the design without the

electronic control circuit is required.



CHAPTER 2
LITERATURE REVIEW

2.1 The history of Chaos Theory

The word ‘chaos’ generally refers to a phenomenon that is disordered and
irregular. In modern scientific terminology, however, ‘chaos’ refers to a pseudo-random
phenomenon generated in a deterministic system [18].

Henri Poincaré is acknowledged as the first person to glimpse the possibility of
chaos. Poincaré discovered what is today known as homoclinic trajectories in the state
space. He studied the stability properties of the solar system at the end of the 19"
century, and found that even in the case of three masses moving under Newton’s law
of attraction they could still show very complex behavior [19]. This kind of motion
depends sensitively on the initial conditions, thereby rendering long-term prediction is
impossible [20].

In 1927, Van der Pol and Van der Mark studied the behavior of a neonbulb RC
oscillator driven by a sinusoidal voltage source [21]. They found that by increasing the
capacitance in the circuit, sudden jumps from the drive frequency. These frequency
jumps were observed and found that this process of frequency demultiplication
eventually led to irregular noise. In fact, what they found, caused by bifurcations and
chaos.

Birkhoff developed the methods discovered by Poincaré and found many
different types of long-term limiting behaviors, such as -limit set and Q-limit set. The
term ‘dynamical system’ comes from his work [22] but the chaos has always been in
the background. Birkhoff also discovered what he termed remarkable curves or thick
curves which later these turned out to be a chaotic attractor of a discrete-time system.
Birkoff proved his famous Ergodic Theorem in 1931 [23].

In the 1950s, Cartwright, Littlewood, and Levinson showed that a certain forced
nonlinear oscillator had an infinite number of different periods. Smale extended the
result of Cartwright, Littlewood, and Levinson in a general framework and illustrated the
phenomenon with his ‘horseshoe’ mapping [24]. Meanwhile in a separate development,
Poincaré’s geometric methods were extended to yield a much deeper understanding of
celestial mechanics. One of the most important mathematical achievements, the KAM
theorem, named by taking the first letters of Kolmogorov, Arnol’d, and Moser, was
proved in 1963. This theorem tells us that a Hamiltonian system will still be Hamiltonian



when it is subjected to tiny perturbations, which gives an answer that the solar system is
stable in some degree. This theorem also implies that in energy preservation system
complicated behavior would still arise.

Prior to Smale, E. Lorenz, an American meteorologist, rnade an important
contribution in 1963 when he used a computer to study a group of ordinary differential
equations. These equations were reduced from the partial differential equation which
described the turbulent motion of the atmosphere. Lorenz found that a small change in
initial conditions led to very different outcomes in a relatively short time; this property is
called sensitive dependence on initial conditions. This is really a great discovery since
almost all traditional scientists at that time believed that two trajectories emitted from
close initial points would always be close when time evolves. Laplace’s famous
assertion is an extreme reflection of this idea: if there is an omnipotent spirit who can
distinguish any tiny difference of initial conditions and can discriminate all the forces in
the universe, then he can know all the history and all the future about everything in the
universe. From the uncertainty principle in guantum mechanics we know that one can
not exactly determine the position and velocity of a particle at the same time. This
means that if a system has the property of sensitive dependence on initial conditions,
then one cannot predict its long-term behavior since we cannot avoid the error of
measurement on the initial conditions. Lorenz used the phrase ‘butterfly effect’ to refer
to the phenomenon means that butterfly flapping its wings in Australia today could
affect the weather in the United States a month later. It was not until the 1970s that
Lorenz’s work became known to the more theoretical mathematical community.

The 1970s were the boom years for chaos. In 1971 Ruelle and Takens proposed
a new theory for the onset of turbulence in fluids, based on abstract considerations
about strange attractors [25]. The word ‘chaos’ was first introduced by T. Y. Li and J.
Yorke in 1975 [26] to designate systems that have aperiodic behavior more complicated
than equilibrium, periodic, or quasiperodic motion. But, in fact, their work is a special
case of the theorem obtained by Sharkovskii in 1964 [27], which, because of political
reasons, was not known by western mathematicians for a long time. In 1976, May
showed how chaos arises in iterated mappings in population dynamics, and wrote an
influential review article that stressed the pedagogical importance of studying simple
nonlinear systems, to counterbalance the often misleading linear intuition fostered by
traditional education [28]. Next came the most surprising discovery of all, from the
physicist Feigenbaum. He discovered that there are certain universal laws governing the
transition from regular to chaotic behavior; roughly speaking, completely different



systems can go chaotic in the same way. His work established a link between chaos and
phase transitions, and enticed a generation of physicists to the study of dynamics.

Entering into the 1980s, computers become a powerful tool, used to help
researchers visualized the complicated structures of strange attractors, calculate
characteristic indices of the chaotic systems, and provide evidence required by proofs
[29,30). Mandelbrot constructed the theory of fractal geometry at the end of the 1970s,
and drew the first picture of a Mandelbrot set [31]. The theory of fractal geometry
generalizes the notion of dimension from integers to real numbers and has become a
powerful tool for characterizing the complicated structures of strange attractors. From
the middle of the 1980s, more and more researchers have paid attention to how to
control chaos, including suppression, synchronization, and chactification.

Ott, Grebogi and Yorke, in 1990 [32], presented a method for controlling unstable
trajectories embedded in a chactic attractor. At the same time, there was another
course of events leading to the field of chaos. This was the study of nonintegrable
Hamiltomian systems in classical mechanics. Research in this field has led to the
formulation and proof of the KAM theorem in the early 1960’s. Numerical studies have
shown that when the conditions stated by the KAM theorem fail, then stochastic
behavior is exhibited by nonintegrable Hamiltonian systems.

Today, chaos has been discovered in bio-systems, meteorology, cosmology,
economics, population dynamics, chemistry, physics, mechanical and electrical
engineering, optical communication, and many other areas. The research direction has
been transferring from finding the evidence of chaos existence into applications and

deep theoretical study.

2.2 Chaotic Cryptography

Gilles Millérioux et al. [33] studied a connection between chaotic and
conventional encryption in his paper, and presented amounts to scrambling a message
with a chaotic dynamic which are very useful for our research.
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Fig. 2.1 Additive masking.



Various cryptosystems [34], corresponding to distinct ways of hiding a message,
have drawn the attention of the researchers over the years. The most important
schemes obeying such a principle are additive masking, chaotic switching, discrete or
continuous parameter modulation, two-channel transmission, and message embedding.
Additive masking was first suggested in [35] and [36]. Chaotic switching is also referred to
as chaotic modulation or chaos shift keying. Such a technique has been mostly
proposed in the digital communications context. A description with deep insights can be
found in [37), even though the method was proposed a couple of years before, say, in
1993 [38]. Basically, two kinds of parameter modulations can be distinguished: the
discrete [38,39] and the continuous one [40-43]. The two-channel transmission has been
proposed, for example, in [44,45]. The message-embedded technique is given different
names in the literature: embedding [46,47], nonautonomous modulation [48] or direct
chaotic modulation [49]. A slightly different method derived from the message
embedding is the hybrid message embedding. It was first proposed in [50] but the
terminology “hybrid” terminology has been really introduced in [51].

Three relevant chaotic cryptosystems have been selected for their study: the
additive masking, the message embedding and the hybrid message embedding. For
those three cryptosystems, the chaotic dynamics are specified by a state representation
with corresponding state vector xy, the dimension of the system being n. Only a part of
the state vector xy, called the “output” and denoted by yj , obtained via an output
function is conveyed through the public channel. y; is usually of low dimension and
should be unidimensional in the ideal case. In what follows, the authors assume that yy
is a scalar (dimension 1), the transmitter being thus restricted to a so-called single-input
single-output (SISO) system. The nonlinear function describing the chaotic dynamics as
well as the output function are both parameterized by a vector 8 which is intended to

act as the secret key

2.2.1 Additive Masking
For the additive masking (Fig. 2.1), the information myto be hidden is merely
added to the output yy of the transmitter
Xp+1 = fo(xi)
(2.1)
{}’k = hg(x) +my
The generic equations of the receiver read
{fk-f'l = fg(fk’yk) (22)
P = ho(%y)
The quantity yewhich appears in Eq.(2.2) reveals a unidirectional coupling
between both the transmitter and the receiver systems. Retrieving the message my, is



performed in two steps. The first step is called synchronization. It is based on a suitable
choice of f so that
V%o € U, limg,oo|lTxx — Zill = 0 (2.3)
or
ks < VR € Uand Vk = k, [|Tx — 2|l = 0 (2.49)

Where T is a constant matrix of appropriate dimension and U is a nonempty set
of initial conditions. Eq.(2.3) corresponds to an asymptotic synchronization, while Eq.(2.4)
corresponds to a finite time synchronization. As a matter of fact, synchronization can be
viewed as a state reconstruction and in 1997, several papers [52-55] brought out this
connection. The receiver often consists in an observer. If only a part of the components
are reconstructed, the observer is a reduced observer and rank (T) <n. If all the
components of the state vector are reconstructed, the observer is a full observer and T
is the identity matrix.

The second step comprises the estimation of mythrough a suitable static
function which depends on the internal state Xxand the output y,. Provided that
synchronization Eq.(2.3) or Eq.(2.4) can be achieved, the recovering of the information is
performed by My = yi — Px.

Unfortunately, the information cannot be exactly retrieved. Indeed, m;, acts as a
channel disturbance and precludes the receiver from being exactly synchronized;
neither Eq.(2.3) nor Eq.(2.4) can be exactly fulfilled. As a result, £, # xg, Jx # Y and,
finally, A, #= myfor any k.

2.2.2 Message Embedding

For the message embedding (Fig. 2.2), at the transmitter part, the information my,
is directly injected (or, as it is also usually said, embedded) in a chaotic dynamic f. The
resulting system turns into a nonautonomous one since the information acts as an
exogenous input. Injecting my, into the dynamic can be considered as a “modulation” of
the phase space. Only the output y, of the system is transmitted. Two classes are
considered. The first one corresponds to systems governed by the state equations.

Xp+1 = fo (X i)
(2.5)
{ Vi = he(x,my)
while the second class corresponds to
Xp+1 = fo(Xr, Mu)
' (2.6
{ Vi = hg(xx) )



The systems Eq.2.5) and Eq.(2.6) differ from each other by their relative degree.
Definition 1 [56] : The relative degree of a system with respect to the quantity my is the
required number r of iterations of the output y, so as Yx4+r depends on mywhich

actually appears explicitly in the expression of Yyr.

fn. g —

n ‘1— } 5 C—f
L 7 Xx  receiver

Xi transmister

N flg]

Fig. 2.2 Message embedding. When r = 0,m; is embedded into fg and hg. When
r > 0,my, is only embedded into f5 . The output function is hy or hy according
to the relative degree.

Remark 1: For Single-lnput Single-Output (SISO) linear systems, the relative
degree r corresponds to the difference between the degree of the denominator and the
degree of the numerator in their transfer function.

Based on Definition 1, the relative degree of the systems Eq.(2.5) is clearly r = 0.

On the other hand, system Eq.(2.6) has a relative degree r strictly greater than 0.
If the authors assume that is finite and constant (no time varying), after iterating r times
the state vector xy, the output Y., reads

Yiewr = ho(fg (x ™u)) (2.7)
where
fi(x, M) = x; wheni =0
= fo(f " Cero M) Mpgimq Vi 1
and where my, appears explicitly, that is for a given xy, there exists m;, # my such that
Vieer = ho(fd (xx,m)) # hp(fg (xx,my))  whereas  for all  my # my, Yyy =
ho(f3 Geeomid) = hp(ff Coomi)) if 7/ <.

Two mechanisms have been proposed in the literature for the recovering of my :
the inverse system approach [57] and the unknown input observer approach [58-63].
The transmitter exhibits an output behavior that depends both on the internal chaotic
state vector xgand on the input signal my. The role of the receiver is to reproduce the
input my given the only available data y; (and possibly their iterates). Hence, it really
acts as an inverse system. A main problem arising in the inverse approach lies in that the
inverse system is likely to have bad performance properties in a noisy context. In such a
case, this drawback must be redressed and a refinement of the design is needed. This

leads naturally to some structures named unknown input observers (UIOs).
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The generic equations governing an inverse system or an UIO for Eq(2.5) [or
Eq.(2.6)] are
Zxsr+1 = JoBrers Vier s Yicar)
~ o (2.8)
Mirr = 9 Eisrs Yies s Viear)
with g such that
Tierr = GEiars Vier s Yirr) = My When Xpepr = X (2.9)
A delay equal to the relative degree r must be introduced for causality sake. The
existence of an inverse system or an UIO is guaranteed under the assumption that the
system Equ.(2.5) (or Eq(2.6)) is left invertible. Looking into left invertibility is out of the
scope. Hereafter, the authors assume that these conditions are fulfilled.

) Vi .

Ty . g h i

‘F Xg . t_:]

5

(Ia k - T -~
| ; Uy Xy
. TXx
Y k M ) my

" Ve Ve
transmitier receiver

Fig. 2.3 Hybrid message embedding. The output function is r or r' according to the

relative degree.

The functions fa and g must be chosen so as a so-called synchronization with
unknown input can be ensured, that is
V%, € U and Ymy, limy o llx) — Zp4rll = O (2.10)
Or
Jk; < o0 VEy € UVmy and Yk = ky, llxy — Zetrll= 0 (211)
Where U is a nonempty set of initial conditions. Eq.(2.10) corresponds to an
asymptotic synchronization with unknown input, while Eq.(2.11) corresponds to a finite
time synchronization with unknown input.
The message embedding is very attractive insofar as the synchronization Eq.(2.3)
or Eq.(2.4) can be guaranteed without any restriction on the rate of variation of m.

2.2.3 Hybrid Message Embedding
For the hybrid message-embedded technique (Fig. 2.3), the authors also
distinguished two different setups. The first one corresponds to a transmitter system

having a relative degree r = 0 with respect to uy



11

X1 = Go(Xp, Uk)
Yie = To(Xn» Ur) (2.12)
U = Ve (o, My)
while the second class corresponds to systems having relative degree r > 0 with
respect to uy
Xe+1 = qo(Xk Uk)
Vi = To(xx) (2.13)
U = Ve (X, Myc)

Similar to what happened with the message embedding technique when the
relative degree r is strictly greater than zero, the authors assumed that the relative
degree 7 is finite and constant (no time-varying), after iterating r times the state vector
in £q.(2.13), the output Y4, reads

Yierr = To(qo (e, ur)) (2.14)
Where
qb (xp, ug) = xwheni =0
= qo(q5 " (ks Uk), Uksi—1) Vi 2 1
and where u;, appears explicitly, that is for a given xy, , there exists u;, # uy such that
Vierr = 19(@5 00 we)) = 75(@5Cooul))  whereas  for  all  up # WYy =
Ty (q@l (xk,uk)) =71y (q@l (xk,ujc)) ifr <r.

For both schemes, the plaintext m,, is “preciphered” according to a function v,
which delivers the quantity u,. Actually, it’s a simple matter to notice that such a
scheme is nothing but a message embedding scheme. However, it corresponds to a
special decomposition of the dynamics f (and subsidiary of the output function h): the
function gg on one hand and the function v, on the other hand. Such a decomposition
may be useful to highlight the hybrid aspect of f when this function combines boolean
and arithmetic operations as suggested by [64] to significantly improve the resistance to
attacks of ciphering primitives. It turns out that the decomposition makes the design of
the receiver much more easier.

Similarly to the message-embedding technique, the receiver is an inverse system
or an unknown input observer of the form

Rerrer = foRicrrs Yies oor Vicer)
Ugsr = 90 Rrar Yir oor Yietr) (2.15)
Mrr = VaEpar irr)
with such g that
Tirr = 95 Epars Vi s Yietr) = WeWhen Ry = X (2.16)
and with v4 such that
My = va(Zg, Gx) = my when X, = xand iy, = uy (2.17)



12

The delay 7 is again introduced for causality sake. In other words, the receiver
system is designed in such a way that both u; and xjcan be recovered, given the only
available data yand its subsequent iterates. Once uy is recovered, the plaintext my, is
correctly extracted by applying the decryption function v4. The existence of an inverse
system or an UIO is guaranteed under the assumption that the system Eq.(2.12) (or
Eq.(2.13)) is left invertible.

2.3 Dynamic modulated Gaussian pulse propagation within the double

PANDA ring resonator system

Uomwech, Sarapat, and Yupapin [65] proposed the interesting results of light
pulse propagation within a double PANDA ring resonator system as shown in Fig. 2.4. The
authors used the technique of finite difference time domain that was implemented by
the scientific programming method known as OPTI-WAVE PROGRAMMING to simulate and
analyze the dynamic waveforms of propagating light pulse within the designed system.
By using the input Gaussian pulse with center wavelength at 1550 nm and the other
practical parameters, results obtained have shown that the multiwavelength light
sources can be generated and achieved, and the dynamic behaviors of light pulses
propagating within the system can be seen.

The use of Gaussian pulse has reported the interesting results of light pulse
propagating within a nonlinear media [66,67]. In this work, the authors found that the
broad spectrum of light pulse can be transformed to the discrete pulses. Moreover,
Gaussian pulse can be amplified and enhanced by the nonlinear effect of the double

PANDA ring resonator system.

Drop2 K Drop! Add
TR AR LI
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- S . N ;(,_\_-\ i ﬂr.}
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Fig. 2.4 A schematic of a double PANDA ring resonators where Ads are add/drop filter.
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A schematic diagram of the double PANDA ring resonator system for dynamic
pulse generation is designed and shown in Fig. 2.4 .The modulated Gaussian continuous
wave (CW) with center wavelength (1,) at 1.55 um, peak power at 50 mW is input into
the system. The combination between the input and reflected light output can be seen
as shown in Fig. 2.5. The suitable ring parameters are used to make the system
associated with the practical device [68,69], the material type is INGaAsP/InP.

Ead is the pulse propagation in the add/drop device and Er is the pulse
propagation in the nanoring resonator as illustrated in Fig. 2.4 The required output
signals are obtained and seen at the drop and through ports. Fig. 2.5-2.8 show the
results in the different points in the double PANDA ring resonator system. The maximum
power of 120 mW is obtained as shown in Fig. 2.6(b), whereas the maximum number of
peaks obtained is 18 peaks as illustrated in Fig. 2.8(b).
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The authors have shown the dynamic behaviors of pulses propagation within the
double PANDA ring resonators (nanoring resonators in conjunction with two add/drop
filters). By using the OPTI-WAVE PROGRAMMING and the reasonable input parameters,
the dynamic behaviors can be controlled, and the required output pulses can be
obtained. In this case, the dynamic behavior can be controlled and used for the desired
applications. The maximum number of peaks (counts) obtained is 18 peaks, which are
available for multi light source or wavelength enhancement application; moreover, the
output amplification is also obtained where the maximum power within the nanoring of
120 mW is obtained.
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2.4 Public key suppression and recovery using a PANDA ring resonator for

high security communication

Pakorn et al. [70] proposed an interesting security technique that applies a
dynamic state of the dark-bright soliton propagation and collision within the PANDA ring
resonator to form a cryptography system. The obtained output of the cryptography
system is the digital public key which can be used for high security communication. In
the paper, they propose the cryptography system that consists of the public key
suppression and recovery modules. The sender has both public key suppression and
recovery modules, the receiver has only the recovery module. The public key
suppression module is responsible for generating the noisy signal, and the public key
recovery module is responsible for extracting the digital public key from the noisy signal.
The information can be later encrypted and decrypted by using the digital public key.
The proposed cryptography system only uses the optical devices (PANDA ring resonator
and microriné resonator ) to generate the digital public key without the electrical circuit
is needed.
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Fig. 2.9 Schematic diagram of the Public Key Cryptography system.

In operation, Fig. 2.9 shows the schematic diagram of the cryptography system
where PKS is the public key suppression module and PKR is the public key recovery
module. The 'transmitter (sender) part consists of the public key suppression, public key
recovery and encryption modules, and the receiver part consists of the public key
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recovery and decryption modules. The public key suppression module consists of one
PANDA ring resonator, the bright soliton light pulse (€;,) and dark soliton light pulse (Econ)
are input into the input and control ports of the PANDA ring resonator, respectively. The
output signal obtained is the analog suppressed public key (E;) which is then sent to the
public key recovery module of the transmitter itself and the receiver. The public key
recovery module consists of one microring resonator, this module performs the digital
public key generation for the transmitter and receiver. The suppressed public key is
input into the' input port of the microring resonator, then the digital public key is
obtained at the output port (E,). The transmitter uses the digital public key to encrypt
the digital data at the encryption module where the ciphertext is later generated, and
the receiver uses the digital public key to decrypt the ciphertext at the decryption
module.
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Fig. 2.10 Simulation result of the public key suppression.

Fig. 2.10 shows the simulation result of the public key suppression module at the
center wavelength A, = 1.50 ym. Fig. 2.10(a) shows the bright soliton light pulse at the
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input port |E,~,,|2 of the pubtic key suppression module which the bright soliton light pulse
with 1 mW peak power is input into the input port. Fig. 2.10(b) shows the dark soliton
light pulse IECO,,I2 with 1 mW peak power at the control port. The output power at the
drop port |Ecﬂ|2 is shown in Fig. 2.10(d). And Fig. 2.10(c) and 2.10(e) show the output
power at the through port |En|2 of the public key suppression module which would be
transmitted then to the public key recovery modules. We have observed that the peak
power at the through and drop ports are 3.2 and 2.3 mW, respectively. They are larger
than the input light pulses due to the optical nonlinear effects.
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Fig. 2.11 Simulation results of the public key recovery module.

Fig. 2.11 shows the simulation result of the public key recovery module at the
center wavelength A0 = 1.50 pm. Fig. 2.11(a) is the suppressed public key generated
from the public key suppression module. We have seen that the suppressed public key
signal looks like the noise signal which has high randomness. Fig. 2.11(b) shows the
output power of the public key recovery module at roundtrip 9001 to 9128. Fig. 2.11(c)-
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2.11(e) show the results of the conversion from the analog public key to the digital
public key. Fig. 2.11(c) shows the clipping signals and Fig. 2.11(d) shows the clipping
signals after performing the least-squares method. Finally, the digital public key is
obtained as shown in Fig. 2.11(e) “00001111110111100111001000011100010011
001001000111111110000001100000011100111001101111000011110110110000011111
100100001001000010” which can later be used in the traditional digital cryptography
system.

In summary, the cryptography system proposed by Pakorn extracts the digital
pubtlic key from the noisy signal obtained from the PANDA ring resonator.



CHAPTER 3
THEORETICAL BACKGROUND

3.1 Nonlinear optics and Optical Kerr effect

Nonlinear optic is the study of optics that describes the behavior of light in
nonlinear media. This nonlinearity is typically only observed at very high light intensities
(typically 10° V/m) such as those provided by pulsed lasers. Another wide area is
concerned with the effects of optical nonlinearities in various situations, e.g. for the
propagation of intense ultrashort pulses in optical fibers, optical signal processing, secure
communication and etc.

The Kerr effect is a change in the refractive index of a material in response to an
applied electric field. The Kerr effect is generated in the nonlinear media which itself
modifies the propagation properties of the light. This effect only becomes significant
with very intense beams such as those from lasers. Many materials show a Kerr effect,
but certain liquids display it more strongly than others. The Kerr effect is the effect of an
instantaneously occurring nonlinear response, which can be described as modifying the
refractive index. In particular, the refractive index for the high intensity light beam itself is

modified according to

n=ny,+n,l (3.1)

Where n is the total refractive index, n,is the linear refractive index, n,is the
nonlinear refractive index, and / is the intensity of the wave. The refractive index change
is thus proportional to the intensity of the light travelling through the medium.

The values of n, are relatively small for most materials, on the order of
107 m*/W for typical glasses. Therefore beam intensities (irradiances) on the order of
1 GWemn” (such as those produced by lasers) are necessary to produce significant
variations in refractive index via the Kerr effect.

The optical Kerr effect manifests itself temporally as self-phase modulation, a
self-induced phase- and frequency-shift of a pulse of light as it travels through a
medium. This process, along with dispersion, can produce optical solitons.
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3.2 Optical soliton (dark and bright solitons)

Soliton optic is the optical field that does not change during propagation
because of a delicate [71] balance between nonlinear and linear effects in the medium.
There are two main kinds of the solitons:

Spatial solitons: the nonlinear effect can balance the diffraction. The
electromagnetic field can change the refractive index of the medium while propagating,
thus creating a structure similar to a graded-index fiber. If the field is also a propagating
mode of the guide it has created, then it will remain confined and it will propagate
without changing its shape

Temporal solitons: if the electromagnetic field is already spatially confined, it is
possible to send pulses that will not change their shape because the nonlinear effects
will balance the dispersion. Those solitons were discovered first and they are often

simply referred as "solitons” in optics.

3.2.1 Temporal solitons

The main problem that limits transmission bit rate in optical fibers is group
velocity dispersion. It is because generated impulses have a non-zero bandwidth and the
medium that they are propagating through has a refractive index that depends on
frequency (or wavelength). This effect is represented by the group delay dispersion
parameter D; using it, it is possible to calculate exactly how much the pulse will widen:

At~ DLAA (3.2)

where L is the length of the fiber and A4 is the bandwidth in terms of wavelength.
The approach in modern communication systems is to balance such dispersion with
other fibers having D with different signs in different parts of the fiber: this way the
pulses keep on broadening and shrinking while are propagating. With temporal solitons it
is possible to remove such a problem completely.

The Optical Kerr effect as mentioned in the section 3.1 leads to an integrable
non linear Schrodinger equation both in space and time, which can essentially be used
to describe the optical properties of the solitons. Optical solitons form when the total

refractive index seen by a beam is

n=n,+n,I=n, +n, [LJ (3.3)
Ay
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where n, and n,are the linear and nonlinear refractive indices, respectively. / and P
are the optical intensity and optical power, respectively. The effective mode core area

of the device is given by 4, .

As noted earlier it can be seen that the total refractive index of the medium increases as
the amplitude increases. The Kerr effect introduces a Self-phase modulation that
changes the refractive index according to the intensity.

3.2.2 The wave equations in nonlinear optics

In glass-fiber optics where large radiation power passes through very small cross-
sections, the nonlinear effect occurs. We can describe that nonlinear effect by using the
nonlinear Schrodinger eguation, called Manakov system, which is a model of wave
propagation in fiber optics. The function y represents a wave and the nonlinear
Schrodinger equation describes the propagation of the wave through a nonlinear
medium. The second-order derivative represents the dispersion, while the x term
represents the nonlinearity. The equation models many nonlinearity effects in a fiber
including but not limited to self-phase modulation, four-wave mixing, second harmonic
generation, stimulated Raman scattering, etc. The nonlinear Schrodinger equation is
described by

.oy 1d%w 2
—_———} (34
SPYRREPIPW v :

The solution of the equation is simple and it is the fundamental soliton:

2; ) - ia)ot} (3.5)

Dark Solitons : E, (t)= Atanh T exp z —iwyt (3.6)
T, 2L,

0

Bright Solitons : E, (t)= Asec h[}T—] epr:(

0

where 4 and z are the optical field amplitude and propagation distance,
respectively. T is a soliton pulse propagation time in a frame moving at the group
velocity, T =t — f3,.z, where B and f, are the dispersion coefficient of the linear and
second-order terms of Taylor expansion of the propagation constant, respectively.
L, =T} /iﬂ2| is the dispersion length of the soliton pulse. T in equation is a soliton
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pulse propagation time at initial input where ¢ is the soliton phase shift time, and the
frequency shift of the soliton is @,. This solution describes a pulse that keeps its
temporal width in variance as it propagates, and thus is called a temporal soliton. When
a soliton peak intensity q,Bz / I“T:') is given, then T is known. For the soliton pulse in

the microring device, a balance should be achieved between the dispersion length (L)
and the nonlinear length L,,=1/T¢,, ), where I'= n,k,_ s the length scale over
which dispersive or nonlinear effects makes the beam become wider or narrower. For a

soliton pulse, there is a balance between dispersion and nonlinear lengths, hence L,=
Ly.

3.3 The Ring Resonator

3.3.1 History of Ring Resonator

The proposal to use an integrated ring resonator for a bandpass filter has been
made in 1969 by E. A. Marcatili [72). The layout of the channel dropping filter is shown
in Fig. 3.1. The transmission properties of the used guide consisted of a dielectric rod
with rectangular cross section, surrounded by several dielectrics of smaller refractive
indices have been described by E. A. Marcatili [73].
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Fig. 3.1 Ring resonator channel dropping filter.

A general architecture for an autoregressive planar waveguide optical filter was
demonstrated for the first time in 1996 [74]. The autoregressive lattice filters which were
designed and fabricated consisted of one and two stages using Ge-doped silica
waveguides.

A signal flow chart transformation for evaluating the filter transfer functions was
demonstrated. Purely passive single ring resonator filters as shown in Fig. 3.1 have been
realized in the material system AlGaAs-GaAs [75, 76] and Si-SiO, [77] and SisN,- SiO; [78].
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The radius of the used ring resonators is between 5 um and 30 um and the free
spectral range (FSR) achieved is between 20 nm and 30 nm. Passive ring resonators in
the form of a racetrack have been realized in the material system GalnAsP [79] and
AlGaAs-GaAs [80]. The filter performance is limited by bending and scattering losses in
the resonator. These losses could be compensated for by using an active material

instead or in addition.

3.3.2 Basic Ring Resonator

A ring resonator [81] is simply a waveguide shaped into a ring structure as shown
in Fig. 3.2. When an input electric field, E, is coupled to the ring waveguide through an
external bus waveguide, a positive feedback is induced and the field inside the ring
resonator, E,, starts to build up. Coupling between the straight and the ring waveguide
is achieved through the evanescent wave. Therefore, the gap and coupling length
between them determine how much power is coupled from the straight waveguide to
the ring waveguide and vise versa. The feedback mechanism is simply induced by the
ring waveguide and therefore there is no need for any Bragg gratings, mirrors, or
distributed feedback waveguides which are more difficult to fabricate. In such
configuration, only certain wavelengths will be allowed to resonate inside the ring
waveguide, thus frequency selectivity is obtained.

E; NVl —-K E,

~—
throughput port

Input port

Fig. 3.2 Schematic diagram for a ring resonator coupled to a single waveguide.

The transfer function of this configuration is derived using Z-transform analysis.
The circumference of the ring is L (L =2zR, the radius is R), the coupling coefficient of

the coupler is k. The Z-transform parameter is represented by z™ =exp " where
2 . . Lo .
k, =—l£n"’"7 is the propagation constant and #,, is the effective index of the waveguide.

The one round trip loss isa =exp™®*/?, « is the intensity attenuation coefficient inside
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the waveguide [unitlength™]. The transmitted or throughput field at the output of the

straight waveguide, E, and inserted electric field, E, relations can be derived as follows:

E, =\1-7 x|E,-\N=x + j-E ;x| (3.7)
E,=\T=y x|j-E Vx+E, V1-x| (3.8)

E,=E, -az" (3.9)

Using these equations, E, / E,can be calculated:

— — — . —]
B _ oy« MoK oalzy az (3.10)
E, 1-1-y -Al-x-az™

The transfer function in Eq.(3.10) indicates that a ring resonator is very similar to a
Fabry-Perot cavity. In the particular case shown in Fig. 3.2, the corresponding Fabry-Perot
cavity would 'have an input mirror with a field reflectivity and a fully reflecting output
mirror. However, the field propagating inside the ring cavity is a traveling wave in
contrast to the Fabry-Perot cavity which resonates a standing wave.

In the following, new parameter will be used for simplification:

D=\l1-y ,x=D-exp™®/? ,y=l1-Kx, ¢p=k,-L (3.11)

The intensity relation for the output port is given by:

2=D2. - (-x*)-0-»") . (312
(l—x-y)2 +4-x-y-sin2(§)

L |E
T3 0[5

The transmission spectrum [81, 82] of a single ring resonator is shown in Fig. 3.3.

The maximum and minimum transmissions are calculated, using:

2
max :Dz : [x+y) 2" (313)
(1+x-y)
2
=D? _[KL (3.14)

T exey)t
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The minimum transmission T,

min ?
circumference of the ring L, is an integral number of guide wavelength which is defined
by

occurs at resonant point when the

¢=k,-L=2mmx, m=integer, m-A, =n-L. (3.15)

Here, m is the mode number, A _is the resonant mode wavelength.
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Fig. 3.3 Transmission characteristic of a single ring resonator.

The on-off ratio for the throughput and drop ports, which is the ratio of the on-
resonance intensity to the off- resonance intensity which is given by:

T
ON — OFF ratio = -mexhroghp port) (3.16)

min(drop porl)
The on-off ratio will become maximum if

1-x
D2

Tmi"=0:>x=y:>a=—%-ln[ ). (3.17)

This relationship is also referred to as the critical coupling. The maximum on-off

1
ratio [—Ii[2m7r]=0, Fig. 3.3] can be achieved by varying the coupling factor x or the

i

intensity attenuation coefficient a (Eq.(3.17) [81, 82]). The value of a can only be
changed severely by the implementation of an SOA within the ring resonator or using an

all-active ring resonator.
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The ideal intensity attenuation coefficient a for the single ring resonator to
1
achieve a maximum on-off ratio [1—’(2m7r)=0], for example, with a radius of R=100
um , a power coupling coefficient of x = 0.5, an intensity insertion loss of the coupler
of D*=85%(y=15%) , is taken from the diagram (Fig. 3.4) [81,82] to be
a=0.0008 um™ (or a =800 ).

3.4 Optical Add/Drop Filter

Unlike Fabry-Perot cavities, Bragg gratings, and distributed feedback waveguide
devices, the ring geometry permits more than one waveguide to be coupled to the ring
resonator. This in return allows multiple input/output accessibility and no need for
external circulators to manipulate the input, reflected and throughput data streams. For
instance, if one more waveguide is coupled to the filter described earlier, an optical
add/drop filter is obtained, as shown in Fig. 3.5.
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Fig. 3.5 Schematic diagram for a ring resonator coupled to two waveguides, in an

add/drop filter configuration.

An incident optical signal composed of multiple wavelengths (4,,...,44,...,4y)
at the input port coupled into the ring and for a resonant wavelength (1), the energy
builds up in the resonator despite the small coupling and eventually the signal is
coupled into the drop port. Symmetrically, a new signal at resonant wavelength (4;) at
the add port couples to the output port through the ring. As a result, such a
configuration constitutes a very compact add/drop filter where a channel can be
dropped from the WDM spectrum and replaced by a new signal on the same channel.
Note that waves with a wavelength away from resonance will not repeat themselves in
the ring and the coupled field interferes destructively with the wave in the resonator
leading to little energy in the resonator and little dropped power. Residual dropped
power at non-resonant wavelengths is possible due to imperfections and can induce
inter-band crosstalk that is detrimental to WDM applications. Moreover, if the input
channel at 4, is not completely extinguished, intra-band crosstalk will occur. These
issues will be studied and can be theoretically overcome by varying coupling
parameters, inducing loss/gain in the ring and inserting additional rings between the two

waveguides.

3.4.1 Architecture of optical add/drop filter
Consider the architecture of double coupler ring resonator (DCRR) [81, 82] which
is sometime called optical add/drop filter as illustrated in Fig. 3.6, which is constructed

by 2x2 optical couplers.



31

Ea 1%, By
»> >
Input port throughput port

e
K

K.
2
Drop port N f ort
- IN%2 Aid P
Ey 1-%x, Ep

Fig. 3.6 The architecture of DCRR or add/drop filter.

Similarly, the optical transfer functions of the ring resonator filters at the
throughput port and drop port for an input port E;; can be derived as follows. For the

first coupler (x,), we have

E,=1-y [j\/;,E4+ I—K,E,-J (3.18)
E =\1-y [j\/—KTE“h/I—KIE‘;] (3.19)

where ¥ and K, are the loss and the coupling coefficients, respectively. The incoming
light of E;; and E, are coupled through the first coupler to the output light £, and
E, , and the output light E is then transmitted through the ring becomes output light
E,. According to light transmission theory in linear optical systems, we obtain the

following relation between E; and E,
L
E,=FEe 22" "2 (3.20)

where the transmission line length is é The second coupler (k,) has the following

relations:
_al_, L
E,=Ee 22 "2.j[1-y, i, at E,=0 (3.21)
al Jk L
Ey=FEe 22" "2 [1-y,\1-x, (3.22)

Using the transmission theory, we obtain E, in terms of E,

E,=FEye 22 "2 (3.23)
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(3.24)

By using the above equations, the transfer function for throughput port and drop
port in Fig. 3.6 can thus be expressed as follows:

Throughput port:

2 L jalL
~(-n)afTmme 2 e
-2 L jhL

E, Zy
! 1_\/1”71 1—"1\/1—}’2\/1"fze 2 (3.26)
a N
—J1- 41—k e_EL—jk"L+ -y Jl—K
= 2 2 1 1
a, .
1—\/1-—}/1\/I—Kl\/l—}/z\/l_xze_zL Jk,L
Drop port:
’ al jkn'li
%: _\/l"le/T—szfxl‘Kze 22 a2 (3.27)
il e

L jknL

1"\/1“7’1\/1“"1\ﬁ_7’2\/1""23 g

The intensity relations for the throughput and drop ports can be obtained by
normalizing the transfer functions in Egs.(3.26) and (3.27) which are given by

1-(1-7) —2{1- 1 1=K 1= \/l—Kze_%Lcos(knL)
[ =+(1“7’2)(1“’<2)e—aL (3.28)
Al 1+(1-7)(1-x)-(1-7, ) (1- 1, ) e™**

a

21—y 1-x - 1=y, 1- Kze—chos (k,L)
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e,
— (1—71)(1_72).’(1’{26 2 (329)
1+(1=7)(1-%)-(1-72) (1-x, ) e™** .

a

2J1=7J1-51 1= 111 e 2 cos (k,L)

2
EIZ

Eil

Tn _
‘Iﬂ

For simplification, the calculation of the intensity relation does not take into

account, coupling losses (¥ = 0), and the following parameters:

a
=exp| =L
> exP( 2 ) (3.30)

R (3.32)

The intensity relations Egs.(3.28) and (3.29) are then given by

{a(¢)=‘£’i2 =1- (1-a)(1-3+) (3.31)
Iy Ey (1 —ciepx)” +4cicyxsin’ (%)
L_2(¢)—|E1212 - (1=ef){1-<2) = (3.32)

Iy | Ea (1- c,czx)2 +4c cyxsin® (g)

3.4.2 Optical add/drop filter in operation

The transfer of power between the two port waveguides of a four port micro-
resonator is only possible at discrete wavelength regions at which the optical path
length of the light in the resonator is an integer multiple of its effective wavelength.

The process by which power is transferred through the resonator is characterized
by three distinct phases [83]: the initial, transient and Steady State as shown in Fig. 3.7.
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Fig. 3.7 The process by which the power is transferred through the ring resonator.

3.4.2.1 The Initial State

1. Incoming light /,, of a certain wavelength propagates along one of the port
waveguides of the micro-resonator.

2. When the light reaches the first coupler, a small power fraction K12 fing s
then evanescently coupled into the resonator.

3. Most of the light, however, will continue its path along the port waveguide as
Iihvougn The light /s that is now in the resonator will propagate along the
resonator until it reaches the other port waveguide and the second coupler.

4. Here a small fraction KZZ 1.avs OF the light is coupled out of the resonator as
larop While the larger fraction /e, continues its roundtrip towards the first

coupler.

3.4.2.2 The Transient State

1. In the transient phase the dominant factor that determines the buildup of
the power in the resonator is the modal phase of the light /., as it interferes
with the light in the port waveguide at the first coupler.

2. If the resonance condition @, =m - 2m, meN is satisfied for the roundtrip
phase of Iz , constructive interference will occur at the resonator side of the
first coupler, results in a net increase of power within the resonator.

3. At the same time, destructive interference at the port waveguide side results

in a decrease of the power lnroueh-
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3.4.2.3 The Steady State

1. The process of power enhancement within the cavity while transferring more
power from /;, will repeat itself many times as /.42 cOntinues to interfere with
the light in the port waveguide on every round-trip.

2. The intra-cavity power cannot rise indefinitely, however, and at a certain
power level a state of equilibrium is reached between the light /ey in the
cavity and the light in the port waveguide /;,

3. At this point no additional power can be transferred from /;, and the resonator
is operating in a steady state condition. The power in the through port /ireugh is
now at its lowest level while the power in the drop port gy, is at its highest
level. The resonator has thus effectively transferred power from the input to
the drop port.



CHAPTER 4
CRYPTOGRAPHY AND CHAOS-BASED COMMUNICATION

4.1 Cryptography

Cryptography is techniques for the secure communication in the presence of
third parties[84). Generally Cryptography is related to various aspects in information
security such as data confidentiality, data integrity, and authentication[85]. Applications
of cryptography include Virtual Private Network (VPN), ATM cards, computer passwords,
and electronic commerce. Cryptology converts the information from a readable state to
apparent nonsense. The sender retained the ability to decrypt the information and

therefore avoid unwanted persons being able to read it.

4.1.1 Modern Cryptography

Modern cryptography designs cryptographic algorithms around computational
hardness assumptions, making such algorithms are difficult to break by eavesdroppers. It
is theoretically possible to break such a system but it is infeasible to do so by any

practical means. These schemes are therefore computationally secure.

4.1.1.1 Private-Key Encryption

The cryptography is historically concerned with secret communication,
specifically the construction of ciphers (now called encryption schemes) for providing
secret communication between two parties sharing some information in advance. The
setting in which the communicating parties share some secret information in advance is
now known as the private-key [86]. In the private-key setting, two parties share a key,
and use this key when they wish to communicate secretly with each other. A party
sending a message uses the key to encrypt the message prior to it is sent, and the
receiver uses the same key to decrypt and recover the message upon receipt. The
message itself is called the plaintext, and the encrypted information is called the
ciphertext; see Fig. 4.1. The shared key is used to distinguish the communicating parties
from eavesdroppers over a public channel.

In this setting, the same key is used to convert the plaintext into a ciphertext and
back. This explains why this setting is also known as the symmetric-key setting, where
the symmetry lies in the fact that both parties use the same key for both encryption
and decryption. This is in contrast to the setting of asymmetric encryption (introduce in
next section), where the sender and receiver use different keys for encryption and
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decryption.

Using the private-key encryption, the communicating parties must have some
way of initially sharing a key in a secret manner. (Note that if one party simply sends the
key to the other over the public channel, the eavesdropper obtains the keys tool).
Despite this, there are still many settings where the private-key methods are sufficient
and in wide use; one example is disk encryption, where the same user uses a fixed
secret key to both write to and read from the disk. As we will explore further in the next
section, the private-key encryption is also widely used in conjunction with asymmetric
methods.

The private-key encryption scheme consists of three algorithms: the first is a
procedure for key generation, the second a procedure for encryption, and the third a
procedure for decryption. These have the following functionality:

1. The key-generation algorithm (KeyGen) is a probabilistic algorithm that outputs
a key Key chosen according to some distribution that is determined by the scheme.

2. The encryption algorithm (Encryption) takes as input a key Key and a
plaintext message Mess and outputs a ciphertext Ctext. We denote by
Encryption,e,(Mess) the encryption of the plaintext Mess using the key Key.

3. The decryption algorithm (Decryption) takes as input a key Key and a
ciphertext Ctext and outputs a plaintext Mess. We denote the decryption of the
ciphertext Ctext using the key Key by Decryption.,(Ctext).

The set of all possible keys output by the key-generation algorithm is called the
key space denoted by Kspace. The KeyGen simply chooses a key randomly from the
key space. The set of all the messages is denoted Mset and is called the plaintext (or
message) space. Since any ciphertext is obtained by encrypting some plaintext under
some key, the sets Kspace and Mset together define a set of all possible ciphertexts
denoted by Cset. An encryption scheme is fully defined by specifying the three
algorithms (KetGen,Encryption,Decryption) and the plaintext space Mset.

The basic correctness requirement of any encryption scheme is that for every

key Key outputs by KeyGen and every plaintext message Mess € Mset, it holds that.

Decryptionge (Encryptionge, (Mess)) = Mess (4.1)

To decrypt a ciphertext yields the original message that was encrypted.
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Fig 4.1 The basic setting of the private-key encryption

4.1.1.2 Public-Key Encryption

As mentioned previously, for the private key technique, cryptographers must rely
on shared, secret keys to achieve the secure communication. Public-key technique [86],
in contrast, allows parties to communicate secretly without having agreed on any secret
information in advance. In the setting of the private-key encryption, two parties agree on
a secret key Key which can be used (by either party) for both encryption and
decryption. Public-key encryption is asymmetric which one party (the receiver) generates
a pair of keys (PubKey,PriKey), called the public key and the private key, respectively.
The public key is used by the sender to encrypt a message for the receiver; the receiver
then uses the private key to decrypt the ciphertext.

The goal is to avoid the need for two parties to meet in advance to agree on any
information, there are essentially two ways to do this. If the receiver knows that the
sender wants to communicate with him, the receiver can generate (PubKey,PriKey),
and then send PubKey in the clear to the sender; the sender can then use PubKey to
encrypt his message.

In the second way, the receiver generates (PubKey,PriKey) in advance,
independent of any particular sender. Then the receiver widely spread the public key
PubKey e.g. publishing it on the webpage, or sending it via the email. Now, anyone who
wishes to communicate privately with the receiver can look up his public key and
proceed as above. Multiple senders can communicate multiple times with the receiver
using the same public key PubKey.

An important point is that PubKey is public, it can easily be learned by an
eavesdropper. In the first case, the eavesdropper can trap on the communication
somewhere between the sender and receiver to obtain PubKey by simply listening to
the first message that the receiver sends to the sender; in the second case, an
eavesdropper could just look up the receiver’s public key on his own. An important
thing is that the security of the public-key encryption cannot rely on the secrecy of
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PubKey, but must instead rely on the secrecy of PriKey. It is therefore crucial that the

receiver must not reveal his PriKey to anyone, including the sender.

4.1.1.3 Comparison of Private-Key Encryption

The key difference between the private and public key encryptions [86] is that
the private-key encryption requires complete secrecy of all cryptographic keys, whereas
the latter requires secrecy for “only” half the key-pair (PubKey,PriKey). The private-key
setting the communicating parties must somehow be able to share the secret key
without allowing third party to leam it; in the public-key setting, the public key can be
sent from one party to the other over the public channel without compromising
security. As the private-key encryption schemes use the same key for both encryption
and decryption, while the public-key encryption schemes use different keys for each
operation. For this reason, the public-key encryption schemes are sometimes called
asymmetric which the roles of the sender and receiver are not ihterchangeable the way
they are in the private-key setting: a given instance of the public-key encryption scheme
allows communication in one direction only (the public-key encryption scheme forces a
distinction between one user who acts as a receiver and other users who act as
senders). On the other hand, a single instance of the public-key encryption scheme
enables multiple senders to communicate privately with a single receiver, in contrast to
the private-key case where a secret key shared between two parties enables only those
two parties to communicate privately.

In summary, we see that the public-key encryption has the following advantages
relative to the private-key encryption.

1. The most important advantage is that the public-key encryption addresses the
key distribution problem since communicating parties do not need to secretly share a
key in advance of their communication. The public-key encryption allows two parties to
communicate secretly even if all communications between them are monitored.

2. Once one receiver is communicating with many senders, it is much more
convenient for the receiver to store a single private key PriKey rather than to share
many different secret keys (i.e., one for each sender). In fact, the public-key encryption
allows enormous flexibility, and is clearly essential for an on-line business.

The main disadvantage of the public-key encryption is that it is at least 2 to 3
times slower than the private-key encryption. This means that it can be a challenge to
implement the public-key encryption in severely resource-constrained devices like
mobile devices, smartphones, smartcards, radio-frequency identification (RFID) tags and
etc. In any case, we may conclude that if the private-key encryption is on option (e, if
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two parties can securely share a key in advance) it should always be used. In fact, the
private-key encryption is used in the public-key setting to improve the efficiency of the
(public-key) encryption of long messages, in this case, the private-key encryption is used
to exchange the public-key privately.

4.2 Noise

Noise is undesired signal [87] that is intrinsically objectionable or that interferes
with other signals being propagated. In information theory, the noise refers to those
random, unpredictable, and undesirable signals, or changes in signals, that mask the
desired information content. The noise differs from periodic vibrations in the random
change in the instantaneous values of the quantities characterizing a given process.
Often, the noise is a mixture of random and periodic vibrations. Depending on the
temporal, spectral, and spatial structure of noise, various mathematical models are used
to describe it.

The noise is subdivided into statistically stationary and nonstationary noise. The
theory and methods of measuring stationary noise, the classical model of which is white
noise, are most highly developed. Stationary noise is characterized by the constancy of
the average parameters: intensity (power), spectral distribution of intensity (spectral
density), and the autocorrelation function. The noise observed in practice, which results
from the action of many independent sources, such as the noise of a crowd of people,
the sea, or a vortex air flow or the noise at a radio-receiver output, is quasi-stationary.
Noise that lasts for short time intervals is called nonstationary noise. Such noise
includes, for example, the street noise of passing traffic, individual sounds in production
processes, and infrequent impulse noise in radio engineering.

4.2.1 Phase and Frequency noises

4.2.1.1 Phase noise
The phase noise [87] represents of rapid, short-term, random fluctuations in the
phase of a waveform in frequency domain, caused by time domain instabilities ("jitter").
Recently, IEEE changed the definition of the phase noise to

L(f) = 22 4.2)

where Sgis the (single-sided) spectral density of a signal's phase fluctuations.
AU real oscillators have phase modulated noise components. The phase noise
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components spread the power of a signal to adjacent frequencies, resulting in noise

sidebands. Consider the following noise free signal:
v(t) = Acos(2mfyt) (4.3)

The phase noise is added to this signal by adding a stochastic process
represented by ¢ to the signal as follows

v(t) = Acos(2nfyt + @(t)) (4.9)

Pulse trains exhibit some deviations of the temporal pulse positions from those
in a perfectly periodic pulse train, this phenomenon is called timing jitter. Sometimes
there is a confusion between the phase noise and timing jitter because timing jitter can
also be seen as a kind of the phase noise: a timing change by one pulse period can be
interpreted as a phase change of 27T. The phase noise can be converted to jitter using

the following formula :

Jitter (seconds) = Phase error (degrees)/(360 x Frequency (Hertz)) (4.5)

4.2.1.2 Frequency Noise
The frequency noise [87] is noise of the instantaneous frequency of an oscillating
signal. The term frequency noise refers to random fluctuations of the instantaneous
frequency of an oscillating signal. The instantaneous frequency is defined as
v(t) = 2—11;(2—‘? (4.6)
ie. essentially as the temporal derivative of the oscillation phase ¢. Any random
deviation from a purely linear phase evolution is seen as the frequency noise.
The phase noise is directly related to the frequency noise, as the instantaneous
frequency is essentially the temporal derivative of the phase. The power spectral
density of the frequency noise (with units of HZ'/H2) is directly related to that of the

phase noise shown as follows.

Sp(f) = f2Sp(f) (4.7)
where f is the noise frequency.
The phase noise and the frequency noises are just different ways of describing
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the same phenomenon. However, numerical processing of frequency noise rather than

the phase noise can have technical advantages in certain situations.

4.2.2 Intensity Noise

A most important type of noise in a light beam is noise of its intensity [87].
Strictly, the noise of the optical power, rather than of the optical intensity, is usually
considered, but the common term is intensity noise rather than power noise.

4.2.2.1 Specifications for Intensity Noise
Intensity noise is usually quantified as relative intensity noise (RIN), i.e. as noise of
the power divided by the average power. Common specifications are based on an root-
mean-square (r.m.s: the square root of the mean of the squares of the values) or

a power spectral density.

4.2.2.2 Origins of Intensity Noise

Intensity noise of a laser results partly from quantum noise (associated with
laser gain and resonator losses) and partly from technical noise sources [87] such as
excess noise of the pump source, vibrations of resonator mirrors, thermal fluctuations in
the gain medium, propagation of light beam in the ring resonator etc. The resulting
intensity noise also depends on the operation conditions, e.g. it often becomes weaker
at high pump powers, where relaxation oscillations are strongly damped. Fig. 4.2 shows
the Intensity noise spectrum of a solid-state laser which it can be seen that the noise
power fluctuates up and down, plotted referring to frequency intervals in the range of 0
to 400 kHz, increased low-frequency noise is caused by excess noise of the pump

source.
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Fig. 4.2 Intensity noise spectrum of a solid-state laser, increased low-frequency noise is
caused by excess noise of the pump source.

4.2.3 Measurement of Intensity Noise

Intensity noise is normally measured by detecting the intensity (or power) with a
fast photodetector (e.g. with a PIN photodiode) and evaluating the noise spectrum with
an electronic spectrum analyzer.

4.2.3.1 Relative Intensity Noise (RIN)

Relative intensity noise [87] describes the instability in the power level of a laser.
The noise term is important to describe lasers used in fiber-optic communication.
Relative intensity noise can be generated from cavity vibration, fluctuations in the laser
gain medium or simply from transferred intensity noise from a pump source. Since
intensity noise typically is proportion to the intensity, the relative intensity noise is
typically independent of laser power.

RIN is the ratio of the mean-square optical intensity noise to the square of the
average optical power:

2

RIN = dB/Hz (4.8)

P2
where: <AP*> is the mean-square optical intensity fluctuation (in a 1-Hz bandwidth) at a
specified frequency, and P is the average optical power.

4.2.3.2 Power Spectral Density
Power Spectral Density [87] is optical power or noise power per unit frequency
interval. In optics, power spectral densities (also sometimes just called power densities)
occur basically in two different forms:
1. Optical power spectral densities are defined as the optical power per optical
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frequency (or wavelength) interval, e.g. specified in mW/THz or mW/nm. When the
spectral distribution of optical power e.g. of some laser source is measured e.g. with an
optical spectrum analyzer, the result is usually given either as a power spectral density
(e.g. in units of mMW/nm or dBm/nm, with dBm = dB relative to 1 mW), or as a power for
a given measurement bandwidth.

2. Noise power densities are defined as the power spectral density of the
fluctuations of a quantity such as an optical power or phase, where the frequency
argument refers to a noise frequency (rather than to an optical frequency). In the case of
noise powers, a PSD always refers to averaged power levels related to intervals of noise
frequency (rather than optical frequency). Such noise PSDs can occur in the context of
any optical or electrical signals.

Fig. 4.3 shows the power spectral density of black bodies at various temperatures
according to Planck's law, plotted referring to frequency intervals. In the graph it shows
the relation between the intensity of black bodies at various temperatures and the
frequencies in the range of 0 to 600 THz. The power spectral density can be shown in
the wavelength intervals, as Fig 4.4 shows the relation between the intensity of black
bodies at various temperatures and the wavelengths in the range of 300 to 1,500 nm.

- T T
6000 K

intensity per THz (a. u.)

0 ? i R . i . . t ¢ "
0 S0 100 150 200 250 300 350 400 450 S00 5S0 600
frequency (THz)

Fig. 4.3 Power spectral density of black bodies at various temperatures according to
Planck's law, plotted referring to frequency intervals.
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Fig. 4.4 is similar to Fig. 4.3, but referring to wavelength intervals.

4.2.3.3 Signal-to-noise ratio
Signal-to-noise ratio [87] is the ratio of signal power to noise power in a detector.
It compares the level of a desired signal to the level of background noise. A ratio higher

than 1:1 indicates more signal than noise.

SNR = Fsignal (4.9)

noise
Where P is average power, both signal and noise power must be measured at the same

or equivalent points in a system, and within the same system bandwidth.

The quality of optical and other measurements is often characterized with a
signal-to-noise ratio (SNR, S/N ratio). This is generally understood to be the ratio of the
detected powers (not amplitudes), and is often expressed in decibels.

The signal-to-noise ratio often limits the accuracy which some measurement can
be done. For digital signals, it can limit the reliability of detecting correctly, which can be
quantified with a bit error rate. The latter situation is common in optical fiber
communications, where some required bit error rate can only be achieved with a

sufficiently high signal-to-noise ratio at the detector.

4.2.4 Auto-correlation

The auto-correlation function [88] shows how similar two signals are, and for how
long they remain similar when one is shifted with respect to the other. it measures the
correlation of a signal with itself shifted by some time delay. Correlating a signal with
itself is called autocorrelation. Different sorts of signal have distinctly different
autocorrelation functions. In signal processing, the auto-correlation function is
normalized by mean and variance, it is sometimes referred to as the autocorrelation

coefficient.
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Given a signal f(t) , for the continuous case, the continuous autocorrelation
R¢¢(7) is most often defined as the continuous cross-correlation integral of f(t) with

itself, at lag 7.

Rep(@) = (f(®) * f (=) (T) (4.10)
= [ ft+0)f (t)dt (4.11)
= ffom f@) f (t—71)dt (4.12)

Where f represents the complex conjugate and # represents convolution. For a

real function, f = f.
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Fig. 4.5 shows the auto-correlation function when the signal is shifted.

Fig. 4.5 [88] shows the auto-correlation function when the signal is shifted from
itself. The auto-correlation function can be used to detect repeats or periodicity in a
signal. It can be used to assess the effect of fluctuations (noise) on a periodic signal. In
absence of noise, the auto-correlation function oscillates with a constant amplitude, the
period of the auto-correlation corresponds to the period of the signal. In presence of
noise, the envelop of the auto-correlation function decreases exponentially, more
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important is the noise, faster is this decreasing, thus the speed of the decreasing can be

used to quantify the effect of noise.
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Fig. 4.6 shows how the auto-correlation function detects the effect of fluctuations

(noise) on a periodic signal.

Fig. 4.6 [88] shows how the auto-correlation function detects the effect of the

noise on a periodic signal, the envelop of the auto-correlation

decreases more, when

there is the higher noise. An illustration of the usefulness of the auto-correlation

function is when we know the spectrum of the signal, and now wish to design the

appropriate filter; for this we also need to know the spectrum of

the noise. The first step

is to auto-correlate a long sample of the noise, it uses a Fourier analysis of the auto-



48

correlation function; this yields the power spectrum of the noise, from which we can
take the square root, at each frequency, to obtain the amplitude spectrum of the noise.
The Fourier transform of an autocorrelation function is the power spectrum, or
equivalently, the autocorrelation is the inverse Fourier transform of the power spectrum.

The relationship between the autocorrelation and the Fourier transform is known
as the Wiener-Khinchin theorem. The Wiener-Khinchin theorem states that the power
spectral density of a wide-sense stationary random process is the Fourier transform of
the corresponding autocorrelation function.

For the continuous case

R(r) = [, S(He/*fdf (4.13)
S(f) = [° R(De 2 fdr (4.19)

Where R(7) is the autocorrelation function, S(f) is the power spectral density , f
is signal frequency , and 7 is delay. The Wiener-Khinchin theorem can be re-expressed in

terms of real cosines only:
R(®) = [ S(fcos 2ufr)df (4.15)

S(f) = [ . R(t)cos (2nfT)dt (4.16)

4.3 Background in Chaos Theory

Traditionally, signals have been partitioned into two broadly defined classes, i.e.,
stochastic and deterministic [89]. Stochastic signals are compositions of random
waveforms with each component being defined by and underlying probability
distribution, whereas deterministic signals are resulted from deterministic dynamical
systems which can produce a number of different steady state behaviors including
periodic, and chaotic solutions.

Periodic behavior is the simplest type of steady state oscillatory motion.
Sinusoidal signals are periodic solutions of continuous-time deterministic dynamical
systems, which are universally used as carriers in analog and digital communication
systems.

Deterministic dynamical systems also admit a class of nonperiodic signals, which
are characterized by a continuous “noiselike” broad power spectrum. This is called
Chaos.



49

4.3.1 Properties of Chaos

It is now well-known that a deterministic dynamical system [89] is one whose
state evolves with time according to a deterministic evolution rule. The time evolution
of the state is completely determined by the initial state of the system, the input, and
the rule. For example, the state of a digital filter is determined by the initial state of the
filter, the input, and a difference equation which describes the evolution of the state
from one time instant to the next.

In contrast to a stochastic dynamical system, which may follow any number of
different trajectories from a given state according to some probabilistic rule, trajectories
of a deterministic dynamical system are unique. From any given state, there is only one
“next” state. Therefore, the same system started twice from the same initial state with
the same input will follow precisely the same trajectory through the state space.
Deterministic dynamical systems can produce a variety of steady-state behaviors, the
most well-known are stationary, periodic, and quasi-periodic solutions. These solutions
are “predictable” in the sense that a small piece of a trajectory enables one to predict
the future behavior along that trajectory.

Chaos refers to solutions of deterministic dynamical systems which, while
predictable in the short-term, exhibit long-term unpredictability. Since the initial state,
input, and rule uniquely determine the behavior of a deterministic dynamical system, it
is not obvious that any “unpredictability” is possible. Long-term unpredictability occurs
because the dynamics of a chaotic system persistently amplifies errors in specifying the
state. Thus, two trajectories starting from the small different initial conditions quickly
become uncorrelated. This is because in a chaotic system, the precision with which the
initial conditions must be specified in order to predict the behavior over some specified
time interval growing exponentially with the length of the prediction interval. As a result,
long-term prediction becomes impossible. This long-term unpredictability is apparent
itself in the frequency domain as a continuous power spectrum, and in the time domain
as random “noiselike” signal.

To get a better understand of what chaos is, here is a lst of its main
characteristics [891:

1. Chaos results from a deterministic nonlinear process.

2. The motion looks disorganized and erratic, although sustained. In fact, it can

usually pass all statistical tests for randomness (thereby we cannot distinguish
chaotic data from random data easily), and has an invariant probability
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distribution. The Fourier spectrum (power spectrum) is “broad” (noiselike) but
with some periodicities sticking up here and there [90,91].

3. Details of the chaotic behavior are very sensitive to changes in initial
conditions (small changes in the starting values of the variables). Equivalently,
chaotic signals rapidly decorrelate with themselves.

4. It can result from relatively simple systems.

5. For given conditions or control parameters, chaos is entirely self-generated. In
other words, changes in external variables or parameters are not necessary.

6.1t is not the result of data inaccuracies, such as sampling error or
measurement error. Any specific initial conditions, as long as the control
parameter is within an appropriate range, can lead to chaos.

7. In spite of its disjointed appearance, chaos includes one or more types of
order or structure. The phase space trajectory may have fractal property (self-
similarity).

8. The ranges of the variables have finite bounds, which restrict the attractor to a
certain finite region in the phase space.

9. Forecasts of long-term behavior are impossible. Short-term predictions,
however, can be relatively accurate.

10. As a control parameter changes systematically, an initially non-chaotic system

follows one of a few typical scenarios, called routes to chaos.

4.4 Spread Spectrum Communications

Typical communication systems, such as Frequency Shift Keying (FSK)
Amplitude Shift Keying (ASK) and Phase Shift Keying (PSK) systems as shown in Fig. 4.7,
concentrate their transmission power over a bandwidth that is roughly equal to the data
rate. To provide a good BER performance, the signal strength needs to be much stronger
than the background noise. In consequence, they are readily detected by anyone, even
by the eavesdropper. Hence, such narrowband systems provide little security against

eavesdropping.
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frequency-modulated signal; (c) amplitude-modulated signal.
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In spread-spectrum communications [106], the transmitted signal is “spread over
a much larger bandwidth compared with that of a narrowband signal. As shown in Fig.
4.8, when the signal spreads, the average power spectral density becomes much lower
and the signal can be hidden in the background noise. Because of this feature, it is not
easy to detect the presence of the signal without prior knowledge of the
communication system or the use of sophisticated equipment. Furthermore, even if the
presence of the signal is detected, without the appropriate decoding information, it is
very difficult to recover the message. For the intended parties, the demodulation
process requires the “dispreading” of the incoming signal back to a narrowband signal,
during which the effect of jammers like sinusoids will be substantially reduced. Thus,
even in the presence of jamming signals, the message can be recovered satisfactorily in

a spread-spectrum communication system.

A Sb(f)
> f
(a)
ASbr:(f)
| L,
(b)

Fig. 4.8 Power spectrum of a spread-spectrum signal (a) before spreading; and (b) after

spreading.

4.4.1 Conventional Spread Spectrum

The huge demand for communications results in a large number of users;
therefore, today’s communication systems are limited primarily by interference from
other users. In some applications, the efficient use of available bandwidth is extremely
important, but in other applications, where the exploitation of communication channels
is relatively low, a wideband communication technique having limited bandwidth

efficiency can also be used.
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Often, many users must be provided with simultaneous access to the same or
neighboring frequency bands. The optimum strategy in this situation, where every user
appears as interference to every other user, is for each communicator’s signal to look
like white noise which is as wideband as possible.

There are two ways in which a communicator’s’signal can be made to look like
wideband noise [89]:

1. To spread each information signal using a pseudo-random sequence to

increase the bandwidth of the transmitted signal:

2. To represent each information signal by a piece of “noiselike” waveform [92].

The conventional solution to this problem is the first approach: to use a
synchronizable pseudo-random sequence to distribute the energy of the information
signal over a much larger bandwidth. The transmitted signal appears similar to noise and
is therefore difficult to be detected by eavesdroppers. Therefore, the conventional
solution can [89]:

1. Hide a signal “in the noise” by transmitting it in the form of the noiselike;

and

2. Have some message privacy in the presence of eavesdroppers.

4.4.2 Spread Spectrum with Chaos

The properties of chaotic signals are similar in many ways those of the stochastic
ones [89]. Chaotic signals also have a deterministic nature [89], which makes it possible
to generate “noiselike” chaotic signals in a theoretically reproducible manner. Therefore,
a pseudo-random sequence generator is a “practical” case of a chaotic system, the
principal difference being that the chaotic system has an infinite number of (analog)
states, while pseudo-random generator has a finite number (of digital states). A pseudo-
random sequence is produced by visiting each state of the system once in a
deterministic manner. With only a finite number of states to visit, the output sequence is
necessarily periodic. By contrast, an analog chaos generator can visit an infinite number
of states in a deterministic manner and therefore produces an output sequence, which
never repeats itself. With appropriate modulation and demodulation techniques, the
“random” nature and “noiselike” spectral properties of chaotic system can be used to

provide simultaneous spreading and modulation of a transmission.

4.5 Chaotic Synchronization
The aim of using the chaotic signal is to hide the information signal in a chaotic
carrier and then extract it by some nonlinear, dynamical means at the receiver [89].
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If we do this in real-time, we immediately lead to the requirement that somehow the
receiver must have a duplicate of the transmitter’s chaotic signal or, better yet,
synchronize with the transmitter. In fact, synchronization is a requirement of many types
of communication, not only chaotic possibilities.

Early work on chaotic synchronization was done by Yamada and Fujisaka
(89,93,94]. In that work, it was brought out by a study of the Lyapunov exponents of
synchronized coupled systems. Later, Afraimovich et al. [95] proposed many of the
concepts necessary for analyzing synchronous chaos. A crucial progress was made by
Pecora and Carroll [96-100], who have shown theoretically and experimentally that two
chaotic systems can be synchronized. This discovery bridges between chaos theories
and communications, and opens up a new research area in communications using chaos.

The driving-response synchronization method proposed by Pecora and Carroll is
shown in Fig. 4.9, in which the Lorenz system is used in the transmitter and the receiver,
where x; or x{ (i = 1,2,3, r standing for the response system) is the state variable of
the Lorenz system [101], l;is the ith state equation, and n(t)is additive channel noise.
The drive-response synchronization method indicates that if a chaotic system can be
decomposed into subsystems, a drive system x; and a conditionally stable response
system (x5, x3) in this example [98], then the identical chaotic system at the receiver can
be synchronized when is driven with a common signal. The output signal xzand x3 will

follow the signals x,and x3. For more discussions can see [99].

% () =1 (x1 (), x2(t), x3 (t)) 1 (6) © @) =1 (y(t), x5 (t), x% (t))
() =1 (X1 (), x2(t), x3 (t)) 1 y x5 (t) = lz(y(t).xg(t),xg(t)) L Tt
3(8) = I3 (x (£, 2,(8), x3 () C; 23 (8) = L(y (), x5 (1), x5 (D))

n(t)

Drive System Response System

Fig. 4.9 Drive-response synchronization schematic diagram, in which x; or x{(i=1,2,3,
r stands for the response system) is the state variable of the Lorenz
systemn [101], [;is the ith state equation, and n(t)is additive channel noise.

Inspired by Pecora and Carroll’s work, many other synchronization schemes have
been proposed, including error feedback synchronization [102], generalized
synchronization [103-105], etc.
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4.6 Chaos based Communications

Chaotic signals are nonperiodic, random-like signals derived from non-linear
dynamical systems [106]. Chaotic signals are also characterized by their impulse-like
autocorrelation and low cross-correlation properties [106]. Moreover, chaotic signals are
distinguished by their inherent wideband attribute. A typical frequency spectrum of a
chaotic signal is shown in Fig. 4.10. Thus, when chaotic signals are used as wideband
carriers to convey information, they offer advantages as the conventional spread-
spectrum communication systems, such as difficulty of uninformed detection and
mitigation to multipath fading. Furthermore, a large number of chaotic carriers can be
produced easily as a consequence of the sensitivity to initial conditions and variation of
parameters. Thus, chaos can provide a low-cost technique for spread-spectrum
communications.

In the past decade, a number of modulation and demodulation schemes based
on chaos have been proposed for using in communications. As in conventional
communication systems, chaos-based communication systems can be categorized into
analog and digital [106], as distinguished by the type of information being carried. For
chaos-based analog communication systems, two main techniques have been proposed
chaotic masking and chaotic modulation {106]. In chaotic masking, the analog
information signal is added to the noiselike chaotic signal. At the receiver, the chaotic
signal is regenerated through a chaos synchronization process. Then the analog
information signal is recovered by subtracting the reconstructed chaotic signal from the
received noiselike signal. The successful demodulation of the signal is subject to a
robust synchronization method. Moreover, the analog information signal must have a
very small amplitude compared with that of the chaotic carrier. In another chaos-based
analog communication system is named the chaotic modulation, the information to be
sent is used to change a suitably chosen parameter of the chaos generator. The task of
the receiver is then to extract the information of the same parameter based on the
received signal, the synchronization is not required during the demodulation process.
Although the chaos-based analog communication systems can provide reasonable
performance under a noiseless environment, they do not posses sufficient noise
immunity in a practical condition. However, digital communication systems based on

chaos are more robust against noise.
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Fig. 4.10 Power Spectrum of a chaotic signal against normalized frequency.

4.6.1 Chaotic Masking

The chaotic communication relies on synchronization [106]. The information
signal to be communicated is simply carried by a chaotic waveform [106]. A receiver,
synchronized to the transmitter, is able to recover the information signal from the chaos.
The applications of chaotic synchronization to communication were suggested in
[106,107]. The first configuration suggested which is easiest to explain is the Lorenz
system as shown in Fig. 4.11, a small-amplitude information signal is added to the much
larger chaotic fluctuation of the x5 variable and transmitted to the receiver. Because the
information signal has a smaller amplitude than the chaotic signal, it is effectively
hidden, or masked, by the chaotic signal during transmission. The other communication
channel is used to transmit the xjvariable to the receiver where it is substituted for the
receiver’s own y, variable, as shown in Fig. 4.11. This substitution of the x, for the
y,variable causes the entire y system to synchronize to the x system. This
synchronization enables the original information signal to be recovered from the masking

signal by simply subtracting y5 from the encoded transmission, x3 + i(t).
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Fig. 4.11 Representation of a simple chaotic communication technique.

A small amplitude information signal,i(t), is masked by a larger amplitude
chaotic signal, x3(t) during transmission. Because the two systems are synchronized,
subtraction of ys, from x3 + i(t) recovers the information signal that was buried in
the chaotic transmitted signal. In the technique described above, two channels between

the systems are required for the chaotic communication as shown in Fig. 4.11.

i(t) —Q—* i(t)
Encoded
¥ Signal e
> V2
> V3

'Fig. 4.12 Representation of the chaotic communication technique that does not require

separate signal transmission.

The second configuration described here is the chaotic communication that does
not require separate transmission channel. As in Fig. 4.12, a small amplitude information
signal, i(t), is masked by a larger amplitude chaotic signal, x, (t). The composite signal,
x,(t) + i(t), drives the receiver system to synchronize with the transmitter system. The
information signal is recovered by subtracting y, (t) from the composite signal. A small-
amplitude information signal is transmitted along with a much larger chaotic masking
signal. Thus, the small-amplitude information signal in the transmitted signal acts as a
small noise to the larger chaotic driving signal. This principle suggests that chaotic
synchronization for two systems can be used as a way of filtering noisy chaotic signals.

The third configuration is as shown in Fig. 4.13, the x; variable is substituted for
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y1, but only in the equations governing the evolution of y;and yzand not y;. Even with
this partial substitution, however, the synchronization of the two systems is globally
asymptotically stable. A subtraction of the relevant signals from the transmitter and
receiver permits information signal recovery. To demonstrate how the information signal
can be carried by a chaotic signal and still be perfectly recovered, a specific realization
of the “inverse system” can be provided here. In this approach, an invertible function of
transmitter dynamical variables and information signal is used to drive the receiver
system. ‘

The receiver is able to invert the function and recover the information signal
because it synchronizes exactly to the transmitter. Again, the Lorenz model is used for
the example provided here, although other chaotic systems can additionally be
investigated. The transmitter, then, is just the modified Lorenz system:

561 = O'(S - xl) (417)
Xy = TX; — Xz — X1X3 (4.18)
X3 = XqX3 — bxs (4.19)
i(t)
s Encoded s
X3 + Signal > Y1
x2 Y2
X3 i(t) Y3

Fig. 4.13 Realization of the “inverse system” approach involving two Lorenz systems.

Where, as usual, o = 10,b = 8/3, and r = 28. Also, the invertible function s has
been chosen as:

s = x4+ i(t) (4.20)
Where the ‘information signal is represented by i(t). The second system has

exactly the same form:
y1=0(s—y1) (4.21)
Y2 = Y1 —Y2=Y1Y3 (4.22)
V3= Y1¥2 —bys (4.23)
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The configuration for this type of communication system is shown in Fig 4.13.

The two systems synchronize exactly, allowing potentially perfect reconstruction of the
information signal. The equations for the error dynamics, e = x — y are

é, = —0oe (4.24)

€, = Te; — €3 — e1X3 — €3X; (4.25)

Clearly, e =0 as t — o and e; = 0 is a stable fixed point. With that fact the

remaining eigenvalues (Lyapunov exponents), 4, sfor e;and e; are

M= (~b+ 1D £/ +1D?—4(b +x])) (4.26)

Stable synchronization of the two systems results if these Lyapunov exponents

have negative real parts. This condition is met for all times if b > 0 because xZ is always

positive. Therefore, the systems are guaranteed to synchronize because the parameter
b = 8/3. This proof of synchronization is not affected by the amplitude or frequency of
the information signal. When these systems have synchronized, the information signal
can be easily recovered by subtracting y,from s.

Many researchers have sought to use chaotic signals as a means of sending
secret information. Certainly, fundamental properties of chaotic systems seem to make
them ideal for this purpose. Chaotic systems are inherently unpredictable. Their dynamic
are aperiodic, and irregular. A small message added to or modulated onto
unpredictable, aperiodic, and irregular waveforms can be difficult to decipher without a
second chaotic system, identical to the first, which can synchronize to the transmitter.

Claude Shannon discussed three aspects of secret communication systems in his
pioneering paper, “Communication Theory of Secrecy Systems,” [108]: concealment,
privacy, and encryption. These aspects can be interpreted in the context of chaotic
communication. Firstly, the concealment of the information signal using chaotic carrier
signals is possible because the carrier is irregular, aperiodic and noiselike. The presence
of the information signal in the chaotic fluctuations may not be detected. Secondly the
communication privacy occurs for systems in which special equipment is required to
recover the information signal. This situation is present with the chaotic communication
systems because an eavesdropper must have the proper receiver system, with matched
parameter setting, to decrypt the message. Finally, the encryption occurs naturally in
chaotic communication techniques. In conventional encryption techniques, a “key” is
often used to encrypt the information signal. If the transmitter and receiver share the
same key, the scrambled information signal can be recovered by the receiver. In chaotic
systems, the transmitter’s key itself acts as a “dynamical key.” The receiver must be
able to synchronize to the transmitter’s dynamics which requires matched systems and
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parameters in order to recover the information signal. Using a chaotic carrier to encrypt
the information signal dynamically does not replace the use of more traditional
encryption schemes as well. A chaotic signal, therefore, can act as an additional layer of
the encryption for information that has already been encrypted by conventional

encryption schemes.

4.6.2 Chaos-based Digital Communication Systems

In digital communication systems, each symbol is represented by a piece of
sinusoidal signal, which is periodic. In chaos-based digital communication systems [106],
each symbol is now denoted by a segment of chaotic signal, which is aperiodic.
Therefore, even if the same symbol is being sent repeatedly, the chaotic signals
representing the same symbol are never the same. We can broadly categorize chaos-
based digital communication systems into those that require the regeneration of chaotic
carriers at the receivers, namely coherent systems and those that do not have such a
requirement, namely noncoherent systems. Although robust chaos synchronization
techniques are not yet available, the study of coherent systems is important because it
can provide useful benchmark for performance comparison. On the other hand,

noncoherent systems are more practical.

4.6.2.1 Chaos Shift Keying
Chaos shift keying (CSK) [106] was first proposed by parlitz et al. and Dedieu et
al. Fig. 4.14 shows the block diagram of the CSK digital communication system. To
denote the bit duration by T}, the transmitter consists of two chaos generator f and g,
to produce signal é(t) and &(t), repectively, during the I bit duration, ie. [(I—
1Ty, IT,], if a binary “+1” is sent, é(t) is transmitted, and if “0” is sent, &(t) is
transmitted. Several demodulation algorithms have been proposed for the CSK system.
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Fig. 4.14 CSK digital communication system.
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1. Coherent Demodulation Based on Synchronization Error

In the original CSK systems [106] studied by Parlitz et al. and Dedieu et al,
demodulation of the received signal is based on the self-synchronizing property of
chaotic systems as shown in Fig. 4.15. The received signal is applied to drive two self-
synchronization subsystems f and g, which are matched to f and g, repectively. It is
supposed that the channel is perfect and lossless as well as the filters at the transmitter
and receiver are distortionless. If the signal ¢(t) has been transmitted, the subsystem f
will be synchronized with the incoming signal whereas § will not, and vice versa.
Therefore, by evaluating the difference (error) between the incoming signal and the

output of the self-synchronization subsystems, the transmitted symbol can be

estimated.
r(t) -
g Error
Self-sync R Calculation » Compare Recovered
subsystem f - and | __, Binary Code
decode ”1” or ”0"
» Error >
Self-sync Calculation
"l subsystem g

Fig. 4.15 Synchronization-error-based CSK demodulator.

2. Coherent Demodulation Based on Correlation.

In communications, the correlation function is generally used to evaluate the
“likeness” between two signals [106]. In Fig 4.16, two synchronization circuits attempt to
recover two chaotic signals ¢(t) and &(t) from the incoming signal r(t). Further, it is
assumed that an acquisition time Ty is required for the synchronization blocks to lock to
the incoming signal. The correlation of the reproduced chaotic signals and the incoming
signal, implemented by a multiplier and an integrator, is then performed during the
remainder of the bit duration. After that the outputs of the correlators are sampled and
compared. If the input to the threshold detector, denoted by y(IT), is positive, a “+1”
is decoded for the Ith symbol. Otherwise, a “0” is decoded.
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Fig. 4.16 Correlator-based coherent CSK demodulator.

We assume that the filters are distortionless and the synchronization time T is
negligible compared to the bit period, we plot the histograms of y(IT,) for different
SNRs as shown in Fig. 4.17. The value of y(IT,) is bound to vary even for the same
symbol sent because of the aperiodicity of the chaotic signal. As shown in Fig 4.17,
when the SNR is high, the two distinct regions in the histogram guarantee that the
transmitted symbols can be decoded correctly. However, when the SNR is low, the two

regions overlap and errors become unavoidable.
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Fig. 4.17 Histograms of the observation variable y(IT}) for a coherent CSK system for (a)
high SNR ratio, and (b) low SNR ratio.

3. Noncoherent Demodulation Based on Bit-Energy Estimation

In noncoherent CSK demodulation [106], the chaotic carriers are not recovered at
the receiver. The signal recovery must be done based on some distinguishable property
of the transmitted signals. One such property is the bit energy, which can be
deliberately made different for different symbols in the modulation process. If a binary
symbol “+1” is sent during the interval [(I —1)Ty,IT,], a chaotic signal é(t) with
average bit energy E, is transmitted, and if “0” is sent, a chaotic signal ¢(t) with average
bit energy E. is transmitted. We may use two chaos generators to produce chaotic

signals with different average bit energies, or alternatively a single chaos generator can
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be used to produce two chactic signals of different bit energies with the use of two

amplifiers of different gains as shown in Fig. 4.18.

Fig. 4.18 CSK based on bit energy estimation.

At the receiver, the bit energy can be estimated by a square-and-integrate
process as shown in Fig. 4.18. We assume that the additive noise is limited by the
receiver’s filter. Fig. 4.19 plots the histogram of the estimated bit energy E.(IT}). In
conventional modulation schemes, the bit energy is constant for a given symbol.
However, in the CSK system, due to the aperiodicity of chactic signals, the bit energy for
the same symbol varies with time (i.e., varies from bit to bit), as illustrated by the
histogram shown in Fig. 4.19a for the high SNR case. Note that E.(IT},) does not show
up as two distinct values in the histogram, but rather as clusters around the two average
bit energies of the two chaotic signals with certain variances. By setting the threshold
mid-way between the two average bit energies, the received symbols can be decoded
correctly. For a moderate SNR environment, the calculated bit energies will generally be
larger compared to the high SNR case because of the increase in noise energy. Fig. 4.19b
shows the histogram begin to widen. As the two regions start overlapping with each
other, bit errors begin to emerge. The optimal threshold is obviously dependent upon
the SNR, this causes threshold-shift problem which is one of the drawbacks of this type
of bit-energy-based noncoherent CSK system. In addition, the detection based on

different bit energies can be easily achieved by eavesdroppers.
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Fig. 4.19 Histograms of the received bit energy for a noncoherent CSK system for (a) high
SNR, and (b) moderate SNR.
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4.6.2.2 Differential Chaos Shift Keying
To address the threshold-shift problem for the noncoherent detection of a CSK
system based on bit-energy estimation. In this section, we present the differential chaos-
shift-keying (DCSK) modulation scheme, a modulation method that is primarily designed
for noncoherent detection but the threshold level of the demodulator is fixed at zero.

Chaos generator [0,7,/2)
c(t
© M Transmitter
Delay of filter
Tb/z T [Tb/zv Tb)
+1lor0

depending upon the
symbol being sent

Fig. 4.20 DCSK modulator.

Fig. 4.20 shows a DCSK modulator. In this modulation scheme, every transmitted
symbol is represented by two consecutive segments of chaotic signals. The first one
serves as the reference (reference signal) whereas the second one carries the data (data-
bearing signal). If a “+1” is sent, the data-bearing signal will be identical to the reference
signal, and if a “0” is sent, an inverted version of the reference signal will be used as the
data-bearing signal. Usually, the data-bearing signal sent follows the reference signal.

Thus, for each of the symbol period, we have

) c(t) for0 <t < 12’1
s(t) = (4.27)
c(t—Tz—”) for%5t< Ty
If “+1” is sent, and
c(t) for0o <t < %
s(t) = (4.28)

—c(t—-z—) forTz—” St< Ty
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Fig. 4.21 DCSK demodulator

At the receiver, the correlation of the reference signal and the data-bearing signal
is evaluated as shown in Fig. 4.21. Fig. 4.22a shows the statistical distribution of the
correlator output under a high SNR environment. Note that the centers of the two
clusters corresponding to the two symbols are located at equal distance from zero.
Thus, by setting the threshold level to zero, it is sufficient to differentiate the two
symbols. If the channel is noisy, however, the two clusters broaden and overlap each
other, as shown in Fig. 4.22b. Under such a condition, errors are unavoidable but it is
clear that the threshold remains at zero, which is an advantage over the noncoherent
CSK detection scheme based on bit-energy detection. The main drawback of DCSK,
however, is that its data rate is cut to half of the other systems because it spends half of

the time transmitting the reference signals.
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CHAPTER 5

SYSTEM DESIGN AND MODELING

5.1 Introduction

All optical devices are increasingly becoming important as integrated
components for advanced optical applications and are widely used as optical sensor,
signal processing, and optical communication. The communication security segment has
been recognized as a promising tool for information that requires the security and
privacy. Today, the security schemes, such as quantum and optical techniques, have
been widely used in many applications such as sensors, computing, and optical
communications. Recently, an optical device, known as a microring resonator in the form
of an optical add/drop filter, has been found in many applications [11-13). The authors
have shown that the transmitted signals can be suppressed by the noiselike signals
generated from the microring resonator. However, the search for new devices and
techniques still remains. In this chapter, we present the use of the noiselike signal
obtained from the dynamic behavior of the dark-bright soliton propagation and collision
within the PANDA ring resonator for the high security communication. The secret key of
the proposed optical cryptography system is inherently derived from the noiselike signal,
and encryption and decryption keys are later derived from the secret key. The Optical
Power Modulator and Optical Power Demodulator are used to encrypt and decrypt the
information signal using the encryption and decryption keys, respectively. The necessary
mathematical backgrounds, the system design and modeling, and simulation results of

the proposed system are presented in this chapter.

5.2 Mathematical backgrounds of the used optical devices

The proposed system consists of four types of optical devices, namely PANDA
ring resonator, optical add/drop filter, Optical Power Modulator and Optical Power
Demodulator, as shown in Fig. 5.1, 5.2, and 5.3. The transmitter part of the proposed
optical cryptography system consists of one PANDA ring resonator, two optical add/drop
fitters, and one Optical Power Modulator. The receiver consists of two optical add/drop
filters, and one Optical Power Demodulator. The modified optical add/drop filter
coupled with smaller left and right rings known as the PANDA ring resonator, and the
optical add/drop filter, are shown in Fig. 5.1 and Fig. 5.2, respectively. To perform the
dark-bright soliton propagation and collision within the PANDA ring resonator, the dark
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and bright soliton pulses are first input into the PANDA ring resonator. The input optical
field (E;) and the control optical field (Egop) of the bright and dark soliton pulses are
given by [109]

E;n(t) = Asech [Tlo] exp [(ﬁ) - ia)ot] (5.1)
E.on(t) = Atanh [;T;] exp [(i) — ia)ot] (5.2)

Where A and z are the optical field amplitude and propagation distance,
respectively. T is a soliton pulse propagation time in a frame moving at the group
velocity, T =t — ;.2 , where B; and S, are the coefficients of the linear and second-
order terms of Taylor expansion of the propagation constant. Ly = T¢/|B:l is the
dispersion length of the soliton pulse. Ty is the soliton pulse propagation time at initial
input (or soliton pulse width), where t is the soliton phase shift time, and the frequency
shift of the soliton is wgq. This solution describes a pulse that keeps its temporal width
invariance as it propagates, and thus is called a temporal soliton. When the soliton peak
intensity (|B,/TTEZ]) is given, then T, is known. For the soliton pulse in the microring
device, a balance should be achieved between the dispersion length (Lp) and the
nonlinear length (Ly, = 1/T¢y.), where T = nyk,, is the length scale over which
dispersive or nonlinear effect makes the beam become wider or narrower. For a soliton

pulse, there is a balance between dispersion and nonlinear lengths, hence Lp = Ly.

input Through

Drop Control

Fig. 5.1 Schematic diagram of PANDA ring resonator.

The PANDA ring resonator shown in Fig. 5.1 is used for the noiselike signal
generation. When the input light pulse passes through the first optical coupler, the
transmitted and circulated optical fields can be written as [110]
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En = J1-n[y1-kEn + jVK1E4] (5.3)
Ey = 1=y [J1 = K1Es + jVE1Ein] (5.4)
- al ik L
E, = EgEe 22 /"2 (5.5)

Where k; is the intensity coupling coefficient, y, is the fractional coupler
intensity loss (or coupling loss), @ is the attenuation coefficient, k,, = 2m/4 is the wave
propagation number, 1 is the input wavelength light field, and L = 2mRgq, Rgq is the
radius of the central ring.

The optical fields at the second coupler are given by

Ear = 1= v2[y1 = 1Econ + jViE,] (5.6)

Es = J1—v2[J1 = k2E2 + jKzEcon) (5.7)
aL_ . L

E4 = EOLE3e—22—} n2 (58)

Where k, is the intensity coupling coefficient, y, is the fractional coupler
intensity loss (or coupling loss). The circulated light fields, Ey and Ej,, , are the light field
circulated components of the microring radii, R, and R, which couple into the right-
hand side (RHS) and left-hand side (LHS) microrings of the PANDA ring resonator,
respectively. The light field transmitted and circulated components on the RHS microring

radius, R,, are given by

E, = J1—=vo[J1— koE1 + j\[KoEr] (5.9)
Erl = ﬁ - 'yo[\/l - KOETZ +j-\/—’?0_E1] (510)
ETZ = Erle—.%Ll—jknLl (511)

Where Ky is the intensity coupling coefficient, y, is the fractional coupler
intensity loss (or coupling loss), a is the attenuation coefficient, k,, = 2/ is the wave
propagation number, 1 is the input wavelength light field, and L, = 2nR, , R, is the
radius of RHS microring. From Egs.(5.9)-(5.11), the circulated roundtrip light fields of the
RHS microring radius, R,, are given in Eqs.(5.12) and (5.13), respectively,



72

jf 1= E.
By = —— ot (5.12)
1- 170 /I-Kge 2i1~finla

a .
E. — JJ1=YoyKoEye 17 Hnl (5.13)
r2 — a ; :
1- /170 T-Kge z-1/knl1

Thus, the output circulated light field, Ey, for the RHS microring is given by

— _ - L]_ jk L1
E, = J1=Yoy1-Ko—(1-Yo)e 2 n (5.14)
1-J1vo/I-Koe~ 2L1 JknlLy

Similarly, the output circulated light field, Eqy, for the LHS microring is given by:

a .
JT:73J1_—Tc§—(1—Ys)e—iL2'lknL2} (5.15)

Eor = E3 ~21—jknL
1-/1—y3J1-Kge 22 JEnl2

where K3 is the intensity coupling coefficient, y; is the fractional coupler
intensity loss, a is the attenuation coefficient, k, = 2r/A is the wave propagation
number, A is the input wavelength light field, and L, = 2R, , R,is the radius of the
LHS microring. From Egs.(5.3)-(5.15), the circulated light fields, E;, E3, and E, are
defined by given x; = \/1——_)/1,x2 = J1=y2, 1 = \/r—_ic—l,and Yy = ﬁ_—Tz .

Thus,

al L
. . e ikn=
X1VK1Ein+ jX1X \/KEE e 22 J¥nz

El JX1 int JX1X2Y1 oLEcon (516)

1-x1x2¥1Y2E0EoLE ZL Jenl

al . L
E; = x2Y2E0E1e_E_]k"E + jxoVigEcon (5.17)
& jknl | 2L ks
E, = x;y,EEq E1e72 7" + jxovKoEq Econe 22 T2 (5.18)

From Egs.(5.3), (5.5), and (5.16)-(5.18), the output optical field of the through
port (E,;) can be expressed as:

— . J'x1x2}’2\/-'_quEoLE1) 22 ]knz
Eyy = X391 Ein + (—x1xz ey EoLEr ) € (5.19)
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The output power at the through port (Pyy) is written by
P = (Ee1) . (Er)" = |Eal? (5.20)

Similarly, from Egs. (5.5), (5.6), and (5.16)-(5.18), the output optical field of the
drop port (E44) is given by

al . L

Edl = nyZEcon + sz\/;_(_z'EoEle_EE_-’k"E (5-21)
The output power at the drop port (Pg;) is expressed by

Py = (Eq1) . (Eq1)* = |Eaa|? (5.22)

The add/drop optical filter device with the appropriate parameters is shown in
Fig. 5.2. The electric field detected at the through port is given by [111]

24 .
~JI-rge zkb~Tknlb . A7,
Etz = Etl ) (5.23)
1~1=K4/1-K5e 2 b~ /*nbb
Input Through
Ew b= w T g o—2> 7 Ey

T
Drop

Fig. 5.2 Schematic diagram of the add/drop filter.

Where L, = 2nR,, R, is the radius of the add/drop optical filter as shown in Fig.
5.2 The output power at the drop port (P;;) is expressed by

Per = (Erp) - (E)" = |Ep2|® (5.24)
The electric field detected at the drop port is given by
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—abh_ g4 Lb

_/;(4)(53 22 Jn3

EdZ == Etl __a-L L (525)
1-/1-K4/1-Kse 2 d~/*n%b

The output power at the drop port (Pgy) is expressed by

Py = (Egz) - (Eg2)” = |Egy|? (5.26)

Fig. 5.3 Schematic diagram of (a) Optical Power Modulator and (b) Demodulator.

The proposed system uses the Optical Power Modulator as shown in Fig. 5.3a to
combine (modulate) the signal power of the input signal with the signal power of the
noiselike signal. For simplification, considering the signal power of the output signal (P;)
which is equal to the signal power of the input signal (P;) plus the signal power of the
noiselike signal (P,), the signal power detected at the output is given by [112]

P,= P+ P. (5.27)

The Optical Power Demodulator as shown in Fig. 5.3b is used to demodulate the
original input signal from the received signal. For simplification, considering the signal
power of the output signal (B.) which is equal to the signal power of the received signal
(P) minus the signal poWer of the noiselike signal (P,), the signal power detected at the

~output is given by [112]

B.= P,— P, (5.28)




75

5.3 The system design

Fig. 5.4 shows the schematic diagram of the proposed optical cryptography
system, where PA refers to the PANDA ring resonator, AD1-AD4 are the add/drop filters,
OPM is the Optical Power Modulator and OPD is the Optical Power Demodulator. The
transmitter part consists of PA, AD1, AD2 and OPM. For the noiselike signal generation,
the bright soliton pulse (E;,) and dark soliton pulse (E,,,) are input to the PA at the
input and control ports, respectively. The output signal (E;;) obtained at the through
port of the PA is the noiselike signal which is then sent to the receiver for the noise
synchronization as shown in Fig. 5.4. The noiselike signal is later input to the AD1 in
order to form the secret key (E.,) at the through port of AD1, and then the secret key
(Es,) is input to the AD2 in order to generate the encryption and decryption keys at the
through and drop ports of the AD2, respectively. Finally the OPM encrypts the
information signal using the encryption key.

The receiver part consists of AD3 and AD4 and OPD. The synchronized noiselike
signal (Epy) is similarly input to the AD3, and then the secret key (E,) obtained at the
through port is sent to the AD4 in order to generate the decryption and encryption keys
at the through and drop ports of the AD4, respectively. Finally the OPD decrypts the
ciphertext using the decryption key.

Our proposed system can be claimed as a new optical cryptography technique,
which the transmitted information signal can be converted to the noiselike signal using
the additive masking approach prior to sending it to the receiver. Furthermore, the
higher security communication can be achieved by frequently changing the noiselike

signal.
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In the simulation of the noiselike signal generation, the used parameters of the

PANDA ring resonator are fixed as shown in Table 5.1 [113]. In order to confirm that the

noiselike signal generation is possible to be fabricated [14], only the practical device

parameters are used in the simulation. Additionally, the simulation results of the

noiselike signal generation are at the center wavelength (4y) 1.55 um which is the most

popular center wavelength used in the optical communication.



Material type

Linear refractive index : A,

Nonlinear refractive index : n,

Ring radius of the centerring: R_,

Ring radius of the right ring : R_

Ring radius of the left ring : R,

Coupling ceefficient : Ko, K1, K2,and K3
Coupling loss 1 v,, ¥, y,,and y,
Attenuatian caefficient (a) of the center ring
Attenuation ceefficient (a) of the right ring
Attenuation Coefficient (a) of the left ring

Effective core area : A
eff

Table 5.1 The used parameters of the PANDA ring resonator.
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Table 5.2 shows the charactenstlc of the lnput dark and brlght sollton pulses

Parameters f" Brlght Sohton ‘-f'g; b

Signal power
Center wavelength

Full Width Half Maximum (FWHM)

1w

1.55 pm

115 nm

] Dark SoLuton

15W

1.55 um

8 nm
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Fig. 5.5 shows the simulation results of the noiselike signal generation module.

Fig. 5.5 shows the simulation results of the noiselike signal generation part. Fig.
5.5(a) shows the bright soliton pulse with 1 W peak power that is continuously input to
the PANDA ring resonator at the input port. Fig. 5.5(b) shows the dark soliton pulse with
1.5 W peak power that is continuously input to the PANDA ring resonator at the control
port. Fig. 5.5(c) shows the output power at the through port which is the noiselike signal
continuously generated from the dynamic behavior of the dark-bright soliton
propagation and collision within the PANDA ring resonator. The obtained noiselike signal
is then sent to the receiver, also known as the noise synchronization, in which the
receiver is now synchronized with the transmitter. The noiselike signal is next used as
the input signal for the secret key generation part in the next step. The peak power of
the output signals at the through port and drop port is increased to 2.3 and 2.5 W,
respectively which they are larger than the input soliton pulses due to the optical
nonlinear (Kerr) effects. Fig. 5.5(d) shows the output power at the drop port.

5.3.2 Secret Key Generation

The same noiselike signal is input to the AD1 at the transmitter part and AD3 at
the receiver part causing the same secret key is generated on both sides. Both AD1 and
AD3 generate the secret key at the through port. Fig. 5.6 shows the simulation results of
the secret key generation part where the used parameters are fixed to be as shown in
the Table 5.3. Fig. 5.6(a) shows the noiselike signal received at the input port, Fig. 5.6(b)
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shows the output power at the through port of the AD1 and AD3 which is the secret key.
Fig. 5.6(c) shows the output power at the drop port of the AD1 and AD3 which will not
be used any more in this thesis.

Table 5.3 The used parameters for the Add/drop f lters ADl and AD3
Parameters of the AD1 and A03 S PR '

Refgac;ti’\“'/e index:n . 34
Ring radius : R 100 pm
Coupling Cosfficiarit : k, ,-and K, 0.2
A;ttenuation coefficient : a 100

:

£ 2

.§ 1

D L 1 1 B ] 1 1 1

E 15 151 182 153 154 155 156 157 158 159 18
Wavelength (um)

~ a) Noise Signal

&

‘:E' T e T T , YT T L T

o 1 . _ e I

$ | ! |

EQ.S 161 152 153 1684 155 15 157 158 159 16
Wavelength (pm)
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£ 7

= [ Mﬂﬂ“ﬂﬁlﬂﬂﬂlﬂﬂﬂﬂm I
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Fig. 5.6 shows the simulation results of the secret key generation module.
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Fig. 5.7 shows a simple cryptography system.

We can simply mask the input information signal by the secret key generated
from the AD1 as shown in Fig. 5.7 which its ciphertext is shown in Fig. 5.8 (c) , but in this
case both transmitter and receiver have to use the same key (same secret key) to
encrypt and decrypt the information signal. For the higher security, in the final design,
the transmitter and receiver will use the different encryption keys which will be
described later on the next section.
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Fig. 5.8 shows the information signal masked by the secret key.
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5.3.3 Encryption and Decryption Keys generation

The secret key obtained from the previous step is input to the AD2 and AD4 for
generating the encryption and decryption keys. In the transmitter part, the encryption
and decryption keys are generated at the through and drop ports of the AD2
respectively. On the other hand, for the receiver part, the encryption key is generated at
the drop port and decryption key is generated at the through port of the AD4. Finally
the OPM uses the encryption key to encrypt the information signal by using the additive
masking approach and OPD uses the decryption key to decrypt the information signal
which now the secure communication is performed. The receiver will use the different
encryption key from the transmitter to encrypt its information signal prior to sending it
to the transmitter which the transmitter can recover the information signal of the
receiver by using its decryption key. The Table 5.4 shows the used parameters of the
AD2 and AD4.

The proposed cryptography system is designed to secure the information sent
over the Dense Wavelength-Division Multiplexing (OWDM). The DWDM involves sending a
large number of closely spaced optical signals over a single fiber. Standards developed
by the ITU (International Telecommunications Union) [114] define the exact optical
wavelength used for DWDM applications. The standard channel spacing is 200 GHz and
100 GHz which relates to the optical wavelength as follows: A spacing of 200 GHz
corresponds to about 1.6 nm, and 100 GHz corresponds to about 0.8 nm channel
spacing. For simplification and easy-to- analyze, we will use the channel spacing 1 nm in
our simulation which is in the range of 0.8 and 1.6 nm. We will also demonstrate in the
next chapter that our proposed cryptography system can secure (bury) the information
even the channel spacing is bigger or smaller than 1 nm. The Table 5.5 shows the

characteristic of the input information signal used in the simulation.

Table 5.4 The used parameters for the Add/drop filters : AD2 and AD4.

Parameters of the AD2and AD4 | | Value! .
Refractive Index : n 3.4

Ring radius : R 300 pm

Coupling coefficient : k, , and K, 0.1

Attenuation coefficient : a 0
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Table 5.5 shows the characterlstlc of the mput mformatlon signal used in the simulation.

Parameters
I e oy g )
Signal'Power ' 0,002 W
Channel spacing 1 nm
Full Width at Half Maxifurm: (FWHM) 0.4 hm

Fig. 5.91. shows the encryption and decryption keys of the transmitter and Fig
5.911 shows the decryption and encryption keys of the receiver. Fig. 5.91(a) and Il(a) are
the secret key. Fig. 5.91(b) and II(c) show the encryption keys of the transmitter and
receiver, respectively. Fig. 5.91(c) and II(b) show the decryption key of the transmitter
and receiver, respectively.
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Fig. 5.9 shows the encryption and decryption keys of both sides.
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Fig. 5.10 shows the secure communication from the transmitter to the receiver.
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Fig. 5.11 shows the secure communication from the receiver to the transmitter.

Fig. 5.10 and Fig 5.11 show the overall simulation results of the secure
communication between the transmitter and receiver. Fig. 5.10(d) shows the ciphertext
generated by the transmitter using its encryption key (Fig. 5.10(c)) , the receiver uses its
decryption key as shown in Fig. 5.10(g) to recover the original information signal.
Similarly, Fig. 5.11(d) shows the ciphertext generated by the receiver using its encryption
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key (Fig. 5.11(c)) , the transmitter uses its decryption key as shown in Fig. 5.11(¢) to
decrypt the ciphertext. The output signals are shown in Fig. 5.10(h) and Fig. 5.11(h).



CHAPTER 6

MATHEMATICAL SIMULATION

6.1 Mathematical simulation
In order to evaluate the proposed optical cryptography system, the following
experiments are conducted. '
. Changing the channel spacing.
. Generating the new noiselike signal.
. Secret key mismatches.
. Decryption key mismatches.
. Changing the power (intensity) of the input pulses.
. Changing the input pulses.
. Rekeying at every time T.

0w ~N o B W N -

. Decrypting the ciphertext by the old decryption key after rekeying.
We simulate the proposed optical cryptography system using MathLAB program,
the simulation results of all experiments are also presented as below in detail.

6.1.1 Experiment 1 - Changing the channel spacing.

Our proposed cryptography system is designed to secure the information sent
over the DWDM, so we generally use the channel spacing equal to 1 nm for the
simulations as mentioned in the previous chapter, however, it is possible to use the
channel spacing wider or narrower than 1 nm as well in some specific systems. This
experiment is conducted to demonstrate that our proposed system is not affected by
the change of the channel spacing, it still can bury the input information signal into the
noiselike signal in order to form the secure communication. In this experiment, we
conduct two tests (Test 1 and Test 2). Test 1 uses the channel spacing = 0.5 nm and the
Test 2 uses the channel spacing = 2 nm as shown in Fig. 6.1(a) and Fig. 6.2(a),
respectively. Table 6.1 shows the used parameters of the PANDA ring resonator in the
noiselike signal generation module. Table 6.2 shows the characteristic of the input dark
and bright soliton pulses that are input to the noiselike signal generation module for the
noiselike signal generation. Table 6.3 shows the used parameters of the Add/drop filters
in the secret key generation module, the AD1 and AD3. Table 6.4 shows the used
parameters of the Add/drop filters in the encryption-decryption keys generation module,
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the AD2 and AD4. Table 6.5 shows the characteristic of the input information signal used

in the Test 1 and Test 2.

Matetial Type

Linear refracti\‘/e(inde;(": A,

Nonlingar refractive indéx : f,

Ring radius &f the cantér ting: R

Ring radius of the right ring : 8

Ring radius of the left ring: R

Coupling coefficient : Ko, K1, K2,and K3
Coupling loss : ¥y, ¥, ¥,,2nd ¥,
Attenuation casfficient (a) of the center ring
Attenuation coefficient () of the right ring
Attenuation coefficient (a) of the left ring

Effective core area : A
eff

Table 6.1 shows the used parameters of the PANDA ring resonator.

. parameters of -PANIDA:.ri_hé ;fésoﬁétOf. L

. o

InP'GfaAs P/ InP*

:
. 34.
X

] e 9:15
2 %10z

%,
F

100 pm
100p.m
0.2
0.15
50

1(3Q_5

100

) -12
0.25x 10
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Table 6.2 shows the characteristic of the input dark and bright soliton pulses used for

the n0|sel|ke srgnal generatron

Parameters BrrghtSolrton N Dark Sohton

"“Sig‘ﬁatf’*pbwgc )

Center wavelength 1.55 pm

Full Width Half Maximum (FWHM) 115:nm gomy .

Table 6.3 shows the used parameters of the Add/drop f"lters the AD1 and AD3.
Parameters of the ADl and AD3 e A

Réfractive Index : n 34
Ring radius : R 100 pm
Coupling coefficient : k, and- K 0.2
Attenuation coefficient : a 100

Tabl.e 6. 4 shows the used parameters of the Add/drop f"lters the AD2 and AD4.

f Parameters of the AD2 and AD4

Refractive Index : n 3.4
Ring radius : R 300 pm
Caupling coefficient : k, , and 0.1

Attenuation Caefficient : a 0



88

Table 6.5 shows the characteristic of the input information signal used in this

experiment.

Y wd g, P i ] ¢ *
i 'l?’-' ber W } " . L 3 e m)}-.; v
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Fig. 6.1 shows the simulation results of the Test 1 where channel spacing is equal to 0.5

nm.
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Fig. 6.2 shows the simulation results of the Test 2 where channel spacing is equal to 2

nm.

Fig 6.1 shows the simulation results of the Test 1 where the channel spacing is
equal to 0.5 nm and Fig 6.2 shows the simulation results of the Test 2 where the
channel spacing is equal to 2 nm. Fig. 6.1(a)-(c) and 6.2(a)-(c) show the simulation results
where the wavelengths in the range of 1.5 um to 1.6 um which this range covers all the
wavelengths generally used in the DWDM (1.528 ~ 1.567 um) [115]. The input pulses
with 2 mW as shown in Fig. 6.1(a) and 6.2(a) are input to all the transmission channels
(pulse is ON in every channel), we use 2 mW input power because it is supported by the
commercial laser [116], the higher input power can be used with our proposed
cryptography system as well which will be demonstrated later in the experiment 5. The
ciphertexts generated by OPM of the transmitter are random, broad and flat which look
like the broadband noise signal as shown in Fig. 6.1(b) and Fig. 6.2(b), so then the secure
communication is performed. The decryption module (with OPD) can recover the output
signal properly as shown in the Fig. 6.1(c) and Fig. 6.2(c) , the characteristic of the output
signals remains the same as the input information signals shown in Fig 6.1(a) and (c) and
Fig 6.2(a) and (¢), respectively. Fig. 6.1(d)-(h) and 6.2(d)-(h) show the simulation results
which zoom into the wavelengths in the range of 1.53 um to 1.54 um in order to get
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into the deeper detail. We choose these wavelengths because they are also in the range
used by the DWDM (1.528 - 1.567 um). Fig. 6.1(d) and Fig.6.2(d) show the input
information signal with the channel spacing 0.5 nm and 2 nm, respectively. Fig.6.1 (e)
and 6.2 (e) show the noiselike signal generated from the PANDA ring resonator in the
noiselike signal generation module. Fig.6.1 (f) and 6.2 (f) show the secret key generated
from the secret key generation module. Fig.6.1 () and 6.2 (g} show the encryption key
generated from the encryption-decryption keys generation module, and Fig.6.1 (h) and
6.2 (h) show the ciphertexts generated from the OPM, respectively.

The simulation results have confirmed that the proposed cryptography system
can hide the information signal even the channel spacing of the information signal are

wider or narrower than 1 nm.

6.1.2 Experiment 2 — Generating the new noiselike signal

As mentioned in the previous chapter that the secret key and encryption-
decryption keys are inherently derived from the noiselike signal generated from the
PANDA ring resonator in the noiselike signal generation module. For the high security
communication, the cryptography system must have the ability to change the key
(rekey), thus the PANDA ring resonator must be capable to generate the different
noiselike signals in order to obtain the different encryption-decryption keys. This
experiment aims to demonstrate that the PANDA ring resonator can generate the
different noiselike signals after we change the characteristics of the input dark and bright
soliton pulses. We conduct three tests (Test 1, Test 2 and Test 3) in this experiment. The
characteristics of the input dark and bright soliton pulses of each test are shown in
Table 6.7. The used parameters of the PANDA ring resonator in the noiselike signal
generation module are shown in Table 6.1. The used parameters of the Add/drop filters
in the secret key generation module, the AD1 and AD3, are shown in the Table 6.3. The
used parameters of the Add/drop filters in the encryption-decryption keys generation
module, the AD2 and AD4, are shown in the Table 6.4. The characteristic of the input
information signal used in this experiment is shown in Table 6.6, the center wavelength
of the bright and dark soliton pulses used for the noiselike signal generation should be
close to 1.55 um which is in the medium of the wavelengths used by the DWDM (1.528
- 1.567 um) and generally used for the optical communication. If the center
wavelengths of both soliton pulses are shifted to the left (lower than 1.55 um), then the
center of mass fluctuation will be shifted to the left too, similarly if the center
wavelengths of both soliton puises are shifted to the right (higher than 1.55 um}, then
the center of mass fluctuation will be shifted to the right as well. The center wavelength
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of the bright and dark soliton pulses is not necessary to be the same. If the center
wavelength of the bright soliton pulse (e.g. 1.56 um) is higher than the- center
wavelength of the dark soliton pulse (e.g. 1.55 um), the fluctuation will be high (sharply
rises and falls) at the wavelengths higher than the center wavelength of the dark soliton
pulse, in other words, the mass fluctuation will be shifted to the right hand side of the
center wavelength of the dark soliton pulse as shown in the Fig. 6.5(c). Similarly, If the
center wavelength of the bright soliton pulse (e.g. 1.55 um) is lower than the center
wavelength of the dark soliton pulse (e.g. 1.56 um), the fluctuation will be high at the
wavelengths lower than the center wavelength of the dark soliton pulse which means
the mass fluctuation will be shifted to the left hand side of the center wavelength of
the dark soliton pulse as shown in the Fig. 6.7(c).The used center wavelength of both
bright and dark soliton pulses should be in the range of 1.528 - 1.567 um which this
range is used by the DWDM as described previously in the experiment 1, otherwise, the
power spectrum of the obtained nosielike signal will not be able to mask the
information signals communicated in the DWDM due to the different ranges of the

power spectrum.

Table 6.6 shows the characteristic of the input information signal.

Signal Power 0.002wW
Channel spacing 1 nm
Full Width at Half Maximurm (FWHM) 0.4 nm

Table 6.7 shows the characteristics of the input bright and dark soliton pulses used for

noiselike signal generation.

Test 1 1w 1.55 um 80 nm 1w 1.55 pm 20 nm
Test 2 1W 1.56 pm 100 nm 2W 1.55 um 20 nm

Test 3 1W 1.55 um 90 nm 1W 1.56 pm 14 nm
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Fig. 6.3 shows the noiselike signal generation where the center wavelength of the bright

and dark soliton pulses is at 1.55 um.
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Fig. 6.4 the secret key and encryption-decryption keys are changed according to Fig. 6.3.
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and dark soliton pulses at 1.55 um and 1.56 um, respectively.
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Fig. 6.8 the secret key and encryption-decryption keys are changed according to Fig. 6.7.

Fig 6.3 and 6.4 show the simulation results of the Test 1, Fig 6.5 and 6.6 show
the simulation results of the Test 2, and Fig 6.7 and 6.8 show the simulation results of
the Test 3, where the wavelength in the range of 1.5 to 1.6 um .The characteristics of
the input dark and bright soliton pulses used for the noiselike signal generation of the
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particular test are shown in the Table 6.7. To begin with the Test 1, Fig. 6.3(a) and (b)
show the bright and dark soliton pulses used for the noiselike signal generation, and Fig.
6.3(c) shows the noiselike signal generated from the noiselike signal generation module.
The output signal at the drop port of the PANDA ring resonator is shown in Fig. 6.3(d)
which it is not used any more by the proposed cryptography system. Fig. 6.3(e) shows
the secret key generated from the secret key generation module, and Fig. 6.3(f) shows
the output signal at the drop port of Add/drop filters in the secret key generation
modules. Fig.6.4 (a) shows the input information signal. Fig. 6.4(b) shows the secret key
generated from the secret key generation module at the transmitter. Fig. 6.4(c) shows
the encryption key generated from the encryption-decryption keys generation module at
the transmitter. Fig. 6.4(d) shows the ciphertext generated from the OPM at the
transmitter. Fig. 6.4(e) shows the ciphertext sent to the OPD at the receiver. Fig. 6.4(f)
shows the secret key generated from the secret key generation module at the receiver.
Fig. 6.4(g) shows the decryption key generated from the encryption-decryption keys
generation module at the receiver. Fig. 6.4(h) shows the output signal which is the same
as the input information signal. Similarly, we show the simulation results of the Test 2 in
Fig. 6.5 and 6.6, and the simulation results of the Test 3 in Fig. 6.7 and 6.8, where the
wavelength in the range of 1.5 to 1.6 um.

As shown in the simulation results that the proposed cryptography system has
generated the different noiselike waveforms after the input dark and bright soliton
pulses have been changed. The ability to generate the different noise signals and later
to cause different secret keys and different encryption-decryption keys generated can
confirm that our proposed system is capable to rekey which is required by the
traditional cryptography system.

6.1.3 Experiment 3 - Secret key mismatches

The sensitivity to initial conditions and variation of the parameters is the key
property of the noiselike communication. In this experiment, we would like to
demonstrate that our proposed cryptography system has the characteristic of this
property. The goal of this experiment is to show that once the eavesdropper can trap
(sniff) the noislike signal, but if they use the different system parameters (in this case is
the different ring radius of the AD3) from those used by the receiver’s system of the
proposed cryptography system, then he cannot reproduce the correct secret key and
recover the original information signal. We conduct two tests (Test 1 and Test 2) in this
experiment. The characteristics of the input dark and bright soliton pulses of both tests
are shown in Table 6.2. The used parameters of the PANDA ring resonator in the
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noiselike signal generation module are shown in Table 6.1. The used parameters of the
Add/drop filters in the secret key generation module at the transmitter part, the AD1,
are shown in the Table 6.3. The used parameters of the Add/drop filters in the
encryption-decryption keys generation module, the AD2 and AD4, are shown in the
Table 6.4. The characteristic of the input information signal used for this experiment is
shown in Table 6.6. We assume that the eavesdropper has known correctly all the
system parameters except the ring radius of the AD3, so in this experiment we change
the ring radius of the AD3 from the one used by the proposed cryptography system as
shown in Table 6.8.

Table 6.8 shows the parameters of the Add/drop ﬁlters (AD3) used in thls experlment

Parameters of the AD3 _i Onglnal

RefFagtive index-: n 3.4 3.4 3.4

Ring radius : R 100 um 101 um 110 pm
Coupling caefficient : k, , and 0.2 0.2 0.2
Attenuation coefficient ; a 100 100 100
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Fig 6.9 shows the simulation results where the ring radius of the AD3 is changed to 101.
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Fig 6.10 shows the simulation results where the ring radius of the AD3 is changed to 110.

Fig. 6.9 and 6.10 show the simulation results of the Test 1 and Test 2,
respectively, where the wavelength in the range of 1.5 um to 1.6 um. Fig. 6.9(a) and
6.10(a) show the input information signal. Fig. 6.9(b) and 6.10(b) show the secret key
generated from the secret key generation module at the transmitter. Fig. 6.9(c) and
6.10(c) show the encryption key generated from the encryption-decryption keys
generation module at the transmitter. Fig. 6.9(d) and 6.10(d) show the ciphertext
generated from the OPM at the transmitter. Fig. 6.9(e) and 6.10(e) show the ciphertext
trapped by eavesdropper. Fig. 6.9(f) and 6.10(f) show the secret key generated by the
eavesdropper using the values shown in the Table 6.8, in this step, as he uses the wrong
ring radius of the AD3, so it causes him to generate the wrong secret key, the secret key
generated from the transmitter is slightly different from the secret key generated from
him as shown in Fig.6.9(b) and (f) and Fig. 6.10(b) and (f). Then Fig. 6.9(g) and 6.10(g)
show the decryption key derived inherently from the secret key generated by
eavesdropper which his decryption key is again slightty different from the encryption key
generated by the transmitter as shown in Fig.6.9(c) and (g) and Fig. 6.10(c) and (g).
Finally, Fig. 6.9(h) and 6.10(h) show the output signal which is much different from the
input information signal, thus it means that the eavesdropper cannot recover the original
information signal correctly.

The simulation results shown in this experiment have confirmed that our
proposed cryptography system has the property of the sensitivity to initial conditions
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and variation of the parameters. The small different of the ring radius of Add/drop filter
used in the secret key generation module (AD3) causes the large different at the output.
The wrong secret key causes the wrong decryption keys generated, making the

eavesdropper cannot decrypt the ciphertext correctly.

6.1.4 Experiment 4 - Decryption key mismatches

The fourth experiment is similar to the third experiment which aims to confirm
that the proposed cryptography system has the property of the sensitivity to initial
conditions and variation of the parameters. In this experiment, Instead of changing the
ring radius of the AD3, we make a minute change at the AD4, the rest parameters remain
the same. In this experiment, we assume that the eavesdropper can trap (sniff) the
noiselike signal, and reproduce exactly the correct secret key. Fortunately, he guesses
wrongly the ring radius of the AD4 causing he cannot reproduce the correct decryption
key, and then also cannot recover the original information. The simulation results are
shown as Fig. 6.11 and 6.12. We conduct two tests (Test 1 and Test 2) in this experiment.
The characteristics of the input dark and bright soliton pulses of both tests are shown in
Table 6.2. The used parameters of the PANDA ring resonator in the noiselike signal
generation module are shown in Table 6.1. The used parameters of the Add/drop filters
in the secret key generation module, the AD1 and AD3, are shown in the Table 6.3. The
used parameters of the Add/drop filters in the encryption-decryption keys generation
module at the transmitter, the AD2, are shown in the Table 6.4. The characteristic of the
input information signal used for this experiment is shown in Table 6.6. We assume that
the eavesdropper has known correctly all the system parameters of the receiver except
the ring radius of the AD4, so in this experiment we change the ring radius of AD4 from
the one used by the proposed cryptography system as shown in Table 6.9.

Table 6.9 shows the parameters of the Add/drop fllters (ADd) used in thls experlment

Parameters of AD4 1. Onglnal
NIRRT R © Value i
Refractive index : n 34 3.4 3.4
Ring radius : R 300 pm 301 pm 310 pm
Coupling caefficient : k, , and k, 0.1 01 0.1

Attenuation coefficient : a 0 0 0
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Fig 6.11 shows the simulation results where the ring radius of the AD4 is changed to 301.
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Fig. 6.12 shows the simulation results where the ring radius of the AD4 is changed to
310.

Fig. 6.11 and 6.12 show the simulation results of the Test 1 and Test 2,
respectively, where the wavelength in the range of 1.5 um to 1.6 um. Fig. 6.11(a) and
6.12(a) show the input information signal. Fig. 6.11(b) and 6.12(b) show the secret key
generated from the secret key generation module at the transmitter. Fig. 6.11(c) and
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6.12(c) show the encryption key generated from the encryption-decryption keys
generation module at the transmitter. Fig. 6.11(d) and 6.12(d) show the ciphertext
generated from the OPM at the transmitter. Fig. 6.11(e) and 6.12(e) show the ciphertext
trapped by eavesdropper. Fig. 6.9(f) and 6.10(f) show the secret key generated by the
eavesdropper, as he can trap the noiselike signal and knows the used parameters of the
AD3 so he can generate the secret key correctly. Fig. 6.9(¢) and 6.10(g) show the
decryption key generated by the eavesdropper, in this step as he uses the wrong ring
radius of the AD4, so it causes him to generate the wrong decryption key as well, the
encryption key generated from the transmitter is slightly different from the decryption
key generated from him as shown Fig.6.11(c) and (g) and Fig. 6.12(c) and (g). Finally, Fig.
6.11(h) and 6.12(h) show the output signal which is much different from the input
information signal, thus it means that the eavesdropper cannot recover the original
information signal correctly.

The simulation results shown in this experiment have strongly confirmed that the
proposed cryptography system really has the property of the sensitivity to initial
conditions and variation of the parameters. The small different of the ring radius of
Add/drop filter, the AD4, used in the encryption-decryption keys generation module
causes the large different at the output. Although the eavesdropper can trap the
noiselike signal and reproduce the correct secret key, but if he cannot reproduce the
correct decryption key as shown in Fig. 6.11(c) and (g), and Fig. 6.12(c) and (g) , then he
cannot recover the original information signal correctly as shown in Fig. 6.11(a) and (h),
and Fig. 6.12(a) and (h).

6.1.5 Experiment 5 - Changing the power (intensity) of the input pulses.

The proposed cryptography system uses the additive masking technique to bury
the transmitted information signals into the encryption key (derived from the noiselike
signal). The power spectrum of the encryption key must be much higher than the signal
power of the input information signals in order to disguise the transmitted information
signals from eavesdropping. This experiment aims to show the power spectrum of the
ciphertexts after doing the additive masking with the different input power. We conduct
six tests (Test 1-6) in this experiment. The characteristics of the input dark and bright
soliton pulses of all tests are shown in Table 6.2. The used parameters of the PANDA
ring resonator in the noiselike signal generation module are shown in Table 6.1. The
used parameters of the Add/drop filters in the secret key generation module, the AD1
and AD3, are shown in the Table 6.3. The used parameters of the Add/drop filters in the
encryption-decryption keys generation module, the AD2 and AD4, are shown in the
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Table 6.4. The signal powers of the input information éignals used in this experiment are
shown in Table 6.10.

Table 6.10 shows the signal power of the input information signals, and the input pulse
of each channel at the wavelength between 1.53 p.m and 1. 54 pm

Sngnal Power of the mput' "~ -|Inpu pulses the channels at

I mformat"n sngnal the wavelength" between 1. 53

um and 1 54 um

Test 1 0.002 W 11111111111
Test 2 0.02 W 11111111111
Test 3 0.2W 11111111111
Test 4 04 W 11111111111
Test 5 1w 10110101011

Test 6 2W 01101010101
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Fig 6.13 shows the ciphertext when the power (intensity) of the input pulses is changed.
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Fig 6.13 (cont.) shows the ciphertext when the power (intensity) of the input pulses
is changed.

Fig. 6.131 — 6.13VI show the simulation results of the Test 1-6, respectively. To
begin with the Test 1, Fig. 6.13l(a)-(c) show the simulation results at the wavelength in
the range of 1.5 um to 1.6 um, and Fig. 6.13l(d)<{e) show the simulation results at the
wavelength in the range of 1.53 um to 1.54 um. Fig. 6.13I(a) shows the input information
signal. Fig. 6.13l(b) shows the ciphertext generated from the OPM at the transmitter. Fig.
6.13l(c) shows the output signal in the result of the decryption by the OPD at the
receiver. Fig. 6.13I(d) and Fig. 6.13l(e) show the ciphertext and the output signal,
respectively, where the wavelength in the range of 1.53 um to 1.54 um. Similar to the
Test 1, the five simulation graphs are presented in particular test since Test 2 until Test
6. In particular test, we change the signal power of the input information signal to the
values shown in the Table 6.10.

The simulation results have shown that If the signal power of the encryption key
is much higher than the signal power of the information signal (more than or equal to
10x), then it can completely hide the information signals making the eavesdropper
cannot detect the presence of the information signals as shown in the Fig.6.13I-lil which
the signal power of encryption key is 1000x, 500x, and 10x higher than the signal power
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of the input information signal, respectively. Moreover, we have also demonstrated that
if the signal power of the encryption key is not much higher than the signal power of the
information signals (less than 10x), 5x, 2x and 1x as shown in Fig. 6.13IV-VI, respectively,
then the eavesdropper can easily detect the presence of the information signal.

6.1.6 Experiment 6 - Changing the input pulses.

In the real communication over DWDM, usually all the transmission channels
may not convey the pulse at the same time. At every time T some channels may be in
ON state (1) and some channels may be in OFF state (0). This experiment aims to
demonstrate how the ciphertexts look like if only some transmission channels are
conveying the pulses. We conduct six tests (Test 1-6) in this experiment for time T to T
, respectively. The characteristics of the input dark and bright soliton pulses of all tests
are shown in Table 6.2. The used parameters of the PANDA ring resonator in the
noiselike signal generation module are shown in Table 6.1. The used parameters of the
Add/drop filters in the secret key generation module, the AD1 and AD3, are shown in the
Table 6.3. The used parameters of the Add/drop filters in the encryption-decryption keys
generation module, the AD2 and AD4, are shown in the Table 6.4. The characteristic of
the input information signal used for this experiment is shown in Table 6.6. Lastly, the
input pulses of all the channels are shown in the Table 6.11, where their wavelength
between 1.53 um and 1.54 pm.

Table 6.11 shows the input pulses of all the channels where its wavelength between
1.53 um and 1.54 pym.

Tinput p'rulse"s of the ‘CH‘ahnéls W

. between 1.53 um ‘an

Test 1 11111111111

Test 2 11111111111
Test 3 11111111111
Test 4 11111111111
Test 3 10110101011

Test 6 01101010101
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Fig. 6.14 shows the simulation results at the time T; (1 <

< 6)
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Fig. 6.14 (cont.) shows the simulation results at the time T; (1 <i < 6).
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Fig. 6.14 (cont.) shows the simulation results at the time T; (1 < i < 6).

Fig. 6.141-VI show the simulation results of the Test 1-6, respectively. To begin
with the Test 1, Fig. 6.14l(a)(d) show the simulation results at the wavelength in the
range of 1.5 um to 1.6 um, and Fig. 6.14l(e)f) show the simulation results at the
wavelength in the range of 1.53 um to 1.54 um. Fig. 6.14l(a) shows the input information
signal. Fig. 6.14l(b) shows the encryption and decryption keys generated from the
encryption-decryption keys generation module at the transmitter and receiver ,
respectively.  Fig. 6.14l(c) shows the ciphertext generated from the OPM at the
transmitter prior to sending it to the OPD at the receiver. Fig. 6.14I(d) shows the output
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signal in the result of the decryption by the OPD at the receiver. Fig. 6.14l(e) and Fig.
6.141(f) show the ciphertext and the output signal, respectively, at the wavelength in the
range of 1.53 um to 1.54 um. Similar to the Test 1, six simulation graphs are presented
in particular test since Test 2 until Test 6 as shown in the Fig. 6.14ll-Vl, respectively. In
particular test, we change the state of the input pulses as shown in the Table 6.11.

The simulation results have shown that the ciphertexts look like the same in
every time T, the power spectrums of all the ciphertexts are random, broad and flat
which look like the broadband noise signal. Therefore, it confirms that our proposed
cryptography system has the property of the noiselike broadband spread spectrum even

some channels are ON and some channels are OFF.

6.1.7 Experiment 7 — Rekeying at every time T.

The ability to rekey is very important for the traditional cryptography system, it
helps to protect the entire ciphertext not to get decrypted by the eavesdropper in case
he can reproduce any decryption key. In addition to the demonstration in the second
experiment, this experiment aims to demonstrate that our proposed cryptography
system is capable to rekey the new encryption and decryption keys at every time
T;:(1 <i < 6) and at both the transmitter and receiver parts. The ciphertexts of both
transmitter and receiver, after rekeying, will be also shown at the simulation results, the
benefit of the rekeying will be demonstrated in the next experiment. This experiment
shows the communication on both ways (transmitter to receiver, and receiver to
transmitter). We conduct six tests on each way for time Ty to Ty , respectively. Test 1-6
are conducted for the communication from the transmitter to the receiver, and Test 7-
12 are conducted for the communication from the receiver to the transmitter. The used
parameters of the PANDA ring resonator in the noiselike signal generation module are
shown in Table 6.1. The used parameters of the Add/drop filters in the secret key
generation module, the AD1 and AD3, are shown in the Table 6.3. The used parameters
of the Add/drop filters in the encryption-decryption keys generation module, the AD2
and AD4, are shown in the Table 6.4. The characteristic of the input information signal
used for this experiment is shown in Table 6.6. Lastly, the characteristics of the input
dark-bright soliton pulses and the input pulses used in this experiment are shown in the
Table 6.12. As described in the experiment 2, the center wavelength of the dark and
bright soliton pulses should be close to 1.55 um in order to keep the center of mass
fluctuation in the medium of the wavelengths used by the DWDM. Thus the used center
wavelength of the dark and bright soliton pulses in this experiment is 1.55 pm or 1.56
um. Moreover, the signal power of the dark soliton pulse and the Full Width at Half
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Maximum (FWHM) of the bright soliton pulse also effect the fluctuation of the noiselike
signal, if the signal power of the dark soliton pulse is higher, e.g. 2W at the time T3, Ty,
and Ts , then the encryption key derived inherently from the noiselike signal generated
from the PANDA ring resonator has a higher fluctuation (sharply rises and falls) too as
shown in the Fig. 6.15li(b), 6.15IV(b), and 6.15V(b) , respectively. FWHM is the difference
between the wavelengths (frequencies) on either side of a spectral measured at half of
its maximum (peak). The FWHM of the bright soliton pulse should be wider than 50nm
in order to keep the width of the fluctuation to cover all the wavelengths used in the
DWDM. The narrow bright soliton pulse causes no interference at the wavelengths
beyond both edges of the pulse due to there is no signal transmitted resulting in there

are no fluctuation occurred on those wavelengths.

Table 6.12 shows the characteristics of the input dark-bright soliton pulses, and the

input pulses used in this experiment.

e _C'ehte_‘xrf : .

‘Wavelength' |
Time Ty 1w 1.55 pm 80 nm 1w 1.55 um 20 nm 10110101011
Time T, 1w 1’55 up;m . 180 ninv 'z'rv\/ 1.55 prrf 7hm 01101010101
Time T3 1W 1.56 pm 100 nm 1w 1.55 pum 20 nm 11111010111
Time Ty 1W 1.55 pm 90 nm 2w 1.56 pm 14nm 11101111114
Time Ts 1w 1.55 pm 120 nm 2W 1.55 um 4 nm 10001100101

Time Ty 1W 155 pm' 120 nm W 1.55 pm 85nm 00001000100
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Fig. 6.15 shows the simulation results at the time T; (1 < i < 6) where the encryption

key of the transmitter is changed at every time T.
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Fig. 6.15 (cont.) shows the simulation results at the time T; (1 < i < 6)where the

encryption key of the transmitter is changed at every time T.
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Fig. 6.15 (cont.) shows the simulation results at the time T; (1 < i < 6)where the
encryption key of the transmitter is changed at every time T.

Fig. 6.151-VI show the simulation results of the Test 1-6, respectively. To begin
with the Test 1, Fig. 6.15(a)<(d) show the simulation results at the wavelength in the
range of 1.5 um to 1.6 um, and Fig. 6.15(e)-(f) show the simulation results at the
wavelength in the range of 1.53 um to 1.54 um. Fig. 6.15K(a) shows the input information
signal. Fig. 6.14l(b) shows the encryption and decryption keys generated from the
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encryption-decryption keys generation module at the transmitter and receiver ,
respectively. Fig. 6.15(c) shows the ciphertext generated from the OPM at the
transmitter prior to sending it to the OPD at the receiver. Fig. 6.15l(d) shows the output
signal in the result of the decryption by the OPD at the receiver. Fig. 6.15i(e) and Fig.
6.15I(f) show the ciphertext and the output signal, respectively, at the wavelength in the
range of 1.53 um to 1.54 um. Similar to the Test 1, six simulation graphs are presented
in particular test since Test 2 until Test 6 as shown in the Fig. 6.1511-VI, respectively. In
particular test, we change the characteristics of the input dark-bright soliton pulses as
shown in the Table 6.12 in order to generate the new noiselike signal , new secret keys ,
and finally new encryption and decryption keys, respectively.

The simulation results have confirmed that our proposed cryptography system
has the mechanism to create the new encryption key at the transmitter and the new
decryption key at the receiver, so that we can use this mechanism to rekey at every
time T in order to leverage the security of the communication. This mechanism can
help to protect the entire ciphertext not to get decrypted by the eavesdropper, in case
he can reproduce any decryption key, only some portions of the ciphertext can be
decrypted by his decryption key. The eavesdropper will not be able to decrypt the
ciphertext any more if the encryption key is changed (rekey).
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Fig. 6.16 shows the simulation results at the time T; (1 < i < 6)where the encryption
key of the receiver is changed at every time T.
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Fig. 6.16 (cont.) shows the simulation results at the time T; (1 < i < 6)where the

encryption key of the receiver is changed at every time T.
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Fig. 6.16 (cont.) shows the simulation results at the time T; (1 < i < 6) where the

encryption key of the receiver is changed at every time T.

Fig. 6.161-VI show the simulation results of the Test 7-12, respectively. To begin
with the Test 7, Fig. 6.16l(a)-(d) show the simulation results at the wavelength in the
range of 1.5 um to 1.6 um, and Fig. 6.16l(e)-(g) show the simulation results at the
wavelength in the range of 1.53 um to 1.54 um. Fig. 6.16l(a) shows the input information
signal. Fig. 6.16l(b) shows the encryption and decryption keys generated from the
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encryption-decryption keys generation module at the receiver and transmitter ,
respectively. Fig. 6.16l(c) shows the ciphertext generated from the OPM at the receiver
prior to sending it to the OPD at the transmitter. Fig. 6.16l(d) shows the output signal in
the result of the decryption by the OPD at the transmitter. Fig. 6.16l(e), 6.16l(f) and
6.161(g) show the ciphertext at maximum 2W, the ciphertext at maximum 0.05W, and the
output signal, respectively, at the wavelength in the range of 1.53 um to 1.54 um.
Similar to the Test 7, seven simulation graphs are presented in particular test since Test
8 until Test 12. In particular test, we change the characteristics of the input dark and
bright soliton pulses as shown in the Table 6.12 in order to generate the new noiselike
signal , new secret keys , and finally new encryption and decryption keys, respectively.

The simulation results have confirmed that our proposed cryptography system
has the mechanism to create the new encryption and decryption keys for both the
transmitter and receiver. This can be done by changing the characteristic of the input
bright and dark soliton pulses, resulting in the PANDA ring resonator generates the new
noiselike signal. Then both transmitter and receiver can create the new secret and
encryption-decryption keys, respectively, from that new noiselike signal. As shown in the
simulation results, the rekey process can be done at every time T which means that
the transmitter and receiver can create the new encryption and decryption keys at every
time T too. This mechanism can help to protect the entire ciphertext not to get
decrypted by the eavesdropper, in case he can reproduce any decryption key, only
some portions of the ciphertext can be decrypted by his decryption key, he will not be
able to decrypt the ciphertext any more if the encryption key is changed (rekey).

6.1.8 Experiment 8 - Decrypting the ciphertext by the old decryption key
after rekeying

As demonstrated in the seventh experiment, the rekeying leverages the security
of the cryptography system in which it protects the entire information not get decrypted
by the eavesdropper even any decryption key is known. In this last experiment, it aims
to demonstrate that, after rekeying, the old decryption key cannot be used to decrypt
the ciphertexts. We conduct two tests (Test 1 and Test 2) in this experiment. The used
parameters of the PANDA ring resonator in the noiselike signal generation module are
shown in Table 6.1. The used parameters of the Add/drop filters in the secret key
generation module, the AD1 and AD3, are shown in the Table 6.3. The used parameters
of the Add/drop filters in the encryption-decryption keys generation module, the AD2
and AD4, are shown in the Table 6.4. The characteristic of the input information signal
used for this experiment is shown in Table 6.6. We have described in the experiment 2
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and 7 how the noiselike signal is changed according to the change of the parameters of
the bright and dark soliton pulses. This experiment would like to demonstrate that the
old decryption key cannot be used to decrypt the ciphertext generated from the new
encryption key, in order to do so, we have to generate the different noiselike signals for
the transmitter and eavesdropper. The table 6.13 shows the characteristics of the bright
and dark soliton pulses used to generate the noiselike signal for the eavesdropper which
the secret and decryption keys derived inherently from the noiselike signal generated by
the eavesdropper are assumed as the old keys. On the other hand, the table 6.14 shows
the characteristics of the bright and dark soliton pulses used to generate the noiselike
signal for the transmitter which the secret and encryption keys derived inherently from
the noiselike signal generated by the transmitter are assumed as the new keys. In the
Test 1, we would like to have the noiselike signal of the eavesdropper to be higher
fluctuation than the transmitter so the signal power of its dark soliton pulse is set to 2W
(as described in the experiment 7). Vice versus in the Test 2, we would like to have the
noiselike signal of the transmitter to be higher fluctuation than the eavesdropper so the

signal power of its dark soliton pulses is set to 2W.

Table 6.13 shows the characteristics of the old bright and dark soliton pulses used for
the noiselike signal generation at the eavesdropper in the Test 1 and Test 2.

_ ht | rower,
Test 1 1w 1.55 pm 180 nm 2W 1.55 pm nm
Test 2 1w 1.56 pm 100 nm 1W 1.55. um 20 nmv

Table 6.14 shows the characteristics of the new bright and dark soliton pulses used for
the noiselike signal generation at the transmitter in the Test 1 and Test 2.

Test 1 1W 1.55 pm 80 nm 1W 1.55 pum 20 nm

Test 2 1W 1.55 pm 90 nm 2W 1.56 pm 14 nm



119

':3_ 0.5/ \
g 0

1 L ' 2 2 r L L 2 L
146 148 15 152 154 15 158 16 162 1864

Wavelength Gum)
) Bright Solilen

L L "
146 148 15 152 154 15 158 16 162 164

Wavelength (um)
N ») Dark Soliten
2
o
§ 2 1
& 5 154 18 186 157 16 16
Warelength (um)
~ c) Noise Signal
i
':-l_—f’ [T r - o H 'ml‘-!‘![
3 III"IHIIIII iliihhn il il ammmllﬂllmlll Il
E 95 15 152 15 154 1% 1% 1 158
Wavelength (pm)
) Secret Koy
L.

05} \
0 L L L L L L L N

2
32
i

Through, [E,[* 6o

146 148 15 152 154 15 158 16 162 164

Wavelength (pam)
2) Bright Solion

L L 2 2 2 L L 2
146 148 15 152 154 156 158 16 162 164

Warelength (um)
b) Dark Soliton

3 4

5 151 152 153 154 155 15 15 168 159 16
Wavelength (pm)
&) Nofse Signal

_ -

5414
Wavelengih (pm)
& Secret Key

II.

Fig. 6.17 compares the old (eavesdropper) and new (transmitter) noiselike signals used

in the Test 1.
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Fig. 6.18 shows the simulation results of the Test 1 after the transmitter has changed

the encryption key.
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Fig. 6.20 shows the simulation results of the Test 2 after the transmitter has changed
the encryption key.

Fig. 6.17 and 6.18 show the simulation results of the Test 1, and Fig. 6.19 and
6.20 show the simulation results of the Test 2, where the wavelength in the range of 1.5
to 1.6 um. To begin with the Test 1, Fig. 6.17l(a) and I(b) show the old input bright and
old input dark soliton pulses, respectively, and Fig. 6.17Ii(a) and I(b) show the new




121

input bright and new input dark soliton pulses, respectively, where the characteristics of
all the bright and dark soliton pulses used in the Test 1 are shown in the Table 6.13 and
6.14. Fig. 6.17I(c) and Fig. 6.17I(d) show the old noiselike signal generated from the old
bright and dark soliton pulses, and the old secret key generated from the old noiselike
signal, respectively. Fig. 6.17ll(c) and Fig. 6.17I(d) show the new noiselike signal
generated from the new bright and dark soliton pulses, and the new secret key
generated from the new noiselike signal, respectively. Fig.6.18 (a) shows the input
information signal. Fig. 6.18(b) shows the new secret key. Fig. 6.18(c) shows the new
encryption key generated from the new secret key. Fig. 6.18(d) shows the ciphertext in
the result of the encryption used the new encryption key. Fig. 6.18(e) shows the
ciphertext received by the eavesdropper. Fig. 6.18(f) shows the old secret key. Fig. 6.18(g)
shows the old decryption key generated from the old secret key. Fig. 6.18(h) shows the
output signal which it can be seen that the eavesdropper cannot recover the original
information signal after the transmitter changes the keys. Similarly, we show the
simulation results of the Test 2 in Fig. 6.19 and 6.20. The characteristics of the bright and
dark soliton pulses used in the Test 2 are shown in the Table 6.13 and 6.14 too.

The simulation results have confirmed that after the transmitter changes the
encryption key (rekey), then the old decryption key is not applicable to decrypt the
ciphertext. This strongly confirms that even the eavesdropper can trap the noiselike
signal and reproduce the correct secret and decryption keys, he still cannot decrypt the
entire ciphertext if we continuously change the keys.

6.2 Technical Discussion

6.2.1 Limitation of the proposed cryptography system
The transmitter part consists of one PANDA ring resonator and two Add/drop

filters (AD1 and ADZ2), the AD1 is used for the secret key generation, and the AD2 is used
for the encryption key generation. The receiver part consists of two Add/drop filters (AD3
and AD4), the AD3 is used for the secret key generation and the AD4 is used for the
decryption key generation. In order to recover the original information signal correctly at
the receiver, the AD3 of the receiver must be identical to the AD1 of the transmitter as
well as the AD4 of the receiver must be identical to the AD2 of the transmitter. The
Table 5.6 in the previous chapter shows the used parameters of the Add/Drop filters at
the receiver part (AD3 and AD4) including the refractive index (n), the ring radius(R), the
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coupling coefficient (k, and k) and the attenuation coefficient (a). The limits of error of
these parameters due to improper fabrication will be investigated here. The simulation
results shown in the Fig. 6.21-6.39 illustrate that If the receiver would like to recover the
information signal correctly, the fabrication errors of the AD3 and AD4 at the receiver
must be in a very limited range as shown in the Table 6.15 and 6.16, respectively.

We also measure the delay time taken in every module as well as the total
delay times of the transmitter and receiver parts which they have been shown in Table
6.17 that the delay time of each module, the total delay time of the transmitter and the
total delay of the receiver each is very minimum, and Fig. 6.40-6.44 show where those

values come from.

Table 6.15 shows the llmntatlon of the Add/drop f lter the AD3

Parameters of ADS » System s Values anstatcon
Reflective index : n 3.4 3.3999998< n ;3.4606002
Ring radius : R 100 pm 99.999994 < R <100.000008 pm
Caupting ceefficient : K, 0.2 0.199 < K, < 0.201
Caupling coefficient: K, 0.2 0.199 < K, < 0.201
Attenuation coefficient : a 100 97< a <103

Table 6.16 shows the lxmltatlon of the Add/drop flter the AD4

Parameters of AD4 “System s Vatues g * . leltatmn o
Reﬂectiv index 'n 3.4 3.3999999< n < 3.4000001
Ring radius : R 300 pm 299.99999 < R <300.00001 pm
Coupling coeffieient : K, 0.1 0.080< K, < 0.101
Coupling coefficient: «, 0.1 0.080s< K, < 0.101

Attenuation caefficient : a 0 0< a <1
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Table 6 17 shows the delay time of the partlcular module

Module
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Fig. 6.21 compares the input information signal and the output signal when the n of
the AD3 is changed, 1) n=3.40000001, I} n=3.4000002, lll) n=3.4000003 , and

V) n = 3.400001.
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Fig. 6.22 compares the input information signal and the output signal when the n of
the AD3 is changed, 1) n=3.3999998, and Il) n=3.3999997.

Fig. 6.21l, 6.21ll and 6.221 show that if the refractive index (n) of the AD3 is
n=3.40000001, n=3.4000002 and n = 3.3999998, respectively, then the output signals are
still recognizable when compare with the input information signals. Fig. 6.211ll and 6.22lI
show that if the refractive index (n) of the AD3 is n = 3.4000003, and n = 3.3999997,
respectively, then the output signals begin to become different from the input
information signals. Lastly, Fig. 6.211V shows that if the refractive index (n} of the AD3 is n
= 3.400001, then the output signals are much different from the input information
signals. Thus the refractive index (n) of the AD3 must be in the range between 3.3999998
and 3.4000002 (3.3999998< n <3.4000002).
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Fig. 6.23 compares the input information signal and the output signal when the R of
the AD3 is changed, 1) R=100.000001, 1) R=100.000008, 1lI)} R=100.000009, and
IV) R=100.00009.
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Fig. 6.24 compares the input information signal and the output signal when the R of
the AD3 is changed, 1) R=99.999994 ,and ) R=99.999993.

Fig. 6.23l, 6.23Il and 6.24] show that if the ring radius (R) of the AD3 is
R=100.000001, R=100.000008, and R=99.999994, respectively, then the output signals
are still recognizable when compare with the input information signals. Fig. 6.23lll and
6.24ll show that if the ring radius (R) of the AD3 is R=100.000009, and R=99.999993,
respectively, then the output signals begin to become different from the input

information signals. Lastly, Fig. 6.23IV shows that if the ring radius (R) of the AD3 is




126

R=100.00009, then the output signals are much different from the input information
signals. Thus the ring radius (R) of the AD3 must be in the range between 99.999994 pm
and 100.000008 pm (99.999994< R <100.000008).
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Fig. 6.25 compares the input information signal and the output signal when the &, of

the AD3 is changed, 1) Kk, = 0.2001, 1)) k, = 0.201, I ;= 0.202, and V) K= 0.21.
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Fig. 6.26 compares the input information signal and the output signal when the k of
the AD3 is changed, 1) k, =0.199, and Il) k, =0.198.

Fig. 6.251, 6.25Il and 6.261 show that if the coupling coefficient (k) of the AD3 is

= 0.2001, k, = 0.201, and ¥, =0.199, respectively, then the output signals are still
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recognizable when compare with the input information signals. Fig. 6.25lll and 6.26l

show that if the coupling coefficient (K4) of the AD3 is K= 0.202, and k, =0.198,

respectively, then the output signals begin to become different from the input

information signals. Lastly, Fig. 6.25IV shows that if the coupling coefficient (x,) of the
AD3 is K= 0.21, then the output signals are much different from the input information
signals. Thus the coupling coefficient (k) of the AD3 must be in the range between 0.199
and 0.201 (0.199 < «, < 0.201).
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Fig. 6.27 compares the input information signal and the output signal when the k. of
the AD3 is changed, 1) Kz=0.2001, )] Kz=0.201, n K= 0.202, and V) Ks=0.21.
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Fig. 6.28 compares the input information signal and the output signal when the «, of
the AD3 is changed, 1) K= 0.199, and 1) k.= 0.198.
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Fig. 6.271, 6.2711 and 6.281 show that if the coupling coefficient (k) of the AD3 is
= 0.2001, », = 0.201, and Kk, =0.199, respectively, then the output signals are still

recognizable when compare with the input information signals. Fig. 6.271ll and 6.28Il

show that if the coupling coefficient (Ks) of the AD3 is K= 0.202, and Ks =0.198,

respectively, then the output signals begin to become different from the input

information signals. Lastly, Fig. 6.27IV shows that if the coupling coefficient («.) of the
AD3 is k.= 0.21, then the output signals are much different from the input information
signals. Thus the coupling coefficient (k) of the AD3 must be in the range between 0.199
and 0.201 (0.199 < k, < 0.201).
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Fig. 6.29 compares the input information signal and the output signal when the a of
the AD3 is changed, ) a = 100.1, ) a = 103, lil) a = 104, and IV) a = 110.
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Fig. 6.30 compares the input information signal and the output signal when the a of
the AD3 is changed, I) a = 97, and II) a = 96.

Fig. 6.291, 6.2911 and 6.30I show that if the attenuation coefficient (a) of the AD3 is
a = 1001, a = 103, and a = 97, respectively, then the output signals are still
recognizable when compare with the input information signals. Fig. 6.291l1 and 6.30l
show that if the attenuation coefficient (a) of the AD3 is a = 104, and a = 96,
respectively, then the output signals begin to become different from the input
information signals. Lastly, Fig. 6.291V shows that if the attenuation coefficient (a) of the
AD3 is a = 110, then the output signals are much different from the input information
signals. Thus the attenuation coefficient (a) of the AD3 must be in the range between 97

and 103 (97< a <103).
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Fig. 6.31 compares the input information signal and the output signal when the n of
the AD4 is changed, 1) n=3.40000001, 1) n =3.4000001, lll) n=3.4000002, and
IV) n= 3.400001.

3 x10° £ . x10°
,,2 %2
;_ H]
6953153115321533153415351536 15371581539154 g?.sa 15311 15 153415351536153715381 1.54
Wavelongik (pm) Wavelength (um)
5 2) Input Signal ~ 2) Inpud Signal
- s . - r . . . &
i oo} | gum 1
= 0005}
2 I/L H Jr*J /{\:/L]/“{'/\Jl[\llf\ 3 00 l/LLL J_J N i]nl',-\]'
2 ? B o 1 el l/r\l
53 1.531 ‘532‘533‘5;;;;”‘3‘&(;?‘W 1638 1539 154| 2 {53 1531 1582 1.533 1534 1.535 1536 1537 1538 1539 154
b) Ouiput Signal g‘&z’:‘:&’:
I 1.

Fig. 6.32 compares the input information signal and the output signal when the n of
the AD4 is changed, 1) n=3.3999999,and 11} n=3.3999998.

Fig. 6.311, 6.311l and 6.32 show that if the refractive index (n) of the AD4 is
n=3.40000001, n=3.4000001 and n=3.3999999, respectively, then the output signals are
still recognizable when compare with the input information signals. Fig. 631l and 6.32l
show that if the refractive index (n) of the AD4 is n = 3.4000002, and n= 3.3999998,
respectively, then the output signals begin to become different from the input
information signals. Lastly, Fig. 6.31IV shows that if the refractive index (n) of the AD4 is n

= 3.400001, then the output signals are much different from the input information
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signats. Thus the refractive index (n) of the AD4 must be in the range between 3.3999999
and 3.4000001 (3.3999999< n < 3.4000001).
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Fig. 6.33 compares the input information signal and the output signal when the R of
the AD4 is changed, 1) R =300.000001, Il) R =300.00001, 1) R =300.00002, and
V) R =300.0001.
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Fig. 6.34 compares the input information signal and the output signal when the R of
the AD4 is changed, 1) R=299.99999, and Il) R=299.99998.

Fig. 6.33l, 6.33l and 6.341 show that if the ring radius (R) of the AD4 is
R=300.000001, R=300.00001, and R=299.99999, respectively, then the output signals are
still recognizable when compare with the input information signals. Fig. 6.33lll and 6.34il

show that if the ring radius (R) of the AD4 is R=300.00002, and R=299.99998, respectively,
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then the output signals begin to become different from the input information signals.
Lastly, Fig. 6.33IV shows that if the ring radius (R) of the AD4 is R=300.0001, then the
output signals are much different from the input information signals. Thus the ring radius
(R) of the AD4 must be in the range between 299.99999 pum and 300.00001pum
(299.99999 < R <300.00001).
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Fig. 6.35 compares the input information signal and the output signal when the k, of

the AD4 is changed, ) K,= 0.1001, )] Kk, = 0.101, i) K,= 0.102 ,and V) K, =

0.11.
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Fig. 6.36 compares the input information signal and the output signal when the k, of
the AD4 is changed, 1) K, =0.080, and II) K, =0.079.
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Fig. 6.351, 6.351l and 6.361 show that if the coupling coefficient (x,) of the AD4 is
k,= 0.1001, ¥, = 0.101, and k, = 0.080, respectively, then the output signals are still
recognizable when compare with the input information signals. Fig. 6.35lll and 6.36l
show that if the coupling coefficient (k) of the AD4 is k= 0.102, and k, =0.079,
respectively, then the output signals begin to become different from the input
information signals. Lastly, Fig. 6.35IV shows that if the coupling coefficient (x,) of the
AD4 is k,= 0.11, then the output signals are much different from the input information
signals. Thus the coupling coefficient (x,) of the AD4 must be in the range between 0.080
and 0.101 (0.080< k, < 0.101).
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Fig. 6.37 compares the input information signal and the output signal when the k, of
the AD4 is changed, 1) K. = 0.1001, 1)} K, = 0.101, 1) ks = 0.102, and V) Ks = 0.11
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Fig. 6.38 compares the input information signal and the output signal when the k. of
the AD4 is changed, 1) K = 0.080, and II) K = 0.079.

Fig. 6.371, 6.3711 and 6.38] show that if the coupling coefficient (k) of the AD4 is
= 0.1001, k, = 0.101, and ks = 0.080, respectively, then the output signals are still

recognizable when compare with the input information signals. Fig. 6.371ll and 6.38Il

show that if the coupling coefficient (KS) of the AD4 is k= 0.102, and k; = 0.079,

respectively, then the output signals begin to become different from the input

information signals. Lastly, Fig. 6.37IV shows that if the coupling coefficient (k) of the
AD4 is k.= 0.11, then the output signals are much different from the input information
signals. Thus the coupling coefficient (k,) of the AD4 must be in the range between 0.080
and 0.101 (0.080< K < 0.101).
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Fig. 6.39 compares the input information signal and the output signal when the a of
the AD4 is changed, I) a = 0.1, ) a = 1, ) a = 2, and V) a = 10.

Fig. 6.391, and 6.3911 show that if the attenuation coefficient (a) of the AD4 is a =

0.1, and a = 1, respectively, then the output signals are still recognizable when compare

with the input information signals. Fig. 6391l shows that if the attenuation coefficient (a)

of the AD4 is a = 2, then the output signals begin to become different from the input

information signals. Lastly, Fig. 6.391V shows that if the attenuation coefficient of the AD4

is & = 10, then the output signals are much different from the input information signals.

Thus the attenuation coefficient (a) of the AD4 must be in the range between 0 and 1

(0< a <1).
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Fig. 6.40 shows the delay times of the PANDA ring resonator and the total delay
times of the transmitter part.

The delay time of the PANDA ring resonator in the noiselike signal generation
module is 14.23466667 ps where the radius of the center ring is 200 um. Fig. 6.40(a) and
6.40(b) show the delay times of the PANDA ring resonator and the total delay times of
the transmitter part (at particular radius), respectively, when the radius of the center ring
of the PANDA ring resonator is changed in the range of 100 um to 500 pm. It has been
seen that the delay time of the PANDA ring resonator \increases in proportion to the

radius of its center ring.
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Fig. 6.41 shows the delay times of the AD1 and the total delay times of the transmitter
part.



137

The delay time of the Add/drop filter, the AD1, in the secret key generation
module at the transmitter is 7.11733333 ps where its ring radius is 100 um. Fig. 6.41(a)
and 6.41(b) show the delay times of the AD1 and the total delay times of the
transmitter part (at particular ring radius of the AD1), respectively, when the ring radius of
the AD1 is changed in the range of 100 um to 500 pm. It has been seen that the delay

time of the AD1 increases in proportion to its ring radius.
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Fig. 6.42 shows the delay times of the AD2 and the total delay times of the transmitter
part.

The delay time of the Add/drop filter, the AD2, in the encryption-decryption keys
generation module at the transmitter is 21.35200000 ps where its ring radius is 300 um.
Fig. 6.42(a) and 6.42(b) show the delay times of the AD2 and the total delay times of the
transmitter part (at particular ring radius of AD2), respectively, when the ring radius of the
AD2 is changed in the range of 100 pm to 500 um. It has been seen that the delay time

of the AD2 increases in proportion to its ring radius.
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Fig. 6.43 shows the delay times of the AD3 and the total delay times of the receiver
part.

The delay time of the Add/drop filter, the AD3, in the secret key generation
module at the receiver is 7.11733333 ps where its ring radius is 100 um. Fig. 6.43(a) and
6.43(b) show the delay times of the AD3 and the total delay times of the receiver part
(at particular ring radius of AD3), respectively, when the ring radius of the AD3 is changed
in the range of 100 um to 500 pum. It has been seen that the delay time of the AD3

increases in proportion to its ring radius.
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Fig. 6.44 shows the delay times of the AD4 and the total delay times of the receiver

part.

The delay time of the Add/drop filter, the AD4, in the encryption-decryption keys
generation module at the receiver is 21.35200000 ps where its ring radius is 300 um. Fig.
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6.44(a) and 6.44(b) show the delay times of the AD4 and the total delay times of the
receiver part (at particular ring radius of AD4), respectively, when the ring radius of the
AD4 is changed in the range of 100 um to 500 pm. It has been seen that the delay time

of the AD4 increases in proportion to its ring radius.
6.2.2 Security Measurement

6.2.2.1 Physical Security

In order to decrypt the cipthertext correctly, the eavesdropper must be able to
trap the noiselike signal sent over the optical network which is considered very difficult.
Furthermore, he must know the used parameter of both Add/drop filters used in the
decryption process (the AD3 and AD4). In the previous section, we have shown the
limitations of the AD3 and AD4 as illustrated in Table 6.15 and 6.16. The values beyond
those shown in the Table 6.15 and 6.16 cause the receiver unable to decrypt the
ciphertext or to require assistive devices. On the other hand, if the eavesdropper would
like to generate the secret key and the decryption key from the noiselike signal trapped,
he must build the identical Add/drop filters which all the parameters must be in the
range as shown in the Table 6.15 and 6.16, otherwise, he will not be able to recover the
information signal correctly even he can trap the noiselike signal. Instead of trapping the
noiselike signal, the eavesdropper may generate the noiselike signal by himself using his
own PANDA ring resonator as well. However, it is not easy to duplicate the PANDA ring
resonator because its output is very sensitive to the variation of the parameters. If the
eavesdropper would like to do so, he must duplicate the PANDA ring resonator with its
values only in the range as shown in the Table 6.18, and Fig 6.45-6.64 show where those

values come from.
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Table 6.18 shows the llmltatlon of the PANDA nng resonator.

_ Parameters of PANDA rlng’.""'» System s * Limitati

S resonator

Ring raditls of jchek Ee’ﬁter fing.r,

Ry ¢ e i
Ring Radius, of the Fight ring-¢ Rr A
I L - T £ it oA A A A

Ring radius of the leftring: R, ;

Refractive index () of the center '3.(,_9" v e ‘;3 399999915 n}s 3 4000001 ;

ring. | T

Refractive index (i) of the right 3.4 ‘ 33999999999999999 <0

fing. © Y "93.4000000000000001

Refractive index.(n) of the left 34 ’3;399?999999992999'S’n

ring. ‘  2$3.4000000000000001

Caupling coefficient : Ko 02 - 0.19999999939999999x Ko
*£0.20000000000000001

Coupling coefficiént : #; 02 0,396 Ky Q.21

Coupling coefficient : k2 0:2 - 0:199< k2 <0.201

Coupling coefficient : K; 02. . 0.1999999999999999%< Ks

<0.200000Q0Q00000001
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Fig. 6.45 compares the input information signal and the output signal when the R_, of

the PANDA ring resonator is changed, ) R_, = 200.0003,and 1) Ry= 200.0004.
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Fig. 6.46 compares the input information signal and the output signal when the R__ of

the PANDA ring resonator is changed, 1) R, = 199.9997, and 1) R, = 199.9996.

Fig. 6.451, and 6.461 show that if the ring radius of the center ring of the PANDA
ring resonator is Ra g = 200.0003 and R0 q= 199.9997, respectively, then the output signals
are still recognizable when compare with the input information signals. Fig. 6.451l and
6.4611 show that if the ring radius of the center ring of the PANDA ring resonator is R | =
200.0004 and R_, = 199.9996, respectively, then the output signals begin to become
different from the input information signals. Thus if the eavesdropper would like to
recover the original information signals correctly, he must use the ring radius of the
center ring of the PANDA ring resonator as in the range between 199.9997 pm and
200.0003 pm (199.9997< R_, <200.0003).
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Fig. 6.47 compares the input information signal and the output signal when the R of

the PANDA ring resonator is changed, 1) Rr = 100.00000000000001,and 1) Rr =

100.0000000000001.
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Fig. 6.48 compares the input information signal and the output signal when the R_of
the PANDA ring resonator is changed, 1) Rr = 99.999999999999999,and Ii) Rr =
99.99999999999999.

Fig. 6.471, and 6.48l show that if the ring radius of the right ring of the PANDA ring
resonator is Rr = 100.00000000000001 and R = 99.999999999999999, respectively, then

the output signals are still recognizable when compare with the input information
signals. Fig. 6.4711 and 6.48l1 show that if the ring radius of the right ring of the PANDA ring
resonator is R = 100.0000000000001 and R = 99.99999999999999, respectively, then the
output signals begin to become different from the input information signals. Thus if the
eavesdropper would like to recover the original information signals correctly, he must
use the ring radius of the right ring of the PANDA ring resonator as in the range between

99.999999999999999 um and 100.00000000000001 pm (99.999999999999999< R,
<100.00000000000001).
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Fig. 6.49 compares the input information signal and the output signal when the R of

the PANDA ring resonator is changed, 1) R = 100.00000000000001, and 1) R =

100.0000000000001.
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Fig. 6.50 compares the input information signal and the output signal when the R, of
the PANDA ring resonator is changed, 1) R, = 99.999999999999999, and 1I) R =
99.99999999999999.

Fig. 6.491, and 6.50} show that if the ring radius of the left ring of the PANDA ring
resonator is R( = 100.00000000000001 and Rl = 99.999999999999999, respectively, then

the output signals are still recognizable when compare with the input information
signals. Fig. 6.4911 and 6.50Il show that if the ring radius of the left ring of the PANDA ring
resonator is R( = 100.0000000000001 and Rl = 99.99999999999999, respectively, then the

output signals begin to become different from the input information signals. Thus if the
eavesdropper would like to recover the original information signals correctly, he must
use the ring radius of the left ring of the PANDA ring resonator as in the range between
99.999999999999999 pm and 100.00000000000001 pm (99.999999999999999 < R,

<100.00000000000001).
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Fig. 6.51 compares the input information signal and the output signal when the

refractive index (n) of the center ring of the PANDA ring resonator is changed,

1) n = 3.4000001, and 1I) n = 3.400001.
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Fig. 6.52 compares the input information signal and the output signal when the

refractive index (n) of the center ring of the PANDA ring resonator is changed,

[} n = 3.3999999, and I) n = 3.399999.

Fig. 6.511, and 6.521 show that if the refractive index (n) of the center ring of the

PANDA ring resonator is n =

3.4000001 and n = 3.3999999, respectively, then the output

signals are still recognizable when compare with the input information signals. Fig. 6.51lI
and 6.52ll show that if the refractive index (n) of the center ring of the PANDA ring
resonator is n = 3.400001 and n = 3.399999, respectively, then the output signals begin

to become different from the input information signals. Thus if the eavesdropper would

like to recover the original information signals correctly, he must use the refractive index

(n) of the center ring of the PANDA ring resonator as in the range between 3.3999999

and 3.4000001 (3.3999999 < n < 3.4000001).
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Fig. 6.53 compares the input information signal and the output signal when the

refractive index (n) of the right ring of the PANDA ring resonator is changed,
1) n = 3.4000000000000001, and I1) n = 3.400000000000001 .

E 0 3 _x10°
5 2 i
ENAAAADNDNDNANA] S |
io - 3-0
2 153 1531 1532 1533 1534 1535 1536 1.537 1538 1539 1.54 8 153 1531 152 158 153 155 15% 1557 1538 151 164
Wavelength (um) Wavolength (am)
a) rpui Signal - a) bapt Signal
3 ¢ ——
¥ 2% g 1
- ] i h ! X !
;u 3 1 " s 1 L 1 1 F-J 1 kool B ) { |
2 153 1531 1532 1533 1534 1535 15% 1.597 1538 1530 154 | & 153 1531 1532 1533 1.'34 ;ﬁ(ﬁ)ﬂs 1537 158 159 154
Wavele "wve! m)
»?.:,ﬂg:: -~ b) Output Sigaal
I. IL.

Fig. 6.54 compares the input information signal and the output signal when the
refractive index (n) of the right ring of the PANDA ring resonator is changed,
D) n = 3.3999999999999999, and Il) n = 3.399999999999999.

Fig. 6.531, and 6.541 show that if the refractive index (n) of the right ring of the
PANDA ring resonator is n = 3.4000000000000001 and n = 3.3999999999999999,
respectively, then the output signals are still recognizable when compare with the input
information signals. Fig. 6.53I1 and 6.54l show that if the refractive index (n) of the right
ring of the PANDA ring resonator is n = 3.400000000000001, and n = 3.399999999999999,
respectively, then the output signals begin to become different from the input
information signals. Thus if the eavesdropper would like to recover the original
information signals correctly, he must use the refractive index (n) of the right ring of the
PANDA ring resonator as in the range between 3.3999999999999999 and
3.4000000000000001 (3.3999999999999999 < n <3.4000000000000001).
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Fig. 6.55 compares the input information signat and the output signal when the
refractive index (n) of the left ring of the PANDA ring resonator is changed,
) n = 3.4000000000000001, and 1) n = 3.400000000000001 .
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Fig. 6.56 compares the input information signat and the output signal when the
refractive index (n) of the left ring of the PANDA ring resonator is changed,
) n = 3.3999999999999999, and 1) n = 3.399999999999999.

Fig. 6.551, and 6.561 show that if the refractive index (n) of the left ring of the
PANDA ring resonator is n = 3.4000000000000001 and n = 3.3999999999999999,
respectively, then the output signals are still recognizable when compare with the input
information signals. Fig. 6.5511 and 6.56ll show that if the refractive index (n) of the left
ring of the PANDA ring resonator is n = 3.400000000000001 and n = 3.399999999999999,
respectively, then the output signals begin to become different from the input
information signals. Thus if the eavesdropper would like to recover the original
information signals correctly, he must use the refractive index (n) of the left ring of the
PANDA ring resonator as in the range between 3.3999999999999999 and
3.4000000000000001 (3.3999999999999999< n <3.4000000000000001).
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Fig. 6.57 compares the input information signal and the output signal when the ko of the
PANDA ring resonator is changed, 1) kg = 0.20000000000000001, and ) kg =

0.2000000000000001.
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Fig. 6.58 compares the input information signal and the output signal when the ko of the
PANDA ring resonator is changed, 1) kg = 0.19999999999999999, and ) Ky =
0.1999999999999999.

Fig. 6.571, and 6.58l show that if the coupling coefficient (ko) of the PANDA ring
resonator is Ko = 0.20000000000000001 and Ko = 0.19999999999999999, respectively,
then the output signals are still recognizable when compare with the input information
signals. Fig. 6.571 and 6.58Il show that if the coupling coefficient (ko) of the PANDA ring
resonator is Ko = 0.2000000000000001 and Ko = 0.1999999999999999, respectively, then
the output signals begin to become different from the input information signals. Thus if
the eavesdropper would like to recover the original information signals correctly, he
must use the coupling coefficient (ko) of the PANDA ring resonator as in the range
between 0.19999999999999999 and 0.20000000000000001 (0.19999999999999999<Ko
<0.20000000000000001).
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Fig. 6.59 compares the input information signal and the output signal when the k; of the
PANDA ring resonator is changed, I) k; = 0.21, and Il) k; = 0.22.
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Fig. 6.60 compares the input information signal and the output signal when the k; of the
PANDA ring resonator is changed, 1) k3 = 0.196, and II) k; = 0.195.

Fig. 6.591, and 6.601 show that if the coupling coefficient (;) of the PANDA ring
resonator is k; = 0.21 and k; = 0.196, respectively, then the output signals are still
recognizable when compare with the input information signals. Fig. 6.591t and 6.601l show
that if the coupling coefficient (x;) of the PANDA ring resonator is k; = 0.22 and Kp =
0.195, respectively, then the output signals begin to become different from the input
information signals. Thus if the eavesdropper would like to recover the original
information signals correctly, he must use the coupling coefficient (x;) of the PANDA ring
resonator as in the range between 0.196 and 0.21 (0.196< k7 <0.21).
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Fig. 6.61 compares the input information signal and the output signal when the «; of the
PANDA ring resonator is changed, 1) k; = 0.201, and II) k2 = 0.202
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Fig. 6.62 compares the input information signal and the output signal when the k; of the
PANDA ring resonator is changed, 1) k2 = 0.199, and II) k2 = 0.198.

Fig. 6.611, and 6.621 show that if the coupling coefficient (k2) of the PANDA ring
resonator is K, = 0.201 and k2 = 0.199, respectively, then the output signals are still
recognizable when compare with the input information signals. Fig. 6.611l and 6.62ll show
that if the coupling coefficient (k;) of the PANDA ring resonator is k2 = 0.202 and Kz =
0.198, respectively, then the output signals begin to become different from the input
information signals. Thus if the eavesdropper would like to recover the original
information signals correctly, he must use the coupling coefficient (kz) of the PANDA ring
resonator as in the range between 0.199 and 0.201 (0.199< « <0.201).
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Fig. 6.63 compares the input information signal and the output signal when the k3 of the
PANDA ring resonator is changed, 1) k3 = 0.20000000000000001, and ) k3 =
0.2000000000000001.
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Fig. 6.64 compares the input information signal and the output signal when the k3 of the
PANDA ring resonator is changed, 1) k3 = 0.19999999999999999, and II) k3 =
0.1999999999999999.

Fig. 6.631, and 6.64l show that if the coupling coefficient (k3) of the PANDA ring
resonator is k3 = 0.20000000000000001 and k3 = 0.19999999999999999, respectively,
then the output signals are still recognizable when compare with the input information
signals. Fig. 6.631l and 6.64ll show that if the coupling coefficient (k3) of the PANDA ring
resonator is k3 = 0.2000000000000001 and k3 = 0.1999999999999999, respectively, then
the output signals begin to become different from the input information signals. Thus if
the eavesdropper would like to recover the original information signals correctly, he
must use the coupling coefficient (k3) of the PANDA ring resonator as in the range
between 0.19999999999999999 and 0.20000000000000001 (0.19999999999999999< K3
<0.20000000000000001).
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6.2.2.2 Security of the additive masking.

We use the additive masking approach to form the noiselike communication
which it has been confirmed in the experiment 2 that the cipthertexts obtained are
random, broad and flat which are similar to the broadband noise (undesired signals that
covers a large portion of the spectrum of interest). The additive masking approach uses
the broadband noiselike signal to hide the information signal from the eavesdropper
using the additive operation. With the additive masking approach, in order to bury the
information signal into the noiselike signal, the signal power of the noiselike signal must
be higher than the information signal at least 10x [117]. Fig 6.65I-V show the power
spectrum of the ciphertext when the signal power of the encryption key (derived
inherently from the noiselike signal) is higher than the information signal, 1000x,10x, 5x

and 2x respectively.
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Fig. 6.65 show the simulation results of the additive marking when the signal power of

the encryption key is 1000x,10x,5x, and 2x, respectively.

Fig. 6.65 and Il have shown that If the signal power of the encryption key is
much higher than the signal power of the information signal, 1000x and 10x,
respectively, then it can completely hide the information signals which makes the
eavesdropper unable to detect the presence of the information signals. Moreover, Fig.
6.65 Ill and IV have also confirmed that if the signal power of the encryption key is not
much higher than the signal power of the information signals, 5x and 2x, respectively,
then the presence of the information signal can be easily detected. In conclusion, the
signal power of the encryption key must be higher than the signal power of the
information signal at least 10x , this is also confirmed by [117]. The signal power of the
encryption key of our proposed cryptography system is 1000X higher that the signal
power of the input information signal as shown in the Fig. 6.651.
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6.2.3 Cryptography properties

After the new cryptography system has been designed, it should always be
evaluated by some basic security analysis. Although, this analysis cannot comprise all
possible attacks against the new cipher, this analysis helps to spot and correct defects
and flaws before the new scheme is published. First of all, to prevent common attacks,
the designed cryptosystem should have the five basic cryptographic properties as shown
in the Table 6.19.

Many researchers have noticed that there exists an interesting relationship
between the noiselike/chaotic communication and traditional cryptography: many
properties of chaotic systems have their corresponding counterparts in traditional

cryptosystems.

Table 6.19 Comparison between the chaotic communication and traditional

cryptography.
Chaotic property Cryptographic property Description
Noiselike Broadband Spread | Confusion The output has the same
spectrum distribution for any input
Sensitivity to initial | Diffusion  with a small | A small deviation in the
conditions and variation of | change in the system and | input and system
parameters secret key parameters can cause a
large change in the whole
space
Mixing property Diffusion and fluctuation Diffusion and fluctuation in
the stream of ciphertext
Deterministic dynamics Deterministic pseudo- | A deterministic process can
randomness cause a random-like
(pseudo-random) behavior
Structure complexity Algorithm (attack) | A simple process has a very
complexity high complexity

In this section, we analyze whether our proposed optical cryptography system
can form the noiselike communication which has its properties corresponding to the
chaotic system and tradition cryptography mentioned above.
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6.2.3.1 Noiselike Broadband Spread-spectrum

A fundamental requirement of the pseudo-random noise used in cryptography is
that its spectrum should be infinitely broad and flat, and the power density much higher
than the signal to be concealed. In other word, the plaintext power spectrum should be
effectively buried into the pseudo-random noise power spectrum.

As depicted in Fig. 6.66, when the information signal spreads, and is concealed in
the noise. It is not easy to detect the presence of the information signal without prior
knowledge of the communication system or the use of sophisticated equipment.
Furthermore, even if the presence of the signal is detected, without the appropriate
decoding information, a large amount of effort will be required to recover the message.
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Fig. 6.66 shows the noiselike broadband spread spectrum.

Fig 6.66(c) and (e) show the ciphertext generated from our proposed
cryptography system, Fig.6.66(c) shows the ciphertext where the wavelengths in the
range of 1.5 um to 1.5 um and Fig.6.66(e) shows the ciphertext where the wavelengths
in the range of 1.53 um to 1.54 um, which confirm its spreading-spectrum across all the
wavelengths generally used in the DWDM system. The core principle of our proposed
cryptography system is to generate noiselike carrier which its signal power is flat and
much higher than that required for simple point-to-point communication. The spreading
spectrum is unknown by anyone for whom the signal is unintended, in which case it

"encrypts” the signal and reduces the chance of eavesdroppers making sense of it.
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Moreover, since the signal power is spread over a large bandwidth (spectrum), so that
the eavesdropper cannot determine whether the information signal exists at all.
Furthermore, with multiple channels hiding supported, multiple users can transmit the
information securely using the same key. The optimum strategy of our proposed
cryptography system is for each communicator’s signal to look like white noise which is

as wideband as possible.

6.2.3.2 Sensitive to initial condition and variation of the parameters

The sensitivity to initial conditions means that each point in such a system is
arbitrarily closely approximated by other points with significantly different future
trajectories. Thus, an arbitrarily small perturbation of the current trajectory may lead to
significantly different future behavior. Minute differences in the initial conditions for such
a system result in extremely different outcomes. And the sensitivity to variation of the
parameters means that a small deviation in the system parameters can cause a large
change at the output.

In the proposed cryptography system, the property of the sensitive to initial
conditions and variation of the parameters is used in data encryption. The proposed
cryptography system is suitable for data encryption such as messages, images, videos
and audio in which the sensitive to initial conditions and variation of the parameters are
treated as encryption keys in order to achieve ihe secure transmission. The encryption
key derived from the noiselike signal generated from the PANDA ring resonator is so
unpredictable and sensitive; as a result, it obtains much higher security, only a small
deviation in the initial condition and system parameters leads to not be able to

reproduce the original information signal.
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Fig. 6.68 shows the simulation results

when the decryption key mismatches.

The noiselike signal generated from the PANDA ring resonator is used to generate

the random encryption key stream to encrypt the plaintext element by element. The

key streams are the outputs of the encryption-decryption keys generation module. The

encryption by a sequence of random (noiselike) signals masks additively a sequence of




157

plaintext of all the transmission channels, bit by bit, which generates truly random
sequence that can hide the information signal from the eavesdropper.

Even the eavesdroppers can trap the transmission signals, however, only a small
parameters mismatch such as the radius of the rings , the material type , etc. , the
eavesdroppers will not be able to reproduce the original information signal as shown in
the experiment 3 and 4, and Fig. 6.67 and 6.68.

The experiment 3 and 4, and Fig. 6.67 and 6.68, show that the proposed
cryptography system has the property of the sensitivity to initial conditions and variation
of the parameters. In the experiment 2, we have seen that the small difference in the
dark-bright soliton pulses to cause the original information signal cannot be recovered,
and experiment 3 and 4 have also shown that the small change in the system
parameters to cause the original information signal cannot be recovered too.

The main advantage using the proposed cryptography system lies in the
observation that the transmitter signal looks like noise for the unauthorized users.

Moreover, generating such noiselike signal is often of low cost.

6.2.3.3 Mixing property

The mixing property of the chaos (i.e. topological mixing) means that the system
will evolve over time so that any given region or open set of its phase space will
eventually be in mixed or fluctuation. The sensitive dependence on initial conditions
alone does not give the chaos. For example, consider the simple dynamical system
produced by repeatedly doubling an initial value , this system has sensitive dependence
on initial conditions everywhere, since any pair of nearby points will eventually become
widely separated. However, this example has no the mixing property (fluctuation), and
therefore has no chaos. Thus the mixing property is also required by the chaotic system.

The PANDA ring resonator in the proposed cryptography system generates the
noiselike signals from the result of the Kerr effect. The Kerr effect is relevant to a change
in the refractive index of a material in response to the intensity of the light pulse. This
refractive index variation is responsible for the nonlinear optical effects such as self-
phase modulation, cross self-phase modulation and etc which leads to the phase
fluctuations and mixing, therefore the proposed cryptography system has the

characteristic of the mixing property.
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6.2.3.4 Deterministic dynamics

The dynamic fluctuations can be generated by a deterministic system.
Deterministic dynamic system describes the dynamic in a way that is completely
deterministic. If a system is deterministic, this doesn't necessarily imply that later states
of the system are predictable from a knowledge of the earlier ones. In this way, it is
similar to a random system. For example, the system has been termed "deterministic’
since, although it is determined by simple rules, its property of sensitive dependence on
initial conditions makes the system, in practice, largely unpredictable. A deterministic
process can cause a random-like (pseudo-random) behavior.

The behavior of the proposed system is highly sensitive to initial conditions as
mentioned previously. Small differences in initial conditions yield widely diverging
outcomes. This happens even though the proposed system is deterministic, meaning
that its future behavior is fully determined by their initial conditions, with
no random elements involved. In other word, the deterministic nature of the proposed
systems does not make it predictable. This behavior is known as deterministic chaos

The proposed cryptography system is dynamic to the generation of random and
unpredictable behaviors by a simple system using nonlinear (Kerr) effect.

6.2.3.5 Structure Complexity

One of new trends in the security researches is “the structure complexity” or
“simple complexity” ie. the length of the shortest algorithm producing the
cryptographic sequence. The reason is that the demand for the high security system that
can be implemented easily is growing because the robustness of the cryptography
system also depends on the correctness of its setting. Importantly the system setting
must be simple but robust enough against the attacker. The complexity of the system
must be enough to protect itself from attacks and system replication. The system
parameters must be sensitive to the variation of the parameters.

Our proposed cryptography system is designed using only the simple optical
devises which does not require any electrical circuits. Since the noise generation process
until the encryption-decryption keys generation process all are done by using only the
optical- devices so our proposed system is less complex than the Opto-electro system.
Moreover, the proposed system was analyzed previously that it is sensitive to the initial
condition and variation of the parameters, so it is not easy to duplicate the system in
order for reproducing the correct security keys . In addition to the proposed
cryptography system presented in this thesis, we are also on the way to propose a
higher advance cryptosystem which uses the combination of the encryption-decryption
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keys presented in this thesis together with the fix key. The fix key will be defined by the
administrator and shared secretly among them. The fix key will be configured during the
implementation process (initializing the system), if so, even the attacker can duplicate
the system or has the identical system in hand, they will not be able to be authorized

to participate in the secure communication without the fix key.

6.2.4 The strength of the additive masking approach

The noiselike communication has many advantages such as broadband, secure
and low cost, which is mainly realized by the noiselike signal masking which uses the
broadband noiselike signal to hide the information signal, there are two well known
types of the noiselike signal masking which are discussed in this section.

6.2.4.1 Additive masking

Additive masking is one of data hiding schemes which also uses the noises as a
foundation for data hiding. The goal is to disguise the message as a naturally present.

In formula, the additive masking uses an additive approach to mask the
information signal P; by the noiselike signal, where P, is the noiselike signal. At the
receiver, it synchronizes the noiselike signal with the transmitter, where P’.is the
synchronized noiselike signal, the output information signal P’; is recovered by minus

the received signal P's by P’,.

Ps = Pi + Pc (6.1)
Py =P, - P, (6.2)

In Fig. 6.69, the original information signal has been completely buried into the
noiselike signal. The signal power of noiselike signal is much higher than the original
information signal , so It is not easy to detect the presence of the original information

signal.
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Fig. 6.69 shows the power spectrum of the ciphertext generated from our proposed

system.

The simulation results shown in Fig. 6.69 have confirmed that the original
information (input) signal is hidden behind the noiselike signal which it is not easily
distinguished by the eavesdropper. The power spectrum on the range is relatively broad,
covering all the wavelengths generally used by DWDM (1.5-1.6 pm) . The signal power of
the ciphertext is much higher than the original information signal, and completely
different from the original information signal Therefore, this approach is suitable for our
cryptography system which requires the communication in the form of the noiselike
broadband spread spectrum.

A band-pass filter such as low-pass filter and high-pass filter is used to eliminate
all frequencies above and below the cutoff frequency, sometime it is used by the
eavesdropper to filter the noiselike signal from the ciphertext while passing those
information signals. Technically It is difficult to filter the noiselike signal generated by our
proposed cryptography system from the ciphertxt because our proposed cryptography
system adds the power (intensity) of the information signal by the power of the noiselike
signal, instead of mixing the information signal frequencies (wavelengths) with the noise
frequencies. Therefore, using the frequency filter techniques is not easy to filter the
noiselike signal generated by our proposed cryptography system. Moreover, as
mentioned above the power spectrum of the noiselike signal is much higher than the
power of the information signal, so it is not easy to reproduce the identical noiselike
signal in order to recover the information signal by using the subtraction approach. Only
one way to decrypt the ciphertext is that the eavesdropper must know all the primers
of the system (see all the primers in section 6.2.4), and must be able to reproduce the
identical receiver system and trap the noiselike signal. To trap the noiselike signal sent
over the optical network is not the easy job, as well as our proposed cryptography has
the property of the sensitivity to initial conditions and variation of the parameters, a
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small deviation in the system parameters can cause a large change at the output. Thus

it is really not easy to recover the information signal by the 3" party.

6.2.4.2 Multiplicative masking
Multiplicative masking uses a multiplication approach to mask the messages by
the noiselike signal, x,(t) is multiplied by s(t) as the transmission of signals, the receiver
performs a reverse process in which the s(t) is divided by the noiselike carrier xAt) to
reproduce the original information. The encryption and decryption processes can be

achieved as follows.

s(t) = i(t) x x.(t) (6.3)
i'(t) (&) = s(t)/ x,(t) (6.4)

As shown in the above formula, the multiplication is done in the time domain in
which it multiplicatively modulates the information signal with noise signal causing
seemly absence of the information signal. The multiplicative masking approach makes
the significant changes to the power spectrum, and also makes the power spectrum to
be completely different from the original information signal. Then the signal can be
transmitted safely without the need to improve the power of noiselike signals in any
case. The inescapable weakness of the multiplicative masking approach is that a zero
data bit is unmasked by multiplication which means that the data bit is not masked
when it equals zero, so the eavesdropper can easily detect the presence of the zero bit
causing inherently not to achieve the ideal security. The strengths and weaknesses of
the multiplication masking approach will be studied more in the future in order to find

the-way to continuously develop our cryptography system.

6.2.5 The robustness of the proposed system
How 'to design robust noiselike secure communication systems is always real
challenges for researchers. In this section, we investigate the robustness of our proposed

cryptography system in three aspects as below.

6.2.5.1 Tolerant against attacks
When the sender and the receiver are communicating and do not want the third
party to see what they are sending, they need to communicate in a way not susceptible
to eavesdropping or interception. This is known as communicating in a secure manner

or secure communication. The secure communication includes means by which people
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can share information with varying degrees of certainty that third parties cannot
intercept what was said. With  many communications taking place over {ong
distance and mediated by technology, and increasing awareness of the importance of
interception issues, technology and its compromise are at the heart of this debate.

The noiselike communication, the security (i.e., privacy) is based on the complex
dynamic behaviors provided by the transmission system which creates the random data
flow to make the presence of genuine communication harder to detect and traffic
analysis less reliable. The properties of chaotic dynamics, such as complex behavior,
noiselike dynamics (pseudorandom noise) and spread spectrum, are used to encode
data. ‘

We have discussed in the section 6.2.3 that our proposed cryptography system
can meet the basic requirements of the chaotic cryptography which it has the following
chaotic properties: the noiselike broadband spread spectrum, sensitivity of initial
conditions and variation of the parameters, mixing property , deterministic dynamics, and

structure complexity.

6.2.5.2 Tolerant against a channel effect

The noiselike communication systems over the Fiber optics disregard the
distortions introduced by typical communication channel and optical devices. In general
, common distortions in the communication system take the forms of additive noise,
attenuation and dispersion.

Additive noise - an interference adds to the signal during its transmission over a
communication channel.

Attenuation - in fiber optics, also known as transmission loss, is the reduction in
intensity (power) of the light pulse (or signal) with respect to distance travelled through
a transmission medium.

Dispersion - the waveform will spread over time, such that a narrow pulse will
become an extended pulse, i.e. be dispersed.

Our proposed cryptography system is designed to secure the communication
over the fiber optics. The fibers are used instead of metal wires because signals travel
along them with less loss and are also immune to electromagnetic interference or
additive noise, so we do not have to worry about the additive noise and the attenuation

over the long distance. Moreover, we apply the property of the soliton pulse which its
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optical field ahd power spectrum do not change during propagation in the long distance
to carry the information signal. We convert the dark and bright soliton pulses into the
form of the intensity noise, the intensity noise after the conversion still has the property
of the solitor. And then the information signal is masked additively by the encryption
key derived from that intensity noise in order to form the random traffic prior to sending
it to the receiver. With the communication using the soliton as carrier, we do not have
to be concerned about the dispersion and again attenuation of the communicating
pulses in the long distance.

However, the fiber-optic communications can be distortion e.g. caused by
scattering, absorption and etc but it is considered very small. Fig. 6.70, 6.71 and 6.72
show that our proposed cryptosystem can be tolerant against small loss, we induce the
loss to the proposed cryptography system by increasing the attenuation coefficient of
the AD4 from 0 to 0.1, 0.5, and 1, the simulation results are shown in Fig. 6.70(b) and (d),
Fig. 6.71 (b) and (d), and Fig. 6.72 (b) and (d), respectively.
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Fig. 6.70 shows the simulation results when change the attenuation coefficient of the
AD4 from 0 to 0.1.
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Fig. 6.71 shows the simulation results when change the attenuation coefficient of the
AD4 to 0.5.
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Fig. 6.72 shows the simulation results when change the attenuation coefficient of the

AD4 to 1.

6.2.5.3 Tolerant against the synchronization delay.

The quality of the noiselike communication depends crucially on the accuracy

and robustness of the synchronization at the receiver. Because of the simple design of

the proposed cryptography system, which consists of a few optical devices cascaded

making the reduction of the synchronization error to very minimum. The same noiselike

signal propagates via two optical paths in which both paths have same distance, same

number of the optical devices as well as same type of the optical devices until reaching

out the other end, so the synchronization delay can consider being negligible. However,

in this section we would like to demonstrate that what happens if the synchronization

delay is induced and whether our proposed system can be tolerant against that small

synchronization delay.
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Fig. 6.73 shows the simulation results when change the refractive index of the AD4

from 3.4 to 3.40000001.
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Fig. 6.74 shows the simulation results when change the refractive index of the AD4
to 3.4000001.
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Fig. 6.75 shows the simulation results when change the refractive index of the AD4
to 3.400001.

The simulation results confirm the effectiveness of the design, Fig. 6.73(b) and
(d), 6.74(b) and (d), and 6.75(b) and (d) depict that even the outputs are affected from
the synchronization delays, they still can be interpreted. The small delays are caused
from the change of the refractive index at the AD4. We change its refractive index from
3.4 to 3.40000001, 3.4000001 and 3.400001, the simulation results illustrate in the Fig.
6.73, 6.74 and 6.75, respectively.

6.2.6 The security primers of the proposed system

The radius of the rings, the coupling coefficient (k) , the effective core area (Acx),
and the material type of the PANDA ring resonator as well as the characteristic of the
input dark-bright soliton pulses are the primers of the noiselike signal generation
module. If the eavesdropper would like to reproduce the noiselike signal by himself, he
needs to know exactly all the primers mentioned above. Moreover, after he has the

nosielike signal either create by himself or trap from the optical network, he still has to
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know all the primers of the Add/drop filters used at the receiver (AD3 and AD4) including
the radius of the rings, coupling coefficient (k) , and the material type in order to create

the correct secret and decryption keys, respectively.

Table 6.20 shows all primers of the proposed optical cryptography system.

Optical Device Primers

PANDA ring resonator used in the noiselike | The radius of the rings (R, R, R, the
signal generation module coupling coefficient (Ko,K1,Kz2, K3) , the
effective core area (Ay) and the material
type as well as the characteristic of the
dark-bright soliton pulses used for the

noiselike signal generation.

Add/drop filters at the receiver : AD3 and | Radius of the ring (R), Coupling coefficient

AD4 (Ks,Ke) , and material type.

It is really not easy to guess all primers as shown in the Table 6.20, and due to
the sensitivity to initial conditions and variation of the parameters of the proposed
system, the small change of particular parameter leads to unable to recover the original
information signal. In the worse case, even the eavesdropper has all the identical
devices, the rekeying mechanism of the proposed cryptography system still can protect
the system from eavesdropping the entire communication.

6.2.7 Contribution of the Thesis

Uomwech, Sarapat, and Yupapin proposed the literature named “the Dynamic
modulated Gaussian pulse propagation within the double PANDA ring resonator system”
in 2009. As the review in the section 2.3, they found the interesting results of Gaussian
pulse propagation within a double PANDA ring resonator system. The authors simulated
and analyzed the dynamic waveforms of propagating light pulse within the desired
system. By using the input Gaussian pulse with center wavelength at 1550 nm and the
practical parameters, results obtained have shown that the multi wavelengths light
sources can be generated and achieved, and the dynamic behaviors of light pulses
propagating within the system in the form of the noiselike can be seen. In that literature,
the authors only proposed the approach which can be used to form the noiselike signal,

the optical cryptography system that is used to apply that approach is not initially
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proposed yet.

Later in 2010, Pakorn et al. [70] proposed his literature named “Public key
suppression and recovery using a PANDA ring resonator for high security
communication”, it was also reviewed in the section 2.4. He proposed an interesting
security technique that applies the dynamics state of the dark-bright soliton propagation
and collision within the PANDA ring resonator. The obtained outputs can be controlled
and used to form the digital public key.

Pakornthas proposed the novel security technique which is very useful for many
researchers. Our work also adopted his initiative in order to develop the complete all-
optical cryptography system. The key enhancements of our proposed cryptography

system to compare with Pakorn’s system are shown as follows.

Table 6.21 compares the proposed optical cryptography system with the Pakorn’s

system.

Feétures The proposed optical Pakorn’s system

cryptography system

Security level Noiselike communication | Only digital public key

generation method

Key management Transmitter and Receiver | Shared key
use the different key pairs

Encryption and Decryption Additive Masking Not specify

Methods

Rekeying Yes Not specify

Channel spacing 1 nm Not specify

Bit rate — Encryption throughput | 40 Gbps per channel, Not specify

totally 4 Tbps.

Number of devices used at the

transmitter

3 devices ( one PANDA
ring resonator, and two
Add/drop filters)

2 devices ( one PANDA
ring resonator, and one
microring resonator)

Number of devices used at the
receiver

2 devices - two Add/drop

filters

1 device - Microring
resonator

Number of devices used for

noiselike signal generation

1 device - the PANDA ring

resonator

1 device - the PANDA
ring resonator
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Table 6.21 (cont.) compares the proposed optical cryptography system with the

Pakorn’s system.

Features

The proposed optical
cryptography system

Pakorn’s system

Number of devices used for

Secret/shared key generation at

the transmitter

1 device - the Add/drop

filter

1 device - the Microring

resonator

Number of devices used for

Secret/shared key generation at

the receiver

1 device - the Add/drop
filter

1 device - the Microring

resonator

Number of devices used for
Encryption-Decryption keys
generation at the transmitter

1 device - the Add/drop
filter

Not available, proposed
only 1 level of key
generation (the secret

key generation module)

Number of devices used for
Encryption-Decryption keys
generation at the receiver

1 device - the Add/drop
filter

Not available, proposed
only 1 level of key
generation (the secret
key generation module)

Total delay time of the

transmitter part

42.70400000 ps

20.97520000 ps

Total delay time of the receiver

part

28.46933333 ps

6.99173333 ps

Delay time for noiselike signal

generation

14.23466667 ps

13.98346667 ps

Delay time for Secret/shared
key generation at the

transmitter

7.11733333 ps

6.99173333 ps

Delay time for Secret/shared
key generation at the receiver

7.11733333 ps

6.99173333 ps

Delay time of'Encryption-
Decryption key generation
module at the transmitter

21.35200000 ps

Not available, proposed
only 1 level of key
generation (the secret
key generation module)
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Table 6.21 (cont.) compares the proposed optical cryptography system with the

Pakorn’s system.

Features The proposed optical Pakorn’s system
cryptography system

Delay time of Encryption- Not available, proposed

Decryption key generation only 1 level of key

module at the receiver generation (the secret
21.35200000 ps key generation module)

Advantage Only optical devices used | Require more electrical
for the entire circuits for encryption
communication and decryption processes

1. We proposed the optical cryptography system that forms the noiselike secure
communication. The proposed cryptography system presented in the previous chapter
including the noiselike signal generation, the secret key Generation, and the encryption-
decryption keys generation modules. The simulation results of each module have been
shown previously that the noiselike secure communication could be realized by our
cryptography system. Pakorn just proposed the system that can only generate the digital
public key. He showed the schematic diagram of the overall system but he did not
demonstrate the methodology which uses that digital public key for the secure
communication.

2. At the encryption-decryption keys generation module, we used the Add/drop
filter to generate the encryption and decryption keys. As the add/drop filter has two
output ports (Through port and Drop port) , we used the output at the through port as
the encryption key for the transmitter and on the other side we used the output at the
drop port as the encryption key for the receiver. Pakorn used the microring resonator
(MR) to extract the key signal from the noiselike signal prior to transforming it to be the
digital public key. The microring resonator has only one output so the transmitter and
receiver have to use the same key (shared key) for the encryption. If the eavesdropper
can reproduce the encryption key then he can break the communication in both

directions.
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3. We used the additive masking approach to bury the information signal into
the noiselike signal. The ciphertexts generated from our cryptography system have the
property of the noiselike broadband spread spectrum and sensitivity to initial conditions
and variation of parameters which are required for the noiselike cryptography. Pakorn

did not propose the encryption technique that is suitable for his digital public key.
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Fig. 6.76 show the simulation results how to generate the digital public key.

Fig. 6.76 shows the simulation results of all the processes used to produce the
digital public key in Pakorn’s system. Fig. 6.76(a) shows the noiselike signal generated
from the PANDA ring resonator, and then the noiselike signal is input to the microring
resonator. Fig. 6.76(b) shows the output power of the microring resonator at the
roundtrips in the range of 9001 to 9128. The output powers of the microring resonator

are later clipped using Eq.(6.5) below, its output is shown in Fig 6.76(c).

0, v < 10.0mW
uw) = {1,1; > 10.0mW (6.5)

Where u(v) represents the logic state, and v is the signal power.
The clipped signals are then performed by the least-squares method in which
finally the digital public key is obtained as shown in the Fig 6.67(d). The output digital
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public key is“00001111110111100111001000011100010011001001000111111110000001
100000011100111001101111000011110110110000011111100100001001000010”.
4. The ability to rekey was also demonstrated in this thesis which it was missing

from the Pakorn’s system

5. Our proposed cryptography system provides extremely high encryption
throughput. The channel spacing used by our proposed cryptography system is 1nm
which currently can support up to 40 Gbps per channel [118]. Moreover, our proposed
system can accommodate 100 channels at the wavelengths in the range of 1.53 um to
1.54 um, so it supports totally 4 Tbps encryption throughput at the moment. Pakorn
did not specify how to use his digital public key, so the throughput of his system is
unknown. However, as the digital public key must later be processed by the electrical
circuit, so the throughput of his system is limited dramatically by the electrical circuit.

6. Our proposed system consists of three devices at the transmitter part (one
PANDA ring resonator, and two Add/drop filters), and two devices at the receiver part
(two Add/drop filters). Pakorn’s system consists of two devices at the transmitter part
(one PANDA ring resonator and one microring resonator), and one device at the receiver
part. The total delay time at the transmitter part, total delay time at the receiver part,
and the delay time at every module of our proposed system are very close to those
taken by the Pakorn’s system, the difference of the total delay times are first caused
from the difference in the number of the devices being used in our proposed system
and Pakorn’s system. We use one more device (Add/drop filter) for the encryption-
decryption keys generation module which its radius is 300 pm (longer ring radius causes
higher delay time because of longer distance to propagate) and its refractive index is 3.4,
which adds the delay time approximately 21.352 ps to both the transmitter and receiver
parts. Second, the refractive index of the devices used in our proposed system is a little
bit higher than Pakorn’s system as shown in the Table 6.27 so our devices must cause a
little bit higher delay time because the higher the refractive index, the slower the speed
of light through the medium. The Table 6.27 and 6.28 compare the used parameters of
both systems, and Fig. 6.77-6.71 compare the delay time of both systems.

7. As mentioned earlier, the output obtained from Pakorn’s system is the digital

public key which requires the Optical to Electrical (O/E) and Electrical to Optical (E/O)
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conversion in the encryption and decryption processes. On the other hand, our
proposed system uses only the optical devices for the entire secure communication

which is much simpler and faster than the Pakorn’s system.
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Fig. 6.77 compares the delay times of the noiselike signal generation parts, when the

ring radius of the both PANDA ring resonators is changed.

Table 6.22 compares the delay times of the noiselike signal generation parts, when the
ring radius of the both PANDA ring resonators is changed.

100 7.11733333 ps 699173333 ps

200 14.23466667 ps 13.98346667 ps
300 21.35200000 ps . 20197520000 ps
400 28.46933333 ps 27.96693333 ps
500 35.58666667 ps* 34.95866667 ps

Fig. 6.77 and Table 6.22 compare the delay times of the noiselike signal
generation part of our proposed system (shown in red) with the one used in Pakorn’s
system (shown in blue) when the ring radius of both PANDA ring resonators is changed in
the range of 100 pm to 500 pm. In this case, it shows that the delay times taken by the

noiselike signal generation part of both systems are almost the same.
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Fig. 6.78 compares the delay times of the secret and shared key generation parts, when

the ring radius of the AD1 (red) and MR (blue) is changed.

Table 6.23 compares the delay times of the secret and shared key generation parts,

when the ring radius of the AD1 (red) and MR (blue) is changed.

100 7.11733333 ps '6.99173333 ps

:
200 14.23466667 ps 13.98346667 ps
300 2135200000 ps 2097520000 ps
400 28.46933333 ps 27.96693333 ps
500 .L 35.58666667 ps 34.95866667 ps

Fig. 6.78 and Table 6.23 compare the delay times of the secret key generation
part of our proposed system (shown in red) with the delay times of the shared key
generation part of Pakorn’s system (shown in blue) when the ring radius of tHe optical
devices, AD1 and MR, used in the secret key generation part of our proposed system and
shared key generation part of Pakorn’s system, respectively, is changed in the range of
100 um to 500 pm. In this case, it shows that the delay times taken by the secret key
generation part of our proposed system and shared key generation part of Pakorn’s
systemn are almost the same. Previously the Fig. 3.4 in the chapter 3 shows that if the
ring radius decreases, then the attenuation coefficient (a) increases (where the coupling
coefficient , k ,is fixed), which means that the smaller ring radius has the higher blending

loss. The higher blending loss causes the lower output power circulated back to the
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coupling region, if so, the interference at the coupling region has less fluctuation (output

signal power rises and falls in a small amount).
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Fig. 6.79 compares the total delay times of the transmitter part of the both systems

when the ring radius of the PANDA ring resonators is changed.

Table 6.24 compares the total delay times of the transmitter part of the both systems

when the ring radius of the PANDA ring resonators is changed.

100 3558666667 ps 13.98346667 ps

200 42.70400000 ps 20.97520000 ps
300 49.82133333 ps 2796693333 ps
400 56.93866667 ps 34.95866667 ps

-500. 64.05600000 ps *41.95040000 ps’

Fig. 6.79 and Table 6.24 compare ;che total delay times of the transmitter part of
our proposed system (shown in red) with the total delay times of the transmitter part
used in Pakorn’s system (shown in blue) when the ring radius of both PANDA ring
resonators is changed in the range of 100 um to 500 pm. In this case, it shows that the
total delay times taken by the transmitter part of our proposed system are a little bit
higher than the transmitter part of Pakorn’s system in all radii but it is considered very

small different (~21.6 ps).
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Table 6.27 compares the used parameters of the noiselike signal generation part of
both systems.

Péfa_hw.e’.tef'sipf' theno:sehke signal generati n Theproposed Pa_korﬁz’Ssﬁtérﬁf
L o parth e e T

A a T

(3p{ical dévicertype PANDA fing PANDA rifig |
) ‘resonator ™ , résonator
Lin€ar refractive index : | 34 % 334
L P S 1
Nonlinear refractive index : n, 2 x'10 ) 1.3% 10 J
Ring radius of the centér ring : R d’ . 200 ;fm . 20‘0,_ Hm i
Ring radius of the right ring : R 100 um 15 pm
Ring radius of the left ring : R, 100 um 15 pm
Caupling caefficient : Ko, ki, K2,and K3 0.2 0.1,0.2,0.2,0.1,
respectively:
Coupling lass t ¥,, ¥;, ¥,,and y, 0.15 0.01
Attenuation coefficient of the centerring: a of R_, 50. 0
Attenuation coefficient of the right ting : @ of B 100 0.1
Attenuation coefficient of the leftring ».a of R, 100 0.1
Effective care area (A ) of the center ring 0.25x 10'12 0.50x 10-12
Effective core area (Aeﬁ) of the right ring 0.25)(’10'12 0.25x 10
) . -12 -12
Effective core area (A_.) of the left ring 0.25x 10 0.25x 10

The PANDA ring resonator applies the Kerr effect to generate the noiselike signal.
The Kerr effect is a change in the refractive index (n) of a material in response to an
applied electric field (n = ny +n, I) when propagates in the nontinear media (high non

linear refractive index n,) The Kerr effect causes in self-phase modulation, a self-induced
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phase- and frequency-shift of a pulse of light as it travels through a medium (phase
fluctuation). The higher nonlinear refractive index causes the higher fluctuation (the
fluctuation here means the signal power sharply raises and falls) which it looks like
having more noise. As in the Table 6.27, the nonlinear refractive index of the PANDA ring
resonator used in the Pakorn’s system is a little bit higher than our proposed system, so
at this point the noiselike signal generated from the PANDA ring resonator of the
Pakorn’s system has a little bit more fluctuation than the noiselike signal generated from
our PANDA ring resonator. However, the noiselike signal generated from the PANDA ring
resonator of our cryptography system will be later filtered by two Add/drop filters prior
to hiding the information signal, the noiselike signal generated from Pakorn’s system will
be filtered by only one microring resonator. Thus finally the noiselike signal at the
output of the second Add/drop filter in our proposed system (the encryption key) is
harder to reproduce by the eavesdropper than the output of the microring resonator in
Pakorn’s system. In order to reproduce the correct decryption key for decrypting
successfully the ciphertext sent over our proposed system, the eavesdropper also has to
know the used parameters of both add/drop filters. In addition, Pakorn did not use the
noiselike signal for the information hiding, he used the noiselike signal for the digital

public key generation.

Table 6.28 compares the used parameters of the secret and shared key generation

parts.

fameters of the secret/shared key |~ 1

Optical Dévice type Add/Drop filter (AD)  Microring Resonator (MR)
Refractive Index : n 3.4 334 + 1.3 x 10'13
Ring radius : R 100 pmi 100 pm
Coupling Caefficient ( K,= K =02 K =0.5

Attenuation Caoefficient : a 100 0



CHAPTER 7

CONCLUSION

We began by first introducing the motivation of this research, describing the goal
and the scope of work, and defining the expected results.

History of the chaos theory was reviewed in the chapter 2, and then the Chaotic
Cryptography proposed by Gilles Millérioux et al. was investigated , three chaos masking
methods presented by them including Additive masking, Message embedding and Hybrid
message embedding were very useful for this research. Later, the dynamic modulated
Gaussian pulse propagation within the double PANDA ring resonator system proposed by
Yupapin et al. was investigated which it was applied later for the chaotic/noiselike signal
generation. Then Pakorn et al. also found that the dynamic behavior of the dark-bright
soliton propagation and collision within the PANDA ring resonator can be used to form
the noiselike signal. The literature reviews were very important in the development of
our optical cryptography system and they were the key success for this thesis.

In the chapter 3, necessary mathematical background materials on dark and
bright solitons and the optical devices used in the system design were introduced. The
mathematical backgrounds presented in this chapter were essential for the system
design and modeling.

We investicated the theories of the cryptography and chaos-based
communication in chapter 4, many aspects of the chaos-based communication have
been described elaborately in this chapter including Spread Spectrum, Chaotic
Synchronization, Chaos masking and Chaos modulation.

The optical cryptography system was proposed in chapter 5. The transmitter part
consists of one PANDA ring resonator, two optical add/drop filters and one Optical
Power Modulator, and the receiver part consists of two optical add/drop filters and one
Optical Power Demodulator. The authors use the combination of the noiselike signal,
secret key and encryption-decryption keys for the secure communication. First the
noiselike signal is obtained from the dynamic states of dark-bright soliton propagation
and collision within the PANDA ring resonator. The noiselike signal is sent to the receiver
via the separate channel for the synchronization. Second the noiselike signal is input to
the first add/drop filter causing the secret key is created, the same secret key is created
on each side and not distributed over the optical network, only the transmitter and
receiver know the secret key. Third the secret key is later input to the second add/drop
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filter in order to create the encryption-decryption keys, similarly both transmitter and
receiver create the encryption-decryption keys by their own which both keys are not
seen in the optical network. Finally the encryption key is used by Optical Power
Modulator for masking the information signals and the decryption key is used by Optical
Power Demodulator for unmasking the received signals (ciphertext). The eavesdroppers
without the correct decryption key cannot recover the original information signals.
The following mathematical simulations were conducted and their result have
presented in the chapter 6:
1. Changing the channel spacing.
. Generating the new noiselike signal.
. Secret key mismatches.
. Decryption key mismatches.

2
3
a4
5. Changing the power (intensity) of the input pulses.

6. Changing the input pulses.

7. Rekeying at every time T.

8. Decrypting the ciphertext by the old decryption key after rekeying.

The simulation results obtained have shown that the proposed optical
cryptography system worked well as expected in all experiments. The high security
communication over optical networks can indeed be achieved by the proposed system;
the transmitted information signal is converted to the noiselike signal before travelling
over the optical network without any electronic device or electronic control circuit is
required. In the second part of the chapter 6 we discussed technically about the
proposed optical cryptography system including the limitation, the security
measurements, the cryptography properties, the strength of the additive masking
approach, the robustness of the proposed system, the security primers of the proposed
system, and the contribution of the thesis.

In the conclusion, the proposed optical cryptography system first is able to
provide the high security communication over the optical network by applying the
noiselike signal generated from the PANDA ring resonator, second the secret key and
encryption-decryption keys are generated separately on each side and not distributed
over the optical network so they are safe from the eavesdroppers, finally due to only
the optical devices used in the design, it relieves the optical network from undesirable
latencies caused by processing related to O/E and E/O conversions required by general
encryption and decryption processes. The key contribution of this thesis is to provide
the cryptography for ultra-high speed communication over the optical network.
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Future work

The authors are being on the way to develop the other noiselike optical
cryptography system. Instead of using only the encryption and decryption keys
presented in this thesis, the possibility of using the combined key has been investigating.
The combined key mentioned here is originated from the random and fixed keys, in
which the random key is generated in the same way as presented in this thesis and the
fixed key is assigned by the administrator. Partial simulation results obtained have shown
that a higher level of the security can be achieved by using the combined key, the
ciphertext encrypted using the combined key is more randomness. However, more

evaluations are still required in order to confirm the correctness of the system.
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