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ABSTRACT

Growth in the personal identification by means of biometrics has drawn more attention
due to the needs in reliable and easy to use security system with affordable cost. Among the many
possible biometric schemes, the fingerprint is one of the most reliable mean for the identification
of individual since each person holds distinctive pattern. Not only for personal identification,
fingerprints are also widely used in many verification processes. Therefore, the ultimate goal can
be assumed to be “fingerprint matching”. However to get the speedy and reliability matcher; both
fingerprint enhancement and fingerprint classification are unavoidably required. The scanned
images are frequently not clear. The unclear or low quality images offer lower recognition rate.
Too dry or too wet image are sometimes unavoidable. Unintended printed images (criminal cases)
are usually obtained not only in portion but also poor quality. In these circumstances,

improvement (or enhancement) of the image is very important and of interest to us.

In this thesis, the author studied only few methods to enhance the quality of fingerprint
images. Directional filtering is more focused. Two types similar of filters: Gabor filter and
Second derivative of Gaussian filter are investigated. They are also applied in the scheme of
pyramid technique and directional wavelet transform. In the process steps, we firstly applied low
pass filter in local orientation field estimation for field smoothing. Secondly the Gabor filter or
the second derivative of Gaussian filter is applied directly to the image for tuning up the image
features. On the scheme of DWT, the directional wavelets transform is investigated at only one
level; the original image is divided into four parts: approximation, horizontal. vertical and
diagonal, where the size of each part is reduced by a downsampling factor of two. Directional

filtering is applied directly those sub images before the reconstruction phase. On the scheme of

III



the pyramid technique, the original fingerprint is divided into three smaller level images and at
each. level the directional filtering was applied. The expansion of the reduced fingerprint images
is employed in the reconstruction phase. In this study the performance of enhancement is
measured by testing the success of core point identification where Poincare technique is used. The
commonly well-accepted database FVC-2004 is used in this study. The enhanced fingerprint

images offer clean visualization as well as the increase in success true core point detection.
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Chapter 1

Introduction

1.1 Introduction [1]

More than a century has passed since Alphonse Bertillon first conceived and then
industriously practiced the idea of using body measurements for solving crimes. Just as his idea
was gaining popularity, it faded into relative obscurity by a far more significant and practical
discovery of the distinctiveness of the human fingerprints. In 1893, the Home Ministry Office,
UK, accepted that no two individuals have the same fingerprints. Soon after this discovery, many
major law enforcement departments saw potential of fingerprints in identifying repeat offenders
who used an alias, e.g., changed their names with each arrest to evade the harshest penalties
reserved for recidivists in law. The law enforcement departments embraced the idea of “booking”
the fingerprints of criminals at the time of arrest, so that their records are readily available for
later identification. Fingerprints found an application in forensics. By matching leftover
fingerprint smudges (latent) from crime scenes to fingerprints collected during booking,
authorities could determine the identity of criminals who have been previously arrested. The law
enforcement agencies sponsored a rigorous study of fingerprints, developed scientific methods for
visual identification/matching of fingerprints and instituted strong programs/ cultures for training
fingerprint experts. They successfully applied the art of fingerprint recognition for nailing down

the perpetrators.

Fingerprint recognition have been used for a long time to determine person identify in
law enforcement, and it has become a more and more important task with increasing demand for
person identification in various applications such as online banking, e-commerce, and security
control, because fingerprints have significant characteristics such as exchangeability and
uniqueness. A fingerprint consists of ridges separated by valleys, these ridges flow almost parallel
to each other, and ridges change their flow at minutiae such as endings and bifurcations of ridges.
The relation graph between fingerprint minutiae is unique for each finger and does not change
during life. Although various algorithms and systems have been proposed as means of

determining the identity of fingerprints, most fingerprint identification systems adopt a matching



based on comparison of fingerprint minutiae. However, automatic detection of minutiae tends to
be influenced by various noises as caused by dry skin and imprint condition. In order to suppress
the influence of noise and enhance signal components of the print, fingerprint enhancement is
performed based on fingerprint image properties. Ridge flow is characterized by local ridge
direction and local ridge width. The directional features represent an outline of ridge flow. The
ridge width between fingerprint ridges is different according to its location, imprint condition, and
finger size. As a consequence, these differences result in a variety of ridge frequencies in the
fingerprint. Therefore, these features are important to direction filters and to process fingerprint

enhancement according to the local ridge features of the print [2].

Currently the most widely used and the most accurate automatic fingerprint identification
techniques use minutiae-based automatic fingerprint matching algorithms. Reliably extracting
minutiae from the input fingerprint images is critical to fingerprint matching. The performance of
current minutiae extraction algorithms depends heavily on the quality of input fingerprint images.
In an ideal fingerprint image, ridges and valleys alternate and flow in a locally constant direction
and minutiae are anomalies of ridges, that is, ridge endings and ridge bifurcations. In such
situations, the ridges can be easily detected and minutiae can be precisely located from a binary
ridge map. In practice, due to variations in impression conditions, ridge configuration, skin
conditions (dryness, wet finger, aberrant formations of epidermal ridges of fingerprints, postnatal
marks, occupational marks), acquisition devices, and non-cooperative attitude of subjects, etc., a
significant percentage of acquired fingerprint images from the FVC 2004 DB1_A (approximately
50% according to our experience see in chapter 5) is of poor quality. The ridge structures in poor-
quality fingerprint images are not always well defined and hence they cannot always be correctly
detected. This, of course, can result in failures of minutiae extraction algorithms, including: a
significant number of spurious minutiae may be created, a large percentage of genuine minutiae
may be undetected, and a significant amount of error in position and orientation may be
introduced. We can see that the performance of the minutiae extraction algorithm on the poor
quality image is far from desirable; a significant number of spurious minutiae are created and a

large percentage of genuine minutiae are undetected by the algorithm [3].

In order to ensure that the performance of the minutiae extraction algorithms are robust
with respect to the quality of input fingerprint images, an enhancement algorithm, which can

improve the quality of the ridge structures of input fingerprint images, is thus necessary. Ideally,



when the ridge structures in a fingerprint image are well defined, each ridge is separated by two
parallel narrow furrows, each furrow is separated by two parallel narrow ridges; and minutiae are
anomalies of ridges, that is, ridge endings and ridge bifurcations. When a fingerprint image is
corrupted by various kinds of noise, such well-defined ridge structures are no longer visible.
However, a fingerprint expert is often able to correctly identify the minutiae by using various
contextual visual clues such as local ridge orientation, ridge continuity, ridge tendency, etc., as
long as the ridge and valley structures are not corrupted completely. Therefore, it should be
possible to develop an enhancement algorithm that exploits these visual clues to improve the
clarity of ridge structures in corrupted fingerprint images. Generally, for a given fingerprint
image, fingerprint regions can be assigned as one the following three categories: i) well-defined
regions, in which ridges and valley are clearly visible for a minutia extraction algorithm to
operate reliably, ii) recoverable corrupted regions, in which ridges and furrows are corrupted by a
small amount of creases, smudges, etc, But they can still be correctly recovered by an
enhancement algorithm, and iii) unrecoverable corrupted regions, in which ridges and furrows are
corrupted by such a severe amount of noise and distortion that it is impossible to recover them

from the corrupted image.

We have referred to the first two categories of fingerprint regions as recoverable and the
last category as unrecoverable. It is impossible to recover the original ridge structures in the
unrecoverable regions, since no ridges and valley are present at all within these regions. Any
effort to improve the quality of the fingerprint image in these regions is futile. Therefore, the goal
of a reasonable enhancement algorithm is to improve the clarity of ridge structures of fingerprint
images in recoverable regions and to mask out the unrecoverable regions. In addition, since the
objective of a fingerprint enhancement algorithm is to improve the quality of ridge structures of
input fingerprint images to facilitate the extraction of ridges and minutiae, a fingerprint
enhancement algorithm should not create any spurious ridge structures. This is very important,

because spurious ridge structures may change the individuality of input fingerprints.

Fingerprint enhancement can be performed at either the binary level or the gray level. A
binary-level ridge image is an image where all the ridge pixels are assigned a value 1 and non-
ridge pixels are assigned a value 0. The binary image can be obtained by applying a ridge
extraction algorithm on a gray-level image. Since ridges and valleys in a fingerprint image

alternate and run parallel to each other in a local neighborhood, a number of simple heuristics can



be used to differentiate the spurious ridge configurations from the true ridge configurations in a
binary ridge image. However, after applying a ridge extraction algorithm on the original gray-
level images, information about the true ridge structures is often lost depending on the
performance of the ridge extraction algorithm. Therefore, enhancement of binary ridge images
has its inherent limitations. In gray-level fingerprint images, ridges and valleys in a local
neighborhood form a sinusoidal-shaped plane wave, which has a well-defined frequency and
orientation. A number of techniques that take advantage of this information have been proposed
to enhance gray-level fingerprint images [4]. However, these algorithms usually assume that the
local ridge orientations can be reliably estimated. For fingerprint images of poor quality, such an
assumption cannot be made, due to the existence of noise, creases, smudges, and holes. Therefore,
a fingerprint enhancement algorithm should not assume that local ridge orientation could be
easily obtained. Instead, it should focus a significant amount of effort on reliable estimation of

orientation field.

However, most approaches proceeded with the enhancement based on only directional
features (minutiae) and do not pay much attention to the ridge frequency, though it is as important
as ridge direction. Since the ridge pattern is a cyclical pattern in a local scope, the directional
filtering is suitable to describe the print. Based on the intrinsic characteristics of fingerprint

patterns, we propose fingerprint images enhancement with directional filtering.

1.2 Biometric Recognition

As our society has become electronically connected and more mobile, surrogate
representations of identity such as passwords (prevalent in electronic access control) and cards
(prevalent in banking and government applications) cannot be trusted to establish a person’s
identity. Cards can be lost or stolen and passwords or PIN can, in most cases, be guessed. Further,

passwords and cards can be easily shared and so they do not provide non-repudiation [1].

Biometric recognition (or simply biometrics) refers to the use of distinctive anatomical
(or physiological) (i.e., fingerprints, face, iris) and behavioral (i.e., speech) characteristics, called
biometric identifiers or traits or characteristics for automatically recognizing individuals.
Biometrics is becoming an essential component of effective person identification solutions
because biometric identifiers cannot be shared or misplaced, and they intrinsically represent the

individual’s bodily identity. Recognition of a person by their body, then linking that body to an



externally established “identity”, forms a very powerful tool of identity management with
tremendous potential consequences, both positive and negative. Consequently, biometrics is not
only a fascinating pattern recognition research problem but, if carefully used, is an enabling
technology with the potential to make our society safer, reduce fraud and provide user

convenience (user friendly man-machine interface).

The word biometrics is derived from the Greek words bios (meaning life) and metron
(meaning measurement); biometric identifiers are measurements from living human body.
Perhaps all biometric identifiers are a combination of anatomical and behavioral characteristics
and they should not be exclusively classified into either anatomical or behavioral characteristics.
For example, fingerprints are anatomical in nature but the usage of the input device (e.g., how a
user presents a finger to the fingerprint scanner) depends on the person’s behavior. Thus, the
input to the recognition engine is a combination of anatomical and behavioral characteristics.
Similarly, speech is partly determined by the vocal tract that produces speech and partly by the
way a person speaks. Often, a similarity can be noticed among parents, children, and siblings in
their speech. The same argument applies to the face: faces of identical twins may be extremely
similar at birth but during their growth and development, the faces change based on the person’s

behavior (e.g., lifestyle differences leading to a difference in bodyweight, etc.).

A number of questions related to a person’s identity are asked everyday in a variety of
contexts. Is this person authorized to enter the facility? Is this individual entitled to access
privileged information? Is this person wanted for a crime? Has this person already received
certain benefits? Is the given service being administered exclusively to the enrolled users?
Reliable answers to questions such as these are needed by business and government
organizations. Because biometric identifiers cannot be easily misplaced, forged, or shared, they
are considered more reliable for person recognition than traditional token (ID cards) or
knowledge-based (passwords or PIN) methods. The objectives of biometric recognition are user
convenience (e.g., money withdrawal at an ATM machine without a card or PIN), better security
(e.g., only authorized person can enter a facility), better accountability (e.g., difficult to deny
having accessed confidential records), and higher efficiency (e.g, lower overhead than computer
password maintenance). The tremendous success of fingerprint-based recognition technology in
law enforcement applications, decreasing cost of fingerprint sensing devices, increasing

availability of inexpensive computing power, and growing identity fraud/theft have all resulted in



increasing use of fingerprint-based person recognition in commercial, government, civilian, and
financial domains. In addition to fingerprints, some other traits, primarily hand shape, voice, iris

and face have also been successfully deployed.

1.3 Biometric Systems

An important issue in designing a practical biometric system is to determine how an
individual is going to be recognized. Depending on the application context, a biometric system

may be called either a verification system or an identification system [1]:

® A verification system authenticates a person’s identity by comparing the captured
biometric characteristic with her previously captured (enrolled) biometric reference
template pre-stored in the system. It conducts one-to-one comparison to confirm
whether the claim of identity by the individual is true. A verification system either
rejects or accepts the submitted claim of identity.

® An identification system recognizes an individual by searching the entire enrollment
template database for a match. It conducts one-to-many comparisons to establish if
the individual is present in the database and if so, retumns the identifier of the
enrollment reference that matched. In an identification system, the system establishes
a subject’s identity (or determines that the subject is not enrolled in the system

database) without the subject having to claim an identity.

The term authentication is also used in the biometric field, sometimes as a synonym for
verification; actually, in the information technology language, authenticating a user means to let
the system know the identity of the user regardless of the mode (verification or identification).
Throughout this book we use the generic term recognition where we are not interested in

distinguishing between verification and identification.

The block diagrams of verification and identification systems are depicted in Figure 1.1

user enrollment, which is common to both tasks is also graphically illustrated.
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Figure 1.1 Enrollment, verification, and identification processes, these processes use the

following modules.

Capture, feature extraction, template creation, matching, pre-selection, and data storage.

In the identification process pre-selection and matching are often combined [1]. The enrollment,

verification, and identification processes involved in user recognition make use of the following
system modules:

® Capture: a digital representation of biometric characteristic needs to be sensed and

captpred. A biometric sensor, such as a fingerprint scanner, is one of the central

pieces of a biometric capture module. The captured digital representation of the



biometric characteristic is often known as a sample; for example, in the case of a
fingerprint system, the raw digital fingerprint image captured by the fingerprint
scanner is the sample. The data capture module may also contain other components
(e.g., a keyboard and screen) to capture other (non-biometric) data.

® Feature extraction: in order to facilitate matching or comparison, the raw digital
representation (sample) is usually further processed by a feature extractor to generate
a compact but expressive representation, called a feature set.

® Template creation: the template creation module organizes one or more feature sets
into an enrollment template that will be saved in some persistent storage. The
enrollment template is sometimes also referred to as a reference.

® Pre-selection and matching: the pre-selection (or filtering) stage is primarily used in
an identification system when the number of enrolled templates is large. Its role is to
reduce the effective size of the template database so that the input needs to be
matched to a relatively small number of templates. The matching (or comparison)
stage (also known as a matcher) takes a feature set and an enrollment template as
inputs and computes the similarity between them in terms of a matching score, also
known as similarity score. The matching score is compared to a system threshold to
make the final decision; if the match score is higher than the threshold, the person is
recognized, otherwise not.

® Data storage: is devoted to storing templates and other demographic information
about the user. Depending on the application, the template may be stored in internal

or external storage devices or be recorded on a smart card issued to the individual.

Using these five modules, three main processes can be performed, namely, enrollment,
verification, and identification. A verification system uses the enrollment and verification
processes while an identification system uses the enrollment and identification processes. The

three processes are:

® Enrollment: user enrollment is a process that is responsible for registering
individuals in the biometric system storage. During the enrollment process, the
biometric characteristic of a subject is first captured by a biometric scanner to
produce a sample. A quality check is often performed to ensure that the acquired

sample can be reliably processed by successive stages. A feature extraction module



is then used to produce a feature set. The template creation module uses the feature
set to produce an enrollment template. Some systems collect multiple samples of a
user and then either select the best image (or feature set) or fuse multiple images (or
feature sets) to create a compos ite template. The enrollment process then takes the
enrollment template and stores it in the system storage together with the
demographic information about the user (such as an identifier, name, gender, height,
etc.).

® Verification: the verification process is responsible for confirming the claim of
identity of the subject. During the recognition phase, an identifier of the subject
(such as username or PIN [Personal Identification Number]) is provided (e.g.,
through a keyboard or a keypad or a proximity card) to claim an identity; the
biometric scanner captures the characteristic of the subject and converts it to a
sample, which is further processed by the feature extraction module to produce a
feature set. The resulting feature set is fed to the matcher, where it is compared
against the enrollment template(s) of that subject (retrieved from the system storage
based on the subject’s identifier). The verification process produces a match/non-
match decision.

® [dentification: in the identification process, the subject does not explicitly claim an
identity and the system compares the feature set (extracted from the captured
biometric sample) against the templates of all (or a subset of) the subjects in the
system storage; the output is a candidate list that may be empty (if no match is
found) or contain one (or more) identifier(s) of matching enrollment templates.
Because identification in large databases is computationally expensive, a pre-
selection stage is often used to filter the number of enrollment templates that have to

be matched against the input feature set.

Depending on the application domain, a biometric system could operate either as an
online system or an off-line system. An on-line system requires the recognition to be performed
quickly and an immediate response is imposed (e.g., a computer network logon application). On
the other hand, an off-line system does not require the recognition to be performed immediately
and a relatively longer response delay is allowed (e.g., background check of an applicant). On-

line systems are often fully automatic and require that the biometric characteristic be captured



10

using a live-scan scanner, the enrollment process be unattended, there be no (manual) quality
control, and the matching and decision making be fully automatic. Off-line systems, however, are
often semi-automatic, where the biometric acquisition could be through an offline scanner (e.g.,
scanning a fingerprint image from a latent or inked fingerprint card), the enrollment may be
supervised (e.g., when a suspect is “booked,” a police officer guides the fingerprint acquisition
process), a manual quality check may be performed to ensure good quality acquisition, and the
matcher may return a list of candidates which are then manually examined by a forensic expert to

arrive at a final decision.

The verification and identification processes differ in whether an identity is claimed or
not by the subject. A biometric claim (or claim of identity) is defined as the implicit or explicit
claim that a subject is or is not the source of a specified or unspecified biometric enrollment

template. A claim may be [1]:

® Positive: the subject is enrolled.
® Negative: the subject is not enrolled.
® Specific: the subject is or is not enrolled as a specified biometric enrollee.

® Non-specific: the subject is or is not among a set or subset of biometric enrollees.

The application context defines the type of claim. In certain applications, it is in the
interest of the subject to make a positive claim of identity. Such applications are typically trying
to prevent multiple people from using the same identity. For example, if only Alice is authorized
to enter a certain secure area, then it is in the interest of any subject to make a positive claim of
identity (of being Alice) to gain access. But the system should grant access only to Alice. If the
system fails to match the enrolled template of Alice with the input feature set, access is denied,
otherwise, access is granted. In other applications, it is in the interest of the subject to make a
negative claim of identity. Such applications are typically trying to prevent a single person from
using multiple identities. For example, if Alice has already received certain welfare benefits, it is
in her interest to now make a negative claim of identity (that she is not among the people who
have already received benefits), so that she can double-dip. The system should establish that
Alice’s negative claim of identity is false by finding a match between the input feature set of
Alice and enrollment templates of all people who have already received the benefits. The

following three types of claims are used depending on the application context:
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Specific positive claim: applications such as logical access control (e.g., network
logon) may require a specific positive claim of identity (e.g., through a username or
PIN). A verification biometric system is sufficient in this case to confirm whether the
specific claim is true or not through a one-to-one comparison.

Non-specific positive claim: applications such as physical access control may
assume a non-specific positive claim that the subject is someone who is authorized to
access the facility. One of the advantages of this scenario is that the subject does not
need to make a specific claim of identity (no need to provide a username, PIN, or
any other token), which is quite convenient. However, the disadvantage of this
scenario is that an identification biometric system is necessary (which has longer
response time and lower accuracy due to one-to-many comparisons).

Non-specific negative claim: applications such as border crossing typically assume a
non-specific negative claim, i.e., the subject is not present in a “watch list”. Again,
an identification system must be used in this scenario. Note that such applications
cannot use traditional knowledge-based or possession-based methods of recognition.
Surrogates tokens such as passports have been traditionally used in such applications
but if passports are forged (or if people obtain duplicate passports under different
names), traditional recognition methods cannot solve the problem of duplicate

identities or multiple enrollments.

1.4 Biometric Characteristics

Identity verification in computer systems is done based on measures like keys, cards,

passwords, PIN and so forth. Unfortunately, these may often be forgotten, disclosed or changed.

A reliable and accurate identification/verification technique may be designed using biometric

technologies, which are further based on the special characteristics of the person such as face, iris,

fingerprint, signature and so forth. This technique of identification is preferred over traditional

passwords and PIN-based techniques for various reasons [1, 5]:

® The person to be identified is required to be physically present at the time of

identification.

Identification based on biometric techniques obviates the need to remember a

password or carry a token.
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There are many biometric characteristics may be captured in the first phase of

processing. However, automated capturing and automated comparison with previously stored data

requires the following properties of biometric characteristics:

Universal: Everyone must have the attribute. The attribute must be one that is seldom
lost to accident or disease.

Invariance of properties: They should be constant over a long period of time. The
attribute should not be subject to significant differences based on age or either
episodic or chronic disease.

Measurability: The properties should be suitable for capture without waiting time
and it must be easy to gather the attribute data passively.

Singularity: Each expression of the attribute must be unique to the individual. The
characteristics should have sufficient unique properties to distinguish one person
from any other. Height, weight, hair and eye color are unique attributes, assuming a
particularly precise measure, but do not offer enough points of differentiation to be
useful for more than categorizing.

Acceptance: The capturing should be possible in a way acceptable to a large
percentage of the population. Excluded are particularly invasive technologies; that is,
technologies requiring a part of the human body to be taken or (apparently)
impairing the human body.

Reducibility: The captured data should be capable of being reduced to an easy-to-
handle file.

Reliability and tamper-resistance: The attribute should be impractical to mask or
manipulate. The process should ensure high reliability and reproducibility.

Privacy: The process should not violate the privacy of the person.

Comparable: The attribute should be able to be reduced to a state that makes it
digitally comparable to others. The less probabilistic the matching involved, the
more authoritative the identification.

Inimitable: The attribute must be irreproducible by other means. The less

reproducible the attribute, the more likely it will be authoritative.
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Among the various biometric technologies being considered are fingerprint, facial
features, hand geometry, voice, iris, retina, vein patterns, palm print, DNA, keystroke dynamics,

ear shape, odor, signature and so forth [1, 5]:

Fingerprint: fingerprint biometric is an automated digital version of the old ink-and-paper
method used for more than a century for identification, primarily by law enforcement agencies.
The biometric device requires each user to place a finger on a plate for the print to be read.
Fingerprint biometrics currently has three main application areas: large-scale Automated Finger
Imaging Systems (AFIS), generally used for law enforcement purposes; fraud prevention in
entitlement programs; and physical and computer access. A major advantage of finger imaging is
the long-time use of fingerprints and its wide acceptance by the public and law enforcement
communities as a reliable means of human recognition. Others include the need for physical
contact with the optical scanner, possibility of poor-quality images due to residue on the finger
such as dirt and body oils (which can build up on the glass plate), as well as eroded fingerprints

from scrapes, years of heavy labor or mutilation.

Figure 1.2 Fingerprint.

Facial recognition: face recognition is a noninvasive process where a portion of the
subject’s face is photographed and the resulting image is reduced to a digital code. Facial
recognition records the spatial geometry of distinguishing features of the face. Facial recognition
technologies can encounter performance problems stemming from such factors as non-
cooperative behavior of the user, lighting and other environmental variables. The main

disadvantages of face recognition are similar to problems of photographs. People who look alike
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can fool the scanners. There are many ways in which people can significantly alter their

appearance, like slight change in facial hair and style.

Figure 1.3 Face.

Iris scan: iris scanning measures the iris pattern in the colored part of the eye, although
iris color has nothing to do with the biometric. Iris patterns are formed randomly. As a result, the
iris patterns in the left and right eyes are different, and so are the iris patterns of identical twins.
Iris templates are typically around 256 bytes. Iris scanning can be used quickly for both
identification and verification applications because of its large number of degrees of freedom.
Disadvantages of iris recognition include problems of user acceptance, relative expense of the
system as compared to other biometric technologies and the relatively memory-intensive storage

requirements.

Figure 1.4 Iris scans.
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Retinal scan: retinal scanning involves an electronic scan of the retina the innermost layer
of wall of the eyeball. By emitting a beam of incandescent light that bounces off the person’s
retina and returns to the scanner, a retinal scanning system quickly maps the eye’s blood vessel
pattern and records it into an easily retrievable digitized database. The eye’s natural reflective and
absorption properties are used to map a specific portion of the retinal vascular structure. The
advantages of retinal scanning are its reliance on the unique characteristics of each person’s
retina, as well as the fact that the retina generally remains fairly stable throughout life.
Disadvantages of retinal scanning include the need for fairly close physical contact with the
scanning device. Also, trauma to the eye and certain diseases can change the retinal vascular

structure, and there also are concerns about public acceptance.

Figure 1.5 Retina.

Voice recognition: voice or speaker recognition uses vocal characteristics to identify
individuals using a pass-phrase. It involves taking the acoustic signal of a person’s voice and
converting it to a unique digital code that can be stored in a template. Voice recognition systems
are extremely well-suited for verifying user access over a telephone. Disadvantages of this
biometric are that not only is a fairly large byte code required, but also, people’s voices can
change (for example, when they are sick or in extreme emotional states). Also, phrases can be

misspoken and background noises can interfere with the system.
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Figure 1.6 Voice.

Signature verification: it is an automated method of examining an individual’s signature.
This technology examines dynamics such as speed, direction and pressure of writing; the time
that the stylus is in and out of contact with the “paper”; the total time taken to make the signature;
and where the stylus is raised from and lowered onto the “paper”. Signature verification templates
are typically 50 to 300 bytes. The key is to differentiate between the parts of the signature that are
habitual and those that vary with almost every signing. Disadvantages include problems with

long-term reliability, lack of accuracy and cost.

Figure 1.7 Signature.

Hand/Finger geometry: hand or finger geometry is an automated measurement of many
dimensions of the hand and fingers. Neither of these methods takes actual prints of palm or
fingers. Only the spatial geometry is examined as the user puts a hand on the sensor’s surface.
Hand geometry templates are typically 9 bytes, and finger geometry templates are 20 to 25 bytes.

Finger geometry usually measures two or three fingers, and thus requires a small amount of
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computational and storage resources. The problems with this approach are that it has low
discriminative power, the size of the required hardware restricts its use in some applications and

hand geometry-based systems can be easily circumvented.

Figure 1.8 Finger.

Palm print: palm print verification is a slightly modified form of fingerprint technology.
Palm print scanning uses an optical reader very similar to that used for fingerprint scanning;

however, its size is much bigger, which is a limiting factor for use in workstations or mobile

devices.

Figure 1.9 Palm print.

Keystroke dynamics: keystroke dynamics is an automated method of examining an

individual’s keystrokes on a keyboard. This technology examines dynamics such as speed and

71925
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pressure, the total time of typing a particular password and the time that a user takes between
hitting keys-dwell time (the length of time one holds down each key) as well as flight time (the
time it takes to move between keys). Taken over the course of several login sessions, these two
metrics produce a measurement of rhythm unique to each user. Technology is still being

developed to improve robustness and distinctiveness.

Vein Patterns (hand vein): vein geometry is based on the fact that the vein pattern is
distinctive for various individuals. Vein measurement generally focuses on blood vessels on the
back of the hand. The veins under the skin absorb infrared light and thus have a darker pattern on
the image of the hand. An infrared light combined with a special camera captures an image of the
blood vessels in the form of tree patterns. This image is then converted into data and stored in a
template. Vein patterns have several advantages: First, they are large, robust internal patterns.
Second, the procedure does not implicate the criminal connotations associated with the taking of
fingerprints. Third, the patterns are not easily damaged due to gardening or bricklaying. However,
the procedure has not yet won full mainstream acceptance. The major disadvantage of vein

measurement is the lack of proven reliability.

Figure 1.10 Hand vein.

DNA (Deoxyribonucleic Acid): DNA sampling is rather intrusive at present and requires
a form of tissue, blood or other bodily sample. This method of capture still has to be refined. So
far, DNA analysis has not been sufficiently automatic to rank it as a biometric technology. The
analysis of human DNA is now possible within 10 minutes. If the DNA can be matched
automatically in real time, it may become more significant. At present, DNA is very entrenched in

crime detection and will remain in the law enforcement area for the time being.
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Figure 1.11 DNA.

Ear shape: identifying individuals by ear shape is used in law enforcement applications
where ear markings are found at crime scenes. Problems are faced whenever the ear is covered by

hair.

Figure 1.12 Ear.

Body odor: the body odor biometrics is based on the fact that virtually every human’s
smell is unique. The smell is captured by sensors that are capable of obtaining the odor from non-
intrusive parts of the body, such as the back of the hand. The scientific basis is that the chemical
composition of odors can be identified using special sensors. Each human smell is made up of
chemicals known as volatiles. They are extracted by the system and converted into a template.
The use of body odor sensors broaches on the privacy issue, as the body odor carries a significant
amount of sensitive personal information. It is possible to diagnose some disease or activities in

last hours by analyzing body odor.
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The biometric identifiers described above are compared in Table 1.1. Note that
fingerprint has a nice balance among all the desirable properties. Every human being possesses
fingers (with the exception of hand-related disability) and hence fingerprints. Fingerprints are
very distinctive and they are permanent; even if they temporarily change slightly due to cuts and
bruises on the skin, the fingerprint reappears after the finger heals. Live-scan fingerprint scanners
can easily capture high-quality fingerprint images and unlike face recognition, they do not suffer
from the problem of segmenting the fingerprint from the background. However, they are not
suitable for covert applications (e.g., surveillance) as live-scan fingerprint scanners cannot capture
a fingerprint image from a distance and without the knowledge of the person. The deployed
fingerprint identification (recognition) systems offer good performance and fingerprint scanners
have become quite compact and affordable. Because fingerprints have a long history of use in
forensic divisions worldwide for criminal investigations, they have some stigma of criminality
associated with them. However, this is rapidly changing with the high demand for automatic
person recognition to fight identity fraud and security threats. With a layered approach involving
fingerprint and other security technologies, fingerprint systems are difficult to circumvent.
Fingerprint enhancement based recognition is one of the most mature biometric technologies and
is suitable for a large number of recognition applications. This is also reflected in the revenues

generated by various biometric technologies.

Table 1.1 Comparison of commonly used biometric characteristics.
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Face H L M H L H H
Fingerprint M H H M H M M
Hand geometuy M M M H M M M
Hand/Ainger vein M M M M M M L
Iris H H H M H L L
Signature L L L H L H H
Voice M L L M L H H

Entries in the table are based on the perception of the authors. High, Medium, and Low

are denoted by H, M, and L, respectively.
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1.5 Applications of Fingerprint Systems

Fingerprint recognition systems have been deployed in a wide variety of application
domains, ranging from forensics to mobile phones. But, the system design depends on the
application characteristics that define the application requirements. Fingerprint one of most
biometrics has been widely used in forensics applications such as criminal identification and
prison security. The biometric technology is rapidly evolving and has a very strong potential to be
widely adopted in civilian applications such as electronic banking, e-commerce, and access
control (see Figure 1.13). Due to a rapid increase in the number and use of electronic transactions,
electronic banking and electronic commerce are becoming one of the most important emerging
applications of biometrics. These applications include credit card and smart card security, ATM
security, check cashing and fund transfers, online transactions and web access. The physical
access control applications have traditionally used token-based authentication. With the progress
in biometric technology, these applications will increasingly use biometrics for authentication.
Remote login and data access applications have traditionally used knowledge-based
authentication. These applications have already started using biometrics for person authentication.
The use of biometrics will become more widespread in coming years as the technology matures
and becomes more trust worthy. Other biometric applications include welfare disbursement,

immigration checkpoints, national ID, voter and driver registration, and time and attendance.

The two most popular ways to categorize fingerprint-based biometric recognition
applications are horizontal categorization and vertical categorization. In horizontal categorization,
the categories are applications that have some commonalties in the features that they require from
the fingerprint recognition system. The vertical categorization is based on the needs of a
particular sector of industry or the government. Horizontal categorization results in the following

main categories of biometric applications [1]:

® Physical access control: access is restricted to facilities such as nuclear plants, bank
vaults, corporate board rooms, and even health-clubs, amusement parks, and lockers.

® [ ogical access control: access to desktop computers or remote servers and databases
is restricted to authorized users. Increasingly, access to software applications is also
being restricted to only authorize users.

® Transaction authentication (or consumer identification): transactions may be

executed at ATM site or from remote locations for on-line banking or between banks



22

(i.e., in high-value transactions). Fingerprint recognition systems are used for
security of the transaction as well as accountability (so the parties involved in the
transaction cannot later deny it).

Device access control: laptops, PDAs, cell phones, and other elec:tronic devices often
contain personal and sensitive data. To protect such data, fingerprint recognition
systems are used to conduct recognition on the stand-alone device.

Time and attendance: time and attendance systems are used to keep track of
employee working hours and to compute payrolls. Use of fingerprint recognition
systems in these applications is fairly well received to improve efficiency for
employees and also for preventing various types of payroll frauds (e.g., buddy-
punching).

Civil identification: in civilian identification application, the most important
objective is to prevent multiple enrollments and to find duplicates (e.g., duplicate
passport, driver license, national identification card). The size of the database can be
of the order of millions (e.g., the entire population of a country). In some
applications (such as border control to prevent suspected terrorists or expellees from
entering the country), the identification is not needed to be conducted against the
entire population but rather against a “watch-list” database.

Forensic identification: in forensic identification, latent fingerprints lifted from the
crime scenes are matched against a criminal database to identify the suspect (and

sometimes the victims).

Vertical categorization results in the following main industries that benefit the most from

the use of fingerprint systems:

Health care

Financial Gaming and hospitality (casinos, hotels, etc:)
Retail

Education

Manufacturing

High technology and telecommunications

Travel and transport

Federal, state, municipal, or other governments
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® Military

® [ aw enforcement

Each vertical market may have a need for a number of different horizontal applications.
For example, while the most widespread (almost ubiquitous) use of fingerprint identification
systems in law enforcement departments is for criminal investigations, these departments also use
computers that contain sensitive data. So, this sector needs solutions for fingerprint-based logical
access control. Further, law enforcement departments have laboratories and other restricted
physical areas, so they can benefit from fingerprint-based physical access control solutions.
Fingerprint-based time and attendance solutions can also be used to manage payroll of law

enforcement officers (and other employees of the department).

Cellular
phone.
PDA

Auport
Check-mn

Electronic
Banking

Figure 1.13 Various electronic access applications in widespread use that require automatic

authentication.
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1.6 History of Fingerprints [1]

Human fingerprints have been discovered on a large number of archaeological artifacts
and historical items (see Figure 1.14). While these findings provide evidence that ancient people
were aware of the individuality of fingerprints, such awareness does not appear to have any
scientific basis. It was not until the late sixteenth century that the modem scientific fingerprint
technique was first initiated. In 1864, the English plant morphologist, Nehemiah Grew, published
the first scientific paper reporting his systematic study on the ridge, valley, and pore structure in

fingerprints Figurel.15 a).

The first detailed description of the anatomical formation of fingerprints was made by
Mayer in 1788 in which a number of fingerprint ridge characteristics were identified and
characterized Figurel.15 b). Starting in 1809, Thomas Bewick started using fingerprint as his
trademark Figure 1.16 a), one of the most important milestones in the history of fingerprints.
Purkinje, in 1823, proposed the first fingerprint classification scheme, which classified

fingerprints into nine categories according to the ridge configurations Figure 1.16 b)

Figure 1.14 Examples of archaeological fingerprint carvings and historic fingerprint impressions.

a) Neolithic carvings (Gavrinis Island); b) standing stone (Goat Island), ¢) a Chinese clay seal
and d) an impression on a Palestinian lamp. While impressions on the Neolithic carvings and the
Goat Island standing stones might not be used to establish identity, there is sufficient evidence to
suggest that the Chinese clay seal and impressions on the Palestinian lamp were used to indicate

the identity of the fingerprint providers.
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Henry Fauld, in 1880, first scientifically suggested the individuality of fingerprints based
on empirical observations. At the same time, Herschel asserted that he had practiced fingerprint
recognition for about 20 years. These findings established the foundation of modern fingerprint
recognition. In the late nineteenth century, Sir Francis Galton conducted an extensive study on

fingerprints. He introduced the minutiae features for comparing fingerprints in 1888.

An important advance in fingerprint recognition was made in 1899 by Edward Henry,
who (actually his two assistants from India) established the well-known “Henry system” of
fingerprint classification. By the early twentieth century, the formation of fingerprints was well

understood. The biological principles of fingerprints are summarized below:

1. Individual epidermal ridges and valley have different characteristics for different
fingerprints.

2. The configuration types are individually variable, but they vary within limits that
allow for a systematic classification.

3. The configurations and minute details of individual ridges and furrows are

permanent and unchanging.

a) Dermatoglyphics drawn by Grew. b) Mayer’s drawings of fingerprints.

Figure 1.15 Example of the first scientific proposed ridge, valley and pore structure in

fingerprint,
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a) trademark of Thomas Bewick; b) the nine patterns illustrated in Purkinje’s thesis

Figure 1.16 Example of first using fingerprint and first classification scheme.

The first principle constitutes the foundation of fingerprint recognition and the second
principle constitutes the foundation of fingerprint classification. In the early twentieth century,
fingerprint recognition was formally accepted as a valid personal identification method and
became a standard routine in forensics. Fingerprint identification agencies were set up worldwide
and criminal fingerprint databases were established. Various fingerprint recognition techniques,
including latent fingerprint acquisition, fingerprint classification, and fingerprint comparison were
developed. For example, the FBI fingerprint identification division was set up in 1924 with a

database of 810,000 fingerprint cards (see Federal Bureau of Investigation).

With the rapid expansion of fingerprint recognition in forensics, operational fingerprint
databases became so huge that manual fingerprint identification became infeasible. For example,
the total number of fingerprint cards (each card contains one impression for each of the 10 fingers
of a person) in the FBI fingerprint database now stands well over 200 million from its original
number of 810,000 and is growing continuously. With thousands of requests being received daily,
even a team of more than 1,300 fingerprint experts were not able to provide timely responses to
these requests. Starting in the early 1960s, the FBI, Home Office in the UK, and Paris Police
Department began to invest a large amount of effort in developing automatic fingerprint
identification systems. Based on the observations of how human fingerprint experts perform
fingerprint recognition, three major problems in designing AFISs were identified and

investigated: digital fingerprint acquisition, local ridge characteristic extraction, and ridge
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characteristic pattern matching. Their efforts were so successful that today almost every law
enforcement agency worldwide uses an AFIS. These systems have greatly improved the
operational productivity of law enforcement agencies and reduced the cost of hiring and training

human fingerprint experts.

Fingerprint enhancement based automatic fingerprint recognition technology has now
rapidly grown beyond forensic applications into civilian and commercial applications. In fact,
fingerprint-based biometric systems are so popular that they have almost become the synonym for

biometric systems.

1.7 Formation of Fingerprints

Fingerprints are fully formed at about seven months of fetus development and finger
ridge configurations do not change throughout the life of an individual except due to accidents
such as bruises and cuts on the finger tips. This property makes fingerprints a very attractive
biometric identifier. Biological organisms, in general, are the consequence of the interaction of
genes and environment. It is assumed that the phenotype is uniquely determined by the interaction
of a specific genotype and a specific environment. Physical appearance and fingerprints are, in
general, a part of an individual’s phenotype. In the case of fingerprints, the genes determine the
general characteristics of the pattern. Fingerprint formation is similar to the growth of capillaries
and blood vessels in angiogenesis. The general characteristics of the fingerprint emerge as the
skin on the fingertip begins to differentiate. However, the flow of amniotic fluids around the fetus
and its position in the uterus change during the differentiation process. Thus, the cells on the
fingertip grow in a microenvironment that is slightly different from hand to hand and finger to
finger. The finer details of the fingerprints are determined by this changing microenvironment. A
small difference in microenvironment is amplified by the differentiation process of the cells.
There are so many variations during the formation of fingerprints that it would be virtually
impossible for two fingerprints to be alike. But since the fingerprints are differentiated from the
same genes, they will not be totally random patterns either. We could say that the fingerprint

formation process is a chaotic system rather than a random one.
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1.8 Individuality of Fingerprints

Although the word “fingerprint” is popularly perceived as synonymous with
individuality, uniqueness of fingerprints is not an established fact but an empirical observation.
With the stipulation of widespread use of fingerprints, however, there is a rightfully growing
public concern about the scientific basis underlying individuality of fingerprints. Lending
erroneous legitimacy to these observations will have disastrous consequences, especially if
fingerprints will be ubiquitously used to recognize citizens for reasons of efficiency, convenience,
and reliability in guarding against security threats and identity fraud. Furthermore, automated
fingerprint recognition systems do not appear to use all the available discriminatory information
in the fingerprints, but only a parsimonious representation extracted by an automatic feature

extraction algorithm.

1.9 Fingerprint Sensing and Storage [1]

Based on the mode of acquisition, a fingerprint image may be classified as off-line or
live-scan. An off-line image is typically obtained by smearing ink on the fingertip and creating an
inked impression of the fingertip on paper. The inked impression is then digitized by scanning the
paper using an optical scanner or a high-quality video camera. A live-scan image, on the other
hand, is acquired by sensing the tip of the finger directly, using a sensor that is capable of
digitizing the fingerprint on contact. Particular kind of off-line images, extremely important in
forensic applications, are the so-called latent fingerprints found at crime scenes. The oily nature
of the skin results in the impression of a fingerprint being deposited on a surface that is touched
by a finger. These latent prints can be “lifted” from the surface by employing certain chemical

techniques.

The main parameters characterizing a digital fingerprint image are: resolution, area,
number of pixels, geometric accuracy, contrast, and geometric distortion. To maximize
compatibility between digital fingerprint images and to ensure good quality of the acquired
fingerprint impressions among various AFIS, the US Criminal Justice Information Services
(CIIS) released a set of specifications that regulate the quality and the format of both fingerprint
images and FBl-compliant off-line/live-scan scanners. More recently, FBI has defined another,
less stringent, image quality standard for single-finger capture devices in civilian applications

(more specifically for the Personal Identity Verification [PIV] program in the United States).
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Most of the commercial live-scan devices, designed for the non-AFIS market, do not meet the
FBI specifications but, on the other hand, are designed to be compact, and cheap. The operational
quality of fingerprint scanners (e.g., the impact of the scanner quality parameters on the

fingerprint recognition accuracy) has been the subject of some recent studies.

There are a number of live-scan sensing mechanisms (e.g., optical FTIR, capacitive,
thermal, pressure-based, ultrasound, etc.) that can be used to detect the ridges and valleys present
on the fingertip. Figure 1.17 shows an off-line fingerprint image acquired with the ink technique,
a latent fingerprint image, and some live-scan images acquired with different types of commercial
live-scan devices. Although optical fingerprint scanners have the longest history, the new solid-
state sensors are gaining increasing popularity because of their compact size and the ease with
which they can be embedded in consumer products such as laptop computers, cellular phones and
PDAs. Figure 1.17 fingerprint images from a) a live-scan FTIR-based optical scanner; b) a live-
scan capacitive scanner; ¢) a live-scan piezoelectric scanner; d) a live-scan thermal scanner; e) an

off-line inked impression, and f) a latent fingerprint.

d) e) f)

Figure 1.17 Fingerprint images of acquisition.
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Figure 1.18 shows some examples of fingerprint sensors embedded in a variety of
computer peripherals and other devices. Storing raw fingerprint images may be problematic for
large-scale identification systems. In 1995, the size of the FBI fingerprint card archive contained
over 200 million items, and archive size was increasing at the rate of 30,000 to 50,000 new cards
per day. Although the digitization of fingerprint cards seemed to be the most obvious choice, the
resulting digital archive could become extremely large. In fact, each fingerprint card, when
digitized at 500 dpi requires about 10 megabytes of storage. A simple multiplication by 200
million yields the massive storage requirement of 2,000 terabytes for the entire archive. An
effective compression technique was urgently needed. Unfortunately, neither the well-known
lossless methods nor the JPEG methods were found to be satisfactory. A new compression
technique (with small acceptable loss), called Wavelet Scalar Quantization (WSQ), became the
FBI standard for the compression of 500 dpi fingerprint images. Besides WSQ, a number of other

compression techniques (including JPEG2000) have been proposed.
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Figure 1.18 Fingerprint sensors can be embedded in a variety of devices for user recognition.
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1.10 Fingerprint Representation and Feature Extraction [1]

The representation issue constitutes the essence of fingerprint recognition system design
and has far-reaching implications on the matching modules. The pixel intensity values in the
fingerprint image are not invariant over time of capture and there is a need to determine salient
features of the input fingerprint image that can discriminate between identities as well as remain
invariant for a given individual. Thus the problem of representation is to determine a
measurement (feature) space in which the fingerprint images belonging to the same finger form a
compact cluster (low intra-class variations) and those belonging to different fingers occupy

different portions of the space (high inter-class variations).

A good fingerprint representation should have the following two properties: saliency and
suitability. Saliency means that a representation should contain distinctive information about the
fingerprint. Suitability means that the representation can be easily extracted, stored in a compact
fashion, and be useful for matching. A salient representation is not necessarily a suitable
representation. In addition, in some biometrics applications, storage space is at a premium. For
example, only a few kilobytes of storage are typically available in a smartcard. In such situations,

the representation also needs to be compact.

Image-based representations, constituted by pixel intensity information, do not perform
well due to factors such as brightness variations, image quality variations, scars, and large global
distortions present in fingerprint images. Furthermore, an image-based representation requires a
considerable amount of storage. On the other hand, an image-based representation preserves the
maximum amount of information and makes fewer assumptions about the application domain.
For instance, it is extremely difficult to extract any high level features from a (degenerate) finger
devoid of any ridge structure. The fingerprint pattern, when analyzed at different scales, exhibits

different types of features.

® [ evel 1: at the global level, the ridge line flow delineates a pattern similar to one of
those shown in Figure 1.19. Singular points, called loop and delta (denoted as
squares and triangles, respectively in Figure 1.19), act as control points around which
the ridge lines are “wrapped”. Singular points and coarse ridge line shape are useful

for fingerprint classification (see Chapter 2), but their distinctiveness is not sufficient
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for accurate matching. External fingerprint shape, orientation image, and frequency
image also belong to the set of features that can be detected at the global level.

® [evel 2: at the local level, a total of 150 different local ridge characteristics, called
minute details, have been identified. These local ridge characteristics are not evenly
distributed. Most of them depend heavily on the impression conditions and quality of
fingerprints and are rarely observed in fingerprints. The two most prominent ridge
characteristics, called minutiae (see Figure 1.20) are: ridge endings and ridge
bifurcations. A ridge ending is defined as the ridge point where a ridge ends
abruptly. A ridge bifurcation is defined as the ridge point where a ridge forks or
diverges into branch ridges. Minutiae in fingerprints are generally stable and robust
to fingerprint impression conditions. Although a minutiae-based representation is
characterized by a high saliency, reliable automatic minutiae extraction can be

problematic in extremely low-quality fingerprints devoid of any ridge structure.

Figure 1.19 a) left loop, b) right loop, ¢) whorl, d) arch, and e) tented arch; squares

denote loop-type singular points, and triangle delta-type singular points.
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Figure 1.19 Fingerprint patterns as they appear at a coarse level.

® [evel 3: at the very-fine level, intra-ridge details can be detected. These include

width, shape, curvature, edge contours of ridges as well as other permanent details
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such as dots and incipient ridges. One of the most important fine-level details is the
finger sweat pores (see Figure 1.20), whose positions and shapes are considered
highly distinctive. However, extracting very-fine details including pores is feasible
only in high-resolution (e.g., 1,000 dpi) fingerprint images of good quality and

therefore this kind of representation is not practical for non-forensic applications.

Figure 1.20 Minutiae (black-filled circles) in a portion of fingerprint image; sweat pores (empty

circles) on a single ridge line.

1.11 Definition of Fingerprint

Fingerprint is the most important for today’s information technology to be able to
securely protect information access to the proper authenticated users. Critical information can be
lost, stolen or tempered and that can result in lots of opportunities and/or revenues for the
company and business. Fingerprint identification is a popular personal identification method for
several key reasons: Fingerprints do not change over time; all fingerprints are unique; even
identical twins have different sets of fingerprints; fast enrollment and matching of fingerprint;
easy to use; low-cost implementation; unique identification is accepted worldwide; and able to

store up to ten fingers for each personal enrollment in case of potential injury to the hand.

A fingerprint is the feature pattern of one finger shown in Figﬁre 1.21 a). It is believed
with strong evidences that each fingerprint is unique. Each person has his own fingerprints with
the permanent uniqueness. So fingerprints have being used for identification and forensic
investigation for a long time. A fingerprint is composed of many ridges and valley. These ridges
and valley present good similarities in each small local window, like parallelism and average

width.
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Ridge ending
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(a) (b)

Figure 1.21 Real fingerprint local features (black line).

However, shown by intensive research on fingerprint enhancement, fingerprints are
distinguished by their ridges and valley, but by minutia for fingerprint identification, which are
some abnormal points on the ridges shown in Figure 1.21 b). Among the variety of minutia types
have been reported in fingerprint recognition, two are mostly significant and in heavy usage: one
is called termination, which is the immediate ending of a ridge; the other is called bifurcation,

which is the point on the ridge from which two branches derive.

1.12 Motivation of This Study

Fingerprint enhancement is the most of important in recognition a person based on his
physiological and behavioral characteristics is known as biometrics. Biometrics has gained a lot
of importance in recent past due to increase in crime rate and need of more robust and automated
security. People from many different backgrounds have contributed for development of biometric
system for number of years, for example researchers from fields like sensors, image processing,
signal processing, pattern recognition, datébase management, software development etc.
Fingerprints are the most widely used biometric feature for personal identification based on
physiological and behavioral characteristics. So that, fingerprint enhancement and fingerprint
extracting minutiae is one of the most important steps in automatic fingerprint identification and

classification. In practice, there already exists many enhance ridge of fingerprint algorithms.
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Almost of them can efficiently enhance ridge of fingerprint, when the fingerprint image is at quite
high quality, but when the fingerprint image is of poor quality such as: dry, wet or damp, smudge,
scars, blurred and wrinkle the efficient of the algorithm degrades. This study, we propose
fingerprint images enhancement with directional filtering to reduce the noise and enhance the
definition of ridges, for increasing the contrast between ridges and valley for connecting. The
performance of enhanced image is measured for its improvement confirmed by the success of
core point identification where Poincare technique is used. The commonly-well-known database
FVC-2004 is used for image source. For the case of implementation, the proposed techniques and

algorithms are implemented using MATLAB.

1.13 Thesis Outline

After the general introduction of biometric system, various characteristics of application
of fingerprint with a background and related works in the area of fingerprint enhancement. In this
thesis, we proposed fingerprint image enhancement with directional filtering that involves two
types similar of filters: Gabor filter and Second derivative of a Gaussian filter are also applied in
the scheme of pyramid technique and directional wavelet transform. The next step gives a brief

overview of the most commonly used enhancement algorithms.

Chapter 2 presents fingerprint enhancements, the background information and reviews of
brief enhancement algorithm in the literature. The background includes the details of fingerprint
matching and classification techniques, the next literature review of fingerprint image

enhancement corresponding to our proposed.

Chapter 3 describes the general technique in image processing. In this chapter, a
conventional image processing method and literature reviews images enhancement by using filter
techniques it common many algorithms present. Further, the filter techniques are taken into
consideration for image processing and fingerprint image, which can reduce the noise and

improve of the images

Chapter 4 describes fingerprint image enhancement, it is main methodologies for
fingerprint image enhancement with directional filtering based on the presents. It is including two
types similar of filters Gabor filter and Second derivative of a Gaussian filter are also applied in

the scheme of pyramid technique and directional wavelet transform, which can improve the
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quality of the ridge fingerprint images for increasing the contrast between ridges and valley for

connecting.

Chapter 5 will illustrate the experiment and results. Further, discussion fingerprint
enhancement with directional filtering, it is includes Gabor filter and Second derivative of a
Gaussian filter are also applied in the scheme of pyramid technique and directional wavelet
transform. The performance of enhancement image is measured for its improvement by testing

the success of core point identification where Poincare technique is applied.

Chapter 6 presents the main of contribution this thesis, discussion, conclusions and future

extension possibility of this work.

1.14 Summary

In this chapter we have introduced the general aspect of biometric; including systems,
characteristics. Biometrics are generally divided into two groups; namely physiological and
behavioral characteristics. Following, we shifted to fingerprint, another personal unique identifier.
The sub-topic includes history, application systems, definition, individuality and extraction.
Before moving to the fingerprint enhancement in next chapter, this chapter is concluded with

research motivation and the brief on the rest chapters.



Chapter 2

Fingerprint Enhancement

2.1 Needs of Fingerprint Enhancement

Fingerprints are widely used for authentication purpose due to their proved
distinctiveness. This uniqueness comes from unique local characteristics ridge bifurcations and
ridge endings known as minutiae. Most of the fingerprint matching algorithms use details of these
minutiae points to compare two fingerprint images. The performance of these algorithms depends
significantly on the quality of fingerprint images. In many cases, fingerprint with numerous
discontinuous ridges poor quality such as dry, wet, damped, scars and smudges can cause errors
in fingerprint identification process, and also quality of fingerprint images differs due to many
factors like imaging conditions, type of sensor is used, acquisition conditions, age, skin
characteristics etc. Minutiae from poor quality images contain many pseudo-minutiae. These
pseudo-minutiae can affect the performance of a matching algorithm significantly. Therefore, we
need an effective fingerprint image enhancement procedure to eliminate these pseudo-minutiae

and thus improve the performance of fingerprint matching algorithm.

The main aim an enhancement algorithm is not only to reduce unwanted noise in the
image as much as possible and to improve the clarity of ridge structures of fingerprint images in
recoverable regions but also to remove the unrecoverable regions. The process is employed in
order to improve the clarity of ridge structures of input fingerprint. There are numbers of
fingerprint enhancement procedures. proposed in the literature. Most of the fingerprint
enhancement techniques make the use of filters for enhancement [3, 57-69]. The most widely
used technique is based on the use of directional filtering [3, 23, 57-63]. Instead of using filter for
the entire image, different filters are used for different areas of the image [64-69]. Filters are
designed according to the local ridge orientation and local ridge frequency as they differ in
different areas of a fingerprint. An appropriate filter that is tuned to the local ridge frequency and
orientation can effectively remove the undesired noise while preserving the true ridge and valley

structure.
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2.2 Fingerprint Matching (1]

A fingerprint matching algorithm compares two given fingerprints and returns either a
degree of similarity (without loss of generality, a score between 0 and 1) or a binary decision
(mated/non-mated). Only a few matching algorithms operate directly on grayscale fingerprint
images; most of them require that an intermediate fingerprint representation be derived through a
feature extraction stage. Without loss of generality, hereafter we denote the representation of the
fingerprint acquired during enrollment as the template (7) and the representation of the
fingerprint to be matched as the input (I). In case no feature extraction is performed, the
fingerprint representation coincides with the grayscale fingerprint image itself; hence, throughout
this chapter, we denote both raw fingerprint images and fingerprint feature vectors (i.e., minutiae)

with T and 1.

The fingerprint feature extraction and matching algorithms are usually quite similar for
both fingerprint verification and identification problems. This is because the fingerprint
identification problem (i.e., searching for an input fingerprint in a database of N fingerprints) can
be implemented as a sequential execution of N one-to-one comparisons (verifications) between
pairs of fingerprints. Approaches to fingerprint matching can be coarsely classified into three

families.

Correlation-based matching: two fingerprint images are superimposed and the correlation
between the corresponding pixels is computed for different alignments (i.e., various

displacements and rotations).

Minutiae-based matching: this is the most popular and widely used technique, being the
basis of the fingerprint comparison made by fingerprint examiners. Minutiae are extracted from
the two fingerprints and stored as sets of points in the two dimensional plane. Minutiae-based
matching essentially consists of finding the alignment between the template and the input

minutiae feature sets that result in the maximum number of minutiae pairings.

Non-Minutiae feature-based matching: minutiae extraction is difficult in extremely low-
quality fingerprint images. While some other features of the fingerprint ridge pattern (i.e., local
orientation and frequency, ridge shape, texture information) may be extracted more reliably than

minutiae, their distinctiveness as well as persistence is generally lower.



39

2.2.1 Correlation-based techniques

Let T and I be the two fingerprint images corresponding to the template and the input
fingerprint, respectively. Then an intuitive measure of their diversity is the sum of squared

differences (SSD) between the intensities of the corresponding pixels:
SSD(T, 1) =|T-1|f = (T -1)" (T -1I)=|T|f +1|f 27171 (2.1)

] i 2 2
where the superscript “7” denotes the transpose of a vector. If the terms ||7]] and |[/Z] are
constant, the diversity between the two images is minimized when the cross-correlation (CC)

between T and I is maximized:
CC(T. =TI ) (2.2)

Note that the quantity -2 X CC(T,I) appears as the third term in equation (2.1). The cross-
correlation (or simply correlation) is then a measure of the image similarity. Due to the
displacement and rotation that unavoidably characterize two impressions of a given finger, their
similarity cannot be simply computed by superimposing T and 1 and applying equation (2.2).

A\' A\' . 9 . - . . .
Let AV 5 represent a rotation of the input image 7 by an angle 0 around the origin

(usually the image center) and shifted by Ax and Ay pixels in directions x and y, respectively; then
the similarity between the two fingerprint images 7 and I can be measured as
S(T,1)="max CC(T,1**9) (2.3)
Ax,Ay,0
A direct application of equation (2.3) rarely leads to acceptable results (see Figure 2.1a) mainly
due to the following problems. Figure 2.1 for the best alignment (e.g., that maximize correlation).
In the first row, a) the two impressions are very similar and their images correlate well (the

residual is very small). In the second row, b) and third row c), due to high distortion and skin

condition, respectively, the residuals are high and the global correlation methods fail.



Figure 2.1 Each row shows two impressions of the same finger and the absolute value of their

difference (residual).

As to the computational complexity of the correlation technique, smart approaches may

be exploited to achieve efficient implementations.

® The correlation theorem [6] states that computing the correlation in the spatial
domain (operator ® ) is equivalent to performing a point-wise multiplication in the

Fourier domain; in particular,
T®I=F"(F(T)x F(T)) (2.4)

. . 5. - = o > o
where F( ) is the Fourier transform of an image, F* ( ) is the inverse Fourier

(Y31 1]
X

transform, “*” denotes the complex conjugate, and denotes the point-by-point
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multiplication of two vectors. The result of Equation (2.4) is a correlation image

whose value at the pixel [x,y] denotes the correlation between T and I when the
displacement is Ax = x and Ay = y. However the output of Equation (2.4) is
dependent on the image energy and the correlation peak (corresponding to the
optimal registration) can be small. The Symmetric Phase Only Filter (SPOF) often

provides better results (equation (2.5)):

FU)Fm] 29

_p-1
T&””"F(ﬁﬁﬂﬂﬂm
To reduce the effect of noise [7] suggests restricting the SPOF domain to the
frequency range characterizing a fingerprint image: this can be simply dealt with
through band-pass filtering in the Fourier space. Equations (2.4) and (2.5) do not
take into account rotation, which has to be dealt with separately; in any case, the
computational saving is very high when correlation is performed globally [8] and
considerable when it is performed locally by using medium-size regions.

Computing the maximum correlation need not necessarily be done in a sequential,
exhaustive manner; multi-resolution approaches, space-searching techniques (e.g.,
gradient descent), and other heuristics can be adopted to reduce the number of
evaluations. For example, [9] propose to coarsely pre-align the two fingerprints
based on their orientation images.

The Fourier-Mellin transform [10] may be used instead of the Fourier transform to
achieve rotation invariance in addition to translation invariance; on the other hand,
some additional steps (such as the log-polar coordinate transformation) have to be
performed, that can reduce the accuracy of this solution. [11] Method computes the
Fourier-Mellin descriptors locally and uses SPOF to determine the similarity
between any two image portions.

The approach proposed by [12] partitions both T and I into local regions and
computes the maximum correlation (in the Fourier domain) between any pair of
regions. This method suffers from “border effects” because of the partial overlapping
between the different blocks, but can considerably speed up the whole matching

process.
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2.2.2 Minutiae-based methods

A minutia matching is certainly the most well-known and most widely used method for
fingerprint matching, thanks to its strict analogy with the way forensic experts compare
fingerprints and its acceptance as a proof of identity in the courts of law in almost all countries

around the world.

1) Problem formulation

Let T and I be the representation of the template and input fingerprint, respectively.
Unlike in correlation-based techniques, where the fingerprint representation coincides with the
fingerprint image, here the representation is a feature vector (of variable length) whose elements
are the fingerprint minutiae. Each minutia may be described by a number of attributes, including
its location in the fingerprint image, orientation, type (e.g., ridge ending or ridge bifurcation), a
weight based on the quality of the fingerprint image in the neighborhood of the minutia, and so
on. Most common minutiae matching algorithms consider each minutia as a triplet m = {x,y,0}

that indicates the x,y minutia location coordinates and the minutia angle 0:

T ={my,my, - m,}, n; ={x,-,1 i,e,.}, i=1-m

L={m},mb,-,m}, m}={x;-,y;-,9}}, j=1u:m,

where m and n denote the number of minutiae in T and 7, respectively.
A minutia nfjin I and a minutia m;in T are considered “matching,” if the spatial

distance (sd) between them is smaller than a given tolerance r, and the direction difference (dd)

between them is smaller than an angular tolerance 0;:

sd(m;,m,-) = \[(1; - )2 +(y} -y )2 <1 (2.6)

,360° —

dd(m},m,»):min(le}- -0; =

o eil) <0, @.7)

Equation (2.7) takes the minimum of ’9} —9,»| and 360° -

0’ —9,-| because of the circularity of
angles (the difference between angles of 2° and 358° is only 4°). The tolerance boxes (or hyper-
spheres) defined by r, and 0, are necessary to compensate for the unavoidable errors made by
feature extraction algorithms and to account for the small plastic distortions that cause the

minutiae positions to change.
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Aligning the two fingerprints is a mandatory step in order to maximize the number of
matching minutiae. Correctly aligning two fingerprints certainly requires displacement (in x and
y) and rotation () to be recovered and likely involves compensating for other geometrical

transformations:

® Scale has to be considered when the resolution of the two fingerprints may vary (e.g.,
the two fingerprint images have been taken by scanners operating at different
resolutions).

® Other distortion-tolerant geometrical transformations could be useful to match

minutiae in case one or both of the fingerprints is affected by severe distortions.

In any case, tolerating more geometric transformations beyond translation and rotation
results in additional degrees of freedom to the minutiae matcher: when a matcher is designed, this
issue needs to be carefully evaluated, as each degree of freedom results in a huge number of new
possible alignments which significantly increases the chance of incorrectly matching two

fingerprints from different fingers:

Let map( ) be the function that maps a minutia mt; (from I) into 11} according to a given
geometrical transformation; for example, by considering a displacement of [Ax, Ay] and a

counterclockwise rotation 0 around the originl:

radxtyt 0 W= mt =ty e
mapr/Ay,e(mj-{x],yl,ej}) nj {xl,y1,9]+6}, where,

X3 cos0-sin07| ] Ax
- B
Y sin6 cosO [l yj | |Ay
Let mm( ) be an indicator function that returns 1 in the case where the minutiae 7 and m; match

according to Equations (2.6) and (2.7):

mm (m'~'

{1 sd(m}-’,m,-) <n and dd(m}',m,) <0,
f,mpe

0 otherwise.

Then, the matching problem can be formulated as

maxintize mm(ma : (m’ ) m) (2.8)
Ax,Ay,0,P Pax.ayo \"p@ ) T
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where P(i) is an unknown function that determines the pairing between I and T minutiae; in
particular, each minutia has either exactly one mate in the other fingerprint. Figure 2.2 shows an
example of minutiae pairing given a fingerprint alignment. To achieve the optimum pairing
(according to equation (2.8)), a slightly more complicated scheme should be adopted: in fact, in
the case when a minutia of 7 falls within the tolerance hyper-sphere of more than one minutia of
T, the optimum assignment is that which maximizes the number of mates (refer to Figure 2.3 for a
simple example). Figure 2.2 minutiae of T are denoted by o0, whereas I minutiae are denoted by x.
Note that I minutiae are referred to asm” , because what is shown in the figure is their mapping
into T coordinates. Pairing is performed according to the minimum distance. The dashed circles
indicate the maximum spatial distance. The gray circles denote successfully mated minutiae;

minutia m; of T and minutia mj of I have no mates, minutiae m, and m; cannot be mated due to

their large direction difference [13].

Figure 2.2 Minutiae of / mapped into T coordinates for a given alignment.

As shown in Figure 2.3 if m; was mated with mj (the closest minutia), m, would remain

unmated; however, pairing m; withmj , allows m, to be mated withmj) , thus maximizing

equation (2.8).
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Figure 2.3 In this example of mated minutia.

2) Similarity score

Unlike in manual matching performed by forensic experts where the number of matching
minutiae is itself the main output of the comparison, automatic matching systems must convert
this number into a similarity score. This is often performed by simply normalizing the number of

matching minutiae (here denoted by k) by the average number (m + 7)/2 of minutiae in T and I

score = 3JELNIR (2.9)
(n+m)/2

However, further information can be exploited, especially in case of noisy images and limited

overlap between T and I, to compute a more reliable score; in fact:

® Minutiae quality can be used to weight differently reliable and unreliable minutiae
pairs: the contribution from a pair of reliable minutiae should be higher than that
from a pair where at least one the two minutiae are of low quality [14]. The quality
of a minutia (and of a minutia pair) can be defined according to the fingerprint
quality in the region where the minutia lies and/or by keeping into account other
local information.

® The normalization in equation (2.9) tends to excessively penalize fingerprint pairs
with partial overlap; a more effective normalization considers the number or
minutiae belonging to the intersection of the two fingerprints after the optimal

alignment have been determined [15].
3) Point pattern matching

The minutiae matching problem can also be viewed as a point pattern matching problem.
Because of its central role in many pattern recognition and computer vision tasks (i.e., object

matching, remote sensing, camera calibration, motion estimation), point pattern matching has
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been extensively studied yielding families of approaches known as algebraic geometry, Hough

transform, relaxation, Operations Research solutions, energy-minimization, and so on.

Algebraic geometry: several methods have been proposed in the literature for
different versions of the problem: n = m or n < m, exact or inexact point matching;
see [16] for a survey proposed an algorithm to perform an inexact partial point
pattern matching with O(m2 xn' xlog m) time complexity. However, this algorithm
makes some simplifying assumptions that are not always fulfilled by minutiae points;
in fact, the algorithm requires that: (i) all the points in I have a mate in T, even if
some points in 7 can have no mate in I, and (i7) the tolerance boxes around the points
do not intersect each other or, equivalently, that the points in T are not too close to
each other.
Hough transform: the generalized Hough transform-based approach [17] converts
point pattern matching to the problem of detecting peaks in the Hough space of
transformation parameters. It discretizes the parameter space and accumulates
evidence in the discretized space by deriving transformation parameters that relate
two sets of points using a substructure of the feature matching technique.
Relaxation: the relaxation approach [18] iteratively adjusts the confidence level of
each corresponding pair of points based on its consistency with other pairs until a
certain criterion is satisfied. At each iteration 7, the method computes m xn
probabilities p, (probability that point i corresponds to point S

m

it = lZ[max {C(I'J:h,k)n(}’}], ielm, j=1-n, (2.10)

k=1.--
m h=1 n

where c(i, j; h, k) is a compatibility measure between the pairing (i, j) and (h, k),
which can be defined according to the consistency of the alignments necessary to
map point ; into 7 and point & into A. Equation (10) increases the probability of those
pairs that receive substantial support by other pairs, and decreases the probability of
the remaining ones. At convergence, each point i may be associated with the point j
such that p;; = max, {p;.} . where s is any other point in the set.

Operations Research solutions: tree-pruning approaches attempt to find the
correspondence between the two point sets by searching over a tree of possible

matches while employing different tree-pruning methods (e.g., branch and bound) to
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reduce the search space [19]. To prune the tree of possible matches efficiently, this
approach tends to impose a number of requirements on the input point sets, such as
an equal number of points (n = m) and no outliers (points without correspondence).
These requirements are difficult to satisfy in practice, especially in fingerprint
minutiae matching. A minutiae matching algorithm based on minimum spanning tree
matching was proposed by [20].

Energy minimization: these methods define a function that associates an energy or
fitness with each solution of the problem. Optimal solutions are then derived by
minimizing the energy function (or maximizing fitness) by using a stochastic
algorithm such as the Genetic algorithm [21] provided specific Genetic algorithm
implementations for global minutiae matching. In general, the methods belonging to

this category tend to be slow and are unsuitable for real-time minutiae matching.

4) Minutiae matching with pre-alignment

Embedding fingerprint alignment into the minutiae matching stage (as the methods

presented in the previous section do). certainly leads to the design of robust algorithms, which are

often able to operate with noisy and incomplete data. On the other hand, the computational

complexity of such methods does not provide a high matching throughput (i.e., 10,000 or more

matches per second), as required by AFIS or civil systems.

Storing pre-aligned templates in the database and pre-aligning the input fingerprint

before the minutiae matching can be a valid solution to speed up the 1:N identification. In theory,

if a perfect pre-alignment could be achieved, the minutiae matching could be reduced to a simple

pairing. Two main approaches for pre-alignment have been investigated.

Absolute pre-alignment: each fingerprint template is pre-aligned, independently of
the others, before storing it in the database. Matching an input fingerprint 7 with a set
of templates requires 7 to be independently registered just once, and the resulting
aligned representation to be matched with all the templates. The most common
absolute pre-alignment technique translates the fingerprint according to the position
of the core point. Unfortunately, reliable detection of the core is very difficult in
noisy images and in arch type patterns, and a registration error at this level is likely
to result in a matching error. Absolute pre-alignment with respect to rotation is even

more critical; some authors proposed using the shape of the external fingerprint
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silhouette (if available), the orientation of the core delta segment (if a delta exists),
the average orientation in some regions around the core or the orientations of the
singularities [22].

® Relative pre-alignment: the input fingerprint I have to be pre-aligned with respect to
each template T in the database; 1: N identification requires N independent pre-
alignments. Relative pre-alignment may determine a significant speed up with
respect to the algorithms that do not perform any pre-alignment, but cannot compete
in terms of efficiency with absolute pre-alignment. However, relative pre-alignment
is in general more effective (in terms of accuracy) than absolute pre-alignment,
because the features of the template 7 may be used to drive the registration process.

Figure 2.4 a) input minutiae set; b) template minutiae set; ¢) alignment result based on

the minutiae marked with green circles; d) matching result where template minutiae and their

correspondences are connected by green lines (23] .

Figure 2.4 Results of applying the matching algorithm to an input minutiae set and a template.
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5) Avoiding alignment

Fingerprint alignment is certainly a critical and time-consuming step. To overcome
problems involved in alignment, and to better cope with local distortions, some authors perform
minutiae matching locally. A few other attempts have been proposed that try to globally match
minutiae without requiring explicit recovery of the parameters of the transformation. An
introduced an intrinsic coordinates system (ICS) whose axes run along hypothetical lines defined
by the local orientation of the fingerprint pattern [24]. First, the fingerprint is partitioned in
regular regions (i.e., regions that do not contain singular points). In each regular region, the ICS is
defined by the orientation field. When using intrinsic coordinates instead of pixel coordinates,
minutiae are defined with respect to their position in the orientation field (Figure 2.5).
Translation, displacement, and distortion move minutiae with the orientation field they are
immersed in and therefore do not change their intrinsic coordinates. On the other hand, some
practical problems such as reliably partitioning the fingerprint in regular regions and
unambiguously defining intrinsic coordinate axes in low-quality fingerprints still remain to be
solved. Figure 2.5 a) the fingerprint is partitioned into four regular regions; b) each region is
spanned by two axes, one parallel to the ridge orientation, and the other perpendicular to the
ridges; c) iso-coordinates in the ICS spaces; d) intrinsic coordinates of a given minutia. Reprinted

with permission from [24]

Figure 2.5 Intrinsic Coordinate System (ICS).

2.2.3 Non-minutiae feature-based matching techniques

Three main reasons induce designers of fingerprint recognition techniques to search for

additional fingerprint distinguishing features, beyond minutiae:
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® Additional features may be used in conjunction with minutiae (and not as an
alternative) to increase system accuracy and robustness. It is worth noting that
several non-minutiae feature based techniques use minutiae for pre-alignment or to
define anchor points.

® Reliably extracting minutiae from extremely poor quality fingerprints is difficult.
Although minutiae may carry most of the fingerprint discriminatory information,
they do not always constitute the best tradeoff between accuracy and robustness for
the poor quality fingerprints.

® Non-minutiae-based methods may perform better than minutiae-based methods when
the area of fingerprint sensor is small. In fingerprints with small area, only 4-5
minutiac may exist and in that case minutiae-based algorithm do not behave

satisfactorily.

1) Global and local texture information

Global and local texture information sources are important alternatives to minutiae, and
texture- based fingerprint matching is an active area of research. Image texture is defined by
spatial repetition of basic elements, and is characterized by properties such as scale, orientation,
frequency, symmetry, isotropy, and so on. Fingerprint ridge lines are mainly described by smooth
ridge orientation and frequency, except in singular regions. These singular regions are
discontinuities in a basically regular pattern and include the loop(s) and the delta(s) at a coarse

resolution and the minutiae points at a high resolution.

We know that most of the local texture information is contained in the orientation and
frequency images. Several methods have been proposed where a similarity score is derived from
the correlation between the aligned orientation images of the two fingerprints: [25, 26]. The
alignment can be based on the orientation image alone or delegated to a further minutiae
matching stage. Also [27] used orientation image in their hybrid matching technique, but unlike
other researchers they used a model based approximation of the orientation image. Their
experimental results show that, not only this allows to reduce the template size (in fact only the
model parameters have to be stored), but also improve accuracy due to the robustness of the
model to local perturbation of the orientation image. In [28] used frequency image correlation in
conjunction with minutiae matching to produce a final score. Since the frequency images directly

computed from the fingerprints may lack in robustness against noise and distortion, a polynomial
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